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Menu Name > AZ1—EEERLET, Device > Port > Port Properties (. Device] A Za21—®DTF
Menu Option @ TPort] *Za2—® [Port Properties] X Z1—7* 7> 3
VERLTVET,
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TI7HIVETIE 64 B, APBEBS ALY ADBMICKVERA 256 BDT 7L ARA Y S DEFEBEITSCENTEXT,

|0 MO—SEZNCEEMIT AT I RARA I\%@ﬁﬁ LT UTFDBEZRETEXT,
WLAN ED D-Link 772 ZRA >~ b DORE L&
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Bl
 FTARENDTI T CEICBBLIET VEARA Y M. BEZTO7 7))V &EBRAY 2.
- BEILPEEBCLICEGSEF 2T AR Y— (FRANA BEALL) ZRET 5,
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FREFR
DWC-2000 71>/ =51, SHHRTY 5 =754 AREAI DT ALY FO=5TT, BIg5 Y REMATHTLIEY, 80

Y hA-SEEKR 256 BT VECARA Y Y R—bFEHIENTERY, BRIV FO-JICL ) RREHSERR Y ST —7OBR t+2
U7 1 & QoS HEED—TTERIT. T AT VL AADF v I 7T 1 T R—2)VDREXEDFIRETT,

A2y EMREEFHODRAT—STIVET—FTIF+
- BINZAEVRELTC 1 DOEEOY FO—JIERK64BDT IV ARA > b R—FLET,
- B—OEREIO Y FO—TITIE 32/64/128 BEAMIC. 256 BX COT7 7 CARA Y MUBIMTEDBAT A X/~ (DWC-2000-AP32 /
DWC-2000-AP64 / DWC-2000-AP128) hEEINTWVE T,
« DSRABTI—TDZy FT—TITEBRK 1,04 BDT I CARA Y b EYR—FLET,
- IEEE802.11a, 802.11b, 802.11g. 802.11n. 802.11ac. 802.11ax O r LAY R—FLET,

ERAIEE
2&13 bw/ TBIBTIVRRRA Y FDBEBT 4 AH/N
. ﬁi\i?@?Z\/ ND—U2kAh 1 AR CEE
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- REBTI7RRRA > bOE. DB, &E
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s FANEEBEF TV MER

YA h—RABPET LIl WELTET—2A2FERALT. (T8 A EXTEOT -0 — b HE2y b7 v LET, TEXFEOT—2— ]
DASIDTT LIl #GO Y bO—SDORBSFAERELE T,
R—BMIC2WT

REBEUTDR— b Z2BHLTVET,

R— b DWC-2000
TOBASE-T/T00BASE-TX/1000BASE-T R— K 4
SFP 7R— k 4
RJ-45 >V —)LR— b 1
USB R— k 2
HDD €Y 21—)LbAXAwY 1
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Power LED
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ch 2000

Fan LED
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SFPR—k LANAR— b

-1 BIE/ SRV
BEBAIN SHEA
Power LED AR FO—SOERODKREEZRLET,
Fan LED RO MO—2D7 7V OREERLET,
USB R— I /LED USB1.1 £7/zlE 20 DT /N\A AEFEFETCEEY,
LAN R— b AvE1—% AAMYFEXUONTHBEDA—FZ Y bT/INAXEUTP =TIV TCERLE T,
SFP 7/R— K AVE1—5 RAVFBERUNTZEDA =YY bTNAXEHREY 21— )L ERABALTESRLET,

VY —JUR—§

RJ45-t0-DBY OV — )L —TIVEELCTCL (ARY RSA VAV EZTT—R) LT VR T BDIERLET,

HDD €YV a1—)LbAXAY b

N=RT AR RSATEIV2—)VBAOAOY bTY, HDD IERELTWELA.

Dty bRZ>

A THEHERREIC) Y FLET,

LED &R

LED ODFRICL 2T BRPR—

hOREZEHHTTET T

VY9 AE—F TXIRKAT—% X
| | 29 AE=F&
TXIRKRAT—% X

B 1-2

LAN/SFP

LED

AT =2 A LED IELUTOREZRTLET,

LED we | & IREESER
Power/ A7—42 A | =T B | R T,
s [ ®B|o5vyvalELE UANUE—RICE>TOET,
=T | 8 |RRcEEAMERENERICBIELTOET,
SR\ B | 77— LozTOT7 Y T L —RIckBLE LT,
T | - |RRcERMERENTOE A,
Fan j=v4} BN T77VIEEBICEHELTOED,
=T | R [T opEmELTVETS,
LAN =47 | & [1000Mbps TU > BT L TLNET
VYO RE—=R SAT | 8 | 100Mbps TY > HEEIILTLET,
T | — [10Mbps TU > BRI L TLET
LAN T U hEET LTONET,
R 2752 [ mm | ™ [F—srmsEL 0T,
T | = [urosmILcuELA,
SFP ST 100Mbps TY > 7 BT L TLNET,
VYU AE—=F& =01 = 100Mbps TF— 42 &%HELTLET,
TX/RX =7 | . |1000Mbps TU > o pRET L TLET,
e 1000Mbps 7 — 2 & XBELTWET,
USB ST USB 7/ \1 A E N TV E T,
= | |8 | FoaEEsELTLET,
AT USB 7/ \1 A EN TV E S,
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ST 22
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1. AAYFETIRRARA Y M ERBLET,

2. \ERIYFO—Z0OFIED LAN(1-4) R— D 1 DIcA—F Xy b LAN T =T IVD—mE#E LE T, LANXRY b T—T T A b EDXA Y

FICBWTHIARTEE: RI-45 R— MMCTr—7ILDE >—tma it LE T,

3. ROV FA—2DLAN (1-4) R—bD1DZERY FT—7 Efcld, EFEPCICERLET,

AVE2—=2y b

@ Ju—4% /DHCP #—/%
i

DWC-2000

B\ET7OEARLVF

X2-3 B

BRDIZA

1. BRI—JIEAMRBOERIXV 2ICERLET, BRI—JIVOTS VBRIV Y MIERLET, BAOEEH. Power LED (F1BHE

lCTLET,
2. EETSHE. Power LED MMREICRITLE T,
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FTI3IE WebN—ABEIL—T1sVTa
- Web 84 V27T —ANOOTA >
- Web 8E 1 >4 71— ADEEEH
- Web B84 42 71— ADKEBEICDWNT
- FES—2EE

Web EEBA /27T —A\NOATA
BAAYVFDITRTDY T b7 T7HREIE. EEENTWS Web X—Z (HTML) 4 42 7 1 —ARATEE. IEBLUOE-RTEL T, 1@%

MG S0 FRALTRY NT—V LD E— AT =V 3 VD BERAA v FAEEBTEELT, Jo2UYNEBNE T 72V —ILDBEIE L.
HTTP 70O F L AEBR L TAA Y FEEEBET 5 EHFRETY,

YATLEH

RERDEMET BTedHITlE. UTDY AT LREHDBETT,
< TSUTOES
- ARy FAOER

TSO9N—-T g
- Microsoft Internet Explorer 11 LI
- Mozilla Firefox 23 LI&
- Apple Safari 5.1.7 L{B& (Windows)
« Apple Safari 6.1.3 LI} (i0S)
- Google Chrome 26 L{f%

Q741 VaiD%ElE
a7+ e, LTFOBEZERLET,
- BT7%w MAY 12552552550) &A#FD [192.168.10x] 2w bT—2DIP 7 RLAZEFERTBHEDIC. Web 75 7HHEMEL TLNB PC
BRELET,
 DuF—OZFF. Ry TT7 v TORR. BELOL JavaScript DEIEEFAI T 5L DI Web TSP ERELE T,
- EROEROY NO—SD T 7 —LU T ET v TIL—RLET, (AP T77—LoxT7DT7 v T L—R] BR)
CEROVNO—SDT T LTI TET Y T L= RELRBIL. TIVRRRA U DT 77— T7ET v I L—RELET, (TER
DT TEARAY bDRF 1AV FBER)

OJ4VHE
ABZOBEIF LAN 77— IV TER LI PCHSFVNET,

1. AERO AN R— D1 DEPCERERLET,

2. 1192168.10.0/24) 7%y MeHBAZT v IPT7 FLAZERLTPCHRETNTNS T &7 THEERZEL,

TSN TRy F7wFTOY o) MEEREMICT B, Shid TRy 77w 770y 5] OFEUZ M Thitpy/192.168101 %5&
MLTRED,

3. Web 7505 %REHLET,

4, FABRDIPT7 FLRXEHTIP R—bDESZT FLRITAAL (http//192.168.10.1). [Enter] F—%HTFLE T, FREM PC EARGRD IP 77
FLADRLCT TRy hRTH B EITERLTEEL,

& 182168101
31 7 RLAASEEAE

094> 70V 7 MARRENENBEIE [WebGUI STy 1—7 125 BBRLTIREL,

el ARRODIP T RLAENRES SEBLTVDEEIE. ZEEDT RLAEAHLET,
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5 BEUCAThT 2L, TR T4 VEERLSNRRENE T,

Please login to access D-Link Unified Controller (DWC-2000) to manage and use the device

Login

3-2  Login &

6. [Username] (2—H4%) & lPassword)] (USRT—R) ZAFAL. Tlogin) RE>&Eo vy LET,

AV RO=SOP T RLA. 972y kRRY. I—F8, /SR 7— FOMEBBIEUTO®EY T,

- P77 KL X:192.168.10.1

- 7% w bR 2552552550
- Username: admin

- Password: admin

7. WEIAYA VEIEUTOBEERMRTENE T,

This page is to change the default password for Admin / Guest account. Please configure strong password for better security.

Change Password

Admi

|

3-3 NRTU—FEEER

8. FLWRT—FRZEASL, lSavel 20w o LET,

1 PRERT— FOFS ELAXTENTTERBILET, /SR T— FEEURLE/ AT — RICEB L, (I8 A BAHEDT 2
U— b TR LTHL T EEHEH LET.

9. BELOJAVEELRTEINEITDOCTC, I—TEHEHMLVWART-—F2AALTET1M Y LET,
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10. AT A VICHINT 5 EUTOEEARRENE T,
ANE®E (Status > Dashboard BIE) |(CIF—RHVEAT—2 XI1EH. LAN/WLAN DX T —2 AIEHAFRENE T,

€3 Status

Status » Dashboard 0 g

The Managed AP, AP Utilization, Controller Memory Utilization, Client Traffic and Controller CPU Utilization for all user/group are profiled here and
packet traffic through the controller is displayed for each interface.

Dashboard Manage Dashboard

Managed AP Status{0/64 ) Top 5 AP Utilization WLAN Traffic |z|

4

3

2

N/A N/A N/A 0

1
N/A N/A N/A 0

0
; 2 3 N/A N/A N/A 0
R tranage N/A N/A N/A 0

|E Mot Managed 0
o 2 4 L] & 10

B3 Connection Failed 0

Cocor: |

Controller Memory Utilization Top 5 Client Traffic
Free 56%
Gooupied | 445 NiA 00:00:00:00:00:00 NiA :
N/A 00:00:00:00:00:00 N/A 2
N/A 00:00:00:00:00:00 N/A 2
N/A 00:00:00:00:00:00 N/A 2
N/A 00:00:00:00:00:00 N/A 2

034 HvyaR— FEE

1. REBE CEBET ORI, [Save] K2V ERLTEELREEZREFLET,

12. Web BEA VR T T—IN5007 7 BICIE. YATLAZa—T ) T7DHELERICHS llogout) 7AAVET v LET,

| Language:

003 | Firmware Version:

Client RSS! (o @ 0 ’ System Search..

X 3-5  Logout 774 2~
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Web B4 V27 1 —ADEEERK

Web B >4 7 1 —AEEICIE. UTOEELHET,

| Murnber: 53

o @ ci

Authentication
User Database

Firewall
Blocked Clisnts

External Auth Server

Radius Accounting Global

e 0

Settings
This page configures the RADIUS servers to be used for authentication. & R&DIUS §  Login Profiles LN 2 n larger
< U5 server is configured in the L&M, it can be used for auth Billing Profile es55s netwaork
LAOVA ] e i e jo
i : Email Canfiguration
Radius Server List A
Show (10~ | entdes [Right click on record to get mare options] Hee q |
ofuth Server ﬁ
192.168.1.2
192.168.1.3 1812
192.168.1.4 1812 = Checking
Showing 1to 3 of 3 entries || First | Previous | 1 | Mext g | Last
236 AT
HHE JVR—x> b =iEA
LI AAVFTET =232V AZ2—3T |Web BEA 2V Z T T —ADEEICKRTENE T, CDZTE IRNTDREAZ 21— DTV
CTRAZRBLTEYD . BlIcRRENTVET,
LNIL 2 A FET—=23 2D AN VFET =23 VBT LRV AZBEFTHE. AN VFET =23 >2DFTAZ1—H
HIAZ2—527 ®RENET,
LNV 3 FRRICHAHIAZ1—DRT R=IILEDTE AAVFTESF =23V AZa—FTDRICAZa—2THHY. 71Uy
THE MOR—IIBBELET,
LAV 4 7= AN—=X BIRLIEAZ 2 —ETTAZ 2 —ICBEET B\ TA—2EHRRLET,

D=0 AR=RIZE UTFDT 72 3V REZ Y RUA Z1—HRRENET,

AZ1-RBRETBEEEEY Uy I LTRRLET,

B Network

Metwork » VLAM = VLAN Settings

90

The controller supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork

defined by VLAN identifiers.
VLAN List

Shaw | 10 g” entries [Right click on record to get more options]

Default 1 WLAN (L3) Clesicasal ?.1 255.255.255.0
Showing 1 to 1 of 1 entries ~| Edit
% Delete
Add New VLAN
] 3-7 =77 ANR—R

Temporary

|| First

| Previous

1 | Nest || Last |
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TOYAVREVE AV T4 I L—Y 3V DEBEREICBRAINE Y, —MEIET 7Y 3 RZ VIELTOEY T,

T AVIRE Y B

Save BECEBEICIT >V 747 L—Y a3 VEBOINTCZRELET, BRI FO—IHBERFS 7 dBEEBEN TE.
RESNEREFFRBIINET, RMMREOIV T L—2 3 v OEBIEEDONET,

Cancel REDCE@ DA 7Y avid. RBICEAFEIFERESNEREIC) LY bENET,

Add RrEoBE®EICH L<EBEBMLET,

auvIwy B v oA Z1—DEBEEFRTSE. BIFEORTEEBICH L TRAGT 72 a v EITOTENTEET,

AZa— - Bdit-ABEEOOAV 74— 3 Vv ERELET,

+ Delete - RIEE ZHIFRLE T,

+ Move - RIBEAIEEMEBICEBILE T,

- Enable- AIBEZBMICLE T,

- Disable - AIEE Z 3N LE T,

< Apply-BIFEOOY T4 UL —Y 3 VICAEEEERALE T,

- Copy-AEHDOV 747 L—arvad—L7T, HiL<EBEZERLET,
- Manage - BHEENET7 VL RARA Y b EEELE T,

- View Information - BEICK > TEG B BRHOFTREINE T,

Web EE4A V27 11— ADIEREICDOWNT

ABIGHD Web EIEA > 2T T —AITIFLITOEEEN D W £ T,

HH A

BB A V2T T —ADREICDVCHBLET A7 A&7 Vw7 LT ANV T AZa—

A
@ ~ 7 EETLET. AL TEEDT A 1S EEDE LIS Y £ T

RERY U AUCBEE ANT 2 ET. BEPRBZRRCEEY., BEOALICHYET,

System Search._

F s — e BRTO7 7 1 )VOFRE. AP BEROFRE. NEPFREEDHE. ¥ AT LDRERE . —MWEI> T+
TL—=2aVBAVCEIUDHA FEREELET, A7 2V%V vy LT T« HY— RZicd
LEY, EEDALMBD [System Search] R 7 ADEICHY £,

© oot ATAAVEI Yy ITBHE. BEEBBICEAL. 1247 I— A5 RFOBRIEHLET,
&P/ NEIEsn Re EEDELREICH ). THelp) 74 I OEICHELET,

O R ATAAVEIV Y ITBE. A VAT I—ADBERICNT T FLET, BEOELBICSY
e £,

Status = System Information = Device BEDOX—IETOAZ2—)b— b EHRRLET,
AZ1—FEsr—avb—+

. 1 R=VICRRINET—TIVOBEBHARRILET, 1 X—=J(C10, 25 50, 100D %
Show entries
S0 B LN TEES,
st |[ ] Previoss] 1 2 [N 3] [E=e30] T—7IVI Y M UDERR—DICERHEICABENTRRENE T, First/ Previous/ Next/ Last (5

FDOR=2 /1 DHIDR=T /1 DBOR=2 / BEON—D) ZEBLT. X=—YZVEIET,

First/ Previous/ Next/ Last (7—27Jb k) OB T ELTNES,

| a | BERRY 7 ACBBEANTEIET, T—TIVADBEREBRTCEE T, BRRY IR T—
— TILDHBEEICH ) ET,

BER/N— (7= k)

PLET,

Fe. BERLEICIET 7 CRARA Y bR SA 72 bOBFHETERET I 74 AVDARRENE T, 7 A&7 v o I54 FFRBEICE
BLET,

HE

S&II

A

TIAZAY FOA—FDAT—RA, AR MIHDRRENET,

M Event @

Managed APs | 'Connection Failed APs] D777 L ARA > FDEHEZFRRILET,
FllE BENROT7 7V EARA > b Z#BRLTIIEEL,

2A4GHz T H1F % RF AR (Low/Medium/High) S&ED7 72 ZXRA > bDEMARRLET,
2.4GHz RF Utilization o @ o

5GHz BIFHICHIF 5 RF FIAZE (Low/Medium/High) &&DT7 7 ARA > bOE#HERTLET,
5GHz RF Utilization o @@ o

RSSIMAFT—42 R (Low/Medium/High) &&DT 547> bDEEICOWVWTERRLET,
Client RSS! o (@ o
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FET— 2K

TS A ERT ALty by IO F— FOFIBICRE ST #EEDAT JUBICERNGZREZTO I EHPIETT,

Web /> 271 —AAEDFTET =27 A4 AV LR RAZBEFHTHE UTDAZ1—HERRENEKT,
D-Link

)

Status » Dashboard
Wireless Frofiles AP Management External

The Managed 4P, AP Utilization, Contraller dhemary Utiliza: Authentieation — Loup are profiled here and

packet traffic through the controller is displayed for sacl

Dashboard e e

System WiFi Ticket Plan Captive Portal

Managed AP Status (0764 |

4

3

3 NPk NI 0
Hih A MNI& [}
; Nrh N/t Nk 0
o N7 N/ NIk 0
Managed o
:Nut Mgenaged 0 he NiA hi .
B Connection Failed 0 0 2 4 6 8 10

Details
K38 FESF—HZAZa1—

ERE7O771IVDERTE
R TOT7AIVREDT 4 F— REBBLET, TNSORTEDEHEICOWTIE. TAP 7O 7740/ TAP 707 74 )L SSID DFTE | #EBL
TLIEEL,

1.

2.

FTESF—=2AZa1—H5 [Wireless Profiles| 2 1) w7 L, BE7TAT7 7 A IVEREDT 4 F— FEBHRLET,

[e]e ©

Wireless Profiles AP Management External
Authentication

o 0 0

System WiFi Ticket Plan Captive Portal

4 Go To

K39 FEF—ZXZa1—

AP TET 7 AIVDREETVE T, U P — FERT 2ICidBLED (X R22%ES ) w7y L TAbandon] Z#RLET, Next] 27w
7 L CRDEHEICEHE T,

Wireless Profiles ® & X

Access Point Profiles

Click the "Add" button to add a new AP Profile.

Access Point Profile List
‘ 10 @ Show entries

7 : ‘

Default Configured Any E|

Showing 1 to 1 of 1 entries Previous | 1] Mext

BT BT

310 EETOT77AIVERE-AP 7O7 71 I—&
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MTOmEEZRELE T,

BH

iR

AP Profile Name

AP 7O7 7 A IVEAHDFTRENE T,

Profile Status

AP 70T 7 A JVDREHRRENE T,

Hardware Type

CDTAT7AIWEBRT BTV CARAY bDON—RO 2724 TEFERLET,

3. FEROAP TO7 7 A IV EEMT BICiE TAdd) #27U vy LU TOEmERRLET,

AP Profile

Profile Name

Hardware Type

AP Profile Global Configuration

Cancel

K 3-11 G707 7AIVERE-AP 707 71 /LDEN
LIFDBEZREL. [Add) 20w o LEd, XREEWEL CxDBE@EICRSICIE, Cancell #71)v 7 LET,

THE A
AP Profile Name AP 077 AIVEEANDLET,
Hardware Type COTATTAIEFERT BT I CRARA Y bDIN— RO 7214 TEERLET,
4. AP O77A)DEFREZTVET, Next) B2 v LTROBEEICEHFE T,

Wireless Profiles

Access Point Profile Radios

@ Q x

You can configure IEEE B02.11a/n/ac/ax mode or IEEE 802.11b/g/n/ax mode, with 5 GHz / 2.4 GHz frequency, for available Access Point Profiles. To configure an
existing Access Point Profile, click on the configurable fields to set value.

Access Point Profiles Radio List

10 Show entries ,—‘
AL Channel ax, Auto Eligible
1-Default IEEE 502 11a/n/aclax ﬂ__] 100 40 MHz 30 36,44,149,157
1-Default IEEE 802.11blgiiax BEx ] 100 20 MHz 30 1,6,11
1-Default IEEE 802.11 ainiac BEx ] 100 30 MHz 30 149,153,157,161

Showing 1 to 3 of 3 entries

Previous | 1] Next

[ & = =] < Prev ‘ Next >

3-12 \RTO7 7A)VERE - AP 707 7 A )VODEAFERTE

LIFOEER*RELET,
1HH Bk
AP Profiles Name ERTOT77AIVEDERRINET,
Radio Mode ERT—NERELE T,
Radio Mode] ICRTREN%EIRALIE TChannel Bandwidth] TIEETN TWAABICE > TEEY E T,
%7, Radio Mode] TERLIEBRICK 2T IChannel Bandwidth] (CRRENDFEIRBHALZEENE T,
Status E|R7O7741)0% TONJ (B%)) £/zl& TOFF) () ICLE T,
Initial Power MBI LNV ERELE T,
Channel Bandwidth Fv > x)VisiE%E 120 Mhzl 140 Mhz] T80Mhz] 80+80Mhzl HN5#EIRLE T,
Max. Clients KTFVCARA Y MC—BILT IV CRATEBAT— 3 DA (0-200) ZIFELET,




BI3E WebRN—AREI—T1U7T+
5. AP FO77A4/)L®D SSID ®EZITVE T, Next] Z7 w7 LTCRDBEICERE T,
Wireless Profiles @ Q@ X
Access Point Profiles SSID List
You can configure IEEE 802.11a/n/ac/ax mode or IEEE 802.11b/g/n/ax mode, with 5 GHz / 2.4 GHz frequency, for available Access Point Profiles. To configure an
existing Access Point Profile, click on the configurable fields to set value.
AP Profile 1.Default
Radio Mode ®primary 802.11ac/ax (J802.11b/g/n (Secondary 802.11a/n
LSS0 SR SHARE L VEAN SRS
dlink1 ﬂ:] 1 None
dlink2 ﬂ:] 1 None
diink3 ﬂ:] 1 None
K 3-13 #|ETO7 71JVRE -AP 707 7 1)L SSID 387E
TOEEARHRELET,
S| B
AP Profile RETHAP SO 7 A ERRLET,
Radio Mode RETHEGE— FABRLET,
SSID Ry N —0% (KXFENXFOXRHY) ZATILET,
SSID Status SSID DAF—42 A% TONJ (B%h) £fzl& TOFF) (%)) ICLE T,
VLAN VLANID ZEASILE T,
Security TFIVTAZATEFRLET, TEBORY M-I % RETBHICIE. EF 21U T4 ADZXLEERL,

« None-tF 1T AHZXLEFRLELTA.

- WPA Personal - WPA Personal v+ 21 1) 74 B LET,
- T'WPAKey] TConfirm Key) IZ WPA F+—ZAHILET,

- WPA Enterprise - WPA Enterprise T¥ 1) 74 EBICLE T,
- TWPA3 Status| % TONJ Z/zl& TOFF] ITLE T,
-RADIUS HF—/\DIP 7 RLREY—U Ly FEASILET,

REDAEDIIGE T A7 2 bRy T =T VAT B LZMET B L EEBOLET,

- OWE-OWE (Opportunistic Wireless Encryption) 1) 7 EBMICLET,

- TWPA3 Status) & TONJ T L7z#&ldE. TWPA3 Key [Confirm WPA3 Key | (T WPA3 +—Z AL %,
WPA F—ERICF—AFERAT 255E1E [Sameas WPAKey) #F v LET,

6. FELCABHERREINET, [Finish] 27U v 7d 5L REMRFENET,

Wireless Profiles L CLE X
~
SSID Profiles
*AP Profile Name: Default
Radio SSID Mame VLAN Security
Primary 5G S5ID dlink1 1 None
Primary 5G S5ID dlink2 1 None
Primary 5G S5ID dlink3 1 None
2.4G S5ID dlink1 1 None
2.4G SsID dlink2 1 Hone
2.4G S5ID dlink3 1 None
Secondary 5G SSID dlink1 1 None
Secondary 5G SSID dlink2 1 None
Secondary 5G SSID dlink3 1 None
v
[ ] < Prev | Finish
s Ses =
3-14  ERTOT 7 A IVERTE - REDFER
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EEBTI7EARLY MRE
EENRDT VCARA Y M ERELET, INSOREDEMIE [Not Managed AP List B5 7 7 RARA > MEEINT %) #BBLTLEE

—_

FTES—2AZa1—h5 TAPManagement] &7 1) w7 L. APBEREDY « F— FZBBLE T,

o/o]o !

Wireless Profiles AP Management External

Authentication

System WiFi Ticket Plan Captive Portal

K 3-15 FE75—2AXZ1—

2. TURARAY SHFET B IPBERU VAN IS LT L2/A3 T+ XA\ ZERTLEY, BEHEZEE LGEVISEIE. TOEE TNext
27w LTLIEEY, DY — e 2icid. AED X R2>%Z2 1)o7 L TAbandon] Z@IRLE T,

AP Management @ X

Setup L3/12 Discovery

Here we can set up L3/L2 discover if you have specific IP range or VLAN which AP locates.
If you don't need to setup specific discovery, just press "next” to skip this step.

L3 Discovery Pool List Setup L2 Discovery Pool List Setup
IP Discovery List VLANs Discovered List
w0 [V Show entries n Show entries
No data available in table Default
Showing 0 to 0 of 0 entries Previous  Next Showing 1 to 1 of 1 entries previous | 1| Next
“ooer]

3-16 AP BIESRE - L2/L3 7 A//\

3. IPEEEIEET BITiE. TP Discovery List] ¢ lAdd)] #2U v o L. UTDOEEZERTLET,

Discovered IP Address Poll Configuration

Start IP Address

End IP Address

Cancel

X3-17 APEERE-L2/3 7« XA\ (IP7KFLXR)
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FDEEZREL. TAdd) 27y LET,

EH

ELis

Start IP Address

IPE#E DR L AZEELE T,

End IP Address

IPEEDRT 7 FLAZEELE T,

4. VLAN Z3Bi19 %IidE. TVLANs Discovery List] T TAdd) #27 Jv 2o L. UTFOEEEZHRRLET,

VLAN

Discovered VLANs Configuration

[Range:1-4093]

Cancel

3-18 AP BEERE - L2/L3 7« XAV (VLAN)

romEEEREL. [Add) &V v I LEKT,

EH

i

VLAN

VLANID Z A L&ET,

5. [Candidate AP List) |ICIEHENET VL ARA Y FHARREINE T, BEBHRDT7 7V EARA > bEERL. AXHEZ v LT MTobe
Managed AP List] ICBEILET, Next] O U v L, RITEHET,

AP Management

Select APs to be Managed

Q Q

Candidate AP list shows the list of APs which are identified but unmanaged; Those candidate APs can be managed after user add them to the "To be Managed AP List".

Showing 0 to 0 of 0 entries

s oo < Prev | Next >

Candidate AP List To be Managed AP List
R e T 13 " T —
" () podelame | ac e
Mo data available in table Q No data available in table

Previous Next Showing 0 to 0 of 0 entries Previous Mext

3-19 AP BEERE - BEENRDT U L ARA > FDEER

X
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6. LTFOEEARTENET,

AP Management @R X
Manage AP ~
In previous step, you have chose the APs to be managed. In this step you modify the properties which will be applied to those APs.
Model Name MAC Address Location Profile
—- Select Model Name — (v — Select Profile Name - [w| Apply
To be Managed AP List
0 ] Stow et I
No data available in table
Showing 0 to 0 of 0 entries Previous Next
Managed AP List [Note: Managed APs will be reset and re-authenticate if configuration changes]
s e —
. 2 W
No data available in table
Ll aa ol < Prev | Next >

X3-20 APEBERE-O7 71 /LDEA

LTomEBEAHRE L. [Apply]

=7 )w o LET,

15E Bilis
Model Name TAT7TFAINEBRT BT VCARA Y NDIN—R I 7214 TEBERLET,
MAC Address @BRICERTET 2HBE. 77 ZARAY FDOMACT FLAZANDLE T,
Location TIOCARAY bOOr—> 3> (U@ Z#ASILET,
Profile WBELIN—RO L7214 TEEMACT RLADT 2 ARA > MTERTS AP 7O7 714 )V AEERLET,

[To be Managed AP List] Ma

TR TH. [Next] =71y

naged AP] T7 V7V ARA Y MEICTAT 7 A IVEIRET BT EEHFRETTY,

L&Y,

7. FBELEABHLERTEINET, [Finish] 27U v 0T34 REMRFENET,

AP Management

AP to be Managed

AP to be Managed
Model Name

Summary-[Preview] G, By %

MAC Address Location Profile

Model Name

Managed AP Configuration Changed

Managed AP to be Changed

MAC Address Location Profile

[ XS ] < Prev ‘ Finish

3-21 AP EEETE
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SVEREREEERE
SVEREREEY —/ \ERE L E Y. SV —/ \DEHMRIC DL TIE, TAMERAL L EBRL T EEL,

1. FES—2AZa1—H5 [lExternal Authentication] =% 1)o7 L. NEBEREFERED T« ' — REBBLET,

© ofo

Wireless Profiles AP Management External
Authentication

©O 6 O

System WiFi Ticket Plan Captive Portal

K322 FES—ZAZa1—

2. AERERELH —/\AEFEIR L. Next] &2 ) w4 L& 9, lRadius Server] TLDAP Server] [POP3 Server] OWINHOEEIRLET, U —RK%E
rltrg Bicid. BHED X KR2>%&21) w5 L. [Abandon] ZEIRLE T,

External Authentication @ a X

External Authentication Server Type

You can configure External Authentication for Radius Server, LDAP Server, or PoP3 Server So please select required Authentication Server Type from the drop-down list.

Authentication Server Type Select v

3'23 %DBDIUD /HE_‘ %DBDIUDE‘U— /\(Dlg?R

RADIUS H—/\DE&E
Radius Server &R L1356, LUTFOEEHARTEINET,

External Authentication & Q x
Radius Server 1
This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a database of user accounts used in larger environments. If a RADIUS
server is configured in the LAN, it can be used for authenticating users that want to connect to the wired and wireless networks provided by this device. If the
first/primary RADIUS server is not accessible at any time, then the device will attempt to contact the secondary RADIUS server for user authentication.

O 19216812 1812 Server Check

O 192168.1.3 1812 Server Check

O 192.168.1.4 1812 Server Check

Showing 1 to 3 of 3 entries Previous Next

~

Radius Profiles

e 2 < Prev ‘ Next >

3-24  ANEREREEERTE - RADIUS H—/\

31



£38 WebN—AFREI—T1)T«

3. Radius H—/\%EN09 Bl&. RadiusServer] £ 3> [Add] Z#7 VU v 7 L, UTOBEEAFRLET,

Create a New Radius Server
Radius Server
Port [Range: 1 - 65535] Seconds
Secret ga-)
Cancel Add

3-25  HMBREREEERE - RADIUS HF—/\D3EM

FomEBEZEREL. Next) #271J) vy LET,

pi=[= Bk
Radius Server RADIUS H—/\D IP 7 KL REIEELE T,
Port RADIUS H—/\DR— hBEEEIEELE T,
Secret RADIUS H—/N\IcAT A T Bz DMERiE=EIEE L X T,
LDAP H—/\DKE

LDAP Server Z#3R L2186, U TFOB@EARRIEINE T,

External Authentication CLEL

LDAP Server

This step allows a user to configure authentication servers for LDAP authentication.
If you don't need to configure LDAP now, please press "Next” directly to skip this step.

LDAP Server Configuration

Server Check

User Idle Timeout 10 [Range:0 - 9939]
Authentication Server 1 192.468.1.1

Authentication Server 2 192.168.1.2

Authentication Server 3 192.168.1.3

LDAP Base DN D-Link

Second LDAP Base DN D-Link

Third LDAP Base DN D-Link

(s =] < Prev ‘ Next >

3-26  SMEBSSEEERZE - LDAP U —/N\

MTFDEEZHRE L. Next] 27 1) w7 LET,

B85 Bz
Server Check OV hA—5 &SP —/ DR E T A~ LET,
User Idle Timeout TA RIVIREBICIZ D TH S ZA LTI b5 TOREEIRELE T,
Authentication Server 1-3 LDAP SREEH —/\D IP 7 FLAZIBELE T,
LDAP Base DN LDAP BREEICHIT A RN—R R AL V2 %IRELE T,
Second LDAP Base DN LAY LDAP H—/NIT L. LDAP BREHICHITAN—X XA V2 &EIEE LT,
Third LDAP Base DN 22—+ 1) LDAP H—/\Txf L. LDAP SREEICHITHRN—RA AL V2 ZIBELE T,




F3F WebN—XEZEI—T1 )T+

POP3 H—/\DEE
POP3 Server Z&ER Lfeiza. UTOBEARIENE T,

External Authentication @ Q x

POP3 Server

Thiz skep allows user to configure POP3 authentication server
If you don't need to configure POP3 server now, please press "Next” to skip this step.

FOP3 Server Configuration

Server Check

Upload C4 File [ Zrrnmse | aR a
User ldle Timeout 5 [Ranzeid - 9999

duthentication Server 1 iPrimary]
huthentication Part 1o [Default: 110, Range:1 - 65535]

551 Enable oFF

(o =) < Prey ‘ Next >

3-27  HMEBRBAERRFE - POP3 ¥ —/N\

LIFOIEEEHREL. Next) £V Jv I LET,

B5H B
Server Check > bA—Z B Y —/\BOERE 7 A M LE T,
Upload CA File CAERZEZZEIRL. lUpload) #7 Uw o L7 74 )ba7y 7O—RLET,
Authentication Server 1-3 POP3ZREEH —/N\DIP 7 L AZIEELE T,
Authentication Port POP3 X vt —IkKET 258 T —/\DR— b EIBELE T,
SSL Enable POP3 @ SSLHR—rEBMCLET,
Choose a CAfile SSL =BT 2154, POP3 Y —/\DIRRE# 15T 5 CA GRAER) Zi8ELF T,

4, FELABHERREINET, [Finish] 20U v 73 5L REMRFENET,

External Authentication B U

Radius Servers

Add

Service Entry 13 Port
Remove

Service Entry P Port
Modify

Service Entry P Port

Radius Profiles

Add
Profile Name Primary Server Secondary Server Tertiary Server
Remove
Profile Name Primary Server Secondary Server Tertiary Server v

(RS ] < Prev | Finish

X 3-28 S\ EREPRLRE - BREDHERR
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VAT LERE
BRI —T A—YTAVY MDY RTLBRGEDY AT LAREETVET . Y AT LREDFMCOVTE VAT LREIEBRL T LEL

1. FEF—2XZa2—h5 System] 27wy L, AEEREERED Y « U — R ZBIE L E 7,

© 06 0

Wireless Profiles AP Management External
Authentication

System WiFi Ticket Plan Captive Portal

X329 fET5—2AZa1—

2. BEI-YII—TOREETV. Next] 27Uy LET, D F— e sicid. HED X Ra>%&7 w7 L, [Abandon]
EERLET,

System @ 9 X

Admin User Groups

Click on the "Add New Group® to add a new admin user group. Each group share the same idle timeout setting.
To delete groups, you can use the checkbo to select one(more) all groups and click 'Delete Group” to delete them.

Group List
1 v s s —
ADMIN 30 Admin Group
GUEST 10 Guest Group
Showing 1 te 2 of 2 entries Previous Next

X330 YVATFLRE-EEI-YIIL—T

MTOEEZRELE T,

15H Bk
Group Name TIV—TahFRRENET,
Idle Timeout ARIBE CHRE LIBSERIC Web BI21 > 27 T — A TRIEEITOEN S 86, BEMIC Web BB > 27 1 —

7\75\'9[!7/ THhLETY,
0ICRRELHBEEOT T U b ETVEE A

Description A—YJI—TOFEEATILE T,




F3F WebN—XEZEI—T1 )T+

3. FROBEBI—YIIL—TZEBMT 2. TAdd) 27 vy LT TFOBEREZRTLET,

Create a New Group

Group Name

Description

User Type Admin [v]
Captive Portal User OFF
Idle Timeout 10 [Default: 10, Range: 1 - 999] Minutes

Cancel

331 YRTLHRE-BEI-YT)L—TDENM

UTomEBZREL, TAdd) 22Uy o LET, REZREL COBEEICRESICIE, Cancel) 271wy 7 LET,

i=[=] Bl
Group Name IIV—T2'EATIILET,
Description TIV—T DA EATILE T,
User Type YA TEERLET,

Admin- 2D IL—T D1 —HFIFEEEEREZFEE T, 1—IET/\ A RERETHZENTEXT, v
7747$ ZIWA—FEEMETDE. T+ 774 TR—ZIVBRIERBATDA v 2—% v b/ Xy FT—
I ANDFFOAIBEICZ ) T T,

- Network- ZDT IV —TDA—Hlgx v FT—VHEREZIFS. ¥ v 774 TR—2)V1—YEBMELT 5 &
Fv 7T TR=ZIVESEHRHETDA V2 —%y b/ 2y 8T — O \DEGEHEIREICE ) T,

- FrontDesk- ZDZIb—7O21—HlE. Ry b ARy bHhSAVEZ—Y N/ Xy NID—=TILT IR ATE
B5—N1—YEER T HEREZIFEET,

- Guest- ZDVIV—FDA—PFIE BRIERDIHFEZFEE T, I—HET /A RERETHZEHNTET A,

Captive Portal User Captive Portal #BRZ D7 IL— 7D —HIE. Captive Portal BRsEZBLTA V2 —2y M/ 2w N T—0ICT7 7 ¢
G BHEREZRFEE T,

Session Timeout COTATFAIVTEREINS CPI—FDT7 A RILZA LZIBELET,

Idle timeout AIEE CHE LIERERIC Web BIEA > 27 T —ATRMFZTDOEL S fiGE. BEIRIC Web BB > 42T T —

X7.‘J"5EI'7/ U hLET,
OICRELIHBIEOT 7D b ETVERA,

4. A—YT7HUYOREETL. Next) 27Uy LET,
System ® & x

User Accounts

Click the "Add New User” button to add a new User. To edit an existing User click the selected field, and then edit the corresponding value. To delete a User, click the
checkbox to select user, and then click "Delete User”.
*Hote: User in the same group share the same idle timeout setting.

Users List

10 [v|| Show entries ,7
admin ADMIN admin ssl OFF
guest GUEST quest ssi orF
Showing 1 to 2 of 2 entries Previous |] Mext

(¥ R Operation in Progress...Please wait! < Prev ‘ Next >

332 VAFLHRE-A-YTAIVE
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BEI1—TOREETOICE. UTOEEBZHRELET,

185 Bilis
User Name A—TENFRENET,
Group Name TI—TERNFRENE T, BEIECTHRELE T,
First Name I—TD%EZEANILET,
Last Name I—TD%FaANILET,
Password [ONJ ICRETHENRT—REEETHENTEXT, 1 ZEBEDATIT 4 — IV RITRED/INAT— FEAL.

2BEBE3IFBBDANT A —IVRITFHLWAR T —FEASILET,

5. YRATLERIOREZTV. Next] 27Uy 7 LET,

O

Date and Time

secondary NTP Servers etc.,

Date and Time
Current Device Time
Date Format
Country
Time Zone
Daylight Saving
NTP Servers
NTP Server Type

Time to re-synchronize

You can modify or update device date and time settings, along with Time Zone, Daylight Saving, and manage NTP Server settings as Default or Custom with primary and

@ a X

04/01/2000 13:13:42 PM GMT+0900

®DD/MM/YYYY COMM/DDYYYY COYYYY/MM/DD
JP - Japan v

(GMT+09:00) Osaka Sappo ™|

[ o=

®pefault O Custom

Default:120, Range:5-1440] Minutes

120

oo < Prev | Next >

3-33 VAT LRE-FBIRE
UTOEEZRELET,
HE Bz

Current Device Time

BEDY AT LEADRRENET,

Date Format

B DRI EFERLE T,

Country ey N — R ERTSEEERLET, [Country Code | DT VATV A= 1 —H 5 [JP-Japan | #BIRLE T,
Time Zone 1) 2y JREERS (GMT) IS 207 FO—SDZA LYV —VEEIRLET

Daylight Saving

YX—%2A L% TON (B%) /OFF (83 | [cLET,

NTP Servers NTP & —/\DFA% ON (B%h) /OFF (Exh)J IcLE T,
NTP Server Type NTP —/\D &+« 7 (Default F7zld Custom) Z2RLF 9, [Custom] DiFE. F—/ D7 KL A& zld FQDN %

ASILET,

Time to re-synchronize

NTP =/ \DERDIHE. NTP U—/\EFEIAT 2RERZERLE T, (B . PHE 1 120 )

Set Date and Time Manually

NTP  —/\DEMDIHE. FHCRAUZRELETT,

T OREREA Y t—IHRRENET, 0K Z7Uv o LET,

Web R-SHEDXyE-3

>
WARMIMNG: Changes in Timezone settings may affect temporary
captive portal and monthly active users accounts
Are you sure you want to proceec?
Spth

3-34 HERAvE—Y
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6. FELCABHERTREINET, [Finish] 27U v 73 5L REMRFENET,

System Summary-[Preview] ® Q X

Admin Group

Add

Group Name Idle Timeout(m) Description
Admin Group

Edit

Group Name Idle Timeout(m) Description

Admin Group

Delete

Group Name Idle Timeout(m) Description

v

[ S ] < Prev | Finish

B3-35 YRTLERE - REDHESD

WiFi F7 v b 735 VRE
WiFi 74 v b 75V DREETOET. TNSOREDFHMC OV (€))7 T07 710 #BRLTEEL,

1. 7ES—EZXZa—hH5 [WiFiTicketPlan) &2 Uw o L. WiFi F4o v N TS VREDD « F— RERHBLET,

© 0 0!

Wireless Profiles AP Management External
Authentication

System WiFi Ticket Plan Captive Portal

B3-36 FTEr—42XZa1—

2. FUu RIS UVOEREETVWET, T P— RERT ZICIE. BLED X RE>E21) v o L, TAbandon) #3IRLET,
WiFi Ticket Plan @ & X

'WiFi Ticket Plan
Plan Hours Days Semice

Hours Days Service

Ticket 1 [v]
Service Duration ( While Account Created ) 1 Days [v]
Valid Until 01/05/2000 13:24

Ticket Example

User Name e56s21 Password w2
Expire 29/07/2018 03:30 PM
1. Connect to Network 2. Open browser and enter Username and Password.

B3-37 WiFiFry hTSVRE-F7v TS VDHRE
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MTFomBESREL. Next] #71) vy LET,

BHH |

iR

WiFi Ticket Plan

Plan Y—EXOFBEZHIRYT HBMEIEE LET,
- Hours Days Service - BSEEBEM TH—E XDFBEHBRLE T,
- MBGB Service - 2R CH—ERDFIAEFPRLET,
Hours Days Service
Ticket Frv b DESEFERLET,

Service Duration
(While Account Created)

i1 (Hours F7/zld Days) 22 RL T, Y —EXAFBREEZRELEF T,

Maximum usage Traffic

A—YHMERTCEDRAN S 71 vy (MBEIZGB) ZiEELE T,
[Plan] T MBGB Service| Z#IRLIcIBEICRREINE T,

Valid Until

BIERDRTENE T,

3. BRELEABDHERRINE T, RELABIE. (Print) 27Uy Y LTEHRIT S EDNTEEXY, [Finishl 20w od5E,

n&ds

WiFi Ticket Plan

WiFi Ticket Summary

User Name
Expire
Traffic

1. Connect to Network 2. Open browser and enter Username and Password.

Password 1700 User Name wiIZ19 Password yn996
01/04/2000 2:27 PH. Expire 01/05/2000 1:27 PM
2048 MB 1. Connect to Network 2, Open browser and enter Username and Passviord.

3-38  WiFi F47 v b 75 VERIE - SREDHERR
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F+TT74TR—2IVERE
v TT A TR—BZINEBELET, TNODBEDFHEMICDOWVNTIE. TAP 7O 7 71)LSSID DEFE] #EBLTLIEEL,

1. FET—2AZ1—Np5 lCaptivePortal)] 27 U v L, Fv 771 TR-ZIVREDT « U — FEfEELE T,

© 0 0

Wireless Profiles AP Management External
Authentication

System WiFi Ticket Plan Captive Portal

4 Go To M
339 FEF—EAZa—

2. FvTT 4 TR—ZITERT BT —/VEEIRL, Next) #71) v o LET, lLocal User Database] Radius Server] TLDAP Server| TPOP3
Server] DWINHEEIRLE T, U P— RERETSICIEZ. AED IX] RKR2>&ET1)wo L, [Abandon] ZZEIRLE T,

Captive Portal & 9 x

Captive Portal "Authentication Server Type"

You can configure captive Portal for Local User Data base, Radius Server, LDAP Server, or PoP3 Server So please select required Authentication Server Type from the
drop-down list.

Hote:
Device will use the default server setup when select RADIUS Server/ LDAP Server/ POP3 Server, for Advance server settings, please go to External Authentication page.

Authentication Server Type Select Iv]

3-40  Fv I T4 TR—ZIVERE - Y —/\DEER

3. Local User Database #1&IR LTz HBEa. UTFOEEHA AR TIINEY, 1—H7—2 =% CSVERT7 Yy 7O—RKLEY, FHTEMT %35
B> OBE CHRELET, Next] #21w o LEYT, Local User Database LINDIFE. FIB6 |TEA TLTIEELY,

Captive Portal @ X

Captive User DB

This page allows user to import a CSV formatted user database to the router.

Select User DB File BN

Mote:
CSV Format: “Userhame”, "FirstName”, "LastName”, "GroupName”, "MultiLogin”, "Enable password change”, “Password”
CSV Example: *Usert”,"John',"Doe","CaptivePortal’ 1", 0", "12345678"

s@Gass < Prev | Next >

341 FvTTATR=ZIIERE-O—HILDBDT Y TO— R
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£38 WebN—AFREI—T1)T«

4. I-V—BHETENET,

Users List

Captive Portal

Network User Account

Click the "Add New User” button to add a new User. To edit an existing User click the selected field, and then edit the corresponding value. To delete User(s), click the

‘ 10 v Show entries

Ay

dle timeout setting.

showing 0 to 0 of 0 entries

T T

No data available in table

Previous MNext

sePeos < Prev ‘ Next >

3-42

F¥TIT 4 TR=ZIVERE- I8

5 I—YEmdaicd TAddzs Uy LTUToEEZHRRLET,

Create a New User

User Mame

First Mame

Last Mame

Select Group

Enable Password Change

Type Of Login

Forced Login

Pazsword

CaptivePortal w
[ Tor
@ Single Login |::'_':] Multi Login
[ Ter
o3 S

3-43  F¥ ST TR—FIVERE - I DEM
IFOEERFELETT,
bi=[= B
User Name A—HYE2ZASILET,
First Name I—TD0Ze=EANLET,
Last Name A—HDEFEASILET,

Select Group

A—YDFABT BF v 77« TR—ZIIIN—TZERLET,

Enable Password Change

TONJ ZERT 2L A—UD/ RV - FOEBEZTOEDNTESLDILBEVET,

Type Of Login

074> DEA TELUTFHSEIRLET,
- Single Login - A—HARE—DI1—H%& /AT — FaFERLT. @07/ M AL SEIIcO/1 VT4 &
IFTEFEA.
+ MultiLogin - =P HE—DI1—H&//I\AT— FEFRLT. BEOT/\A AL SERHCO/ A>T 5T ED
TEET,

Forced Login

@HIOT 1 % TON] Efzld TOFF) ICRELE T, ISingle Loginl ZZER LB BICDOIERRINE T,

Max Login Uses

MMulti Login] Z3@IRLTHE. BRICAT AV TERZI— Y DEABEAILET,

Password

INAT—RZEASLET,

Confirm Password

HEERDTe DI/ NAT — REBEANLET,




WebX—RE&EI1—T1 )7+

6.

FoTTATR=ZIVTEMET S SSIDZRELET,

Captive Portal

Available Access Point Profile SSIDs
User can choose which SSID(s) to enable captive portal. There is a drop down menu for captive portal type on each SSID. To enable Captive portal, toggle "On’ to enable
or "0fF" to disable captive portal. It will relatively show the authentication server type which users had chosen in the first step of navigator. Captive portal supports http

redirect which user can configure in the "Redirect” field.

Access Point Profiles SSID List

AP Profile 1-Default v
Radio Mode ®primary 802.11a/nfac O802.11b/g/n  OSecondary 802.11a/n/ac

L ]

‘ 10 ||| Show entries

dlink1 Enabled OFF N/A None
dlink2 Enabled OFF N/A None
dlink3 Enabled o N/A None

Showing 1 to 3 of 3 entries Previous |I| Mext

[N E X < Prev | Next >

3-44  Fv T T4 TR—EZIVERE - SSID DERE

WTOEEZRELET,

S B

AP Profile RETHAP TOT7 71V AERLE T,

Radio Mode RETHEFE—FEBIRLET,

SSID Name gy b —0R2ZEANLET, ANFENXFRIEFENET,
SSID Status SSID DR F7—%2 X% TONJ (B%h) £7zl& TOFF) () ICLE T,

Fv 7T+ TKR—=%2)L% TONJ (B%)) F/cld TOFF) (%) ITLE T,

Captive Portal

Authentication Server type

Fv 7T 4 TR—Z)VOFEET — / \OBEHN R ENE T,

Redirect

FyTTaTR=BILDYZA L MiaEE TONJ (B%h) Ffcld TOFF) (|3h) (IcLE T,
TONJ (CLTetmE. UAALY M URLEATILET,

7. INext] 20w L&Y,
8. RELABDHERRINE

¥, TFinish] 20 ) w73 5E. REMREFEINE T,

Captive Portal @ QY
~
Network Users
©Add
User Name Group Name First Name Last Name
BEdit
User Name Group Mame First Name Last Name
©Delete
User Name Group Name First Name Last Name
AP 551D Profiles
AP Profile Name : Default Profile Status : Configured
SSID Name SSID Status Captive Portal User AUTH Redirect

Primary 5G Radio dlink1 Enabled On Local User Database Off

2.4G Radio dlink1 Enabled On Local User Database Off

Secondary 5G Radio dlink1 Enabled On Local User Database Off v

ceoe @ < Prev ‘ Finish

3-45  Fv T T4 TR-ZIVEE - REDHE

2
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FAE EXRTE

= O
FA4E BEFRE
2> hO—S0OEARFEETOICE. UTFOFIBERITLTILEL,

BARREDFIE

— R BEEAREETOICIE. UTOFIBICRNET,
« FJE 1:DHCP Y—/\nBEM (7> 3>)
- FE2:EI—- RORE
- FlE3BETS7 7 ARA > bOER
« FNE4SSID DEEEF2 )T 1 DERE
- FJE 5 MAC FREE— FDZEIR
- FlE6: BEMIS LTz AP 707 7 A ) LODFESR
- FlB7:Fv T T4 TR—2IVDEE
- FIE8:RADIUS H—/\ZFDOSSIDEZA—t T4 5—2ELTFERTS
. FEBO: TR MEBORTE
.« FJIE 10: BYOD BEDRE

FIiE 1: DHCP H— DB (T 3>)

FHMETIE. EHR D> b O—>D DHCP (Dynamic Host Configuration Protocol) IS TY ., RE2 T4 v I IP 7 RLRET Vv ARA > MMRE
LTWEWEE. DHCP Y —/\FKfeld DHCP U L—H— /&2 v FT—VIGRELE T, HZISC T TFDOFIEZRIT L. DHCP 9 —/ & LT
BETALDICERI Y PO—SHAJRELET,

1.

A T

Network > LAN > LAN Settings > IPv4 LAN Settings DIBICA Z21—% 7 ) v o L. UTFDOBEARRLET,

B Network

Metwork » LAN » LAN Settings » IPv4 LAN Settings o °

IPv4 LAN Settings | IPv6 LAN Settings | IPv6 Address Pools | IPv6 Prefix Length | Router Advertisement | Advertisement Prefixes

The LAN Configuration page allows you to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes here
affect all devices connected to the controller's LAN switch and also wireless LAN clients. Note that a change to the LAN IP Address will require all LAN
hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

1P Address Setup

1P Address [192.168.10.1 |

Subnet Mask [255.255.255.0 |
DHCP Setup

DHCP Mode [nene I~

Default Route
Enable Default Route Tore

SNAT a

DNS Host Name Mapping
4-1  LAN Settings EIE

[P Address Setup) £ 3> T IPT7 RLREYTRY bRV ZHEADZRY T =0 THEATNABEICEELET Y, BERDMBEISFEHRL
THENTLIREL,

Savel Ra>%ZEY 1) vy LT REZHREFLET,

—B Web GUI BRIDERDNERDONE T, # 60 MEIC Web GUI BFIABRIEES W ETDTZDEEHFHE L LEL,
Web 75007 RLAT 14—V RIC, FIE2 TERLIFHLWIP 7 FLRAZEATILET,

Network > LAN > LAN Settings > IPv4 LAN Settings DJBICAZ1—%27 1) v LET,




BAE EBEARRTE

7. TLAN Settings] X— T\

[DHCP Mode ] % DHCP Server] |ICEE T 5 & [DHCP Mode] D FICLITDF LWT o« — )V RHAFRRINE T,

UEIE| =HER
Default Gateway THEADLIANDT =TT ADIPT7 FLAZANDLET,

Domain Name

KAV 2EANLET,

Lease Time BUETIP 7 FLADY —R2A LZANDLET,
Configure DNS / WINS FTONJ ITLT. DNS ETzbE WINS H—/\D 1P 7 RL ZEASALE T,
Primary DNS Server FEEFD DNS H—/\H LAN THIEBRIEECH BHE. 77X DNSH—/\D P 7 FLAEASILET,
Secondary DNS Server FEEFD DNS H—/\H LAN CRIEBRIEECH BHE. tHYH U DNSH—/\D P 7 FLAEASTLET,
WINS Server BEFHD WINS H—/ O LAN TRIFRIBETH B354, WINS F—/\D P 7 FLRZASILET,
8. Ta4—JVNIZT—a2&E ANk [Save] Ra>&zT 1) vy LT, RERBZRESLUERALET,

FlE 2: EB3— FORE
ESERAEBRT HIHOREREICL > TRAVET, UTOFIREERL T, \g3y b7~ & ERT 5EEBRLET.

1. Wireless > General > General DJEIC A Z2—% 27U v o L. LTFOBEmERRLET,
Wireless » General o 0
This page will guide you through commaon and easy steps to configure your DWC-2000 controller WLAN global settings.Make sure that WLAN controller is
being enabled for working of wireless functionality.
General Setting
WLAN Global Setup
IP Address 192.168.10.1
Peer Group ID ] [Default: 1, Range: 1 - 255]
Client Roam Timeout ia\u—i
Ad Hoc Client Status Timeout ’24—|
AP Failure Status Timeout [Range: 0 - 168] Hours
Client MAC Authentication Mode ® White-list O Black-List
RF Scan Status Timeout ﬁ
Detected Clients 5tatus Timeout [247|
Tunnel IP MTU Size ® 1500 O 1520
Cluster Priority [Range 25
Detected Clients Delete
Detected Clients Delete Timeout i_E—i [Range: 10 - 999] Minutes
AP Client QoS [ T
Radius Authentication Server | Default-RADIUS-Server M|
Radius Authentication Server Status Configured
AP Validation
AP MAC Validation ® Local O Radius
Require Authentication Passphrase f_| OFF
4-2  General Setting [EIHE
2. [Country Code] DT IWA TV AZa—h5 [JP-Japan] ZEIRLE T, [Save] Ra>&H7 v 7 LT, RERNBEZRESLCBEALET,
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FIE 3: EETS7 7 ARAL 2 FO:&ER

BRI NO-Z1E BCIPT TRy bMcH S WLAN EOER/IFEEBDT 7L ARA Y b BEBNITRE LE Y, UTOFIEICE> T, BT
Y hAO-SHEEBT STV RARA Y hEBRLEY,

1. Wireless > Access Point > AP List > Not Managed DIBICA =2 —%& 7 ) v o L. LTOEEEZFRRLET,

Wireless » Access Point » APList » Not Managed (7 (< )

Connection Failed | Authentication Failed

Not Managed Peer Managed | valid APs | AP Provisioning | AP Group

Managed

The Not Managed APs page shows list of aps which dont have an entry in valid ap database, aps which have an entry in valid ap database but not

managed and aps which are detected as rogue.

Not Managed AP List

entries [Right click on record to get more options] Goto |1 ‘ | a |
0C:B6:D2:B1:91:80 192.168.10.8 DWL-7620AP Triple Radio a/b/g/n/ac 4.7.2.9 No Database Entry
Showinzufasliciienty s || First || .| Previous | 1 | Next ; || Last ,|

] 4-3  Not Managed AP List Eim@&

BROY SO—SHRE L7V EARA Y POUR M ERRLET,

2. [NotManaged AP List] C. G bO—SHBETE7VEARA > bEHEY Uy LT, IManage] Z3IRLET,

Wireless » Access Point » AP List » Not Managed o @

Connection Failed | Authentication Failed | Peer Managed | Valid APs

Not Managed | Managed

AP Provisioning | AP Group

The Not Managed APs page shows list of aps which dont have an entry in valid ap database, aps which have an entry in valid ap database but not
managed and aps which are detected as rogue.

Not Managed AP List

Show tries [Right click on record to get more options] Go to |1 | | a |
0C:B6:DZ:B1:91:80— =" 8 DWL-7620AP Triple Radio a/b/g/nfac 4.7.2.9 Mo Database Entry

O select Al
Showing 1 to 1 of (Rl First |[2] Previous | 1 [Hext 5 |[Lase 51|

#| Manage
| 2

El| view Details

| Delete All

4-4  Not Managed AP List @il (BV ) v o AZ1—)

T OEEHSRRENE T,

Not managed AP Canfiguration °
MAC Address 0C:B6:D2:B1:91:80 A
anage tandalone ogue
AP Mode ® 1 d O Standal O R
Location ‘ | Optional
Authentication Password OFF
AP Group ‘Nun—Gmup |
Profile ‘ 1 Default |
Primary 802.11a/n/ac
Channel ‘Amﬂ |
Power ‘p’nﬁle |

Secondary 802.11a/nfac

Channel [Auto v v

Save

%] 4-5  Not Managed AP Configuration [EIfH
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3. UTOmEBEZRER. [Save] RE2V%&T 1) v LT, RENBERESLIOERALET,

185 Bils
MAC Address TIRARAY FDOMACT RLABERREINE T,
AP Mode [Standalonel. TManaged). F7zld lRogue] ZBIRL £,
- Standalone - 77 RXRA >V b EXZY R7AVE—RICRELE T, v NT—JHTERIDT 7R
AVNELTHELEY, 7VERRAY ME BFNAADEEA V2 71— A%FEBLTEELE T,
- Managed - 77 7 A JIVHABEAIN., 77 LARAY MEOY bO—ZICE>TEEEINE T, 77X
HA > RAID WebUL % SNMP 1 — E Z IS5 Y 7,
- Rogue- 7Vt ARA> % Rogue (RIERTIVERARA> ) ELTHRELET,
Location BETZTIVCRARA Y bOUBEASILE Y, KBERIZT 73> TY,

Expected SSID

[AP Mode] " lStandalone] THBI5E. 77 L ARA Y MIREENS SSID ZIRELE T, (BREA)

Expected Channel

[AP Mode] A TStandalone| T 256, EFBEICERINSGF v XIVEIBELE T, (BEA)

Expected WDS Mode

AP Mode 5 Standalone | C& %384 WDS (Wireless Distributed System) ZfEEFD WDS DE— REIEE LTI,
(BH8A)

Expected Security Mode

FAP Mode] A" lStandalone] Toh2HE. EHAITSHtF+21 )70 E—FAERELET, (BEH)

Expected Wired Network Mode

[AP Mode| A TStandalone] Th3HE. Bigxy N J—0 %2050 AIEELET T, (BEH)

Authentication Password

FAP Mode] A Managed) TH2IBEIC. SBEBD/NAT— REERT B LSIC TONJ (B ICLET,

Profile

FAP Mode] A Managed] THBHZEIC. 7V ELARA Y MDAV T4 JL—2aVICGBRATS A7 71 )L E
BRLET,

Channel FAP Mode] A [Managed] TH25E. B V27T —ATHET5F v o XIVEEIRLET,
Power FAP Mode] A TManaged] Th2HE. FER1A V27 1 —AFERIT BHEND/NN—1E 0 T—I5FRLET,
4, EEIVPO—TTCEEIZBMDET Vv ARA >V ML, FIE2 & 3%2@VIRLET,

FIE 4:SSID DEFEELF 1) T 1 DERE
RO NO—ZITE S0EDELEZD R Y T =T DRENBIRET. TNOSEEHOEREHPLUOVAP 4 V27 1 —XTBERTEXY, THHET

IF16MEDRY b T—0HE
SSID &EF2 )T A RERE

1.

FOAI C EBIREIRDT 7 L ARA > MOBREENE T, COFIETIE FFICERE LRy b T—7 D1 D&EMREEL T,
CHBDRY D=V EHICED L DICEELET,

Wireless > Access Point > AP Profile > AP Profile SSID DJEICA Z2—% 7 ) w7 L. UTOEEZFRRLE T, EEIY FO—ZICREFHD

\RR Y f -7 —BHRRENE T,

Wireless » Access Point » AP Profile » AP Profile SSID (2 (<)

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier(S51D). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles S5ID List

AP Profile |1_Defau|[ ‘

Radio Mode ® Primary B02.11a/n/acfax ) 802.11b/g/nfax ) Secondary 802.11a/n/ac

Isolated 551D Profiles OFF

Show | 10 entries [Right click on record to get more options] Go to |1 | | a, |

1-dlink1 ﬂ Enabled 1-Default Disabled None None Free
2-dlink2 ﬂ Enabled 1-Default Disabled None None Free
J-dlink3 ﬂ Enabled 1-Default Disabled None None Free
4-dlink4 ﬂ Disabled 1-Default Disabled None None Free
S-dlink5 ﬂ Disabled 1-Default Disabled Mone Hone Free
6-dlink6 ﬂ Disabled 1-Default Disabled None None Free
T-dlink? ﬂ Disabled 1-Default Disabled None None Free
8-dlinks ﬂ Disabled 1-Default Disabled None HNone Free
9-dlinkg ﬂ Disabled 1-Default Disabled None None Free
10-dlink10 ﬂ Disabled 1-Default Disabled Mone Hone Free
Showing 1 to 10 of 16 entries || First | Previous | 1| 2

4-6 Access Point Profiles SSID List B
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2. #RET S SSID D ISSID Status) HTHEY U LT TEdit] Z2IRL, UTFOBEERZRTLET,

S5ID Configuration °
sSID [alink1 | 2
Captive Portal Type ‘ Free ﬂ|
Hide SSID [ Tee
VLAN [Range: 1 - 4093]

MAC Authentication O Local O Radius ~ ® Disable

Redirect ® Hone O HTTP

Maximum Clients 30 [Range: 1 - 200]

Wireless ARP Suppression Mode [—| OFF

L2 Distributed Tunnelling Mode [_| OFF

Band Steering [—| OFF

Radius Accounting Server Name ‘ Default RADIUS-Server ﬂ| v

R R e -

Save

4-7  SSID Configuration &[]

3. KUToOmBEASLET,

HH Biis

SSID BRx Y b 0% (KNFENXFOXABHY) ZANLET, SSID & EROEERY NT—7RADT /A ATELT
% L CHERSIEEL,

VLAN VLANID ZAFILE T, TDVLAN ID Y VLAN SBRE CIEREH CH 2 C & TSR T2 E L, (Network > VLAN > VLAN
Setting X~ 1—%58)

Security TI7HIVEDAP TOT77AIVTIEAEF 2 T A AAZXLEZFRLTWE T, TERADIRY b T— 7 & RET Bzl

TFIVTAANZRLZER L, REBADER I SAT Y bHRY b T—VICT IR T B EABET DT EAaHESHL

S
« None-tF a7 AAZXLZFEHELELA.

- OWE - OWE(Opportunistic Wireless Encryption) T+ 21 1) 7« ZBICLE T,

- WEP-WEP v+ U T ABMLET, WEP DEREAF 7> 3> DBEBEEZANLET,

- WPA/WPA2 - WPA/WPA2 1) 7 ZBMCLE T, WPA/WPA2 REA T a>] OEEZASILET,

- WPA2/WPA3-WPA2/WPA3 21 71 ZBMCLET, TWPA2ZWPAISREA T3> OBEEANLET,




o =2 Ean—}
BA4E BEARTE
B SSID 5%E (WEP)
SSID Configuration o
Accounting Mode [ o A
Security C Mone O owe ® wep O wearwpaz O WPAZ/WPAS
® Static WEP O WEP IEEEB0Z.1x
Authentication
Open System M_'
Shared Key [ e
WEP Key Type O ascll ® Hex
WEP Key Length (bits) O a4 @ 128
WEP Keys Tx (Characters required: 26)
@1 | |
02 | |
Oz | | >
4-8  SSID Configuration B (WEP)
WEP D&EA T a >
EH BE]
Security « StaticWEP - R 27 1 v/ I+ —BRBEFRALET. BRI ATV TV LRARAY SO@AIC. FETT— 2B

BSEADR—F—%ZFELET, 41 F v WEP (IEEE802.1X) Tldk. 7547V bDOST IV LARA Y AD S
T4 0 EBS T D OICBNICERENcF—ZFERLETY,

+ WEP IEEE 802.1x - REMREE T « —ILU Rldd ) FH e 7V ARA > ME. 70—/ VUL RADIUS H—/\,
Ry T —7IC3BE LTIZ RADIUS H—/\ZERLE T,

EYES:

Authentication

FREZ A TEFEIRLE T,
+ Open System - £ CDEIEAT —> 3 VDRI EERTEEL T, BIDOEIRAT — 3V TR T 2RAELH DR
TV AVIFEEAT VI VDIDERGRAEE TV L —LEXELET, RETHAAT YV A VIEEERT—
AV ERBT ANELERT T L—LERLET,
- Shared Key - R A 7 —> 3 I 80211 g v b T — U DBEF v XIVHSMIT L TV BRREEF v/ *
IVTHEWEF—EZELTVREDEREINET,

WEP Key Type

F—RATEERLET,
< ASCI-TIVT 7Ry FDOARNZF, IXF HF. BLU ot GEDRSEEHET,
+ HEX-#7¢ (0~9) &X5F (A~F) ZBHET,

WEP Key Length (bits)

WEP F—DREZERLE T,

. 64-64 1 b
. 128-128Ew b
WEP Keys EEF—AVTVIRX (-4 ZIBELE T, 7IEARAY PANEDWEP F—HFK(ET 57 —2DEBESLICHERT 50 %
TLET, XEF—TBRTLOHIUEIF—EANTET7 A —IVRDF—BFESDTIFRE2>%2 7 U v LET, FELNT.
WEP F—Z AN LE T,
WEP F—D AN 420 WEP F—HIBEECEFT. BT FAMRYITATIE 77 CARA Y M BT AHAT— 3V EHBTHERU

WEP F—Ic XXFFZ AN LE T, &F—

IIERICXFHAEFER LE T, ANT 5F—DOXFEULIWEP Key Typel & TWEP

Key LengthJ DFRICES>TEBVET, 71— IURICAIT BT —DXZHILLLTOEY T,
+ 64 bit- ASCll: 5 3XF. Hex:10XF
« 128 bit- ASCII: 13 XXF. Hex:26 XF

BIIAT7 2 ME CTTERELZOEALAOY ML, TNHDWEP F—DWITNDOEFEAET 5L DICHRELET,
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W SSIDERE (WPA/WPA2)

SSID Configuration e
Accounting Mode [ e A
Security O None O owe O wep  ® wpaswpaz O WPA2/WPA3

® WPA Personal ' WPA Enterprise

WPA Versions
we (o
WPAZ m

WPA Ciphers
TKIP BEx
CCMP(AES) B
WPA Key Type ASCIlI
WPA Key [
Bcast Key Refresh Rate 300 | B64 ~

4-9  SSID Configuration Ej@E  (WPA/WPA2)

WPA/WPA2 SREA T 3~
=S| A
Security lSecurity] (€ TWPA/WPA2) EEIRT Z&. LITD 2 DDBMLF 2T 474 T avhRRENET,

« WPAPersonal - A2 71 v ¥ —BEBEFERALET, BRI SA TV NETIVELRARAY NOBAICT — 2%
BT B2ODELF—2FHTHRELET,

- WPA Enterprise - WPA T2 —75 4 X TIERADIUS H—/N\EERL. 41 F I vIIcF—HERLTIZAT
VDT ICARA Y IAND ST Ty VBB LE T, WPA/N—V FILK I ZEENBVNTIH. F—
DEEITRADIUS Y—N\ERBEELEY, KA TV avET v oIT5E. BERERIEEFIN. TWPAKey Typel
& TWPAKey) D71 —JURIFIERTITEV ET, 7OV ARA Y M JO0—/YVRADIUS H—/\. K izldfE
Bxry T —2ICiBE LIz RADIUS — I\ &R LE T,

WPA Versions PYR=bTBIZAT >V MAT—2 3D WPADRA THEERLET,
« WPA-2Y FT—0 EDIRTDY AT FAT—2 a3 VB WPA ZHR— b L. WPA2 ZHR—F LT
WEBITERLE T,
« WPA2- 2w FT—7 EDITRTDISAT > FRAT— 3 A WPA2 EHR— ~ LTV 35EIE. IEEE802.11i
BETCLKYEWEF1 T 1 ZRET 2 WPA2 ZHEALET,
- WPA B KU WPA2 -WPA2 £Feld WPA BT R— 950 247> MNEET BIBEICIE. mADRY 7 A% 53k
RLET, Y R—PFIBHRICEDST V47> MEDOBERS KON AIEEE ). WPA2 B R— DU S
ATV MR LTE FUBFRGEEF1UT 1 ZRET 5 WPA2 ZERHLFT ., ARECIFEEERAMZER
THERDYIC, LFa )T HAETETFLET,
WPA Ciphers AT AES (AR ZRIRLET,
. TKIP
- CCMP (AES)
- TKIP & CCMP (AES)
TKIP & AES H7R— |~d)/7547‘/ FDWTNET 7 RARA Y SANDEFGHPIRET T, WPA T SA T2 ME 7€
ARA > MG BIeolc, BWE TKP F—£/eld AES-CCMP F—ERDUBELNB Y T, 80211 754 7> M
TKIP B*va%ﬁﬂ%'(*?@/u TKIP RIFEBEMCTDHE. 80211 DT A 7> bMExy 8 T—7 TEAEENE LA,
WPA Key Type WPA F+—%4 & LT TASCI) DEREETNE T,
WPA Key WPA /=Y FIVBEDODHBEMEF — (8-62XF) ZATILET, 7ILT 7Ry FOAXE, IWFE HF LU ot %%

EDERSEEHET,

Pre-Authentication

[Security] A TWPA Enterprise] D&, AIEE%Z TONJ (C9 5 & ERIRAIDBMITEIET,

Pre-Authentication Limit

TR ARA Y SHREIRHCIR D EFiERAEEL (0-192) ZASILE T, [Security] A TWPA Enterprise] D&, K7 1 —
IV RDFRENE T,

Key Caching Hold Time

[Security] A TWPA Enterprise] DIg&. 77 L ARA > bH PMK Z R L TV 2B (1-144093) ZEANLE T, D
FREIE. RADIUS H—/ DR L. FBHIFRAIN S 7V L ARA Y MIEEEINS PMK ITERAEITNE S, RADIUS H—/N\
HDREED I —H D Session-Timeout BMIC. L&Y RWVWEREZIRL TELIGE. CORBOFIRIE. RADIUS H—/\IcE
FMZIESNBTLICTIELRL TV, B%F ELT WEE. ERY S 7 Y PO —2 VT BHBEERELT. 77
YARA Y MEERT A7 > bDPMK ZMDT 7 ARA > MTEELE A

Bcast Key Refresh Rate

CDOVAP BT 20 47 > FIMERT 5 70— RFv X b (V)b—7) F—DOFEHERER (0- 86400 %) Z AL
03 70— FFv A bF—%ZBHLEEA,

Session Key Refresh Rate

[Security] A% TWPA Enterprise] D&, VAP ICERT 287 247 FADE Yy 3y (AZF v A M) F—ZFHT
ZERE (0-86400 #) ZFANLET, 01E7O— FF+ A MF—DEHRINAEVC EAERLET,
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N
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)
X
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B SSID 5%%E (WPA2/WPA3)
551D Configuration e

Accounting Mode

Security

WPA Versions

OFF ~
O none O owe O wep O wpa/wWPAZ @ WpAZ/WPA3

O WPA Personal ® Wpa Enterprise

WPA3 [ on IR
WPA Ciphers
GCMP-256 [ on HINR|
Pre-Authentication H_‘!
Pre-Authentication Limit [ ]
Key Caching Hold Time [m
Bcast Key Refresh Rate ilauo—
Session Key Refresh Rate l:l [D ge v

Save

4-10  SSID Configuration EIE (WPA2/WPA3)

GCMP-256 AR CE 75\ zdh, WPA2 Enterprise & WPA3 Enterprise OEFEREI CHt SSID &1 BRERB U E T
WPA2/WPA3 B4 75 3~

BH

Bis

Security

[Security) (T TWPA2/WPA3] AR % &. LUTFD 2 DOBMEF 1) 744 T avHRRINE T,

- WPAPersonal - A2 71 v ¥ —EBBAEFERALET, BRI SAT Y NETIVLRARAY NOBAICT — 2%
ST 2OORILF—EFHTHRELET,

- WPA Enterprise - WPA T>2—7Z A4 XTIERADIUS H—/\ZHAL. 41+ vUicF— %Eﬁib’(??(/
VDB TICARA Y AND ST T4y I EBEILLE T, WPA/N—V FILK U ZEENBNTIH. F—
BEICRADIUS U—N\ERBELET, AA T avmT v o5 ERIEEHIN.TWPAKey Type t FWPA
Keyl D7 14—V RIFIERTITEVE T, 77 ARA > bdk. 70—/ RADIUS H—/\ EFoldER Ry T —
v LZTETEE L7z RADIUS Hr—/\&EER L £ 9, WPA3 Enterprise Z33R L2355, WPA /N\—2 3 & WPA3 DAEX

AlEEC Y,

WPA Versions

HR— |\‘9“%>’774/ VR RT—=2aVDOWPADERA TEERLET, [Security] DIEET I'WPA Enterprise] % 3EiR
L7eBEIE. TWPA3]) DIHEIRFTEETT,

« WPA2-w b D=0 EDIRTDI A7 FAT— 3 D WPA2 HH7R— b LTW3I5EIE. IEEE802.11i
BEETEWEF 1T« ZRIET 2 WPA2 ZFEALET,

« WPA3-Rw F D=0 EDIRTDI A7 FAT— 3D WPA3 BHR— F LTW3IEEIE. IEEE802.11i
BETEVBWEF 271 FIRHET 2 WPAS ZERALE T,

- WPA2 BKTU WPA3-WPA2 £1zld WPA3 ZHR— T 20 247> FHNERET BHEICIE. mADRY I X%
BIRLEY, YR— I 2ARCEDS TV 47> MNEDOEGES KOFTEA RS Y. WPA3 HR—bDY
ZATYMSHLTE, KWBEGEF 1) T ZREHT 2 WPA3 ZEALE Y, ARE CITHEELEREEZERR
ITERDYIC, EF1)TAHRETEFLET,

WPA Ciphers

AT 2ESIARNEERLET,
- TKIP - TKIP & CCMP (AES) « CCMP (AES) « GCMP-256
TKIP & AESHR— DU SA T2 bOWTNET 7 ARA Y MADERDFIEETT, WPATSA TV ME 7o +¢
ZRA > MCEFT B8l BHGE TKIP F—. AES-CCMP F— GCMP256 F—DWI MO AR DRENH ) KT,
802.11n 7 54 77> hE TKIP E’%"’?%{%ﬁ%?%i'@ho TKIP EIFZBIMCT DL 801N DU AT > MMExy hT—2
TERREENE A,
WPA3 7 547> b DIFE, BESIE GCMP256 TH2ENDH ) £, WPA2 751472 bDi5E, GCMP256 (FAETY,

WPA Key Type

WPA F—%21 7L LT TASCI] DREENET,

WPA Key

WPA /=Y FIVBDHBEMEF— (8-62 XF) ZATILET, 7ILT 7Ry hOAXZF, /INF BF. LU e 5L
DELSZBHET,

WPA3 Key

WPA3 /A=Y FIVAEDOHEWEF— (8-62XF) ZASILET, 7ILT 7NV FOANXF. IF. HF. BLU etz
EDEEEEHET, WPAKey EBEILF—%FEAT 215E(1E [Sameas WPAKey | ICF T v 7 EVNET,

Pre-Authentication

[Security] ' TWPA Enterprise] DiF&. AIEB% [ONJ ICT 2 & EFEGEEDNBEMICTEY £T,

Pre-Authentication
Limit

TR ARA > ORI D BRIE8EEE (0-192) ZATILE T, [Securityl A TWPA Enterprise] DFaE. K71 —)b
FOARRENE T,

Key Caching Hold Time

[Security] A TWPA Enterprise] DIFE. 77 L ARA > H PMK ZREF L TWAER (1-1440 ) ZANLE T,
SREIE. RADIUS H—/\HVERL L. %ﬁuqub‘b/ THRRA Y MOEEENS PMK ISBRSNE T, RADIUS — /\b‘
BEDI—HAED Session-Timeout BT, KU EVEEZIR L TELIFE. TOREOHIRIZ. RADIUS H—/\ICEE
HWZE5NBT EICTEELREL, 1|_%'“* LEWEE, RIS 7 Y MAO—Z V7925885 8ELT. 77ER
KAV MIERI AT D PMKEMDT 72 ARA > MTEELEH A
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FAE EXRTE

S‘ujl:l

HE CE!

Bcas

t Key Refresh Rate | D VAP [CHET T 50 S 7Y bOMERT 2 70— FF v X~ (V)V—7) F—DOEHEMRERRE (0-86400 %) Z# AL 0
70— FFv A bF—%BTHLELA,

Sess
Rate

ion Key Refresh [Security] A% TWPA Enterprise] DI5&. VAP ICETT 28V S 7 bADLYy 3> (AZF v A L) F—EFHT
BEmR (0-86400 %) ZANLET, 01 E7O— FFv A FF—DAEHINGENT EERLET,

4. 3L SSID ZEBMT BIciE. Wireless > Access Point > AP Profile > AP Profile SSID DJBICc A =2 —%2 1) w2 L. UTFOBEEmEXRRLET,

5.

6.

Wireless » Access Point » AP Profile » AP Profile SSID @ 0

AP Profiles | AP Profile Radio | AP Profile 551D | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier(5510). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile |1Defau|l |

Radio Mode ® Primary 802.11a/n/ac/ax O 802.11bfeg/niax O Secondary 802.11a/n/ac

Isolated SSID Profiles [ T

Show entries [Right click on record to get more options] Go to | 1 | | q, |
1-link1 ﬂ Enabled 1-Default Disabled None None Free
2-dlink2 ﬂ Enabled 1-Default Disabled HNone Hone Free
3-dlink3 ﬂ Enabled 1-Default Disabled None None Free
4-dlink4 ﬂ Disabled 1-Default Disabled Hone MNone Free
5-dlinks ﬂ Disabled 1-Default Disabled None None Free
6-dlinks ﬂ Disabled 1-Default Disabled None None Free
7-dlink? ﬂ Disabled 1-Default Disabled HNone None Free
8-diinks ﬂ Disabled 1-Default Disabled None None Free
9-dlinkd ﬂ Disabled 1-Default Disabled Hone MNone Free
10-dlink10 ﬂ Disabled 1-Default Disabled None None Free

Showing 1 to 10 of 16 entries |.| First || .| Previous | 1 2

4-11  Access Point Profiles SSID List [EB]E
FAdd New SSID Profile] R&Z>%& 1) w o LT, UTFOEEAERRLET,

551D Configuration °
SsID | | A
Captive Portal Type |Fme ‘

Hide 3SID [ Joe

VLAN [Range: 1 - 4093]

MAC Authentication O Local O Radius @ Disable

Redirect ®) None O HTTP

Maximum Clients [30 | [Range: 1-200]

Wireless ARP Suppression Mode m OFF

L2 Distributed Tunnelling Mode ﬁ OFF

Band Steering [_] OFF

Radius Accounting Server Name |Defau\t.RADIUS_S,aNa[ ‘ “
S o e e

Save

4-12  SSID Configuration &[]

T4 =L REASE, [Save] R2V%ZT)v o L, RENBZREFLET,




7.

8.

9.

roBE@EICRY &9,

Wireless » Access Point » AP Profile = AP Profile SSID

(-]
©

Operation Succeeded

AP Profiles | AP Profile Radio | AP Profile 551D | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier(S5ID). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile |1{.\efau\t |
Radio Mode ® primary 802.11a/n/ac/ax O 802.11b/g/n/fax O Secondary 802.11a/n/ac
Isolated 551D Profiles C]?

entries [Right click on record to get more options] Go to | 1 | ‘ a, “

1-dlink1 Enabled 1-Default Disabled None None Free

[ 2-diink2 | Enabled 1Default  Disabled None Hone Free
) [~ Enabled 1-Default  Disabled None Hone Free
[ +-dinka [v]| Disabled 1-Default  Disabled None None Free
[ s-diinks =] Disabled 1-Default  Disabled Mane Mane Free
[ s-ainis [v]| Disabled 1Default  Disabled None Hone Free
[ 7-diink? =] Disabled 1-Default  Disabled None None Free
| s-ainks [v]| Disabled iDefault  Disabled None Hane Free
[ s-iinks [v]| Disabled 1-Default  Disabled None None Free
[ 10dinkto | Disabled 1Default  Disabled None Hone Free

4-13  Access Point Profiles SSID List [EIE

[APProfile] D7 IVA T AZ1—hSiRET ZEEZRIRLE T,

lRadio Mode | T\ BREYT HERHHDS VA R2VZI v I LET,

10. [SSIDName) FIVA DU AZ 1 —HS|IGA 227 T —RXICRET 2 SSID BRI 20, £feld. BT B SSID Ry hT—0%HT v

27 LT, lEnable) #71) v LET,

SSIDID1 EICANTT . FIHBED 1 HBED SSID #EHLT BIcid, LU SSID #ER L TRADRAO Y MCBEHIFT.
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B4E EABE

FIlE 5: MAC BREEE— FOD&ER

MAC BEE CIIRFED MAC T RLRZERF DU S AT 2 bADT VL A ZFFAI & 3B ET 5T ENAIRECH Y [Open) E— R CEWET Hx v T —
TICBWTEBRATY, £fc. 802X+ U7« ARE—HEITFERT ST &75\\'(‘\:? £, TDHAE. 802.1X 5PaEK W Felc MAC SREADRITENET T,
MAC SSEED BN EEBITIE. BIRY AT bORY FT— VIR 21eDICETRET 7 EARA > ~ (UAP) ICK VU EREEE R B BD H Y
g@_o

ROV MO—2E LINTRT 2 DD MACTRAEE— R (R7A MUR MERIET SV RN ZREHLET,
- White-list:
IMAC Authentication] 7—2X—X £ zl& RADIUS H—/\ICEFENTWE MAC 7 RLRABERF DR 47> M\DT7 Vv A%FHFI LET,
T—AN—RITMAC 7 RLADEELEWES. 751472 ML TT7 I ANMEGEENE T,
- Black-list:
IMAC Authentication] 7—2X—XEzl& RADIUS H—/\ICEFENTWVWE MAC 7 RLRABERF DR 47> M\DT7 Vv AZEELET,

T—ANR=RICMACT RLADFELIEWBE, 75472 ML TT7 7 e ADFITENE T,

1. Wireless > General > General DIBIC A Za2—%& 2 vo L, UTOEEERRLET,

Wireless » General o o
N

This page will guide you through common and easy steps to configure your DWC-2000 controller WLAN global settings.Make sure that WLAN controller is
being enabled for working of wireless functionality.

General Setting

WLAN Global Setup

IP Address
Feer Group ID [Default: 1, Range: 1 - 255]

Client Roam Timeout

w
=)

[Range: 1 - 120] Seconds

Ad Hoc Client Status Timeout

r
Iy

L*] R LS =
R ® |} Q
£ w
Ed >
-+ =]
" N
= =
= g
z o

[Range: 0 - 168] Hours
AP Failure Status Timeout [Range: 0 - 168] Hours
Client MAC Authentication Mode O Black-List

RF 5can Status Timeout

s

[Range: 0 - 168] Hours
Detected Clients Status Timeout [Range: 0 - 168] Hours
Tunnel IP MTU Size O 1520
Cluster Priority [Range: 0 - 255]

Detected Clients Delete

n .
g j 9 ®
S :
E 3
5 g 3
g

Detected Clients Delete Timeout [Range: 10 - 999] Minutes
AP Client Qo5

Radius Authentication Server ‘Default RADIUS-Server |
Radius Authentication Server Status

Radius Accounting Server ‘Default RADIUS-Server |
Radius Accounting Server Status Configured

Global Accounting Mode h OFF

AP Validation
AP MAC Validation ®) 1ncar () padins

4-14  General Setting EIH

2. [Client MAC Authentication Mode | . White-list) &7cld Black-List] Z&IRLE T,

3. lSave] R22%Z7 Vv I LT RENBZRESLUBERLET.



4.

5.

6.

Security > Authentication > User Database > MAC Authentication DEICAZ1—%2 v o L, UTFOBEAERRLET,

Security » A icati »  User D »  MAC Authentication g @

Get User DB | Groups | Users | MAC Authentication | Password Rules

The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to add new clients or modify existing
clients to the database. MAC authenticated clients list can be imported to device via upload (C5V) option for further details please check help content.

MAC Authentication White-list

MAC Authentication White-listDatabase

Upload I 6. ||

MAC Authentication Groups List

Show entries [Right click on record to get more options]

Default Default Group

Showing 1 to 1 of 1 entries | || First || .| Previous | 1 |MNext » || Last ;|

Add New Group

Known Clients List

Show entries [Right click on record to get more options] |

Mo data available in table

Showing 0 to 0 of 0 entries | | First || | Previous || Next || Last ;|

Add New MAC Authentication

4-15  MAC Authentication White-List Bl

FlEg 2 TERLIZU R M2 AT (TWhite-list) &7zld [Black-List)) (Cfé> CEEARTENET,

FAdd New MAC Authentication] RZ2>&2 1w o L, UTOBEERRLET,

MAC Authentication Configuration o

MAC Address | |

Name | |

MAC Authentication Group |Defaull |
Authentication Action Global

Save

4-16  MAC Authentication Configuration |

9547 D MACT KL A E&RT%E AT L. TMAC Authentication Group Z3ERL %7,
Save] Ra &y LTREERELE T,

Wireless > Access Point > AP Profile > AP Profile SSID DJBIc A Za—% 2 1) w7 LE T,
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7. IVHNUEREYUYY LT THL Z8RT 2L UFOEEIRRENET,

SSID Configuration °
SSID [dlinkcts | ~
Captive Portal Type |Free |
Hide S5ID [ ==
VLAN [Range: 1 - 4093]
MAC Authentication ® Local O Radius O Disable
MAC Authentication Group |Defau|l |
Redirect ®) None O HTTP
Maximum Clients [30 | tRangs: 1 - 2001
Wireless ARP Suppression Mode OFF
L2 Distributed Tunnelling Mode OFF
Band Steering OFF v
T U C C T R RO | P il
4-17  SSID Configuration B
lNocal] &R L. [Save] R2VEI UV LET,
FllE 6: BT+ Lic AP 707 7 1 VDR
FOFIET, AP 7O7 7 A VAR FO—SICEEMTSNTVS T ERIEBLET,

VT4 L~y 3 VREAEET BV, AFIBERFL T, BEET /AR MTEALTREEL,

1. Wireless > Access Point > AP Profile DIEIC A Za—%& 7 ) v o L, UTFOBE@EEFRRLET,

= Wireless

Wireless » Access Point » AP Profile 0 @

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Shaw entries [Right click row to see more options] ‘ , |

AP Profile Name Profile Status Hardware Type Wired Network Discovery VLAN 1D

1-Default Configured Any il

2-Offic L& red A -

= TR s L select All

Showing 1 to 2 of 2 entries 4| Edit || First || .| Previous | 1 | Mext , || Last ,|

&) Copy
Add New AP Profile | Apply

| Delete

4-18  Access Point Profile List B

2. [Access Point Profile List] . B9 5 AP 7O 74 )LbEHFY ) v L. TApplyl ZE#RLET,

3. M30BMEUTLYYaTAIY @ w7y LT 7a7 7 A IVHBEEMITENfe T LB LE T BEBMIFENT 7t ARA > M,
REFKHC. BRIV T 2EENTETCVET,



F4E  EAFE

K

E

FB7:F¥ 7714 TR—ZIVDERTE
ST P O—S I L. A—HILT—AR—2EFRT 25 v T7 1 TR—2IVOREETS IlE. UTFD 4 DDOFIBEERFLET,

1. FvTT74TR=ZIVIIN—T=ZERT S

a. Security > Authentication > User Database > Groups DIBIC A Z2—% 7 1) v 7 L. UTOBEEERRLET,

X" Mainten

Thiz page shows the list of added groups to the controller, The user can add, delete and edit the groups also,

Groups List
Showe entries [Right click on record to get more options] | a, |
| Group Name & | Description ®|
Abd Abd
AT IN Admin Group
GLEST Guest Group
Shawing 1ta 3 of 3 entries [) First || .| Previous | 1 | Mext ;|| Last ;|

4-19  Groups List EIE

b.TAdd New Group) RZ2>&VUwvo LT, UTDOBEEERRLET,

Group Configuration °

Group Name

Description ‘ |

User Tupe
User Type ® 4dmin L) MNetwork Front Desk ) Guest
Captive Portal User | OFF
Idle Timeout [0 \ [Default: 30, Range: 1 - 939] Minutes

4-20  Group Configuration [EH

LIFOBEEN DY FT,
bi=[=] Bl
Group Name IIV—T2'EAIILET,
Description JIV—TDFREEANLE T,
User Type
Captive Portal User |Z'<21' T avaBEMEIEEMCLET,

¢ 714—IVRICT=2%Z AL, Save] Ra>EZ)wo LT, BEEREFLET,
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B4E EABE

2. FvTTr4T7R—Z)VI-HEEBNTS

a. Security > Authentication > User Database > Users DIBIC A Za2—% 7 1) v/ L. UTOBEEAFRRLET,

Security » Authentication » User Database » Users 0 e

Get User DB

Gr

This page shows a list
on users,

Users List

wiord Rules

oups MAC Authentication

of available users in the swstem. & user can add, delete and edit the users also. This page can also be used for setting policies

Show entries [Right click on record to get more options] 9, |

| User Name & Group Mame @ | Login Status 2 |
By Bhd Enabled
admin ACHAIN Enabled
guest GUEST Dizabled
Showing 1 ta 3 of 3 entries || First || .| Previous | 1 | Mext || Last |

Add Mew User

4-21  Users List BT

b.[Add New User] RZ &2 1) w7 L, UTFOBE@EERR-LET,

User Configuration °

User Name
First Name
Last Hame
Select Group
Password

Confirm Password

| |
| |
| |
[ Aomim v
| |
| |

4-22  User Configuration [EIE

MTOmEEL S &,
HE St
User Name A—YOEEDLHZATILET . Bl BT HEMEOHHMOI—TEIDI—T=HEICHTEDL DI
TRNEDDHYET,
First Name A—TDERIZEATILET, Nl 585 KA1 VD RADIUS I EDNEBY —/\TH BIHEICRIIBE T,
Last Name A—TDBFEATILET, NI 585 K A1 VD RADIUS L EDNEBY —/\TH BIHEICRIIBE T,

Select Group

A—YHPBTBF v T 74 TR—2I I IV —T&FRLET,

Enable Password Change

AIERE [Select Group) T Captive Portal 7 /b— 7 #H3#IR LI HBICDHRRENE T, TON] 23 IRT B L. 1—
PHNNRAT— RDEEETOITENTEDRLDITKEYET,

MultiLogin ARIEE( Select Group) T Captive Portal 7)b— & ZEIR L IBEICOIHFFRRENE T, [ONJ ZERTHE. 1—
YPHE—DI—HE/INAT—RFEFEBLT. EBROTN\AADSERICO/A VT BT ENTEET,
Password A=y bN\DT 7L ANEZRDFIC. I—YPDMEETRE/NRT—F (KXF. NNFXBHY) #ASILET,

CHF2 )T A DT BEASLI/ISNAT—FXFE Ry b T TYRIENE T,

Confirm Password

BEERD eI [Password] 7« —JU FICAA LTIe b D ER L/ SR T — B (KXFNFRAHDY) Z#ANLET, £+
U7 14 Dfetdlc. EAALINAT—RXFE, Ky b T TYATENET,

¢ 714—IVRICT—%2%&FANL. TSavel] R2>&=T vy LET,




Fv T T4 TR=2)VT)—TICSSID 77 7 A )L EBEEMAIT B

a. Wireless > Access Point > AP Profile > AP Profile SSID DIBIC X —a—% 2 v o L. UFOBEEER-LET,

=
= Wireless

Wireless » AccessPoint » AP Profile » AP Profile SSID Q0

AP Profiles | AP Profile Radio | AP Profile S51D | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set ldentifier(55ID). We can cenfigure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile |1_Dmun |
Radio Mode ® Primary B0Z.11a/n/ac/ax ) B0Z.11bfg/n/ax ) Secondary 802.11a/n/ac
Isolated 551D Profiles m?
Show | 10 entries [Right click on record to get more options] Goto |1 | [ a |
1-dlink1 ﬂ Enabled 1-Default Disabled Hone None Free
| 2-dlink2 ﬂ| Enabled 1-Default Disabled Hone Hone Free
| 3-dlink3 ﬂ| Enabled 1-Default Disabled Hone None Free
| 4-dlinkd ﬂ| Disabled 1-Default Disabled Nene None Free
| 5-dlinks ﬂ| Disabled 1-Default Disabled Mone None Free
| B-dlink6 ﬂ| Disabled 1-Default Disabled Mone None Free
| 7-dlink? ﬂ| Disabled 1-Default Disabled Hone Hone Free
| B-dlinks ﬂ| Disabled 1-Default Disabled Hone None Free
| 9-dlinkg ﬂ| Disabled 1-Default Disabled Hone Hone Free
| 10-dlink10 ﬂ| Disabled 1-Default Disabled Mone None Free

Shawing 1 to 10 of 16 entries L st || | previous | 1| 2 [Next > | [Last 1]

4-23  Access Point Profiles SSID List [EBIE

b.SSID Status] T. F+v 77« TR—2)VikERERT 5 SSID #4&7 1) v — [Edit] ZFRL. UTOBEZFRTLE T,

SSID Configuration °
SSID dlink1 s
Captive Portal Type

SLA
Hide S51D Permanent User
Temporary User
Billing U
VLAN onen
MAC Authentication O Local O Radius @ Disable
Redirect ® None O HTTP

Maximum Clients ‘ | [Range: 1 - 2001

Wireless ARP Suppression Mode
L2 Distributed Tunnelling Mode

Band Steering

id

Radius Accounting Server Mame ‘Dgfaun.R_ADluS.Seme[ |

Padine Armnontina Sarvar Skatoe regto 1

4-24  SSID Configuration [EIE
c. [Captive Portal Typel DT IWA I AZ 21 —H 51— 24 THEIRLET,

- [Freel-F v 774« TR=2)VERRLIAIRDT 7 L ADFFRIENET,
STSLAL -T2 RA=HIE 77 AZFAIENZHICT —EXALNIVOREINEL T &9,

- [Permanent User] - A— AL 1—H D7 —2~X—2Z_ RADIUS. LDAP. Fzld POP3 75 E DR ARNODEIRNAIREE 5 T,

- [Memporary User] E7zl& [Billing User] - 3sEATNERIRLE T,
- TOAuth] - Facebook. Google ZEDT AT Y MckBATA > ETVET,
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FAE EXRTE

TTTIE A=A T=EZRX=ADA—FT ATV b =R b A—TFDT7 AV hELET,
['Captive Portal Type] T [Permanent User] Z3#iR L. [Authentication Server] T [lLocal User Database | Z#RL £ 7,

S5ID Configunation °
SSID [ainica | o~
Captive Portal Type |PermanenlUsel ‘

MAC Bypass [_] OFF  Configure MAC Bypass List
Enable Redirect [_] OFF
Authentication Server |Local User Database ‘

Captive Portal Profile
Choose Profile O] Login Profile Custom Profile

Login Profile Name [etau [v] create a profile

Captive Portal SLA Profile

SLA Login Profile Name [ defaut [v] create a profile
Hide SSID v

Save

4-25  SSID Configuration [Ejm
d.lLogin Profile Name IR TV AZa1—H56, HARZIA A LIATAVR—IEFRLET,
e.[Save] RaV&EV ) v LET,
FvTT 0 TR=Z2IVEEIRLZSSID EBBEMITONE T, 75747V MOSREET A NI BBE Fv T 70 T R—2)UicOy 1 > B8l
FvTTATR=2)VSSDICEFLTLIEE N, Fv TT7 0 TR—2bRy b TD—UTIP 7 RLRZEANTHE O MO—JICE>TF Y TT 0
TR=ZIR=INY LA LT bENET,

FRRET — 2 N\—X & LT RADIUS H—/\ZER L TWBI5E. EDOFIE ¢ Tid. [Captive Portal Type (Z TPermanent User | %33R L. [Authentication
Server| | TRADIUS Server| #&IRLET,

4, FvTT4TR=2)OOTAR=IDHAEZIAR

a. Security > Authentication > Login Profiles DJEICZ U v o L. UTFOBEEAZFRLET,

fa)
==

Security

The table listz all the available Login Profiles in the system, This Login page iz used for suthentication on Captive Paortal enabled interfaces,

Login Profiles List

Show entries [Right click on recard to get more options] | a, |

Frofile Name 3 | Browser Title & | Status &
EEE EEBEER Mot In Use

default C-link Wireless Controller dlink2,dlink_corporate,dlink_bvod

default? [-link Wireless Controller dlink1

Showing 1to 3 of 3 entries || First || .| Prewious | 1 | Mext » || Last g

Login Profile

4-26  Login Profiles List &I



BAE EBEARRTE

u||||

b. FAdd New Login Profile] Ra2>%& 2wy LET,
HLWTOT 7V EEBINY 20\ BIEOT7O7 74 )V2H7 ) v o L, Thdit] Z&8RL T 7077V ERELET,
LFoBEEH SRRENEK T,

Login Profile Configuration

General Details

Profile Mame
Browser Title
Background

Page Backaground Image

Background Image settings

Header Details

Minimal Page for Mobile Dewices ﬂ'_‘-]

® Image Color

Add Add Add Add Add

| Detault v

4-27  Login Profile Configuration B

NTFDmEELNSYET,

HE | 5198
General Details
Profile Name FYTTaTR=2) AT 7 AIVDEZEIEASILET, ZEld. BINTBAEEDHZMOTO7 71)LET

DFAT7AIVEBEICHN TEDLDICTZRELNDH Y ET,

Browser Title

FvTTATR=2) v aVRCTSITDEA MUTRRENBZNFHEATILET,

Background

TV TTATR=Z)I Ay a VIR TENEZATA R—IDEEL LT BREEHST—EBIRLET,
- Image-RX—=YDEEL LTEBEFRRILET,
- Color-R—=YDEEEBEZHRELET,

Page Background Image

IBackground ] T lNmage) ZKE LTZHE. Add>T7 7/ VIR DIEIC Vv o LT, BIR7 7 IVET v
O—RL&Ed., EREERLT IR 78/7 Jw oL, lUploadl RE &S 1wy LET, 7v 7O~ REJgex
ERDBRAY A Xl 50KBytes TY,

Background Image
settings

VBackgroundJ Tllmage] Z&FE LICHAE. BIROFXRTAEZIEELET,
Default - Bt A EE - AFABEICRVERLT. OV4 VEERSEICRRLET,
- Simple-BifgfE Q74 VBEEICZOEEFRRLET,
- Strech- BiffE OV 1 VEERSEICEISEE L THRRLET,
- Vertical Repeat - B BB A AR VIR LT, OV VEREICRRLET,
- Horizontal Repeat - B KFARICKRVRL T, OV 1 VBEEICRRLET,

Page Background Color

Background] T lColor] ZRELIIGEE. Fv 74 T R—2/bt vy 3 vhlcRRENEZR—IDERELE
TIWE I AZ 1 —h5BRLET,

Custom Color

l'Page Background Color] € lCustom] &R LZFE. HIMLOAZ—O—FZANILET,

Minimal Page for Mobile Devices

[ONJ (£ B ER—IETNAIVTNAZA WES/NER) ICRELET,

Header Details

Background

Fv TT 4 TR=BZIEy T 3 vBICRRINZAT A R=IDA\Y ZE LT, BlREIEHT—5&RLE
ED

- Image-N—IY DAY A& L TEREFRRLET,

- Color-N\wANDEEEEHRELET,

Header Background Image

Background] T lNmage] ZFRELTZHE. Add>TT7 71 IVER) DIBICY ) v o LT, BIRZ 71 IVET Y
TO—RLEY, BEGRERIRLT B3] #2)v o L, Upload) RE>EIUw o LEY, 7v 7O— FE
BOBAY 1 Xl 50KBytes T,

Header Background Color

Background] T IColor] ZE LTeHE. NV ADBE SIWA TV AZ1—H5EIRLET,
I'Page Background Color] ¢ I'Custom] Z#4R L 7z#5 4. [Custom Color) ICHTML DAZ—O— F&EASLET,

Custom Color

l'Page Background Color] | TCustom] #FER LIcHE. HIMLDAZ—O— REASILET,

Header Caption

FY T T TR=2)Vy Y a4 oR=IDN\Y ZCRRENBETFAMEATILET,

Caption Font

NYEATFAIDT 5> b ERERLET,

Font Size NYRZTFANDT 47 A XEBIRLET,
Font Color NYRTFEANDT 7 MEEERLET,
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Login Details

Login Section Title

(FT2ay) FvTIT70TR=Z)IbEy 3 oA\DOO7 A4 VEICRRINZEZOT A Ry 7 ADEA MUICER
TNBETFRAMEASNLET,

Welcome Message

FT2a)) T4 TT74TR=Z)y a3 oA\OATA VNCHEN LIEBEICRREND UV IIVALA v =% A
HALEY,

Error Message

FT2a2) FvTTATR=ZIEYy Y IVANDATA VKRB LIBRICRTEND TS — A v —I%A
HLET,

Footer Details

Change Footer Content

AJANR=I DTy 2=V T Y NDEEEBENE IFEMLET,

Footer Content

[Change Footer Content] ZF T v LIcFE. 7V AR —ICRRENDTFAMEATILE T,

Footer Font Color

[Change Footer Content] B F T v LIciFE. 7 v 2 —IcRRENLBEANLET,

External Payment Gateway

Enable External Payment Gateway

NBDONAAY M= D IABLORTA IR=IDSDH VT4 VERT —EXDEAZBNE T ENIC
L&,

Session Title 1

A—YDFv TT0 TR=Z)bvar \0Osq4 Vi, 754 VEBAOOTAVRY 7 ZADRA MV
FREINBTFAMEANLET,

Message

A—PhRF v TT7 0 TR=ZIbE v aoA\DOOTA VEIC, A4 VEBAQTA VRY 7 ACERREND T
FAREASILET,

Session Title2 FVSAVBADTT LIEEIC, Avt—I Ry IADZA MUTERRENETFRX M EATILET,
Success Message FUTAVEBALNTET LIEEFIC. AvE—IRy T ACRRENDTFAMEANLET,
Session Title3 FUTAVBAMTKB LRI, AvE—IRy I ADRA MUCRRENSDTFRAMEASILET,
Failure Message TV oA VBADPKB LB, Avt—I Ry I RCRRENDTFAMEASALET,

Enable Billing Profile

B4 YR=IVICRRENZE) 7T 7 7 )VEERLE T, T— )W TUnit Price] ZRE L) 7 707 7 IVDHFRRENET T,
REEZ TONJ (TP BAT, U7 7O7 7 )V =BMLET,

Service Disclaimer Text

R —E XA BREBLUBAT ZRIICRTEINS T —ERICET 2REEEDTF A b2 AN LET,

Payment Server

ST AT S BROZINNTY —/VEERLE T,

¢ 74—IVRICTFT—2%EANIL, [Save] RE>&E VU YT LET, FREICHIIT SE. [Operation Succeeded] X vt —IHFRRENE T,

d.Login Profiles List) T7 Q7 71 )LAHY ) v L. TShow Preview] Z3&IRT 5&. RELIETAT7AIVEBRBTHTENTEET,
OJA Y R=VDRTHNBNEHIA > TWAT LR LT T, BHICEDEWNES. KEICGCTFIBED 4b & 4c %43 VIRLET,
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FI|[E 8: RADIUS H—/N\%#FDSSID A —t T4 5—R2ELTERTS

RADIUS SREELSRTE SNz SSID Z A 5icid. U TFDOFIEZRT

LET,

1. Security > Authentication > External Auth Server > RADIUS Server DJEIC A Z1—%7 v o L, UTOBEEARRLEY,

B Network 4 £° Maintenance

Security » Authentication » External Auth Server » Radius Server

Radius Server

Radius Profile | Radius Accounting | POP3 Server | POP3 Trusted CA | LDAP Server

990

This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a database of user accounts used in larger
environments. If a RADIUS server is configured in the LAMN, it can be used for authenticating users that want to connect to the wireless network provided
by this device. If the first/primary RADIUS server of a Radius Profile is not accessible at any time, then the device will attempt to contact the secondary

RADIUS server of the profile for user authentication.

Radius Server List

Show | 10 entries [Right click on record to get more options]

| A

S 1

192.168.1.2 1812
192.168.1.3 1812
192.168.1.4 1812

Showing 1 to 3 of 3 entries

Add New Server

4-28  RADIUS Server List B

Server Checking
Server Checking
Server Checking

|| First || .| Previous 1 | Mext » | Last j

2. #H LU Radius —/\&EBNY BITIE. TAdd New Server] =2 1) w7 LEd, BT M DREARET BITIE. ZHEIT VM) ETHY Y

27 L. TEit] ZBRLE Y,

Radius Server Configuration

Radius Server

Secret ‘ |

Port | tRange: 1-£5535] Seconds

4-29  RADIUS Server Configuration B

UTFDEELNSYET,

58 HER
Radius Server RADIUS SBEEH —/\D IP 7 KL AZIgELE T,
Port RADIUS A vt —IH%*(E9 5 RADIUS BB —/\DR— M ESHEIEELE T,
Secret TINA ADREFHD RADIUS F—/\IcO 74 > TEBMBEAATILET, Tk RADIUS H—/ \DIEZHRIC—E T
DREHLNBHVET,

3. TA4—IVRIET—2%ZAN L [Savel Ra>E Y Uy LET,

RADIUS SREET —/\EEAT 21eIC AT 277 L ARS Y FHOREENE T,

4. [Server Checking| RZ>%% 1) w4 LT, DWC-2000 & RADIUS Y —/\RD#EFHET A b LET,
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FAE EXRTE

FE 9: 7 X M EEDKE
TOY b FRODEETAYY M5BT AN THIY M EERTHTENTEET. SR MEEERET BICE LUTOFIEERTLETS,

1. 7Y TR TIV—THERT S

a. Security > Authentication > User Database > Groups DJEIC A Z1—% 7 v o L. UTOBEEAEFRRLET,

This page shows the list of added groups to the controller. The user can add, delete and edit the groups alsa,

Groups List

Show entries [Right click on record to get mare options] | a, |
ﬁrﬁiﬁ Hﬁme ii Rﬁiiﬂﬁﬁﬂ g

By By

ADMAIN Admin Group

GLUEST Guest Group

Showing 1 to 3 of 3 entries |.) First || .J Previous | 1 | Mext » || Last

4-30  Groups List Bl

b.'Add New Group) RZ2>& 2w LT, UTDBEAFRRLET,

Group Configuration °

Group Name | ‘

Description |

User Type
User Type ® fdmin O Metwork  CJFront Desk L) Guest
Captive Partal User ofF
Idle Timeout 30 | [Default: 30, Ranze: 1 - 999] Minutes

4-31  Group Configuration EIE

. JIV—T& LA AT L, TUser Type] T [Front Desk) %# 3R, Savel Ra V&I wv I LET,



2. 7Oy ha1—YDEm
a. Security > Authentication > User Database > Users DIBIc A —a2—% 7 1) v 7 L. UTOBEBEERRLET,

Thiz page shows a list of available uzers in the swstem. & uzer can add, delete and edit the users alsa, Thiz page can also be used for setting policies

On Users.
Users List
Show entres [Right click on record to get more options] | a, ‘
User Name & | Group Mame & | Login Status &
hhd A Enabled
admin ADAA N Enabled
guest GUEST Dizabled
Showing 1ta 3 of 3 entries |.J First || .| Previous | 1 | Next || Last 3|

4-32  Users List [EH

b.TAdd New User] R2>&27 1) vy L, UTOBEEmEFRRLET,

User Configuration

User Hame

First Name

Last Name

Password

\ |
\ |
\ |
Select Group ‘ADM\N "|
\ |
Confirm Password ‘ |

4-33  User Configuration [E[E]

¢ 74—IVRIET—=2%Z AL, [Savel Ra>&=T )y LET,
[Select Group] IZIFRIDFIETIER L2700 T RI DI I —TEZERLET,

3. EUYIT7O77AIVOIER
a. Security > Authentication > Billing Profile M)

Blco ) v L, UTFOBEmET FAdd New Billing Profile] &2 1w o LT,

Security » Authentication = Billing Profile

Billing Profile | Payment Gateway

This page shows a list of available billing profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles.

Billing Profile List

Show entries [Right click row to see mare options] | 6 |

ﬁro_f;le uﬂms n BiHi‘"ﬁ itntHs escripti ﬂ

Mo data available in table

Showing 0 to 0 of 0 entries |.| First | Previous || Next , || Last 4|

Add New Billing Profile

4-34  Billing Profile List EBIE
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b.EU>TT7A7 7 AIVEREICIE. UTD&EY 4 DOFEHSHY £,

THIVED TAIY D TAIY D THIVED
YERR 777171 FES ®T
[ |
TR / FIRE

< TATYMOER: —BHNGET AT ME B—AIT—AR=ZXDTAY TR T AT MK > TERENE T,

c TAIVNDT T AT —BNGET AT Y ST O T« TlhEN. BIITEYET,

< TATYEOEE —ENET AT NE FIRBEEIIREEDHR (LR ICEELET,

< VATV EORT —ERGET AT NI FIBEE/ REICEET 50 ESDICEDSTRTY L. A—AILDT =2 X=X SHIRENE T,

BRLRNEEY I TOT7AIVELTUTD S5 DDA THhbH ) ET,
| —B8ET7HY Y SOFBREIE. 7HY Y NOFEGERBICE O THRRENE T, 7ATY MUIERLS Y. 7ATY MHBFEELTNS

BIEBEM T,

ThHOV LD THIV D
e/ / 70 7« 71t K/ RT
I N\
s/ \/
| |
I FRHAR

ZoE)»I7a77AUE RTIVCERTBHEVNSYFUFICELTWEY, —FRNGET AV Y EOBARZIDF v 7 A VEITIERE
ne BMICEYET,

Il =BG 7 A7 FORBEREIE. 7HV Y FOFEGRBICE > THIRENE T, 7AV Y MISHRAG Y. RADOOT 1D B

IiE &9
THAYYED  THIVEOT T4 T TAYYED  THYV D
z5 (== %) |’ L

L |
i FEAR

TOEUYTTAT7AIUE AT IREEEETERT ALV VY FUAITELTVET, AAATIE. |ROIDOY AV HSEE LR
AN, \GA V2 —xy P —EXZFBRATEET,

=BT H D> MIREDBEICENTY. 7HV Y MIZERLH Y FT,

THOV D Thov D77 7471 THOV D
1ERY FEDBT &R R/ KT
_ 0
W/
| |
A

eIV TaATTAIVE TLAAY T 7 LY ATHERATHEVWDI YT UFITELTVEY, BEITGCT FEEDAAY MEICTH
UV bhEERL. FRICEFREICEREZSISELE T —HNAET AT Y MIFEDEELSBEIMICE Y I,

VBT DD Y MIERREONHIRENE T, 7HT Y MIIFIBRT ETOHRIESH Y E A,

THIYED THYY O THIY O
fERR 7o74 e WK /T
h | | /)
N
| Il Il ]
I

TOEUYTTaTTAIVE Ky SARY FCERTZEVD Y FUFIGBELTWET, H—EX 70\ AiE FIARREICEDV TR
Y—ERIGRELLET, TOT7HTY FCTEEBOT/NA ADERICOTA YT HTENTEET,

V. —BET7 AT MEER ST v VEFIRENE T, AT MISFIBR T ETOERIEH Y £ A

THIVED THIVED THIY D
(524 77471 BE/HT
Ve
h — — \)
1 | 1 | 1 |
I FBF R

eI T7aT7 7 AV Ry SARY bTEBT2EVDYFUAITELTWET, T—EXTONAZIE FEREICEDVTEREY—
ERICREZELET,
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. 74— )VRIEFT—2EBALET,

Captive Portal Billing Profile Configuration °

Profile Details

Profile Name

Profile Description

Type of Login ® Single Login () Multi Login
Forced Login [~ e

Allow Batch Generation on Front Desk [ o

Session Idle Timeout 10 Minute v

Basic Limit by Duration
Valid with Begin and End Time | | oFF

Basic limit by usage

Maximum Usage Time { | oFF

Maximum Usage Traffic | | oFF

Save

4-35  Captive Portal Billing Profile Configuration EIE&

NTDEENSY T,

BE | %198

Profile Details

Profile Name TO77AIaEATILET,
Profile Description TO7 7 A VDA EATILE T,
Type of Login O7A4>D2A THUTHSERLET,

- Single Login - D1 - DT OT7 7 A1 IV TERENZE CF v 7T« TR—2)bD0OT 1 EAEE
FARALT. BNICAJA 2T 5 LIETELETA,

- Multi Login - DA —FHNCDTOT 7 A IV TEREINBRELCF v 774 TR—2)bDOT A ViHER
FRLT. B0 TERLDITBEVET,

Forced Login [Single Login] ZEIRLTzHAIC, @051 > % TONJ £zl TOFF) (CLET,

Allow Batch Generationon |TONJ (292 &, 7OV 7RV A—HIE T2 o Uy T—BNEF v 70 TR—2)V1—FE—FELTER
Front Desk TEXY,

Max Login Users [Multi Login] AR LTBEIC. BEICAOY A TER1—FORABMERELE T,
Session Idle Timeout ZOTOT77AIVTER SN CP I—T D71 RILEA LERELE T,

Basic Limit by Duration

Valid with Begin and End Duration (Hfl) N\—XDHIRZEBEME fclFEMICLE T,
time

Valid Begin [Valid with Begin and End TimeJ Z&%ic LTciHalc. BEICKSI—U7 7€ AFIRE L TUTOVITNHZ R
L,
- Start while Account Created - I—HYHMERENERICT AUV b ET VT4 TICLE T,
- Start While Account Login - SFRBZEZ R L CI—I DRI T A Y LIEBHCT AU > b 2T 7714 718
LET,
- Begin From-1§E€ LIzRIDS T HO Y b AT 774 TIELE T,

Start while Account Created | I'Start while Account Created ] %BER LTz3Ha. 7+ —)U NITBE AT L. BAI (Hours £7zl& Days) ZBR LT

FAREERELET,
Start While Account Login | I'Start While Account Login] Z3#RLTB6E. 70— FicfBERASI L. BAL (Hours F/zld Days) Z#IRL T, Fl
BREEZRELET,
Begin From Begin From] Z#IRLIcHE. 7HV Y MHABENZLHEZHRELE T,
Allow Front Desk to Modify | [Valid with Begin and End Time] ZB#ICT 236, TOF S>3 >%& ONJICTHZET. 7Y M7 R 71—
Duration IRBRBOIRZRECEE T,
Basic Limit by usage
Maximum Usage Time TATY SOERMINDFIC, I—FHOT A Y Z R TCELRARBZEMEcIdMmmlic LEd, TON) =15

ELIHZE. 71—V RIKfEZ AN L. BAI (Hours &7zl Days) Z:ER L. FAKEZRELXT,

Maximum Usage Traffic THTY DHRAMINSFIC. I—THEBTESIRAN S T4 v 7 EBENEIFEMLET, [ONJ ZIEE
LicBa. 74— IV RITERASA L. BAI (MB £72ld GB) BEIRLE T, RAE T 71 v 7T L TDH
BEHEICOVWTERINZEDELET,

Show Alert Message on MAEFE/ 571 v VEHFIEDHIRICERE LIERICESEA v — V% ZIFES 28I, Hours/MB ITEER ASIL
Login Page while Rest of F9, 0] ZIBETHE. EEAVE—IDHRREINT LA,
Usage Time / Traffic under
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F4E EARTE
HE Eila
Allow Front Desk to Modify | TMaximum Usage Time | £ 7zl& TMaximum Usage Traffic] ZB#IC T 2BE. 2D 7> a > [ONJICT BT & T
Usage 7OV TR A-HIERIR NS T4 v U DFIRERETEEL T,
Ticket Printing Options
Header FONJ LTV A ZIBELE T,
Customized Note [ONJ ICLTHRZLIBERIBELE Y,
Time Stamp [ONJ ICLTRA LR THEBHICLET,
Footer [ONJ lcLT7va2—%&IgELE T,
Ticket Logo [ONJ ICLTFry bOd&IBELE T, TAdd) 27Uy U2 LEIREEBIMTCEELY,
Unit Price
Set Price TONJ |T L TIBERDIEEZBMICLE T,
Price [SetPrice] ZBMICT HERRENEKT, BEREZIRELET,
Monetary Unit eEOBMUEIRELE T,

4., TR FYTT 4 TR=ZIVDAVEZT T —REEIRT 3
a. Wireless > Access Point > AP Profile > AP Profile SSID DJE(C 7 ') v %7 L. T'Access Point Profiles SSID List] Eim&Z&xRmxLE T,

b.+v 77« TR—2)UEEEEFRT S ISSID) #4527 w o LT, TEit) Z@ERLET,
c. [Captive Portal Typel DT IVE I AZ1—TF v TT7 4 TR—Z)VE2A TEZIRLET,
d.lSave] Ra2>& v LET,

SSID AW AP 07 7 A JUICESEMIF SN TWBEHRE. DV 717 L— 3 EEFT B1oIlE. Wireless > Access Point > AP Profile
TAP 7O 711V EBRLET,

5. TANTATY b EERLET,

a. 'http://<ip_address>/frontdesk] (ffll http://192.168.10.1/ frontdesk) . F7zld Thttp://<ip_address>/platform.cgi?page=billingDeskLogin.
html) ZAF LT, [FrontDesk) X—Icas 1> L&Y, [FrontDeskl 7 Ib— AR LTc 1= DI1—HRE/NNAT—READLET,

D-Link

Unified Controller - DWC 2000

Please login to access D-Link Unified Controller {DWC-2000) to manage and use the device
FrontDesk.

Front Desk Login

Username | ‘

Passwaord | ‘

M4-36 7O T AVBEE
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b.Billing FormJ 2 7%&BRL. £ >/ 707 71 )LAERLE T,
REICSE LT, RENAZZELET, [Generate] RE2>ET v LET,

Eilling Form

Temp User Temp and Billi

This page shows information about Front Desk profile and generated users

Billing - BillingDesk

Sefect Billing Profiie
Select Billing Profile ‘Bm v

BPT - bifitng profile

Batch Generation

Maximum Usage Time 1 Hours

4-37  Billing - Generate [B@E

clPrint) Z7Uwod5E. REFREHNRTEIENTELT,
BRIGA 2=y F TV RITEEENET T, —EIFRTESI—Y7 AT ME1 DT,

Billing Profiles Configuration
Billing profile< Corficurr o

BP1's User Accounts

User Name t591s
Password emyéa
Mhaximum Usage Time 1 Hours

print Ticket

4-38  Billing Profiles Configuration [EIE

6. 1—TT7HUV I OREEEZ2) VI LET,
a. —RGT AT Y FORESKOT7HY Y MIBRECHEEE CACEZZ2 Y V7 LET ERENc—RREE SR T B ICd. [View
Temp User Accounts| % [View Billing User Accounts] Z 7%BIE. UTOEEARTLET,

Billing Form Temp and Billing

Thiz page shows information about generated front Desk uzers,

Billing Users Select Billing Profile
Show entres [Right click on record to get more options] | 2, |

o data available in table

Shewing 0 to 0 of 0 entries || First || | Previous | Mext , || Last 4

4-39  Billing Users &[T
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FAE BEARRE

b.7A0> bEZEIRL, G2V v I XZ21—H5 [View Details] ZZIRL T, FLWEHRZSRBLET,

BP1's User Account o
User Name t691s
Password emyha
Mhaximum Usage Time 1 Hours

Print Ticket

4-40  Billing User Account [EIE

7. A—T7HT2 b OFBOHGRERE
a.7hvurhERY )y L, [ExtendSession| ZBIRLE T, FIRKRE/ 57« vV ZFHTEELET,

Extend Session Configuration o
User Mame 5915
ihaximum Usage Time 1 | ‘Hours -

4-41  Extend Session Configuration EIE

Security > Authentication > Billing Profile > Billing Profile ™ [Captive Portal Billing Profile Configuration] E@E ¢ [Allow Front Desk to
Modify Usagel & TONJ IZRAFEINEZ TIEELY,

b.lSave] RZ2V=T 1) v T LET,
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FIIE 10: BYOD RIZEDEEE

BI31C 517 % BYOD (Bring Your Own Device) D b L FliE, X b —04F 2 ) 7 PEBICHIT2H LWV TT, REENMEHBITEADT
INA AEEBIT BT EAHFTTEHRHEDELTIE. KUBWT IV AEEERZHRFLTVEY, TORET. *Y FT—0tF2 U7 1%,
BADTINA REFERT 25 EICKBBERBRCDONT, DU T E2HEBELETEF T, RUDNRELIET/NNAREB/ADT /N1 X (BYOD 7
INAR) BEED BRI ITF—LOEBRLRELLH>TVET,

TINA ADRHRHOEDIMENTRE T 2LDOMNEDNT MACEREEZEBRALTY S 77> M ERED SSID LD DI & 7LV ET, SSID =16
A LI OERICIE. #ERZN5T 2Ellc. SREEDERTHIVEELENE T, BYOD RIFZRET 2Icid. UTDOFIEZRTLET,

P2 T

' Firewall
ﬂlh\D.L—t-'j-_/\ ﬁ_ N a
== g L
Ld ] e
N o 0 BAAMYF DWC-2000
T—RT7—L ‘

L3 ALY F @ @

£ 1\\ Tpge
7 ¥ @ ¢ ¥ ¥

TORRRAY I~ 2
551D1: dlink_corporate (VLANZ2)
55102: dlink_byod [VLANZ)

((«

Private NB Corporate-provided NB
D0:13:02:659:7F:E9 OB 1196 1000y

4-42  BYOD Configuration [EI

ZSSIDICBFBFEEAUSEG VKT,
- dlink_corporate SSID
TDSSID lE. RHTRELIZT/N\A REERA L TIEET 2 D-Link DREERTY,, RAHUBATET 51T, 7/31 XD MACERAEE F +
TTa TR— ’SUI/%M\E& L&Y,
- dlink_byod SSID
TDSSID & BADT/INA R (BYOD F/\1 R) &ERALTIEET 2 D-Link DREEERTY,, SRAHUBARET I 5ICdE. Fv 70 TR—
2N EREE LET,
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FAE EXRTE

1. XY bI=0T7—FT 7 FvICEDVTVIAN ZHET S

3DDVLAN ZER L E 9, VLANTIE T 7 W ARA > NEEBDT=HD T 7 )b b VLAN TLVLAN2 (& SSIDIdlink_corporate ) |CEET 2 b5 7 v
27 F3. VLAN3 |4 SSID Tdlink_byod] ICBBET S b Z 74 vV ETY, VLANT ZR— M 1D 3 DDAV v FICEBENITE T,

a. Network > VLAN > VLAN Settings DJEICAZ2—%7 v o L. L TFOBEEZHRRLET,

B Network

Hetwork » VLAN » VLAM Settings @ 0

The controller supports virtual network isolation on the LAN with the use of VLANs, LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN List

Show entries [Right click on record to get more options] a |

Default 1 VLAM (L3) 192.168.10.1 255.255.2556.0 Free Hone

Showing 1 to 1 of 1 entries |.] First || .| Previous | 1 | Next ;|| Last J|

Add New VLAN

4-43  VLAN List EIE&

b.TAdd New VLAN] RE2>ZZ Uy o L. UTOBEEZRRLET,

VLAN Configuration °
VLAN ID [ ] [efault: 1, Range: 2 - 4098] %)
Name | ‘

VLAN Type ® VLAN (L3) OVLAN (without IP interface)
Activate Inter VLAN Routing ﬁ?
Captive Portal Type |Fnea ‘

Multi VLAN Subnet
IP Address [ |

Subnet Mask | ‘

DHCP
DHCP Mode ® None O DHCP Server O DHCP Relay
LAN Proxy
Enable DNS Proxy OFF v

Save

4-44  VLAN Configuration [BE
C. VIANID & VIAN ZASILE T,
d.VLAND IP 7 RL X&EEZ A LET,

e.lSave| Ra>ET) v LET,



2. VLAN1 ZR— b 1B Trunk E— FD 3 DDA /Ny TICRIERIT 2

a. Network > VLAN > Port VLAN DJEIC A Za—% 27 ) w7 L. UTOEEER-LET,

M Network

Metwork » VLAN = Port VLAN

This page allows user to configure the port VLANs. A user can choose ports and can add them into a YLAN.In order to tag all traffic through a specific
LAM port with a VLAN ID, you can associate a VLAN to a physical port. The YLAN Port table displays the port identifier, the mode setting for that port
and VLAN membership information. Go to the Available VLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

[Right click row to see more options]

a,
port1 Access 1 1
port2 Access 1 1
port3 Access 1 1
portd Access 1 1

Showing 1 to 4 of 4 entries

4-45  Port VLANS List [EF

b.R—h1zHY Uy L, lEdit) ZBRL T LTFOEEERRLET,

Port VLAN Configuration

Port Name Paort1

Mode ‘ Trunk v

VLAN Membership Configuration
VLAN Membership

ia_‘
=
<« »

4-46  Port VLAN Configuration Bl

Model FIVA T AZa2—H5 [Trunkl Z3EIRL. TVLAN Membership D VLANT-3 (Ctrl F—H$RLIzE R 1. 20 3 &7 U v 7D)
EERLET,

c lSavel R2v&ET 1) vy LET,
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FAE EXRTE

3. 2D2® SSID (dlink_corporate 35 KU dlink_byod) Z/ERL L. 215 2 DD SSID ICZNZHN VLAN2 & VLAN3 ZE| W HTE T, T5(T.SSIDMdlink_
corporate ] 1ZH1F 2 MACFBAEEBMNICLE T,

a. Wireless > Access Point > AP Profile > AP Profile SSID Ol

BICAZa—Z270v 7L, LTOBEZRRLET,

-
.

Wireless

Wireless » Access Point = AP Profile = AP Profile S5ID o e

AP Profiles | AP Profile Radio | AP Profile 551D | AP Profile QoS

This page displays the virtual access point{VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set ldentifier(551D). We can configure and enable up to 16 YAPs per radio on each physical access point.

Access Point Profiles 551D List

AP Profile |1_Defﬂ|||[
Radio Mode ® Primary 802.11a/n/ac @] 802.11bs/g/n (5] Secondary B02.11a/nfac
Isolated SSID Profiles [orr

- [l | a |

Enabled

1-Default Disabled

Enabled 1-Default Disabled None None Free
Enabled 1-Default Disabled None None Free
Disabled 1-Default Disabled None None Free
ir. S.dinks _- | Disabled 1-Default Disabled None None Free
[ 6-ctinics Disabled 1-Default Disabled None None Free
[ 7-aunky Disabled 1-Default Disabled None None Free

4-47  Access Point Profiles SSID List [EBIE

b. [Add New SSID Profile] RZ>%& 27 1)wo LEF, SSID Idlink_corporate] & Tdlink_byod| ZER L E T,

551D Canfiguration e
SSID |d|ink_curpurale | 1
Captive Portal Type |PermanenlUser |
MAC Bypass ﬁ? Configure MAC Bypass List
Enable Redirect [_]?

Authentication Server |Local User Database

Captive Portal Profile
Choose Profile O] Login Profile Custom Profile

Login Profile Name |de1ann Create a Profile

Captive Portal SLA Profile

SLA Login Profile Hame |de‘au" Create a Profile
Hide 551D OFF J
AT A . o 4 ammna

Save

4-48  SSID Configuration &I - dlink_corporate

SSID Configuration o
SS1D [dlink_byod | 2
Captive Portal Type ‘PermarlenlUsel |
MAC Bypass ﬁ? Configure MAC Bypass List
Enable Redirect [—]?

Authentication Server ‘Lm:al User Database

Captive Portal Profile

Choose Profile @ Login Profile Custom Profile

Login Profile Name ‘delanlt | Create a Profile

Captive Portal SLA Profile

SLA Login Profile Name ‘ﬂelalllt | Create a Profile
Hide SSID OFF v
AT A . o 4 annns

Save

4-49  SSID Configuration [@jm -dlink_byod
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c. mAD SSID @ [Captive Portal] Z8&%HIC LT, TCaptive Portal Type] (C Permanent User] Z#EIRLE T,

d. SR —/VEBIR L& 9, SREEY —/ . A=A DT —ZAN—X K FHEBEREET —/\ (RADIUS) DWLWINH T,
e. VLAN2 & VLAN3 Z#ZnZn [dlink_corporate] & Tdlink_byod] ICEIW HTET,

f. Idlink_corporate] (C&5l+5 MAC ERAEZBMICLE T,

g.lSave] R2>&EI Uy LET,

AP ZFO7 74 )L IBYOD) ZfEp L. DT OT 7 AU SSID ZBIE(IIF £ 7

a. Wireless > Access Point > AP Profile DIBIC A Z—a2—% 7 ) v 7 LE T,

b.TAdd New AP Profile] R2>%&27 1) v LEd, FOT77A)L [BYOD) H1ERLE T,

AP Profile Global Configuration a

AP Profile Global Configuration &)
Profile Name [BYOD |
Hardware Type ‘Nﬂ' |
Wired Network Discovery VLAN ID [Range: 1 - 4093]
Link Aggregation ‘ Disabled |
Configure AP Profile Radiol
Radio Mode Primary 802.11a/n/ac/ax [ Jom|
Configure AP Profile Radio2
Radio Mode 802.11b/gin/ax [:]ﬁ
Configure AP Profile Radio3
Radio Mode Secondary 802.11a/n/fac [:w ™

4-50 AP Profile Global Configuration [EIE
clSave] Ra>Z&7 )Y LET,
d.TAP Profile SSIDJ 2 7% 2 1) w2 LEd, TAPProfile] ® ROy &> 1) X T IBYOD) #EIRLE Y,
e.ISSIDJ U X b ldlink_corporate] T ~%&HZ 1) w7 LT, lEnable] Z#IRLE T,

f. [dlink_byod) oT> h %KY w2 LT, lEnable] Z#ERL &9,

Access Point Profiles 5510 List

AP Prafile ‘ 2.BYOD v

Radin Mode ® Primary 802.11a/nfac © 802.11b/g/n © secondary 802,11a/n/ac

lsolated 55D Profiles [T

Shnw entries Go to ‘ 4 v | | Q

20-dlink_corporate v Enabled 2-test [isabled Mone Mone Permanent

| 21-dlink_byod v | Dhsable Maone Permanent
| 3-dlink3 w | [isabl Mone Free
| 4-dlinkd '| Disable” Mone Free
‘ jﬁl Copy all to Secondary 802.11a/nf ac
| S-dlinks '| Disable Mone Free
|8 copy to 802,110/ g/n and Secondary B02.11a/n/ ac
| 6-dlinks '| Dw‘sablnj - Mone Free
|38/ Delete
| 7-dlink? '| Disable. Mane Free

4-51 AP Profile SSID List @

9. AD SSID &, T BYOD] SSID 707 7 JUICESE I 5N E LTz,
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5.

O—AIT—ER=RCF v TT7 14 TR=ZIVT AT bEIERLET,

a. 1—7)L—THE{ER T BIclE. Security > Authentication > User Database > Group DIBICAZ1—% 7 1) v LE T,

b.Add New Group] RZ>&- U vo L, LTFOBEEAZFRRLETD,

Group Configuration

Group Name

Description

User Type
User Type

Captive Portal User
Session Timeout

Idle Timeout

[EmPLOYEE |

|D-Link employee ‘

@ admin~ OMNetwork  OFront Desk O Guest

l:l [Default: 0, Range: 0 - 1440] Minutes
[Default: 30, Range: 1 - 999] Minutes

4-52  Group Configuration B

7)b—"7 TEMPLOYEE] Z/ERL L E T, lUser Typel #C Network] %3&IR L. [Captive Portal User] & TONJ (CHIWEZF9, lldle

Timeout] DfE () ZASILET,

c.lSavel Ra>ET ) v LET,

d.2—H7Ho> bEIERLE S, Security > Authentication > User Database > Users DJEICA Z2—& 2 v LE T,

e.[Add New User] RZ>VZ2 w7 LT, UTFOEERERRLET,

User Configuration

Save

User Name

First Name

Last Hame

Select Group

Enable Password Change
Password

Confirm Password

Type of Login

Forced Login

4-53

‘ user_name

‘1_name

‘Lname

‘ EMPLOYEE

[ Tor

<]

O Multi Login

® Single Login

[ Je=

User Configuration [EIE

74 —JU FITASI#. [Select Group) D TEMPLOYEE] ZBHRL £,

f. [Save] R2>%=7 v LEd,

Save



6. O—HILDT—EZXR=ICT/I\AAD MACFREET —2ZN—XZER LK T,
a. Security > Authentication > User Database > MAC Authentication DJEIC A Z21—% 7 1) v LET,

b. IBFEDHFREICEDVTY X F DR AT (White-List F7zld Black-List) FRRENET,
REZZET Blcld, TFIE 5 MACEREEE— FOEIR] ZBBLTLIEEL,

O = % Security

Security » Authentication » User Database » MAC Authentication

99

Get User DB | Groups | Users | MAC Authentication | Password Rules

The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to add new clients or modify existing
clients to the database. MAC authenticated clients list can be imported to device via upload (C5V) option for further details please check help content.

MAC Authentication White-list

MAC Authentication White-listDatabase

Upload | BE
Upload

MAC Authentication Groups List

Show | 10 entries [Right click on record to get more options] | aQ |

Default

4-54  MAC Authentication White-List B/

Default Group

¢. F'Add New MAC Authentication] RZ>&27 1) w o LT, UTFOBEEmEFRRLET,

MAC Authentication Configuration °

MAC Address ‘ |

Name ‘ |

‘ Default |

Authentication Action Global

MAC Authentication Group

Save

4-55  MAC Authentication Configuration |
d. 7/NAZAD AMC 7 RL R EBIEATI L. FIV—THERLET,
e.lSavel R2>&T 1wy LET,

21— MAC SBEE T — 2 N— A APEREREFY —/\ (RADIUS) T 2184, [FIE 8: RADIUS H—/ V& SSID A — 1> 7 1 o — 4
CLTEET2) #8BLTEEL,

7. RYND=IDSTICARSA DV EREL T BELET, [FIR:EET L7 7 0ARAY bOER) ZB8RBLTIEEL,

CNSDERRENTTIHE. BRIV PO—Z THREOERIEVE T, INSORER. Z<OI-—TFELCKRRITELTVET,

e, BR0Y FO—JIF JUBEGHEEZFBLZEVI-YICBEZIY TV L—Ya vERELE T, RO/ Y 3 0 TIRERI> ~O—
SOBEFREICDOVTEH L TVWET, INSOMEERER L TOEWII—HFIE Bl R— X2y IHR7 RNNAZALGEWRY  E#gI > O—
SDOBREETHSHNETIEH Y EE .
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B8 BETERLANGE

B55F SEGHERLANRE

ZLDA-TE. IR CHBLIEARE TR TIH. KREZERR Y b -0 PEMEZEECIE. g1 FA—SOSERRENDELE
WET, AETIE. UTIERL—MROICERIN2BEEREIC DOV TEEHRLTVET,

BE A
WLAN O—AERIEERTE TRTOBEERT VEARA Y PBRKUERIY bO—ZIc /70— /\VEREETVET,
F v ) VEHE S FEH T Fr )7 )T ALEFEEITERELET,
WDS 57 Ry bT—ONODBAZBRHL, XV b=V & FRETAHHDICEFNICT 7> 3 v ERTLET,
Distributed k>R JLDRE Distributed b>2JVD/RE. b IVT A7 > MMCET2EREZFRRLET,
WLAN Visualization Ry F T OERERTELTERLE T,
AP 71 ZH/NU AT |IEO D FO—T LTI RRARA Y FOBHEEITVET,
BEEWRD T 7 ARA > b O bA—2HBEITE7 VARV a7 —2X—X|TGEM. BE. HBRLET,
AP 7OT7 7 AL TOCARA Y MDAV T4 =377 AIVERELET,
WDS E&7TE WDS DBV IV —TEZD) I ERELET,

R BET S AP DEIGHE2A LT L—LTONOFF §2X7 Y 1—)bib—ivé. ZDIV—VEEET DR

RIRATY 2~V S TAT A NORERFET,
77— 73 O—Z0OREETVET,
7oA A= Z k (ACL) |TIPACL) TMACACLI I2DWCHRELE T,
DiffServ 8 DiffServ] (CDWTERELET,
AP T 7—LDTTDT7YTIL—R |TORARA Y bDT7—LI T 7 OEFHETVET,

Ze=l v T—/OERESFIRAEFERL TV ARG LI 1— P OHAZOFIEFRITLTIEIL,




BOE BETERLANRE

WLAN DO—#g) 555 E

F'WLAN Global Setup . TAP Validation] & & U Country Configuration] 7 &, TRNTDEBHRRT 7 L ARA > FBIOEEI Y bO—ZITER
TN/ 0—-/UWEREZTWVET,

WLAN OEFRETE

Wireless > General > General X = 1—
WLAN OEANGHREZTVET,

1. Wireless > General > General A =21 —DJBICAZ2—%27 v L. LTFOE@EERRILET,

Wireless » General

99

This page will guide you through common and easy steps to configure your DWC-2000 controller WLAN global settings.Make sure that WLAN controller is
being enabled for working of wireless functionality.

General Setting

WLAN Global Setup

IP Address

Peer Group 1D

Client Roam Timeout

Ad Hoc Client Status Timeout
AP Failure Status Timeout
Client MAC Authentication Mode
RF Scan Status Timeout
Detected Clients Status Timeout
Tunnel IP MTU Size

Cluster Priority

5-1

192.168.10.2

@ White-list
® 1500 C

General Setting [EH

2. UTOEEZASILET.

BH

Bz

WLAN Global Setup

IP Address

IS bO—ZDOREDIP 7 FLAZRRLET,

Peer Group ID

KRG Y D=V BRT A VS A2 (E7J)L—7) AT8EDIY bO—FF 7L LTGRO bO—
TERETDHIENTEET, E7IV bA—JALE. 77 EARAY METBERERETSCLTCB3O—Z2)
HERBELET, E7RTI—TDICK)IIV—TRIFENET,

Client Roam Timeout

DSAT 2 NETORARA Y FEOEFHTINTH S, [Associated Client Status| ) A MHS I b BEIBRETN D ETD
BEAIRELE T, UAMIERF RF v UIcKBEN S8 LR (Age) AERREN. ZDENT T TIEE LIEICE
ELIEEIC, TN MO SHIBREINET,

Ad Hoc Client Status
Timeout

['Ad Hoc Client Status] J X MY MU ERFTHEEEIBE LT T, U R MIERF XF v UK HBHD 51F6E LIk
R (Age) NERTREN. FDENT T TIRE LIEICEELREIC. TV RUAUR D SHIBRENE T,

AP Failure Status

l'Ad Failure Client Status | ) X MTI > b ZRIFTHEBEBELE T, R MIERF XF v VICKBEHL SRE LT

Authentication Mode

Timeout R (Age) BETEN. TDEHNT T TIEELLMBICERELEIC. TV MR R M SEBRENET,
Client MAC [White-list) F7zi& MBlack-list] Z&IRLE T,

RF Scan Status
Timeout

IRF Scan Status) J A MY b ZRFEFLTHECBREZEELE T, A MIERF AF v VICKHRED SRFE Lk
fE (Age) HFRIMEN, TDENCDT «—)U R TIBE LIABICERELERHC T Y FUDND X D SHEIBRENE T,

Detected Clients
Status Timeout

[Detected Client Status| U A MZI> b ERRFLTHELBEBEIRELE T, R MIIERF ZAF+ VITKBBEHHSZE
LTzB5 (Age) BRREN. TOEHNCDT 4 —)U RTIEELIEBICEIELEFICIY FUAUX MO SEIBRENE T,

Tunnel IP MTU Size

XY R T—=THIBEND IP/INT Y SDERATARER/RELET, MTUE b RIVVAP ERIFTCEBENET S, IP/ 7y
EOT I CARAY S EERAY FO—SB% Y RUVITTBHE. S RIVEBEBRIT/NT Y AL 20 /31~
DEMLET, THUL 1500 /3 D IPMTU T A XCREENTWD T SA4T7 > b BIfFEDORY N T—0 14> T5D

BRAMIU YA XZBZ T, 1518 (1522 DR IFE) I\ bDT L —LICEHEEN, KEETNLSPIREEDSH ST EEBHL
£9, FYRIVIPMIU S A XZBPIIHA b5 7« v IDRN SR — MMOH L THENE MTU 28I 5B H U F T,

EEs
- Ry FO—E 13 bRV I EBELE A
FYRUTIE- iR BRSNSy MERDER M ST 1 v o ICRIFERTNET,

bRV TE—RIE HTTPRED TP N—=XDT O b YU ERENE T, TFTXTD TCP FHTH b+
YRINEEBD KT VR RARA Y SOBBRICERA LT AV A XERDERDHTT,

UTO&MEFITIHBE. IV IPDMIU YA XEB LI REEDH Y £ A,
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5% B

5 EARLANSR E

EH

ELiE

Cluster Priority

JSRAAY FO—ZDRBEDcD :$3>#D SDBEEAIEELET, 75X&WT?%%vﬁ%E%%oﬁﬁj

v hO—=3AYSRZaAY hA-3CEYET, @%Fﬁ?«?@ﬂﬁZ/#D ZTRILCTHBHEE. KRLEWIPT K

pz@%ﬁoﬂﬁj/hm 7#77X93/hu I ET, BEREOIK. EEO > tO— 7@77X93/#D—
Eh&vg&§g%biﬁoﬁ%ﬁvﬁ%gi%STﬁo

Detected Clients
Delete

FONJ T2 EHMICEEMRE SN AP ZHIBR L E 9, FIHAMEBIEEINTT,

Detected Clients
Delete Timeout

[Detected Clients Delete] MEIFRMERR (99) AIBELET,

AP Client QoS

7547 b QoS WEEEBEME TN LET, BmNCTDE 751072 b QS HEFZDEFHEYEITH. FIEH
74w ZICBRENS AT ACL 1ol DiffServ KU 2 —1RITENE LA,

547>k QoS HEEIE. RO FO—SDT 5 QoS HAEE IR K A A VETHERLE T, LW EAKMITIE
JLA> A=)V R L (ACL) & DiffServ IR & —(E77 7 € ARA > RS 58IRT 17> MGBRAINET,

Server

Radius Authentication | AP 7 = 77> ERREICERE 9 A58 RADIUS —/\EIEE L F 7,

Server Status

Radius Authentication | 885EF RADIUS H—/\DERER T TT,

AP Validation

AP MAC Validation

SO FO—SH T I ERRA Y M EEET BTcsIclE, Valid AP 7—ERX=RUTT7 7 ARA Y FDOMAC 7 KL A%
BMNLEY, Ihik. 3> bO—5 E0A—A/IVEFIEANER RADIUS H—/\TREENE T, J> bA—IH\MDEEI >
bE— 7®EET BWT IR RRA Y b EGHT B & Valid AP T—2RX—=Ucd BT 7 ARA 2 FDMACT KL
EHRRELET, T—2ZN—=ACMAC 7 RLASFEETNE. T2 bO—3E7 72 RRA > FOSBEETTL. BODEE
WRELET,

T RARA Y S OFREEERT 57 —2AN—REEIRLET,
- Local - B—A)LD Valid AP T —AZN—=RICE&T T ARA >V FDOMACT FLAZEMLET,
- RADIUS - #4488 RADIUS H—/NIZ& T V£ XARA > D MACT FLRERELE T,

Require Authentication | A7 7> 3 V& ZEIRT 5 &, 7O VRARA Y bADY FO—Z EERT BRIGEREIDNREE BV TS, £fee A2V R

Previous Release Code

Passphrase AYE— RELT Valid AP 7—E2RX— | BIFE. 77-&7\/1'\4’/ MR TL—XEHRET DREHNHVET, X472
YRT7AYDT IR ARA Y MUSNAT L—RERET BedITiE. 7T ARA > FOEBWeb UllIcay 1> LT,
lManaged Access Points] EmEICEEILE T,
A—AJ/L7Valid AP 7—2RX—=RUH BT 7 ARA 2 MR T L—XEHRET BTHIE [Basic Setup JBEH S Valid
APl 2T7%& Vv LET, RIT. 7IVERARAY FDOMACT RLRED ) wo LT, FAuthentlcatlon Password] 7« —
JVRICINZA T L—XZ AR LE T, FABMCRET HE. I MOA—SHT I RARA > bR L BRI ET
WET,

Manage AP with HWIT LTI T ERFDOT VL ARA T b aBH LT, BELE T,

Mutual Authentication

Controller

Provisioning Mode

BNCTAHEAY MA—ZRTOEY 3 20 I A v —VERSETEDLDICEVET, tFaUT S L OV b
O— S DOARKREZENICT 5 EEARECTT ., AT— FMVENDIFEE., TOEY 3 Z VI A v E—IIEEZEEINE LA,

Network Mutual

Authentication Mode

BN B LRy T —0ICBIF HBEFRENVEICEY T, BT 5 EBEREHIREICEY &Y, REED
BBV SAZADLEBAP/ IV bO—SORELEBNICT v IT—LET. BT SHELT> hO—-570OEY 3
ZUJIKBFRAY bA-SDI SR BN FEREICE Y E T, ST B L7 SAZEFHLLIAY FA—5H 5, EEA
EERELEIBVET,

Unmanaged AP

Reprovisioning Mode

BT BE. BEEINTVWEWAPOB7AOEY 3 ZVIAFREICEY Y, RBROZEEILY 5 XA ZRNOLEE AP/
OV bO—2DOREEXBENICT v 77— b LE T, AaEIZNNetwork Mutual Authentication Mode IBE RIS E DI~
FRERIREC Y,

Country Configuration

Country Code

A2 hO=Z&ETVERARA Y BRI AEZRTEI— FERRLET, BEBEICET2RAEECEICERVE
¥, ELVEI—FZERL. WIAN 2 X7 LHERETNDEDRAZETFI 5L Sl LT EEL

3. [Save] R2>Z=- vy LT, AV bA—SDXREEFEHLET,




BOE SEGERLANGE

F v 2 RIVETE EEEHD

MR bO—ZITIE RF F5Z s BRICHIZA BTeblc. BT VEARA Y bHEDRF Fv VXV ERITNELZBETHIITT 5. Fv 2L
TSUTIVIAVRLDSBVET, Fy xS0 7V IV LEZBMCTHE. GO M O—Sld, BETNCHBET IV EARA Y bHMERL
TWBF v o)V EEHMICGEHE L. IREDT v RIVICTFEDEROONEHBEITE. TDF v 2RIV EEBLET,

F v Y XIVHEORE
Wireless > General > Channel Algorithm X~ 21—
Fv VT IV X LZHRET HFIBIFLLTDOBY TT,

1. Wireless > General > Channel Algorithm > Channel Setting DJEICA =1 —%7 ) v o L, UTOBEEmEFRRLET,

Wireless » General » Channel Algorithm » Channel Algorithm 5 GHz (7 M <)

Channel Setting | Manual Channel Plan | Channel Plan History

Through this page we can configure AP frequency related parameters for 5 GHz radio channel.

EIH 2.4 GHz

RF Channel 5 GHz Settings

Radio 5 GHz (B02.11 a/n/fac/ax)
Channel Plan Mode ® Manual O Interval O Fixed Time
lgnore Unmanaged Aps

Channel Change Threshold [Default: -82, Range: -99 to -1]

Managed AP CH Conflict Threshold [Default: -56, Range: -99 to -1]

Save Cancel

] 5-2  RF Channel Settings 8@ - Manual

Wireless » General » Channel Algorithm » Channel Algorithm 5 GHz

Channel Setting | Manual Channel Plan | Channel Plan History

()
©

Through this page we can configure AP frequency related parameters for 5 GHz radio channel.

EII 2.4 GHz

RF Channel 5 GHz Settings

Radio 5 GHz (802.11 afn/ac/ax)

Channel Plan Mode O Manval @ interval O Fixed Time

Channel Plan Interval l:l [Default: 6, Range:
lgnore Unmanaged Aps g:]

Channel Change Threshold -82 [Default: -82, Range: -99 to -1]

Managed AP CH Conflict Threshold [Default: -56, Range: -99 to -1]

o

- 24] Hours

5-3  RF Channel Settings [BIE - Interval
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= E T ERLANGRTE

Wireless » General » Channel Algorithm » Channel Algorithm 5 GHz (7 (<)

Channel Setting

Manual Channel Plan | Channel Plan History

Through this page we can configure AP frequency related parameters for 5 GHz radio channel.

HHIH 2.4 GHz

RF Channel 5 GHz Settings

Radio 5 GHz (B02.11 a/n/ac/ax)

Channel Plan Mode O Manual O Interval ® Fixed Time
Channel Plan Fixed Time [Range: 00:00 - 23:59] Hours and Seconds
lgnore Unmanaged Aps ﬂ,:]

Channel Change Threshold [Default: -82, Range: -99 to -1]
Managed AP CH Conflict Threshold [Default: -56, Range: -99 to -1]

5-4  RF Channel Settings [ - Fixed Time

NTFoEEH D) €7,

BE

i

Radio

BT IR ARAY ME 24GHz & SGHz DEBEH TMECES T 27V K (Ffeld b 54\ F) TY,
5GHz) 124GHz] 2 7 CERLIEABICE 2T BROBGE— FHKRREINE T,

Channel Plan Mode

Fr o)W T VDE—RZBIRLE T,
Manual - Fv > IV TSV DFTE LB ETEFETHEB LURBLE T, FETF v xILTZ>7)L3
JALERITL, 77EARI MTERBLEY,
- Interval- O bO—SIEEBEAICF v IV TS0 EFABEL CER LT T, RTERL 6~24 BEOBTIEEL
£9., RTEMIE MSave)] REVET v I LIEHISHT Y FENET,
- Fixed Time-Fv >RV T SV EF v 2IVEY ETORBZIBELE T, 1 BDOS>BDIEE LIERICERTEN
E 28

Channel Plan Interval

[Channel Plan Mode | T lNnterval] ZIEE LTzHBE. Fr IV TS VD8 LB U TARITT 2/E (6~24 B5R)
EIRELET,

Channel Plan Fixed Time

[Channel Plan Mode  ClFixed TimelZ48E LTEBE. F v VXISV DFTE LB BTERITT 2EZEELE T,
TAEDSEDET «—)U RTHEE LIEBLICRITENE T,

Ignore Unmanaged APs

2 FO—SHZDEFHEFICT L TF ¥ Y RIVERET D358, 7 IAZHERT H7 VL ARSA Y EFITEEZ
HONED, KRB LT T CRARA Y bDINTUGEEZIDONENMEELE T, PEMBEIEBERTT .

Channel Change
Threshold

REDEEF v ) Ve BHEY 272D, & L7z Neighbor DES5RE (-99 ~ 1dBm) ZRELE T,

BLCF v > RIVTENES B Neighbor 77 £ ARA > bHATDLEWMEZ FEIZESEZRF O TWS I EEZEETF v X
IVDMRH T B & 7 RARA Y MEZTDEFHEH CTHLOF v U RIVEERT B EEH Y ERBA, TDLEWED
HJER(E : -82dBm

Managed AP CH Conflict
Threshold

OV hO—20F ¥ XIVTHOFENTONE L. TV ERARA Y MM, ERERE LY THODENTF v > 2)UIC
BEITHEDICHERLET, METE2DULEDTILRARA Y A BBICEACF ¥ RIVICEBENS & A58
I BB, E558END [Managed AP CH conflict Threshold | % L£[E1% 777 R RA > FHSEET 256, 77 AR
AV MMEF Y RIVDERE=EF v IV LET,

2. [Save] REa>&7UY I LET,

Manual Channel Plan %2 7'

[Channel Plan Mode ] ¢ I'Manual] &R L1z354&. Manual Channel Plan) 2 7% 2 U w2 LEd, T T BIRLIETVERARA Y McF v >
KIVT VAU XL BRELURBTEE Y,

Channel Plan History % 7'

OV bE=ID 77 EARA Y b D 24GHz S KT 5GHz B TEENF v > xIVEET7 IV TV X LZFER LTV 2D ELIERLET,
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EFHNEE

Wireless > General > Power Algorithm X~ 1—

T IR ARA > b OESBEEENE AP TOT7 7100 O—HIVT—2RX—X Ffeld RADIUS H—/\TIRETEE T, AP 707 71 /LDi%E
EIILNIUE T EARA Y S OYEMED LNV TH Y EEHAE AP TO7 7 A VOEUTFICEEEINETA, O—HILT—EZN—X &

RADIUS & — /\0) SEE. BICTOT77MIVDRELVBRENE T, FRICXELNELY LB, TOELNEEEN. TDT 7 LARA
Y hCRBEEXEENT IV AL EFERTERLCGEYET,

Fv VT IV X LZRET HFIBIFLLTDOBY TT,
1. Wireless > General > Power Algorithm > Power Setting DIEICA Z2—% 7 ) v 7 L. UTFOBEEZRRLET,

Wireless B Network

Mainten

Wireless » General » Power Algorithm o e

Power Setting | Manual Power Adjustments

Through this page we can configure AP radio Power Adjustment related parameters.

Power Setting

Power Adjustment Mode ® Manual Y Auto

Power Threshold (dBm) -85 [Defaul

t: -85, Range: -99 to -1] dbM

5-5  Power Setting &

2. BARXELAH. BHIEE GhiE) »/N\— RF7z7OMEEICEY . Fv U RIVCHFRIENEREDBEILNIICED LS. BREREHHD/\—
YT —T (%) B CHRETCEX T, Manuall £/zlE FAutoJ% FEEIRLE T,

3. EEENDEEDLENMEZASILET, FIHAEIL -85dBm TY . Neighbor DEARERD. LEWMELRCHZNLULDESBEEZR >fX
BEREREZZE LRI ZEHNOEFZRFHLET, LEWMEZ FRIZESIFERINET,

4. [Manual] #Z3&R L1z354. [Manual Power Adjustments) 2 7% 2 1) w2y LEd, T T BRLETIVCARA Y MCEHT7IVIU A LKA
BASIUMBTEET,

£ Maintenance

@0

Through this page we can manually initiate the power adjustment algorithm, if we hawve configured Power Adjustment Mode as manual in Power
Setting tah.

manual Power Adjustments

Manual Power Adjustments

Current Status Gathering Meighbaor Data

5-6  Manual Power Adjustments [EI&
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WIDS 58

Wireless Intrusion Detection ¥ 27 s (WIDS) I&. EERR v b= \DEADEHIZERETE2DEMIL. XV T —UERET BHHICEHH
ICT7 02 aVERITIBIENTEET,

AP WIDS D&RE

Wireless > General > WIDS > AP WIDS Security X Z 21—

Ry T —TICBWTCREGR T 7 EARA Y b OBEERB T 2cHIc. HRLAGBEBHICHT 2T A DT 771« TbDERE. BLUOBHSE
HMDOLEMEDREZTVE T, CNSDEEIERY FT—7 DEFEFILENTITOIEDNTEET, W DOHDIIBIET 7 ARA > MIT
RITEINDTesd. WIDS DIRIETONT 4 BB T B2HICOAY PO—FDB T T EARA Y MIA Y —IBFET D2HENHVET,

FAP WIDS Security) BIEMAMEREIR. 1> FO—3(C8B13 550/ UEIY 71 I L—2 3 Y D—8BTHY, 20V T4 L— 3
VERIIE A EHICEH TN FO—51c6 Ty > 13 BUBHB U ET,

ZL DT AMTlE, BESSID Z@BHA L TWAICEDIHD S TRBIFBEINTWVEWT JEARA Y b EBRIT 5T LICESHNHETONTVET,
TOLETIVRRRA Y FBHENDEWVWS T &G XY P T—IHESTHRESNTWLBD. Fald/\ v A=A T — RPtDt+ 1 7741E
FEEDESELTNZ—RY b TICRRA YV b ERELIRTEABHRLET,

BAT— FOERERICPVWTUIEALEDEHERHT 2 EHATIBETT A S AP BREE & IERIDTF v > RV TEBENICRIER T 7 £ ARA
>~ MOEMET BB AITIERHC, sentry E— FTEEALVECREDI BT ENTEET, Ry M7=V RDOZHIHITH LT sentry FERER TH/N\—
TNBEDIC. TOEHD sentry FBIRERAIRHE T D2MEND VKT, REXIIMEBOTFHSORAELHET H1HITIE. sentry DECBDRE & K
UE<THTENEELLLE LNELA,

WIDS AP DFREFIBIFLITDEY TT\
1. Wireless > General > WIDS > AP WIDS Security DJEICAZ2—%27 1) w7 L. UTOEEREERRLET,

B Ne

Wireless » General = WIDS » AP WIDS Security o °

nﬂ :wn AP WIDS Client Security

Through this page we can activate or deactivate various threat detection tests and set threat detection thresholds in order to help detect rogue APs on
the wireless network. These changes can be done without disrupting network connectivity. Since some of the work is done by access points, the
controller needs to send messages to the APs to modify its WIDS operational properties.

AP WIDS Security

Administrator Configured Rogue AP

Managed SSID from an Unknown AP

Managed SSID from a Fake Managed AP

AP without a 551D

Fake Managed AP on an Invalid Channel
Managed SSID Detected with Incorrect Security
Invalid SSID from a Managed AP

AP is Operating on an Illegal Channel
Standalone AP with Unexpected Configuration
Unexpected WDS Device Detected on Network
Unmanaged AP Detected on Wired Metwork

Rogue Detected Trap Interval [Range: 60 - 3600, O - Disable] Seconds

L alslslolalslalk

Wired Network Detection Interval [Range: 1 - 3600, 0 - Disable] Seconds

AP De-Authentication Attack

I

Save Cancel

5-7 AP WIDS Security EImE
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WToEELSH Y &9,

EH

ELis

Administrator Configured
Rogue AP

FETMAC 7 RLZA, O FA—Z % fld RADIUS H—/\?D Valid-AP 7—2X—XZ(cd Y. AP %A1 7H Rogue
ELTR—UENBHBE. 77 ERARA > FDIREEIL Roguel T,

Managed SSID from an
Unknown AP

KHDT V2 ARA > FHEBRY FT—27 SSIDZFERLTWVWAHLESIHFT v I LET, /\vhH—Id BESSID
ERFDOTIVCARAV M ERETHTETA—FEREELTT IV ERRA Y MAERR L. /NRAT— RPdtF a1
TIEERERHDE NE T, BHROI S A2EFERBLTVEARERY M-V DEBEIL. 8V TRXETE
BBHRY M= FERT BN FRIEIDTANEENTT BZNETY, Z2TEWVE. RYIDTZAZH2
BEHDYU ARG LT, BRIIDT ZAZDT 72 ARA > ~EBLSSID ERXET BTV CARA Y b EKGHT S
E. INBDT U RARA ME TRogue) (RIE) & LTREITNEY,

Managed SSID from a Fake
Managed AP

Ny A—lE BBV VCARAY D1 DEBUEMACT RLATT 7 ARA Y basREL. &fee TDOEESSID D
1 DZXETHEDICHRELET, COTAME BBV VEARAY FHDBERET ALV DNU LT 4 —)V Rz
FrviLET, XUET A=)V RBFELEWVEE. 77 ERRA Y MIADT Ve ARA > b E LTHRENE T,

AP without a SSID

SSIDIFE—aYTL—LDF T3> T4 =)V RTT, Ny AH—dBHEENZ T LERBT Bzl BEINS
XY NT=UDSSIDET VEARAY MIREL. €= T L—LD SSID mEZFENCT 5006 LNEEA-
TOCARAY N TFAT 2 EDINY A—DT 72 ZARA > MR 2K DAL TOSEIE SSID IS L
CTO—TERERETZV 472 M TO—TI5EEEELEITET, TOTARTIE SSID 74 —)L RO
WE—OYHERETEHT7VEARA Y bEBRE LT 75 7%MITET, 7077 IIVADERFA > 2T T—AD
WINOD TSSID) ZXELBEVELDICRESN TS E. DT A MIEFMICENICGY T, g EE
IFF 2 )T ZRHET. AT A MEENCT DIcHERENE LA,

Fake Managed AP on an
Invalid Channel

DT ANTIFEERRDT VL ARA Y DIE1EDREETMAC T RLAHNSE—OVEFKET BRERT Y
CARA U b EBRHLET, TOT7I7CARAY M, BEGRT VCARA Y MOEWET D EBEINETF v
XIVEEBEREBF v IV TCRESNE T,

Managed SSID Detection
with Incorrect Security

TIRARA Y MES RF AF v VRIS T 7 ARA > bHABRELE—OY T L—LEBEL T, BTN
70 CRRA Y DA =T URD Ry T =0 WEP £ f2ld WPAZBHI L CWBHES DI LE T, RF XF v
VTREEINRSSID A, BEEINRY bT—UD 1 DTHY . tFaU T REMREENctF2 )T 0 &—
BLTWEWE, AT A ME. 77 EARA > b% Rogue (RE) & LTR—2 L&D,

Invalid SSID from a Managed
AP

EE%D@%@YETS%®77JC7\T3/(\/ FAVFHAL G L SSID EXELTCVBNESINIEF TV LET, RFRF+ TR

TN SSID &, BEARDT VL ARA Y MCEIWHTONZTOT7 74 )IVHMERT 5. IXTDSSID 2> 7«
'7 L—>a>vDUX bEBEENET, ﬁﬁﬁ*ht SSID AREFHDED SSID ITH—ELEW\ & 77 ARA
> b%& Rogue (RIE) & LTXR—7 LET,

AP Is Operating on an lllegal
channel

IR AT ADRESNDETIXEETIEIEWTF ¥ Y XIVTHET . REIGRESNIET /A AP/\Y H—%i&%
HLET,

WSS 27 LT OBEARET 516
B ORENBY E T,

([TlE. ERX Y b T —Tld sentry E— R CHEIET % 1 BELIEDAE

Standalone AP with
Unexpected Configuration

TOERRAY EDOBHDRZY K7 AV T I RARA Y ELTHEEINSE aAvbA—2&k 771X
AV MHIEBEINBRE/NTA—2EZFRLTEEL VBN ESHF VY Liﬁ'o O—7A)b & fzld& RADIUS
Valid AP 7—ZR—=RICAZY RT7AVT IR ARA Y P TERESNZ/INTA—ZERELET, TDT A MIBE
E’]E&)\uﬂé’ft#\ TRy M= DB AZRE T HEEMEDN BV ET, LTFDINTA=—2HAFTvIENET,
Channel Number

- SSID

- Security Mode

- WDS Mode

« Presence on a wired network

Unexpected WDS Device
Detected on Network

77 ARA > b H\ [Managed APJE fzl&Unknown APJ& L TH4EEN.WDS (Wireless Distribution System) b= 7« v
IDT IR RARA Y N THREENEBE. 77 2ARA Y METRogue) (RIE) ERBGEENEY, WDS E— RTHRHIC
EMEDNEFRIENTWVWARZ Y R7OYDT 7w ARA Y bDI. DT AT lRoguel (RIE) & LTHREENE A,

Unmanaged AP Detected on
Wired Network

TIOCRARAY EOERRY b= TRESNZHEDIDNTF TV I LET, 77U ERARA T FDIRED
[Unknown] ThE., 7R MET%E lRoguel CRIE) ICEELEY, 77 LARA Y MHBERER Y T —0 Ti&
HENBZHEIDERT 757k RF AF v LR—bDO—EELTRESNE T, 7V CRARA Y MHAEEE
NTWC, 2y FI—ITREINSE, OV FO—ZF BICTDBERZRELT. 7 ERRA > FDRERE
lRogue] (RIE) ICEELE B, BIEV AT LTCDOBEZRET Hlcodlcid, JEEx Y bT—Tld sentry E— F
TEMET 5 1 U EDEEHEE R OLENDH U ET,

Rogue Detected Trap Interval

REBRT TRARAY FHRF RAF 4 2 T—=ZR=RIFHEL TV BIHEICEEEIOENT 2 SNMP ~ 5 v TDImE
Bl () ZIBELE I, EIC0ERETHE. IV TIIEEENT LA,

Wired Network Detection
Interval

HLOBIRX Y hU—I0REYA 7 IVERIT 2E T, 77 CRRA Y MOEHT 2858 #) Z238%E
ERET DL BIER Y TV REIFENITEYET,

L&ET, fBIC

AP De-Authentication Attack

TR RRAY IR R BNE BN LE T, BRI FO—3Id. SRR A vt — Y ERIERT *7t’
ARA Y MOKMEFT DT ET, RERT IV CARA Y MO SHEITER T, FIRY AT LOAEAEZENFT 51
& FREEERRRIEAER U O —/ VUICEMITT ZREN D Ui‘% WEHKE =BT DEIC. EHET T LARA Y HJ‘

FRogueJ ELTHEENTOVEWC TR EL, ABBEISHEMETIE TOFF) () ITE>TVET,

2. FAUTAFTVAVEENERFENCLC, [Savel] RE2>&EY v I LET,
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9547 LD WIDS 3%E

Wireless > General > WIDS > AP WIDS Client Security X — 31—

Wireless Intrusion Detection =/ A7 s (WIDS) (&, #EiRx Y T — 7 \OBRADEI+ZRHT HDICHBEN. Rv b=V % RET S0HICH
EICT U 3 v ERITT BT ENTEET, TAPWIDS Client Security] BE CITOREIE. BHEINEV 147> FHAREE LTHEINEZHE
DD DREZEITOEDITRICIIEET T, FEELTHEINLZI AT ME 2V FT—02F 1T A \DBHCHAHERTEINET,

FAP WIDS Client Security ] EIED (BED) HEREIE. I¥ FO—SIcEW550—/ WY T4 L—2 3 Y O—HTHY. Z0T
YT L=y 2 VERBE R B LS FH THO Y FO—SICLITONBRER B Y T,

—MRBIGHEERE E ERAE T O AD—EE LT S’IRY 5472 ME 80211 DBEA Y L—I & T VL ARA Y MOXELET,
WIDS #EEIE. BRBEY S 7> FDIKETHAUTICTIBEA v —I D2 TZBHLE T,

- JO—7EKR

- 802.11 REEESK

- 802.11 SRAEARRREEK

BRI T4 v I BFBLIRY NI—0ETSY RIBCET. V7472 DR Y T —VICBBEIERI LTVAEDEIDHIMT 2Tzl
VRATLET VERARA Y IHEZATDAY L—D%ZE LR, XU 1 DD RF AF v Y LR— MgHEneRbBLWA Y E—IL—F
ZBPFLE T, [APWIDS Client Security] EE Cld. FKEETNZEA Y E—IEZATOLEMERREL. 77 ERARA Y MEI ATV hHTD
LEMEZBATCWEWDEDDEEREIET AN LETY,

WIDS 7547 > b DFREFIBIELITDEY TY,
1. Wireless > General > WIDS > AP WIDS Client Security DIEICAZ2—& 7 v o L. LTFOEEZFRRLET,

Wireless » General » WIDS » AP WIDS Client Security Q0

AP WIDS Security | AP WIDS Client Security

The settings we configure on the WID5 Client Configuration page help determine whether a detected client iz classified as a rogue. Clients classified as
rogues are considered to be a threat to network security.

AP WIDS Client Security

Not Present in OUl Database Test

]
2

Not Present in Known Client Database Test OFF
Configured Authentication Rate Test
Configured Probe Requests Rate Test

Configured De-Authentication Requests Rate Test

alilils

Maximum Authentication Failures Test

Authentication with Unknown AP Test m

Client Threat Mitigation [ Ter

Known Client Database Lookup Method ® Local ) Radius
Known Client Database Radius Server Name |Defau|l-RADIUS-Seruel

Rogue Detected Trap Interval [Range: 60 - 3600, O - Disable] Seconds

De-Authentication Requests Threshold Interval [Range: 1 - 3600] Seconds

De-Authentication Requests Threshold Value

=)

Range: 1 - 99999]
Authentication Requests Threshold Interval Range: 1 - 3600] Seconds

Authentication Requests Threshold Value

=)

=3
=1

Range: 1 - 93999]
Probe Requests Threshold Interval [Range: 1 - 3600] Seconds
Probe Requests Threshold Value 120 [Range: 1 - 99999]

Authentication Failure Threshold Value Range: 1 - 99999]

I

Save Cancel

5-8 AP WIDS Client Security Bl
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WTOEEHSH Y &9,

EH

i

Not Present in OUI Database
Test

I54T7 2 D MACT FLAD OUl T —EN—RA CREENBERZH A —ADLDTHHDES>DhEFTvIL

EER

Not Present in Known Client
Database Test

MAC 7 RLRICE > THEIND 7 417 > FH. Known Client 7 —2X—XTERREN. Authentication Action
D Grant, £feldk. RT7A IR MDY A—/NIVTF 023> DODWITNDEBLCTT 7 ARA Y MADT 72 X% 5F
T‘W’L%’ab\t’)b\%?l v LES, 7547 h Known Client 7—2X—X|cd ). Deny DIEEER IFDIBE
£leld BEL Y/ O—/NIVT 0 3> ThHY . TNHAT v 7 U MCTA—/WICREESNEHBE. V2147
MEZDTF A MTEKBLET,

Configured Authentication
Rate Test

54T hH 80211 BREERDIXED O DREL — FEBATCWANESIHFIvILET,

Configured Probe Requests
Rate Test

ISAT Y O TA-TEROEEDHDREL — b EBATWEHESHNFIVv I LET,

Configured De-Authentication
Requests Rate Test

> ORI ESRDEEDTHDREL — b EBA TWEHESINFI VI LET,

Maximum Authentication
Failures Test

TIAT 2 SRR DB AR ERBZI TWVAHESHLFI v/ LET,

Authentication with
Unknown AP Test

Known Client 7—2X—XD%7 =4 7 > ;H Unknown GRE1) D7 7 v ZARA > S CEREEENBDE DD EF T v
7LET,

Client Threat Mitigation

+ ON - Known Clients 7—2~X—XZ|TTFE L. Unknown GREN) D77 7 v ZARA > MTEHGLTWE T 147> ML
SREHRG A v — VU EFELE T, BREDESRDTHIT Unknown AP DFREFT X b EBNCT 208N H Y T,

+ OFF - Known Clients 7—2X—XKRDY7 Z A 7> hiE. Unknown GRE1) D7 7t ZRA > N CEREIE N &
EIRVET,

Known Client Database
Lookup Method

AV bA—ZHRY NT—TTO A7 > baEHT 2551, Known Client 7 —2ZX—XDERZERTLE T,
v ba—>ATn50OBRICO—IL (Local) £1ld RADIUS T—AR— X B ERT HZNENE SO EIELE T,

Known Client Database
Radius Server Name

Known Client 7—%2 X—XD&ZEFTED RADIUS DIFE. A7 1 —)L RIiE RADIUS U—/\GA&EELE T,

Rogue Detected Trap Interval

REBRT 72 ARA > Mb‘ RF RF v > T —AN—RUTFHEL TV 2 EBEBEICEMNT 5 SNMP kS v TOEERR
() ZIRELE T, BIC0ZRET DL, TV TIFEEENE LA,

De-Authentication Requests
Threshold Interval

IR ZAT MDY %Tubfwhuﬁ:ﬂ?}( V=V ETIRARA Y SD ATV M BHER ®) ZEELET,

De-Authentication Requests
Threshold Value

LEMBEOBICOY bO—SHTCTERE LAY =TV EVLE{RETHE. TAMDEELET,

Authentication Requests
Threshold Interval

R 247V bDKE LTGEREA Y E—V TV CARA VM AT Y M 2858 B) 218 ELF T,

Authentication Requests
Threshold Value

LEWMEDREIC, O hE—SNCITHRELAvE—VEVEERETELE. TANDBEHLET,

Probe Requests Threshold
Interval

IRV DA T Y MDRELTO—TAve—I% TV LARA Y bHAT Y M 28 () ZE8ELE T,

Probe Requests Threshold | A XY bAVBRELE L TIRESNZEIIC. BT 51472 FALEWMBEOBIGEREEZHFIINS T O— T ERE AR
Value ELET,

Authentication Failure ARV MHBEE LTRESNZHIC. BRI A7 PALEVMEDRBICEHFR ETNS 802X FRAL LT —HAIEE
Threshold Value LT,

2. FAUTAFTVAVEENERIEMCLC, [Save] RE2>&EY ) v I LET,
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Distributed b > %IV

Distributed Tunneling €— Ri& AP-AP b > XUV JE—RELTEHON. EAGT —R2ELEED T PO—JICXKELTICEREY 217> bAIC
BO—Z>JaYKR—bIBHIERINE T,

AP-AP bR VT E—R TV ZAT Y bORIITHIRY AT LRDT 7 EZARA > MBS 258 7 7 EARAY MEIVIAND T 4+ T —F «
VIR REFBRIAIETERGI ATV DT —REHELET, 7747 Y MORMICERTT 27 7 CARA Y MEIR—LAP T, 754
TUMPA=IVTTETVEARAY MNETY T =232 AP TY,

DIAT Y IDEGZT TRy FTRIDT V2 ARAY MIA—Z VT 258, CAPWAP L2 b RIVEFBAT 2 ETT7Y YT~ 32 APIEY
NCDLZTAav o' ZAT Y OB R=—LAPETIC Y RU VT LET, R—LAPIE Y RIVERBL TN S 71 v 0 2BRR Y T —7
IC70—LEd, 7547V MHRRILCY TRY FTRDOT 7 LARA Y MTO—32 279 2%B6. brRIVIERENT. HILLWT 72X RA> b
F7 2472 FRDR—LAPICEYET,

Distributed k> XIVDRE

Wireless > General > Distributed Tunnels X =1 —

1. Wireless > General > Distributed Tunnels DJBICA —a—%7 1) v o L. UTFTOEEEHRRLET,

£3° Maintenance

() Status = Wireless B Network

Wireless » General » Distributed Tunnels o e

The Distributed Tunneling mode, also known as AP-AP tunneling mode, is used to support L3 roaming for wireless clients without forwarding any data
traffic to the wireless controller.

Distributed Tunnels

Distributed Tunnel Clients 128 Default: 128, Range: 1 - B
Distributed Tunnel Idle Timeout 120 Default Range 3600]
Distributed Tunnel Timeout Default: 7200, Range: 30 - B5400]
Distributed Tunnel Max Multicast [Default: 128, Range: 1 - 1024]

Replications Allowed

5-9  Distributed Tunnels [B]&

2. UTOREZTVET,

5H Bz
Distributed Tunnel Clients R—LAP O OERICHRENCEDDEE N R VI BTV ATV FORRBEEIEELET,

Distributed Tunnel Idle Timeout |7 547> bAD Y XIVBMET Ly 7547 MOEEIMICIP 7 RLAEZBEINEZETDT 247> ~DEE
SRR () #IEELE Y,

Distributed Tunnel Timeout A—Z2V002A4T7 Y MDD VZIVBRT L7 ZA4T7 > MHSREIICIP Y KL AEZEE NS E TORRE (|)
wiELET,

Distributed Tunnel Max Multicast | <)VFF+ A F T L—LHNR—ALAPICOE—ENS M RIVDBRAEAEIRELE T,
Replications Allowed

3. [Save] RE>&EZ Uy LET,
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WLAN Visualization

WLAN Visualization (WLAN #8E1b) &, Web 75 U %@ L THEGER Y h T -7 2R TERRI 2V —ILTT,

Ei&n7 v 7O—F
Wireless > General > WLAN Visualization Image X~ 21—
F74 ADRWMUNGEEDBEREZT v TO— L. 77EARAY P2y bO—SDEBNAE LK,

R DERT 7 1)U
- GIF
- JPG

TYORCARA Y M PEGEIY FO—FHBRT A AV ERPTT B, 7y 70— RI2EKRIEE/ 7ODEDEHEND LET,
EROE R
Wireless > General > WLAN Visualization Image DJEICAZ2—%& 7 w7 L. LTFOBEEEZFRRLET,

—_

_—
O

Wireless

Wireless = General » WLAN Visualization Image 0 e

By default, the WLAN Visualization graph dees not have a background image. We can upload one or more images, such as your office floor plan, to
provide a site context and site related information.

Upload WLAN Visualization Image

Image file selection | FrAILEER EIRF I A

Upload

WLAN Visualization Images

Show entries [Right click row to see more options] a, |

[ Name T ol

images.jpg

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext » || Last ;|

5-10  Upload VLAN Visualization Image Bl
2. Timage file selection] T 77 AV &#EIR) BV v LET,
3. T7AIEERLT, TR 27Uy L&Y,

4. lUpload] Aa>&27 U7 LT, BIRT 7 IV EZRLE T, BIRICKINT S &L TWLAN Visualization Images ] [CRRENEK T,

EROHEIRR
1. HIRI2EBROT7 7AIVRBETHEI U v LEY, EROEGE T NTHIRY 25H51% [Select All] ITF v I EANE T,
2. IDelete] #01)wvo LET,
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EE

Wireless > General > WLAN Visualization

1. Wireless > General > WLAN Visualization DJEICA =1 —% 2 1) v % LC WLAN Visualization Y — /L& &8 L £,

Q [4 192.168.1.100/platform.cgi?page=netwarkVisualization.html =
=PIy Google ¥r Yahoo! JAPAN [ O2F YRS o BE=EIEREY - B Joseon Gunman - - B Gunman in Joseon = Joseon Gunman- -

File Edit View Locate Options Legend Help

als/v 0o D-Link

Switches |/ Building-1 |
192.168.1.100 : J/—|
| "Fioor-1
lm 1 ‘ ' ' ' 0 ) ‘ j g 19 21 2 25 27 28

IC

Managed APs L3

s 7s° 1rlsttu%ﬁzoleRou;n

RF Scan APs

Detected Clients

Device Location |&|
Status: Mot Starte

Building: ALL
Floor: ALL
Device Type: AP
Device MAC: 00:0
Use Operational
MNumber of Locato
MNumber of Detecti
Number of Buildi
41 0 ]

5-11  WLAN Visualization [EBIE

4

FLOWTSOTEEARE. 7I/ERARA Y MEERO Y PO—JDERBEARIRAER TEEL T,
AZa—/\—

File Edit View Locate Options Legend Help

5-12  D-Link WLAN Visualization D A — 2 —/\—

LUFROZFRIE. WLAN Visualization 'V — )V CERTED A -1 —DIIETT,

AZ1—I8H Bk
File Force refresh. FHTCEHL. Java VA7 NPTV r—2a v zBREALET, 7o T7DRER. AAZ1—&2RTLT.
BEEEHLED,
Reconnectand Refresh | 7 A4 7> F 77U o—> 3>y A—BOY bO—2h 5L T, BERLET,
Exit WLAN Visualization 7 71 r—> 3 =& T LE T,
Edit New Graph FHROI S TERER L. 75 7%, BB BRERET 2ODBEEREET,
Edit Graph VERBEH DT S 7 ZHEET, EREREMRIFEEAETIN. V5 7R%EEET HIHICE. FHEDOT S
TEAER T BRED DY £ T,
Delete Graph VEREH DT Z 7 7R LE T, RNBEZEIRT 5. RYICHIRERITIT AN ESHERT 544 7ATKRY
U ADNRRENE T,
Image Management  |AAJEEGEEERD) A MaRRLET, e BROEIHKREABBENSTVET,
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A= 1—I8H

L

View

Ungraphed
Components

EXEORMEENTOEWI Y R—XY M HEOFRTAEZRIRLET,
« TabView - 1 FED IV R—R Y bDIHEHRRL. MOBEEZ 2 TICELHTERRLET,
. List View - §XCOBED AV R—% Y b EFRRLET,

AP Power Display

TOICARAY OB AT )T AA—IEEIRLET,
- Disable Power Display - H/ T U 7 A A =TI DRTEITOE L Ao
- Show 5GHz Band - 5GHz TEWEL TWAEHRA V2 7 T—ADHANT ) 7 A A =TV EFRRLET,
- Show 24GHz Band - 24GHz TEMEL TW\AEHIEA V2T T —ADHNT I 7 A A=V EFRRLET,

HATUTAA=IDHA XL BHFA V2T T—ADXELAICEDE, 378 (K. 7. 5 PEEINT
WEY, Flo. TOT A RIBREFAL TV 2 EREROERICHKELE T,

1 DDE—RHBTIERRA Y MDD 2DDERA V27 1 —AUTRESNTVBHBEIX 2 DDEALTY 7 A A —
IHRRINET,

HAT U7 A A—DDEIE, BRICERETHF v U E>TREYET.

HL 2BDT7 7V CARA Y MO BEVDEEHEFHERICB WV TR CF v )V (RO F v > 2ib) &
FBRLTWUE. 7VEARAY FEEHATFSLEWL. EEI 5172 FOBEREIFECAVET, 70K
SIETHER eI, LTFOWINHERITLTIEEL,
- TURRRAY FOFEERNEEIKRET %,
- TORARA Y SETEDENICEEL TRET %,
« TURRARAY b ETEEBF v RIVART )LD ALEFERYT 5, £lcldTHERCIEVEDICF
FCF v RIVEFET B,

HAT U T A A—IRFITEBNE LTHY, B ETHAA—ITT, EROBADHIR. 471
2 DB E DRI\ 7 95D RO RF /A R EICEVREYET,

Locate

Target Access Point

RA T AaVEBERT B BRVAT LTV EARA Y b EBRL, 26 LIBRIERE TICBZ FH
LET, &fes BRI B7 7 EARAY bDMACT KL ADERPUBIRR/ T A —2DIEEZ1T 2 EEH
EET,

Target Client

ATV aVEBERTBDE MGV AT LI A7 Y bR L RELBRRERETICBZEHMLET,
Efes BRIZDV 5472 DO MACT KL ADERPAIBRER/ T A—ZDIEELTOEEIFHEET,

Options

Show Managed APs

TSTITICRARAY b 2RTTDDNEIMEELE T, FTVv IRV IADT v IZENT £ BRAGLS
BUEITH 7TV METSTh5B<GEYERA,

Show RF Scan APs

T T7EICRFAF v VTR UBEENE TV ARA Y b aRRT BN EIDERELET, FTv IRy s
ADF Ty IENTE RABLBVETH. 7910 METS 705G EVELA,

Show Managed AP
Clients

TIT LTV RARAY M EBRHRDY STV b aRRT 2D ESHERELET. FT VIRV IAD
FrviaENTE RAGKBVETH 7790 MIITSTHh5GGYERA,

Show Detected Clients

BT HERHENERI SA 7V b ERRLET, TV IRV IRDF T v 72N TE RABELSBEY
FIO ATV METSTH5GELIEVELA,

Show Location Result

I EDORERIEADOY ) 12— 3 v ERRLET, KAV FEADY J1—2 30Tl BROBEREL
TFRENDT/INA ZDIBERLTVET,

Legend

Images

WLAN OV R—2 > b ET7 A AV DOWSEFRRLET,

Channel Color

EEIBEATNTWES Ty RIVE BAT )7 A A=V THERAT B0 ZERTLET,
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fLegend] X=21—I22WT
llegend] AZa1—Tl&. 757 EICRRENDT AV E A AVDBICODVWTDEREEZR TEE T,
lmages] Z#EIRTHE. V7T ETEWLAN OV R—R Y bEXRT 7OV EFRRLET,

Switches:
s Cluster Controller
s Peer Switch
Managed APs:
“»" Managed (w2 radios)

5,5 Managed (wi2 sentry)
Discovered or Authenticated
Failure

AP Management Flag

AP Power Display

RF Scan APs:

s Tww

Unknown
Standalone
Rogue

Clients:

Associated Client Stations
Detected Client Stations
Rogue Client Stations
Managed Client Stations

EENE wev

Device Location:
+  Point Solution
(| Circle Solution
€ off screen Solution

5-13 74 AV DRH

TOCARA Y SDTA A DOEIFUTOREERLET,

- & - (Discovered or Authenticated) &> bO—JITBHINE LA BEIFIN TV E A, SREHEFS. REEGEEE CHRENT
NTWEWIREETT

- #%- (Managed) AP 707 71 )UNBRAENTEH Y. Managed] £— R TEMEHR T,

. Fx- (Failure) RO FO—S EOBENTMTENE Lic, 77 VARA Y MHABEER THEH. FTalFEREIckB L E LT,

[Sentry) E— RTOEWERIE LUTDBY 7V CARAY DT AAVDT VT FHH [S] EWDINFICED>TRREINET,

5-14 [Sentryl £— K - F#X

lSentry] £— Rl 7V ELARA Y MABEDENA A—IFT L—TRRENE T,
Fr Y RIVAZ—DRAITIE BAA A=V ERT v 2RIV ZRTEONEETRLE T, HHRA 227 T —ADBEIERLTWDET v Ui
ZTNTNEDE B TONTVET, FATELSF v XL BERE— FBLUEICE>TERY T,

132
153 157
l
200 208
25

5-15 F v xRILDE

ERFDOF v 2V aRRT BledHITlE. BENRDT VLARA Y b EICRIRERAV LT Ry 77y TEERAFRRECE T, BEPICHE
BHROF v oIV EEs, 772 ARAY FOREEROER CEET,
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AP T4« ZRANVAR

ROV NO—F LTV VRRA Y ME. UTOAREER L CHEEICBREETVET,
- LAY 2B
« TURARAFDI
cEEObO—-o0 |

LAZEER Y ~O—F (B

P77 K
PV RLRET VRARAY MMIER

L2/VLAN 7 1 A\

TORARA Y S EERIY S O—FHEEERINSD. ALLA V270 FFr X b RAXMVIEHY. T T4V~ VAN REZFRT 554,
BRI AO—ZE R TARAN)AYE—IDTA—RFF v A b EBLCEEMICT VARSIV M ERRLET, LAV 2 TOT/\A &
B T\ ADBEEHT SN, FeldL A v 27Uy V@A L CERENEICEBNICRTINE T, &K 168D VLAN TREZD ~
W EBMCT DI EDNTEET,

WHMETIE. VLANT X7 72 ARA > F TEMT. EE2 rO—JCHITHBEEEMTE >TVWEY, EFEO Y NO—F L7 72 ARA Y MR
BLLAV2RIVFFv AL RAAMVICEELTVWSIEE. APBHEZEMICT 2IREITINEH U T, Tlew EED > bO—SI1E L2/VLAN & H
EERLT. RIVFFY AKX/ CE7OY FO—S5KERLE T,

TIEARA T ME BEA VLAN D5 D Discovery X v Z—T DR ENIBLET, Ko, 77 CARA Y MEIEEIEA T « 7D Discovery X v —
TVEAIFITVE R A

L2/VLAN 7 R A7\ ORRHIKR

Wireless > Access Point > AP List X = 1—
EFOA NO—IDS TV ERARA Y MEET DY FO—SDBHERREZER TCEE T,

Wireless > Access Point > AP List > Not Managed DJEICA Za2—% 7 ) v v L. UTOBEARRLET,

E— 1
= Wireless

Wireless » AccessPoint » APList » Not Managed @ 0

Not Managed | Managed | Connection Failed | Authentication Failed | Peer Managed | Valid APs | AP Provisioning | AP Group

The Mot Managed APs page shows list of aps which dont have an entry in valid ap database, aps which have an entry in valid ap database but not
managed and aps which are detected as rogue.

Not Managed AP List

R entries [Right click on record to get more options] Goto |1 [v] | a |
Erallnl | Tl M/A M/A MNFA Rogue
L LR M/A MIA MNiA Rogue
[ B IR T MN/A MN/A N/A Rogue
[ B IR M/A M/A NFA Rogue
Lo R LN M/A M/A MNPA Rogue
LU RS ] L M/A M/A MNiA Rogue
=2 Bl 0o LD A5 O H/A H/A MNIA Rogue
L L MIA M/A MNrA Rogue
[ "8 el M/A M/A NfA Rogue
i -Eal. B 1 B M/A M/A MNiA Rogue

Showing 1 to 10 of 11 entries || First || .| Previous | 1 2

5-16 Not Managed AP List B

REENT 72 RARA Y bHFRRENE T,

91



BOE BEBERLANGGE

92

L2/ VLAN 7« R ANV DFRE

Wireless > Access Point > AP Poll List > VLANs Discovery * —1—
TORARA Y b ZBHET AL DI bO—Z&RELEF T,

VLAN & DRE
1. Wireless > Access Point > AP Poll List > VLANs Discovery DIBICA Za2—%& 2 v 7 L. UTOEEmZFERLET,

E— N
= Wireless

Wireless » Access Point » AP Poll List » VLANs Discovery o @

IP Discovery | VLANs Discovery

This page contain all the information about Vlan value which can be configured for peer controllers.

VLANs Discovery

Pool List Discovery Setup

L2 / VLAN Discovery ﬂ:]
e ]

VLANs Discovered List

Show entries [Right click row to see more options] a, ‘
VLAN 1D “ VLAN Name Q
1 Default

10 VLAN_10

Showing 1 to 2 of 2 entries |.J First | Previous | 1 | Next , || Last ,|

Add New VLAN to Poll

5-17  VLANSs Discovery EH
2. TL2/VLAN Discovery] % TONJ IcL. lSave] RE>&V v L&Y,

3. TAddNewVLANtoPoll] RZ>%2 )y o LT, UTOBEEZRTLET,

-
Discovered VLANs Configuration °

VLAN |:| [Range: 1 - 4093]

5-18 Discovered VLANs Configuration [EIE

4. VIANEBSZASLT. lSave] Ra>&# 7w LET,

VLAN & HDHIBR
WHREGDVIANID ZHY w7 LT [Delete)] ZEIRLET, INTD VLAN ZHIBRT BICid. [Select Alll Z=F = v 7 #. [Delete] ZBRLET,
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L3/IP 7« AAHhI\Y
E72NA—ZETORARA TV MBIC O PO—ZIC 256 BETOIP 7 RUAZRETCEXT, EEO bO—2IE. TOURMIH

ZIRTDIP 7 KL RICH LT Association Invitation Z3XELE 9, 7/\A4 AHT D Invitation EZIFEY . O bO—SIC K285 /SR T D &
AV MA—SETIERRA N/ ET7 DAY bO—SI3EHELET,

TOBEARIE. TINARANEGS IP Y TRy MLh2HE. E7ERIY FO—FBKUOT7 7 ARA Y b 2RETHDICEFTY, BR. iR

aYhA=5H BLY TRy MIBEWETZSHET 27edlddd. E7DOLAV3BE A MIEZEIY FA—5D P 7 FLAEERT H4EHH
WET,

L3/IP 7« R A\ DERTE
Wireless > Access Point > AP Poll List > IP Discovery X —a1—

1. Wireless > Access Point > AP Poll List > IP Discovery DIEICAZ2—%& 7 ) v o L. LTOE@EZFRRLE T,

—
0]

Wireless

Wireless » Access Point » AP Poll List » IP Discovery (2 (<)
w

IP Discovery | VLANS Discovery

This page contain all the information about IP Address which can be configured for peer controllers. The IP Discovery list can contain the IP
addresses of peer controller and APs for the controller to discover and associate with as part of the WLAN.

IP Discovery

Pool List Discovery Setup

L3 / IP Discovery ﬂ:]
T

IP Discovered List

Show entries [Right click row to see more options] | o, |
192.168.1.101 Discovered-Failed

192.168.1.102 Polled

192.168.1.103 Polled

192.168.1.104 Paolled

192.168.1.105 Polled

Showing 1to 5 of 5 entries || First | Previous | 1 | Next ; || Last ,j

Add New IP Addresses to Poll

5-19 IP Discovery B[]
2. TL3/IP Discovery] % TONJ ICHIWEZ T, Save] RE>&V YT LET,
3. TAdd New IP Addressesto Poll) R2>%& 71w LET,

Discovered IP. Addresses Poll Configuration °

Start IP Address ‘ |

End IP Address \ |

5-20 Discovered IP Addresses Poll Configuration EIE
4. IPEEZASILT. lSavel R2>&E7 1) v LET,
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B8 BETERLANGE

EEHRDT I EARAV b

BERRDT 7 LARAY MERIE. 22 bO—2DO—AIVT —EN—RUREENE T, EEHT - Fv > xIVOEM/ Bk / BB, T3 @

Al

- - %
(G,

Wa5HE

AP TO7 7 A )W EEET BT EDARETTY,

TR ARA Y MRANCAO— DIV T — 2= &FERT B H\
Conﬁguratlom BEICIE. O—HILT—2ZN=XUCRE LTI ARA > FOBERIPEENE T,
& O FO—SHBET H7 7L ARA Y bOERZE LT IE RADIUS 7—2RX—XTBML T EEWL

F/2ld RADIUS T—EN—REFERAT 20 ERELF T, [Valid AP
792 ARA > FESEED RADIUS [CEREENT

Valid AP ®:&7N
Wireless > Access Point > APs List > Valid APs X = 1—

1.

2.
3.

Wireless > Access Point > APs List > Valid APs DJEICZ w7 L. LUTOEEZXRRLET,

Wireless » Access Point » AP List » Valid APs

Not Managed

Managed | Connection Failed | Authentication Failed

Peer Managed | Valid APs | AP Provisioning | AP Group

This page contains information about APs configured in the local database.

Valid APs List

Upload valid APs

Upload valid APs list ||

|

Upload

Show entries [Right click on record to get more options]

AP Group Non-Group

Gom|1 | | O\W|

: — i Te— i

i B N/A

Showing 1 to 1 of 1 entries

Add New Valid AP

5-21  Valid APs List EIE

BNWET VEARAY bDUR S &ET v TO— R 556
TORRARA Y b BT 55HEE. TAdd New Valid AP R2>%&2 ) w2 LEY, BEEIE TAP Model TEIRLIZABI

Valid APs Configuration

Managed MNon-Group 1-Default Managed

|| First || | Previous | 1 [Mext 5 || Last 3

MAC Address |

AP Mode ® Managed O Standalone
Location [ |
Authentication [ e

AP Group [ron-sroup v
Profile [ 1-Defaun ™

Primary 802. 11a/n/ac

Channel [ aute ™
Power |F‘mﬁle |
Force Roaming [ TJe

Secondary 802.11a/n/ac
Channel Butn Il

A~

(@] Rogue

Optional

Save

5-22  Valid APs Configuration [EE - Managed €— F

. TUpload valid APs] Tcsv 77 )b%BR L. [Upload) Z#7 J v LEd,
CEOTEBVET,



oLz = [ 1= %% Eal—
FBS5E  REGERLANGRE
Valid APs Configuration °
MAC Address
AP Mode O Managed ® Standalone O Rogue
Location
Expected S51D
Expected Channel Any ﬂ
Expected WDS Mode ® Any O Normal O Bridge
Expected Security Mode Any ﬂ
Expected Wired Network Mode ® Allowed ) Mot Allowed
5-23  Valid APs Configuration [E|fH - Standalone £— F
Valid APs Configuration e
MAC Address
AP Mode O Managed O Standalone ® Rogue

Location

5-24  Valid APs Configuration [&/& - Rogue £—

WTOEEHSH Y &,

BH

s

MAC Address

TORARAYEDMACT RLRAEIRELET,

AP Mode

AP E— FEZEIRLE 9, [Standalone] Ffzld 'Managed | Z#IRT 5 & LN DHD T 1 —)U FICATIHDRETT,
- Standalone - 77 XRA > MERXZY R7AVE— R TEEBINTVET,
« Managed-AP 7O 7 7 A JVSRENT 7 ZARA >~ MOBEBRINTH Y. 7V L ARA > & Managed E—
FTEWELTLET,
- Rogue- 77w RRA Y ME. EEOY bO—JICESZHHF CVWELA. £lee 7IEARA VD
MAC 7 R L & Valid AP 7 —Z X=X RNIIFELE A,

Location

ERENDT IV CARA Y S DUBERES 24 T3> DT 4—IU K,

Expected SSID

AP Mode] %" lStandalone] TH2HBEIT. 77 L ARA > MCEREENS SSID, (BRRH)

Expected Channel

[AP Mode A I'Standalone] TH2HEIC. BFEEIERINSGF v 2, (BEH)

Expected WDS Mode

[AP Mode | A I'Standalone | T 2B &1, WDS (Wireless Distributed System) {EHBBFD WDS DE— K, (B8H)

Expected Security Mode

[AP Mode | A IStandalone] TH3HEIC. FRTDtF1) 70 E— K, (BBH)

Expected Wired Network Mode

AP Mode] 1" I'Standalone| TH2HEIC. Bfgxy N T—0%ZFB] 2D EODMERLET, (BHA)

Authentication

AP Mode] ' TManaged] TH2HEIC. SRaEAD/\AT — FZERT DL DA VI LET,

Password FREERD/ISNA T — FEASILET,

AP Group FAP Mode] A* TManaged) TH2HEIC. 7O CARA Y DT I —THBERLET,

Profile FAP Mode ] A* TManaged] TH2FEIC. 7V CARA VMDAV T4 L—2aVITBRI B O07 71 /07% %
RLET,

Channel [AP Mode] H* 'Managed] ThHB5. BIFERHIBFET5F v XIVEERELET,

Power [AP Mode] H* TManaged] Th5B5. BIFBERHIERT 2BNDEEEZIBELET,

Force Roaming

FAP Mode] A* TManaged] Toh2Ha. @mlO0—= 7% [TONJ Efzl& [OFF]) ITRRELE T,

4. Ta—IVRIET=2&EANL, [Save] RE2>&EY ) v I LET,

B

Valid AP UX b TT7 U EARA Y M ERE. FRIGHIBRT BICE. 77 EARA> bahy ) vy LT, Thdit) &7zid [Delete] ZERL

£9., INTDOURMZHIBRT 55FE1E. [Select Alll ZF v 7. [Delete] T&ERLET,
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Not Managed AP List 57 7t AR/ > F&EBIT S

Wireless > Access Point > AP List X = 1—

1.

2.

3.

Wireless > Access Point > AP List > Not Managed DIBICAZ21—% 271 v o L. LTFOBEEEZFRRLET,

i
.

Wireless

Wireless » Access Point » AP List » Mot Managed o e

Not managed | Managed | Connection Failed | Authentication Failed | Peer Managed | Valid APs

AP Provisioning | AP Group

The Mot Managed APs page shows list of aps which dont have an entry in valid ap databasze, aps which have an entry in valid ap database but not
managed and aps which are detected as rogue.

Not Managed AP List

entries [Right click on record to get more options] a, W
[l L D R £ o N/A N/A N/A Rogue
LB L R LS N/ A N/ A N/A Rogue
] e N/A N/A H/A Rogue
[+ B IR N/A N/A N/A Rogue
[ W IR e N/A N/A N/A Rogue
e =T = N/A N/A M/A Rogue
LB TR R N/A N/A H/A Rogue
B N/&A N/A N/A Rogue
B T N/A N/A N/A Rogue
Y-, s 0 N/A N/A M/A Rogue

Showing 1 to 10 of 11 entries  First || | Previous | 1 2 [Nest |[1ast 3|

5-25 Not Managed AP List B[
TORARA Y b EEY )y LT TManagel ZFEIRT 5 &0 UTFTOEENFREINE T,

Not Managed AP Configuration o
MAC Address e i s | il ) ~
AP Mode ® Managed O Standalone O Rogue
Location ‘ ‘ Optional
Authentication Password [:]?

AP Group ‘ Non-Group ‘
Profile ‘ 1-Default ‘

Primary 802.11a/nfac
Channel ‘AIIW ‘

Power ‘ Profile ‘

Secondary 802.11a/n/fac

Channel [ uto [v] v

Save

5-26  Not Managed AP Configuration I

[AP Mode] & TProfile] Z##IR L. lSavel] RZ2>&EZ 1) v LET,
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EENRT VEARLY FDF vV RIVERBHRNDFEHEE

Wireless > Access Point > AP List > Managed X~ 1—

Wireless > Access Point > AP List > Managed BIE Cl&. 77 CRARA > bDF v VX)L EFEHNEZFH TRECTEEXT,
FHCITORBEIE. 7O LARA Y FDOTAT 7 A(IVICRESNIERBICLZEE SN, BESICERINET,
LROBEIFH TR EITFRINE B A

- TURZRA Y MHEROY FO—D LTSN, BEERT 354

- TATTFAIVDT VARV MCBEBRAINSES

1. Wireless > Access Point > AP List > Managed DJEIC A Z2—% 7 vy L, UTFOBEEZFRRLET,

Wireless » Access Point » AP List » Managed o °

Not Managed

Managed | Connection Failed | Authentication Failed | Peer managed | Valid APs | AP Provisioning | AP Group

AP managed by the Wireless Caontroller is listed by its MAC Address and location. When the AP is in Managed mode, remote access to the AP is disabled.
However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each radic on an AP.

Managed APs List

AP Group Mon-Group
Shaw | 10 entries [Right click on record to get more options) Goto ‘1 | [ a, ‘
DWL-7620AP EE-ELAL A 192.168.10.8 1 - Default 64/11/128 10071004100 4.7.2.9 0

Showing 1 to 1 of 1 entries

|| First | | Previous 1 |Mext ;|| Last ;|

5-27 Managed APs List &

2. IVhULETEHEZU YT L. [Channel & Power] Hhh5&ET Dmidim&IRLE T,

(Model 6 location . © WCAddes 6 IPadiress 6 Profie 6 Chamel § Power(s) 6 Fimvare<) STAS,

0C:B6:DZ:B1:91:80  192.168.10.8 1 - Default 64/11/128  100/100/100  4.7.2.9 0
[ select AlL

Showing| (5] petails & Statistics > [ First [ ] Previous | 1 [Next ; |[Last ;||
El| Neighbor Information »

El| Reboot & Factory Default »

I3 channel & Power El Radio 1 - 802.11a/n/ac/ax

[# Firmware Upgrade » | |Bl| Radio2 - 802.11b/g/n/ax

4 Distributed Tunnel El Radio 3 - 802.11a/n/ac

.ii| Disassociate Clients

am| AP Debug

El| Network Setting

5-28 Managed APs List B

3. UTOEBEECREZTVET,
Channel and Power Configuration °
MAC Address B R R R EEE
Radio B02.11a/n/ac/ax
Channel 5tatus Hot Started
Channel a4
Power Status Mot Started
Power 100 [Range: 1 -100% ]
5-29  Channel and Power Configuration [l
4. [Channel] THETHF v x)VEEIRLET,
5. [Power] TxEHNZERLET,
6. [Save] R"a>&mIUv I LET,
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AP FI\y TE— FDFEE

Wireless > Access Point > AP List > Managed X —1—

TR RARA T D [Managed) E— R THBHE. 77 EARAY bADUE— b7 7L RLEHTT .
fefz L. Wireless > Access Point > AP List > Managed BIE C7/\ Vg Aa BT LIZHBEIE. Telnet ICK YTV A TESLDITEYET,

1. Wireless > Access Point > AP List > Managed DIBIC A Z1—% 27 1) v o L. LTFOBEEEZFRRLET,
= Wireless

Wireless » Access Point » AP List » Managed o °

Not Managed | Managed | Connection Failed | Authentication Failed | Peer Managed | Valid APs | AP Provisioning | AP Group

AP managed by the Wireless Controller is listed by its MAC Address and location. When the AP is in Managed mode, remote access to the AP is disabled.
However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each radic on an AP.

Managed APs List AP Group Non-Group
Show entries [Right click on record to get more options] Goto | 1 ‘ | .Y |
DWL-7620AP LR 192.168.10.8 1 - Default 64/11/128 100/100/100 4,7.2.9 0
Showing 1 to 1 of 1 entries .| First | Previous | 1 | Mext , | Last |

5-30 Managed APs List B
2. I2hUD1DTHY U v L, TAPDebug] Z&ERLET,

Managed AP Debug Configuration o

MAC Address FoBInhirnss

Location

IP Address 192.168.10.8
Status Not Started
Enable Debug OFF

Save

5-31  Managed AP Debug Configuration B

3. [Enable Debug]) % TONJ ICHIWER. NAT—FERELET,

4. [Save] RE>&EIU YT LET,
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AP 7REY a2V I DFRE

Wireless > Access Point > AP List > AP Provisioning X Z1—

AP TOEY 3 =V UM BIFDRAA Y FDI AR LWV ERARA Y b BT 2 E=/MBLET, AP 7O 3 20 J%FALT
\IRR Y D — VIR BDIRERINTA—RET VR ARA Y MRET BT ENTEFT,

AP 7O 3= %R LT, A (Wireless > Peer Group > Peer Configuration) B"B%AZ Y kT —27ICT7 /N1 A%xERLET, v b
7 — 2 THESGINEN CTh 53545, 0—H/1 Valid AP 7—2X—2 £ fzl& RADIUS AP 7 — 2= B L UBHA 72 3 Vv AEBYICRTET 5T & T
TIRIARA Y b EZY NT—DICEFHTHTENTEEY, AT 3=V I#EEIL. HHESEINEN TN TUWEWR Y FT—JIcBWT, &

SRABCT V2 ARA Y & GRITEBMT 21ICA TV 3V CERTAHIENTEET,
INR—=DV=ERLT. 7O EARSA > MBI D

TJERRA Y M TOCY a 2V IERERET DT 2ARIE RGN I Ty TAA v FDIP 7 RLAEBELET,

1.

2.

Wireless » Access Point » AP List » AP Provisioning

Not Managed | Managed

Connection Failed | Authentication Failed

Peer Mmanaged | valid APs | AP Provisioning

Wireless > Access Point > AP List > AP Provisioning DIBIC A Z1—% 7 ) v o L. LTFOBEEEZFRRLET,

AP Group

FLWTOEYaZ v IERESRBLET, £fee YUY I AZ21—0 TEditl ZFALT. 7

()
©

This page shows information about all provisioned APs. It will show data enly when the controller is configured as the Cluster Controller. The AP
Provisioning feature helps us to add new APs to an existing controller cluster. With AP Provisioning, we can configure the access points with parameters

that are needed to connect to the wireless network.

AP Provisioning Status List

Show entries [Right click on record to get more options]

e —

o] e i 192.168.10.8

Showing 1 to 1 of 1 entries

0.0.0.0 0.0.0.0

5-32 AP Provisioning Status List B

AP Provisioning Status

EEWRODT VL ARA > b EGY )y LT, TEit] Z&RLET,

MAC Address

IP Address

Time Since Last Update

Primary IP Address

Backup IP Address

Mutual Authentication Mode
Unmanaged AP Reprovisioning Mode
AP Provisioning Status

AP Certificate and Profile Transmit
AP Group

Profile

Mawur Drimary 1D Addrace

Oc:b6:d2:b1:91:80
192.168.10.8
00:00:00:03
0.0.0.0

0.0.0.0

Disabled

Disabled

Mot Started

Not Started

‘ Non-Group |

‘ 1-Default |
1

[anna

5-33 AP Provisioning Status [l

Save

AP Group Non-Group
Goto |1 | | a |
Mot Started Man-Group
|| First || .| Previous | 1 | Next , || Last |
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NTFoEELSDY £,

EH

iR

MAC Address

TOEARAY FDMACT RLZ,

IP Address

TORCARAEDIPT RLRA,

Time Since Last Update

DT 7 EARA Y bHSIEREZME LR,

Primary IP Address

TOEARA Y ML THREENZ TS/ TOEY IV AA Y FDIP T FLRA,

Backup IP Address

TORARA Y MK THREENZ/N\v 7y 77O 3 VAAvFDIP T FLA,

Mutual Authentication Mode

Mutual Authentication E— RHAIREBN CTHBHESHERLET,

Unmanaged AP
Reprovisioning Mode

TIEARAY MIRELIEBAEY 3 Z 2V E— RERRLET,
« Enabled - 77 RARA Y ME BEENTWEWSRICBTOEY 3 ZV I HMTbNE T,
- Disabled - 77 L XRA > bld. BEENTWEWEEICBTOEY 3 Z I ThbnE A,

AP Provisioning Status

ROFLIRITINEAP 7OEY 3207 OR Y FORT—4 R,

Not Started - 7OEY 3 ZV IOERT 7 L ARA > MM LTRIIAEN TUOE B A

- Success- AEFO Y bO—ZTCTAEY 3 Z 2 U DRITICAIILE LTz, AP Provisioning Status 7— 7)1
BEFHOTOEY 3 -V ITREERMT DHELH Y T,

« InProgress- &7V ARA > b TTAOEY 3 Z2 T HERITH T,

- Invalid Switch IP Address - 72 A< U £fzld/\y 77y TEZEI> FO—ZD IP 7 RLAHYT Z X 2T
D\ MEESEEE— FOENTY, Ffee TIARVDEREIY FO—ZDIP 7 FLAMEEETNTUVE A,

- Provisioning Rejected - 7 7 T ARA > MEBEENTH 5. Unmanaged E— FTld7OEra =7
T—REZIFFFENEDICEREETNTVET,

. TimedOut- B8OOI 3 VI BERIZZALT T M LE Lz

AP Certificate and profile
Transmit

REDAP TOAT7AIVETZA 1IN T T v TZA v FA\D X509 EHH%@EEZ‘E@%F&O T DIREEIE, AP
Ay a7y ROBERTEDLY £, HESRMHNEN CTHAHHBEITIF. X509 SEEIL TS/ UB KT
INY T Ty TAA Y FIGEEINE T, LIRDIRRED 1 ’Db\%a’i‘ﬂi”é’
Not Started - &7 7 € ARA 2 bDEABIBRE T ZARIBEIONY I Ty TAA v FIEEETNTVE
Fho
- Success-AP 7O 7 7 A )LbE X509 EEEEIE. TS ARUBRUNY I 7Y TRA v FICEHEENE T,
- Failed - KRR A v FOMBERDEE LSBT, T2ARVKIINY 0T v TR v FHI ZAZICHY
FHATLI

AP Group

TORARA VDI —TEERLET,

Profile

BRETZAP 7077 )VEERLET,

New Primary IP Address

TOCARA Y b EEETHEGI bO—ZDIP 7 FLRAEANDLET,

New backup IP Address

ToARVERDY bO—JICERTELRVIGEEIC. 77 ERARA Y bOEREASFDRNERASYFDIPT7 FLX
EANLET,

3. [Save] RE>%=7 )y LET,

25=1 DWL-x620AP Tld. AP Provisioning [&BIYEL £ A,
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AP FIV— T DERE

Wireless > Access Point > AP List > AP Group X Z1—

EET IV ARAY DT ) —THEERLET,
1. Wireless > Access Point > AP List > AP Group DJEICA a1 —% 7 1) v L. UTFTOEEBERRLET,

Wireless » AccessPoint » AP List » AP Group o o

Not Managed

Connection Failed | Authentication Failed

This page contains information about APs configured in the local database.

AP Group List
Showr entries [Right click on record to get more options] Go to | | | q |

AP Growp NS O AR Nembers 8 P 8

No data available in table

Peer Managed | Valid APs

Managed AP Provisioning | AP Group

Showing 0 to 0 of 0 entries

5-34 AP Group List BiE
2. JI—T%VERT B35EIE. TAdd New AP Group) 2w o L&,
3. UTOBEECHEZTVET,

|| First || .J Previous | Mext , || Last 4

AP Group Configuration °

AP Group Mame | |

Profile [ 1-Defaun v

AP Provisioning

New Primary IP Address |o 000 |

Mew backup IP Address |D.U.U.u |

Save

5-35 AP Group Configuration [E|

LIFOBEENH Y T,

B Btz
AP Group Name TIV—T2EANDLET,
Profile TO7 A IVEERLE T,

AP Provisioning

New Primary IP Address TS2ARVIPT RLRAEAADLET,

New backup IP Address N7y TIPT7 RLREATILET,

4. TSave] ReEvEI)vI LET,
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AP 77741V
TOTAIVER SSID. F v RVBRES. Ry b T HENEET HREEELHIEDTT,

RO bO—F LR AP TO7 7 A IV T BT LIk BRBSPIOBEEGEIGCTT VEARA Y e ARARAATEET, R
ROKENERR Y T =0 ZEBY I5AIEFIEHETT.

ZAP TO77AIVICIE. UTFOBEEARET DI EHNTEET,
- TAO77AIVERE &R N\— Rz T7 24 TES. Bigxy N T7—0DFT 1 XA/ VLAN D)
. EIEERE
. SSIDE%@E
. QoS H/E

AP 7O7 71 IVDRE

Wireless > Access Point > AP Profile > AP Profiles X = 1—

1. Wireless > Access Point > AP Profile > AP Profiles DJBICA —a—% 7 1) v o L. U TFTOEEEERLET,

Wireless

i
.

Wireless » Access Point » AP Profile

()
©

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Shaw entries [Right click row to see more options] | q, |
AP Profile Name Profile Status Hardware Type Wired Network Discovery VLAN ID

1-Default Configured Any 1

Showing 1 to 1 of 1 entries }.J First || .| Previous | 1 | Next , || Last

Add New AP Profile

5-36  Access Point Profile List EE

2. TAddNew AP Profile] R2>&2 1) v LET,

AP Profile Global Configuration °
AP Profile Global Configuration A
Profile Name | |
Hardware Type |Ar|y |
Wired Network Discovery VLAN ID [Range: 1 - 4093]
Link Aggregation |Disab|ed |
Configure AP Profile Radioi
Radio Mode Primary 802.11a/n/ac/ax OFF
Configure AP Profile Radio2
Radio Mode B02.11b/g/n/ax OFF
Configure AP Profile Radio3
Radio Mode Secondary B02.11a/n/ac OFF ™

Save

5-37 AP Profile Global Configuration E[
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3. Ta—IVRIET—R%ZASIL. [Savel Ra2%ZT ) v LET,

HE | 98
AP Profile Global Configuration
Profile Name TO7 74 )V aERELET,
Hardware Type CDOTAT7AINEFERT BT IVCRARA Y MDIN— RO T72ATERIRLE T, N\N— ROz 72A471E 77

CRARAY MDY R— T RERA V2T I =R VD). TaT7IVERE N TI) EBRA V2T 11— D
HR— b BIEEE802.11 E—F ICKYREINE T,

- AT (any)

- DWL-8600AP Dual Radio a/b/g/n

- DWL-3600AP Single Radio b/g/n

- DWL-3610AP Single Radio dual band a/b/g/n/ac

+ DWL-6600AP Dual Radio a/b/g/n

- DWL-2600AP Single Radio b/g/n

- DWL-8610AP Dual Radio a/b/g/n/ac

- DWL-6610AP Dual Radio a/b/g/n/ac

- DWL-6700AP Dual Radio a/b/g/n

- DWL-6610AP B1 Dual Radio a/b/g/n/ac

« DWL-6620APS Dual Radio a/b/g/n/ac

-+ DWL-7620AP Triple Radio a/b/g/n/ac

- DWL-8710AP Dual Radio a/b/g/n/ac

- DWL-8620AP Dual Radio a/b/g/n/ac

- DWL-6720AP Outdoor Dual Radio a/b/g/n/ac

- DWL-8720AP Outdoor Dual Radio a/b/g/n/ac

- DWL-X8630AP Dual Radio a/b/g/n/ac/ax

DWL-2600AP, DWL-3600AP 147747 £ 2 KA >~ MEID 77— L7 T 74 DWC-2000 &4 K— k LT
feRYTK— T,

Wired Network Discovery
VLAN ID

YV FA—IHEHRRY T —VICERT 57 7L ARA Y bR T 27 b L—F/Vry FERET B DI
fEFAT % VLANID Z48E L& T,

Wireless Multicast

DAVLUARIVFF v AN T+ T—F7 1% TON] Ffzld TOFFJ (CLE T,

Forwarding DWL-6620APS/DWL-7620AP &R L I IZ A ICDHRRINE T,
DDP DDP % [ONJ Efzl& TOFFJ (CLE T,
Link Aggregation Uo7 705 —2 3V DFREEULTHSZRLET,

- Disabled- U >0 70 F—2 3 0 HERHICLET,
« LACP-LACPICKB Uo7 70— 30 & TWVET,
. Static- AZTF v I Uo7 IS —=2 3 0 ETVET,

Configure AP Profile Radio 1-3

BROREZTVET. RE

L7cLIRB% TONJ 1295 &, TICREBEBDNFRTENE T, AP Profile Radio) "5 ERERIAE T,
S TAP 707 7 A JVDEISERDRE | ZBRLTIIREL,

Configure AP Profile QoS 1-3

QoS DEREZETTVE T, RELWEEZ [ONJ (T2 L. TICREHEEHNRTENE T, [AP Profile Radio] H5HLFERHETY .
T TAP 7007 7 A )VDEIRERDRE | ZBRLTIIREL,
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AP 707 7 A IVDEREEDRTE
Wireless > Access Point > AP Profile > AP Profile Radio X =1 —

TO7 7 A IVOEGEGE— RERELE T, 77 RRA Y ME 24GHz & 5GHz D 2 DOEFESEE T R— ML TVWET,
TEREIE LT DEBY T,

- Radio 1 : IEEE 802.11a/n/ac/ax E— R TEMEL £Y ., (24GHz H%{EMA)

- Radio 2 : IEEE 802.11b/g/n/ax E— R TEMEL %9, (5GHz &%)

1. Wireless > Access Point > AP Profile > AP Profile Radio DIBIC A —a2—% 27 v o L, UTFOEEEAERLET,

Wireless » Access Point » AP Profile » AP Profile Radio

AP Profiles | AP Profile Radio | AP Profile 551D | AP Profile QoS

This page contains several parameters that are not available for the default AP Profile. AP can support up to two radios. By default, Radio 1 operates in
the IEEE B02.11a/n/ac/ax mode and Radio ? operates in the IEEE 802.11b/g/n/ax mode. The difference between these modes is the frequency in which
they operate. |EEE 802.11b/gi/n/ax operates in the 2.4 GHz frequency and IEEE 802.11a/n/ac/ax operates in 5 GHz frequency.

Access Point Profiles Radio List

AP Profile | 1-Deraun v
Shaw entries [Right click on record to get more options] Goto ‘1 | | a |
Sentry Initial Max.
802.11b/g/n/ax On Disabled 100% 30 1,6,11
Primary
on Disabled 100% 30 36,40,44,48,52,56,60,64,100,104,108,112,116,120,124, 128,132,136, 140
802.11a/n/ac/ax
Secondary 802.11afn/ac On Disabled 100% 30 100,104,108,112,116,120,124,128

Showing 1 to 3 of 3 entries |.| First | Previous | 1 | Mext ; || Last 4

5-38  Access Point Profiles Radio List E[f

2. EBIHEGERETERL. RETBH267) v LT MEdit) ZBRLET,

AP Profile Radio Configuration °
AP Profile 1-Default (o)
Radio Mode 3-5econdary 802.11a/n/ac

Radio Configuration
Radio Scheduler |5[:hm‘]uler0ﬁ ‘
RTS Threshold [Range: 0 - 2347] Bytes
Load Balancing OFF
Maximum Clients [Range: 0 - 200]
RF Scan Other Channels ﬂj
RF 5can Sentry | OFF
Mode | IEEE 802.11afnfac
w
DTI# Peried 10 [Ranee: 1 - 2551 Beacons

Save

5-39 AP Profile Radio Configuration [EE

3. TJa—IVRIET=2%EANL, [Savel R2>&I Uy LET,

104

bi=[= Bk
AP Profile TO7 7 AV RERRLET,
Radio Mode EREEARTLED,
Radio Configuration

State IR > 27— X% TONJ (B%h) £zl TOFF) (%) (L& T,
BIRA VAT I—REFTICTBHE TURARAY MIEETOLERY T4 7 > M@l CERER T L—L&xEL
£9, COFIBTCEIGA VR TT—ADY vy METUDTON. V547> MIUDT 7 ARA > b & DB TR
O RAZRBELET,

Radio Scheduler HROR Y 21— IVERERIBELET T,
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EH
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RTS Threshold

Request to Send (RTS) LFEUME (0-2347) #i8E L £,
RTS LEUMENE. MPDU ADA Y 7y bEERLET, REMBL JIEWLNE RTS/CTS/\Y R 2=V IFRITENE B A,

CDEEEETBHTLET. HICBBDI ATV NetdZ 2T VEARA Y b e@BBI 2 b5 7« v 7O—0OflE%Ed
BTENTEET, BUMEZIEET 2L RIS/NT v MIBERITXEEND L DICHVET ., TNk UIBEET 2HEIR
FERL. Ny PO —=Ty MFETLET, —FA. RIS/ b OxEHEEPT L BELEXY FT—JAT
I VRFLTHPEREL S DENED, BHIKICK ST HZEBCEDLDIRIET,

Load Balancing

O—RN\SUYVTREEEENCT B, 7OV ERRA VMBI B ST vV E%GIHTHTENTEET,

Load Utilization

lNLoad Balancing ] A' TONJ D#HZaE. FFRIENS R Y FT—UHEEAE (1-100%) DL EMEZRECEELT, CDOLE
WMBICEEAENERET D& VIV EARA Y MIFFLWWI Z4 7> b EDERZEIERLE T,

Maximum Clients

K7 RARA Y MME—EILT VA TEBAT—Y 3 VDA (0-200) ZHEELF I,

RF Scan Other Channels

TORRARA Y MERF AF v o &RITL. BEHENOMOER T /1 BT 2EREES., BRI FO—SICR
HELET,
- ON-ERERILTHENITERFROF ¥ o XIVHSBH LT, DF v > RIVDRAF v ETVET, Thick Y.
A= ST 0 v 7 DBEHFEEL. FICEEBERIEZTNHOBEICTEY £,
« OFF-7 91V ARAY MEBRRDF v XIVDIHAF ¥ LET,

RF Scan Sentry

TONJ ITLT35E. 77 ERARA > bid Sentry (B5fR) E— FTEWEL. RFRAF v 2 ZERTLET,

BIRA VAT I —RFRETNTLZE—TYTL—L LUV AT MEDT VARV SED ST 1w Y
EZEICEELTCVETH. 734072 O SDERICESECEEA. Sentry (BatR) £— FTIE. /XTD VAP I3
WMICHEYET, Sentry AP ZEEBE T HR Y M T — U KIFBIRA >R T T —RIE XY b T =T EDTINA X% LY ARIC
BHELT, FUBENGZELF 2T DMETOCEDNTEET, AE—FTIE AF v VEF v xIVEEBEH L TT
HNEd,

BF v 2IVICEDTEEIE [RF Scan Duration] (RF v VEfE) ICK > THIHENE T,

Mode BROBERE—FZERLEY, RRENDRERFIR2 CERLEABICE > TERVET,
DTIM Period DTIIMA v =2l E—OY T L—AICEENBERTT, CNEREEBNE— R TRV —TRED I SA4T7 >V F AT —

DAV, PO RRARA Y P EIGREFBEELTN\Y T 7ENTVET =420 B T LERT A vt—ITY, <
TIETET % DTIM Period (DTIM fEFR) 1&. K7 VL ARA Y bDEEFCH BT ZAT > N TV EARA > MY T 7
ENTWET— 2T 5BRERLET,

DTIMRERE (1-255) ZHEELF T HFIFE—AVOHTERLET, AIRIE AMCNIEAD LIS NNy T 7 Ehfe T —
ZORRE E—TAVTL—LFEET LT VEARA Y b TITONET, 110 EASLBERF 10-EOE—a>Y T L —
LOXEIC T EDOMERERNE T,

Beacon Interval

E—2 /R (20-2000 = UM) ZIEELE T, E—AV T L—LAFEER Y b -0 DFEZBHT H7cdic. 77X
RAY SO EHNICKEINE T, FHEMETIE. E—O> 7L —LAIF 100 (T UM) IC1E O BIT10E) FMETNET,

Automatic Channel

FrozbEld, BIRA V2T 1 — AT —ROEZEIERT DEGANRY S S LDHZ—TDEEETHHDTT,
F v U RIVOEEPTF v > RIVOPHHEITER A V2 71— ADE—RICKVEBVET, 77 ERARA Y FOBEEY
BB TUCARAY MERFZTUT7ATERINTWASF v U RIVEZAF v L. BWETEDOGEWF v > x)VETE
BEF Y URIEBRLET, L Fv U RIVORRIEZ L EZL L TWET, [Automatic Channel JZBIICT 5 &
AXT7OAT7AIWEBERLIET V2 ARA > TR BEIF v R LERHEEEICEY £9, BEIIC. £IEFETEE
Fv o x)VBEIRY7 VD) XLZRTEE. 32 FA—FH WLANREEDZLITREWNT T2 XRA > b EDF v > %)V
BAETCEDLSICLET, PHETIK. 7O—/NVEBTF v XV E— RIEEIICGERESNTVET, BEIF v RIVE
RE— REBMICT 5551 Wireless > General > Channel Algorithm > Channel Setting ™I Channel Plan Mode (T [Fixed
timeJ F7zl& lNnterval] ZFIRL TRIT2 A 2 VI RIBELE T, £/z.[Manual Channel Plan) XR—Y T FECEENF v
VRIVERT7 IV AL ERITEE DT EEAETT,

'Valid APs] ¥ 7z4& TAdvanced AP Management | X—T7 74 REA Y MERET 4 v & F v 2 X ILEEIY K
TTVBHE, 2077 LKA Y N TIEEBTF + > 2 VBREEDIC TEE L,

Automatic Power

KEHILANIUE, 7O ECRARA Y bHRENTITRCETCRFESZTJO— FF v A M TESINEND T EICHELET,
BHOLNIVMET ED L BIRY ST 2 MMESERI TEGD o). WLAN D/T 4 =V ADETFHFEE LT
LET, #ic. BALNIAETED L. RFEESHBESRERADMDT 7L ARA > b EDBICTFHERT IRIREMNH
TEXY., BEEEHDBEMETIE. BEOT7 VIV XLEZFERAL T RFESHGEINCGECDERI ZA 7V hET
FEL, DDMDT I ERARAY A TO-RFF Y AT B REESEFTHERCTIEERCETIIEELGVLDIC. B
MR LE T, BHL NV XLIENNT Y P BRI S —OEEICE DEXER 7% 10% ORI THEEALE T,

Initial Power

MRBENLANIVEIBELE Y. BBENRE7 VT XLIE. BT 1 —)V FTEE LIEERNDREUTICENZEE L
YT EREFHYEEA, FHAEIX 100% T, CDHE. BEBNFEZEMICLTEH. RFESEEBNNRD IS L

b ETh. B RFESORRXEHAICHT HEE (%) TY,
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EH
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Minimum Power

FE LICERA V27 1 —AUHBVF 5 EHIDH/ME (1-100%) ZHEEL LT,

APSD Mode

[ONJ ZERL T, BREEAECHSHBEEFEEINEE (APSD) ZBMICLET, APSD & VolP BENT 7 L ARA >
FEBLCTCRY FT—7ICT7 7 €A T 25RICEBDLET,

RF Scan Interval

RFRF v DT v 2 RVEEDORER #) ZHEL LT,

Frag Threshold

TSI A2 F LEWME (256-2345) ZIRELE T, R bT—7 ECEREEND/INTY MM XZFHIRT2LDT. &
TA—IVRTIRE LY AXUTD/INT Y MET ST AV MEENEBho 234613, /7w MET ST AV MeEnGEL,
ZEERLET,

RF Scan Sentry Channels

IRA > 2 7 T — A& 802.11b/g BEREE (24 GHz) & 802.11a AE# R (5 GHz) £ ldmsBADF v > RILDAF v
VEFTVWEY ., ATV VDONREBDERBEHDT v > 2 VEERLE T,

SEIRIE. Sentry T— ROBERFICEA L. MRORREEHOBEIC T LET,

Short Retries

RTS Threshold B UL Freld3ZN LW NEWH A XD T L—LFEDRAK! b5+ B (1-255) ZRLET,

RF Scan Duration

RF A v VBFICHIDTF v 2 RIVDRAF+ VICET B (T UR) BEELE T,

Long Retries

RTS Threshold & ) KEWH A XD T L—LIKMEDEKR) b5+ B4 (1-255) ZRLE T,

Rate Limiting

RIVFFv AL ETO-RFFv A MREHREBNCTHE. 2y V=V ZRALTCEEINSG/\T Y MIZEFIRYT 5
CEIEEL DT, efiERy hT—VMREEWET S ENTEET . FIHAEIX TOFF) (&) T,

]

+ ON-TIVFFv A bETO-FF v X SOREGIREBMLET,
- OFF-RIVFF v A ETA— FFv X FOREFIBREENICLET,

FRRaERERIRIEIFZ DRI CIHBIES B DTcth. THREEBEMNET L L2HHDHLELA,

Transmit Lifetime

A0 MSDU DxERIAH SEER T £ TORRE (T UR) Z2RRLET,

Rate Limit

RIVFFvALETOA-RFv AN ST v VICRET HREHIREAILET, HIRMEE 1 #d7cy) 1L 50 K
DINVTy MIETRNETT, COREFIRE TR bS5 7 1 v 7IETNCEYGIEICKHEENE T, VHELSEARE
HIBRMELE 50 /N7 b /#TT, [Rate Limitingl ZENICT B0 AMRIEEMICIZY FT,

Receive Lifetime

RIDT 5T A MeEN e MMPDU & feld MSDU ZZ{E L TH 5. MMPDU & zld MSDU DBIBEER T I 2E TD
Bl (2 UM) ZH8ELE T,

Rate Limit Burst

REZGHIRT 2/N\—XAMBERET S INTD T4 v IHDREFREBADHD ST 1 v I\ —X FDE%ZR
ELET, CON—XMHIRIE. RELCRESIREBI 23y N T—0 LD ST 4wV OBRN—A N EBRBLET,
EMEE RARESIR/N—X FEREIF 70 UV b /F)) T, [Rate Limiting | ZEMICT & AMITENITZDET,

Station Isolation

AA T AaVEBERTHE TORARAY MIERI A7 > MNEDOBEZ7 OV I LET, BRI ST FATIE
TRy NT—UDERY ATV b EBIRETINARBDT =2 57 1w 7IEEI LE T, #IERMBEILTOFF ) (%)) T9.

Channel Bandwidth

802.1Tn AR ClIfMEDE— R THIBEIREGEEIFED 20MHz DF + > R JUICHNA T 40MHz it DF + > =V ODERZFFAT L
TWET, 40MHz DF v > RIUE. KUBWT—REZEREICLETH. D 24GHz S KT 5GHz 7 /XA AHMERT
EBF v U RIBDELIEYET, 40MHz DA T 3 Vld, 802.11a/n BE— R CIEAIEME TEM T, 7=, 802.11b/g/n
E—RTIE20MHz 72 a VDB T, F+ >V RIVBIEROMERE 20MHz (IR 50 IAREEERBLE T,

Primary Channel

Fr o RIVEERL. F v x)UmEiE%E AOMHz ICERET BIBEICET. AREEEET DI ENTEET, 40MHz D
FvrxIUiE. BREEE THEL TV 2{ED 20MHz DF v > XIVHSIBRENTWAERGT T ENTEETT, &
NS5O 2 @D 20MHz DF v > RJUiE. 2 < DIFE Primary & Secondary F v > %)L EFFIENE T, Primary Channel (&
20MHz DF v > Vi@l A R— 9% 8021 In I 5AT7 >V LAY =047 MUERENEY, Thick
. 40MHz iDL F feld ™AL 20MHz DF v > % JU & LT Primary Channel 8 E LE T,

Protection

REEMBEIE. 80211 DIEED LAY —RT—2 aVERET7 75— 3 THFSERIEBRWVT EERIET 2/ —)L %
BATVEY, PEHMETIE. INOSDREX D ZXLIFER (Auto) TY . REDNBIEIHE. 77 L ARA Y bOER
BENICLAY—TINAADH 2 L. READZALDFOEENET Y, INSDREAHDZXLEER) (OFF) 15T
EDNTEETH 8021 InREEA VICT 2L BREENDLAY—I 547> bERIET 7 2ARA> FH 802.11n
BRICEOTHEEZITHIENBYET, E— FH80211b/g THAHAEICH. 802.11n REEMEEITFIARIAETT, &R
EECDE-RTERETDHE 8021Mb I SA TV b ET IR ARA T M 802119 DIRIED SRELE T,

Short Guard Interval

H—RA>2—=/NJUE OFDM ~ VRIVEBID 7Y R2A L (F/8) T, H— K12 2—/VUWIRFSET5HEMERET
# (ISLIC) ZFEEE T, 802.11n E— R TI£.802.11a/g DEHET 5 800 (F./F) 15 400 (F./F)IcTDH— KA >4 —
INVEET 2T EDHFAREINTVET, H—RFA 22—/ DFEREICK > T, T—2IBMEEEICH VT 10% DRER T
5T TENTEEXT,
- ON-T7 7 HREA > M. 400ns DH— KA Y 2—/\VEYR— 30547 b EBIET BHAIT 400ns D
H—RA VB — IV EFBALTT—25E%ELET,
- OFF- 774 ZHA > Mg, 800ns DA— KA > 2—/\LEBRLTT—25%ELET,
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Space Time Block Code

Space Time Block Coding (STBC) &7 —ZImXDEFEMEZRET 2 L ABK LT 802.11n DFMTT, 7—2 A~ —
LOVERT VT F D EICEEEIND T2, BEVAT LI, D EET—2A M —LD 1 DEKRET Ha/8EMHE <
TUET,

« ON-7OUXRRRA > ME BEIC, BTV 7 FHICRCT—2A M) —LZ&EX LT T,

« OFF-7UXARAY ME BT V7 HICACT—2 A M) —LZEXELEEA,

Radio Resource

Radio Resource Measurement (RRM) £— R Tld. EE AT AT L TCE—OVADBMNIER. TO—TRE. KLU

Management BETHNEDXREEZERLET AP 7O7 74 UCHBITHFE )V — ZAERBED T R— b BN E I EEMCLE T,
AR, BHECERICERE SN, FEMETIEBI T,
No ACK TONJ ZEIRLTC. 7O ERRA Y bHTF—ERT T XEE LT QosNoAck B3 F DT L— L EERT HNETEWT L&

EELET,

Force Roaming

FIRMES DFRE HMETE Lz Force Roaming Threshold fB% el > feI5& EFEHD AP K ST 4 7> FATIENE 7,

Force Roaming

Force Roaming M L & UMEZ 20-50 (%) DEETIRELE I,

Threshold
Multicast Tx Rate TEHATIVFF v AT L—L%ZEXT SHDIC802.11 L— b (Mbps) ZFEIRLE T, 5GHz B TRHMENL— ML
(Mbps) 6Mbps T,

Channel

Auto Eligible Channels

AEE CIRTERL VAR E— FB KU General Settings ] BIE CHE LIKEI— FTHR— b EN2F v 2L %E
F®RLET, [Curl) 23T LT BERDOF v XV EBRTEL T,

Basic Rate Set (Mbps)

INSDEIFT 7 EARA Y MBI 2T NTDRAT =2 3 VHYR— b IRET—2REERLTVET,

Supported Rate Set
(Mbps)

TORARSA Y DY R— T LRERET. BHOREZERTCELT, TSROV ICRARAIV bETSAT Vb
EDBBIEEDERZL EIC, T EARAY MEREMEORWNREEZ BEHIGERLET,

Multicast to Unicast

RIVFFY AN/ IZF v A NEREBNCLET,

DHCP Offer/ ACK to
Unicast

DHCP Offer/ACK /8w DA ZF v A bEEEBMLET,

Airtime Fairness

IT7ZALT IR AKBERZBNCLET,

G

DWL-x620AP (<

HUWTIZ Basic Rate [FRBEENF Ao
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AP 7O7 711U SSID DERE

Wireless > Access Point > AP Profile> AP Profile SSID X = 1 —
BIRLIZ AP 707 7 A JVICEEM T SNIARE T 7 L ARA > b (VAP) SREAFRTLET, F VAP X, Xv hT—7&ES SSID (Service Set
Identifier) ICKWVEBBIENE T, BMEBT VL ARA Y FOEGA V2T —ATEITTI6BETDVAP AEETEE T,

1. Wireless > Access Point > AP Profile > AP Profiles SSID DJBIC A —a—% 2 U v o L. U TFOEEERRLET,

Wireless » Access Point = AP Profile » AP Profile 551D o e

AP Profiles | AP Profile Radio | AP Profile 551D | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier(S5I1D). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile |mefm |
Radio Mode ® Primary 802.11a/n/ac/ax () 802.11b/g/nfax O Secondary B0Z.11a/n/ac
Iselated 551D Profiles OFF
Shaw entries [Right click on record to get more options] Go to ‘ 1 | | a, \
1-dlink1 ﬂ Enabled 1-Default Disabled Hone None Permanent
| 24ini2 ] Enabled i-Default  Disabled Hane Nane Free
| 34link3 v Enabled 1-Default  Disabled None None Free
| a-dtinkca ~] Disabled iDefault  Disabled Nane None Free
| s-dlinks v Disabled 1Default  Disabled Nane Nane Free
| 6dlinks ~] Disabled 1Default  Disabled Nane None Free
| tink7 v Disabled 1-Default  Disabled Nane Nane Free
| adlinks ]| Disabled 1-Default  Disabled Nane None Free
| 9-dinks [v]| Disabled 1-Default  Disabled Nane Nane Free
| 10-dlink10 ] Disabled 1-Default  Disabled None None Free

Shawing 1 to 10 of 16 entries [ Firse || Previous| 1| 2
5-40  Access Point Profiles SSID List |

2. TWEAIVAZa—HS5 AP 7077V EERLE T,

3. [Radio Mode] THEHFDERE— FERIRLET,

4. TSSIDName] @O ROy FHA T ZXMTSSIDZBIRLET,

5. SSDoIT> hUERHEYZ U w7 L, [Enable] F7zid Disable] #57) v 7§25 ET SSID ZBMEIFENILET,

2=l SSIDIDT IEHITENTT. BHID SSID #BMIE LiELE. BHIDRAO Y ~THD SSID ITZHETE B & SI1H LU SSID EVERT BREH
HUEY,
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6. BIFD SSID ZHRET Bfcdlic. BV U w o L, [hdit) ZBRLET, HLSSID TAT 7 A )VEERT 5ICiE. TAdd New SSID Profile] R4

)y LET,

SSID Configuration °
SSID [dlink | s
Captive Portal Type

SLA
Hide S51D Permanent User
Temporary User
Billing User
VLAN OAuth
MAC Authentication O Local O Radius @ Disable
Redirect ® None O HTTP
Maximum Clients ‘30 [Range: 1 - 200]
Wireless ARP Suppression Mode | OFF
L2 Distributed Tunnelling Mode | OFF
Band Steering | OFF
Radius Accounting Server Name [ Defaull. RADIUS-Server ] ~
Badine Armnontd n Carvar € P

5-41

EE
BUET.

7. 74— IVRIET—2&EASL.

SSIDIDT (FEITHR T,

SSID Configuration B

=D SSID ZBMC LIEWNE. RAIDAAY b THID SSID TSR TES L DITH LU SSID ZER T 2B D

[Save] Ra2>ZEIUW I LET,

BH

B

SSID

miRxy NT—0RBE AN LET, SSIDBTHEAOEERY b —VADLTINA ATRLTHY . ANFELNXF%
KAILTWBZ &% CHEER &L,

Captive Portal Type

SSDEEEICF ¥ TT 4 TR=ZIVDEA TEFRLET, SSIDADT 7L RITIELLTDZA THhdH £,

- Free- C M SSID |T#H#E9 2 1—HISEREDHEL D Y £ Ao

- SLA-Z D SSID (CHEE g 21—k, T D SSID LIADMAMNCTT 7R a0l [Service Level Agreement] %
R ANZDRENH VKT,

- Permanent User- 1—4l&. T®D SSID LAD T —2ICT IR T BEICEREEENZRBHH Y £, /\—< %
VhFYTTATR=2)V A=Y DI ZDSSIDH5ATA Y TEET,

- Temporary User - 1—4l& D SSID LIAD T —ZICT7 IR T BEICREEE N2 BLAH Y £9, 7OV
TR A—YHMER LTc—BEF v 7 4 TR—2)V1—F DI, TDOSSIDHSOT AV TEELT,

- Billing User - 1—Hl&. ZD SSID UANDT—RICT V2 RS BRI SN AZBELN D ET, 517D
ERT—EXOBAZB U TER SN c—RNGF vy 74 TR—2)VOFEI VT, |-y
r—2l% TLlogin Profile] TEZEEINET,

- OAuth - Facebook. Google = EDT7 AT M LBAT A > AEFTVE T,

MAC Bypass

['Captive Portal Type] A TPermanent User ] M E. SSID T MAC /N1 /\XHEEERE BN / ENICRE LE T, [Configure
MAC Bypass List] &Z2 w79 2E 7547 POMACT FLADREEEICGER LE T,

Enable Redirect

[Captive Portal Type] &\ TFree| LA DIFE. F+v 77 4 TR—ZIVERAHEDIETE Web X—IN\D U LA LU BT
/ ENCRELET,

URL

Fv T T4 TR=2)VI—TFHEREERIC) ZA LT bEND Web X—=ID URL ZASLET,

Authentication Server

[Captive Portal Type] 5" [Permanent User ] DIF&E. ERaEY —/\&BRLE T, D SSID DF v T 7 1 TR—%2)L
ICATA T BHINTOI—Fid, BRI —/N\EBLTCERESNE T, FIARIREREREET —/ &, TLocal User
Database J. [RADIUS Server]. TLDAP Server], F7zld TPOP3] T9,

Authentication Type

['Captive Portal Type] 5 [Permanent User ] T. [Authentication Server] £ TRADIUS Server] MIF&E. ROFHEZ 1A %
BIRLE T, : PAP. CHAP, MSCHAP., E7zl& MSCHAPv2

Primary/Secondary/Third
LDAP Server

[Captive Portal Type] A\ [Permanent User ] T. [Authentication Server] £\ [LDAP Server] D&, LDAP Hf—/\&38E
L&Y,

Captive Portal (SLA) Profile

(SLA) Login Profile Name

['Captive Portal Type] A\ [Permanent User | Ezl& [Temporary User] DIH&E.
LA 7AILOWTNE D SSID THERBTEET,

lLogin Profile] Z 2R L9, FIFERIAE

Hide SSID

SSDDTA—RFv A MERTE RT—2a VKBTI CARA Y FOBESEEEMIELE T, 77 ARA b
DT7A—RFv ASSIDERT E. 7547 MAT— 3 CEMRAIRER SSID D—EIT SSID ZHFRRINEE A,
ZORDYIC, 7247 > MEESRIC. B TUAY MIRESNTWAIERE SSID 25 DB H U Ed, JO—
RFv A b SSIDEENTTHZET. BB TAT7 Y MMBERRY FT—TICASTL BT EERCTERNTEET,
fefz Ly BEEINTVEW NS 70 v 71T 2/ \v A—H S DBELKRE (EFPEER) ZHCTEETEE A,
- ON-SSID IFBEENE T,
- Off-SSIDIE7Aa— RF+ XA hEINFET,

VLAN

VLANID ZAFILE T, TDVLANID AMERGEH T b T & &R L T IZELY, (Network > VLAN > VLAN Settings)

109



110

E5E

= E T ERLANGRTE

5H Bk
MAC Authentication BWEIBE. BRI ATV MHZR Y NI —DITETT BIdITlE. T ERRA Y MK BEREEDRETY, MACER
SEEFERT BITlE. UTFDT—EZRX—=AD 1D AT FDOMACT RLAERELET,
«+ Local
- Radius
T—AN—A Tl YIR7 0> a>mZDI 247 > bDFAEITERICRET 50, £lEEREHFDTO—/\L
7o avEFERBLET. MACRRREIFRFED MAC 7 RLAZERDI A7 > MADT 7 A EFHA L ISR T 51
HITTOpen)] E— FTENET 2% v M7= TRICIIBE T, Ffew MACERAEIE 802.1X £F a2 U7+ ARICEELT
fEREN. 802X FREEKL WHIICITTONE T,
TRADIUS ZBIRLIHEIE/INAT—REASTILET,
Wireless ARP E—RZEBMCTSE. TIVERRAY NI EIEA V27— TA— RFFr A NENTE ARP UV TR &R

Suppression Mode

ERBTENTEERYT, TO—RFFvRAMERDEREHE BRI A7 FDBHOEFNENTET, EEHE—F
EERRI IR AT ME TA—FFv AT L—LERETSEEFLT. KYZDENEERTHIHED
HIET,

KA BT B E. DHCP /4y MERIRT BRAE/ v b 71 ILE U2 E ARP U2 TR MEGITES
BEINT Y SANDRPIZBDTDITINT Y b T+ T—T 4 VI HREEDITHITETEEE T, IPv4 EFERA LK
W2 b D=5 Tk, AR EICT BAETIRSB U E LA,

L2 Distributed Tunneling
Mode

L2 brRIVE—FRIF HEEEI Y bO—JIAET—2 8570 v 7 EXRELGVWT. \gU 177> Mol3 a—
SVIEYR— I SEOIERENE T A1 — 2R LG E— FEBRHELIFENCLE T M\ > ho—
SN N=ROIT7T7 7S L—YavERIBIN- R IT7R=XD L2 b2V R— b LEWNMGEICE L2 b
KT EERLET,

G

1. INCOT7VEARA Y b EERT BV FA—2HR1 2%, ZOAY FA—SH8F TV LTLESE T
NCDT I EARA Y SDZFOFEFH T vy 2TV L brXUEKTLEY, 2> bO—5HEELT. 77
TRARAY PHBUOBEREICE SIS, FIC S 70 v o' bR T LTV ZA47 > ME IREME
22y bT—0T BEREMSIONT. PV FLAZERLET, COIPT7 FLRE. brrIVICEREINE
P7RFLREEERY, I T70v 73 brRIVENE A,

2. Xy bhU—=2IEET7aAY FO-3H0BY. ET7OAY NO-—SHERBT TV LARA Y FET b YRV EHITY
Ziga. AV bO—IHR—L AP OBRBICKRT 5. 7YV I—2a Yy APEEET LIV bO—Jid K
BRELT, FYyRIVERTLET, TORRT. 77072 MITIENE T, 7510472 FOBERT 5158,
FLOWIPTY FLRAZEIGLE T,

3. TYYI—VarvAPEEERILZIAVIA—IHISIGRE YFUFREDER T ERALIKEYVET, 7V
CARAY MEIRTCDEGEREL T LT 77477 b EIMLET,

Band Steering

VAP X— D 5GH BAtkaeZ A% / B E LTI,

Radius Accounting
Server Name

RADIUS Use Network Configuration % ON | Lz#&. Radius Accounting ¥ —/\&#RL £ 7,

Radius Accounting
Server Status

RADIUS Use Network Configuration % ON | L/z35& . RADIUS B85E T —/\A VAP ICRRESNTWLB L ES D ERLE T,

Accounting Mode

RADIUS Use Network Configuration % ON (Z Lfz3526. #&IRY 547 > MIT % Radius 7 AT > 74 > 7 &EBMICL
S

Security TIAIVEDAP 7AT7 AT, EF 2T A AAZXLEFRLTVESA. CERDR Y N0 %2RET ST
BDITIE, TF 2V T AHZRLEFRL, RBEDEIR T SA T > AR Y b T—VICT7 02X T BT EZBIET S
TEEPEBOHLET,
- None-tF 2T 4 AHZRLEFERALEEA.
- OWE - OWE(Opportunistic Wireless Encryption) ©+ 2 1) 7+ ZBMIC LE T,
- WEP-WEP tF 2T ZBMLET, WEP DREA T3> OBBEZANLET,
- WPA/WPA2 - WPA/WPA2 2 ) 71 ZBIC LET, TWPA/WPA2 EREA T3] MIEEBAZANILET,
- WPA2/WPA3 - WPA2/WPA3 tF 1 T4 ZEMCLET, TWPA2/WPASREA > 3> IDERAANILET,
Client QoS v b= LU T AP Client QoS 8% / ENICRELE T,
Client QoS Bandwidth |77 E2RARA >V bDBEDT AT bDEAZEL—F (bps/ ) HRELEFT,
Limit Down.
Client QoS Bandwidth |7 547> bHOST IR ARA Y bADERAEEL— b (bps/#) HRELET,
Limit Up.

Client QoS Access

AEE (BT VAR)—L) b T4 v 21BNV T VAP DLK 7547 > MOBREIND 772X MaO—)bY)

Control Down A bDIV—)bs
Client QoS Access AAE 7Yy TAN)I=L) bZT74v7BWNT VAP B D 7547 MTBRINS 770> ~O—)bY
Control Up AbDIV—=)b,
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HE B
Client QoS Diffserv Policy | AE)E (X7 AN J—L) FZ T4 v7ICHNT. VAP DL I 547> MTERENS Diffserve K1) —,
Down

Client QoS Diffserv Policy | REE (7Y TAMU—L) FZT7 14w 7IHWNT. VAP B DL I 547> MTERENS Diffserve K1) —,
Up

AP 707 7 1V QoS DFHE

Wireless > Access Point > AP Profile > AP Profile QoS X =1 —

QoS (Quality of Service) #gElE. BHEDF 1 —(C/INTA—REIBET ST ET. WERDIP T—2%1F L8 VoIP (Voice over IP) PAIDEFE. BRUR,
AM)=ZVIATATRATHREBEIY FOA—JERBATHIFALGEZR N 270 v IITH LT KUBVWAIL—T Y FENT+—IVADEL
HOJEEICLE T,

BRI PO—ZIC QoS ZRET 2L MABER NS T 1 v I A TDEHFEF 1—T\TA—2EZRE L. EROEX/ &/IWFEEEE (3>
TV AVERAEICELY) HROIIEET DI LN TELRT, CITHATIREIR. 77 ARV bOT—REEEE 75447V hAT—2 3
VBRI NE EA.

772 ARA > hD EDCA (Enhanced Distributed Channel Access) /N A—=Rl&. 77 CRRA VDS T SA TV RNAT—= 3 \DRII T 1w
JI7O—ITHELET, AT—Y3VDEDCANTA—=RIE VZA4T7 >V MAT— /a/b\b/ TGERRAV DS T 4w 70— ICHELET,

AAZLQOSREZIRECEET T, &feld. 72 bS5 T4 v IHBBZVREBER ST 4 v I DeDICRBICENEREHFREEZRFDAP J7OT 7
AW ERET DT T L— &R ?R‘(-*fiﬁ'

1. Wireless > Access Point > AP Profile > AP Profiles QoS DJBEIC A —a—% 7 v L, UTOBEEZF-LET,

Wireless » Access Point » AP Profile » AP Profile QoS (2 =)

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

Quality of Service {QoS) provides us with the ability to specify parameters on multiple queues for increased throughput and better performance of
differentiated wireless traffic like Voice-over-IP (VolP), other types of audio, video, and streaming media as well as traditional IP data over the
Controller.

Access Point Profiles QoS List

AP Profile | +-Defauit ~]
Show entries [Right click on record to get more options] Goto |1 ‘ | a |
802.11b/g/nfax Custom
Primary 802.11a/n/ac/ax Custom
Secondary 802.11 a/nfac Custom
Showing 1 to 3 of 3 entries |.| First || .| Previous | 1 |Next ; || Last /|
5-42  Access Point Profiles QoS List B
2. APTOT7AEGY )y LT, THit Z&RLET,

AP Profile QoS Configuration °
AP Profile 1-Default ~
Radio Mode 1-Primary B02.11a/n/ac/ax
Template ® Custom @] Factory Default ) Voice

AP EDCA Parameters
Data 0 (Voice)
AIFS [ Range: 1 - Z55] M. Sec.
cwMin 3 M. Sec.
cwMax 7 M. Sec.
Mo Bt [ Range: 0 - 999900] U. Sec.
Data 1 (Video)
AIFS [ Range: 1 - 255] M. Sec.
(¥
cwhMin 7 [l M Ser

Save

5-43 AP Profiles QoS Configuration EIE
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3. UTFDT71—IVRIET—2%ZASIL. [Save] R22%Z0 1) w7 LET,

57OV XLTERLET, K71 —)U ROEIE.
BELET, BMIEZUMTY, 1 BEDOT VAL (ER) BSIE. 0H5EKT 14—V NTRET EOHHSE
HEhEd, T—2 7L —LDPXEENZEIC. 1 BEDS VA LNV IF TEBEEINENTDE ULS14AH
TSI S YA LNy v A TE (BE) 1 E2EDEICEYET, DTV RLINY I F TENRDT 1 —
JURED cwMax TEERT AMEICEIET H5F C. KM > TEEFBICLTVWEET,

BWEAEIE 1. 30 70 150 31, 63, 127, 255, 511, £7/zl& 1024 T,

cwMin fBICIE cwMax TEFERY BEX U /NEVMEZIEE

HH SHER
AP Profile AP 7O7 71 )LaEFRRLET,
Radio Mode EROEGT— NERRLET,
Template QoS 7> FL—rEBIRLT. AP 7O7 70 )VISERLE T,
- Custom-T VI CARAY FBRURT—aVDINTA—REBETEXT,
- Voice £7zl4 Factory Default - AR > b O—JIEBIRLeT7 > L — MIERBHRELAERALE T,
AP EDCA Parameters
Queue TOCRARA Y bSO AT =Y I3 VIGKET 28R GT — 2214 FlcF1—EERLEKT,
Data 0 (Voice) - BBREF 1—. S/INEIE, VOIP PR N —Z VI AT 4 75 EDBEICHRG T —4
IFEBMICKT 1 —ICESNE T,
- Datal (Video) - BBLEF 1 — /B, BEICHREZETH 7T —2IEBEMNICEAF 1 —ITX5NET,
- Data 2 (Best Effort) - RREDBIHEF 12— PREIDR)IL—Tv b HKUPBDELE, —HHN7%E 1P 7—21E
AFa1—ITESNET,
- Data 3 (Background) - RIEEBHEF 1— BAI—Tv b BVRIL—TY b ERBLETEIRBET —4
P, BEICBE TIEEWT — R IEERF 1 —TXSNET @ FTIP T—2758),
AIFS AIFS (Arbitration Inter-Frame Spacing) Tlk. 7—2 7 L— LRBIORFSERE (1-255) #I8ELE . FHEERIEX
Oy b TREETNE T,
cwMin awMin (B/hNd> 7> 3> D42 RD) 1d REU bSAD RIS VA LNy 74 7RBEE] (B 2 E&

RIS > 2 LNy 7 F TR BRI OFEFEO LRE LT

LTLEEn

SAFRIRAEHU (CRET HE TliTENE T,

cwMax cawMax (BARIVT 2 avoa4Y RY) & S V2L I TEDERTY,
TDZVELINY I FTED. T TEET AHEICENETDE T, £lalx7— Qiifﬁllﬁilﬂ?éi?\ BTITHES
TEEBICLTVWEE T, SVALNYIF HED. KT —)VRTELLBICRNETSE. UM Tk

BIEEIE. 103070150310 630 127, 255, 5110 £zl 1024 TT,
AMEITIE TewMin] TEERYT HEE Y RENMBEZEIEEL TLEN

IS L CDHBERENE T,

T —RVABERIBTEXT,
- ERTEPIBEEEF - 0-999900

Max. Burst APEDCA/NT A =5, KT 4 —JURITIEET BMEIET TV CARA Y MBI SAT Y MDD ST 1wy 70—

AMEIFEIER Y T =0 TDINT Y FN=ZX MEROSNEEARN—AMRTY, /7y bNN=X b &lEAy 21
HEL CRETEREHDT L—LOEFVTT, 7—/\N\y FEDECTETEICEY BRAIV—Ty hem/

WMM Mode WMM (Wi-Fi Multimedia) #8EIZFIHBETIEBEIN T,
Y ZADFEBEEMITIZRY £, £z, D-Link#toa>
ATV RRAT—=3 2 [APEDCA NS X —=%]) &V

WTlE. WSDDD/IST A—2 [APEDCA /NT A—42 ]

- ON-WMM HR3RIREZ BRNIC LE T
- OFF - WMM #L3RIEREZ ERNIC L& T

WMM BB TH 5 & QoS BIHIEICEIEA T+ 774
FO—2D QoS F/EIK. T (FURARAY MBS
(VAT RAT— 3BT 7 RRA 2 b [Station

EDCANS A=) WADLZ T4y 70—%ZHELET. WMM ZENIHRET 5 & QoS HlEE LY Dk
ZT4v 0 (VAT DS TIERARA > b [Station EDCA/NT A —42 ) It L CEMICAEY £, FUICD

DREDENTT . WMM DMESHRREDEF CH. 771X

RAVEDSTSAT 2 EADTYHRA (AP EDCA /NS A—42) DWW DHDI/INT A—ZRIFREREETT,
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EH

A

Station EDCA Parameters

Queue

AT—=2 3 VDT IERARA Y MOEKET 2RL G T — 2214 TICF1—%FELET,

. Data0 (Voice) - REBHEEF 1 — S/NEIE, VOIP PR N —I VI AT 1 715 EDBIEICHRGE T —
ZIFEEFHNICAEF 1 —ITESNE T,

- Datal (Video) - RBBLEF 1—. NEE, BLEICHREETF T —2IEBEMICERF 1 —ICXSNE
ER

- Data 2 (Best Effort) - FED@BHLEF 1 — FEDRIL—Tv b EXOHBOELE, —HRN7E IP T— 21
AEa1—(TESNET,

- Data 3 (Background) - RIEBHEF 1—. BAI—T v b BORIV—T Y NERBELTEREBET — 4
P, BHEICBUE CIEBEWT =R IEARF 1 —TXSNET B FTIP T—27%5E),

AIFS

AIFS (Arbitration Inter-Frame Spacing) Tl&. 7—2 7 L— ABORFBERE (1-255 S UM) ZIEE LT T, FHEEF
BiEXay b TREENE T,

cwMin

aowMin (&hNdvF>ryavo42 RD) & OvF oy a VB0 T —28XDfsic (PRS2 LNy 747
FERE) (B ZRET A7)V XLIEREINE T AT 4 —)U ROBIE [HIRIZ > A L\ 774 TREBERE)
DOEFED_ER (T UH) & LTIMinimum Contention Window |BIE CIEELE T, 1 BEEDZ VAL (EE) 5L,
OHBAET 4 —IVRTIEET HEDFNSEREINE T, T—2 7 L—LHAFEINZFIC. 1 BEBDT VA L/NY

TATREEEBNINTBHE. U NTAAT VAL ML, T AL\ 4 7E (BEm) &2 Z0EIEY £,
TDZVRLINY A TED. DT« —)U KD cwMax CEZET DEICEIET 2F T, K> TEEREITLT

WEET,

cwMax

cawMax (BRI T arvoa> RY) & S VA LIy 74 TEDERRET. TMaximum Contention Window |
EECIEELE T, COTVALNYIFTED. T TEET BBEICERET SHE T Flald 7 —2FEITHINT
BZECHTITH O TEERBICLTWVWEEX T, IV ZLN\YIFTED. KT 4 —JU R TIEE LIBICEIET B &
URSAETU b S AFFaIRARE ICERET 2% CTltENE I,

TXOP Limit

AT =3V EDCANTA—LH, AT A4 —)VRIIBET AEIET ATV M RT—2aVh 57 I ARA > A
DEZ 710y 770 LTDHRBERAENE T, TXOP (Transmission Opportunity : 3SXEHE) I&. WME 7 541 77>
MOMEIRA T 4 7 L CREEIRD SIERDFRE T BB TT. TOBIE. V747V PAT—a VT LTEREL
9, 2FU. WIM 75472 bRT—2 3 VDR Y b D — EITRET HHER & RDRHE (T UH) T,
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WDS &

WDS 1&, 77t ARA Y bELZ B\ THERL. HEICOBEY 2HETT.

%U)%?f%xﬁ%%@/ THRRA Y bR LEEEDOWDS U2 7 ZFBRL T, 77 ARITEEBNRODT VL ARA > M EBMT ST ENTER

T, TOWBEEY ZA4 7> bOO—Z VI PEHOEGR Y N T -V DEBE Y —LLXIATOOHICEETY ., £fe. BREBEEINDT — T VER

DEZEHIHT HTETRY NI —UBEEBRILTET T, WDSZRAT DL XY F T =IO \DERERD CEGVBNGEILT VAR
ERET D ENPIRRICEYE T,

WDS AP F =& 2 DDT7 I RRA > bDRAT (Jb— b AP EH TS A4~ AP) BhERY £,
JU— N AP E IR AT 4 71PN T wIE IV E—2E L THEEL. BR 728 Oy rO—Z&8BELEY, Y751~ AP IL—
FAPADWDS > oZELTCOY FO—ZEBELET, 77 RARA > MH Managed) E— RICHBBE. TV EZRARA Y bADUE—FT
7 RNFEHTT, LH L. TManaged APs List] NX—C. [Debug] #EEZBMICT ST ET [Telnet] 1CKB7 7 ANBIEETY, MELBRR/
EIRT 7 A AT LD WDS - managed AP #EEDH R— bk, UTFOEEASENET,

o \RS T LIKIEEAK 12 {ED WDS - managed AP V)L —TH LT EDNTEET,

- B WDS - managed AP J)L—TITIERKR 4 DDT VL ARA >V b ELE T EDNTEEXT,

« BT VCRARAY MEZNZTN 1 DDWDSAP JIb—FIcDHAVINELTFRBT BT EHNTEET,

c BYTIAMAPIE YT NAP EITT DDOWDS YT DHFCET., TNIE 1 DDTF7Z4 AP & 1 DD)L— AP ICESERITS

DELNHZTEHEBRLET, BIOY T4 FAPICY TS A~ AP ZESE[IF BT LIETEF A,

DWL-8610AP {3+ Managed ) E— RO WDS #88% 4 K — k LTWET, ZOMDT 7 LR KA > FOWDSIZDWTIER R K7 E—
RDHHH— b ENET,

MERETIE. T 7 ARA Y MIIV— M AP ELTRESNE T, 7V VARA Y AT TI4 AP & LTERY A7 AICEEM TSNS HITiE
A2 RT7AVE=RTT I CRARA Y MU TOREETVE T,

s BTIAMAPE— R AREICKEN T TFAMAPIEIL— AP EDWDS UV 7 ZRR LT HITT AT EOAIRES G W £, FIHRME Tl
F'WDS Managed Mode ] I& TRoot APJ TY,

« WDS > &S BDICERETNSWPA2 Personal D/SAT— R, U754 AP RITHARREEANE L LETIL— FAPHBEINS &
IV hA—SH5/IRT— RERELET,

« RAZT AT F U RI)e WDS U 2T DESLKIRDT 74 ZRA > MME BEDEHICE CEEREE F v IV aERT 20EBLG U E T,
YTSAMAPEREL T AT v I GF v xIVEFALET, IL—F APDIBAE. O FO—5D Valid AP 7—2 X=X 77t R
RAY EBINY BBICIERZT 1 v I F v RIVERELET,

c FTTVIAVT Y TIA AP DA TRy bR— MO LANNDERRT 7 L A ERET Bzl TWDS Managed Ethernet Port] &B%)
ICRET D2REND YV ET, VB TIEENTT,

WDS DBV IV —TEZD V7 ZERET BHICIE. UTFTO—ROEFIBZERLET,

1. TORARAYMORRZY RT7OVE—RTHBIBE TICARA Y MEBA V27— ACERLT. $774 F AP ERELE T, TWDS
Managed Mode] 7% [Satellite APJ (C3§E L C. T'WDS Group Password] Z&ELF T,

2. O hO—3DCUElE Web X=XDA > 2T T —AHS. WDS 7 )b—T = LE T,

3. WDS VIV—TDINAT—RZHRELET, IV bO—FICHRET2/SRAT—FiE EF T4 b APICRET 2/\XT—RERLICT 2HED
HYET,

4. BT UVRARAYFDMACT FLR% WDS 7)Lb—FIGBMLE T,
5. UYUDERKICHBT I EARAY FOMACT FLRAEBIGA V2T I —REET BT LICE>T WDS U 7=/ ELET,

WDS VIV —THRES LFOEET BHEICIE. UTOEEINERBEEIBICHETET,
« WDS U2 VICEBINY BEiGA V2T =AM BICFvRIVEFERLTWAC EZMRBLET, Fv X)L EGIETSITE. UTDOAR
DWTNHEFERLET,
S ARAYRTAVE—RTY T4 b AP ERET BHE. Radio)] R—IERE. AZT AV IEF v RIVERELET,
-Valid AP 7—ZX—=XDT VL ARA >V M ERET BHBE. BIRA V2T T —AMERIREF v o RIVEIBELE T, PHHETIE. Fv
> xJUE TAuto] ICERESNTUVET,
-AP 7O7 7 A ILDf=HD [Radio) RX—ITld. Auto Eligible F+ > 2ILDUJ AR T 1 2DF ¥ > 2IVDISEIRLE T, YIEHETIX. £
BDF v RIVHEM T,
s TS MAPHEIED Y FO—JICERTER LGV EEBED LET,
T I RRA Y MY B WDS AP ADRTEICDWTIE. BT I BDITERA 3 DHODBRIREENH Y £,
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WDS Managed AP D& E
Wireless > Access Point > WDS Groups > WDS Groups X~ 1—

1. Wireless > Access Point > WDS Groups DJEIC A Z2—% 7 ) v 7 L. UTOEEEZFRRILET,

€8 Status

—3
v

Wireless E_' Netvrork 2 Security “:}"’ Maintenance

Wireless » Access Point » WDS Groups 0 @

WDS Groups | WDS Managed AP | WDS AP Link

From this Page we can create,configure and delete WDS Manged Group. The Wireless Distribution System (WDS5)-Managed AP feature allows us to add
managed APs to the cluster using over-the-air WDS links through other managed APs.

WDS Managed AP Groups

Show entries

[Right click row to see more options] Q. |

| 1D %) ” Group Name & || Spanning Tree & |

Showing 0 to 0 of 0 entries

Mo data available in table

|| First | Previous || Next » || Last .|

Add New WDS Group

5-44  WDS Managed AP Groups [EiE

2. [Add New WDS Group) R2>&V v LET,

WDS Managed AP Group Configuration o

WDS Group Name
Spanning Tree

Edit Password

A

WDS Group Password

| group_B1

| """"" [Password Length: B - 63]

5-45 WDS Managed AP Group Configuration [E[E

3. Ta—IbRIET—=2%ZASIL. [Savel Ra>%&T 1) vy LET,

BH

Bis

WDS Group Name

WDS AP V)L — T Dt (AT 32 XXFLUR) Z AN LET,

Spanning Tree

ANZ2 GV =BEZDWDS AP F)b—TADINTDT 72 ARA Y MCBEIMCT B ESIHEERELE T, 2V
D=2V —T DERERD D BIHE. ANV TV =BT EREDNHVET, HZE. F75105APH
2D2D)— b APITY 7 &EFDBE. ANZV 7Y —EEMTHEIINIERY LA,

TORREAY FTHIES BRIV Y U—TO R Dk, T O EREA Y S EET BT Y YR A v
FCBIES BRIV U —T70 b ILEEELET.

Edit Password

TONJ (g B &, WDS 1) > T WPA2-Personal = 1 1) 7 o DFERIcDITERENZ /AT — RERETCEL T,
FLTA—=IVRITSRT—=READLET,

WDS Group Password

JSRAT— R (8-63 XD ASCI SXF51) #IEELE T,

INZAT— REVERE TelEZE I Bfcoicid. TEditPassword] & TONJ I LET, TD/NRT—RIE. <DV IL—7
DY T T4~ AP ICREENIZ/NNA T — RIC—T 20EHH Y £, /\RT— FOWEREIL TAP-Group-n] (MnJ
l& AP 7)L—TFD ID) TY,
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WDS Managed AP MD3&E

Wireless > Access Point > WDS Groups > WDS Managed AP X~ 21—

WDS - Managed AP 7 )L—TDIER#E. JIV—T DAV INTHZDT 7L ARA > OB FLWLWAZ/ADBMN. BKUBHEA >/ 0D STP B5LEE
EEELET,

1. Wireless > Access Point > WDS Groups > WDS Managed AP DJEIc A Za1—%& 7 v o L. LTOBEEEZFRRLE T,

“.}‘" Maintenance

T cr — S
£ Status = Wireless B Network

Wireless » Access Point » WDS Groups » WDS Managed AP (2 ()

WDS Groups | WDS Managed AP | WDS AP Link

This Page allows you to view the APs that are members of the group, add new members, and change STP Priority values for existing members. After
you create a WDS-Managed AP group, use the WDS Managed AP Configuration page to view the APs that are members of the group, add new members,
and change STP Priority values for existing members.

WDS Managed AP List

Show entries [Right click row to see more options] | aQ, \
| 1D Q” AP MAC ] " AP Hardware Type 8 || STP Priority 8 |
No data available in table
Showing 0 to 0 of 0 entries |.] First | Previous || Hext » || Last
5-46  WDS Managed AP List EIE
2. TAdd New WDS Manage APJ RZ2>&71)wo L, UTFOBEEAZRRLET,
WDS Managed AP Configuration °
WDS Managed Group Id ‘ E‘
Valid AP MAC Address ‘ E‘
Hardware Type String ‘ DWL-8600AP Dual Radio a.ibfgfr@‘

WDS AP MAC Address \ |

STP Priority \ | Iength: 0 64]

Save

5-47  WDS Managed AP Configuration [EI&

3. TJa—IVRIET—=2%ATIL. TSavel Ra>&0 1) v LET,
HE Bz
WDS Managed Group ID | 7)b— 7ICRSETI+% ID &R LK T,
Valid AP MAC Address | 7072 RRA > FDMAC T RLAZEERLE T,
Hardware Type String TIRARA Y M #EIRLE T,

WDS AP MAC Address | WDS AP @O MAC 77 FL XAZASILE T,

STP Priority BTV CARA Y SDRINZ VTV ) —BEERIBELE T, R/INZVT VI —FE— RHBMTHBECS. STPE
FEIFEAINET,

STPEEEIE. EDTIRARA Y RRINZ TV ) —DIL— b ELGERENDD. Kfee BHOZELOIRX RN

AP ROVITHFET 2HBIC. EQTVRARAY SDRIDT 7 LARA Y &Y EOBEEEFONZRELET,
AINZV TV —BREDEMENEE, ZDOT T EARAY bHFv /ARy NT—=0 DT v IT—2FBICfE
AENPITNCLERERLET, B Y NI —JICHERT 277 CARA 2 MMSHLTE 754 b AP KD BHE

WEREZEINHTENETTY,

STP BSEEBDERIG 0-61440 T, 4096 DfEICHOHSNET T, #IHAEIS 36864 TT,
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WDS AP 1) > 7 DFERE
Wireless > Access Point > WDS Groups > WDS AP Link X = 21—
WDS - Managed AP 7 )b— 7 D1ERi#S. JIV—TDAUINTHBT 7 EARA > MEIC) o HRELET,

1. Wireless > Access Point > WDS Groups > WDS AP Link DIBIC A Z1—% 7 ) v L. UTOEEERILET,

£° Maintenance

o — s =
€ Status = Wireless B Network

Wireless » Access Point » WDS Groups » WOS AP Link (2 (<)

WDS Groups | WDS Managed AP | WDS AP Link

This Page allows you to configure the WDS links between the APs that are members of the group.After you create a WDS-Managed AP group, use the
WDS AP Link Configuration page to configure the WDS links between the AP:z that are members of the group

WDS AP Link List

Show entries [Right click row to see more options] | a, |

Ilb urf.e AP oue AP 8 Destination AP_@ s.tlnatlon &

SP Link &

Source P ) &

.Dstlnatlon APe

Mo data available in table

Showing 0 te 0 of 0 entries || First || .| Previous || Mext , || Last |

Add new WDS AP Link

5-48  WDS AP Link List EIE

2. TAddNewWDS AP Link] REZ>&7 v o L, UTOBEERRLET,

WDS5 AP Link Configuration °
WDS Managed Group Id ‘ ‘
Source AP MAC Address [ 00:00:00:00:00:00 |
Source AP Radio ‘ Primary 802 11a/n/aclax ‘
Destination AP MAC Address [00-00:00:00:00:00 |
Destination AP Radio ‘Plimary&D211aln.iacfax ‘

Save

5-49  WDS AP Link Configuration [EIE&

3. Ta—IbRIET—=2%ATIL. [Savel Ra>&ET 1) v LET,

1BE Btz
WDS Managed Group ID JIV—TICBEMITS ID &EEIRLEK T,
Source AP MAC Address EETT IV ERARAY PDOMACT RLREIBELET,

WDS U > IEWAETY, [Sourcel & [Destination] MIER . Bffilc WDS U >0 Di&igEXBILE T,

Source AP Radio KETTT T ERARA > D WDS U > JHIGDEIRA > 2 71— A=EIRELE T,
Destination AP MAC Address | 7)L—TADKES T 7 L ARA > DO MACT RLRAZEIRELE T,
Destination AP Radio KEHRT T ERARA > D WDS U > 7 #in DI E— FERELE T,
Link Cost WDS U > DAINZ> 7Y ) —/)SA X~ (0-255) #i8ELE T,

BHORB/INADWDS VIV —TTEZENDHE. VYV ARMME EQUVIRNTZARIV I IREehyEY
V>0 THBDERT EDIEBRAEINE T, RNZV TV —ERLEWNY VI DX M ERFD/NNRERIRLET,
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Wireless > Access Point > Radio Scheduler X =1 —
ISR 21— ) VHEEEIZ. BB T 5 AP DERAEZ A LT L—LTONOFF 22T 2a—jUib—ILbE. ZDIV—)VEEBET A7 IVa—)L A7 7
AIVTHEBREENTVET,

AyJa—1b7az774I1b

Wireless > Access Point > Radio Scheduler > Schedules Profiles X = 1 —
AT 2a—=)b7AT77AIVTlE. AP DEREZALTL—LTON/OFF 23R 1—UIb—VEEBLET, £TRT V21— )b 7A771/b%
fER L. ZD7AT77AIWCRT Y 2—)UIb—)LEBDHTE T,

1. Wireless > Access Point > Radio Scheduler > Schedules Profiles DJBIC A =2 —%2 1) w7 L. UTFOBEEER-LET,

£° Maintenance

B Netw £ Security

Wireless » AccessPoint » Radio Scheduler » Schedules Profiles (2 (<)

Schedule Profiles | Schedule Rules

Schedules Profiles are used to manage Schedule Rules which define the timeframes under APs can on/off thier radios. The table lists all the Available
Schedules Profiles for this device and allows several operations on the Schedules Profiles.

Schedule Profiles List
Show entries [Right click on record to get more options] | a |

T —__— ¥

No data available in table

Showing 0 to 0 of 0 entries |l First || .| Previous || Next , || Last 4|

Add New Schedule

5-50  Schedule Profiles List &/

2. [AddNew Schedule] RZ2>&71) v LET,

Schedule Profiles Configuration °

Mame

5-51  Schedules Profile Configuration [EH

3. TJA—IVRIET—2%ZANL, [Savel RE2>Z&T v LET,

BH Eilis

Name ATIa—=)b7O7 7 )IVaEIRELEY,
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Ry Ia—biv—=Ib
Wireless > Access Point > Radio Scheduler > Schedules Rules X = 1 —
AT a—=)bTAT77AINCEIVETS AP EGRDZA LT L—LART I 2—)UIb—IVEERLET,

1. Wireless > Access Point > Radio Scheduler > Schedules Rules DIBIC A —a2—%27 1) v L, UTFTOBEEZXRRLET,

Wireless » Access Point » Radio Scheduler » Schedules Rules (2 (<)

Schedule Profiles | Schedule Rules

Schedules Rules define the timeframes under which APs can on/off thier radios. The table lists all the Available Schedules Rules for this device and
allows several operations on the Schedules Rules.

Schedule Rules Schedule Name Mo Data
Show entries [Right click on record to get more options] | Q|

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous | Mext » |Last j|

Add New Schedule

5-52  Schedules Rules EHE

2. [Schedule Name| T/L—)L& &V H % [Schedule Profile] &38R L. FAdd New Schedule] RZ>%0 1) w7 LET, BEHTIL—ILHE]IY Y
THENTWBHBEIL TScheduleRules] DU R MM 2IL—IVERYZ ) v, TEdit) @R LI—)LERELE T,

Schedule Rule Configuration o
Schedule Profiles schedulel
Entry ID [1-unse v
Applicable Days |Da'h| |
Start Time |__:__ __ |

HH MM AM/PM

End Time [ __

HH WA AM/PM

.

5-53  Schedule Rule Configuration EIE&

3. Ta—IVRIET—R%ZASIL. [Savel Ra2%ET ) v LET,

1HE B!
Schedule Profiles ISchedule Name) TEIR LTz, REITHAT V21— T7OT 7 A IVHARREINE T,
Entry ID ATIa—=)bI—IbDIT >~ IDEERLET,
Applicable Days [Daily] (FH). TWeekDays] (FFH). [WeekEndl GEZ). [Day of Week) (iEEREH) HHEIRLET,
Start Day / End Day Day of Week) (15EFEH) ZZEIRLITBE. Bln/ BRTEBHEZNTNIEELE T,
Start Time / End Time Fte / RTEBEEZNZNIBELE T,
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5% B

5 EARLANSR E

E751v—7

E7 71— TREREEFERT D L.
BRI FO—JDREEAAHIFT ST &LITA.

1T DO|EIY FO—FHSMOITNTOMEIY bO—JICRRGEREBREXETESHLDIC
12o03d>hA—

BUET, &
IOBVIAZRNDINTCOEGEIY FO—SZEBRIT L ENTEET,

E7JIV—TDHRE

Wireless > Peer Group > Peer Configuration X —1—

SAZAD T DOV FO—FHA5ROY FO—Fc. AV MO—2DAY T4 L— 3 VDIBESS
TlE. ZI—T7RDO 1 DU EOE7 Y bO—3IcaE—32a 707 L—Y 3 v OEEAERLE T,

1 DU EDQE7OY bO—FITXES
T4 L= a3 VvAEEBIHIEETEEY, AV MO—FHBIYTAZICH L. B

VEETICAE—FBHIE. I ba—JICHLTFETY VIR METOHRENH Y ET,

1.

nsa>74470L—>13

Wireless » Peer Group » Peer Configuration

) E -2 EDTEET, AEME

VNCH L TEEE =T CENPIRETT . e E7 > bO—Ih5RELIY
EEBENIDES 5 LIECEEEA, AV T L— 3

Wireless > Peer Group > Peer Configuration DJEIC A Z2—%7 ) w7 L. UTOBEEFRRLET,

I e tenance
W Maintenance

9 0o

You can copy portions of the switch configuration from one switch to another switch in the cluster. The Peer Configuration Enable/Disable page allows
vou to select which parts of the configuration to copy to one or more peer switches in the group.

Peer Configuration

General
Discovery
Channel / Power
AP Database

AP Profiles

MAC Authentication Database

Captive Portal
Radius Client
ACL Rules

DiffServ Settings

o) [af'lolalalal'ls

Save Cancel

5-54  Peer Configuration E[fH

2. AT ar& TONJ Frzld TOFF)

ICIVEEZ, TSave] R2VEI Vv LET,

BHE Eilis)
General BWCTDE AV MO—FHETICRET SOV 707 L—ravic, BABLUBELR/O—/NIVREEEHET,
22hA=5DIP7 FLRZEEDRE CHAcDEHE LA,
Discovery BMCTRHE AV PO—SHETITKET SV T4 L—2 3 VT IANUZ MBXUIP YR MEEG L2 L3 T+

AN ERESDHET

Channel / Power

BCTBHE. AV PAO—SHAETICGEET 2V 74— aVICRFERIEREEHET,

AP Database BT BE. OV MO—IDETIGRET S 7 1 L—3/3 (T AP Database (Valid AP) 5E&HE T,

AP Profiles BMCTBHE, AV MO—SHRETICEET DAV T4 L—avic, IRTODAP 7771 IV EEHET, AP 70O
T7AINEIN—= RO 7247, EERERKRE. SSID TOT 71/ HXU QoS RER ED—HRHET 7w ARA >
MREND D KT,

MAC Authentication BT RE AV A= TIOXET SOV T4 L— 3 VT MACTREET — 2 N—XESHE T,

Database

Captive Portal BMCTHE AV PO—FHETICKET SOV T4 T L— avIcF vy T4 TR—2)IVERZEHE T,
Radius Client BMICTBE AV bA—ZHETICKET ST 17 L—2 3 (T Client RADIUS BHZ ZHE T,

ACL Rules BHICTDE. DV MO—FHETICEET BV 70 I L— 3 VICACLIL—ILEEOHE T,

DiffServ Settings BMCTHE AV PO—FHETIGKET SOV T4 L— 3 /I DiffServ REEAEHET




B8 BETERLANRE

E7 JIV—7T DR
Wireless > Peer Group > Peer Status X — 1 —
E7 7N —TCREERBLET,

1. Wireless > Peer Group > Peer Status DJEIC A Z2—% 7 ) v 7 L. UTOEEEZRRLET,

Wireless » Peer Group » Peer Status 9 0

This page provides information about the status of the configuration upgrade on the controllers in the cluster.The Peer Controller Configuration feature
allows you to send a variety of configuration information from one controller to all other controllers. In addition to keeping the controllers
synchronized, this function allows you to manage all wireless controllers in the cluster from one controller

Peer Status

Configuration Request Status

Status Not Started
Total Count 0
Success Count 0
Failure Count 0

Peer Configuration Sync

entries [Right click on record to get more options] | a |

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous | Mext , || Last

5-55  Peer Status EH&

2. TStartSyncfor AllPeers] A2 &V w7 LT, 9XTOIY bO—JICHREERHT 20 E7VIV—TD12%H7 1) v o LT IStart
Syncl] ZEIRLTEHALET,

A ba—-3iAEEYI7IA b+ (X.509)

Wireless > Peer Group > Controller Provisioning > Controller Certificate Request X = 1—
UZAZAY O—IH5D X509 FRE ) VI X M ETWE T, O FA—TBICHITH/ AT L— AR R— b EnEhzéb. X509 H8E
SEREEMAE T O bO—ZRBIDME—DFREEHEE G FT,

1. Wireless > Peer Group > Controller Provisioning > Controller Certificate Request DJEICA =1 —& 7 1) v L. U TFTOEEmEFRRLET,

Controlle

This page is used to request a ¥.509 certificate from the cluster controller. The X502 mutual certificate exchange is the only mechanism for peer
contrallers to authenticate with each other because controllers do not support pass-phrase authentication. The X.509 certificate iz automatically
generated by the controller, so it does not communicate with any trusted certificate authority, and there are no certificate maintenance fees,

Controller Certificate Request

Controller IP Address |D 000

Controller Certificate Regquest Status Mot Started

5-56  Controller Certificate Request &

2. TJa—bRZF—2%ZAAL, TStart) Ra>&E7 Uy LET,
== EA
Controller IP Address ARREAERT A bO—ZDIP 7 FLAEZIEELE T,
Controller Certificate Request Status ~ [EEBEE ) 7 TR b DIRRE T,
- Not Started - FERRERIMEA AT N TL R A,
- Invalid IP Address - IP 77 K L ADBVER Tlddh Y £ Ave
- InProgress - SFBAZERIED Y 7 T X S HNETHRTT,
- Success - sEFAE T 7 1 JVOEUSICAEIH L E Lz,
- Timed Out-sEZE U V TA MHAZA LT 7 b LE LTz,
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arvka—-3>7pEYyaz=vy

Wireless > Peer Group > Controller Provisioning X — 21—

VA2V A=IH5DTAEY I ZVIERY VIA M EFVET., HLLWIY FE-IATAEY 3 TV VBRERIG LITBE. 7 TAZ
ICBMNTEDELDICBNET,

1. Wireless > Peer Group > Controller Provisioning DJEICA Z2—% 27 v o L. LTFOBEEZRRLET,

Wireless » Peer Group » Controller Provisioning o °

Controller Certificate Request Cuntmller Provisioning

This page is used to request provisioning information from a controller in the cluster. After the new controller receives the provisioning information, it
can join the cluster.

Controller Provisioning

Controller IP Address ‘O.D.O.D

Controller Provisioning Status Mot Started

5-57  Controller Provisioning [EI&

2. Ta—IVRIET=2ZANL, [Start) Ra>&EI w7 LET,

HE Bz
Controller IP Address TOEY a0 RBRT BV TRAZI MO—SD P 7 RLRAERELEXT,
Controller Provisioning Status JOEYaZy U I AORRTY,

- Not Started - J 7 TA FHBIAE N TV EH A,

. Connection Failed- 7 2242 bO—2 LD TLS #EfT kB L& Lz,

- InProgress-1J 7 TX FHEITHRTT,

« Success- 7O 3 =V LE LTz,

« Requested- 7OEY 3=V UV I A M ERTLE LS

- Failed- 72 X423 FO—ZICKBBEUEERIENMESNEFAT LI, KOV FO—ZDEEIE—F
A7OEY a2V JICHE L TWEWA, 7R 207 O—20 AT 3 2V IHEMITE ST
WBTENEZSNET,
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7€Xara—XJY X+ (ACL)

A2 hO—Z® MPACL) TMACACL) ITDWCERELET,

Wireless > ACL X =1 —

P7o€RXarra—jbY R+ (IPACL)
Wireless > ACL>IPACL X=a1—

NP ACLUE/ N7y MM L CEGMICEE T B)L—Ibty P THBEENE T,/ Y b L—IVDYIFTEZEICEEH LIEIEE J8ED)L— ) VEME (Permit
(FFe]) /Deny (BF)) HERITEIN. DIL—IVIEF v o ENE<BEYET, £IIPACLEIERRL. ZTICIPACL)L—)LAEEIYHTET, IPACL

DJV—)UiE TIP ACLRule) ZEA L THER. RESNET,

1. Wireless>ACL>IPACLDIBICAZa—&7 vy L. UTFOBEEERRLET,

D Status = W

Wireless » ACL » IP ACL

& Maintenance

7

An [P ACL consists of a set of rules which are matched sequentially against a packet, When 3 packet meets the match criteria of a rule, the
specified rule action [Permit/Deny) is taken and the additional rules are not checked for a match. Rules for the IP ACL are specifiedi/created using

the IP ACL Rule Configuration menu.

IP ACL
Shnw entries [Right click on record to get mare options] q |
| IP ACL MAME/ID G‘
1
100
ACL
Showing 1o 3 of 3 entries | First | Previous | 1 | Mext » || Last

Add New [P ACL

5-58 1P ACL EE

2. TAddNewACL] RE2>%ZEZ v LET,

[P ACL Configuration

1P ACL

| Create Mew Standard P ACL ¥

1P ACL ID |:| [Range: 1-99]

5-59  IP ACL Configuration [EIE

3. TAa—IbRIET—R%ZASIL. [Savel Ra>%ET 1) v LET,

BH

Bz

IP ACL IPACL DfEfEZER L £,

- Create New Standard IPACL-3XE7C IP 7 RLADSD b T 1w U HFHFA £ T2I1FERT 5 ACL TY,

- Create New Extended IP ACL- 48 LTXETTIP 7 RLADSEEHK P 7 RLAND LAV 3 £ldL 1V 4
DTy I 2A TEHFTEIFER TS ACL TY, TDACL 21 FEAZED IPACL LW FFATEWN T
V) TR LE T,

- Create New Named IP ACL-IP ACL #&ES Clda <&M TIEELE T,

IP ACLID/IP ACL Name <« IPACLID-BEITBHACLDOIDESEANLEY, IPACL] T lCreate New Standard IP ACLJ E/zl& [Create
Extended IP ACL) A#3IRT %5 & RBEHAFRRINE T, ZED IPACLICERE ID 1L 1-99 TY, L5 IP ACL
[ZB®75 ID 1% 100-199 T,

-« IPACL Name - TP ACL] T TCreate New Named IP ACL] Z&IRT B+, ABEEHAFRTINE T,
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IPACLIL—IVERE
Wireless > ACL > IP ACLRules X —1—
MP ACL Configuration] i CfERL L7z P ACLY %R LT, TP Access Control Lists] (IPACL) DJb—)VAEFRELE T, IL—ILORE Ot

ICEWERRENZEBIZBEYET, IL—ILERETBICIE. RHITIPACLEZERLEF, X<, MRulelD (L—)LID)J FAction (EHE) | Match
Every (2—%) | #RET D0EHH Y £9, [Match Every] A [Falsel ICRESNIIBE. BNDA T 3 VEREHDREITEY FT,

1. Wireless>ACL>IPACLRules DIBICAZa—%27 v L. UTFOEEEZRRILET,

Wireless » ACL » IP ACL Rules o 0

Use thiz page to configure the rules for the IP Access Control Lists created uszing the IP Access Control List Configuration pagze. What iz chown on
thiz page waries depending an the current step in the rule configuration process. & Standard/Extended IP ACL must first be selected to canfigure

rules, The rule identification, and the "fction’ and 'WMatch Every' parameters must be specified next, If ‘Watch Every' is set to 'False’ more options will
present from which the match criteria can be configured.

IP ACL Rules P ACl List
Shnw entries [Right click on record to get more options] | 9, |

| Rule [T G Action & | Match Every ®|
1 Permit false
10 Dervy true

Showing 1 to 2 of 2 entries |.J First | Previous | 1 | Mext » || Last

5-60 IP ACL Rules EIH

2. TIPACLList] T MNPACLI TR LTz IPACL Z3ER L. TAdd New Rule] R2>AEZ 1w o LET, BICEIWETOENTWSIL—ILERET %
B&1E. TIPACLRules] DU A MTHBIL—)bEGY ) v — TEdit) 2R, IL—ILERELE T,

I[P ACL Rule Configuratien °
Rule ID [ ] mem=i-1m
hotion ‘) Deny '® Permit
assizn Queue |D [ ] mem=o-7
Lagging ® TRUE O FaLsE
fhatch Every O TRUE @ FaLsE

Source [P Address | |

Source |P wildeard mask | |

5-61  IP ACL Rule Configuration (Standard IP ACL) EIf

=

IP ACL Rule Configuration °

Rule ID [ ] tRene=it-1

Action

J Deny  ® Permit

Assign Queue D l:l [Range: O - 7]

Logging '® TRUE ') FALSE
Match Every L TRUE ® FALSE
Protocol ‘Othsr '|

Pratocol Other |:| [Range: 0 - 255]

Source I[P Address ‘ |

Source I[P wildcard mask ‘ |

Source L4 Port ‘Other v|

Source L4 Port Other [ ] rReneeio- 6

-
L S ST ST IR [ 1

5-62  IP ACL Rule Configuration (Extended IP ACL/Named IP ACL) [EiE
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3. Ta—IVRIET—R%ZASIL. [Savel Ra2%ET 1) v LET,

EH

A

Rule ID

#FLW [RuleID] & 1-10 DEHETASI L. JL—IVERET BIzHITERLET,

Action

T aAvEERLEY,
+ Permit- ACL EE(TBEET 5/ v b aEmE LK T,
« Deny - ACLE#|TEST 2/ v bERELE T,

Assign Queue ID

[Action] (T TPermit] ZIRLIZHEICERREINE T,
FERINB/N— R 7A—J LAF1—DHEFEIEE

ZDAPACLIV=IVSERT 5 NTD/INTw hEIIBY Bcdic
L&Y, F1—Z#HpT2ES (07) ZASILET,

Logging

OUREETVET, [Truel ICRETHE. ACLIL—IUTHLCOIDBEICED T,

Match Every

TOACLDEEIC—HT BT LR/ Y MCERLET, [Mruel zld MFalsel ZFEIRLE T, [Truel & INTD/ Ty

FABERLTZ IPACLIC—E L. SFAIEKEIFIEEENATEERLE T, TODBE. INTD/\T Y AV —IVIC—ET %

fe&b. BMD—HEHITRREINE A, [False] ICRET B & BMDF T 3 > T—HEH%IE @‘%L&b\‘(*iﬁ'o
Protocol BIRLICIPACLIL—=ILICH L T—E RS/ hDIP 7O )b EIEE LT T, IEEAIEEEEIZ Other. IPL ICMP,
(Extended/Named Md+) [ IGMP, TCP, &KL U UDP T9,

Protocol Other
(Extended/Named D d+)

[Protocol] ¢ lOther] ZigE
JOrIVERELET,

THERTEINET, 0H5 255 DFEFET IPACLIL—IWTH L T—HEE2/\7y bDIP

Source IP Address

Ty hOZEETIP 7 FLRA%Z [ TREYISFFEATANDLET,

Source IP wildcard
mask

FKETIP 7 FLADTAI A=AV % [ TRYISFEATATILET,

Source L4 Port
(Extended/Named D d+)

INT s DFEETLTCP/UDP R— k%3241 L % 97, [NoneJOther |TDomainJTecho |[FTPITFTPDATA | Thttp or WWW ITSMTP
[SNMPJ TTELNETJ ITFTP) S 5#IRLE T,

Source L4 Port Other
(Extended/Named MDd+)

[Source L4 Port] C [Other] AI8ET 5 EFRENEK T, /v bDFEET TCP/UDP R—
ELET,

b 7% 0 D5 65535 DFF THg

Destination IP Address
(Extended/Named D d+)

Ty bOFEEIP 7 L A% T TRYISIERTAADLET,

Destination IP
wildcard mask
(Extended/Named D d+)

P T RLADTA IV EA— AV % [ TRYISIERATANDLET,

Destination L4 Port
(Extended/Named M d+)

INAT s DFBHE TCP/UDP R— k& 324R L £ 97, NoneTOther Domainlecho TFTPITFTPDATA I http or WWW JTSMTP
[SNMPJ TTELNETJ ITFTP] H5#IRLE T,

Destination L4 Port
Number
(Extended/Named M d+)

[Destination L4 Port] ¢ [Other] Z18ET A EFRREINE T, /7w bDIFEA TCP/UDP R— b %& 0 H 5 65535 DFET

BELET.

Service Type
(Extended/Named M d+)

Y—ECRDOBEEIRLE T, IPAYRICEENS Service Type 7« — /)L RITH T 2—HEHEODRDY 5D HETT,
fefel. #NENTEGHI—TREAFEA L TVE T, Y—EXDREELERE. BUEKRELTVET,
IPDSCP - /84w ~ D DSCP fB&IL—ILEBBELE T, DSCP &, IP N Z®D [Service Typel #2077 wv D EAI6 B b
ELTEEINE Y, THUEF TV aVERETHY . 0-63 DB TANILEY, IPDSCP &, TIVEAT U AZ1—hH5
DSCPF+—T— KD 1 DEBEIRLET, [Other] 773 E&IRG BE DSCPIEEANT BTF R MRy 7 AHNTRE
n£d,
« IPPrecedence - /X FRID TP Precedence] I,
TNEY, TP Precedence] &I, 0-7 DEITT,
- IPTOS-/87w FADIPTOS 7 1 —)U Kl IP Ny ZD [ServiceTypel 777y bD28EY FELTEEINE T,
TOSMask @ 0 v bE. TOSBitsfBICHITHE Y bDAIBRSRL. /N7y D IPTOS 74 —)U REHEBITEREINE T,
BFZIE Ev b7 (EY b T7IEFERBICEETY,) E5ZRELEIPTOSEEZF VI L. Ev M1 &5 U 7T 58I
&, TOS Ew & la0) & TOS Mask 00 AR LET,
- TOS Bits - ZDfEl&. 00-FF FTD 16 T, /N7y bDTOS 71—V FADE Y bHT
EHE—HTHENRETT,
- TOS Mask - ZDElE 00-FF £ CTD 16 EEHRT. XAV EEXRLET,

IP~\wAD [ServiceTypel A7 7v FOEMIEY M&LTESE

CTASNLI 2D 16

Iy FRD IPTOS 74 —JU R E LT 57cdh

ICERETN2 Y MIBZEELE Y,
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MAC72+tZXar bkra—b) X+ (MACACL)

Wireless > ACL > MACACL X=a1—

TMAC ACLY 1&/37w Mo L GERMICEBE S NS IL—Ibty FTEBRENE T, /N7y bOYL—IVDYIIEZEICER LIS, IBEDIL—ILE)
fE (Permit (FFA]) F7cld Deny (IEF)) ARITEINESOIL—ILTIEF v 7 ENELBYET, £9 MACACL ZVERL L. Z 1 MAC ACL JL—
JLEEY Y TET, MACACL DJL—/bid TMAC ACLRule) B L CIER. HESNET,

1. Wireless>ACL>MACACLDIRICAZ2—%7 ) vy L. UTOEEEZFRRLET,

Wireless » ACL » MAC ACL o 0

A AC ACL consists of a set of rules which are matched sequentially against a packet, When a packet meets the match criteriz of a rule, the
specified rule action (PermitfDeny) iz taken and the additional rules are not checked for a match, Rules for the MAC ACL are specified/created
using the MAC ACL Rule Configuration menu,

MAC ACL

Show entries [Right click on record to get more options] 9, |

| MAC ACL Namea G|

BIGARAC
CRAIGAAC
M AC

A ACA0

M ACakazaka

Showing 1 to 5 of 5 entries |.J First | Previous | 1 | Mext » || Last

5-63 MACACL B

2. TAddNewMACACL] RE>EZ 1w LET., BIED MACACL AiF&ET %3551&. TMACACLNames] DU MMbB T cUEFY Y
27— TEdit] 23R L. IL—ILERELE T,

MAC ACL Configuration °

MAC ACL Mame

5-64 MAC ACL Configuration EIE&

3. TJa—IVRIET—=2& AL, TSavel R22%7 1)y LET,
15H
MAC ACL Name MACACLEANDLET,

Slﬁl:l

A
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MACACL Jb—IVERE

Wireless > ACL > MACACL Rules X = 21—

MAC ACL Configuration TYERL LTz TMAC ACL] A{EAE L T. TMAC Access Control Lists] (MACACL) DJb—)LAERELEY, IL—ILORE IO
TRTKIERRENZEBIEEA Y ET, RulelD JL—JUID) | lAction (EHE) | Match Every (£—%0) | #RET 20ELHH Y ET, Match
Every] £ [Falsel ICERESNIZHZE. BMOF 72 3 v ERELE T,

1. Wireless > ACL>MACACLRules DJBICAZa21—%& 27w L. LTOEEZERLET,

Wireless » ACL » MAC ACL Rules (2 (o)

Use thiz page to configure the rules for the MAC Adccess Control Lists created uzing the MAC Access Control List Configuration page. What iz shown
an this page varies depending on the current step in the rule configuration process.

MAC ACL Rules HAC ACL List MaC M
Shaw entries [Right click on record to get more options] \ Qi\
Fule ID 3 | Action & | Match Ever &
1 CENY TRUE
Showing 1to 1 of 1 entres | First | Previous | 1 | Mext » || Last 4

5-65 MAC ACL Rules EimE

2. MACACLList] T TMACACL] TIERL LTz MACACL Z3#iR L. [AddNewRule] Ra>&V v o LET, BEHCEY ETO5NTWAIL—)LE
fRE&Ed 2%alE. TMACACLRules] DU R MdhdIb—)baay )y o— Thdit) Z#IRL, IL—ILERELE T,

~

MAC ACL Rule Configuration o
-
Ruls 1D [ ] Mememit-10
Action U Deny '® Permit
Assign Queue ID l:l [Range: O - 7]
Logging ' TRUE ® FALSE
fMatch Every " TRLE S FALSE
oS [ ] Mem=0-7

Source MAC |

Source MAC mask |

Destination MAC mazk |

Ethertype Key | User Value v

|
|
Destination # AC | ‘
|
|
1

Pustam Yalis [

5-66  MAC ACL Rule Configuration /&
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5% B

5 EARLANSR E

3. TAa—IVRIET—2%&ZASIL. TSave] Ra2%=Z0 1) v LET,

=[] HBA
Rule ID #FLWL [RuleID] % 1-10 DEHETASI L. Jb—ILERBT BIzHITERLET,
Action ToYavERRLET,

. Permit- ACL BEIGEET 2/ y bEIALE T,
- Deny-ACLE#ITBAET 2/\7 Y MEWELET,

Assign Queue ID

TDAPACLIV—IVITEET BHINTD/INT Y M EIIEY B8
LET, Fa—%HATHES (0-7) ZANLET,

lAction] | TPermit] Z#IRLIEHEICRRINE T,
ICEREND/N— R 7 147 LAF 1 —DHBIFEIEE

Logging

OVHREEITVET, [Truel ICRETHE. ACLIL—)VITHLTRIDEMICTEY FT,

Match Every

TOACL DEEIC—HT BT ER/INT Y MCERLET, [TruelEfcidlFalse ) #BIRLEY, [Truelld . IXTD/\T
bR L7e MACACL Ic—EL. I EIFERINETEERLE T, TDFE. TNTD/\Tw M L—)UIc—8
T B BMD—HEHFIERREINE LA, [False] ITRET B E. BIIDA 7T 3 v T—HEGEIBET DT EHNT
EFT,

CoS

CoSfE% 0-7 DEE TASILET, CoS (Class of Service) (&, BIEDEBREEXRITETT,

0HA—BIEC. 7 H—BEVEREERLET,

Source MAC

INT Y FORETAR— FDMAC T RLAZIEELE T,

Source MAC mask

WEITIGE LT BEY 21XET MACICEEET 5 MACKY RV ZANLE T, MACRRAZICIE TAIV A= T4+ —<v
FC IR & T0) ZERALEY, [F) IFEY POAFIvIENGEVTEER

L. EY MIBD 10) (&7 —42DZFDEY
MZEZSNIEEE L RITNEGESEWNT EER

Destination MAC

KL TWET, BTG T =< MME xooxexxxxxxxx T3,
INT Y NDFHR— D MAC 7 RLAEIBELE T,

Destination MAC Mask

REITSC T, BET 5585 MAC ICBET 5 MACR X7 EATILE T,

Ethertype Key

INT Y b D EtherType A D EtherType |IC—3 T 2B HH Y £, [ Appletalk ITARPJTIBM SNAITIPv4T1Pv6 JTIPXJTMPLS
multicastJ MPLS unicast] [NetBIOSJ Novell | TPPPoE | TRARP [User Value ) B 53R L £9, [User Value) Z3&IRT 3 &
AR B L EtherType (BZ AT AT EHTEE T,

Custom Value

[Ethertype Key] T lUserValuel ZI8E T 5 EFRRENET,




B8 BETERLANRE

DiffServ :2E

Wireless > DiffServ X = 1—
A bO—>o [DiffServ] (CDWTHRELE T,

DiffServ 75 X

Wireless > DiffServ > DiffServ Class X = 1—

AIEE TlE DiffServ 7 SAREER Y FLL I ZOREEITVE T, ERENIEHBEEICELD/ VY MET L2 JIEBENE T, 71 /L2 OE
EFISRTEYERINT T, £T. 77 AO—DULDOR Y FEHMELEZEE LTI,

1. Wireless > DiffServ > DiffServ Class DJBICAZ1—%7 ) v L, U TFOBEmERRLET,

Wireless » DiffSery » DiffSery Class o Q

Use thiz page to configure DiffSery Class and Match selector, Packets are filtered and processed based on defined criteria, The filtering criteria is
defined by a class. The configuration process begins with defining one or more match criteria for a class,

Diffserv Class

Show entres [Right click on record to get more options] a, |

‘ Class Name & | Class Type & | Class Layer 3 Protocol & |
Abd All 1P
EEE Al 1mia
testclass AlL P4

Showing 1to 3 of 3 entries || First | Prewious | 1 | Mext » || Last

5-67  DiffServ Class I

FAdd New Class] Ra>&D 1) w2 LET, BIED DiffServ Class ZiRET 515514, [DiffServ Class] DU R McHcI> M EGD v —
[Rename] ZZIRL. JL—ILERELET,

~

DiffSery:. Class Configuration o

Class Name ‘ ‘

Class Type ‘A” .‘

Class Layer 3 Protaocal ‘Ipwl "

5-68  DiffServ Class Configuration E[f
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B8 BETERLANGE

3. TAa—IVRIET—2%&ZASIL. TSave] Ra2%=Z0 1) v LET,

BH

iR

Class Name

DiffServ Class @& AJILE T,

Class Type

DiffServ Class #BEEZIEE LE I IREAR/N—RFTI T I TRAZAFTANRIFZTR—FLTVWET, Thud
INT Y b DO—BDTeHIC, 75 RIS L CERENRLG—HEEDT N IR ENZLENDH DT EEEHK
LET, TAI) & IXNTO—HEEDORENZXRLTVET,

Class Layer 3 Protocol

Class Layer 3 700 b JVEIEE L E T, IPv6 BEMTISEEIRAIEE T,

4, [DiffServClass] DU MTHBLT MIEAFY ) w2 L [Add Match Selector] %3&#R. Class Selector #1BML &9,

DiffSery Class Configuration °

Clazs Name

Class Type

Class Selector Any v

testolass

all

Class Layer 3 Protocol IPv4

Destination IP Address
Destination L4 Part

Any

IPDSCP

IF Precedence
IPTOS

Protacal
Reference Class
Source IP Address
Source L4 Port

Delete Reference Class

5-69 Diffserv Class Configuration - Class Selector EIE

HHE

i

Class Selector

BEV ZRAICEMTESITNCO—HEEZRLEY, UAMDS—HEELERUEMLE T, —BEELREDEIAR
ELTDEY T,

- Destination IP Address - /X5y FDFEIR— D IP 7 RLAHNT DT KL AT BHENH Y £, [Destination IP
Address | (. BXx%E% IP 77 KL X, [Destination IP Mask] (. 7w hRRIEASTILET,

- Destination Layer 4 Port - /X4 v @ TCP/UDP 3XE75R— M T DR — M—T 20EBHHVET, L4F—T—F&L
C [Other] TDomainl Techol TFTPJ TFTPDATAJ Thttp] TSMTPJ TSNMPJ TTELNET] ITFTP] TWWW] A 5EEIRLE T,
[Other) ##IRT DL BEIHNEFHFIN T Destination L4 Port Number| AERRENE T, GREPIAESEH : 0-65535)

< Any-IRTD/NT Y FHMEEY D AIC—HT B E BTN, BMANBRIIDEE ENE A,

- IPDSCP-/\7 v D DSCP %7 T AD—HEEITIEELE T, AZ21—H5 DSCP 24 TZFIRT BN, £lald—BHTt
% DSCPEZEASILE T, [Other) ZFRT DL, [IPDSCP Valuel BAERTEN. HAZLEEANT BT ENTEET,

- IPPrecedence- /N7y bD IPBREERE V2 AD—HEEICIEELE T, [0-7) OHEHETEEATILET,

< IPTOS-/N7y bDIPANY ZRDF—EXDEATEY &I S AD—HELEICIBELE Y, [ToSBits) (T, /7w FD
[ToS) RDE Y MI—ET 5 21D 16 EHEATILET, [ToSMaskl 1T, /37y D MIPToS) &LLET BzHIcfER
Thaty MIBxRELE T,

« Protocol- /N DL AV 47O NVHAERLIET O b ) UT—ET 2EHH ) £9, [Other] ZEIRLIZHEIE
[Protocol Other) (c 70O b JVBEE AT LE S, GRERIEESEH © 0-255)

« Reference Class - IRED Y S AR LTERI SR ELTEINEHTAHV S AZRRLET,

- Source IP Address - /X7 FDFEETTIP 7 RLART DT KL AT BHEHH Y FT, P Address| (xSt IP
7 KL TIPMask]) (e 72y bRZXVZANDLET,

- Source Layer 4 Port-/\ v b@D TCP/UDP (XETTR— M AT DAR— M—HITZ2HELNDH U T,

« JV=IVTEDC A MDS 4 F—T—REBIRLE T, [Other) B&IRLIZBEITEENEFH SN, [Source L4 Port
Other] AFRFENE T, /7w FIL—)UC—HTZI—YEED Port DEANLEY, GERETTAEEE : 0-65535)




BOE SEGERLANGE

5. [DiffServClass] DA McHBITY M U%EHFHZ v L [Match Criteria List] Z3IRY 5 &

% L fc Match Criteria ORBER LTI,

DiffServ. Class Configuration

Match Criteria

Values
Ay 0
Source L4 Part echo

5-70  Diffserv Class Configuration - Match Criteria B
DiffServ K1) > —

Wireless > DiffServ > DiffServ Policy * —a1—
AIEE Cld DiffServ 7 X% 1 DU EDKR ) 2 —RT7— b AV b EBEEMIFET,

1. Wireless > DiffServ > DiffServ Policy DIBIC A Za2—% 7 1) v L. UTOBEEAERRLET,

&= Security

F o o
L *

Wireless » DiffSerr » DiffSery Policy

From this page, we can add, rename and delete the DiffServy Policies, one or more classes are added to a policy.

DiffServ Policy

Shaw entries [Right click on record to get more options]

Maintenance

90

a,|

_PDHC:‘_SE[E}CtDK “ P_Dljci‘ _Tiﬁve

AAA
EEBE

test

Showing 1 to 3 of 3 entres || First

Add New DiffSery Policy

5-71  DiffServ Policy EBIHE

2. [Add New DiffServ Policy ] "2 >%&21) v LEY, BEFD DiffServ Policy A#R&E9 %354 1&. [DiffServ Policy] DA MIHB T AR

21) w2 — [Rename] Z&ERL. IL—ILZERELE T,

| Previous | 1 | Mext » || Last g

DiffSery Policy Configuration

Policy Name ‘ ‘

Policy Type ‘“—, v‘

5-72  DiffServ Policy Configuration EIE&
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B8 BETERLANGE

3. TAa—IVRIET—2%&ZASIL. TSave] Ra2%=Z0 1) v LET,

1B EA
Policy Name DiffServ Policy & AN LE T,
Policy Type DiffServ Policy T$8H1EE LE 9, FMAElaEER) > —214 7L lin) TY, Thid. 214 7HDABE NS TV Y
AThaTLAmRLTVET,

4. [DiffServ Policy] MR MHBIT> bU%EHFY ) w7 L TAdd Selected Class) GBfI). Remove Selected Class| (HIBR) #BIRT BE. FN
N, RUT—Hh5U 52BN BRI HTENTEET,

DiffServ Paolicy

Shuw entres [Right click on record to get more options]

| Policy Selector & Paolicy Type

Abk In

EEE In
# Rename

test In
El| add selected Class

Showing 1to 3 of 3 entries L | Fi i

= El| Remove Selected Class Gl plgiereryy 1 I

#| Delete

5-73  DiffServ Policy Bl

DiffServ KU ¥— 9 5 ARE
Wireless > DiffServ > DiffServ Policy Class Defination X — 1 —
RUD =T S REBEMIT T, TORI) V=TI AA VARV A B EERLE T,

1. Wireless > DiffServ > DiffServ Policy Class Defination DIBIC A Z1—% 27 1) vy L. LFOBEEZFRRLET,

Wireless » DiffSery » DiffSery Policy Class Defination o Q

From this page, we can configure the Policy &ttributes, The processing is defined by a policy's attributes, Policy attributes mav be defined on a per-
class instance basis, and it iz these attributes that are applied when a match occurs,

DiffServ Policy Class Defination

Shaw entries [Right click on record to get maore options] 9, |

‘ Policy Selector < | Member Class =]
hhd EEE
hA4 testolass
test testolass
Showing 1to 3 of 3 entries || First || .| Previous | 1 | Mext » || Last |

5-74  DiffServ Policy Class Defination [EIE

2. TPolicy Selector] MU R MBI bJZEGY ) wo— [Configure Attribute] &2 1w o LEREZEITVET,

DiffSery Policy Class Defination Configuration e
Policy Selectar .AAA v|
Paolicy Tvpe I v|
Member Class List .BEIEI v|
Policy Attribute Selector Assign Queus v|

Queue ID Value [Range: 0 - &]

5-75  DiffServ Policy Class Defination Configuration EE

3. TJA—IVRIET=2%ZANL, [Savel RE2>Z&T Uy LET,
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sgdj
il
]
Kt
ot

EH

i

Policy Selector

AVING S ANCEBENMIF 2R Y —EBRLET,

Policy Type

R)Y—2ATERRLET,

Member Class List

TR —RZITEEMT DA VNN T AEFEIRLET,

Policy Attribute Selector

CORIY=BA TR ENTVBINCOBMZERRLET, TIHH 1 DBRRIZDENTETT, BHEE
RETBfcdiciF. VAP SBEZEERLE T, BELKEDOEZEBIIUTDEY TI,

+ Assign Queue - CDRY Y=o Z XDy baEF 1 —ICHY B TET, [QueuelD Value) (C0-7 ZANLET,

« Drop-Drop Z#EIRT BHE. DRI —TZAD/I\Ty FHAEEINE T,

- Mark CoS-18%& L7z [Class of Service] F1—&SHEATIL. 8021p Ny ZDBLET « — U FITIEE Lz —EX
TIREENETONTWA NS T4 v A M) —LITHT 2/ bOIRTUIR—VZGITE T, (B—D2IF
TN MR TTE . BT IVVLAN D& 7%y Ml first £ f20& outer 802.1Q 2 4) /N7y EARRT DAY
REFSTWEWNEE. 1 DBAINE T, CoSfElE. 0-7 DEHMTT,

« MarkIPDSCP - RTLDTAT—T 4 VT T LAY MAREENSEIIC, Diffserv Ik > TIBED DSCPET< —7
TNEJ, DSCPEZHRET HHENDH Y LT,

« MarkIP Precedence - ¥ RT LD T+ T—FT 4 VI T LAY MIAREENSHIIC, Diffserv ICK > TIEED IP
Precedence fECY —2 ENEJ, IPPrecedence [BARET 2HBLH Y ET,

« Police Simple - ZORBUHFERL T, BEV ZADEDICNZ T4 v ORIV TAZA)WAERELEY, police I<
VROY U TIWERRTIE, B—DT—2L— NN AXEFEBLET, BELERD 2 DOBERHETES
TNET, BET BT —2L— ME1-4294967295 (Kops) TRENFT, ERT B/\—X 1 XE£1-128 KB) T
RENE T, [Police Simple] BmICIEULTOBELASH Y £,

- ColorMode - 17 —F— RHOKRRENE T, #IEAMEIS Color Blind T,

- Committed Rate : 1-1000000 Kbps DETIEELE T, DT T RADATINT Y FDREL— M EBERT B7z8(C
ERINET,

- Committed Burst Size : 1-200000 KB D CIBEL LT, BE T T4 vV DRABEIEELET,

- Conform Action
BELTWVWBERBRINBED/NT Y MIRHTB7 0 a v ERELET,

- Send- ({IHAE) TNS5D/NTy MME DiffServ ICK > TEBEINT IV RT LD T+ T—FT 4 VT I LA
>~ MTRMEENE T,

- Drop- TS5/ MIBEBICHEINE T,

« MarkIPDSCP-c5d/NTw bldE. Y AT LDT 4+ T—7 4 V7T LAY MUREENBFIIC,
DiffServe IT & > TIREZHD DSCPBICK — 7 ENE T, [Confirm Action Mark IP DSCP] ¢ DSCP % 3%
RTZBELDHIET,

 Mark IP Precedence - TNED/NT Y bE. Y AT LD T+ T—7T 4TI LAY MREETNBHEIIC,
DiffServe IZ & > TIREZHD IP Precedence fBICY — 7 ENE T, [Confirm IP Precedence Valuel T IP
Precedence & #IRT 2 ENH W F T,

- Violate Action
BWELTWRERBINGEWEED/\T Y NI B7 03V ERELET,

- Send- (FIEAME) NS5/ MEDiffServ ICE DTV AT LD T+ T—T 4 VT T LAY MIZEBEE
NFICEBEEINE T,

- Drop- 5D\ Ty MEIEBITHEINE Y,

« MarkIPDSCP- 2 oD/INTw bE. YATLDT 4+ T—T 4 V7T LAY MTREETNZHIIC,
DiffServe IZ K > TIREZHD DSCPBICT —2 ENE T, [Confirm Action Mark IP DSCP] TZ N &R
THERENDYET,

- Mark IP Precedence - TNED/\T Y bE, Y ATLDT+T—7T 1T T LAY MUREEINSHEIIC,
DiffServe IZ & > TIREZHD IP Precedence fBICR — 7 ENE T, [Confirm IP Precedence Valuel TZh

RN DRED DY E T,
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AP 77—LOx7D7v7T9L—F

BIROY FO—JE BETCHEBTVEARA Y MDY T Iz 7Ty I L—RTBTENTEET, &fe. VI XZIV bO—SFETHE
BRIV PO—JICBRBREINT7 VERARA Y bOT OIS LEZBHT DT ENTERT,

AP 77—Loxz7DEovaO—F

Maintenance > Firmware > AP Firmware Download > AP Firmware Download X =1 —

1. Maintenance > Firmware > AP Firmware Download > AP Firmware Download DIBIC A =2 —%27 v o L. U TFOEEHAERLET,

'ﬂ" Maintenance

Maintenance » Firmware = AP Firmware Download o °

It may

&P Firmware Download | AP Firmware Status

The Unified Wireless Controller can upgrade software on the APz that it manages. The Cluster Controller can update code on AP:s managed by peer
wireless contrallers.

AP Firmwware Download

Showy entries [Right click on record to get more options] | a, |

| Model Type 0_| Upgrade Type @  File Location & | AP Firmware MName 8 ‘ IP Address 9‘

Mo data available in table

Showing O to 0 of 0 entries | First || .] Previous || Next || Last

Add MNew Firmware

5-76 AP Firmware Download [EIE

2. [AddNew Firmware] Z=2 w27 L. UTOBEEEZRELET,

HE PR
Model (AP Type) AYVO—RETBAA—I A TE/ELET,
Upgrade Type Ty ITITL— R TEERLET,
External Devices lUpgrade Type] T USB &R Lz1BE. USB 1T H/zld USB2 Z#RL £ 9,
File Name lUpgrade Type] THTTP £/zl& TFTP &#IRLIcHE. 7V T L— 95771 IVDAF CEBEETF 32 XFUR) =
ANILET, 77 AIVOISRF Mtar] DATITHDRETY,
File Path lUpgrade Type] T TFTP Z#IRLTZIBE. 77 A IVIMREEIN TS TFTP H—/\D/ (R (96 XFLIRW) Z_ELF T,
IP Address TUpgrade Type) TTFTP ZZIRLTFE. TFIP T —/NDIP 7 FLAZ AN LE T,

3. fSave] 270w o L&Y,

7y 7AO—RLi77AVEBRY BIcE. T hUEHRY ) v L, [Upgradel Z&IRLET,
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AP 7 7 — L 7 DIKHEE

Maintenance > Firmware > AP Firmware Download > AP Firmware Status X = 1—
T7—LUTT7DATO— FORBER. KBE T Y 77 L— FICET2EREEETHTENTEETT,

Maintenance > Firmware > AP Firmware Download > AP Firmware Status DIBIC A —a2—%7 1) v o L. U TOBEEEEXRLET,

€4y Status = Wireless ® Network

'°° Maintenance

Maintenance » Firmware » AP Firmware Download » AP Firmware Status o e

AP Firmware Download | AP Firmware Status

This page displays the Code Download Status and Successz/Failure of the AP firmware upgrade process.

AP Firmware Status

Code Download Status

Status

Not Started

Download Count ]

Success Count

Failure Count

Abort Count

AP Firmware Status

Showr entries [This information is view only] a, |

| AP MAC

4] || Location & || Status & " Firmware Version & |

Showing 0 to 0 of

No data available in table

0 entries | First || .] Previous || Next . || Last J|

5-77 AP Firmware Status B

WToEEZERRLET,

HE

EH:I

]

Code Download Status

Status (Global)

LTV VCARA Y DTy T L— R 7O RORAERRLET,

Not Started - G0 > b O—ZEA T > O— R 7O R ERHB L TVE LA,

. Requested— TOVCARAY DY T D7) I A MARITENE LA, 2V bO—ZEEREEY7>yO—
F&ELTVEEA.

- Code Transfer in Progress - 4 > d— RFHATY,

- Failure- g XTDT7 I ARA > b THUO— RITERBLE LTz

« Aborted- 7O EARA Y MHTFIP F—/\D5YV 7 Uz 7E2O— FT5F1ICA T YO— RigRIEENE LTz,

- NVRAM-Update-in-Progress - A0 > O— RICHIILE Lz, 77 ZRARA > M Reset AR Y REEEFELE LT

« Success- INTDT T ELARA Y PHEROY bO—FITHEHE L TOET,

Download Count

ByoO—RUJIZAMEVBEEATY 7 MUz 70RO~ REFTOEEETDT 7 EARA Y MIHERRINE
9, AP Firmware Download] EE® [Managed AP] 74 —JURT TAI ZZIRLIHEIE. 47 O0—RFRUJI M
FIA LR T, B8O FO—SOBETICH ST VL ARA Y MIDAKREINE T, 1 B5HB7 v 7IL—REn
TWaHa, NI ERRINET,

Success Count

FLWITOISLDATYO— RICELIET 7 EARA Y hOEARTENET T, (EFLSHIF 0] ERRENTOET AN

TORARSA Y SDE T VA= FICHRINT 5 EICEMEMNML TWETT,

Failure Count

FLLWIOI S LR O— FICRBMULIET VEXARA Y bOBOBRTENES, 005RIL T, KBTI ZEITER
TWEET,

Abort Count

FLOWITOISLDZT Y O— RERIELET VEARA Y bOBEORTENET, 005BIL T, 47 v0—R%EH
LT BEISERTNELT,
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Ko
fri}

ELiE

AP Firmware Status

Status (per-AP)

TOCARA Y bTEICAIYO— RORREATYO— RFDY T Uz 7DN—Y 3 VHARRENE T, KT 7R
RA Y b [Status) WITIEUTDRAT— 2 ADNKRRENET,
- Requested - ZDT7 VL ARA Y MCA T Y O— FHFHEENTOVETH. 7V LARA Y EHNREDZ T Y O—
RO IV—TizWesd, £lEAT > O— FOBIAMEA SN TVE LA
- Code-Transfer-In-Progress - 777 T ARA > MMEV T b D27 DA O— Ra@MLE LTz,
- Failure-7 V7€ ARA Y MEFV T b DT DRI O— ROKKERSE LE LTz
- Aborted- 7V XRA Y ERTFIP H—/\H5Y T Uz 7EO— RT5F1CA T 00— RighiEEhE Lz,
- Waiting-For-APs-To-Download - 47> A— REZ D7 7L ARA > b TET L, D7 VL ZARA > bHA T
O— REERTTHDEREDTVET, Reset ARV NIETDRRETIET 7 L ARA Y MOEEINFE LA,
- NVRAM-Update-In-Progress - 47 > A— FICAZILE LTz, Reset AR Y FAAT I ARA > MTXEENE LTz
- Timed-Out- 777 T XRA > MMIFTEDKEAICERE Y FO—SIcEERLELATLT

AP MAC BIEINET77CARA EDOMACT RLRAZERRLET,
Location BEINETVERARA FOUBERRLET,
Status TIRARA Y bOREEARRILE T, 52D Status (per-AP) | ZBE L T fZELY,

Firmware Version

EBEENE TV EARA Y FORAEDT 7 — L7 N\—TV 3 Vv ERRLET,




F6E BELRXYIFI—IHRE

ZLOA—TE MECHBLIEELRETTR TIH. KREZEFR Y b7 —7 PEMEEB CIE. SE2> ha—50

WEY, AETIH. UTFICRLc—BMICERENBERREIC DV CREHL TVET,

Cl

ENNELT

HEBEE B!
IPE— FEE AV bO—ZCFERINS IP 7O IVDN—T 3V ERELE T,
LAN B7E IPv4/IPv6 v b7 —2 F®D LAN 3&7%E. IPv6 @A, DHCP F#IP 7 KL ADREGZRERTTVET,
VLAN 587 R—FVLAN, XILFVIAN T2y FREBREETVET,
W—F 4V IRE IPv4/IPV6 R 2T 1 v 7 IV—T 1 > T DREETVET,
QoS F|E QoS BIEEDREEITVNET,
QoS R —=&E LAN DEBEEEICEDVNT NS 70 v VDEBEEERELE T,

ZE=l xv hT—U O SPIRELEER L TV BRE L 1P OHEBOFIEEETL T LEL,

IP E— FE&E

Network > LAN > IP Mode X =1 —

AV FO—STHERIND P 7O LDON—=I 3 Vv EHRELET,
TEHEDICHRETBDHRELNHYVET, COE—RITEY, IPv4 /— R0 bO—SFZHBLTIPV6 T/\AM A EBETEET,

1. Network > LAN > IP Mode

Network = LAN » [P Mode

DIRICAZa—=%7) v o L. LTOEEZRRLET,

LAN ETIPv6 ZHR— b F2fdicld. O3> hA—S% IPvd/IPv6 E— K&

This page allows user to configure the IP protocol version to be used on the controller.In order to support IPvé on the LAN, you must set the

controller to be in IPvd / IPvé mode. This mode will allow [Pvd nodes to communicate with IPvé devices through this controller.

IP Mode

IP Mode

® IPvd Only IPvd & IPve

6-1 IP Mode [BIE

MPv4 Only F7zid NPv4&IPv6] ZZEIRLE T,

Savel RE &YW LET,
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LAN %7

IPv4 LAN 5%

Network > LAN > LAN Settings > IPv4 LAN Settings X —1—

FHAE ClE. 2> bA—>d DHCP (Dynamic Host Configuration Protocol) E— K& Nonel (7x L) ICEREENTWE Y, DHCP £— F%& DHCP ¥ —
JNETzld DHCP U L—ICERETEE I, [DHCP Mode | & TDHCP Server] ICERET A& O FA—Zl& WLAN F/zld LAN EDRX MTIP T R

LA —&EHTBHIz0HIT DHCP H—/\&E LTHEEL £ 9, Ffo. DHCP AR LT, DNS H—/\. WINS (Windows Internet Naming Service)

Y=/ BROTT7AHIV ST = b0 AICTT 57 FLRICMA. PCEZDMD LAN 731 RICTIP 7 RLRAZE|WHTBT EHNTEEXT, DHCP

Y=\ EMEBE. 2 FA—ZDIP7 FLRIEZLAN EWLAN 7 5472 bDe&dDT— b o247 FLAE L THEELE T, LANAD PCICIE.
COFIBTEREINDT FLAT=ILHS P 7 FLANEWEToNE T, §7—IL7 FLRIZLAN ETY FLADEEZEIT STzDICEID HT

AICT A M ENET,

2L DT T V=2 37Tl DHCP & TCP/IP BREDIEME TR TY, TEADX Y bT—2IH2RI0 PC%& DHCP H—/NIC LeWMBE. Fie
EFEF T2 PCORY FT—UHREZTTOHEICIE. DHCP £— R%& INone  ICERELE Y, DHCP U L—IE. xwv kT—72 £® DHCP —/\TH
BHID LAN T/3A A5 DHCP D1 — X IEME A T Do DICEAENE T, THUIFICEEI S 7> MIRIIBET,

DNS #—/\&ERT 2 U I WINS (Windows Internet Naming Service) H—/\ZERT 5T LETEF T, WINS F—/Ndk. DNS H—/\EEF
TEH. KRR MBOERDT=HIT NetBIOS 7O b DV EFERLET, DHCP 7 54 7> bH 5D DHCP ER A &EFA T ABc. O bO—Z1d DHCP
SREARICWINS H—/\DIP 7 FLAEEHET,

F/e. LANTDNS 7OF2EBMCTHTEONTEET, BMICT 2L, AV hO—FE INTODNSERITHLTCTOF> & LTEMEL, ISP
DDONS F—/NEBELET, BT DE. IRXTDDHCP 751472 bV ISPDDNSIP 7 RLAERMELE T,

1. Network > LAN > LAN Settings > IPv4 LAN Settings DJBICAZ1—% 7 ) v L. UTOEEmEFRRILET,

Network » LAN » LAN Settings » IPv4 LAN Settings o 0

IPvd LAM zettings | IPv6 LAW Sefttings | IPve Address Pools | IPve Prefix Length | Router Advertisement | advertizsement Prefixes

The LAN Configuration page allows you to configure the LAM interface of the controller including the DHCP Server which runs on it and Changes
here affect all devices connected to the controller's LAN switch and also wireless LAN clients. Mote that a change to the LAN IP Address will require

all LAM hosts to be in the same subnet and use the new address to access this GUL

LAM Settings

IP Address Setup

IP Address [192.188.101 |

Subnet Mask [295.295.255.0 |
DHCP Setup

DHCP fode |None v|

Default Route
Enable Default Route o

SHAT e

DMS Host Mame Mapping

I

LAN Proxy

heotivate DNS Proxy m

6-2  LAN Settings B (DHCP Mode &* None] D#HE)



BELGFRY T —UEE

Hetwork » LAN = LAM Settings » IPvd4 LAM Settings

IPve LAN Settings

)

IPvé LAN Settings | IPva Addres IPvé Prefix Length

Router sdvertisement

serment Prefizes

The LAM Configuration page allows yvou to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes
here affect all dewices connected to the controller's LAN switch and also wireless LAN clients. Note that a change to the LAN IP Address will require
all LAN hosts to be in the same subnet and use the new address to access this GUL

LAN Settings

IP Address Setup
IP Address

Subnet Mask
DHCP Setup
DHCP Mode
Default Gateway
Domain Mame

Lease Time

Configure DMS F WINS

6-3

[192.188.10.1 ‘

[255.255.285.0 ‘

‘ DHCP Server v ‘

\ |

[oLink ‘

[2¢ | (Ranes: 1- 262500 Hours
—Te

LAN Settings &I (DHCP Mode H* DHCP Server) DFE)

The LAN Configuration page allows wou to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes
here affect all dewices connected to the controller's LAN switch and also wireless LAN clients, Mote that a change to the LAN IP Address will require
all LAN hosts to be in the same subnet and use the new address to access this GUL

LAN Settings

IP Address Setup
IP Address

Subnet Mask

DHCP Setup
DHCPR Mode

Gateway

Default Route

6-4

[192.188.10.1 |

[295.295.235.0 |

| DHCP Relay A |

[0000 |

LAN Settings &I (DHCP Mode 5 [DHCP Relay) MDiH&

2. Ta—IVRIET—=2%ZANL. [Savel Rav&EI )y LET,

i=[=] | Bl
IP Address Setup
IP Address ROV PO—SD AN AV ETIT—ADIP 7 RLAAIEELE T,
Subnet Mask IRy FRAVEIBELE T, #EAEIE [255.255.255.01 TT,
DHCP Setup
DHCP Mode DHCP E— FEEELE T,

- None- > FE—ZM DHCP H—/\% LAN (X L TEICTLE T,

- DHCP Server- 0> FO—Zl&, DHCP AMEIET D7 RLAEFLT S LAN 7/ 1 X L. I8EAD IP 7
FLRABLUEMBERZEIW HTET,

- DHCPRelay-LAN ED DHCP 7 247>~k BEAY TRy MCHS DHCP H—/\HhS IP 7 KL —
AEWET AHEREZTMAZENTEET, UL—F— b4 ZIBELETT, TNICKU ANV A
TR DHPERETSE U L—F— A IP7 FLATELTT 7 L ARREGE T —/\ICESNE T,

Default Gateway

IDHCP Mode | A TDHCP Server ] DB &EICT 7+ IV N TF— b4 Z AN LET,

Domain Name

IDHCP Mode] A\ TDHCP Server] MIZE. RAA >2EANLET,

Lease Time TIATYMCTIPT7 RLRE)—RT 5850 B) ZI/BELE T,
Configure DNS / WINS DNS/WINS ZBZhE faldEmmic LK,
Primary DNS Server TIARUDNSH—/\DIP 7 FLREIBELET,
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EH

A

Secondary DNS Server

THYAZ)DNS H—/\DIP 7 FLAZEBELE T,

WINS Server

(A7 3>) WINSH—/\DIP7 RLRAEIREELET,

Gateway

IDHCP Mode | £ ITDHCP Relay | DIBAIC L= — b4 D7 FLRAZEATILET,

Default Route

Enable Default Route

T 7 AV b)b— MEBEEERNE IS EMIC LE T, (ON (FB%)

Gateway lEnable Default Route | £ TONJ DIFE. ¥— DT+ IPT7 FLRAZANDLET,
Primary DNS Server lEnable Default Route] H* TONJ D&, DNS H—/\D IP 77 L XZ AT LE T,
Secondary DNS Server [Enable Default Route ] AN TONJ D#BE. €AV 2 DNSH—/\DIP 7 KL AEASILET,
SNAT SNAT (Source Network Address Translation) ZB¥h& foldEINIC LE T, EAD LAN X v kT —72IC VLAN %55
ELTWT, KETY —REF VI VT FLREERT 2 NAT DR ETHSHEICENLET,
DNS Host Name Mapping
Host Name DNS KRR baZ ASILE T,
IP Address DNSRX bDIP 7 RLAZEASILET,

LAN Proxy

Active DNS Proxy

TODLAN D DNS 7OF > =B E I EEMLE T,
« ON-O¥ hO—FlE TANTODNS ERITHT 2 TOFT & LTEMEL. ISP D DNS H—/ V& @ELET.
TRTDDHCP 7 547> ME. DNS TOFIHARITENTLS IP (Y XT LD LANIP) &E—#El. TS
AR/ 2HhYZUDDNSIP ZRELET,
« OFF-gARTDODHCP 7547 > FADNS 7O+ IP 7 RLAZBRWZISPODNS IP 7 FLAZRELE T,

FHREE TEEO—)LA—/\) E— FOBRICFICRICIBEE T, FIZIE ZFEHEAD DNS T—/\HEEDHE.
U2 IBEICELY DNS H—/\N\DT 7 L ADNRAEEICGEDDE LNEEA. LHL.DNS 7O+ DNENTHS L
247 MIBERZAY PO—ZITHLTIT O CEDTEE T, T LT IBEICT VT« T73EHD DNS H—/\
lcZNSDERZEXELE T,




F6E SELZXRYNTI—TURE

IPv6 LAN 5&7E

Network > IPv6> LAN Setting> IPv6 LAN Settings X —1—

IPv6 £— FClE. LAN DHCP ¥ —/\i& (IPv4 £— R EEIRIC) FIHBE TR T, DHCPVE T —/NIE LAN ICBIW HTE5NTWA IPVv6 LT 1 v 7 X

EEFERALTEREHRT FLAT—ILH5 IPv6 7 FL A& G LE T,

O> bO—20 IPv6 LAN 77 B L X DJERENS [fec0:11 TY ., SHEADRY bT—VDBHICEDNT, D128y bDIPV6 7 FLAZEET %
TENTEEY, AV PO—JITLANREZEERT HMD T+ —ILRIZE. LT v I RAEDRBHYET, IPvo 2y bT—7 (H T2y M) 7L

TA I AEMINDT FLADRRE Y ML IFESNE T, FHMEF 64 £ FRETY,

Y RT—=TRADITNTDRA MEPVE 7 FLAITHBEDRIBE Y FER>TVET, 2y N T—77 RLADHEDRRE Y ~ESIETL T v

TART A —IVRICK > TREENE T,

1. Network > IPv6 > LAN Settings > IPv6 LAN Settings DJEICA Za2—% 7 ) v/ L. UTOBEEEZFRRLET,

B Network 2 Security £¥® Maintenance

Network » LAN

= LAN Settings » [IPv6 LAN Settings o Q

IPv6 Mode is not enabled

IPv4 LAN Settings | IPv6 LAN Settings | IPv6 Address Pools | IPv6 Prefix Length | Router Advertisement | Advertisement Prefixes

This page allows

user to IPvé related LAN configurations.The IPvé address is 128 bits, with a default &4 bit prefix that defines the network and is

common among all LAN hosts. Changes here affect all devices connected to the controller’s LAN switch. Note that a change to the defaul LAN [P

address will req

uire all LAN hosts to be in the same network prefix and use the new address to access this GUIL.

IPv6 LAN Settings

LAN TCP/IP Setup

IPvé Address |feuD 1
1Pt Prefix Length [Range: 0 - 128]
DHCPvé
Status m
Mode ® Stateless Stateful
Domain Name |:'Iir!k..|:om |
Server Preference [Range: 0 - 255]
DNS Servers | Use DNS Proxy v |
Lease / Rebind Time [Range: 0 - 604800] Seconds
Prefix Delegation ﬁ OFF

6-5  IPv6 LAN Settings [EIH

2. P71 —IVF(

CF—AEANLET.
|

1EE B!
LAN TCP/IP Setup
IPv6 Address SO FO—ZD LANIPVe 7 KL AEIRELE T,
IPv6 Prefix Length Pv6 v b T—2 (7Y M) L T70v I REMENDT FLADRIRE Y MCKUBEEEINE T, XV FT—7A

DITRTDORA ML, IPv6 7 FLRICEICRIAE Y b EE>TWET, xv b T7—27 RLADOEEDOREBE v FESIE
TLT74v I ARET7 4 —IVRICK>THREINE T,

DHCPv6

Status | DHCPv6 ZBIICT Blcid, TONJ (I BRE T, HBETIEENTT.
DHCPV6 HE%) (ON) DiF&
Mode H— b TAIH UBAT KL RERUST R ERLET,

. Stateless- 77 KL AD&Y HTIT)—2D@AFERBLET, DHCPv6 7247 LY bAO—F %8
9 B1cIT IPv6 RADVD 78 k J)UAERICENE T,
. Stateful - ISP THJABIAE. DHCPVE F—/\Hh'5 IPv6 7 KL AEER LE Y,

Domain Name

DHCPV6 T —/\D R AA > (F T2 3>) BEIRELET,

Server Preference

H—/\DELE (0-255) ZI_-ELE T, TDDHCP F—/N\DBFEE L NIV ERT edHICAT— b LA DHCP TEREINE
9. DHCPV6 7 5477 Mamb B MBRE@BZEF > T % DHCPve U=\ 2w 77 v TLE Y,
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BHH Bz
DNS Servers DHCPV6 7 24 7> MTDNS Y —/\DA 72 3 Vv &#RL £,
- Use DNSProxy - ZMD LAN D DNS 7OF 2 ABMICLE T, BHICTSHE. O FA—ZIE TN TD DNS EK|T
WEBHTOFELTEEL, ISPDODNS H—/NEBELET .
- UseBelow - RIBEABIRT H&. A7 4 — /U RITK< 74X &4H>421) DNS B —/\DREH DHCPVE 7 =
A7 ML TERINE T,
Primary DNS Server | 754U DNSH—/\DIP 7 RLRAEANDLE T,
Secondary DNS Server | 24> 4 1) DNS H—/ XD IP 7 FLXZ ALK,
Lease /Rebind Time |IP 77 LXK ZA 7> MU —RENZHE #) Z8ELEF T,
Prefix Delegation TLT a0y REEREEBNEIFENICLET,

3. [Save] RE>&EZU YT LET,

IPv6 7 FLX7—IU

Network > IPv6> LAN Setting> IPv6 Address Pools/ IPv6 Prefix Length X — 21—
7=t TADDHCPV6 F—/\DMEHET B IP 7 R L ADEBEICIPv6 7)) 75— 3> (ERESR) T 71 v I RZEERELES . 75— 3>y L1y
7 A%EEAL T LAN EOMIDR Y T =0 7 N\A R L, BIVETT LT 1w 7 ABEHBD DHCP [E#RA BN T 2B BB CEF T,

1. Network > LAN > LAN Settings > IPv6 Address Pools DJBICAZ1—% 27 1) v o L. LTFOBEEEZFRRLET,

2 Security £¥* Maintenance

Metwork » LAN » LAM Settings » IPv6 Address Pools e 0

IPv4 LAN Settings | IPv6 LAN Settings | IPv6 Address Pools | IPve Prefix Length | Router Advertisement | Advertisement Prefixes

This Page allow user to create/add/delete/edit Address Pools List for IPvé configuration.

IPvé Address Pools List

Show entries [Right click row to see more options] Q, ‘

| Start Address

't " End Address @._‘

Showing 0 to 0 of 0 entries |.| First

Mo data available in table

| Previous || Next , || Last ,|

Add New Address Pool

6-6  IPv6 Address Pools List B
2. [AddNew Address Pool] RZ>&E7 1w LEY,

IPv6y Address Pools Configuration °

6-7  IPv6 Address Pools Configuration [EIH

Start IPvé Address ‘ |
End IPv6 Address: \ |

Prefix Length

I:I [Range: 0 - 128]

3. BRDIPV6 7 FL AL RDIPVE 7 FLA BLKUTL T4 vV AREANILET,

4. [Save] RE>EIU YT LET,




F6E SELZXRYNTI—TURE

5.

6.

7.

Network = LAN » LAN Setti > IPv6 Prefix L h
work » E ings refix Lengtl Q g

IPv4 LAN Settings | IPv6 LAN Settings | IPvé Address Pools | IPvé Prefix Length | Router Advertisement | Advertisement Prefixes

This Page allow user to create/add/delete/edit Prefix Length List for IPvé configuration.
IPv6 Prefix Length List

Show entries [Right click row to see more options] a, ‘

Prefix Address < | Prefix Length =
No data available in table

Showing 0 to 0 of 0 entries |.J First || .| Previous | Mext 7 || Last

Add New Prefix Length

6-8  IPv6 Prefix Length List I

FAdd New Prefix Length) R2>%2 1) v L. UTFOBEEAFRRLET,

IPv6i Prefix Length Configuration °

Prefix |

Prefix Length I:I [Range: 0 - 128]

6-9  IPv6 Prefix Length Configuration B

Pv6e TL T 4w I RETLT 4 v ARZEASIL, [Save] R22VEI YT LET,
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IPv6 JL— 3 @%0

Network > LAN > LAN Settings > Router Advertisement X —1—

Jo—2BHIE LAN 7 547> D IPVADHCP B HTICBTWBEDT, IP7 FLABXUYR—bENZR Y b T—VIBREZITMITEED
ICREINET/NNARTH L, Y bO—FEZNSDEREE|VETET, )I/ 2L, IPv6 LAN DR 7 — b L ATGBEERREDTOHIT IPv6 X v
FI—0 TREBEENE T, OOV FO—JIIb—2BHT—EVERET BT & Lcto"(\?/Y(XCi\)b—QE%LCWLT LANZ 1w R LT,
JW—SBEHTINSD LAN R A MISELE T,

1. Network > LAN > LAN Settings > Router Advertisement DBICAZa1—%7 1) v 7 L. UTOEEERRLED,

AT —_ s C -
€3 Status Wireless B Network 8 Security £ Maintenance

Network » LAN » LAN Settings » Router Advertisement 0 @

IPv4 LAN Settings | IPvé LAN Settings | IPvé Address Pools | IPvé Prefix Length | Router Advertisement | Advertisement Prefixes

This page allows user to configure Router Advertizsement Daesmon (RADVD) related configurations.Router Advertisements are analogous to IPvd DHCP
assignments for LAN clients. With this the controller will perform stateless autoconfiguration of LAN nodes by assigning an IP address and supporting
network information to devices that are configured to accept such details. By configuring the Router Advertisement Daemon on this controller, the
device will listen on the LAN for router solicitations and respond to these LAN hosts with router advisements.

Router Advertisement

Router Advertisement Daemon Setup

Status m:]
Advertise Mode ® Unsolicited Multicast Unicast Only
Advertise Interval [Range: 10 - 1800]
RA Flags
Managed [_] OFF
Other m:]
Router Preference Low Medium ® High
MTU 1500 [Range: 1280 - 1500]
Router Lifetime 3600 Seconds

H I
g

Cancel

6-10  Router Advertisement [ElE]

2. TJA4—IVRIET—2%ZANDLET,

] | B9
Router Advertisement Daemon Setup
Status IPv6 LAN 2w b T =0 DAT— b L ABEREETAI T 2HIC RADVD UIBEBIMCLE T,
Advertise Mode BHE—FEZERLET,

- Unsolicited Multicast - )b—%3@850 (RA) ZIVFF+ A M T IV—FICFRBT 224 V2 71— ATEKELET,
+ Unicast Only - @& BIENID IPv6 77 KL AFEIFICHIBRLE T (RAGBIFID T L RICFIBT 54 > 32 7 T —AICH
LTDIEEETNET),

Advertise Interval I'Advertise Mode | A I'Unsolicited Multicast | D56, RABIERARE L LT, RADVD BN GIBEICERINSEM
gL, &/Ib— GZL%DF’eﬁBmtE—jUI/ ZBEHEPRDOBD T > 2 LIFEE TN ET, &/\D)L— 2 BHERRIE T DRED
1/3 T. #EAEIL 30 (] T

RA Flags
RA Flags LIRDZ7Z0M1 D, Fleldma &I Lb—285 RA) X ET BT ENTEET,

- Managed-7 RLRABHREICER/ XA7— F7)b7O IV EFEBLE,
- Other- 7_1'\7\ ME (7 RLRALSND) D ERBESREDEE/ A7 — M 7)L70O MV EFRALE T,

Router Preference 0> baO—20 RADVD AIBICEEE(T 1T SN TV BEEER Low/Medium/High 52K L EJ, LAN LD RADVD H
BWETINA ADDBBE. TOREISRICIIEE Y, FEHEE Highl TY,

MTU LAN MTUDBERI CEWZEIC. Xy T =002/ — RHARICMTUEEERT 5 I & A{RAET BIcDICRATEREINE T,
HIHBE(E 1500 T,
Router Lifetime IW—bDZAT724 L #) BBELET, #IHAEIL 3600 #) T,
3. T[Save] REVEV v LET,
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IPv6 BHIDTL T 1y IR

Network > LAN Setting > Advertisement Prefixes X — 1 —

BT LT 0w 7 RERICEREENIV—2BHICKY . OV FO—FWERAT—FLRAT FLABBRELARTIHHEERAMIASEZTEN
TEEY, I—2BHIIET TRy b TL T4y I ADU X SONEENTHY . THUCKY)b—21E Neighbor DIREE . RA MHOY bO—F &
BLUIICEFET A ESDOHBIEIT ST ENTEEXT,

1. Network > LAN Settings > Advertisement Prefix DIBIC A Z1—% 7 1) v o L. LTFOEEZFRRLET,

B Network o

Network » LAN » LAN Settings » Advertisement Prefixes o Q

s Radvd is not Enabled

1Pv4 LAN Settings

IPvé LAN Settings

IPvé Address Pools | IPvé Prefix Length | Router Advertisement | Advertisement Prefixes

This page allows user to configure IPvé prefixes which will be used while advertisement.The router advertisements configured with advertisement
prefixes allow this controller to inform hosts how to perform stateless address autoconfiguration. Router advertisements contain a list of subnet
prefixes that allow the controller to determine neighbors and whether the host is on the same link as the controller.

Advertisement Prefixes List

Show entries

[Right click row to see more options] | a, |

Prefix T¥ Ee

% " IPv6 Prefix & “ IPv6 Prefix Length & " Life Time & |

Showing 0 to 0 of 0 entries

Mo data available in table

|| First | Previous || Mext » || Last 4|

Add New Advertisement Prefixes

6-11  Advertisement Prefixes List [B|F]

2. TAdd New Advertisement Prefixes| RZ>&E2 1w o LET,

Advertisement Prefixes Configuration o

IPv6 Prefix Type
IPv6 Prefix
IPvé Prefix Length

Prefix Lifetime

L

'® Global /Local/ISATAP

[Range: 0 - 128]

[Range: 5 - 63536] Seconds

[ ]
[ ]

6-12  Advertisement Prefixes Configuration [EIE

3. Ja—ILRICT—2EANLET,

BHE G|
IPv6 Prefix Type TLT7av I RE2ATHFERLET,
IPv6 Prefix IPv6 v b —2 7 RLUAZIBELE T,
IPv6 Prefix Length IPv6 7L 74 v ARERELE T, 7 RLADRY NI —UED%ERERT HEGLIZT RLADHRTHMHDE Y
MEERTEEBETY,
Prefix Lifetime ERBOI bO—FHT LT a4 v 7 A FERTERREEZEELE T,

4. [Save] RE>EIUYI LET,
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LAN DHCP 5#7 IP

Network > LAN > LAN DHCP Reserved IPs X = 1—

O> A—2® DHCP % —/\Tl&. DHCP H—/\DFT—ZN=XIHF LT ZDT AT MBI ETONTWVWARY D=0 A4V B2 TT—AD
N=RTTT7T7RLREIPT RLRAZEEBMNT 5T ET. BARMICLAN EOO Y E1—RITTCP/IPREEENVHTEHI EHNTEET, DHCP H—/N
DNIZAT VIS I IRMNERETBHRITUEBIC. V74TV MDIN—FI2T7T7 FLRET—EAXR—AAIEET BN\~ FTT7T7 LR
DRAMEHEBELET, P77 RLAAT—ZR=—XHRDAE21—2FlE T /A RICBVHTENTWSE, ARAIAZXENZIP 7 FLAHEE
EEN. Z5TEWVWEEIE. IP7 RLAILDHCP =L S BEEMNICY 2147 > MTEIVHETENET,

1. Network > LAN > LAN DHCP Reserved IPs DJEICAZ2—%= 27 v o L, UTFOBEZFR-LET,

£ Maintenance

Network » LAN » LAN DHCP Reserved IPs (2 M=)

This page allows user to configure the reserved IP Addresses for the DHCP Server configuration.In order to ensure certain LAN devices always receive
the same IP address when DHCP is enabled on the LAN, bind the LAN device's MAC address to a preferred IP address. This IP address will only be
assigned to the matching MAC address.

LAN DHCP Reserved IPs List

Show entries [Right click row to see more options] a, ‘
MAC Addrgss i : IP Address -QJ
00:50:56:c0:00:08 192.168.1.18

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next || Last |

Add New DHCP Reserved IP

6-13  LAN DHCP Reserved IPs List [EBIHE

2. [Add New DHCP Reserved IP] RZ &S 1) w7 LET,

LAN DHCP Reserved IP Configurations °

IP Address \ |

MAC Address \ |

4

6-14  LAN DHCP Reserved IP Configuration [EI@E
3. FHERLIDIPTRLRAEZDIPT RLRICAIVETEISA4T7 Y FDOMACT RLAZASLET,

4. TSave] RavEI v LET,
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IGMP 3%

Network > LAN > IGMP Setup X = 21—

IGMP Snooping [ &Y. O FA—ZHEELZIGMP Xy b T—0 ST 4w oDy AVEAREICLET KR IVFFVY AN NS T v 0BT«
IWELT, TOAM)—LAEREETEHRAMDIHIEELET, TtUd. INTDLAN KX MAZDOIIVFF YA ST 0 v IV EBZIET S04
BOBEWRY FT=2IC BIZIEIPIV 7 T r—230h560) KEDRIVFF v A MM T4 v VDB RNSBEICRIIBE T, IGMP Snooping
EEMICTDE. AV FA—SH8% Y b T—T EDRIVFF Y AN ST 0 v VDEEFFHI LT, IRXTDLANKAMIT Sy R BT EAHIE
LEd., 7771 77 IGMP Snooping 1% IGMP 7O+ (c8lREN, AT bO—>CHBAREEGEY ET,

1. Network > LAN > IGMP Setup DJEICAZ21—%57 v L, LTFOEEmEFRRILET,

Network » LAN » IGMP Setup o @

The IGMP Proxy page allows the user to enable IGMP proxy on a LAN interface.This is known as active IGMP snooping, and lets the controller listen in
on IGMP network traffic. The controller filters multicast traffic through the controller and is used to prevent LAN hosts from receiving traffic from a
multicast group that they have not explicitly joined.

IGMP Setup

IGMP Setup

IGMP Proxy ﬂ:]
T

Allowed Network Addresses List

Shaw entries [Right click row to see more options] | q, |

work ress Sleel.e

192.168.20.0 24

Showing 1 to 1 of 1 entries |.J First | Previous | 1 | Next , || Last 4|

Add New Network Address

6-15  IGMP Setup [Ei@E
2. TIGMPProxy] % TONJITLC. TSavel RE>%Z 7w LET,
I kJDEM
1. TAdd New Network Address| RZ>%& 7 1) w7 LT, IVFFrYAMKETDIP Ry NT—TERA N RLAEERELET,

IGMP Configuration 0

Network Address |

Mask Length l:l [Range: 0 - 32]

6-16  IGMP Configuration [l
2. XY bMI=UT7RLRERRIEZASL, [Savel Ra2%ED 1) vy LET,
I Y DHIR

B9 277 KL AZHEY U w7 LT, TDelete] Z@RLE T, T2 HUDITNTCZHIRT 235518, SelectAll) ZF v %, Delete] 27 U
7LET,

IV hUORE
RETHT7NLRERY )Y LT, TEdit) &#FIRLET, FEE. [Savel R2&ET v LET,
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T VR7L—LODERE

Network > LAN > Jumbo Frame X = 1—

T R TL—LIE 1500 N1 FUEDRAO— REF DA —HZY T L—LTY, TOF T 3 HBENEHBELAN 7/\1 AT v VR T L—
LL— M CIBREZBT HTENTEET,

1. Network > LAN > Jumbo Frame DJBICA —a1—%7 v o L. UTFOEEEZRRILET,

Network = LAN » Jumbo Frame 0 @

This page allows user to enable/disable jumbo frames and set MTU for jumbe frames in the controller.Jumbo Frames option is available to exchange
traffic containing Jumbo Frames on Lan side Devices.

Jumbo Frame

Activate Jumbo Frames ﬂ:]
s

6-17  Jumbo Frame BIE
2. [Activate Jumbo Frames| & TONJ (CHIUEZX & T,

3. [Save] R2>V%=V)vILET,
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Y9790 5—2ay

Network > LAN > Link Aggregation X =1 —

Uo7 7T —2 3 E. BEDR— M EES LT DOILNEED T — 2/ T5 4V ERIER T BledIlcEREINE T, IV FA—2E o200

TI—TADTRTDR— &1 DDR—rEHFELET,

LACP (Link Aggregation Control Protocol) (&, 3> bA—2 & 8023ad AHR— Mg AHMDZ Y FT—0 7 /1\A ABITH A2 v 7ITREE N2

> 0xZDAVI— N 2ROIERINET, TOMENSET Bfcodicld. I bO—Sik. WESN) Y oDOR IV I~ 3 0 %HFAT 5

LACP IS EDB W E T,

Uo7 05— 2 R ERY BB YRR — M TIE 29 VLANT DFh TAccess Mode ] TERESN TV BREAH Y £, Fie.
- Uo7 75— 3 ICEY 5 FRDREFEECEE A,

. LACP Port Mode : Active (Z8E7Ra])

« LACPESEZ A Z>% Short (1%) (ZEARA)

« LACP 24 L7 b :Short 3% (ZEARA)

« LACP 7)1 X Ls : MAC-Source-Dest (ZFERHA])

Network > LAN > Link Aggregation DJEICA Za2—% 7 ) vy L. UTOEEZZRKLET, [StaticMode] % TONJ ICT D& RAE2T v I E—
REMALEY, TOFF) 24 A+ v E—F (LACP) #ERLET, EIRE Save)] 27U v I LET,

3 Status Me £ Security £ yaintenance

Hetwork » LAHN = Link Aggregation o °

Link Aggregation groups(LAGs] allow wou to combine multiple full-duplex Ethernet links into a single logical link, Metwork dewices treat the
aggregation as if it were a single link, which increaszes fault tolerance and prowide load sharing.

Link Aggregation List

Static Mode
Mode

Link Aggregation List

Shnw entries [Right click on record to get more options] 9, |

| Hame O| Administrative Mode & | Member Ports e|

Mo data available in table

Showdng 0 to 0 of 0 entries |.] First || .| Previous | Mext » || Last

Add New LAG

6-18  Link Aggregation List ]

I k)DEM
1. TAddNew LAG] RZ>%Z271)wv o LT, UTFTOBEEZFRRLET,

Link Aggregation Configuration e
MName
Administrative Mode OFF
#Member Ports port1 g
port2
port3

Lnarts

6-19  Link Aggregation Configuration &I
2. Ta—IbRIZT—=2%FASNL. [Save] Ra>&7 Uy LET,

HE Bz

Name REDAIEATILET,

Administrative Mode | € — K% [ONJ (B%h) £/zl& TOFF) (#3) ITLE T,

Member Ports SEICBMY BAR— b (1-4) ZERLE T, BEDR— FEERT BDIE TCTRLIZER L EEFER— 2T Uy I LET,

1 DOOmEBA V2T I —AEBRKRAEDA V2T I —REEEHONET,

IV bV ZHIRT 58, HIRT AT hUEHET w7 LT, IDelete] ZERLET,
IV hUDINTZHIRT 5551, [SelectAll] ZF v 7%, [Delete] 271w LET,
IV NI ERET S5, RETHI NI EEY Uy LT Thit) Z3IRLET, RER. [Savel R2>%Z7 v LET,
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VLAN 58

RAEDA—7)IVT )72y T =72 (VLAN) (&, THHEDRBNGZ LT A2 FTY, 1 DOYIBRY b T— 7 RITEBOIRI LIcmER Y N T—72
BEAERT BT EDATREICIR ) EILVIANIZ BB TO— R+ v X b FAS T E LAV 3T TR Y MCTINA X Z 08 LE T, VLANROD 7/ 31 XU,
=T 4 VI EFTITBRETEE T, VIAND—EDRRIF. KELTO—FF v A+ FAMYTHD, REOREZZHRP@ZNEIT 2 ETT,

EIRD> bO—ZE MEBER— DS (N DS T4 v 75D LAN D SBEETE S K S, BEHED VLANID & LAN R— MBI H TS VLAN
WEEE R LE T VLAN T 4 L2 Y Y JIE KIREG R Y FT—71EH 2T\ A ADTO— RF v X by b EFIRY 2 FITRICIEE T,

VLAN D{ER%

Network > VLAN > VLAN Settings X =1 —
VLAN ZERk L& 9. VLAN OFERE. RICR—I%FEAL T VLAN D28, iBE. BLUHRNTEET,

IV DER
1. Network > VLAN > VLAN Settings DJEIC A —21—%7 v o L, UTOBEBEAEFRTLET,

Hetwork = VLAN » VLAN Settings o o

The controller supports wirtual network isolation on the LAN with the use of WL&MNs. LAN devices can be configured to communicate in 3 subnetwork
defined by WLAM identifiers,

WLAN List

Shaw entries [Right click on record to get more options] | &, |

| Mame G| WLAN I & | WLAM Type & IP Address & Subnet Mask & Captive Portal &  Authentication Server e|

Default 1 WLAN (L3 172,161,223 255,255,255.0 Free Mone

WLAR 3 WLAN [L3] 192.168.10.1 265,266,266.0 Free Mone

Showing 1 to 2 of 2 entries | First | Previous | 1 | Mext ; || Last »

6-20  VLAN List EH
2. TAddNewVLAN] R2>%=7 1) vy LET,

VLAN Configuration °

YLAN D [ ] mefaul 1, Renge: 2- 093]

Name ‘

VLAN Type ® VLAN (L3) WLAN [without IP interface)

Activate Inter VLAN Routing OFF

Captive Portal Type ‘Free '|

Multd VIAN Subnet
IP 4ddress ‘ |

Subnet i ask ‘ |

DHCP

DHCP fMhade * None DHCP Server DHCP Relay

LAN Prosxy
Enable DMS Proxy OFF -

6-21  VLAN Configuration [EBIE
3. TAa—IVRIET—2%ZASIL, TSave] R22%=Z0 1) v LET,

HE Elis
VLAN ID AVLAN [CEBD ID (2-4093) Z#ASILE T,
Name AR VLAN OBEBDZIE AN LET, FildE. BINY 5RIEEEDH HMD VLAN & D VLAN Z EEICHRI TES LD
KT 2REDNDHIET,
VLAN Type VLAN Type % TVLAN (L3)J TVLAN (without IP interface) ] h'SEE LE T,
Activate InterVLAN VLAN X b D — 7 BDBEZFFAI & flFBE LE T,
Routing - ON-E7%4% VLAN OB EZFILE T,
- OFF-E7%% VLAN BED@EZEBA LE T,
Captive Portal Type FvTT A TR=2INDEATHELUTHSHEIRLET,
- [Free] TSLAJ TPermanent User] [Temporary User] [Billing User] TOAuth
TOAth) ZBEERLTiEEIE. OV A VICERT A7 b TONJ (L TLIREL,
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68 mELRRVNI—UHEE
TEH PR
MAC Bypass ['Captive Portal Type] A\ [Permanent User| D&, SSID T MAC /N1 /N AMBEE BN / EXNICERE L £ 9, [Configure
MAC Bypass List] &7 w0 d2dE. 7747 FOMACT RUADREBE@ICER LET,
Enable Redirect [Captive Portal Type] &\ TFree| LA DIFE. F v 77 4 TR—ZIVERAHEDIETE Web X—IN\DU LA LU B

/ENICRELE T,

URL

T TT 0 TR—=ZJIVI—FHERERIT) XA LT bEND Web X—J D URLEASILE T,

Authentication Server

['Captive Portal Type] A\ [Permanent User | D&, ERaEHT —/\D2 1 THZEIRL £, : Local User Database. Radius

Server, LDAP Server, POP3

Authentication Type

['Authentication Server] | IRadius Server | %33R L 2356 5832 1 7 (PAP. CHAP. MSCHAP, MSCHAPVv2) Z3&RL £,

Primary/Secondary/Third
LDAP Server

l'Authentication Server | A LDAP Server | D3g&. LDAP H—/\ZiEEL X T,

Captive Portal Profile

Choose Profile

Fv T TR=2)LDTOT 74 )% [Login Profile] TCustom Profile)] M™5S38ELE T,

Login Profile Name

TIWEIAZa—h5F v TT7 10 TR—
EER LE T,

ZIVEFEIRLE T, [CreateaProfilel Z2 ) w7 LT, riLWIO771Ib

Captive Portal SLA Profile

SLA Login Profile Name

|SLA Q4> 707 74)02%FRLET, [CreateaProfile] #71)wv o LT, FILWISOT7 71 )LEERLLE T,

Multi VLAN Subnet

IP Address RIVFVIAN DY T2y bDIP 7 RLAEANDLET,
Subnet Mask RIVFVLAN DY TRy bDIPH TRy FRAVEASILET,
DHCP
DHCP Mode DHCP tf—/ & fzld DHCP U L—&EBIE 2l dEMITLE T,
Domain Name VLAN D R AA 22 ASILET,
Default Gateway FRATBHLANDT— T TADIP 7 RLAZEAADLET,
Primary DNS Server EEHD DNS H—/\H LAN THIARIEECH 2HE. 7oA U DNSH—/\DIP 7 FLXEAALET,
Secondary DNS Server | &REEHD DNS H—/\H' LAN THIFEAIRE CH BHA. tHY AU DNS F—/\DIP 7 FLRZASLLET,
Lease Time BVHTENB P T FLADY =R 214 LZANDLET,
Relay Gateway [DHCP Mode ] H* TDHCP Relay] D&, UL—7— b7 24 D7 FLAZEASILET,

LAN Proxy

Enable DNS Proxy

[TONJ &2 U w2 LTDNS 7O+ B LET,

IV h)DEE

1. VIAN UX bHSRET 2 VAN ZEY w7 L, TEdit) 27w 7 LT, LTFOBEmEZRRLET,

VLAN Configuration

VLAN ID

Name

Activate InterV

Captive Portal

Multi VLAN Subnet

IP Address
Subnet Mask

DHCP
DHCP Mode

LAN Proxy

Enable DNS Proxy

1
Default
LAN Routing 0
Type Free T
1 168.1.1
®* Mone DHCP Server DHCP Relay

6-22  VLAN Configuration &

2. Ta—JUREREL.

I Y DHIER

Save| R =D )W LET,

RETIEWVLIAN T S U ZHBRLE T,

G

Hifg 2T hUEGI Uy LT, [Delete] ZFRLET, TV M UDINTCEHIRT 256

7LET,

VLAN ZHIBR T 20T, FBDA Y t—VIEFRRENE T, TDs. HIFRYT ZHiIIC

VIANDRETH D EADTHERL TS
&, TSelectAll] &#F T v o #. Delete] &7 1)w
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TIVFVLAN BTy b

Network > VLAN > VLAN Settings X =1 —

ZVLAN IZIE ARBICHBEL TV DRy F D=7 BICEBDIP 7 RLAEY TRy bEEVH TR ENTEFTVLANDA V2 —VLANL—7 1
VIDENTIEWVEE, VLAN F 7Ry MMk TOVLANISHIST 27 /A AEBIETES LAN EDxR Y T =07 RLADNREENE T,

FAEREEEILF VLAN Ty FDBRE L URSE
1. Network > VLAN > VLAN Settings DIE(C A —2—%7 v 7 L. UTOEEZHRRTLET,

Status

£ iaintenance

Hetwork » VLAN » YLAN Settings o e

The contraller supports wirtual network izalation on the LAN with the use of WLA&Ms, LAN devices can be configured to communicate in a subnetwork
defined by WLAMN identifiers,

WLARN List
Shaw entries [Right click on record to get maore options] | a, |
| Mame G| WLAN 1D 9| YIAN Type & | P Address & | Subnet Mask & | Captive Portal & | Authentication Server &
Default 1 WVLAN (L3] 172.16.1.223 265,266,266.0 Free Mone
WLAR 3 WLAN [L3] 192.168.10.1 265,266,266.0 Free Mone
Showing 1to 2 of 2 entries | First || ] Presious | 1 | Mext , || Last j

2. RIVFHTXRw b VLAN ZRET Bzolcid. VIANZEHRZ w2 LT TEdit) &7 U v o L&,

-

VLAN Configuration o
VLAN 1D 1
Name Default
Activate InterVLAN Routing f
Captive Portal Type | Free '|

Multi VLAN Subnet
IP Address [192.188.1.100 |

Subnet Mask |:55 2552550 |
DHCP

DHCP Mode * MNone DHCP Server DHCP Relay
LAN Proxy

Enable DNS Proxy m_f

6-24  VLAN Configuration [BE
3. MELGREARELT. [Savel Ra>zv vy LET,

) | 59
Multi VLAN Subnet
IP Address RIVFVIANS 72y bDIP 7 FLAZRELE T,
Subnet Mask RIVFVIAN F TRy bDOY TRy bRV ZFELE T,
DHCP
DHCP Mode VLAN @ DHCP E— RZ&EIRL K T,

« None-LAN LD Ea1—2HhAZT 1w IPT7 RLATHREINTWABEE, £/2ldpdD DHCP H—/\%{FH
TBHEIICHKRETNTWVBHEG, ARELEIRLET, BYD T4 — )V NSERTEELE T A
- DHCP Server-DHCP H—/\& L CERI Y bO—S%FEAT 51CIE. XREAFIRLET, BIDT 4 —)LFZEA

HLES,
- DHCPRelay - XZEZFEIRT B&. U L—7— b T T ABROIFIFATIDRETT,
Domain Name VLAN D R AA V2% AFILET,
Default Gateway (FF2a) FRLTWS LANIZBIRT— 7T ADIP 7 RLRAEASNILET,

Primary DNS Server (A7 a>) JEEHFD DNS —/\H VLAN THIBAIRECTH BHmE. T/ UDNSF—/\DIP 7 RLAZATILE T,
Secondary DNS Server | (F 72 3 >) B&EEHD DNS H#—/\H VLAN TRIFERIEE CH ZHBE. THY XU DNSH—/\DIP 7 FLAZANDLET,
Lease Time DHCP H—/\HhoRMET B IP 7 FLR%ZE DHCP 7 547 > OMERTESE® () ZANLET, U—X2A LOHRED
tnzo1cimdE. 77472 M LW —REERST B7zIC DHCP H—/\ICERZT X ELE T,
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EEE

=S B3
Relay Gateway TF—=bozAT7 RLAEASILET, TDHCP Mode] [T TDHCP Relay] #FIRL TWBHBEIC. TOX Y a3y TRREEE
NBHE—DRE/NTA—2TT,

LAN Proxy

Enable DNS Proxy CDLAN D DNS 7OF 2 ZBNEflFEmRNIT LE T, AEEEIL TBEHO—/LA—/\] E— FOBEITHICTRICIIBE T,
BIZ I, SEGEADODNS Y —N\HEGEZHBE. UV IBEICE DT DNS U—/\\DT7 VL AHRAREICEVET, L
L.DNS TAFIDEMCTHBHE VA7 Y MEEREEFIAY FO—SIATOTEDNTEFT, o I FA—FI&
IEZCT 7 7 « 158550 DNS — /T ZN O DEREXELE T,
< ON-RO> bO—Zld, INTODNS ERITH L TTAF & LTEMEL, ISP DDNS —/\EBELET,
FANTDDHCP 754 7> hE DNS TAFUHBRITENTWAS IP (VAT LD LANIP) &—fElc. TZ51<U/
TAHYAZIDDNSIP ZZELE T,

« OFF-9NTDDHCP 7 547> A DNS FOF 1P 7 L RAZEBRWNZISPDDNSIP 7 FLAZZELE T,

I bYDHIR
HIFfg 2T hUZEEY Y7 LT, [Delete] ZBIRLET, T2 hUDINTEHIRT 23551E. [Select Alll ZF = v 7%, [Delete] 27 1) v

L&D,

DHCP 7—)VERE
Network > VLAN > VLAN Settings X —1—
VLAN @ DHCP F— )L ERELE T,

1. VLAN Settings BiEm ¢ 'Add New Pool] #21Jwv o L&Y,

WLAN DHCP Pools WLAN 1D 1 'I

Show‘ o | entres [Right click on recard to get mare options] | a, |

Mo data available in table

Showing 0 to 0 of 0 entries |} First | Previous || Mext o || Last |

Add Mew Pool

6-25  VLAN Settings B

2. RIVFH TRy b VLAN ZiRET 2fcdicld. VIANZEY U w7 LT, TEdit) #7)v 7 LET,

DHCP Address Pool Configuration °

Start IP | |

End IP | |

6-26  DHCP Address Pool Configuration &I

3. RELGHREZHELTC. [Savel Ra>&T ) v LET,

BH SHEA
Start IP VLAN DHCP F—/LDBAIRT KL AZAFILE T, VLANICEBINT % DHCP 7 54 7> biE [StartIP) A5 TEnd IP) T
DEFED P 7 FLADEY HTHNET,
End IP VLAN DHCP F—/LD#ET7 FLAZAIILET, VLANICEBINT % DHCP 7 54 7> biE [StartIP) A5 TEnd IP) T
DEFED IP 7 FLADEY HToNET,
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R— I VLAN
Network > VLAN > Port VLAN X = 1 —

e O

—Z O VLAN tEEE BRI LIZEIC. VLAN [CBMT 5R— hERELET,

1. Network > VLAN > Port VLAN DJEIc A Za2—%= 27 w7 L, UTOBEZERRLET,

D) Status

Network » VLAN » Port VLAN o 0

This page allows user to configure the port VLANs. A user can choose ports and can add them into a YLAN.In order to tag all traffic through a specific
LAN port with a YLAN ID, you can associate a VLAN to a physical port. The VLAN Port table displays the port identifier, the mode setting for that port
and YLAN membership information. Go to the Available VLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

[Right click row to see more options] [a® |
Port Name ) " Mode 2 ” PVID &8 " VLAN Membership =] I
port1 Access 1 1

port2 Access 1 1

portd Access 1 1

partd Access 1 1

Showing 1 to 4 of 4 entries

6-27  Port VLANs List EIE

2. R—bhZEEZVyo LT [Hdit) 28R, UTOEEZRRLET,

Port VLAN Configuration e
Port Name Porti
Mode | Access v

PVID [Default: 1, Range: 2 - 4093]

6-28  Port VLAN Configuration [BIfE (Access)
Port VLAN Configuration 0
Port Name Portl
Mode | Interface A

Subnet Mask |

|
IP Address | |
|
|

Gateway |

Routing | OFF

6-29  Port VLAN Configuration Ei@E (Interface)
3. Model & PVID) ZZEELET,

5H Bkl
Access HDVIAN S ZDR— FERBELE T, R— M CERETHINCDT—2HA2 0 LEBRVET, 7V EAE— FDR—
PRI BN T4 v IEA =2y b T L—LICEMLTVE T,
General R— MMEII—PHEIRATEER VLAN £y bDAVNITED T EDNTEEXT, R— MEIVIANID ZEFDR2/FEX &2 UL
T—REFRZELET, R—M\DT—2N02 0L THBE. BEREHDPVIDNFUHTOSNET, R— MHLSEEFEINE
BICPVID ZFDITRTDORZIMNET—2IE. ZVWI EINET,
Trunk BICHIRY > U ICHhBEBDVAND ST 4 v 7 &ZEXRELE T R— FCERETE2INTDT— 2R T[T ENE T,
R—MIAATB2755 LT —2IER—FPVID=15FD7 7 4 /)b b VIAN ERREEEISNE G Ao THUSZTHELEBYET,
Interface AZYR7AVA YR T I—RXEREIRLET, FHTAVR2TI—ADIP 7 RLA 7%y b BROTF— oA/ 5EE
LEY,
4, [Save] R JvILET,
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MAC X—X VLAN

Network > VLAN > Advanced VLAN > MAC Based VLAN X = 1 —
INT Y MR TR E T AF ) 71« DZ IR TN 25858, 7/31 A&k MAC X—X VLAN 7—7UICdH Bi1xE7T MAC 77 K L ZITHI5d
BVLAN ICEES T LE T, 7—TIVC—ET BT b UDGEWNE. /Ty MMET/INA ZADEED VLAN DEIL— VDR EBZVE T,

AEEAEFERLT. MACIZTY MUEVIAN 7=y T LET,
FETMACT RLAE VLANID DIEEH. [HEFIY FO—SDITRNCOR— M AERBALTHEEINE T,

1. Network > VLAN > Advanced VLAN > MAC Based VLAN DJBIC A —a—% 27 v o L. U TFOEEEEXRRLET,

B Network

Network » VLAN » Advanced VLAN » MAC Based VLAN o @

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This MAC-VLAN page displays the currently configured MAC-based YLANs on this controller. It allows you to add a new MAC-based VLAN or delete or
modify a currently configured MAC-based VLAN.MAC-based VLANs allow all LAN traffic from a specified source MAC address to be classified into a
VLAN.

MAC Based VLAN

MAC Based VLAN Setup -
Activate MAC-based VLAN OFF

MAC Based VLAN List

Show entries [Right click row to see more options] ‘ aQ, |
| MAC Address %J[ VLAN ID .e " Port 8 I
No data available in table
Shawing 0 to 0 of 0 entries .| First || .| Previous || Next || Last 3|
6-30 MAC Based VLAN EE
2. [Activate MAC-based VLAN] % TONJ ICHIWEZ T, Save] Ra2>Z= 07w LET,
3. TAddNew MACBased VLAN] RZ>Z&2 1) w o L. LUTFOEBEmERRILET,
MAC Based VLAN Configuration °
MAC Address | |
VLAN [ ] Range:1-4098
Interface | Port1 v |

6-31  MAC Based VLAN Configuration EIE

4., TA4—JVRICT—=R2EANL. [Save] R2>%&o 1) vy LET,

1BE B!
MAC Address VLAN (BN 20 247> PO MAC T RLAZASTILET,
VLAN VLANID ZASILET,
Interface TR T AZ2—h5R—bEEIRLET,
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A VLAN

Network > VLAN > Advanced VLAN > Voice VLAN X = 1—

BB VIAN BEETIE. BB LIEREICEDWIBEE N 70 v I ZNMBT AT EDNTEEXT, TNCEKW. . BEET—EZD N Trv7lEay bO—
SDR— MERATBBICHEIENE T, BE VAN X, R—bDT—2 ST 0 v IEHZWNEEIC. IP EEDEERBEDHLH SHERITIREL
g@_o

VLAN DM BIRBEEEEIL. > 22— VLAN ST 0w VEBEFIIEFICEE, Ry NT—VICEFT 20247V MABEIVYR—% Y MIE

BNEHERRTERVLDICLET, IEEE 802.1P class-of service (CoS) Ok JLICE DLWz QoS 7Ok JWid nfEERT I a—1) v I HEFER L.
FRTEZHETCOAY MO—2D5DRY N T—V ST 4w 0 RBFELET, YVATLIE IPEFET—2OT7A—%HT Bzl R— &R
HLTBETA N 70y 7V OEETMACZFERALET,

FE VAN (FR— FEUTEDICENE T, A— ME—EIC 1 DOBE VAN [COHFBIMNT ST ENTEELT, B VLAN HEEIE AHAME TI& TOFF
(%) 1[E D2 TCVET,

1. Network > VLAN > Advanced VLAN > Voice VLAN DJBICA —a—%& 7 1) w2 L. UTOEEEHRRLE T,

Network » VLAN » Advanced VLAN » Voice VLAN 0 O

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This Yoice-VYLAN page displays the currently configured Voice YLANs on this contreller. It allows you to add a new Voice VLAN or delete or modify a
currently configured Voice VLAN. Voice YLANs allow all LAN VOIP traffic to be either classified into a VLAN, or have the priority of such traffic to be
elevated.

Voice VLAN

Voice VLAN Setup
Activate Voice VLAN | OFF

Voice VLAN List

Show entries [Right click row to see more options] @, |

[ port 5 | Mode & | vian ip 8 | Custom Datigq e
Porti vlan 1
Showing 1 to 1of 1 entries |} First || .| Previous | 1 | Next || Last g

Add New Voice VLAN

6-32  Voice VLAN EHE
2. [Activate Voice VLAN] & TONJ (CHIWEZ T, lSavel RZ>&E V1) v LET,

3. TAddNew Voice VLANJ REZ &2 w2y L. UTFOBEEARRLET,

Voice VLAN Configuration 0
Interface | Port1 v
Voice VLAN Mode ® VLAN - Dotlq

VLAN l:l [Range: 1 - 4096]

6-33  Voice VLAN Configuration [E/E

4., AVRTI—AEBEVIAN E— FEEIRLE T, & VLAN E— RITIFLLTOBENH YV £,

e Btz
VLAN A VLAN /N7y MEBU HTAEBICL > T—RICHBENE T, INTOEE NS 71 v 7lid R—bDT 74/ b
VLANID BN ETENBMDT—Z ST 4 v 7 EXBITHEHDITTDVLANID BNRESNE T, LH L. BEMS T4y
TED ST 4y U EXBILTEEENDDIFTIESD Y T8 A
Dotlq BET—RETOMD ST 4y I EXPT BT, VoIP TINA UL TETDVoIP h S T4 w7 LTRESNDS
INTGA=BTTMDIRNTD ST AV TG R— DT ITAIV N TSA A T HEHTENET, FIRT B & [Custom
Dotlq Value] Z1EEL %Y,

5. [Save] Ra>&7 v I LET,
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ZokajvA~A—X VLAN

Network > VLAN > Advanced VLAN > Protocol Based VLAN X = 1—

ORI =ZADVLAN Tl&. b Z 710 v ZIEVLAN [CEEEM 270 R DJVICEDVWTIRER— MEEBELCTT ) v IENE T, I—HEED/N
Ty b7 )b RIE BED/INT Y FORFED VLAN ICFIB T A0 E IO ERELE T, 2LDHBE. 7O DURN—=ZDVLAN IF. RV FT—07+
TAYMCBWTERDOTO LDV ERITLTVWRRA MEET 2V FUATERINE T, 295 LNNTY bDT 1 )LR )V TEERTFEERT S
fedIc7a kDR =AD VLAN ZERT BT ENTEE T, KR— =2 (IEEE802.1Q) F/cld 7O k ) RX—X VLAN #E87E LGN . FEME
TlE 2070w MEVLAN TICBIWYETENET, R— =X VLAN, 7O F U= VLAN, FhldmAEEZET S EICE2T. TD
FEAZRT DI ENTEET, 2UME/Tw ME BITIEEE802.1Q 22 (it > THMEE N, 7O DJLR—ZD VLAN ITIEEENF Ao

REOTO MU L. 78 DWAR=XVLAN ICR—hEEIVHTHE. 2070 N JVADR— FTRELZI7ELT7L—LAIE OO
IWR—=XDVIANID BB B TE5NET, D 7a b VEDKR— M TRELEZ27E LT L—AIKIEPVID ABIUHTSNET, k. (DT 7+
JU I PVID &7zid (2) TPort VLAN Configuration] EEZ A L TR— MIEIW BT PVID DWLWFNHTT, [Protocol Based VLAN Configuration ]
BEAFEALT. BIVHTA7OMIVE VAN ZREL. RICINSDRELFERT HR— b EEMLET,

IIW—TZERT B ET TARINN—ADVIAN ZEZELE T, FJ/L—TIE VLANID Z B L7 13 1 DEIRZER > TV 1 DM ED
TORVERZBGLIEDTE. KEHOR— b 2EEIENTELT,

1. Network > VLAN > Advanced VLAN > Protocol Based VLAN DJBIC A =2 —%2 ) w7 L. UTFOBEEERR-LET,

Metwork » VLAN » Advanced VLAN » Protocol Based VLAN o 0

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This Protocol-VLAN page displays the currently configured Protocol-based VLANs on this controller. It allows you to add a new Protocol-based VLAN or
delete or modify a currently configured Protocol-based YLAN.Protocol-based VLANs allow all LAN traffic with a specified ethertype (IP, ARP or IPX) to
be classified into a VLAN.

Protocol Based VLAN List

Protocol Based VLAN Setup
Activate Protocol Based VLAN | OFF

Protocol Based VLAN List
Show entries [Right click row to see more options] ‘ g, |

Port & | VLAN ID & | Protocol &8
Ho data available in table

Shaowing 0 to 0 of 0 entries

|} First | Previous || Next , || Last |
6-34  Protocol Based VLAN List EIE
2. [Activate Protocol Based VLAN] % TONJ ICHIWEZ T, [Savel] RE>&EV U YT LET,
3. TAdd New Protocol Based VLAN RaZ &7 1) w7 L. UTFOEEZFRRLET,
Protocol Based YILAN Configuration e

VLAN ID l:l [Range: 1 - 4096]

Group ID l:l [Range: 1 - 4096]

Group Name | |

Interface | Port1 A |

Protocol List ® p O IPX U ARP

6-35 Protocol Based VLAN Configuration &
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4, TA4—)VRITT—2%ZANL, [Save] R2>%Z= v LET,

185 Bils
VLAN ID TDT)V—FITEIY) BT VLANID (1-4096) ZI8E LT,
Group ID IIV—T=HR T HEBEEBELET,
Group Name (FT72a>) 7O TI—TIDICEY BT 2% (16 XFUR) ZANEIImELFT,
Interface JIV—TIGBNT 5142 71— A%EBRLET,
Protocol List TOVIV—7ICBEEEE 270V ERIRLE T,
#71V VLAN

Network > VLAN > Advanced VLAN > Double VLAN X =1 —

ATJVVLAN b2 VT TlE. 2y N T—0 8274 v I TCLEBDR T EFERTAHTENTEELT, BMDZ I ZFEETAHTET. A AR

B2y 7= (MAN) IZEWT. AAZIHDBEED 802.1Q FAA ITHEKTT ARRICERIDAZXZD VLAN SBRIFEFERIF L. HRZEEHR
THTENAREICEY XD,

CO2MEEDRTDEAZETSE. A=Y ER=XDMANIC T T 1w 7 EIXET BT 4k VLAN ID D A=A EHDE)T BB HEL 75
£9, ATIVVLAN bRV ITHBEEEHEG. A V27 T —ADSEEEINDITANTD/NT Y ME DVian 2 7HFIWETEN, A1 VZ2T71—R
TRETZINTO/NTY FDZIE (1 DU EDRTHEFEET BIEE) HiRENEd,

ANEEAEFALT. 1 DUEDR—FMZAZTIVVLAN 7 L— LD 7% FELETT,

1. Network > VLAN > Advanced VLAN > Double VLAN DJEIC A =2 —% 271 v o L. U TFOBEEAEERLET,

2 Security £ Maintenance

Network » VLAN » Advanced VLAN » Double VLAN 0 @

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This Double-VLAN page displays the status of Double VLAN Setting on this controller. It allows you to enable or disable the double VLANs.Enabling
double VLANs will force all LAN traffic to have two VLAN tags attached to them.

Double VLAN

Show entries [Right click row to see more options] a, |

| Interface & ” Ether Type & " Custom Tag & ‘
No data available in table

Showing 0 to 0 of 0 entries .| First | Previous

Add New Double VLAN

6-36  Double VLAN E&
2. [AddNew Double VLAN] RZ>&0 1) w o L. UTFOBEEmAEERRLED,

MNext ; || Last ,j

Double VLAN Configuration e

Ether Type * Dot1Q 2 vMAN 2 Custom

6-37  Double VLAN Configuration EIH

3. [EtherTypel & Dotlql TVMAN] ICustom] H53#IRLEF T, [Custom] ZZIRL72EEIE [Custom Tagl ZIBEL X T,
4. [Save] K>y LET,
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GVRP

Network > VLAN > Advanced VLAN > GVRP X = 1—

GVRP (GARP VLAN Registration Protocol) (. v bT—2 2> bO—SH, BLEITAY MBI 2% Y bT—2 7 /31 XT3 LT VLAN X~
Ny TIERELAAF Iy VICER (BLUOBRER) L. GMRP ZHR— b 2T U VI LANADIRTCDRY hT—2 1> bO—Z&FRLT
ZOBRELDOND Y NT—UADZRLEZRELET,

1. Network > VLAN > Advanced VLAN > GVRP DJEIC A =2 —% 7 v L. ITOBEmEmEZRTLET,

MNetwork » VLAN » Advanced VLAN » GVRP

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This GYRP page allows you to configure the GYRP protocol feature on the DWC-2000

GVRP

Activate GVRP ﬂ:]
e

6-38 GVRP EE

l'Activate GVRP] % TONJ (CHIWEZ T, lSave] R2>%&= 71w LET,
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=71 VITEE

RET AV I—ME 2y FT—=0T7NA XL T EBTERE Shic EEARAD) FERICOVWCERHILET, A27 1 v 7)b— MMENE
WOy b7 —0 TEYNCEMEL £, [Static Route] HBEKU Protocol-Binding) EWDS 2FEDA 2T 1 v 7 )L— AU KT,

AT 4w )= bTlE VA NKRY TOBRAZRET SHICTIP 7 RLAZEBLETA. 7AWV T 7 TE7O MOV EFERL
Y, RZTAVIIV—T 4 VJIERIY FA—ZERETHE. 24TV IIb—FTa 770V EFERETIC. OV bA—Z&/b—T 7
VO TINA ABD T — RERXAOREICLE T,

IPV4 R T4y 7IV—T 1 2 TDRE

Network > Routing > IPv4 Static Routes X~ 1—

B X271y 7Ib— D&M

1. Network > Routing > IPv4 Static Routes DIEICA Z2—%2 vy L. LTOEEZRRLET,

B Network

Network » Routing » IPv4 Static Routes o Q

This page shows the list of static routes configured on the controller. User can also add, delete and edit the configured routes.Use this page to
define static routes. Be sure to enter a destination address, subnet mask, gateway and metric for each configured static route. The Interface
dropdown menu will show all available configured wired interfaces on the controller as options.

Static Routes List

Show entries [Right click row to see more options] ‘ a, |

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next || Last }|

Add New Static Route

6-39  Static Route List EIE&

2. [Add New StaticRoute ] REZ V&2 1w L. UTFOBEEARRTLET,

Static Route Configuration o

Route Mame

LA =

Private [ et

Destination IP Address | |

IP Subnet Mask | |

Interface | LAN =VLAN T |
|

Gateway IP Address |

Metric l:l [Range: 2 -15]

6-40  Static Route Configuration [&/E
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3. Ta—IVRIET—R%ZASIL. [Savel Ra2%ET 1) v LET,

1HE Bt
Route Name AT 4w )b—rDEBEDOEMEATILET, &aild. BINY BRIEEDH B MDIL— b &ETD/L— M EREEIC

BRI CTEDELDICTDRENDHIET,

Active W= FDREEZE T U7 4 TILETeSIET U 74« T LE T,
« ON-RETFTAvIIb— b ET T4 MLLET,
« OFF-RB2T7T 1w o= EIETF V714 MELET,
Private ABZT A7 I— b ETZAR—=MUBELET,

« ON-ZABZFT14 w7 Ib— P MET AR~ TT,
« OFF-ZAZ T4 w7 Ib—MMETSAR—FTlaHY £ A,

Destination IP Address

AZT AW )b—bDXERIP T NLAZANILET,

IP Subnet Mask ABZT AT )b— DY TRy FRRAVEANDLET,
Interface INT Y NDREFRAVZT T —AEERLET,

Gateway IP Address

T=bOIAN—RDIPT FLAZANILET, chld. BRI bO—FDXT A KRY 77 RLATY,

Metric

IW— b DEBT 4 A2V AZEASNILET,

IPv6 A2 T 1 v 7Ib—T 14 VT DERE

Network > Routing > IPv6 Static Routes X =1 —

TDTINARICFETARAAT 4 v 7 )b— bEEBNTHE. 1 DDA VEATI—ADSRDA VAT I—RETD T T 1 v 7REOEREZEECE
£9, TOIY A= EDT /A B, REOEE BT 5/cODBEIFHY B A2T vV Ib—HREETNDE XY FT—
TDEENGHDHET. IV—MET I T4 TTEMETVET,

AZT w7 Ib—bDURXFTIE EBENFHTHERLIEDIV— FDARTEN, TORET 4 v 7= ML TREZIT O CENTEET,
Pv4 RZ2T A4y TIL—=hDIRXFEIPVERRT 4V 7 )b— DU R &, —BOFNERERLC T« —IL FEHRHBLET,

B IPV6 RZT A4 v TIV—T 4 VT DHRE

1. Network > Routing > IPv6 Static Routes DJEICA Z21—% 7 ) v L. LTFOBEZFRRLET,

€3 Status Wireless B Network 2 security £° Maintenance

Network » Routing » IPv6 Static Routes (2 (=)

This page shows a list of IPvé static routes added. A user can add, delete and edit the routes also.

IPv6 Static Routing List

Showr entries [Right click row to see more options] | a, ‘
\ Name G“ Destination & " Gateway & || Interface 9" Metric 9" Active & |
No data available in table
Showing 0 to 0 of 0 entries || First | Previous || Next _ || Last 4|
Add New IPv6 Static Route

6-41  IPv6 Static Routing List B
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F6E SEX

XY NT—UF"E

2. [Add New IPv6 Static Route] RZ>%&27 v o L. UTFOBEEREZRTLET,

IPvfi Static Routing Configuration 0
Route Wame | |
Active [ Tor
IPvé Destination | |
IPv6 Prefix Length [ ] 28]
Interface ® LAN
IPvé Gateway |
Metric l:l [Range

6-42  IPv6 Static Routing Configuration B
3. TJa—IVRIZT—2%FANL. TSave] Ra>&x7Uv o LET,

BHE B!
Route Name ABZTAv I Ib— rDEBEDZRMEZATILE T, BEild BT SEEMEDSHHMDAZT v IIV—hECDAZT VY
V= b ZBBICHRTEDLDICT ERENDYET,
Active V= bDREEET U T« THCEKTIFIET VT« TILLET,

« ON-RAT 4 v IIv—= b ETIT 4 L LET,
« OFF-XB2T7 v )b—b&ET7 VT« TMLLET,

IPv6 Destination

ABZT A7 IV—OFEFKIPV6 77 FLAZASILET,

IPv6 Prefix Length  [H 7% FEE&ETSIPV6 7 RLARD T L T4 v 7 Ay MIEIRELE D,
Interface ART A7 )Ib— MG 2EEI PO—2DA V271 —AERIRLET,
< LAN-EE O FO—SD LAN £2lE VLAN R— DR Z T 0w 7 )b— MR LE T,
IPv6 Gateway TR A M EelERY b T—=VICBETEST— I ITADIP 7 FLAZEELET,
Metric I— b DBEEERELE T, LA L TERDIL— FHAEELTVDEE. REEWVA N v IEFDIL— FHNER

D

REAT 4y T Ib— b DIREE / HIR
ABT A w7 )b— bDEME. RZ2T 17— b aiRET HHITE RETEIA2T v 7)b—hEHRY7 w7 LT, TEdit) Z#RLET,

ABT A w7 Ib— b ZBIRT 2. BRI 2R 2T 1 v 7)b—baH7 ) v LT, Delete] ZBRLET, RZT 4 v 7 )L—hDINT
ZHIRY 2581E. [Select Alll ZF = v 7%, [Delete] ZEIRLET,

AET 4w Ib— DOEMIE
BT BRAET v Ib—b%&EGY 1) w7 LT, TEnable] Z&RLET,




F6E SELZXRYNTI—TURE

QoS RE

BEDIY FEA—S Tl BYER— ML BRI SRy bT—7 LT\ bERET 2HICO 1 DULEDF 1 —TERINET T, ZLDHE.
R— b TSEIEROF 21— REEIN, I—TEBOEEICEDVTRED/ Ty hOMBD/ Ny b KU EBRENET T, /7y FDKR— FRDIXE
F1-IEHB%BE. NZNBTIREIF. F1—OREFHEPR— FDTOMDF1—ICEET DT v IV RBIKEFELE T, BET 248D
HBBA Iy bME ATV 1—IhFDF 1 —OFEEFFATHE CF1—ICRIFENE T, F1—D—HBEDE EERIT/T Y M ERRE
FRHANR=ADEW s, /Ny MMEOY bO—JICE > THEEINET,

QoS IE. UTIVEA LEDERENS/\Tw b &L BENFAREND/\T Y b EZEHRTEHIET. —BUED DY FRRIRRGXEEZRET 2HET
Fo UTIEALEDEREND/NT Y ME QoS ETR— T2y FT—7 T TRV ZRIFET, COREZERLT. *v T—7D
FTRTDERD QoS WIS CHAIUBEDH N ET, QOSHIGTH W/ —FHDGELLE 1 DEETHE Ry M T—T/NRITREGHEI Y. /Ty
FT7O—2FD/NT A =Y AMETFLET,

QoS B5%E

QoS BEEDFEICIE. XD 3 BEROFIELNH Y £,

1. QoS E—REBMILET,

2. BR—KT [MTrustMode] ZEHERLEFT, ((ER—bDDSCP & CoS DEFR] BHR)

3. DHCP £7cld CoSHREEEHRLF T, (IDSCPEFLEDHE] Ficld 1802.1p BEREDHKE] BH)

QoS E— FOE%E

Network > QoS > QoS Priority X —1—

BRI bO—FITHIT S QoS HEEEBMILET, BE XY FT—JIERA I T+— b FUNVBETERALET, TUEIRXTDI ST 1y
JIFRICBEEL DY WIThEZ A LU —(TXKMEENSOTREMD DS EEZBHERLET, BENRID L, INTDOI S T4 v 7IFFELCRE
ENBPIREED B Y T

QoS HEE CRBINIEBZERTET AIciE. FHEDRY NT—7 2T 0 v 7 7Z&ER LT HENNGEEEICR > CELIBUZ T, BEEE L ek
HireERALET. SEBORY FT—7IC QoS Z#RET DL, XY hT—VHEEESICFRITEDLDITAEY . FEIBEAD KL URENICE
WEY, ROV FA—SD AN KR—FT ST 0 v 7 DBENTFEEINDHBAEIC. FITRICIIEET,

QoS DHAlE. LAV 2&ElELAV3ITL—AICERATELY, Dfeth. LAV 2D CoSHEEfeld LA 3 D DSCP REZEAT 57t E
WAV PO—SEREIDHIENTERT,

Ffo, EEOY R O—Sik Ay O COSER (QoSH 57 1 v & DEREERT FsbICIEBEICERT %) DSCPBICT v 75
57281 CoS-to-DSCP < TR L £, TDIEEICT 7 2R BITIE. Network > QoS > QoS Priority DIEICA Za2—& 7 1) w7 L.

UTroEmERRLET,
B QoS E— FDFE
1. Network > QoS > QoS Priority DJEICA =1 —%2 U v o L. UTFOBEAERRLEY,

M Network

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings | Port Shaping Rate

Enabling Qo5 on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN ports.

LAN QoS

Activate QoS on LAN | oFF

6-43  LAN QoS EIH

2. [Activate QoSon LANJ Z TONJ (CHIWEZ T, Save] Ra>Z=o7 v LET,
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F6E gELGXVYNT—UEE

3. [Trust Mode Settings] 2 7% 71w LET,

B Network

Network = QoS = QoS Priority » Trust Mode Settings

@

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings

Port Shaping Rate

Enabling QoS on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN ports.

Trust Mode List

Show entries [Right click row to see more options] | a, ‘
Port 3| Classification

Port 1 cos

Port 2 Cos

Port 3 cos

Port 4 cos

Showing 1 to 4 of 4 entries |.J First | Previous | 1 | Next , || Last 4|

6-44  Trust Mode List [EIH&

4. [Trust Mode List] TR—r&EHZ v LT TEdit] Z2IRTBE. LTFOBEEARTEINEY,

-

Trust Mode Configuration e
LAN Port Port 1 v
Classify Using ® CoS O DSCP

i

6-45  Trust Mode Configuration E[H
5. TLANPort) TR— r&E%AS L. [Classify Using) T CoSJ Ffcld IDSCPJ ZER L £ T,
6. [Save] Ra>&VUYILET,

7. DSCP & CoS. BXUZTDBEEERET BIclE. [DSCPELEDRTE] Feld 1802.1p BEREDFHRE] ITEHET,
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FBER—PFDDSCP & CoS DER

Network > QoS > QoS Priority > Trust Mode Settings X — 1 —

R— T CoS. F/eld DSCP ##EIRL £ d, R— MIBEHSNREL TWVSIEE. LANKR—ME /Ty PADZDT 4 —)LRDEZF v LT,
ZDINT Y MR BBIRETHEZITVE T, DSCP H LU CoS DELZDIEE. TNSITHESITNBDEBEEIL. QoS D [802.1p Priority List] &
U TP DSCP List | R—I CHREINE T,

1. Network > QoS > QoS Priority > Trust Mode Settings DIBICA Za2—&2 7 v 7 L. UTOEEmAFRRLET,

B Network

Network » Qo5 » Qo5 Priority » Trust Mode Setti
s+ s i - @0
LAN QoS Priority | Trust mode Settings | 802.1p Priority | IP DSCP Settings | Port Shaping Rate
Enabling QoS on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN ports.
Trust Mode List
Shaw entries [Right click row to see more options] | a, |
Port Classification
Port 1 oS
Port 2 cos
Port 3 Cos
Port 4 Cos
Shawing 1 to 4 of 4 entries |.J First | Previous | 1 | Next » || Last ;|

6-46  Trust Mode List BIE

2. R—bEAYV Uy LT THit) Z8RT 2L UTOBRAIFRRENE T,

Trust Mode Configuration 0
LAN Port Port 1 v
Classify Using ® CoS ) DSCP

6-47  Trust Mode Configuration [E|F

3. [CoSI&feld DSCP) E— F&BRL. [Save] RA2>VEIUYI LET,

QoS E— FEBMIC LRI, RDEY Y 3V DFIEZEB LT DSCPEXU CoS IERAENZELBIELZRELE T,
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802.1p BEDRE

Network > QoS > QoS Priority > 802.1p Priority X Z 21—
QoS FET CoS IR LIz Ha. UTDOFIEAERLT. IP/N7y D CoS 74—V RICEBEEZRE LBV ETHTENTEETT,

1. Network > QoS > QoS Priority > 802.1p Priority DIBIC A 2 —% 7 v 7 L. UTFOBEEmERRLET,

Network » QoS » QoS Priority » 802 1p Priority 0 @

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings | Port Shaping Rate

Port CoS Mapping enables you to change the priority of the PCP value.Port Co5 Mapping enables you to assign the priority to the traffic for the CoS
value.

802.1p Priority List

Show entries [Right click row to see more options] | q, |
0 Low
1 Low
2 Low
3 Low
4 Low
5 Low
6 Low
i Low

Showing 1 to 8 of 8 entries

|| First ) Previous | 1 | Next , || Last ;|
6-48  802.1p Priority List EIT
BN P/ D CoS T4 — IV RITHISLTWET,
2. CoSTa—IbREGY YUY LT, TEit] Z#ERT 5L, LTFTOBEHSRRENET,
r2}02.1p Priority Configuration °
Priority 1
Queue Low v

6-49  802.1p Priority Configuration EIE

lQueue] VAT AZ2—T, BREZZERL. Save] R2>&2 v LET,
- Highest (&3

- Medium ()

- Low (&)

- Lowest (F{E)

BEEZMNET HIBMDE CoS 7« —/U T LTFIEZRUELET,
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DSCP B EDRE
Network > QoS > QoS Priority > IP DSCP Settings X —a1—

QoS E&E T DSCP z#IR LIz HBa. LUITOFIBAFER LT, IP/N7ry FD DSCP 74 — )b FICBHREAFRE LBV HTAHTENTEET,

1.

2.

3.

4.

Network > QoS > QoS Priority > IP DSCP Settings DJEICA Z2—%& 7 ) v L. LFOBEEZFRRLET,

Network » (oS » QoS Priority » IP DSCP Settings o °

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings | Port Shaping Rate

This page defines the map between the DSCP value in the packet and the associated priority it gets while traveling through the LAN switch.There
are four priority values (Lowest, Low, Medium, Highest)that can be choosen from.

IP DSCP List

Show entries [Right click row to see more options] |7Q|
W

0 Low

1 Low

73 Low

3 Lows

4 Low

5 Low

6 Low

7 Lows

8 Low

9 Low

Showing 1 to 10 of 64 entries

4 4 PHBENE
6-50 IP DSCP List [E|E

IDSCPJ ZHV 1w o LT, Thit] Z:&RT 2L UTOEEHSRTENE T,

-

IP. DSCP Configuration o

DsCp 1

Queue Low v

-

6-51  IP DSCP Configuration &

fQueue) FIVAT VA2 —TEBIEZERL. ISavel R2>&ET 1) v LET,
- Highest (&3)

- Medium (/)

- Low ({E)

- Lowest (&%)

BEEZNET HBMD DSCP 7 « —)b RDENZNUTH L TFIEZ#R VIR LE T,
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R—boz—EVIL—F
Network > QoS > QoS Priority > Port Shaping Rate X —1—
IRTDR— M, Tleld BER—MIA YR TI—ADYz—EVJL—baRELET, G7UV I LT, BIE6&RELET,

1. Network > QoS > QoS Priority > Port Shaping Rate DIBICAZ1—% 7 ) v o L. LTFOEEZFRRLET,

B Network

Network » QoS » QoS Priority » Port Shaping Rate o 0

IP DSCP Settings | Port Shaping Rate

LAN QoS Priority | Trust Mode Settings

B02.1p Priority

Set the Egress rate for the Ports on the LAN.Changes here affect the cumulative Bandwidth of the traffic that is egressed on the ports of LAN switch.

Port Shaping Rate List

Show entries [Right click row to see more options] a, |
Port O " Traffic Rate Percentage 2]
Port1 0

Port2 0

Port3 0

Portd 0

Showing 1 to 4 of 4 entries | First || | Previous | 1 | Next 3 || Last )|

6-52  Port Shaping Rate List I

2. REITBR—beHY7V v o LT, [’ ZBRT 5L UTOEBENERRENET,

-

Port Shaping Configuration e
Port Port1
Percentage (1] v

Save

A ’

6-53  Port Shaping Configuration [EIH

3. TIWEIUAZI—D5R— MBIV HTHEEEERL. [Save] Ra>ZI v LET,

BEE EA
Port R—brz—EVIL—FMEBETAHR— M EFRRLET,
Percentage R— M ETEERBEG NS 70 v VEDEREFRE LT T, RADGESIHROFIRIE. BED N> T 1 v V8mX
DHETRETLZ—HFNE T T4 v IN\—X N EEBLT DMROD 21D, IrxdNd bZ 70 v L— O]
FRENET,
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QoS KV —EE

QoS KU —TIE LAN DREEEICEDNTC IS T4 v IVDBEEERELE T, INEZEETDHER-MIHENEND ST v IICHELE
T, BEAEDERIFA—JLANT T4 v I DBEREICHETHT LICTERIEEL,

K —~—2Z QoS DRE
Network > QoS > QoS Policy > Policy Based QoS X —1—

1. Network > QoS > QoS Policy > Policy Based QoS DIBlc A Za2—% 27 v 7 L. UTOBEEEHRRLET,
© Mainten
Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management
The QoS Palicy allows you to configure the priority of the traffic based on the matching criteria on the LAN.Changes here affect the traffic that is
egressed on the ports of LAN switch. Note that a change to the priority can affect the priority of th egress traffic.
Policy Based QoS List
Show entries [Right click row to see more options] | a, |
Palicx Ngmﬁ ” Poligx Descr_iBtion g Prioritx 9
Mo data available in table
Showing 0 to 0 of 0 entries |.J First | Previous || Next _ || Last 4|
6-54  Policy Based QoS List B
2. TAdd New Policy Based QoS| A2 >z 1) v L. UTDOEEmERRLET,
Policy Based QoS Configuration e
Profile Name
Port Fort1 -
Port2
Port3 D
Port4 h
Profile Type | WLAN v |
VLAN [1 v
Priority | Highest v |
6-55  Policy Based QoS Configuration EIE&
3. TAa—IbRIET—=2%EASL, [Savel RE>&EI Uy LET,
HE Elis
Profile Name TA77AIVREEELE T,
Port R— b EBFRLET, [CTRL Z3R LD SEMDR— M eRIRT 2 LN TEET,
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HHE Ellis

Profile Type AIOT 7 IVOREEETERLET,
- VLAN
- Destination MAC Address GZ{E%t MAC 77 K LX)
- Source MAC Address GX{S7t MAC 77 KL R)
- Destination IP Address (X{5%¢ IP 7 KL X)
- Source IP Address GX{E7TIP 77 KL X)
- Destination TCP Port (X{S5% TCP 7/R— 1)
- Source TCP Port ({57t TCP R— )
- Destination UDP Port (3%{5%c UDP /R— k)
- Source UDP Port (%57t UDP R— )

VLAN [Profile Type A% TVLAN] DIBA. EHEBHD VAN BEEERLET,
MAC Address [Profile Type A% Destination MAC Address] E7zid Source MAC Address] DIiFE. MAC 7 FLXZANILE T,
IP Address [Profile Type H' [Destination IP Address ] & 7zl& Source IP Address| D&, IP 7 FLAEANILET,
L4 Port [Profile Type A% 'Source TCP Port]. Destination TCP Port . [Source UDP Port ] & 7zi& Destination UDP Port] D& R—
bESEANDLET,
Priority QoS IL—IVDBFEZFERLEY,
- Highest (&%3)
- High (&)
. Low (1K)

. Lowest (&)

70—~"—23Y FA—IVDERE

Network > QoS > QoS Policy > Flow Control X Z— 1 —

7O0—N—XD QoS KU Y—E, HEDT—EABDTHEFIRLET, CNZBEETSHER— MIENENBERBEHF T —ERXDI ST 4V
ICRELET,

1. Network > QoS > QoS Policy > Flow Control DBl A Za2—%7 ) v L. UTFOEEZFRRLET,

B Network 2 Security £* Maintenance

Network » QoS » QoS Policy » Flow Control 0 @

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

The Flow Based QoS Policy allows you to limit the Bandwidth for a particular service.Changes here affect the traffic of a configured service that is
egressed on the ports of LAN switch.

Flow-based Control List

Showr entries [Right click row to see more options] a, ‘
I Policy Name #] " Service 9" Bandwidth (Mbps) @ |

No data available in table

Showing 0 to 0 of 0 entries |.J First | Previous || Next » || Last ,f

Add New Flow-based Control QoS

6-56  Flow-based Control List B]F
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2. [Add New Flow-based Control QoSJ R&Z &2 1) wvo L. UTFOEEmEER-LET,

~

Flovr-based Control Configuration o

Profile Hame

Service

Bandwidth

Source IP Address

Destination IP Address |

|
| ANY v |
|
|

I:I [Range: 1 - 1000] Mbps

6-57  Flow-based Control Configuration [EE

3. Ta—IVRIET—=2%ZANL. [Savel RaVZEI v LET,

BHE

Biis

Profile Name

TO7 7 A AEIRELE T,

Service

ERAT 2T —EADRA T#ERLET,

Any. aim. bgp. bootp_client. bootp_server, cu-seeme udp. cu-seeme:tcp. dns:udp. dns:tcp. finger. ftp. http.
https. icmp. icq. imap2. imap3. irc. news. nfs. nntp. ping. pop3. pptp. rcmd. rea-audio. rexec. rlogin. rtelnet,
rtspitcp. rtspiudp. sftp. smtp. snmp:tcp. snmp:udp. snmp-traps:tcp. snmp-traps:udp. sql-net. ssh:tcp. ssh:udp.
strmworks. tacacs. telnet. tftp. rip. ike. shttpd. ipsec-udp-encap. ident. vddolive. ssh. sip:tcp. sip:udp. E7zl&

icmpvé
Source IP Address FETIP 7 RLAEBELET,
Destination IP Address REXIPT7 RLRAAEEBELET,

Bandwidth

BEDT —EX0HEZEHRLET,

B &) VoIP QoS MDFLE

Network > QoS > QoS Policy > Auto VoIP X~ 1—

BEEDE) HTDTeHIT QoS IV—ILZBILEY, INEZEFISHE LANICBITSSIP & H323 ST v U DBREICELT T,

1. Network > QoS > QoS Policy > Auto VolP DJBICAZ2—%& 27U v o L. ULTFOBEEZFRRLET,

B Network £ Security £° Maintenance

Hetwork = QoS5 = QoS Policy » Auto VolP

Policy Based QoS | Flow Control | Auto VolP | Queue Scheduler | Queue Management

)

Enables the QoS rule for prioritizing.Changes here affect the SIP and H.323 traffic priority in the LAN.

Auto VolP

Active Auto VolP

[T

6-58  Auto VolIP B

2. TActive Auto VolP] #BZNCLC. lSave)] RE2VHEZ 1) v L%,
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F1—-RHIV1—-SDHEE

Network > QoS > QoS Policy > Queue Scheduler X~ 1 —

HR— b LTWB7IL TN X sk TStrict) 8 KU T'Weighted Round Robin] (BEAHF 57> ROEY) DFHTY, 7/NA XE 2T

JVALEFALTN S T4 v 7 ZDBS 2L 517075 LENET,

1. Network > QoS > QoS Policy > Queue Scheduler 2 7DJBICAZ2—%& 7 ) v o L. LFOBEEZFRRLET,

B Network

Network » Qo5 » QoS Policy » Queue Scheduler e 0

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

The scheduling algorithm for the LAM switch can be configured here. The supported algorithms are strict and weighted round robin only.The device
will be programmed to handle the traffic using the algorithm cenfigured here.

Queue Scheduler

Scheduling Algorithm @ Strict ) Weighted Round Robin

6-59  Queue Scheduler BT

2. R Va—UrF7)b3d) XL (Strict EfzlE Weighted Round Robin) Z3#R LT, Save] R2>&2 071w LET,

Fa1—ER

Network > QoS > QoS Policy > Queue Management X —1—
BRI PO—STHEATNARADF 1 —8]7)LIY A LZRZRLET,

1. Network > QoS > Option QoS > Queue Management DJEICAZa2—& 7 v 7 L. UTOEEAZFRLET,

B Network

@
©

Network = QoS » QoS Policy » Queue Management

Policy Based QoS | Flow Control | Auto YoIP | Queue Scheduler | Queue Management

This page shows the current queue management algorithm that is used in the LAN switch.We currently do not support configuration of queue
management algorithm.

Queue Management

Queue Management "Tail Drop”

6-60 Queue Management [EIE
AT ZREEDOF1—BE7)IVI) X LEFRRLET,

F 0 — BT LI RLOREGEY K- LT,
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CoS & DSCP ¥—FV J DE/RE

Network > QoS > CoS DSCP Marking X Z 21—

DSCP AND CoS DR —7IFEER QS HETT, ThUckI. N7y bDLAFV 2D QoS 74—V EBL A 3D QoS 7+ —)b RITEHEN,
ERIV—525 V7w D DSCP 7« —Jb Kty MIEDWT QS REEITOTENTEET, DSCPAD CoS UR—0EBIE LIcE. FED CoS
MBI Uit DSCPEZRIRT 2 C D TEE T,

1. Network > QoS > CoS DSCP Marking DIBICAZ2—% 7 ) v L. UTOBEARRLET,

B Network

Metwork » QoS » CoS DSCP Marking o @

Remarking CoS to DSCP is an advanced QoS configuration, where the Layer 2 quality of service field is translated to a Layer 3 QoS field in the packet,
so that upstream controllers can make a QoS decision based on the DSCP field set in the packet.Once you enable CoS to DSCP marking by choosing the
check box, you can choose the appropriate value of the DSCP for a given CoS value.

CoS DSCP Marking List

CoS to DSCP Setup

Enable CoS to DSCP Marking ﬂ:]
s |

CoS DSCP Marking List

Shaw entries [Right click row to see more options] a, |
E{’é {.} DSCP Value & |

0 0

1 ]

2 16

3 24

4 32

5 40

6 48

7 56

Showing 1 to 8 of 8 entries |.J First || .| Previous | 1 | Mext , || Last |

6-61  CoS DSCP Marking List B

2. TEnable CoSand DSCP MarkingJ % TONJ IC LC. lSave) Ra>%& V1) vy LET,

3. [CoSI THZUwY LT, lhdit) ZERT B L. UTFOBEEIERTEINE T,

CoS DSCP Marking Configuration °
CoS [Range: 0 - 7]
DSCP | 8 v

L y

6-62  CoS DSCP Marking Configuration [EI&

4, CoS & DSCPREDRYEY YV DEEZEE L. [Save] Ra2>EI v I LET,

173



B8 XYM T=7DEF1)TAHE

BTE XY PFPI—90€F21VT14H]E

BRI NO-3E SEBORY NI -V DREZWERT 2D OMEEZE Y R—F LTWE T, KETIEUTO—MRNICFERINSt+2
U7 A BREIC DLW CEHBEL KT,

HEEE B
ToAT > DER T—AN—RICHDERT AT > OBN. fRE. HIFR. FEBSRETVET,
JIV—TDOEE A—YII—T TZOHPRII— IPRUT—DBI. RE. £IEHBRETVED,
a—HEE I—YOEM. fRE. KIFHIBREITVET,
FRNTHTY COFEROEE | S AT AT FOBI. RE. £RIEHBRETVED,
aJ4>7a774)b 1—Y0J4VERZEHDAZIAALET,
HNERSRAE FRE— I\ ERELE T,
RADIUS 7 H o744 |RADIUS 7 ATV T 40—/ \DT7O—/YVERE. RRETVWET, RESSD ICPWT T AT YT 0% O—
0—/VVERE INICEZ / ESNICIBRE S B Tzélc. [Accounting Mode ] ZfERLE T,
Facebook Wi-Fi 587 Facebook WiFi |& [facebook.com] &ER LIZERAAF v+ 77« TR—2IVAHZXLTY,
E-mail 32 E AV hO—=H5F ¥ TT7 4 TR=ZIVI—NE A—)LEXET S SMIP —/ \DHFREEITVNET,
SFRRERTE CAGERRE. BEEXREDEMZITVET,
IoATDTOY Y > bhO—2H70v 0920747 M ERELETT,
OAuth —/\&7E OAuth =/ \DFRFEETTVE T,

Fv kD=0 DR L SPIREAERR L TV B8E L 21— P OHAEOFIEERTL T T,
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7347 FOER

IMAC Authentication] R—I%#HB L T. MAC Authentication] T—2N—RICHDERT A7 > NAEBBTEELT, T -2 N—XTITEFY
SATYRDMACT RLRAELFIDH Y £F, T—2N—X|E. RADIUS U—/\H'5T 54 7 > h OERLOEIE® MAC SREEDOETD T HITEHA

ENET, EBILTTAT7 2 OB RE. HIRETELT,

BIHIDERY 5147 >~ OB /810

Security > Authentication > User Database > MAC Authentication X~ 1—

B EINOEIRI 547 bOBEEEM

1. Security > Authentication > User Database > MAC Authentication DIBICA =1 —% 7 1) v o L. U TFOBEEEFRRLET,

fa] &
= Security

Security » Authentication » User D »  MAC Authentication

Get User DB | Groups MAC Authentication | Password Rules

The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to add new clients or modify existing

clients to the database. MAC authenticated clients list can be imported to device via upload (C5V) option for further details please check help content.

MAC Authentication White-list

MAC Authentication White-listDatabase

Upload I sE.. ||

Upload

MAC Authentication Groups List

Show entries [Right click on record to get more options] |

a, |

Default Default Group

groupl groupi

Showing 1 to 2 of 2 entries

Add New Group

Known Clients List

Show entries [Right click on record to get more options]

| || First || -] Previous | 1 | Next , || Last ,

il ] L ARAAAA Default Global

Showing 1to 1 of 1 entries

Add New MAC Authentication

7-1 MAC Authentication White-List EE&

IMAC Authentication] =2 X—XICHBDERI AT bDUIA MERRLET,

MACEREEE. 75472 FDMACT RLADRTA bURREIET S v UAMCBBZBAIC. VAT DRy bT—=U DT 7£R
EFREIFIET T HHEETT, MACEREER Y F =T LANIVTEBICENE T, Ffew 2v hT—7REIE MACT RLADA—HILT—

AN—R, Efeld, RADIUS T—/\TREENSDESDEEELET,

Upload] T CSV 77 A IV TD MACEBEER T A MU X b7 v TA—RTEET., IMACT LR T4H OZDDIEF%

AIVTEMTY, "MAC Address","Name" DfxiC ) TEBEAEY 1 TRALET,

2. [Add New MAC Authentication] RZ > 1) w7 L. UTFOEEARRILEY

MAC Authentication Configuration °

|| First | Previous | 1

MAC Address ‘ |

Name
MAC Authentication Group ‘ Default |
Authentication Action Global

7-2  MAC Authentication Configuration [EIH

Last,|.
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3. Ta—IVRIET—R%ZASIL. [Savel Ra2%ZT 1) v LET,

=S| PR
MAC Address BN ZA4 7> PO MACT FLRZEASILET,
Name BNV ZA4 7> bDRFIEATILET, DT 517> b EDKBNTESBRIH%S
MAC Authentication Group [MAC 7 RLZD T )IL—THEZRLE T,
Authentication Action EED 7V 3 v ERRLET,

B MAC7 FLRZJIL—T D&
1. Security > Authentication > User Database > MAC Authentication DJEICAZ2—%& 7 ) v LE T,
2. TAddNewGroupl A2 U wvo L. LFOBEEEZFRRLET,

MAC Authentication Group Configuration o

Group Name

Description

7-1 MAC Authentication Group Configuration &I

3. UTFomEEAALLET,
- Group Name -MAC 7 RLZAD )W —T2&E AN LET,
- Description - 7 JL— 7 DaBEEATILE T,

4. Save&xV w7 LET,

B U547 hOfRESE /IR

IIAT Y N EEIEICREERE T 2RENDLHE. REXITHIRT 2T LN TEXT,
75477 bOfREE

1. Security > Authentication > User Database > MAC Authentication DJEICAZ2—% 7 v 7 LT,
2. TMAC Authentication White-list] T. 7547 > raHo7 U v o L, TEdit) Z#ERLET,

3. BMEAZEEL. [Savel Ra>zo vy LET,

7247 7 b OHIBR

1. Security > Authentication > User Database > MAC Authentication DJEICAZ2—% 27 ) v 7 LE T,

2. MAC Authentication List] T. 7247 > baH271) v L. Delete] #ERLET,
54T hDITNCHEYIGT DI881F. [Select Alll #F v 1. Delete)] #21) w7 LET,
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JIV—7T0ER

I—H 0 IN—TER CEEEHEE T 51— DEFY TT . UTOXL T 3> TdI—F7IV—THREBNT 5 AECOVCEHBBLE S, 21— 7 /)L—
TOEMEIC, OTA VR — TSOF0ORI— BELUIPSEDR) Y —HRBETHTENTEET, Tfew ZEHNIRELRI—HT)IL—
DIREY. REAI—YV)IL—TOMIBA TEET,

A-55 -7
Security > Authentication > User Database > Groups X Z1—
A—FJ)IV—TDEMT Bi5EIc. ULTOEEZEYEHTET,
< A=Y —TEHRT B%71
- AT avOI—TYI—TDFHBEX
« DIECES T DOER (Ffeld TA—94217))
o TARIVEALT D ME

A—TIN—TDEHRIC, [1—TER| OFIEZEAL T 1IN —TZRETHIENTEET,

d—HJ)Ib—F0Em
1. Security > Authentication > User Database > Groups DIBIc A Z2—% 7 v 7 L. UTFOBEEEHRRLET,

Security » Authentication » User Database » Groups

Get User DB | Groups | Users | MAC Authentication | Password Rules

This page shows the list of added groups to the controller. The user can add, delete and edit the groups also.

Groups List

Show entries [Right click row to see mare options] | a, ‘

ADMIN Admin Group

GUEST Guest Group

Showing 1 to 2 of 2 entries |} First || .| Previous | 1 | Next , || Last | |

Add New Group
Login Policies
Show entries q, |

ADMIN

GUEST

Showing 1 to 2 of 2 entries [ First |[ ) Previous | 1 [Next 5 |[Last ;1

Add Login Policies

Browser Policies

Show entries

| a |

Mo data available in table

Showing 0 to 0 of 0 entries |.J First || .| Previous || Next , || Last j|

Add Browser Policies
IP Policies

Shuwentries | a, |

up O

Mo data available in table

Showing 0 to 0 of 0 entries | k) First .7 4 Previous'. Next ; || Last jf |

Add IP Policies

7-2  Group List E&
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2. TAddNew Group) RE>Z T )y T5E. UTFOBEARKENET,

Group Configuration °

Group Name | |

Description | |

User Type
User Type ® admin OMNetwork  OFront Desk U Guest
Captive Portal User | OFF
Idle Timeout [Defautt: 30, Range: 1 - 999] Minutes

7-3  Group Configuration B[]

3. TJa—IVRIETFT—2&EASL. [Savel R22%&71) vy LET,

=[] Bk
Group Name TIV—TDEBEDZHZANLET, &k, BT 2REEDH MDY IV—FE DT IV—TEBBICHF TEDKSIT
THERELNDYET,

Description RIA—HJIV—TOHRAXEATILE T,
User Type
User Type < Admin- ZDTI—TDIRXTHOI—HICEREERZNE LET, MHHETIE 1 DD Admin I—HHEREINTVET,
FYITaTR=2)WA—YEaENWT DL Fv 740 TR—2IVEREHERTDA V2 —% v b/ Ry T — I\
DEEEICE W £,

- Network-BIDA T2 3 VHABMHEVET, F v T74 TR—2VI—YEBMMET 2L Fv 7710 T KR—2)VRE
BETOAVE—2y b/ 2w T = \OBFEHORIREICZ U E T,

. FrontDesk- ZDTIL—TDA—HlE. Ry FRARY bHSA V2= b/ 2y NT—=DICT7 VXA TEZ—RBNI—F%
e T HIEREREE T,

- Guest- ZDJ ) —TDA—HI3, BRI ZRITOERERSET, I—FET/N\AAERET DI ENTEE LA,

Captive Portal User | Captive Portal #BRZ= D7 )L— 7D 1—H %, Captive Portal RsEAELCTA V2 —% v b/ X v N I—DICT 7 2R B

REFHHBET,

Session Timeout | Captive Portal I—%%&B3ML LIcBE. AEEMEEAIRICGVET, Fv 714 TR—2I T I —TDL v a v 21 LT

Db EIEELE Y., I—VISEERBRICHERINEGY ET,

dle Timeout A—HY)I—TAODI—FH Web BBt v a v EEEBNICOI 7D M 2E TOEBEDEBAEANLET, [0J 1O

TohLEWTEEERLET,

1—H7 IV —TDiRE
21— IIN—TOREZTVET, AIRIE. I—F VI —TOMRDT A RIV2A LT D N aZEET HBEICERLET,

1. Security > Authentication > User Database > Groups DJBICA Z1—%2 w7 LE T,
2. WEITHI—TUIL—TEHEVU YL, [Editl R2VEZRTHE. LFOBEELFRENE T,

Group Configuration °
Group Name ADMIN
De scription Admin Group
User Type
User Type Admin Netwaork Front Desk Guest
Captive Portal User '_| OFF
Idle Timeout [Default: 10, Range: 1 - 999] Minutes

7-4  Group Configuration [E|E
3. Ta—JUREfREL, [Save] Ra>&7 v LET,

1—Y7)Ib— T DHIkR
HEELBEWIA—T VN —TZERLEYT, 1—TII—TZHIRI ZH1IC. JIV—TROITNCOI-—TZHIRT 0EDHIET, (75147

v DIRE /iR BER)
ie=tl 1— Y9I —TEERTBENC. TEOA Y t—IEERINE . ZOT6. BIRT DN, 1—F 9 —TERBE LENT &R
PTRAELTLLEL,

1. Security > Authentication > User Database > Groups DJEICA Z21—& 27 v LT,

2. HIRT 21—V IL—TEHY v T L, IDelete] Z@IRLET,
IRCDTI—THEIRT 25EE [Select Alll #F v 7 L. [Delete] &&ERLET,
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AIAVER) Y-

Security > Authentication > User Database > Groups X —1—

T4 VRY Y —DRE
=TI = LT Web EEBA VAT T —ANDATA VT 7L A HALFEBT ST EDNTEET,

1. Security > Authentication > User Database > Groups DJEICA Z2—%& 7 1) v L. LTFOEEEZHRRLE T,

Login Policies

Show entries @, ‘
| Group %) H Status 8 |
ADMIN Allow
GUEST Deny
|.) First | Previous | 1 | Next || Last ;|

Showing 1 to 2 of 2 entries
Add Login Policies

7-5  Login Policies &[]

2. TAddLogin Policies] R2>&V v § 2L, UTFOBEARTIENET,

Login Policies Configuration °
Group Name | ADMIN v
Disable Login OFF

7-6 Login Policies Configuration &I

3. TA4—IbRIET—2%Z AL, TSavel RE>&EI Uy LET,

HH SEA
Group Name TIV—T2HEERLET,
Disable Login BRI —TRD2I IR LT Web BIEA V2 7 T —ANDOTA V7 7 C AGHFAI L IFHET LE T,
« ON-OJA VT I R ENCLET,
- OFF-OJA4 70 XaBMLET,
g4 iKY —0HIkR
Hibrd AT bUZRET )Y L, [Delete] ZBIRLET, INTDOIY M EHIBRT Bl [SelectAlll ZF v L. D% [Delete] &

HERLET,
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TSIHRIY—

Security > Authentication > User Database > Groups X —1—

TS R)—DRE
A—FIN—AT ST DGR Y —%RELE T, I—F VI —TROI—FDH FED Web 75U HEMET ST LIckY, M|\EI>
FE—2DWeb BEBA V27T —RICOJA VT BT EEHTEIFETIT ST ENTEFT,

1. Security > Authentication > User Database > Groups DJBICAZ21—%27 1) w7 L. UTOEEBEAFRRLET,

Browser Policies

Show | 10 ¥ |entries | a, |
| Group Ou Added Client Browsers 6“ Status & \
Ho data available in table L
Showing 0 to 0 of 0 entries | First | Previous || Next 5 || Last J

Add Browser Policies

7-7  Browser Policies EIE

2. [Add Browser Policies] RZ2>Zo 1) w7 L, LUTFOE@mERRILET,

Browser Policies Configuration o

Group Name |ADMIN '|

Add Defined Browser
Client Browser | Internet Explorer T |

4

7-8  Browser Policies Configuration E[f]

3. TAdd Defined Browser| @ [Client Browser| FILA T AZa—h 5T 0HERIRL T, ISavel R2>&E7 ) vy LEd, BRLIET S0

DX MIRRENET,
B85 Bz
Group Name TWEI VA Z 21— IV—T2%=FRLET,
Client Browser TIWE I AZ2—D5 Web 75 0HEFIRLET,

TZOYRYI—IE UTOAZ2—DHVET, TSTHPRII—UXNTHEI Vv I LT, BRIDIEDTEET,

B85 Bl
Select All IRCDIIW—THEFERLET,
Allow T8 EHLET,
Deny TS0 HEEELET,
Delete Browsers T 09 %ERLET,
Add Browsers 7oV EBMLET,
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IPRY>—
Security > Authentication > User Database > Groups X —1—
IP RS —DFRE

A—F7I—FCIP DFRBGR) Y —ERELF T, COFIEEZFERL T - VIL—TADI—IH. HEDRY bT—7FEIP7 LA
HOOE|EI Y FO—ZD Web BIBA V27T —RICATA VT2 EHHFALFIERT HTENTEET,

1. Security > Authentication > User Database > Groups DJEICA Z2—%& 7 1) v L. LTFOEEEZHRRLE T,

IP Policies
i . B
Show[]t- T | entries | a |

| Group ¢ | Source Address Type & | Network Address / IP Address & | Mask Length & | Status & |

No data available in table

Showing 0 to 0 of 0 entries
7-9  IP Policies EmE

2. TAddIP Policies] ma>%Z2 v L. LTFOEERZRRLET,

IP Policies Configuration o

Group Mame |ADMIN v

Defined Address Configuration
Source Address Type | IP Address v

Network Address / IP Address | J

Save
| -

7-10  IP Policies Configuration B

3. TaA—IVRIET—R%ZASL. [Savel RAa2ET ) vy LET, EERLILT FLADUZMIERRENET,

IEH Bils
Group Name TIWEITVAZ a5 TI—T2%EFRLET,
Source Address Type V=RT RLADZA TEZERLET,

- IPAddress-HFEDIP 7 KL AZIEELE T,
- IPNetwork-1P v T —0%igELET,
Network Address / IP Address | % b7 —20 £fzl& IP 7 RLAZASILET,

Mask Length IRy bRAVEZATILET,

PRUZ—ITE MFDAZ2—DHVET, PRUY—UXRTEZ )Yy LT, BRISTENTEET,

HE SRR
Select All IRTCDT I —THERLET,
Allow PRYY—%FHFALET,
Deny PRUY—ZHEELET,
Delete IP Policies IPRUS—ZHIBRLET,
Add IP Policy PRUZ—ITIP7RLA/ 2y bT—0&BMLET,
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IDYEF1)TAHE

1—HER

aA—H7)L—TDBMEIC,
bDT7AIVD AV R—

A—HEI—HJ)—FBINTEEL T, ERICI—YZBIT 5EH. CSV (comma-separated values) 7 4 —< v
FSBTEETEET,

A—YOENNEIC. ZEEHNRELEENDGHEIE. RETHIELTEET, &fee ABEGI-TZHIRTELT,

FEc&B1—-F0EM
Security > Authentication > User Database > Users X —1—
A—HHEBINT 2HZED 1 DHAI—FEERICGENNT 2H5ETT,

1. Security > Authentication > User Database > Users DJEIC A Z2—% 2 1) v L. LTFOEEZFRRLET,

AT Cae _— L —_ = IR L T
@) Status = o Network 2 Security £° Maintenance

Security » Authentication = User Database » Users o e

Get User DB | Groups | Users | MAC Authentication | Password Rules

This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for setting policies

on users.

Users List
Show entries [Right click row to see more options] a, |
| User Hame ) ‘I Group Name & ” Login Status & \
admin ADMIN Enabled
guest GUEST Dizabled
Showing 1 to 2 of 2 entries |.| Firse | Previous | 1 | Mext » || Last

Add New User

7-11  Users List BIE
2. TAddNewUser] REa>&ED ) wodhE LFOBEAIARTIINETY,

User Configuration 0

User Hame
First Name
Last Name
Select Group

Password

Confirm Passwaord

| |
| |
| |
|ADMIN '|
| |
| |

7-12  User Configuration EH
3. Ta—IVRICTFT—2%FANL. TSave] Ra>&x7Uv o LET,

1B HEA
User Name AI—PDEBEDOLMZEATILET, &l BINT 2R8EHEOHAMDI—FE DI EBEICHTESLD
ICTBRENDET,
First Name 1I—YO%gEANILET,
Last Name 1I—YOEFEANILET,

Select Group

RIA—FDFBTBF v T T« TR—=2IV I —TERERLET,

Enable Password Change

AIERIE [Select Group] T Captive Portal 7))L — & BIRLTABEICOHFFRTEINE T, [ONJ ZRIRT B L. I—HH
INRAT—ROEBAETITENTERLSITHEYET,

Password

I—PHA Web BIEA VR T T —RICT VAT RcHicOdA > TOV T TIRETZREOTAV/INAT— R (KX
FUNIFEDOXRBY) #FASLET, €2 T DDICATILT/INRAT—RXFIE Ry b T TRRZENET,

Confirm Password

BRI 52 TPassword] 7« —)L FICAA LIcb D EFC/INAT— R (KF WNFOKRHY) ZAHLET,
TF21V T DfedIC. ANLT/INAT—REFIE. Ry T TIRATENET,

Type of Login

ZAIEHE & [Select Group] T Captive Portal 7))L — 7&EIR LIEHEICDORFFRRENE T, [Multi Login] Z3EIRT 5 &
A—HHE—DI—FE//I\RT—REFERALT. BEOT /A ZADSRKICOTA Y TEHTENTEET,

Forced Login

AIEEIE T Select Group | T Captive Portal 27')L— 7% 38R L. [Single Login] Z38R Lz B BICDHFRRENE T, TONJ
ICTBesafIng 1 HhaMmiciEY £9,

Max Login Users

AIBEIE TSelect Group. T Captive Portal 7)Lb— 73R L. [Multi Login] %EIR LB BICDHRRENE T,
BT Y CERI-—YDRABERELET,
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HHE L

A—YD1VK—-F
Security > Authentication > User Database > Get User DB X — 1 —
CVERDTZ 7AID 5 1—F%EAVR—bF22ET A—FZERITEMT 2KV LRCERTEET,

1. Security > Authentication > User Database > Get UserDB DJBIC X Za2—% 7 v L. UTFOEEZFRRLET,

€3 Status

£ Maintenance

Security » Authentication » User Database » Get User DB

99

Get User DB | Groups | Users | MAC Authentication | Password Rules

This page allows user to import a C5V formatted user database to the controller.

Get User DB

Select User DB File | FrAIEER GERE IHA

Upload

7-13  Get User DB [EIE
2. 774 IEERI K2 ET )Y LET,
3. CSVI7AIVDGFRICEENIL T, 771 /VAEIRL, B R20%= 0 ) v LE T,

4. TUploadl Ra2>&7 1w LET,

1—-YOiEE

Security > Authentication > User Database > Users X —1—

I—HYOOTAVINRT—RKRTA RIVAA LT SOEEERE, 1-—PREERELET,

11— OiRE

1. Security > Authentication > User Database > Users DJIElc X —a21—%7 ) v o L. [UsersList] BEZ&R~LET,

2. W|EIHI—HEAEYV v oL, THiU Z2RLT UTOEERZFRRLET,

|

User Configuration

User Mame admin

First Mame |adm|n |
Last Name |ss| |
Select Group |ADMIN '|
Edit Password g:]

Current Logged In | |

Administrator Password

New Password | ..... |

Confirm Mew Password | ----- |

7-14  User Configuration [E|@&

3. TAa—IVRIET—R%ZASIL. [Savel Ra2%ZT 1) v LET,

185 Btz
User Name AI-—TFDOEBEDLZRRLET,
First Name I—Y0%REANDNLET,
Last Name 1—TFDHFZANLET,

A1 THFRT 2T I — TEERLET.
Web &I > 27 T — RO A VT BIblc 1— S HMERT 5/ SAT— FEZFT 5Icld. TON) BERLET,

Select Group
Edit Password

Current Logged In
Administrator Password

BEOOTAVISAT—F (KXF. MFOXRFHY) ZANLET, €F1U70DedIc. ANLR/INAT—RX
FIERY AT TIYRIENE T,
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=[S 5RE
New Password ICHLLATA VINAT— R (KXFE. IWXFEOXBHY) #FASILET, EFa)FsDfeddlc. AAALT/INAT—R
XFEIERY kT TRAVENE T, LR T—RE [ A BEXABOT—7 > — IR LET,
Confirm Password SEDfeDdIT. BEFHLWIRT—REASHLET,
d—F DRIk

Security > Authentication > User Database > Users X —1—
AEGI—YEHIRLET,

I—HEYIRT BT, EEDA Y L—IRRRENEY A, ZOTS. HIRT BE1IC. 1—HHRBECTHBT L ABTRRBLTLEL,
1—FOHIR

1. Security > Authentication > User Database > Users DJIEICA Z2—% 7 1) w7 L. [Users List] BEZ&RRLET,

2. HIBReH1—H%HY v L Delete] ZIRLE T, INTDI—TZHIRYT Bl [Select AlljZF v 7 LT [Delete ] ZBRL £ T,

INRT— RDIV—]b
Security > Authentication > User Database > Password Rules X — 1 —
ISAT—RD & ExxFHIL—) UL LT Captive Portal 2—H5R5FDtF2 U T E®ILLE T,

1. Security > Authentication > User Database > Password Rules DJEIC X —21—%7 ) v/ L. UFOBEZFRRLET,

L Maintenance

Security » Authentication » User Database » Password Rules o o

Get User DB MAC Authentication | Password Rules

Groups

This page allow user to set Password Rules in the controller.

Fassword Rules

Pazsword Enforcement ﬂ:]
fhinimal Password Length [Default: 8, Range: 4 - 64]
Minimal Mumeric Characters [Default: 2, Range: 0 - 4]
Mew Pazsward must be Different moﬂ

Cancel

7-15  Password Rules EIE&

2. TA—IVRIET—2%Z AL, TSave] R22%=Z0 1) w7 LET,

185 Bilis
Password Enforcement TONJ (CHIWEBZ T, K< /INAT— RDIL—)LEBILE T,
Minimal Password Length REETHRNOXNFHZEATILET,
Minimal Numeric Characters I—YH/IRT— RICER LN RS EWEFORNDOBEATILET,
New Password must be Different  |ERELZH LWV ART— FH TTD/INAT— REBGHIRELHHHEINMEELE T,




B8 XYy T=7DCF1)TAHE

FANT7HhU Y FOEROEE

FANTADY MR bO—JICE > TERENE S, TR MDAV E2—3 v MERZHET B7edlcld, BEMEE) > 7 707 74)b%
HELET,

EU>o707 74 )VREICIE. LTD@EY 4 DOFIEHSH Y £T,

THIVED THIVED THIVED THIVED
R 777471 |_E ®y

L |
TR/ FIAE

7-16
- TATYNOER: —RNGET AT ME O—AILDT—E2N=ADTAY T ATV MK TERENE T,
- TATV DT T AT —RANGET AT Y SOT O T 4 TeEN. BIICTEY FT
- TAHUY bOREK: —BIET AT MME FIBBRBEIEREEORRICEELE Y,
- VATV NORT  —ERNET AT ME FBERE/ KEICEET 2D E SO ETRT L. O—AILDT —ZXN=XH5HIREN
ESE

RETBBICEY BT TOT7AINCEIRAGZATHHVET, RL—BNEE) 27 TOT7710)UICIE UTFD 5 DDEAThHYES,
1. —BE7 A7 FORBRREIE. KRR L > THRINE T, 7HU Y MISHRGD Y. 7HY Y FHEEL TV SEIEER T,

TAIY D THOY D
1ER/ 7V 7471t R/ KT
7 N\
s W/
| |
I FHAR
X 7-17

ToEVYITaT7AIVE RTIVCERTZEWS Y FUFITELTWET, —RGET7 AT MBI ARZIDF Ty 7 A VERICERRE N,
BMTHEDET,

2. —EARTATY NOFBERE. 7ATY SOFEGEBICK O THREINE T, 7ATY MRS Y. &ADOOT A DM BIIE
VESEN

THUY D TAOY DT T4 71k THOYED THOZVED
YERL (= Ee% FES L
L |
FRBERR

COEVYITAT7AIVE AT IPEBEGLETERTZLVDYFUFITBLTVWET, AREZIIE SOOI UH55E LIRER T,
\|IRA V2 —xv MF—EXEFATEERT,

3. —BERTAYY MIFEDHEICEN T, AV MIIERENS Y &7,

THIV D THIY DT T 471k THIV D
(=57 (D BT & B5R) B /HET
_ O
/
| |
FIFREARS

o) 7arz A, FLRAAY 7 7LV RATERIZENS Y FUFICBLTVEY, REILSCT. TBEDANY M7 AHY
VINEERL. BICEREBICBRESITELET, —BNET7 ATV MIBEDORBRLNSEMITEY £,

4. —EGETHUY NIEREBEONFRINE T, 7HU Y ML RIBRTETOMRIEH Y LA,

THOV D THIV D THhHIVED
1ERk TIT471 wEK /T
h | — /)
N
L 11 | L |
FAEE
X 7-18

T 7 7aT7 74 IUE Ry FARY hCERAT2EVNSVFUFITBLTVWEY, T—EXT0/\1 A&, FIRRREICE DV TRIGY —
ERICRELET, TOTHTY F TR BEOTNAZADRERKICOTA VT HTEDNTEET,
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5 —BRETADYNIER ST v VBRIRENET, 7AVY M FBERTETORRERIEH Y LA

THIV D THIVED THOVED
1ERL 77171 TR/ LT
| | | | | |
FFBSR
7-19
o) 707 714 Ry FARY FTERTEEVSTYFUAICELTVWEY, Y—EXT7ON\1 Zld. EREICEDVTERY —
ERICREZ LET,

EV>77a7741b

Security > Authentication > Billing Profile X = 21—

1. Security > Authentication > Billing Profile DJEICA =2 —% 27 ) v/ L. UTFOBEEZRRLET,

Security » Authentication » Billing Profile o @

Billing Profile | Payment Gateway

This page shows a list of available billing profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles.

Billing Profile List

Show entries [Right click row to see more options] Q|
profilel Begin/End Duration profilel
Showing 1 to 1 of 1 entries |.J First } Previous | 1 | Next » || Last

Add New Billing Profile

7-20  Billing Profile List &

2. TAdd New Billing Profile] R2>&2 U wvo L, LTFOBEEARRLET,

Captive Portal Billing Profile Configuration e
Profile Details Gy
Profile Name ‘ |
Profile Description ‘ |
Type of Login ® single Login O Multi Login
Forced Login OFF
Allow Batch Generation on Front Desk OFF
Session Idle Timeout 10 ‘ |Minme |
Basic Limit by Duration
Valid with Begin and End Time OFF
Basic limit by usage
Maximum Usage Time OFF
Maximum Usage Traffic OFF M

Save

7-21  Captive Portal Billing Profile Configuration B
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3. TAa—IVRIET—2%Z AL, [Savel Ra>&mT 1)y LET,
HE | 598
Profile Details
Profile Name FT7OT77A)E BIBOTOT7 7V EEFEE T,

Profile Description

70771 IVDFHBEN T,

Type of Login

OJA>DEATELUTHOSERLET,

- Single Login - D 1—NCDTAT 7 A IV TERENBRLCF v 771 TR—2ILDOY 1 VitRE % FHA
LT, EEHCAY AT 2T EETEE T,

- Multi Login - 8D 1—DNC DT AT 7 A JVTEMENBRILF v T7 4 TR—2)LDOJ A VEREEFEAL
T, BRHCOY AV TEBLDICEYET,

Forced Login

[Single Login] ZZFEIRLTzHAIC. @O 1> % TONJ Ffzid TOFF) (L& T,

Max Login Users

IMulti Login] &R LTHBEIC. BRHCOI A Y TES -V DRABZRELF T,

Allow Batch Generation on
Front Desk

AA T avEBMCTDE. 7OV TR A—HE T v o T —BHGEFYy ST TR—%2)01—
E—HELTERTEET,

Session Idle Timeout

COTOT7AIVNTERESNIZCP A—FD7 1 RV 21 LEEELE T,

Basic Limit by Duration

Valid with Begin and End time

Duration N\— X DHIRZEBME feldENIC LE T,

Valid Begin

I'Valid with Begin and End Time) ZBMICT 5L, I—HDT7 7 L AEHBICK > THIRT HLUTD 3 DA TD
WINHOZEIBET HTENTEET,
- Start while Account Created - I—HYHEREFH CHBHZRICT AT bET VT4 TITLET,
- Start While Account Login - SFRBEZERE LT, I—YORMNOOTA VBT AT > v &2T 77+ 710l
EXR
- Begin From- ZOBRMHOSTHI Y b &ET 774 T{LLE T,

Start while Account Created

[Start while Account Created | Z 3R LT8G, 7« — /)b RITEEASI L. BfI (Hours E7zld Days) 3R L. #
FREERELE T,

Start While Account Login

['Start While Account Login | %3&R L1184,
BEERELET,

T4—)U RIZEE AL, BAT (Hours £7zld Days) #3ER L. FIA

Begin From

[Begin From ] ZERLTIFA. 7 AT bHBEICEZBEEERIRLET,

Allow Front Desk to Modify
Duration

MValid with Begin and End time| ZBMICT 2HE. TOF S>3 >& ONJ LT BT LT 7Y bTF Ry 1—H
SRR DHIRZARE CEE T,

Basic Limit by usage

Maximum Usage Time

TATY SOBRMINGEIIC, I—THOT 1 VEHFF CELRABEEBMEITEMICLET, TONJ =I5
ELIEEE. 71— IV FICEBZEAS L. B (Hours E7zld Days) &R L. FIRRBAERELX T,

Maximum Usage Traffic

THTY EOERMINSFIIC. I—YIMERBTEDRAN T T4 v 7 ZENEIEENCLE T, TON] AI8E
LIcga. 70—V RITEZAS L. BAL (MBE/2lid GB) ABIRLE T, AAIE ~Z 71 v 7 RRIFHDEIEIEDF B
[CDOWTEBEINDEDELET,

Show Alert Message on
Login Page while Rest of
Usage Time / Traffic under

TR/ b2 7« v 7 ED0EE LIHIBRICEIELRHIC, BEX vE—Y%ZEUST 572l Hours/MB IfE%Z A
HLET, 10) ld EEAVE—IDBETHEVT EZBHRLET,

Allow Front Desk to Modify
Usage

IMaximum Usage TimeJ & 7zl& TMaximum Usage Traffic] ZBMICT 25HE. CDF T3> & TONJ LT BT E T

702 TR0 A-FERBHIRERECEELT,

Ticket Printing Options

Header TONJ ICLTAY ZAEIBELE T,

Customized Note TONJ ICLTAHRZ LIEEAEELE T,

Time Stamp [ONJ ITLTRALAZ Y THIBELE T,

Footer TONJ ICLTT7va2—%&IEELE T,

Ticket Logo TONJ ICLTFoy bOdEBELE T, TAdd) BV U v ISR LBEBREEBMTELT,
Unit Price

Set Price BEAIEELE T, TON) ICLTEERZIRELE T,

Price [SetPrice] ZEMCT HERRINET, ERERELFT T,

Monetary Unit

SHOBEMEEELE T,
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NAAV T =boxA

Security > Authentication > Billing Profile > Payment Gateway X — 1 —
NAAYMF= T 2AE ZTHOWEIRED A V2 —2 v MEETITONS T EZFZR T HEFEIE 7 T r—a >y —EX70N\A A0 —
ERTCT, RAAV M= I T AREETD E I—1E [Captive Portal | BSERT—ERAEA V54V TCHEATEET,

1. Security > Authentication > Billing Profile > Payment Gateway DJEICAZ1—%7 v o L, U TFOBEEAEFRRILE T,

Status =

Wireless B Network 2 Security £° Maintenance

Security » Authentication =» Payment Gateway o 9
Billing Profile | Payment Gateway
Payment Gateway List
Showr entries [Right click row to see more options] | a, |
[ Payment Processor (] u Account & | Currency eJ
No data available in table
Showing 0 to 0 of 0 entries | First || .| Previous | Next || Last ;|

Add New Payment Gateway

7-22  Payment Gateway List EIE
2. TAdd New Payment Gateway| R2>%&27 1) vy L, LTFOBEZFRRLET,

r

Payment Gateway Configuration

APl Username
APl Password
APl Signature
APP ID

Currency

7-23

Payment System
Payment Processar

Payment Reciever Email 1D

Canadian Dollar A

Payment Gateway Configuration B/

3. TA4—IVRIET=2%ZANL, [Savel RE2>&T v LET,

HH

| B9

Authorize.net Z3&R LIz 3545 .

Login ID

074> IDERELET,

Transaction Key

REREEELET,

SHA2 Hash

SHA2 Hash Z#5E L &9

Transaction Server

REY—/\% TLive] Test] b5EELET,

Transaction Mode

REE—R% [livel MTesty b5EELET,

Currency

SKHWEEOBMZFERLE T,

Paypal % 7/zl& Paypal Test 3%k L2355 ¢

Payment Receiver Email ID

RAVIVDRMET B2ZHWNTERENSA—IVT7 AUV b EIRELET,

APl Username

RAVWTVZT ) ETRX Web A MRAAVNTOATHTY D APl I—FRERELE T,

API Password

NAIIVT T2 D APIISRT— REIRELE T,

API Signature

NANIVTUVZT | EDRX /Web YA bRAAY S TOT ATV D API BATIERELET,

APP ID NRAINIVHDIRMEET S APPID HIEELE T,
Currency SHOWEEROREMZERLET,
SecurePay Z&EIR L2356 !
Merchant ID SecurePay H* SR E NS Merchant ID % 5-7 XFTANILE T,
AVS Mode ZDTF—bI7TAT A MTERT S AVS )L—)VORBEAIEELE T,

Use Tokenization

b—0F A= a0 EBR/ EBNRELES, b—0FME—Y3VR3D— FESERETSHAANC X—F v
VDD FOWERT —2ZRYBMAGNESIELET, H—FESIEANL—IBRB (b—7 ) [CBEHRAS
ngy,




B8 XYy T=7DCF1)TAHE

UEIE| PR
Gateway Alias F—=bOIAICENETERT— b IAREANILET, (RMRADEHDT— T4 77 M EFHBT ZBRIC
RITITBEEY,
Currency SHOVBEEOREUEERLET,
WorldPay Z iR L /21546 !
Installation ID WorldPay XA A b —EZAHNSTY—F v+ MM L—BICEY B TENBRBESEANLET,
Authorization Password WorldPay 1 > A b—JUID &—FEICEE LI/ \XRT— REANDLET,
Currency SHWVBEEOREUEERLET,

SBRI—V TV MMIKYERR REFEEHBDZIELHVET, H LRIV DY R— b THEREEL,

nJ4>7a7741b

IR SAT Y M7V ERARA > D SSID £7zld VLAN (TR T 23568 1—HidnJ 1 vBmE2RB L £ 9, llogin Profile and SLAJ BIE Tl&.
BEOXFPER CEEONRAZIARETHIEANTEEY, ERIY FO—Tid. EROOV A VH LU SIAR—IFHR—KLET, SSID
& VLAN (TR L TEBIICO Y 1 > R—I K fold SLA ZREEM T £ 9,

FYyT7T4TR=21VbOATA IR=IDHARZAIARX

Security> Authentication> Login Profiles> Login Profiles X — 21—

1. Security > Authentication > Login Profiles > Login Profiles DIBEICAZ2—%2 2 1) v 7 L. UTOEERAZFZRLET,

® Maintenance

Security » Authentication » Login Profiles o 0

Login Profiles Custom CP Profiles

The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show entries [Right click on record to get more options] a, |

| Profile Name 3 | Browser Title & | Status & |
EEE EBEBE Mot In Use
default CHlink Wireless Controller dlink2,dlink_corporate,dlink_bvod
default2 D-link Wireless Controller Not In Use
Showing 1to 3 of 3 entries | First || .| Previous | 1 | Mext || Last 3|

ew Login Profile

7-24  Login Profiles List EIH
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2. TAdd New Login Profile] Ra2>&Z v 7 L, UTOERAFRRLET,

Login Profile Configuration

General Details
Profile Name

Header Details
Background

Header Caption

| caption Font
Font Size

; Font Color

Login Details

Login Section Title

Welcome Message

Error Message

Footer Details
|

| Externat Payment Gateway

Enable External

Payment Gateway

Session Title1

7-25

Header Background Image

Change Footer Content

Login Profile Configuration EE

3. TA4—IVRIET=2%Z AL, [Savel RE>&ET Uy LET,

EE | 9
General Details
Profile Name FyYTTa TR=2)ITOAT7AIVDEZEEATILET, Zald. BINT 2AEEDH 2O TO7 71 )LETD

TAT77AIVEBBICEN TEDRLDICT BRELNDHY ET,

Browser Title FrITATR=2IYy Y aVRICTSIFDEA MUCRTRENDZNFHNEADLET,
Background Fr TT A TR=ZIy 3 VRICRREINOT A UR=IH, BIRETEHT—2FRRIDHEIHEREIRL
ESc

- Image-RX—=YDHEEL L TEBERRILET,
. Color-/\"—:/‘\(])jﬁ"‘%%’&aﬁibiﬁo

Page Background Image

g)wy LT, BT 7)) ET Yy 7O— R
BEURORAY A R1E 50KBytes T,

IBackground. T lNmage] %#3&E LTz1FE. Add > 7 7 A JLERDJEIC
LEITEFRAERL TR &I /’7 L [Upload) R2>&E w7 LET,

Background Image
settings

FBackgroundJ T llmage] ZFE LICHBE. BIROFTAEZIBELT T,
Default - BURE EE - KFAMEICKEVRLT. OV 1 VBE2SEICRRLET,
- Simple-BifgE Q74 VBEEICZOEFEFRRLET,
. Strech-Ef#&F O 1 VEELAFICSIFEELTERRLET,
- Vertical repeat - Biix BB AHRICERVRL T, OJ4 VBEEICRRLET,
- Horizontal repeat - B KFABICHREY R LT, OJ 4 VBEICRRLE T,

Page Background Color

Background] T lColor) ZE LIZHE. Fv /74 TR—2)bvy 3 iR RENEZN—JDEEEE S
WEIUAZI—H5BIRLET,

Custom Color

I'Page Background Color] ¢ lCustom) Z#RLZFE. HIMLOAZ—O—RZANLET,

Minimal Page for Mobile TONJ ICTBER=IEENAIVTINA XA WERNETR) ICRELET,
Devices
Header Details
Background Fv T TR=BZIy T a3 vBRICRRINEAT A NR=IH, BIREZIEH T —FFRRT HDESHERER
LET.

« Image-RX—IDA\v A& L TERERTLET,
« Color-NwyADEEEERELET,
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EH

ELiE

Header Background Image

Background] T lNmagel] #FHE LIZBE. Add> 7 71 IVEIRDIBICV Vv 7 LT, BIRTZ 7 A IV &7 v 7
O—RLEY, ERERIRLT Ma<) #2Jv o L, TUpload) Ra>&7 vy LET, BIRORAT 1 &
50KBytes T,

Header Background Color

IBackground] T [Color] #&ELTZHBE. NV EADHZT—HTIVA T/ AZ1—H5ERLET,
Header Background Color] € ICustom Z3#IR L fz#&. [Custom Color) (C HTML DA Z—21— F&E AN LE T,

Custom Color

Header Background Color ] (< TCustom ZZERLT3HE. HIMLDAZ—I— FEASILET,

Header Caption

v ST TR—Z) v avhlcOd Ao R—IDNY RCERENDETFRAMNEANLET,

Caption Font

NYEATFADT 42 b EERLET,

Font Size NYRATFANDT 4> A ZXEEIRLET,
Font Color NYRATFANDT 4+ MEEEIRLET,

Login Details

Login Section Title

FTvay) Fv T TR—2)by Y3 oA\OATA VEIIRRENDOAT A VRY 7 ADZA MUITERRE
NB7FANEANILETY,

Welcome Message

(FTay) FvT74T70y a3 \OOIA NCENLIEBEICRRENE VIIVALA Y E—IBANDLET,

Error Message

FTav) FvTT4T7yyaoNOOTA VKB LIESRICRTEND TS —AvE—VZANILET,

Footer Details

Change Footer Content

OT7AYR=IDT v R—=0AY T Y \DEBZEBNE BN LET,

Footer Content

[Change Footer Content] ZF T v 7 LIciHE. TV A —ICRREINDTFAMZANLET,

Footer Font Color

[Change Footer Content] A F v LTciHFE. 7 v E2—IcRRENZBEANILET,

External Payment Gateway

Enable External Payment
Gateway

NEDRAAY ST =R D IABKOAT A UR=IDEDH VT A VRS — EADBAZ BN E fold i
ngo

Session Title 1 A—PHhF v TT7 0 TR=2)V v ary \OOQJ7A VBT, 74 VBADOTA YRy 7 ADZ2A MUITRR
TNBETEFIANEASNLET,
Message A—YHFv TTa TR=2)y > a v \OOTA VL, 724 VBAQTA YRy 7 ACRRENSTF

AbZEADLET,

Session Title2

FUTAVEBADNTT LIEEC, X vt—IRy TADEA M UCKRTRENDTF AN EATILET,

Success Message

Session Title3

FUTAVBAKRBUIEC, X vt—IRy TADEA M UCKRTENDTF A EATILET,

Failure Message

I

FYSAVEADNTT LIERIC, X vtE—IRy JRICRRENSTFA M ZANILET
I
I

FUTA VEADKELUIEIIC, AvE—I Ry I RCEKRRENSTF A EATILET,

Enable Billing Profile

OJAYR=IICRRENZE) 7707 7 )VEERLE T, 7—7)UIlE TUnit Price] ZRE L) 7707 7 A )VDHFRRENE T,
HKRe& TONJ ISV BZ T, eV >/ 7O7 74 )L B LET,

Service Disclaimer Text

ST —CEXEBIRBLUBAT 2RIICRTREINS Y —EXICEAT 2REREDT F A AN LET,

Payment Server

SINT AT S ERLOZDZINITY —/VEERLET,
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FYTT4TR=ZIVDOSLADHARIAX

Security > Authentication > Login Profiles > SLA X~ a1 —

1. Security > Authentication > Login Profiles > SLA DIBIC A —2—% 7 v 7 L. UTOEEZRLTLET,

& Maintenance

Service Level Agreement are the zet of rules temporary Captive Portal user needs to accept before accessing internet or other services. Thiz page is
used to help admin to set SL& rules,

SLA Profiles List

Sho entries [Right click on record to gt more options) | a, |

‘ SLA Praofile Mame & | Browser Title & ‘ Status & ‘
default D-Link @ Wireless Controller Mot in use
Showing 1 to 1 of 1 entries || First | Previous | 1 | Mext || Last

7-26  SLA Profiles List EIE

2. TAdd New SLA Profile] "2 >&V v o L, UTFOBEAERTLET,

SLA Profile Configuration o

SLA Profile Name | |

Browser Title |D-Link 1 Wireless Controller |

Terms of Service Rule

L ’

7-27  SLA Profile Configuration [BIE

3. TAa—IVRIET—2%ZASIL. TSave] R2>%=Z0 1) w7 LET,

1EE EA
SLA Profile Name SLAZA7 7 A ILD2MEATILET, &nilld. BT HaaEDH 50 SLA 707 7 )b 7a7 71 )b
EREBEICHER TEDLDICTERELNHY T,
Browser Title Fv P70 TR=2Iy a3 RICT T IHFDZ2A MUCRREINDXFHNEANDLET,
Terms of Service Rule AVE—=2Y EADT T AFIC, —BEEELSLA 24 TDF v F7 4 TR=2)VA—FH2FANZREDH 5
=ity hEIBELET,




2.

3.

FIE RYNT—7DLF1)TA4RE
DREALF Y TT4 7R =277 7/14I1vD7 vy 7A—F

Security > Authentication > Login Profiles > Custom CP Profiles X~ 1 —

1. Security > Authentication > Login Profiles > Custom CP Profiles DIEICA Z21—%& 7 v 7 L. LTOBEEEZFRRLE T,

Login Profile tom CP Profiles

Thiz page allows to Upload Custom captiveportal redirection pages. These pages can be used for Permanent and temporary user captiveportal
redirection.

Custam CP Frofiles

Upioad Custom CP Profiie

Browse Custom CP File

U FrILERR | #iRE TA

Custom Profiles List

[This information is view only]

Custom Praofile Mame Status
Mo Custom Profile

7-28  Custom CP Profiles EiE

Browse Custom CP File] THRAZLTAT 7AJbX—ID Ttgz) 77 14)VEBBL, 7v7O—RKLZET,
Savel Ra>m7 1)y LET,
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%ﬁB B\niE

Oy bhO—7+Et00—AVI—P 72 N=X& BH. GUI £zld CUNDBERBT Vv A% T ATedDICFERINE T, AFREY—/\UE —
AT RV RZETHY . FEIRT VL ARA >~ DOBGEDOFFA]L IPSec T RRA > FDFREE. TSICVLAN EDF v 774 TR—42) %8 L/t/ 7
CRADFFAIZT D fcDITERAENE T,

At a>TlE DY OS5 TCHARBEGEEEY —/\EREDBERHCDOWTHALE T, INTOHBEICBEVT. F|E LY —/\\D#Eh
MEIRIET BT [Server Checking) REZ VY HMERENE T,

RADIUS #—/\DE&E

Security > Authentication > External Auth Server > RADIUS Server X~ 1—
BT 1) T A DIV EZ—TT 4 XE— Rid. WPA, WPA2, WPA3 &1 1) 7 r|C RADIUS Y —/ AR LE Y, RADIUS tF—/\Id. RADIUS 58
SEERTBTAT7AIVTEWET 7 2ARA Y MTH LT, BRI 47> bOEFAREY Afcolc. AV FA—JICK>THRESN. 7V
TRENZRENHVET,
- Authentication Server IP Address B —/N&EFEB T BTeDITRETY, O bO—SH T AU —/N\ICBETEGRWEEITREITGC
TEH>A Y RADIUS U= N\BREMEERELET,
- Authentication Port - RADIUS H—/ iD= DR— FTY .
« Secret- TOOY FA—FH\ BE LTz RADIUS —/\N\DOT A >V =FHFRIENHHEMEEZASNILE T, TDF—I& RADIUS Y —/ DR
BT BEDLNHY FT,
. FT|meoutJ B KU MRetries| 74—V RIZTZARVICBETERWBEICEA Y ZVICKEENT B8, £lidP—/I\EDBEINFETHS
&1 RADIUS RREEDEITARIE T B e ITEREINE T,

RADIUS H—/\DERE
1. Security > Authentication > External Auth Server > RADIUS Server DJBIC A Z2—%27 ) v L. UTOBEBEEZHRRLET,

Security » Authentication » External Auth Server » Radius Server o 0

Radius Server | Radius Profile | Radius Accounting POP3 Trusted CA& | LDAP Server

This page configures the RADIUS servers to be used for authentication. & RADIUS server maintains a database of user accounts used in larger
environments, |f a RADIUS server is configured in the LAN, it can be used for authenticating users that want to connect to the wirelsss network
provided by this device. If the firstfprimary RADIUS server of a Radius Profile is not accessible at any time, then the dewice will attempt to contact
the secondary RADIUS server of the profile for user authentication.

Radius Server List

Show‘ 10 T ‘entr‘ies [Right click on record to get more options] Q |

192,168, 1.2 1812 server Checking

192.168.1.3 1812

192,168, 1.4 1812

Showing 1ta 3 of 3 entries | First || .| Previous | 1 | Next , || Last f |

7-29  Radius Server EH
2. TRadius Server List] . Radius U—/\&#H4< 1w o L. lEdit)] #8RLET,

3. HBEEEEL. [Savel m"a>EI U LET,

HE HER
Radius Server RADIUS SBEE—/\D IP 7 KL AZEHELE T,
Port RADIUS EB8EH —/\DR— b AFEELE T,
Secret TINA ADEEAFHD RADIUS S —/NIcO /1 > I B DWRBEIBELE T, THULRADIUS THT Y T4 > TH—N\
DWERIC—HT 20BN DH Y FT,
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RADIUS 77 71 IVDRTE

Security > Authentication > External Auth Server > RADIUS Profile X = 21—
RADIUS 707 7 1 )VDREZITLNE T,

1. Security > Authentication > External Auth Server > RADIUS Profile DJEICAZ21—% 7 ) v L. ULTFOEEEFRRLET,

Thiz page configures the RADIUS Profiles to be used for authentication, If the firstfprimary RADIUS server of a Radius Profile is not accessible at any
time, then the dewvice will attempt to contact the secondary RADIUS server of the profile for user suthentication,

Radius Profile

CFP Session Timeout

CP Session Timeout [Range: 0 - 3399] Seconds

Cancel

Radius Profile List

Show entries [Right click on record to get more options] a, \

Default-RADIUS-Semver 192, 168.1.2 192,168.1.3 192.168.1.4

Showdng 1to 1 of 1 entries || First | .| Presious | 1 | Next , | Last |

7-30 Radius Profile EIE&

2. TAddNew Profile] R&>%Z2 1) w7y L UTFOEEZFRRLET,

Radius Profile Configuration o

Radius Profile [ |

Primary Server | 192.168.1.2 @‘

Secondary Server | 192.168.1.2 E‘

Tertiary Server | 192.168.1.2 rﬂ‘

Radius Source IP |Defaun- 192168 10 1 E‘ [Hec ien SMAT happens Source 1P d.]
Server Timeout [Range: 1 - 999] Seconds

Retries | | [Range: 1 - 9] Seconds

Save

7-31  Add New Account [EIE

3. Ta—IVRIET—=2%ZANL. [Savel RaVZI v LET,

pi=[=] Bl
Radius Profile Radius 7O 7 7 1 ILD&FIHE A LE T,
Primary Server 7241 RADIUS BBEEH — /XD IP 7 RL R &®IRL KT,
Secondary Server /> 41) RADIUS BREE — /D IP 77 L AZFEIRLE T,
Tertiary Server 22— 1) RADIUS BREEY —/\D IP 7 RL A &ZZEIRLF T,
Radius Source IP Radius /X7 bDXETT FLAE L TEREINS IP 7 FLRAZIBELET,

/4y A Source NAT TN 554, Radius /S FORET IP 7 R L RAREBEENET,

Server Timeout O> bE—ZH RADIUS H—/\H S DB EF DR (7)) ZIEELET,
Retries RADIUS T —/ \\ D DR ITE ZIEE L £ T,
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RADIUS 7 AUV T 4 Y TH—I\DEE

Security > Authentication > External Auth Server > RADIUS Accounting X~ a1—

RADIUS 7 AT YT« V7 H—I\DREEITVE T, RBECRE LT AV YT 4 TP —/NE SSIDX=JTDRADIUS T AT > 71 > T DB
/ ENRERICR A ENE T,

1. Security > Authentication > External Auth Server > RADIUS Accounting DJBICA Z2—%& 27 ) v o L. LFOBEEEZFRRLE T,

Security » Authentication » External Auth Server

» Radius Accounting Server

@ o

Radius Server | Radius Profile POP3 Trusted CA | LDAP Server

Radius Accounting

This page zllows to configure Radius Accounting Server parameter fccounting Server Mame given here will be used in 5510 page to enable/Dizable
radius accounting on given 5510,

RADIUS Accounting Server List

Show | 10 v | entries [Right click on record to get more options] a, |

192.168.1.2

Default-RADILS-Server

Showing 1 to 1 of 1 entries | First | Previous | 1 | Mext » | Last J|

7-32  Radius Accounting Server List B[

2. TAddNew Account] RZ2>Zo 1) w7 L, LTFOE@mERRILET,

RADIUS Accounting Server Configuration

Accounting Server Name

[Range: 1 - 655235] Seconds

Accounting Server [P Address ‘ |
\
\

Port

Secret ‘ |

Radius Source IP ‘ Default - 192 168 10.1 E| [Mote: When SHAT happens Source 1P will be altered.]

Save

7-33  Radius Accounting Server Configuration [E[fH

3. Ta—IVRIET=2%ZANL, [Savel R22%&T v LET,

196

BE

SiEA

Accounting Server IP Address

RADIUS 7 A>T 4 T H—IN\DIP 7 FLRAEIEELEXT,

Accounting Server Name

RADIUS X —2%3%(59 % RADIUS FR5EY —/ \DARTIEIEE LK T,

Port

RADIUS 7 A>T 4 7 —/I\DR— b ZELE T,

Secret

TINA ADREBHD RADIUS 7 AT VT« > FH—/NCOT A T 5 OMEREIRELE T,
THUERADIUS 7AH IV T 4 VT —I\OWMERIC—HT 2HELDH Y ET,

Radius Source IP

Radius /7 F DREETLT FLRAE LTRAENS IP 7 KLAEEELET,
Iy A Source NAT SN 334, Radius /S FDRETIP 7 FLRIZEEENE T,
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POP3 H—/\DERE

Security > Authentication > External Auth Server > POP3 Server X — 1 —

POP3 (&, TCP/IP it E CA—IVICRE—MROIERENE T S r—a >y A0 7OV T, BELNS 70 v o% POP3 H—/ (X5
T BHIT. R—F 995 ZAET SSL S b & HICEREE T —/\ 2 EARA LEJ, POP3 —/\DitEEIE. 1—YH 7y 7O— KLz CA

THREEENE T, SSLEESEAMERENAZVGEE. R—F 1T0H0POP3FREE NS 7 1 v V7 ICEAENE T,

RO bO—Dl&, BITPOP3 U247 bELTHEEL., AEBPOP3 T —/\ITERTS 2T & CA—T AL E T, TOREAA T3 ik
IPSec. PPTP/L2TP H—/\ B&UF+ 7T 1 TR—2)LI—HTHIBRIRETT ., PPTP/L2TP B —/\AH®D POP3 (§. PAP TOHHR— L THY.

CHAP/ MSCHAP / MSCHAPV2 BESL TIF T R— F LTLWEWZ LT TFRELSIZEL,

POP3 H#—/\DRE

1. Security > Authentication > External Auth Server > POP3 Server D|EICAZ1—% 7 v 7 L. UTOEEmARRLET,

Security » Authentication = External Auth Server » POP3 Server o °

Radius Server

Radius Profile

Radius Accounting

This page allow user to configure pop3 authentication servers,

POP3 Server Configuration

duthentication Server! (Primary)

duthentication Port

550 Enable

Authentication Server? [(Secondary)

duthentication Port

551 Enable

duthentication Server 3

Aduthentication Port

550 Enable

Timeout

Retries

User Idle Timeout

110 [Default: 110, Range: 1 - £5535]
OFF

110 [Default: 110, Range: 1 - 65535]
| oFF

110 [Default: 110, Range: 1 - 65535]

==

[Range: 1-30]

[Range: 1- 255]

(C—
—
C—

[Range: 0 - 9999]

7-34  POP3 Server Configuration [EIE

2. Ta—IVRIET=2%ZANL. [Savel Ra>Z&I w7 LET,

SERREIC K

BE

Biis

Authentication Server1-3

POP3 SRR —/N1-3 D IP 7 FLREIBELE T,

Authentication Port

POP3 X vt —D&IXKET B0 —/\DR— b ZIRELE T,

SSL Enable POP3 D SSL HR— b EBMITLE T, A4 T arhaEMNEHE. CA GRELR) B®RIRT 248H H Y £,
CAFile POP3 t —/\(DIFREE #1&FE T % CA (RREFR) ZIEE L X7,

Timeout POP3 #—/\H'5DIGEICHT 20> bO—ZDFEEME (W) ARELE T,

Retries POP3 Hf —/\ DT e EE L £ T,

User Idle Timeout

A—YDBT A FIVREICZE D TH SR A LT b T 5E CORBERELE T,
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POP3 D FS X I CA DEEE

Security > Authentication > External Auth Server > POP3 Trusted CA X Z1—
CA 771 Ii&. B’E LIEBEET —/\D ID AREFES B7z8dlc. POP3 2O I — 3 D—E& LTHERAINE T, 3 DOREY —/\DZFNZNHN
RELICEERTAEED CAZF DT ENTEEXT,

1. Security > Authentication > External Auth Server > POP3 Trusted CA DJEICA Za21—% 7 ) v/ L. UT0OBEEARRLET,

Security » Authentication » External Auth Server » POP3J Trusted CA o Q

Radius Server

Thiz page shows the list of POP3 CA Files,

POP3 CA Files List

Show entres [Right click on record to get more options] | a9, |

Mo data available in table

Showing 0 to O of 0 entries

! |. First | Previous Néxt v Last. .)[
7-35 POP3 CA Files List [EH
2. TAddCAFile] Ra>Z=7 )y LT CAT7A)LZBMLET,
b CA File Configuration e )

CA File | ZrAIEEIR BRI HA

7-36 CA File Configuration &

[(T7A4)VDFER] 7)) w7 LT, CA771IbEBRBLET, BRE. [Save] R2>%=0 ) v I L%,
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LDAP H—/\DERE

Security > Authentication > External Auth Server > LDAP Server X — 1 —

LDAPEREEAR TlE. 2> bO—Z ENEDY —/ B CEREGIAZ AT /20T LDAP ZER LE T, LDAP T —/\&. 7« L7 b URERICTK
BEDI—F7—2RX—XERFELET, I—PERIBENICREINSH. RILI—YETELGSVIV—JICFBEYT 21— Y&REAT 5T &

NTEELT, GH. Windows ® Linux F—/ BT LDAP H—/\DFEIE. T—HEREEAD NT K X1 >4 Active Directory H—/\DREL V&
BEICHEITE>TUVETY,

OV FA—JICRESNZBERIE. IV PO—ZEZDRA MOFAZ BB LE T, LDAPBM. RAAVE ON) . BLUBEEETH DY MR T—
Fi&. LDAP H—/N\IcO> bO—ZDFEAAHAI T B5F—T 04—V T,

LDAP H—/\DEE

1. Security > Authentication > External Auth Server > LDAP Server DJEICAZa2—%7 ) v 7 L. UTOEEARTLET,

POP3 Trusted C& | LOAP

Server

Thiz page zllows a user to configure authentication servers for LDAP authentication,

LOAP Server

LDAP Server Settings

Server Check

LDAP Attribute 1

| | Cptional
LDAP Attritute 2 | | optienal
LDAP Attribute 3 | | Cptional
LDAP Attribute 4 | | Optional
Timeo ut [Range: 1- 999] Seconds
Retries [Range: 1-9]
ldle Timeout [Range: 0 - 9999]

Cancel

LDAF Server List

Show | 10 v | entres [Right click on record to get more options] a, ‘
Default-LDAP-Server] 192, 168.1.1
Default-LDAP-Server2 192.188.1.2
Default-LD&P-Server3 192.168.1.3
Showing 1to 3 of 3 entries |} First || .| Previous | 1 | Mext. ;|| Last g
Add New LOAP Server
7-37  LDAP Server Configuration EE
2. TA4—IbRIET—=2%EASL, [Savel RE>EIU vy LET,
=[] B
LDAP Attribute (1-4) LDAP H—/N\TEREI N/ LDAP 1—HICRSE T HBUAIRELET T, TN5IE SAM 7 73'7/ k42, Associated
FAMVRGEDREEEHET., ALI—TREF O TCWIRED 1T ERDT2DICINSZBATER
—a_o
Timeout LDAP F—/\H'5DI5EE DY hA—SHEF OB (1) #RELET,
Retries LDAP Hf—/ \\OD st TR =18 E L £ 7
Idle Timeout TA RIVRREITE S THO S R LTI T 25 CORBAEIEELE T,
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3. FLWLLDAP B —/\ZBMY 53551&. [Add New LDAP Server] R2>%&2 1) vy L, LTFOBEEZFRRLET,

LOAP Server Configuration °

Profile Name

huthentication Server

LDAP Base DN

Administrator Account

Password

7-38  Add New LDAP Server [E|H

4. TA4—)VRITT—2%ZANL, [Save] R2>%& v LET,

1BEE EA
Profile Name LDAP SR —/\D SO 7 7 1 IV AEIEE LE T,
Authentication Server LDAP ZBE—/\D IP 7 KL A &IE LT,
LDAP Base DN LDAP EREEICHITAN—A RAAL VEZEIEELE T, TD R AA T LDAPSREEAERT 52 X—X DN [CDWTIEE
BEICEOEDE TR0,
Administrator Account PPTP/L2TP $#i5tlC LDAP SREENANEGEHCFER I NS LDAP —/\OEE7 AT > M EIEELE T,
Password EE/INAT—REASILET,

RADIUS 7 AU VT« 77 O—INIVERRE
Security > Authentication > Radius Accounting Global Configuration X —Z 21—

AEETIERADIUS 7AHDT >V T 4 7= \DTO—/NVERE. TBETWVWET, RESSID ICBWTT AT YT+ 7 &E T O—/\UICER / 8
FEE T Bz&IT. Accounting Mode] EFEARALETY,

1. Security > Authentication > Radius Accounting Global Configuration DJEICAZ1—%7 Jwv o L. UTOBEEAEFRRLET,

Status L Maintenance

Security » Authentication » Radius Accounting Global Configuration o e

Thiz page is uzed to view and configure various global parameters for the RADIUS Accounting server configured on the svstem.Use Accounting dode
to enablefdisable accounting globally for congigured 5510,

Radius Accounting Global Configuration

Accounting Mode m
Accounting Interim Update Mode m

Radius dccounting Interim Interval l:l [Range: 300 - 3800] Seconds

7-39  Radius Accounting Global Configuration [EIE

2. Ta—IbRIET—2%AJ. REL [Savel Ra>&T ) vy LET,
1HH Btz
Accounting Mode RADIUS 7HD > T 17— REEM/ENCLET,
Accounting Interim  |RADIUS 7 AT > 7 « > @ HREFRE (Interim-Update) E— FEER/ BNIIEELE T,

Update Mode
Radius Accounting RADIUS 7H D > T« 7D HEERE (nterim-Update) €— RBEWEHC, PREREDEEEIEE LE T, 300-3600 (#)
Interim Interval TIEECEFT,
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Facebook Wi-Fi 3%

Security > Authentication > Facebook Wifi X Z 21—
Facebook WiFi (& lfacebook.com) ZER LIZEREAT v 77 1 T R—2/VAHZXLTY, Facebook WiFi EREEE(ER T 2 ICiE Facebook (T4 —
FOTATINARE LTERT DHNEBHHYET,

1. Security > Authentication > Facebook Wifi DIEICA Z2—% 2 1) v o L. UTOBEEAFRRLET,

Status

Security » Authentication » Facebook Wifi o e

Facebook WiFi iz a captive portal mechanizm intended to use facebook.com services for authorization. To use Facebook WiFi Authentication admin
first needs to register gateway dewice with Facebook. Thiz page iz used to register and pair merchant page with facebook.

Facebook WiFi Authentication

Facebook WIFY Auth Registration
Registration Mame D -2000

Facebook WIFY Auth Configuration Status

Registration Status Unregisterd

Registration Url

Configuration Status Uncheck

7-40  Facebook WiFi Authentication [EIE

2. TA4—IVRIET—2%AS BEL [Register] R2>EI vy LET,

HE | e

Facebook WiFi Auth Registration

Registration Name |§ﬁ%€«?‘éﬁ L. TRegister] #271)wv o L%d,

Facebook WiFi Auth Configuration Status

Registration Status BRAT—2AZRRLET,

Registration Url BREINfZURLEHRRLE T,

Configuration Status | BEAT—X2AEFRRLET,
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E-mail %7€

Security > Authentication > Email Configuration X~ 1 —
RIBETIEAY FO—IH5F v T4 TR—ZI)VI—HPNE A—JVEZEET S SMTP H—/\DFREETVE T,

1. Security > Authentication > Email Configuration DJBICA a2 —% 7 1) v L. UTOEEERRLET,

B Status

_
@k =

Security » Authentication » Ewmail Configuration o o

This page allows user to configure the SMTP Server to email the captive portal user credentials from the controller.

Ernail Configuration

E-fhail Server Address | |

SHTR Part [ ] tRarze:1-ss53

Return E-Mail Address | |

Authentication with SMTP Mone Plain Login & CRAM-MDE

User Mame | |

Pazswaord

Respond to ldentd fram SWTP

7-41

Cancel

Email Configuration [EIE

2. TA4—IVRIET=2%&E AN, REL [Register] R2>&7 vy LET,

LEIE!

Elis

E-Mail Server Address |+ 77« TR—Z)VI—HITE A—JLRIET BTc&HD SMTP H—/\7 KL A&IEELE T,

SMTP Port

EA—=)LH—/\D SMTP R— b ZI8E L F T,

Return E-Mail Address | SMTP f—/S\H\5 D E A —JVESET D EA—ILT7 FLRAZIRELE T, EERBEFWHETT,

Authentication with | #E8ERTIC SMTP ¥ —/\IC K A FRRED N E A, [Plain Loginl TCRAM-MD5] TI1—H4, /XX 7 — FDREEE

Eat=—)

X AE

L&ET,

SMTP MNone| #3IRd 5 LR EXIThNE A,
User Name SRR D 1 —HRAEIBELE T,
Password SRELRFD/NA T — REIEELE T,

Respond to Identd
from SMTP

SMTP H—/\H05®d TIDENT) U7 T X M, OY FA—SHh5RBETONE DD ZERELETT,
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SERAE R E

CAGIREPEDERIAEOENZITVE T,

{SFEEHIEAE

Security > Authentication > Certificates X — 1 —

ERBEHIFAE (CARIFRE) 1E. CAICL > TEBAENTGEIREOEMEERET 2cHIERAENET, FPEEMEFIC. 586ER (CA) &M
NAHEBEIN2ER/OEEICL > TELIMTONE T, KEED T —)icid. & CADIFAENKRTREINE T, UE—FVWNIT—bU A&l
ISAT Y T IVRIVEERREERR LISSE. SREHLBOR TETOIIRENMEREHFEBOV TN I 2D TRITENTLEHE SHDREEE N
£,

1. Security > Authentication > Certificates Trusted Certificates DIEIC A =1 —%2 1) v 7 L. UTOBEEAFRRLET,

Trusted Certificates or Ch certificates are used to verify the validity of certificates signed by them. When a certificate is generated, it is signed by
a trusted organization or authority called the Certificate futhority, The table contains the certificates of sach CAWhen a remote WPM gateway or
client presents a digital certificate, the authentication process verifies that the presented certificate is issued by one of the trusted authorities,

The Trusted CA certificates are used in this authentication process.

Trusted Certificates (CA Certificate]) List

Show | 10 v | entries [Right click on record to get more options] 9, |

Mo data awailable in table

Showing 0 to 0 of 0 entres || First | Presdous || Mext o || Last. 4

7-42  Trusted Certificates (CA Certificate) List BIE

2. TAddNew CACert] A2 >%&ZUwo LT, sEAZEZEMLET,

Trusted Certificates (CA Certificate) Configuration °

Certificate File U T LEER |#RE A |

Upload

7-43  CAFile Configuration [&/E

3. [O7AIDEER] 207y LT CAT7AIVaSRBLET, &ERE. [Savel RE>ZI v o LET,
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7974 7 GECERMHAE

Security > Authentication > Certificates X —1—

TOT—TIVICIE, EEEEHREAE (CA) ICK > THEITENGEHED—BEANRTEINE T, UE— M KET—/\IE ThoDiEREEFERLTT
DIV—ZZIRIE LT,

1. Security > Authentication > Active Self Certificates DIBICAZ21—% 27 ) v o L, LTFOEEZFRRLET,

Security » Authentication » Certificates » Active Self Certificates o Q

Trusted Certific

Self Certific

This table lists the certificates issued to wou by trusted Certification Authorities (Chs), and availzble for presentation to remote IKE servers. The
remote IKE server validates this router using these certificates. For each certificate, the following data is displayed:

Active Self Certificates List

Show entries [Right click on record to get more options] | , |

Mo data available in table

Showing 0 to 0 of 0 entries 1) First || .} Previous || Mext 5 || Last 5|

Certificate

7-44  Active Self Certificates List Bl

2. TUpload New Self Certificate] R2>%&%2 1) w2 LT, iEAZEEEBMLET,

Upload Active Self Certificate °

Certificate Fils “jy,m,gsgﬁ ARz wh |

Upload

7-45  Upload Active Self Certificate [EmE

3. TO74IWDER 20 ) vy LT 770IE2BLET, ERE TUpload) R2>%Z7 v o LET,

204



B8 XYy T=7DCF1)TAHE

B ERIIHAZEDY /IR
Security > Authentication > Certificates X Z 21— -
ANEEICE. ERENFLINTOIBEY) 7V TR FHERTENET,

1. Security > Authentication > Self Certificate Requests DJEICA Z21—% 7 ) v/ L. UTOBEAFRRLET,

% Security

Security » Authentication » Certificates » Self Certificate Requests 9 0

Trusted Certificates | Active Self Certificates | self Certificate Requests

The Self Certificate Requests table displays a list of all the certificate requests made,

Self Certificate Requests List

Shaw | 10 ¥ | entries [Right click on record to get more options] a, \

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous | Mext . || Last |

Certificate

7-46  Self Certificate Request List [E]H

2. TNew Self Certificate| RZ &7 1) v LT, sEBAZEHEEMLET,

Generate Self Certificate Request e

Name ‘ |

Subject ‘ |
Hash Algorithm ‘SHM |

Signature Key Length ‘ 1024 |

Application Type HTTPS

IP Address ‘ |

Domain Mame ‘ |

Email Address ‘ |

Save

7-47  Generate Self Certificate Request B

3. Ta—IVRIRT—=2%ZAN. FEL [Savel R2>%&V v LET,

1BE R
Name FERAEICEB DR ZIEELE T,
Subject SEFAZE D CN (Common Name) ZASILE T, —MBEICIEULTFD 7+ —< v F TEEINE T,

CN=<device name>, OU=<department>, O=<organization>, L=<city>, ST=<state>, C=<country>. For example:
CN=router1, OU=my_company, O=mydept, L=SFO, C=US

Hash Algorithm Ny a7 b3 X & MDS £izld SHAT A BiEELE T,

Signature Key Length |~ 72 F v DRI % 1024, 20488 hSIBELE T,

1024bit @ RSA BIFREMMBENEEZ SN TVET,

TFIVT A DD, —BDT ST TIETNSDREDGIREINTES Y. FEREEHTHT S FHRELET,
Application Type TIVr—2 3024 THRREINET,

IP Address 7 avELTIP7RLRAEAALEY,
Domain Name FT a3 ELTRAAMZBEASILETD,
Email Address F7avELTEmal 7 RLAEASLET,
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MAC /N1 INRERTE

Security > Authentication > MAC Bypass X —1—
MAC NA /N (E BERLTE MAC T RLRZRDIA—YDF v T 74 TR—2)b\DOTA V&2 TIcA v 2—2y FEBETES L DITT HHEE

<9
1. Security > Authentication > MACBypass DJEICA Z2—%&7 vy L. U TOBEEZFRRLET,

Security » Authentication » MAC Bypass o °

This page is used to serve VIP users by skipping CP login. CaptivePortal enabled on LAN/VLAN interface or 551D Profile of Controller, and MAC Bypass
feature allows specific wired/wireless CP user surfs Internet without CP login.

MAC Bypass List

MAC Bypass List

Upload MAC List | BB
Add List Delete List
Show entries [Right click on record to get more options] | q |

yo— :

No data available in table

Shawing 0 to 0 of 0 entries || First || .| Previous || Mext ; || Last |

Add New MAC Bypass

7-48  MAC Bypass List B[

B MACYRFZZHIT 55
(288 #70)y o L. svERDT 74 )V%&#ER — TAddList) #7Jv o LET,

B MACY R MZHIRY %155 :

Delete List] #2 1Jwv o LET,

B MAC7 FLRA%ZEMY 3156 :

1. TAdd New MACBypass| =2 1Jwv 7 LEd,

MAC Bypass Configuration °

MAC Address | |

Description | | Optional

7-49  MAC Bypass Configuration Bl

2. UTDEEZHRELEXT,
+ MACAddress-MAC 77 FLA&E AN LET,
+ Description - 8tBAZ AJILE T,

3. [Save] #7Uv o L%,
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OAuth ¥ —/\E&E

Security > Authentication > oAuth Server X = 31—

OAuth U —/\DREZITVE T,

OAuth =/, F+ 77« TR—2)VTLAN BRUWLAN 7 547 > S &FREET B e HICERTE 2SR —/ N T,
KT Y K LTWBT oL AR Y b TREBTEE LA,

1. Security > Authentication > Security > Authentication > oAuth Server DEICA =2 —% 71 v 7 L. UTOEERARRLET,

e

Maintenance
% Maintenance

Security = Authentication » OAuth Server o °

This page allows to configure several QAuth server configuration for authentication.

OAuth Server List

Show entries [Right click on record to get more options] | aQ |

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Mext » || Last ,|

Add New Server

7-50  OAuth Server List B
2. [Add New Server] &7 )wv 27 L. UTFOEEERRLET,

QAuth Server Configuration o

Profile Name | |

Server Type |Gnng|a |

Client Id | |

Client Secret | |

Save

7-51  OAuth Server Configuration EIE

3. TAa—IVRIET—=2ZAN. FEL [Savel Ra2>%&V v LET,

1aE B
Profile Name 77 AIBEATILET,
Server Type H—/\2A 7% [Googlel Facebook] TlLine) TWeibo)] H5&ERLET,
Client Id A7 M IDEASILET,
Client Secret IoAT =Ly b EASILET,
B IV ORE

IVhUETHEZY YL, TRt 200y 7 LET,

B I kDK
T hJECTHEZ YL, [Delete] #21)wo LET,
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9347 r078YY

Security > Firewall > Blocked Clients X Z 21—
FS T4y IHBEARRTERT SE. AV MO 7OV 77547 (MACT FLR) D5 S 70w oxT7Ov 7 LET,

JOvI$39547 7 OB
1. Security > Firewall > Blocked Clients DIEICA =1 —%2 U v o L, UTFOBEARRLET,

Security » Firewall » Blocked Clients 0 @

This page shows a list of clients MAC addresses blocked by admin.

Block MAC Clients List

Show entries [Right click row to see more options) q, |

[P Sudabceciellit 8

No data available in table

Showing 0 to 0 of 0 entries | First || -] Previous || Next , || Last 4

Add New Blocked Clients

7-52  Block MAC Clients List EIE

2. TAdd New Blocked Clients] RZ &2 1) w7 L, UTFOBE@mERRTLET,

Blocked MAC Profile Configuration L)

MAC Address

Description

7-53  Blocked MAC Profile Configuration [EiE

3. ATV EDMACT RLREFGBANZEATI LT, [Save] RE2>&ET Uy LET,
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E8E RT—RALLUREHER

B8E RAT—ZABLUHEHER

AECIE BRIV NO-SETTCARA Y FDRAT R AEREMEHERZRT T HUTDOEBEICOWVTERALET,

HTEE B

HEHEREFAROSR TINA RDIREE, AR/ BIRE Z7 vV OFEHER. 2RI BRI H7 5472~ BLUFIAEER
TLET, £feo YV aAR—RFDOAREZIA RETVET,

AT LIREED B OV hA—SOEKER. OY. USB T/N\A RAICETZEHRERTLET,

v bT— U EROBE DHCP U ZA TV b, ¥ TT7 4 TR—2IbE v 3>, FREHRHER. Vo707 05—2 a v DIRERR
R~LET,

IV hEa—20DBE OV bO—2DOEFHRTE. Radius 7HI VT 4 IS —I\GEEDBEREERRLE T,

TR ARA T MEROBE TIRARA Y FOFEHEREFR T LET,

HatHRR & FIAROBE

Status > Dashboard X = 1—
RO FO—ZE. YATLMEBLTWS Y —XICDWTERRTBHE YV 1R— RZRELET, AV aR— KR—=JIEUTotwrv 3>
TEEHSNTWVET,

Serial Number: S533F Firmware Version:

D-LinKk G s ) g 51

M |Event(@) AP 0 (00 2.4GHz RF Utilization ‘o @) (0" 5GHz RF Utilization ‘o @@ (0 Client RSSI ‘0 @ ‘o

Status _ Nirele BN

Status » Dashboard (2 M+

The Managed AP, AP Utilization, Controller Memory Utilization, Client Traffic and Controller CPU Utilization for all user/group are profiled here and
packet traffic through the controller is displayed for each interface.

Dashboard Manage Dashboard

Managed AP Status(0/64 ) Top 5 AP Utilization ‘WLAN Traffic [~
4 : —
3
N/A N/A NiA [

2
N/A N/A NiA 0

1
N/A NA NIA [

o
3 > N/A NiA NiA 0

Bl ferigea o N/A N/A NIA 0
B vt Managed 0

0 % 4 & 1 10

[ocars |

£l Connection Failed )

Controller Memory Utilization Top 5 Client Traffic
Ocoupied | 44% N/A 00:00:00:00:00:00 N/A L
N/A 00:00:00:00:00:00 N/A H
N/A 00:00:00:00:00:00 N/A L
N/A 00:00:00:00:00:00 N/A H

8-1 Dashboard B

oy av Btz
Managed AP Status B LERTEDRECEICER T VEARA YV FDFv— b aRRLET,
Controller Memory Utilization | 3> FEA—SHVEELTWAAEUERR (%) ZXRTLET,
Controller CPU Utilization OV hA—SHEELTVS CPUERE (%) AR RLET,
Top 5 AP Utilization AP DEFERR/ b T 74 v UHETEERIAN b2 T 0 v BB LM S BERRLED,
Top 5 Client Traffic DIATVNDNZ T v OkstE N DT v EE LM S BERRLET,
Monthly Active Users ER1—YoBREEERRLET,
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F8E AT —R2ABLUKEIER
Fya1R—FOER
LUTFOFIET, 4y ak— REARERAXT BTENTEET,

1. Manage Dashboard] ~"4>%&2 w7 LET,

Status » Dashboard

@0

The Managed &P, AP Utilization, Contraller Memary Utilization, Client Traffic and Controller CPU Utilization for all userfgroup are profiled here and
packet traffic through the controller iz displayed for each interface.

Dashboard

Manage Dashboard

8-2 Dashboard Bjm

2. UTFoOEEARRENET,

#Manage Dashboard

Dashboard Auto Refresh

& OFF 'J15 Seconds 30 Seconds
Managed AP Status m Top 5 AP Utilization m
Controller Memory Utilization m Top 5 Client Traffic m
Cantroller CPU Utilization m Monthly dctive Users m

A

8-3  Managed Dashboard B

2y 2 R— PICRRENDBE NIV EBNEISENCT HTENTEFY, Ffe. Dashboard Auto Refresh] T4 2 27R— R DEEERRE
BERETHIENTEET,

3. J\RJL7%Z TONJ KTcld TOFF ITEIW EZ T, [Save] RE>%=T 1) w7 LET,

FEHIEER
FHAT70OYT [Details) RE22EY )y TH5TET FMEREIIRABRELE1—TBHIEDNTEET,

Controller Memory Utilization

T
-
L

| Occupied | 41% |

8-4  Controller Memory Utilization EI
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Total Memaory 1827 MB
Used Memory 448 MB
Free Memory 1380 MB
Cached Memory 86 MB
Buffer Memory 19 MB

8-5  Controller Memory Utilization Details i

Managed AP Status Details

DWL-7620AP 4.7.2.9 s el e D 192.168.10.8 Managed 00:01:55:38

8-6  Managed AP Status Details [BI[H

CPU usage by user 1%
CPU usage by kernel 0%
CPU idle 99 %
CPU waiting for 10 0%

8-7  CPU Utilization Details B

AP Utilization Details

DWL-
192.168.10.8 Ao AR 4.7.2.9 00:01:58:58 1 1 9 5
T7620AP

8-8 AP Utilization Details Bl

Mo data available in table

8-9  Client Traffic Details EBImE

[Mraffic Information] 7—27JLClE. UTFOEMIBR— ~ DFF LVOEZERTERERTLET,
« ZHAYETT—X (LAN{ VLAN) OR— MEHBIF B/ 7w b LNILDIER

< ERENTY B

« BA VT T ADOERREAMDES N1 /)

BRR— F TEASHOBELNREE L TVWE I ENRDONEHE. DT~ JIVEFRLT. R— FOBREREPRELNIVTOREESILE T,
FEHERT — T IUITiE. EX—=VDBHBFICRFDR— NIV T —2DRRZAREICT 2 BHEHILEN H Y £, Manage Dashboard| Hh55F
FERAERELET, b7 v oERE )y I BITIE. [Clear Statistics] REV&EV w2 LET,

Traffic Information

Incoming 86213
Outasing 251281

Dropped Incoming 0

o lio| oo
o lig| o |

Dropped Outgoing 0

Clear Statistics

8-10  Traffic Information &I
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VAT LIREDEE

OV hO—2DY A7 LIER

EBMIRLET,

TINA RAREDBER

Status > System Information

|RO> FO—Z0DIV T
- General- X7 L%, 7

> Device XZ1—
TL—Y 3 VEREDENERRLET, CCTIEUTOE I a VT EHTVET,
=L IT7N=I3y WIAN EV21—)b\—=V 3> U7 IESEEERRTLETD,

- Port Information - BIEERTE/ T A —RICEDVTEREAFTILET, LAN1IZIEDY FA—ZDO—HIVA V2T T —AHFKREINE T,
LAN R— r % [Standalone] ICERET D& WIS 5 LAN D RITERDAFRINE T,

Status > System Information

> Device DIEICAZ21—&7 v oL, UTDOEEEERLET,

@) Status = Wireless 2 Security £3° Maintenance

Status » System Inform

All of your Internet an
displayed here.

Device Info

General

System Name
Firmware Version
Hardware Version
WLAN Module ver
Serial Number
License Informati

MAC Address

Port Information

ation » Device o Q

d network connection details are displayed on the Device Status page. The firmware version and hardware serial number is also

DWC-2000

4.7.4.2_Ax_WW

Al
sion 4.2.0.1
a2 CRIE:
on Mone

SH I S AT

e — i -

IPv4 Address 192.168.10.1 / 255.255.255.0 192.168.10.1 / 255.255.255.0 192.168.10.1 / 255.255.255.0 152.168.10.1 / 255.255.255.0

IPv6 Address

DHCP Server Disabled Disabled Disabled Disabled

DHCP Relay Disabled Disabled Disabled Disabled

8-11  Device Info EmE
romEsHYEY.
HE LG
General

System Name

A bEO—=20O1Z Y FEDRRINET,

Firmware Version

OV baO—2REFRALTVWE 7 7—LT T 7DINN—I 3 VHAERREINET,

Hardware Version

AV hO—ZDN\—RI T 7N\=I 3 VHAEREINET,

WLAN Module Version

BWEIY NO—SCEMELTVAER I FO—ZEY 2 —IbDN—=J a VHARREINE T,

Serial Number

AV FO—SDA—=HDOYV I T IVEEHNERRENE T,

License Information

AV PE=FTEWEZ ALY ADZATD) A SHFRRENET,

MAC Address LAN R—FD MAC 7 FLAHOERREINE T,
Port Information
IPv4 Address LAN R—rD IPv4 77 RLZADRRENE T,
IPv6 Address LAN R—FD IPv6 7 RLADFTRENE T,
DHCP Server O FA—2® DHCP H—/\HBEME IS EN TH S DR LE T, [Enabled] DIFE. LAN R— MIESTT 2
DHCP 7 A7 bDR I G BAFT IV I7ICZENSDIP T FLAZZELET,
DHCP Relay OV A=A DHCP U L—& LTHEELTWRHESIHZRLE T, TEnabled] DIFE. Fa2UT747F54

T7VAIEFDHCP U L—& LCEMELE T,
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USB 1RERDEER

Status > System Information > USB Status X — 1 —
RO SO—ZITHERY 5 USB 7/ ADBRICOVTRRLEY, BRI FO—3(Cld B USBTUYE2PUSB T4 RY (T7—L7TT
7Ty T L= ROR®RDM;) ZER CED 2 DD USBR— OBV ET,

Status > System Information > USB Status DJEIC A —21—%7 v 7 L. UTOBEEZRRLET,

Status = Wireless B Network £ Security £* Maintenance

Status = System Information = USB Status e e

This page displays information about the USB devices connected to the USB port(s).this page will update dynamically to show the status of the USB
devices connected to the controller.

USB(s) Status

| Description || USE Port 1 “ USB Port 2
Status disconnected disconnected
Vendor NA HA
Model NA HA
Type NA A
Mount Status NA HA

8-12  USB (s) Status [EIE

LITOIEELH U ET,
EE | 598
USB Port1/USB Port 2
Status B/ OISz 7\ A ADREEFRRLET,
Vendor O bO—ZICERTT B USB 7/ N1 ADN Y A2 5 R RLET,
Model OV bO—ZICEFRT B USB 7/\A RADET/ILEERRLET,
Type O bA—ZE USBT A4 RY RSA4T (ARURT A v D) TINMMAL 3GUSBET L (7R TR) E£zl& USB 71)
VRICETBA VR T T —AETR—FLTVET,
Mount Status OV bO—ZICEKTT D USB TNA ZDR T MREEERRLE T,
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v FT—J1FHROEBE

IrhO=50xy FT—VIERESRBLET,

DHCP 75147~ F DB

Status > Network Information > DHCP Clients X =1 —
SO FO—IHS5 PR —RENTWVWBEI A7 FO—EEZFRTLET,

LANDY—=R7547 2 F

Status > Network Information > DHCP Clients > LAN Leased Clients DJBIc X —2—%2 U v L. U TFOEEAERRLET,

3

Status = Wi

tenance

Status » MNetwork Information » DHCP Clients » LAN Leased Clients

LAN Leased Clients | IPvé Leased Clients

90

This table displays the list of DHCP clients connected to the LAN DHCP Server and to whom DHCP Server has given leases.|f the LAN is serving DHCP

addresses, this table will show the list of DHCP clients for the controller's LAN DHCP server.

LAN Leased Clients List

Show entries [This information is view only] Q, |
| Host Mame 8] ” IP Address ‘ MAC Address =] |
Mo data available in table
Showing 0 to 0 of 0 entries || First || .| Previous || Mext » || Last 4|

8-13  LAN Leased Clients List [B|E]

UTFomELH I ET,
HE =HER
Host Name BT 505472 FDORA MAHRRRINEKT,
IP Address FHIIP R MT—ETBHRAMDLANIP 77 FLAORREINE T,
MAC Addresses SREFEHDIP 7 RLRAFHEFD LAN KX FD MAC 7 RLADNERREINET,

LANIPV6 DY —RXU 547> b

Status > Network Information > DHCP Clients > IPv6 Leased Clients DJBIC X —2—% 27 w7 L. UTOEEARTLET,

Status

© Maintenance

Status » HNetwork Information = DHCP Clients » IPvé Leased Clients

LAN Leased Clients | IPv6 Leased Clients

9o

This table displays the list of DHCPvé clients connected to the LAN DHCPv6 Server and to whom DHCPwé Server has given leases.|f the LAN is serving

DHCPYé& addresses, this table will show the list of DHCPv6 clients for the contreller’'s LAN DHCPvé server.

IPv6 Leased Clients List

Show entries [This information is view only] a5 ‘
| Host Name * " IP Address ] ” MAC Address ] ‘
No data available in table
Showing 0 to 0 of 0 entries || First || | Previous | Next ;|| Last |
8-14  IPv6 Leased Clients List @&
TFomBELHYET,
EH rEA
Host Name BT 272147 FORAMBOARTENE T,
IP Address DHCP IPv6 H—/\HFH T B LAN IPv6 7 KL AT RENE T,
MAC Address DHCP IPv6 F—/\EICH BB EITIE. FHENZIP 7 RLRADE) HTEND MAC 7 RLAARRENE T,
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FyTT714TR=2IEYaVDBRE

Status > Network Information > Captive Portal Sessions X — 1 —

AV hA—SHBET BTV EARA Y boBUTCERLIET VT4 THA V2 —3y by Y a7 —JINCRRENE T, cnsDI1—FId
A—AINVERIENBI—FT—EZRX=XFELTWT, A V2—3y N7V REFAENOT A VEEEER > TVWE T,

Status > Network Information > Captive Portal Sessions DJBIc A = 1—% 2w L. U TFOEEAZRRLEY,

Status

Status » Network Information » Captive Portal Sessions Q0
Use thiz page to monitor the runtime authentication sessions that are active on your cantrollern

Captive Portal Sessions List

Showe | 10 v |entn'as [Right click on record to get more options] Q. |

Mo data awailable in table

Showing 0 to 0 of 0 entries || First | Previous || Next - || Last 4|

8-15  Captive Portal Sessions List B

AVE—=%y bty aVDINARIV—DBMCTHSH%E. £va>ThHY v L, [Disconnect] Z:#IRT 5 &, EBREIGTA1— Y =ERIIC
UMICEEY,

Ty avEmERL. By I AZ1—hH5 [Block Device] Z3E R LE T, [Block Device] RZ>&ET )W dHE. 7247 ME7Av o)
A b (Security > Firewall > Blocked Clients) |CEINEN., TDT 47> MCKBBESLUSEDOL Y ayATOy 7 ENET,

UTFOEENHYET,

1HE B!
MAC Address A=%D MAC T FLAHNTRRINE T,
User Name I—TanFRRENET,
IP Address A4 >A—FDIP 7 RLANKRREINE T,
Latest Login BHOOT 4V HEHARRIINET,
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B8E AT —RALLUNRGEHER

AVE2TI—RADIST 1 vy DEE
Status > Network Information > Interfaces X = 1—
BAVRTI—RIHFBHREE / NEE/NNTy bERRLET,

Status > Network Information > Interfaces DJEICA =21 —%& 7 ) v o L, UTFTDOEEAEEZRLEY,

Status =

N

==

_

£° Maintenance

B Network

= Wireless

Security

Status » Network Information » Interfaces o e
The profiled and packet traffic through the controller is displayed for each interface..
Interfaces
LAN info
Description | LAN 1 LAN 2 | LAN 3 | LAN 4
Incoming Packets / Bytes 63142 / 11MB
Outgaoing Packets / Bytes 57826 / 58MB
Dropped In Packets / Bytes 0/0B
Dropped Out Packets / Bytes 0/0B
VLAN info
Showi 10 v %entries [This information is view only] o, |
VLAN Incoming Outgoing Dropped In Dropped Out &
[Packets / Bytes] [Packets / Bytes] [Fackets / Bytes] [FPackets / Bytes]
No data available in table
Showing 0 to 0 of 0 entries i e =
ra o ri
WLAN info

Data Information
Transmitted

Received

Transmit Dropped

Receive Dropped

| Packets / Bytes
146219 / 6B .
0758
0788

0778

5cr1‘ve .’.'?J_'o )
| Description Count
ICMP Received 2705
8-16  Interfaces EH
MTFomEELSH Y ET,
pi=[=| Bk

LAN Info (LAN 1-4)

Incoming Packets / Bytes

R—=FTANTBHIP /Ny b (# /bytes) BERRENET,

Outgoing Packets / Bytes

R— DTS/ Vrw b #/bytes) NERRENET T,

Dropped In Packets / Bytes

AVRT T —ADRAEARTHEENT/NT v b #/bytes) BDERRENET,

Dropped Out Packets / Bytes

AVZTT—ADNAEAB TREENT/ Vry b B /bytes) BDERTJENE T,

VLAN Info

VLAN

VLAN ID R ENE T,

Incoming[Packets / Bytes]

R—=PMCATITB P/ b (#/bytes) DERRENEKT,

Outgoing [Packets / Bytes]

R—=bD5WEATE/N7ry b #/bytes) HERREINEKT,

Dropped In [Packets / Bytes]

A V2T T—ADNAEARTHEENT/NT v b i /bytes) BNERRENE T,

Dropped Out [Packets / Bytes]

AVRT T —ADNAEARTHEENT/NT v b i /bytes) BDERRENE T,

WLAN Info

Transmitted

AV FA—SDBENIHEZINTDT 7 EARA Y bKE LT/ Vv MIDRRENE T,

Received

A2V FA—SDBEENIHEZINTDT T EARAY bHRE LT/ Vv MIOARRENET T,

Transmit Dropped

I hO—SOBEBMIHZITNCDT T EARA Y bHEE L. WEINE/ Ty MIDRTENET,

Receive Dropped

A 227 T —AODAAEAB THESNT/ T v hHARRENE T,

Active Info

ICMP Received

AR T I —RICRIELTZICMP /N7y b DFSEDRTENE T,

Available VLAN

BNEENTET V74 THEVLAN A V2T T —ADNFRRENE T,

Active Interfaces

BIEA 22T T — ADEHRRENE T,




E8E RT—RALLUREHER

D97 ITV5—2a 0B8R
Status > Network Information > Link Aggregation X~ 1—
Uo7 705 =2 3> DREEFRRLET,

Status > Network Information > Link Aggregation DJEICAZ2—%7 v 7 L. U TOEERZRRLET,

Status = B Network £° Maintenance

Status » Network Information » Link Aggregation o Q

Link Aggregation Status

Show entries [This information is view only] | q |

| Name 0/ static Mode 6| Administrative Mode 6 | Link state 6 Member Ports s
LA1 Dizabled DOWN Down port1,port2
Showing 1 to 1 of 1 entries |.J First | Previous | 1 | Mext » || Last J|

8-17  Link Aggregation Status [EIH

LITOmEELH U ET,
=S| =HPR
Name Uo7 o= ard)b—7 (LAG) &5 F=RLET,
Static Mode Uo7 75— 3> TI—T (LAG) DRZT 1 v E— RDREEFRRLET,
Administrative Mode EBIEET— NORE (BW/ 8N #2RLEd, EBE— NHAENGSE. ST v oiE70—&249 . LACPDU
ISEEESNE T Vo7 75— a v EEMT 2V 7IEBRENEEA. THEIEENTT,
Link State U>oh TUp) (77074 7) el TDown) (£7>) LTWBhERRLET,
Member Ports Uo7 75— 3 v DIERE. A7« —)U Rl XFFIFERTLAG DAV N\EZRRLET,
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E8E AT —RALLURGEHER

adr hra—>nEE

I hO-SDERERERTLES,

Y bO—SDIKEE L RFHERDEBR
Status > Wireless Information > Controller Status X = 1—
AV bO—ZDRELIFRERILET,

Status > Wireless Information > Controller Status DJEICA —1—%7 ) v L. UTFOBEEERRLET,

Status

0N

£ Security £* Maintenance

Status » Wireless Information = Controller Status o 0

Controller Status

Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The information on the Global page shows status and statistics about the Controller .

Controller Status

WLAN Contraller Operational Status Enabled

IP Address 192.168.1.100
Peer Controllers 0

Cluster Controller Yes

Cluster Controller IP Address 192.168.1.100

8-18  Controller Status BimE

romELSYEY,

BE

Eilis)

WLAN Controller Operational
Status

WLAN 3> b A—S OBFRESRTENE T,

IP Address

EFEOA FO—SDIP 7 RLARKRREINET,

Peer Controllers

xv b= ETRETNZET WLAN O bO—2DHHARRENE T,

Cluster Controller

COAYFA—ZHY I RARCHITB7Z A2 FOA—hESHEFRRLET, €70y O—ZDJIL—
Tk, 2> bO—2M0 1 DH BEMIGEEEINSD. FRIEVZRZ2AV FA—JITEAEDICREINE T,
JSRRAAV MO—=Zk. ET7TIV—TADINTDT IEARA Y T SAT > MCBETBAT—2 A E8ET
BRAENELET,

£S2EAY FA—SERR. £S5 AZOEBHET I/ LRARAY b 25TV b, FEERBLO

RF RF 4 VT —ER—AEXRTRCELT, 727207 bO—ZCEAEVIY bO—ZF. O—H/VIcE
BT 27/ 1 R BHERCETERRLET,

Cluster Controller IP Address

JSAZAY MA—ZTHBET7I bAO—ZDIP 7 RLADKREINE T,




E8E RT—RALLUREHER

BEI L7+

Status > Wireless Information > Controller Status > Controller Associated Clients X = 1—

dvbO—Z& BEIV ATV MERRLET, TOOAYMA—ZHY S RXZOY MO—FTHBHE. OE7 I bO—Z> TEEITNSEE
IA4T7 > bEFRRLET,

Status > Network Information > Controller Status > Controller Associated Clients DJEIC A =2 —% 271 v L. UTFOEEEERLET,

Status sork 2 £ Maintenance

Status » Wireless Information » Controller Status = Controller Associated Clients 0 @

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The table lists all the available Controller Associated Clients in the system.

Controller Associated Clients List

Show entries [This information is view only] (21, ‘
I Controller IP Address 4} || Client m,&c Address 8 I
192.168.1.100 W - Tnd] i e
Showing 1 to 1 of 1 entries | First | Previous | 1 | Next , || Last ,|
8-19  Controller Associated Clients List B
LIFDEENH Y ET,
IEH A
Controller IP Address BRI SAT Y MERT BTV ERARA Y MNEERETSO b O—JDIP 7 FLAERRLET,
Client MAC Address BT BG4 MDOMACT RLAERRLET,
DEE S RIV
Status > Wireless Information > Controller Status > Distributed Tunnel X = 21—
AP-AP b RIVE—NIZEIEO Y FO—ZICT =2 74 v BFEETICERY A7 MDD B3O VI ETR— M 2DICEREINET,

AP-AP FVRIVE—RTL 9547 Y EOBRIICERY AT LITBWTT I ERARA Y MBS T 258, 77 CARA Y MECVIAN 74T —F ¢
VIE—REFERTAHCETERI ATV MDT—RERELET, V21472 MHRIICERT 27V ARA Y b TR—L AP EMUET,
TIAT Y MR A—Z VI TBTICRRA N [PV T— 30 AP EMUET,

Status > Network Information > Controller Status > Distributed Tunnel DJEIC A =2 —% 271 v o L, UTFOEEEAERLET,

Status

Status = Wireless Information » Controller Status » Distributed Tunnel o e

Controller Status

Contraller jated Clients

Peer Controller Sent Status

This page shows information about all the distributed tunnel clients.

Distributed Tunnelling Status

Tunnel Packets Transmitted 0
Tunnel Roamed Clients 0
Tunnel Clients 0
Tunnel Client Denials i}

8-20 Distributed Tunneling Status [EIE

LFomBEENGYET,
1HE B!
Tunnel Packets Transmitted | 9 NTD 7 7L ARA > bHRDEE b > X UBRTERE LI/ Y FOBBHARTIEINE T,
Tunnel Roamed Clients PEEL S I EFEBLTR—LAPHYSO—IVIICHIAILIE 24T > bOEHARREINE T,
Tunnel Clients PEEL N ) EFEBLTT 7 EARA Y MESTT 205147 2 FOBBHOERRINE T,
Tunnel Client Denials TIAT Y HRO—Z VTG BRIC. VAT LDDEE N RV ERECTEBD DT ZA4 7> FORBHRRE
nNEJ,

ETIESRE ) v b3 BITE. [Clear Statistics ] R2 V&S 1) w7 LET,

219



B8E AT —RALLUNRGEHER

E73Y FO—>ORERE

Status > Wireless Information > Controller Status > Peer Controller Receive Status X = 1—

E7O2 bO—ZRERETIE. 1 DOERIY FO—ZHSMDOITRTOOY FO—FITEEFREAEXELET, COEETIK. O bO—IH
FHTH. 12007 FO—SH5 Y7 ZRAZADITNTCOERIY FO—Z5EET ST EHNTEL T, [Peer Controller Receive Status] EE Tl
O bA—2HET7D 1 DH5ZRMELIEREICETZBEREZTLET,

Status > Wireless Information > Controller Status > Peer Controller Receive Status DJEICA —a2—% 2 v o L. UTFOEEERRLET,

— c - .
Status B Network 2 Security £* Maintenance

Status » Wireless Information = Controller Status » Peer Controller Recieve Status o o

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The Peer Controller receive Status page displays information about the configuration sent by a peer Controller in the cluster.

Peer Controller Receive Status

Configuration Receive Status
Current Receive Status Not Started

Last Configuration Received

Peer Controller IP Address 0.0.0.0
Configuration None
Time Stamp Jan 1 00:00:00 1970

8-21  Peer Controller Received Status B

LTFomEL G ET,
=[S HEA
Current Receive Status
Current Receive Status E7 22 bO—ShOERREARET HIEED T/ O—/YWERAT— 2 AERRLET,

+ Not Started - Fita L TLOVFEH A,

- Receiving Configuration - REAZZEHF T,

- Saving Configuration- 3> 7 4 J L — 3 V& REF T,

- Applying AP Profile Configuration - AP 707 7 1 JLDFREAERHT T,
- Success - i

« Failure - Invalid Code Version - A EAO— F/N\—=2 3 >

- Failure-Invalid Hardware Version - RIE/G/\— KD 7/\—=2 3>~

- Failure-Invalid Configuration - RIE/Z A>T 1 L— 3>

Last Configuration Received

Peer Controller IP Address AIAVMO—SHAEISHDEEIA T 7L — a0 T7—2ERELEIC. 7—2aXELE7aY N O—5
DIPT7RLRAERRLET,

Configuration E72rbAO—Sh6RBICRELEOAY T4 L—Y 3 v OEEEARRLET,
+ Global
- Discovery

- Channel/Power

- AP Database

« AP Profiles

« Known Client

- Captive Portal

- RADIUS Client

« QoS ACL

- QoS DiffServ

- None-EfEO hO—ZlIMthD > bO—ZDOY T4 7 L— 3 v AAEZELTVE A,

Time Stamp COEGO Y bO—ZAE7IY bO—2Hh5 Y T4 L—2 a3y 72 EZELIEREDEEZRRLET,
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E7 Y bO—S0X(EIkEE

Status > Wireless Information > Controller Status > Peer Controller Sent Status X =1 —

TSAZRO 1 DO FA—FHSRIOIY FA—ZIH LT, IV T4 L— 3V ERETDHIENTEEY, [Peer Controller Sent Status |
BECIK. 72AZRTE7AY MO—JICE > TCRESNEI Y 747 L—Y 3 vDERERTRLET, Tfee IV 707 —Y 3 vERELR
272 bO—-ZDIP 7 RLAERRLET,

Status > Wireless Information > Controller Status > Peer Controller Sent Status DJBIC X —2—% 27 v o L. UTFTOEEEZERLET,

Status

Status » Wireless Information » Controller Status » Peer Controller Configuration Status o @

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The Peer Controller Configuration Status page displays information about the configuration sent by a peer Controller in the cluster.

Peer Controller Configuration Status

Show entries [This information is view only] | a, |
Peer IP Address o Configuration IP Address S Configuration & Timestamp S

Mo data available in table

Showing 0 to 0 of 0 entries

|| First | Previcus || Next , || Last j|
8-22  Peer Controller Sent Status B/
LIFOBEELNSH VX,
5H B
Peer IP Address AV T4 L= aVERESELIEV SAZROZET7 A A—ZDIP 7 RLRAERRLET,

Configuration ControllerIP | 2> T« JL—> 3 v BRAXELIEV ZAZADIAY FO—FDIP 7 FLAZRRLET,
Address

Configuration aAY A=A E7aAY bO—205RELEIV T4 L—Y 3 vDEBARRLET,
Timestamp AV 747 L= ayhay bO—JICBATNEERERRLET, BlE UTC TRRdEndicd. £E71>

hEO—ZHNTP ZEAE L TV HIHERICDIA AHEEEFRR TCETT,

[Refresh| RE2>&ET Vv TBE BREFHLET,
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B8E AT —RALLUNRGEHER

RADIUS 7 h o > 7 1 > Tkt
Status > Wireless Information > Radius Accounting Stastistics X —1—
RADIUS 7 Ao > 7 4 > 7o — /I \DffaHEREFRRLE T,

Status > Wireless Information > Radius Accounting Stastistics DIEICA Z—21—%&2 27 v o L. LTFOEEZFRRLET,

D Status = W
Status » Wireless Information » Radius Accounting Stastistics o e
Use the RADIUS Accounting Statistics page to view statistical information for each RADIUS Accounting server configured on the system.
RADIUS Accounting Server Statistics
Show |10 v entries [This information is view only] Q, |
Round
i Malformed "
Server [P O T.MD & | Requests® Retransmissions® Responses®  Access & bad . & hendine & Timeouts& Unknuwne Lachels
Time Authenticators Requests Types Cropped
Responses
111111111111 0.00 0 o a a 0 a 0 a 0
192,168, 1.2 0.00 0 i i i o ] 0 ] 0

Showing 1 to 2 of 2 entries

|| First | Previous | 1 | Next » || Last |

8-23  RADIUS Accounting Server Statistics [BIE]
WTFOEEH G Y %7,
1EH ETlis
Server IP RADIUS 7 AT YT 4 T H—I\DIP 7 RLATY,
Round Trip Time (Secs) RADIUS 7 A0 > 7« > 7 H—/I\hBiEEENTe. —ELTzR#FD Accounting-Response & Accounting-Request @
BRERRnLET, @)
Requests H—NTEREENFRADIUS 7AHT Y T4 T U IA Ny MIERRLE T BEGEHICEENT TA,

Retransmissions

H—/NCEREENZRADIUS AT T« V7 U T A NNy MEFRRLET,

Responses

Y= \DOREENT AT T A VI R— b TRIELIERADIUS 7 ATV T4 2T IN Ty b ERRLET,

Malformed Access
Responses

H—/\H 5 DARIEZ RADIUS Accounting-Response /N7 b D#EFRRLE T, ANE/ v bad@sne/ oy b
EHOEENET T, RNEREOARAGRA TERET AT T4 7Ny b ELTAHDY bENK A,

Bad Authenticators

Y—N\HEEEIN. EMESRALA &1 RADIUS Accounting-Response DS/ Ny MIERRLEY,

Pending Requests

BALT T LTWEWD, £ EEZE Lfc. —/\58D RADIUS Accounting-Request /37 b IEERRLE T,

Timeouts P—NDRA LT T FeEERRLET,
Unknown Types Y= \DERESNT HT VT4 T R— b TRIE LIEARBEEEED RADIUS /N7 v bDEERTLET,
Packets Dropped Y= \DOREENT AT YT 4 VT R—FTRIEL. WEINZRADIUS /N7y bOEZERRLET,

[Refresh | RZ>&E ) v ITBE,

BREEHLET,




F8E AT —RALBLUREIER

77 RARA

> MEROBER

TORZRA T S DFEHERERTLE T,

Global Status

Status > Wireless Information > Access Point > Global Status X = 1 —
EFOA FO—SHDHEHE L7V EARA VM ICEATBEYT U BEREEZRLES,

Status > Wireless Information > Access Point > Global Status ®|[&

lcAZa—%7 )y oL, UTOBEEEZERRLET,

Status

Status » Wireless Information

Global status

RF Scanned APs

[ )

» Access Point » Global Status

De-authentication Attacks | Hardware Capability

The information on the Global page shows status and statistics about the Controller and all of the objects associated with it.The Unified Wireless
Controller periodically collects information from the 4Pz it manages and from associated peer controllers

AFs Global Status

Total APs
fhanaged APs
Standalone APs
Rogue fPs

Discovered APs

Connection Failed &Ps T

futhentication Failed APs 0

Unknown APz

Rogue AP Mitigation Limit

Rogue AP Mitigation Count il

Maximum Managed 4Ps in Peer Group

WLAN Utilization

Ma¥ Supparted APs

AP License

1024

0%

64

WA

8-24  APs Global Status EIE
WTOEENSY ET,
THE B
Total APs T—ANR—ARDEEIRT 7L ARA > bOMBEFRRLET, OMEIEEIC TManaged APsJ. [Connection Failed
APs. Discovered APs] DIED&FTEF LRV ET,
Managed APs BEHARAP T —ANR—ARADT VL ARA Y bEFRRLET, INSIE FEEFREL T T LCEY E\mRI> ho—

SET T A TEHGOHILENTWVDT V2 ARA Y S TT,

Standalone APs

Standalone €— RDEFEEH T 7V ARA > MMiaFRLET, O bO—>ld Standalone E— FD7 7 AR
AU EEEBELE A,

Rogue APs

RAEWLAN ECREENTWARET VEARA > OBERRLET, 77 L RARA Y bHRFRF v 2 &ERTT B
BHENTWEWT I EARAY P ERET 25H5ED0B I ET, TDEIGET 7 LARA> % [Rogue (RIE) &L
TRELET,

Discovered APs

AV FAO—ZEER L RRIKERENTT LTWEWT 7 ARA >V b aRRLET,
Ffeid TAuthenticated ) (BREE) JREED TR TDBBT7 VL ARA > FHAZENE T,

ZhuclZMDiscovered] (18H)

Connection Failed APs

DENCERREE N, R Ay FOERBTICH b DD, REIFEFEY b O—5 EDOBICERDHEIIENTWVEWNT Y
CARA Y bDOFERTLET,

Authentication Failed APs

T 7 AN ZESHRE Y b O— 5 EDBEDHEILICKE LT 7t ARA Y M ERRLET,

Unknown APs

IRTE WLAN EITBHEENTLS TUnknown] CGRED) D7 7€ ARA > FO#HERRLET, |12 tO—SHEE
FT2DEDICEREBIDT IV CARAY DN 7T 4 TICEBENTWEWEICRF AF v 2B L TREHENS &
FUnknownl (RED) D7 7 EARA > b & LTHEEINET,

Rogue AP Mitigation Limit

VAT LDEREHER T L — LERETCEDT U ARA 2 b DEAMERTLET,

Rogue AP Mitigation Count

REZT T RARA NEBOS T sl IRIE. EEE%?/ZTAb\DL,DE%*B%)( /t_‘/%ﬁ'fm
POEERTLET, 0DEIF. BREHNMTONTWVENWTEZRLET,

TWBT 7w ARAY

Maximum Managed APs in
Peer Group

DIAIDNERY BT VARV FDERAHERTLET,
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185 Bilis
WLAN Utilization AOAVMO—ZDEERTHZIRNTDT I CARA Y bDRY b= ERRERRLET, MEILTO—/ U
SHEEEICLTVET,
MAX Supported APs AIAV PO—=THHR— b TBT7VCRARA> FOETT,
AP License ROV FO—ZHPR— N TEZTACVADBWNET VL RARA Y FDOETT,

RF A+ + Y TRUEINET 7 €ARLV |

Status > Wireless Information > Access Point > RF Scanned APs X = 1—

TR ARA T S DEFEE T ERNICEGEREE AT ¥ T 5T ET BERNDMDT 7L ARA Y M OEGT 5172 FDEREREL
£Y, BEOEE— R TIE. 77 CARA Y b BICEFHH CEMFRIRGT v VXIVDAF v 2 Z LET, ARN—I T 81> hO—5
DR LIetD T 7 ARA > b EXUERT S 47> MBI A BHRERTLET,

Status > Wireless Information > Access Point > RF Scanned APs DJBIC A =2 —%2 1) w7 L. U TFOBEEER-LET,

Status

Status » Wireless Information » Access Point » RF Scanned APs (7 (=)

Global Status De-authentication Attacks | Hardware Capability

Through AP RF Scanned Status page, you can view information about all APs detected via RF Scanned, including those reported as Rogues.The radios on
each AP can periodically scan the radio frequency to collect information about other APs and wireless clients that are within range. In normal operating
mode the AP always scans on the operational channel for the radio.

RF Scanned APs

RF Scanned APs List

Show entries [Right click on record to get more options] Go to | 1 | | a, |
e i e el el

alohd MULL 802.11a/n/ac/ax 36 1026377860 00:00:00:00:00:00 Unknown
Binli - HNULL 802.11b/g/niax 1 1026377860 00:00:00:00:00:00 Unknown
gl NULL 802.11b/g/nfax 1 15 00:00:00:00:00:00 Unknown
A HULL 802.11b/g/niax 1 9 00:00:00:00:00:00 Unknown
C B0 1 D MULL 802.11a/n/ac/ax 116 54 00:00:00:00:00:00 Unknown
LR 1 NULL 802.11a/n/ac/ax 116 54 00:00:00:00:00:00 Unknown
[ | n MULL 802.11b/g/n/ax 1 38 00:00:00:00:00:00 Unknown
L2l = MULL 802.11b/g/niax 1" 39 00:00:00:00:00:00 Unknown

L Nl MULL 802.11a/n/ac/ax 40 49 00:00:00:00:00:00 Rogue
e § i MULL 802.11a/n/ac/ax 40 49 00:00:00:00:00:00 Unknown

Showing 1 to 10 of 314 entries LI First || Previous | 1 1 2|3 4|5 32 m

8-25 RF Scanned APs List [E|E]

LIFOmBEELHY £7,
5H Bk
MAC Address BHUETVECRARA Y DA =2y F MACT FLRAZFRRLET, Thud. YIBNGERIEC > 27 1 — XK fld VAP D
MAC 77 KL ATTY,
SSID v b= DEEA (SSID) T, 7O—FFv X bEnfce—aY 7L —LHhSEHLE T,
Physical Mode TYOCRARA Y b TERLTWVWS 80211 OE— FERRLET,
Channel TIRARAY FDOFEEF v XV EFRRLET,
RSSI ZEEETDBREDIBIZE B BEEHNTRINET, 1-100 DEHTREN. 1 BARENEVMESDREEBVET,
Detected From EDAP ETRF ZF v itk EINepERLET,
Status TIRARAY SOEIRREEFRRLET,
-+ Managed - Neighbour 77 T ARA > bdk. RV AT AICKUBEBEEINTOET,
- Standalone- 777 CARA > bME, A2 F7OYE— R TEEEN., ValidAP > b (O—7A)VE i RADIUS) &
LTHREENTVET,
- Rogue- 77 ARA Y ME. BEBHET7 VIV XLD 1 DICE>TERE LTHEINTVET,
« Unknown- 727 ZXRA > bE. 2y bT—0 TREINEITH. BEZRET)IVIUXLIEBREE LTHBELEEA.
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AT —RALLUREHER

TOCARA U NKNZI AT behy Vv o LT #7232 RELET,

_ Wi
= wire

Status

Status » Wireless Information » Access Point » RF Scanned APs

RF Scanned APs

De-authentication Attacks | Hardware Capability

Through AP RF Scanned Status page, you can view information about all APs detected via RF Scanned, including those reported as Rogues.The radios on
each AP can periodically scan the radio frequency to collect information about other APs and wireless clients that are within range. In normal operating
mode the AP always scans on the operational channel for the radio.

RF Scanned APs List

Showr entries [Right click on record to get more options]

Gnto|1

[~ | o, |

(MACAdGrEss O SSID 8 Phsical Mode 8 Channel 8 RSS| @ Detected From & Staws @,

it b NULL 802.11a/n/ac/ax 36 1 DE el | F R D Unknown
D pupy 3 Detete al 802.11b/g/n/ax 1 1 RO R Unknown
e nyy (8 Details 802.11b/g/n/ax 1 4 D] A Unknown
i Fxc{ = Acknowledge 802.11b/g/n/ax 1 14 0 ka0 ol 1 e I Unknown
= 2kpo| (Bl Rogue AP Classification 802.11a/n/ac/ax 116 56 L Unknown
U N 2k B802.11a/n/ac/ax s 56 b S h TR Unknown
Al o 2400 802.11b/a/n/ax 11 40 OC e | N D Unknown
X18-26 RFScan APs List EE - A4 />3 > AZ1—
UTRDA T a v AZa—HHYIET,
IEHH R
Delete All IARTOIY MU EEIRLET,

Details

lRogue| (RIE) & LTHEENEHDEEE RF AF vV TREENEITNTDT V2 ARA > MIET 2IERERTL
£7,

Acknowledge

TR ARA Y S DREREE )T LET,

Rogue AP Classification

BERET A MDA ERTLET,

TORARA Y hEHRT )y LT, [Details] 2RI 2E0 UTFOEENRRENETT,

AP RF Scan Detailed Status

MAC address
BSSID

551D

Physical Mode
Channel
Security Mode
Status
802.11n Mode

Initial Status

Beacon interval

Transmit Rate

Highest Supported Rate

WIDS Rogue AP Mitigation

dlink
802.11b/g

&

Open
Unknown

Not Supported
Unknown

100 msec

1 Mbps

54 Mbps

Mot Required

8-27 AP RF Scan Detailed Status [

LFDmEENS Y ET,
HH Bk
MAC Address BHINET IV ARA Y FDOMACT RLRAEFRRLET, Thid. MEBENEERC 27— XAKIE VAP D
MAC 7 RL AT, D-Link 77 ARA > bDBEIZEITVAP D MAC 7 RLAEBRYET,

BSSID E—2a>7L—LRDBSSID (Basic Service Set Identifier) #&XRRLE Y,

SSID XY bT—=7DSSDEFRRLET, JO—FFv X bENfcE—aY 7L —LhSBHLE T,

Physical Mode TIEARAY b TERLTWS 80211 DE— FEFRRLET,

Channel TIECARA Y bDBEF v > RIVERRLET,

Security Mode TOCARAY bPMERT 5+ T4 E—FEFRRLET,
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¥R

HE

Bl

Status

Neighbour 77 7 XRA > bOEBIRAEZRLET . A Y FICRBEINTWEEWNET 7V LARA Y S THZHN
feld Rogue (RIE) ERGENBDEEDEREZRISTEEL T,
- Managed - Neighbour 77 T ARA > M, BIRV AT LAICKVBEINTVET,
- Standalone - 77 L ARA Y ME, X2Y F7OYVE— RTEEREIN, ValidAP T> b (O—A/VETzlE
RADIUS) & LTREENTUVET,
- Rogue - RIEET7 7 ARA Y MIBEAEE T IVI) ZLD 1 DICK>TEREE L THEEINTVET,
- Unknown -7 7 ARA > bE. v bT—7 TREENETH. BRBET VI XALIFEBEE LTHEL
£t Ao

ES

802.11n Mode

BT CARAY SV IEEE802.1Tn E— REYR— b T 2D EShERTLET,

Initial Status

TR RARA Y PHRETEWVGE, FHIR T7—4 14 Status (TManaged .. lStandalone]. F7zl& FUnknown) &
BLTY, RETTERARA Y MCOWTIE, #WEIR T —42 Al Rogue (T 51D L) £,

Beacon Interval

Neighbour 7 7 L ARA > DRy b T =/ \DE—VERERRLET,

Transmit Rate

7R RRA Y N OREOREREERTLET,

Highest Supported Rate

E—OYTL—LDRTERT7 7 EARA Y b @A LezbEWNT R—
I CRTENET,

bL—bhZERRLET b L— biE Mbps B

WIDS Rogue AP Mitigation |Rogue 77 T ARA > bDBEATHT DT 7L ARA Y b TEITLTWVWAHES D ETRTRAEZRTLET,
Peer Managed AP E7EEBD AP D ESHERTLET,

Age EEEEERRLED,

Ad HOC Network T RERy IRy bTD—=UhESDERRLET,

Discovered Age BHO S DB EFRRLET,

OUI Description

OuUl DftEZRRLET,

TIRARA MEAFY ) vo LT, TRogue AP Classification] ##iRd % &, LITOEEHNETRRINE T,

r

List of Threat Detection Tests

MAC Address

Status

Unknown

Test "
Description

Administrator

an unknown AP

fake managed AP

configured rogue AP

Managed 551D from

Managed 551D from a

AP without an SSID

Fake managed AP on

Condition | Reporting

Detected | M

False None 0 Enabled 0d:00:00:00  0d:00:00:00
False None 0 Enabled 0c:00:00:00  0d:00:00:00
False Mone 0 Enable& 0c:00:00:00  0d:00:00:00
False None ] Enabled 0d:00:00:00  0d:00:00:00
False None 0 Enabled 0d:00:00:00  0d:00:00:00 -

8-28  List of Threat Detection Tests
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De-Authentication Attacks

Status > Wireless Information > Access Point > De-authentication Attacks X =1 —

SEHERWEOEE Cld. 77A2AY FA—SHBBETORAELT VEARA Y MBI 2IERERTLET, BRI bO—513, 586
K?X VE—VEREGT VEARAY MORET BT ET. REGT VEARA Y MO SHETEET, BRY AT LOAEEEZEBEE E58(C

3. EREHERIE KR E U O —/ IVICBMICT 20BN DY £, WERKREEZBEMICT DHIIC. [EHET V72X RA Y A Rogue] (RIE) £LT
“*E*TL'(LV;L\Lt%LEE WFEEV AEBEISHIME CIIEMICZ > TVE T,

IR AT LlF. BRI 16BN T 7 £ ARA > M U CERHERBEZTO LN TEE T, TOBBEDEMIE. RIEET 7 EARA Y bR
BEN, ENCESE TCO—RKNEHEE LTI 22 ETY,

SRRLARPRBIEEIE. TN TDARELRZ A TICENGEDTIEEW D, BEENEARELT VL ARA Y bOITRTUIEEREINETEA. LITORIE
BT OERARAY MUSHBEZTO T EIETELE A,
- BHEENEARET 7 ARA > MHBEWEEET 7w ARA > ~D BSSID Z#EiE L TWBHE. ZORENE LW 72 ARA Y FADY —
EXZEEGL. NV A—DVRATLEZRET ZLDICHDOFREZIRMI T H08EEN D SHTcd. FBiFEY AT LMFBEEZITVE LA,
- Adhoc X N D=7 ICHIT BERAMRBEIE. TNSHEREEEER LEWdBEMTIEH Y £ A,
« AVMU—=RALUDERAIT B F v 2 RIVLINTENET 27 0 ARA > ME. REF v > 2IVCBIFBERGT N T 1w 7 DRES LR
ITRLTWATedh, WEEINETTh.

BRI bO—Zld, SREHERMEZTT > TS BSSID DU R M E2EFLET, I bO—Fld H5PZEE7 VL ARA Y M LT RER
TORARA Y SHBFEL TS BSSID &EF v Y RILDUX b EFELET,

Status > Wireless Information > Access Point > De-authentication Attacks DIBIC A =2 —%7 ) v L. UTFOBE@EmEERRLET,

Status

Status » Wireless Information » Access Point » De-authentication Attacks o °

Please enable de-authentication attack

De-authentication Attacks

Global Status | RF Scanned APs Hardware Capability

The AP De-Authentication Attack Status page contains information about rogue APs that the Cluster Controller has attacked by using the de-
authentication attack feature.This feature is disabled by default. The wireless controller can protect against rogue &Ps by sending de-authentication
messages to the rogue 4P, The de-authentication attack feature must be globally enabled in order for the wireless system to do this function. Make
sure that no legitimate APs are classified as rogues before enabling the sttack feature,

De-authentication Attacks List

Show | 10 v |entr‘ias Go tao | v| | &), ‘

Mo data available in table

Showing 0 ta 0 of O entres || First | Previous || Next » || Last

8-29  De-Authentication Attacks List Bl

WTFDEENS Y ET,
B BiE]
BSSID WREBIRT 57V ARA > D BSSID #28 L £, BSSIDIEMAC 7 RLATY,
Channel REBT VERARAY bHOEHELTWAF v > RIVERTLET,
Time Since Attack Started TIOEARA Y bHEBL CH SRR LIEREZEZRRLET,
RF Scan Report Age RFRF ¥ 2UDNCDT I EARA Y bERE L TH OB LIFEERRLET,
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Hardware Capability

Status > Wireless Information > Access Point > Hardware Capability X — 21—

RO bO—Zd E\RSEL. YR— M9 B IEEE80211 E— R BRUV I MV T A A—VRERGB/N— R T T7EEER DT VL ARA
VREYR—PLTVWEY, TTTE T7VEARA Y MEATYA=RTERDY T I ITAA=TIEELSD. TV LARAY SO R—bT2
BIR/N\— R T 7P IEEE E— FICBT 2 1BEHRaRTLE T,

Status > Wireless Information > Access Point > Hardware Capability DIEICA Z2—% 27 1) v o L. U TOBEARRLET,

Status

Status » Wireless Information » Access Point » Hardware Capability o e

Global Status | RF Scanned APs | De-authentication Attacks | Hardware Capability

From the AP Hardware Capability page, you can access summary information about the AP Hardware support, the radios and IEEE modes supported by the
hardware, and the software images that are available for download to the APs.

List of Hardware Capabilities Supported by APs

Show |10 |w| entries [Right click on record to get more options] |
bw_dwl2600 DWIL-2600AP Single Radio b/g/n 1 img_dwl2600
bowr_dwl3600 DWL-3600AP Single Radio b/g/n 1 img_dwl3600/6600
hw_dwl3610 DWL-3610AP Single Radio dual band a/b/g/n/ac 1 img_dwl3610
hw_dwl6600 DWL-6600AP Dual Radio a/b/g/n 2 img_dwl3600/6600
ho_dwil6610 DWL-6610AP Dual Radio a/b/g/n/ac i img_dwl6610
hw_dwl6610-B1 DWL-6610AP-B1 Dual Radio a/b/g/n/ac 2 img_dwl661081
hw_dwl6620 DWL-6620APS Dual Radio a/b/g/n/ac 2 img_dwl6620
hw_dwl6700 DWL-6700AP Dual Radio a/b/g/n 2z img_dwl6700
hw_dwl6720 DWL-6720AP Outdoor Dual Radio a/b/g/n/ac 2 img_dwl6720/8720
hw_dwl7620 DWL-7620AP Triple Radio a/b/g/n/ac 3 img_dwl7620

Showing 1 to 10 of 16 entrizs UiFinst || L) Pravions| 1 1

8-30  List of Hardware Capabilities Supported by APs B

TFomELH I ET,

B85 Bl
Hardware Type BT VCARAY bDIN— R 724 FICE HToN@RlaxRRLE T,
Hardware Type Description | 72w b7+ —LEHR—FLTWSIEEE80211 E— FEFRRLE T,
Radio Count IN—=RIT7HHR— T 2EGRA 27— ADEE (1. 2. £/ald3) #RRLET,
Image Type IN=ROITHBRT BV I T TDRATEHRRLET,

a2 w A 7> 3> [Radio Information] Z3&R L. 38ELTc/\— R 2724 FICDWNTHEIGA V2 T T —ADIERERTLET,

AP Hardware Radio Capability °
Hardware Type Description DWL-8600AP Dual Radico a/b/gin
Radio Mode * Radio - 1 Radio - 2
Radio Count 2
802.11a Support Enable
Radio Type Description D-Link DWL-8600 a/n
802.11bg Support Disable
VAP Count 16
802.11n Support Enable
802.11ac Support Disable

8-31 AP Hardware Radio Capability EimE
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BET7IVERARLV b

Wireless > Access Point > AP List > Managed X =1 —
BEINTVWAT VLRARA Y BT 2585 FRLET,

B Network 2 L° Maintenance

Wireless » Access Point » AP List » Managed o o

Not Managed | Managed | Connection Failed | Authentication Failed | Peer Managed | Valid APs | AP Provisioning | AP Group

AP managed by the Wireless Controller is listed by its MAC Address and location. When the AP is in Managed mode, remote access to the AP is disabled.
However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each radic on an AP.

Managed APs List £ By
Shaw entries [Right click on record to get more options] Go to |1 | | Q|
DWL-7620AP E-EIALFA 192.168.10.8 1 - Default 64/11/128 1007100/100 4.7.2.9 0
gt (o1 aff C afirss || First || .| Previous | 1 | Mext ; || Last J|
8-32  Managed APs List B
LIFOEENSD Y ET,
EH S1EA
Model Name BEWRODT IV CRARA Y MDETIVEERRLET,
Location TR ARA Y SHEEICAIE L TWAIBFRICEY B4 S a v OSEER R LE T,
MAC Address (*) BEGRDT7 VCARA Y bDA—F 2y b7 RUAEHRRLET, 7AZURT ) HDMACT FLAILELSIBE. 771
ARA Y MIET7 DY PO—ZICEBITNTVE T,
IP Address BIEHRDT7 VL ARA >V EDIP7 FLAERRLET,
Profile EEWUROT VL ARAY MO LTHREIN WA IO 7 71V aFRRLET, 7O7 7 1)U Valid AP 7—2\—X T
BHESBDTVCARAY MG LTEIWETENET,
Channel HRT— NRU AP DIMET BEICEDCFIBAELGTF v XIVERRLET, FEINCIVF v o RIVEZETDHE AP T
0774 IVDREIEFLEZEESNETH. APBESHP IO 7 71 )VBEARICFRFINE Th.
Power Frv U RIVDFREERHNEFRRLET,
Firmware EEGRODT7 IV CRARA DT 7—L 7 N\—I 3R RLET,
STA A7—avaEFRRLET,
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BEBEINTVWBT IV CARA Y bR ) v I THE ATV 3V AZ1—&8IRTELT,

Wireless » Access Point » AP List » Managed o o

Not Managed Connection Failed | Authentication Failed | Peer Managed | Valid APs | AP Provisioning | AP Group

AP managed by the Wireless Controller is listed by its MAC Address and location. When the AP is in Managed mode, remote access to the AP is disabled.
However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each radio on an AP.

Managed APs List I By Mon-Group
Show entries [Right click on record to get more options] Goto | 1 | | a, |
DWL-76204P i8.10.8 1 - Default 44/1/112 100/100/100 4.7.2.9 1

O select Al ! =
Zizvim il o il e El| Details & Statistics » || First || | Previous | 1 | Next , || Last |
El| Meighbor Information »
El| Reboot & Factory Default »
El| Channel & Power 4
[#| Firmware Upgrade »
24 Distributed Tunnel
25| Disassociate Clients
&m AP Debug
El| Metwork Setting
8-33  Managed APs List E|H
UFDOAZ2—HbHUET,
THHE Elis

Details & Statistics

LIRDOAZ 2 —hFRRENET,

« AP Details - 77 £ ARA >V b HOOWE LTEHRG AT — 2 ABEHREFRTLE T,

- Radio Details - &1 > 2 7 1 —ADFEMBAT—2ZAEFRRLET,

« VAP Details - IR LTc 7 7 € RARA > b EDRIET 7 ZAKRA > b (VAP) . BIgO bO—SHEETZT7 VX
KAV B DESRA VR T T — AT AT VIERERTLET,

- AP Statistics - 7V € ARA > FHAERE LT/ v ML TEEARRLET,

« Radio Statistics - 77 7 ARA > EOERE LT/ METEBEOBREBRGN V271 —ATEITERRLET,

- VAP Statistics - 7 7 Z ARA > HERE LT/ MEEERICK LIRS 1 7 > MRODIERE VAP T EILERTR
LET,

Neighbor Information

UFDOAZ 1 —HFRREINET,

+ Neighbour APs - 18T L1e 77 7 £ ARA > bH BRI > 2 7 1 — X ECARNG RF X+ v > Z17> TR
LB 7 V2 ARA Y baRRLE T,

- Neighbour Clients - 77 7 7 RRA > M. £7lE7 7 0 ARA > bOEGA > 27 1 — DR LIEIRY 5
17> bDERERTLET,

Reboot & Factory Default

LFRDAZ 1 —DERRENET,
- Reboot AP-BEYT 7V ZARA > M EBEELET,
- Factory Reset - BI29 57V L ARA > b TIBHEARREICRLE T,

Channel & Power

BIRE— FPBICT v RIVEBNDERERTLET,

Firmware Upgrade

TOCARAY DT 7=z T7&T7 Y TIL—RFLET,

Distributed Tunnel BE. 77 ERARA Y N THERPD L2 b X)UICET 2EREZRLET,

Disassociate Clients BRLIETVCARA Y AT SAT > b aGMILE T,

AP Debug TNy IE—REEHELET, REARITOVTE TAP 71\ JE— RORE] #BBLTIIEEL,
Network Setting TIRCARAY bDRY b T—UREETVNET,




FERE AT —ZABLUFHETIER

AP Details

IManaged APs List] DT> bU%EHEY 1) w7 LT, [Details & Statistics > AP Details] Z3&R L £ 7,
Managed APs o i
MAC Address C "‘
IP Address 192.168.10.8
Managing Controller Local Controller
IP Subnet Mask 255.255.255.0
Controller MAC Address B
Status Managed
Controller IP Address 192.168.10.1
Software Version 4.7.2.9
Profile 1 - Default
Code Download Status Naot Started
Discovery Reason IP Poll Received >

Configuration Status

Sucress

8-34 AP Details EmE
LIFOmEEND VXY,
5H Bk
MAC Address HEEGI Y MO—SBENCHE TV ERARA YV bDA—YZy b7 RLAERRLET,
TORARAY D MACT RLADEIT (%) DML TWABE. E73> bO—2HhBELTVET,
IP Address EEARDT7 IV CARAVFDIP 7 RLAEHRRLET,
Managing Controller | 772 ARA > bAO—A)VOAY bO—Z &K FE7 2> FO—JICK>TERBEINSNE DD ERLET,
IP Subnet Mask EENRDT7 VCARA Y DY TRy MRV EFRRLET,

Controller MAC Address

TOCARA Y b EEELTVWAOY bO—50D MACT

FLRZERRLET,

Status

« Authenticated - O b O—SHER

TORARA Y S DREETLET,

Discovered - O FO—2H & LE LicH. KEEREERRETIEH Y £ A,
PR EBMTERE L TWVBIHE) D

L,\THE)A:UD/L\DEL& L1z (E AP 70|:|7 71

REZBERALTVELA,

- Managed - AP 707 7 A JVREANBA TN, Managed) €E— N TEMEHR T,
- Connection Failed - EEE{E O FO—2JIE 7V RXRA Y P EDEFERLLE LI, T5—0OIY MJISEE

EDBIRT HE TIFERAP 7 —EZN—-RITZY &, BETDT 7 ARA > MIBESF MFailed) ERTEN
BTENBYET,

BED) smompisrssT0BBa. TOURRCY FORA VAT T—REETY LET, FOEREA Y bC

BRI DINCDI AT FDEGHERENE T, AV FA—JILE>TBEEEIND L. 77 EARA

> S OEIRA V2T T — AISEERREICE Y 9,

Controller IP Address

TOCARAY S EERLTVNASIY MA—ZDIP T

FLAZERRLET,

Software Version

TIOCRARAV DY T b7 N—T 30 ERRLET,

T RARA Y S ORRHESICEE NS IERTT,

Profile

BETDT 7 LARAY MIRTBRINTWS AP FOT7 7 1 )ERRLET. TA7 740 )0IE Valid AP 7—2 X=X
HWDT 72 ARA Y MMTBRETNTVET,

TOLRFA Y PR N THATED Y FO—SOEBTIEAS L. %@{%:7[!7/4’}I/75‘ValidAP?—9
N—RXAW (O—AIVERIFRADIUS T—/\) TEEEN, FHLLWITOT 7 MIVHERENZHE. TDT7 V1R

RAY MNEIBEFNICHERELET,

Code Download Status

TOECARA Y MCHTBY T O T7DAT A= R IX SOREERLE T,

Not Started - # 7> O— FaRBEL TUOEHEA.

. Requested TDTITRARAY MCATO— RHOHEENTVETH,
ZRA Y bHEWzD, A7 O0— ROBIBHNEIEA SN TWE A,

- Code-Transfer-In-Progress - 7 7 Y ARA > MMEV T b oz 70DA D >O— Fa@HLE LTz,

. Failure- 7O ARA Y MEFV T b T7DRAT > O— ROKBARSE LE LTz,

. Aborted - 7L ARA Y EATFIP —/NEW YV 7 U2 70O~ RETIFICA T > O— RighiEEhE Lz,

- Waiting-For-APs-To-Download - 47 > 00— RIEZ D7 VL ARA > FTHRT L. D7 72 XRA>V bDA T
O— FIRTEFOTVE T, TOIRRETIE Reset AR Y NIE7 7L RARA Y MOGEEETNE A

- NVRAM-Update-In-Progress - # 7 > A— FIZAZIL & LTz, Reset AN Y RHT7 VL ARA > MMIEFEE

« Timed-Out - 77 £ ARA > MIFRERBNICEE I bO—JICEERLELATL

BEOZ D >O—RI)—Sc7 o+«

nx Ltz

231



232

B8E AT —RALLUNRGEHER

EH

LG

Discovery Reason

TOCRARA Y bEBH LA EERRLET,
IP Poll Received - GO > FO—DHSRELIZIP R—U 2V JICKY TV CARA Y b aBHLE Lz, P77 R
LRKIPR=D) VTR MRESNE T,

- PeerRedirect- 77 ARA Y MIET7AY FA—IHSDUZA LY MCKUBHEENE LTz, 7O ERRA >
MEfbOET7 O b O—SA\OEFHEHHS T, TOET7 AV FO—SHSBEDHEEREI Y FO—SDIP 7R
LREZFELE Ll (T RARAY MERAT AR ET7IEREEGEI > O—2DIP 7 KL X% RADIUS H—
INDSDSEICEIFEZLE L)

- Controller IP Configured - BETDT7 7L ARA > MIERIY bO—ZD P 7 FLADNREENTVET,

. Controller IPDHCP - EETFD 7 7 ARA > b, DHCP H—/N\E&W IP 7 RLAEEREBLE LT,

- L2 Poll Received - 77 £ RRA > M. D-Link R /N1 B 7A bd/bickUigEENE LTz,

Configuration Status

TORCRARA Y MBI HTOENTWVWASTOT 71 IVTREDNBIN LIED E DD EHER TEX T,
Not Conﬁgured TOIEARAY MTTOT 7AIVHAKIEREETN TV Ao 77 LIRS Y MMEIEEENZA]
“b‘lib\ HYETH FEBRIENTVEL A,
- InProgress-IBEDAY FO—SHOS TV ERARA Y MIFHLTAP 77 7A4)bAY T4 L= 3>y bR
KEFRTT,
+ Success - INTDTAT 7 AIHT VL ARA Y MSGKEEN. AV T4 7L —Ya VI T5—IFEBOSNELAT
LTz

- Partial Success - I NTDTOAT 7 A VDT VL ARA > MGEESN, AV T4 L—2avIZ—DHEELE
Lieh. 77 RRA > MIERRIRE T,
- Failure- 77 7 A ILAT 72 RRA > MIOEES

TERARAY MIERTEE LA,

NELRY. VT4 7L—3vIS—DRELE L, 7

Protocol TOCARAY MDY T I T T7HYR— -T2 7O R VN—V 3 VERTLET, 77 EARA Y FOBEDOBRICFEE
N5EHRTT,
Vendor ID TIOCRRAV DY T I T TDONVEZFRRLET, 7 CRRA Y FOBHBICERENE T,

Authenticated Clients

TORRRA Y ML, SBEEEN Y 247 2 bOBERRLET ., 77 ARA Y b ETEWERD TN TD VAP [

SREENTcY 247 > bDEEFTY,

Part Number

TOCARA Y SDIN= RO T7/IN— b ESZRRLET, 77 LARA Y FOBREDOBRICFEENETT,

System Uptime

AIRIDT 7 ARA Y bDINT—F > )y D oiE LRl ®) 2xRRLET,

Serial Number

TOCARA Y bDV AT LDV 7 IVESERRLET,

Age HERRIY PO—Z LTV LRARA Y MEEDREDBEL BB LIEEEEZRTLED,
Hardware Type TOCARAY bDIN=RI LT TSy b T+—LBZRRLET, 77 ELARAY bOBHOBRICEFEEINEKT,

Scheduler Status

Y YTTOT 7 AIVDEIRAT Y 1 —F DREEFRRLE T,

AP Debug

AP 7\ T DREZ R RLE T,




BE8E AT —RAABLUMRETIER
Radio Details
IManaged APs List] DI ~U&EHZY w7 LT, Details & Statistics > Radio Details] Z2RLE T,
Radio Details o
MAC Address ['THRAT A
Radio Made @ Primary 802.11a/n/ac ) Secondary 802.11a/nfac ) 802.11b/g/n
List of APs

Channel 44

Scheduler Name Off

Radio Operational Status up

Authenticated Clients 0

Channel Bandwidth 20MHz

Transmit Power 100%

Fixed Channel Indicator Mo

Fixed Power Indicator Mo

Manual Channel Adjustment Status Mot Started N

8-35  Radio Details EIE
LIFOBEEN DY T,
pr=I=| B
MAC Address BBV VU ARA Y bDA— 2y 7 RLAERRLET,
Radio Mode HIROEGIE— R E®RLE T,
List of APs

Channel IR V27 T —ADENEIHE. REMEREICHSTF v 2L aRRLET,

Scheduler Name

ATV1—5%ERRLET,

Radio Operational Status

R ERTLE T,

Authenticated Clients

MEBERIREIERICH DTV EARA Y MDEBEELTe Y 5472 bOEFAERTLET, B V271 —ATH
Xj]fc—%%vAP C;(-TL/—Z/ '7JC7\7J"\/r/ Fb\ubuﬁbfgﬁj/r/ 4 I\OD /“\@ZTT

Channel Bandwidth

F v 2 )VEEE 20MHz, 40MHz, 80MHz, 80+80 MHz, &7zld 160MHz) Z&RRL &9,

Transmit Power

ERREORTEDXELNERTLET,

Fixed Channel Indicator

BIETF ¥V XIVHRESN, B V271 —RCEWYTESNTVELERLTVET, BEF v 2L
Valid AP 7—Z~N—2Z (O— tW§h@RMMBﬂ—A) THRETCEFET,

Fixed Power Indicator

BEEXEEIDREIN. EFA V2T T —XEVHTENTLELERLTVWEY, BEXEHAIL Valid
AP F—Z~\—2Z (O—AHJLE ik RADIUS H— M)T&ET%iﬁo

Manual Channel Adjustment
Status

Fy oI EEETHFEH) VIR MDREDKRREERLTOET,
+ NotStarted - F+ Y RIVEBD 7 T A SHFETEINTVOEL A,
- Requested - I—UHOF v U XVEBD VT S =FHITLE LD
FH Ao
« InProgress- O fO—SEARER A V2T T —ATF ¥ ZVEBY VTR N EDERTY,
.« Success-F v U RIEEY I IAMITT LE LI
Failure- F v > VBB 7 TA MIKKLE LT

a2 hA—ZIFERNEZ LTV

Manual Power Adjustment Status

ABOFH ) VT X FOREORRERRLET,

WLAN Utilization

%T‘Eﬁﬁmiﬁ%@z\ v N —OFABOGEHERTLEY, MEFEEEEAOMRABRICEDELT,

Total Neighbours

RF TV 7 ADIEESHA CRERET 57 /AR (T CARA U NI4T S DlA) OMERTLET,

Radio Resource Management

|iR Y —AEEBORY / ENERTLET,

Force Roaming

BHO—=>J0EY/ EERRLET,

Force Roaming Threshold

EHEO—=>J0LEMEERRLET,

Radar Status

Supported Channel

ST a v I DEREIFEREINSERT v I ERRLET,

Radar Detection Enabled

REVEHEIC L > TE SCGHZ BHDF v VRV CEFE— FOREDNUETYT, F ¥ VRIVTEHREE— FORED
BEEHA. 77V ARAY M OESHERODREZ RS 58I 802.11h AxEfERLE Y,

Radar Detected D 80211 T/NA ADBZFDF v RV THEHENAESHERRLET,
Radar Detected Time TINA ADREICF v XV TRHEEIN A SBB LIEREZRRLE T,
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VAP Details

Managed APs List] ADI> bU&EHY U w2 LT, VAP Details] Z#EIRLE T,

Managed AP VAP Details o

MAC Address

Radic Mode

0C:B6:02:B1:91:80 N

® Primary 802.11a/n/ac ) Secondary 802.11a/nfac O 802.11b/g/n

List of Managed Access Point's VAPs

e——— -~ = - -

B - S R S N -]

Enabled B o dlink1 1
Enabled [y SRl PR dlink2 0
Enabled B e e dlink3 0
Disabled o Bl e 0 T dlink4 i)
Disabled [ RN RN dlinks o
Disabled S ki [hiE dlinké 0
Disabled B o o B dlink7 0
Disabled BB LT AL dlink8 0 Y

8-36  Managed AP VAP Details I

IVENGIEIShay: X0 3
HE 5B
MAC Address EETNDTVCARAY FDOMACT RLRAEFRRLET,
Radio Mode EROEBERET— FAERLE,
List of Managed Access Point's VAPs VAP ID
VAP ID VAP Z 3839 BT DITERENS ID (0-15) T THUE CLI/ SNMP #REDERERIC VAP #8519 57l ERLE T,
VAP Mode VAP E— R (BZh&cld s ZRRLET, VAP DREE. BMICLIZ VAP DA E—JVDEEPT 17>
hEERTCELT,
BSSID VAP DA —H 2w b7 RLUAZEHRRLET,
SSID VAP ICBIWHTlexy FO—0ZFRRLET, {VAPDRY FT—JIE AP 7O 7 7 A VN THRESE . SSID I&% v

D=0 740 L—Y 3 VTEDNTVET,

Client Authentications

TRIEVAP DEFREEL TV BT ZA47 > b DEFHHERTLET,
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AP Statistics

IManaged APs List] DI ~U&EHY w7 LT, Details & Statistics > AP Statistics] ZERL KT,

Managed Access Point Statistics Details

MAC Address
WLAN Packets Received 2378
WLAN Bytes Received 446866
WLAN Packets Transmitted 14160
‘ WLAN Bytes Transmitted 2541339
‘ WLAN Packets Receive 0
I Dropped
WLAN Bytes Receive Dropped 0
WLAN Packets Transmit 0
Dropped
WLAHN Bytes Transmit Dropped 0
Ethernet Packets Received 5017
Ethernet Bytes Received 1045615

B e e sttty RAR

8-37 Managed AP Statistics Details [EBIE

WTOEEHSH Y &,

HE 1P

MAC Address BIRLIETVCARAY FDOMACT RLREFRRLET,

WLAN Packets Received H|RRY T =T ETTUCRRA Y ORELIB/NN Ty MERRLET,

WLAN Bytes Received BSX Y bT—T LTV RARA Y SORELIRT —428 N1 ) ZERRLET,

WLAN Packets Transmitted IRy NI =0 ETT VR ARA Y HRE LTy MIERRLET,

WLAN Bytes Transmitted BRX Y NT—T LTV RRARA Y DRELIRT —428 N1 ) ZRRLET,

WLAN Packets Receive Dropped | fEiExY b T—27 ETT7 VR RARA Y FHAREL. WEINHE/ Ty MIERRLET,

WLAN Bytes Receive Dropped Ry NI — U LETTVRRRA Y MHREL. BEINRT—428 N1 ) ZRRLET,

WLAN Packets Transmit Dropped | Ry b T—27 ETT7 02 RARA > PHSRE L. BWEINE/ VT v MIERRLET,

WLAN Bytes Transmit Dropped | gy b T—27 ETT7 IV RRARA Y PR EL. WESNET —422 U1 ) ZRRLET,

Ethernet Packets Received Ry NT—0 ETT VR ARA Y SHRE LT\ ry MIERRLE T,

Ethernet Bytes Received BRXY N T =T ETT IV RARA Y SORELIT —28 N1 b)) ZRRLET,

Ethernet Packets Transmitted BRERY D=0 ETTURRARA Y EHSEE LB/ Y MERRLE T,

Ethernet Bytes Transmitted BERXY bT—=V ETT7 VR ARAY bR ELIET —428 (N1 ) BRRLET,

Multicast Packets Received BRRY NT—0 ETT7VRRARAY IHOZRELERIVFF v XMy MERRLE T,

Total Receive Errors BRERY b= L TR LIEREI S — DO ERTLET,

Total Transmit Errors BRERY b= LTRAMLIEXEI S —OHERRLET,

ARP Regs Converted from Beast | 777 ZARA > EHOMEIR ) > 7 IGRMET ARIC T O— RF v XA MNry bEIZF v X My MIE# L

to Ucast ARP UV I X FDEERTLET,

Filtered ARP Requests IR VU CRETHRDVICT VERARA Y FHOWECEZARP UV T A DFEHFRRLET,

Broadcasted ARP Requests VAP IC7O—RF v A MELGRETNZARP UV IA D ERRLET, CDATVZIEWDS Vo %
BHET, BHOVAPICTO—FF v X bENSEHE. BILARP 7L —LHDMEHREA Y Y bENSETRENED
HUET, ARP DIMEAEINICENTE. AAOY > ZIEFIBRIEETT,
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Radio Statistics
[Managed APs List] DI > ~1)

Manage Radio Statistics D

HHYV 1) wo LT, IDetails & Statistics > Radio Statistics| Z#ZIRLE Y,

etails

MAC Address

Radio

WLAN Packets Received
WLAN Bytes Received

WLAN Packets Transmitted
WLAN Bytes Transmitted
WLAN Packets Receive Dropp
WLAN Bytes Receive Dropped
WLAN Packets Transmit Drop
WLAN Bytes Transmit Droppe
Fragments Received

Fragments Transmitted

8-38 Managed Radi

romELSH Y ET,

~

® Primary 802.11a/nfac O Secondary 802.11a/n/ac O 802.11b/g/n
14531
1195966
38274
3627717
ed 85
13958

ped

=

d

o Statistics Details B

BH

Eilis)

MAC Address

MACT FLAZHRRLET,

Radio

EROBEHE— FZERLET,

WLAN Packets Received

BIRA V2T I —AETT IV RARA Y ORE LI/ Ny bERTLET,

WLAN Bytes Received

BIRA VAT IT—ALETTVCARA Y SDRELIHT —28 U\ ) ZRRLET,

WLAN Packets Transmitted

BIRA V2T I —AETT I RARA Y DRE LT/ Ty bERTLET,

WLAN Bytes Transmitted

BIRA V2T T —ALETTVCARA Y EDRELIRT —28 U\ ) ZRRLET,

WLAN Packets Receive Dropped

BIRA V2T I —ALETT I RARA Y POREL. WESN/\T v MIERRLET,

WLAN Bytes Receive Dropped

BIRA V2T T —ALETTVRARA Y bDREL. BEINT—28 U\ ) ZRRLET,

WLAN Packets Transmit Dropped

BIRA V2T T —ALETCT VR ARAY bDREL. BESN/\ Ty MUERRLET,

WLAN Bytes Transmit Dropped

BIRA V2T T —ALETCT O CARAY EDREL, BESN T —28 U\ h) ZRRLET,

Fragments Received

ELSRELREZATHT —2EIFEED MPDU 7 L —LBEHRRLET,

Fragments Transmitted

EKELAA TR T —REITEERT, @7 FLAKBERIVFF Y AT RLRAZEEEG MPDU 7 L — L%
KRLET,

Multicast Frames Received

RIELTFAE MACT RLARICRIVFF ¥ A b EY FHREEN TS MSDU 7 L —L#EFRRLET,

Multicast Frames Transmitted

ELCHELIEE MAC 7 RLARICRIVFF Y A FEY FHAREEN TS MSDU HEFRRLET,

Duplicate Frame Count

2= 2 AHI T « —)U KT duplicate (UR) ERENTWE T L—LEZZELEMZERTLET,

Failed Transmit Count

Short retry limit/Long retry limit #3@IC K . MSDU AIEL CEEENED >z R R LE T,

Transmit Retry Count

MSDU B IE L CXEEN B ERRLE T,

Multiple Retry Count

2EMEDY b T ABITMSDU BIEL CGEEENE#ERRLET,

RTS Success Count

RIS 7L—LDISEL LTREINLAS 7L—LOBERRLET,

RTS Failure Count

RIS 7L —LDREE LTREENGL 2 AS T L—LDHERTLET,

ACK Failure Count

BELTWEAK 7 L—LORMEENEZ o iE R LE T,

FCS Error Count

ZELTEMPDU IC K URAI LT FCS TS — 8RR LE T,

Frames Transmitted

XEICAIN LTc MSDU D#7ERRLE T,

WEP Undecryptable Count

BEElEN7 L—LDS>5. B LOREGLERENTWRED, FERETNA AT AN —FT
2 VEFERALTWEWOICEREIN T L—LOBERTLET,




B8E RT—RAHBLUHEHER

VAP Statistics
[Managed APs List] DI hU&HY Y w2 LT, [Details & Statistics > VAP Statistics] ZZRLE T,
Manage VAP Statistics Details o
MAC Address 0C:B6:D2:B1:91:80 ~
Radio ® Primary 802.11a/n/ac O Secondary B02.11a/n/ac () 802.11b/g/n
VAP O-dlink1 V]
WLAN Packets Received 15911
WLAN Bytes Received 1309516
WLAN Packets Transmitted 41372
WLAN Bytes Transmitted 3927790
WLAN Packets Receive Dropped 19
WLAN Bytes Receive Dropped 0
WLAN Packets Transmit Dropped 15132
WLAN Bytes Transmit Dropped 0 “
Client Association Failures n
8-39  Manage VAP Statistics Details [EjE
MTFOmEENSGYET,
BH Bils
MAC Address TORARAY EOMACT RLAZEFRRLET,
Radio EROERE— FZBRLET,
VAP TIWET VA Za—hoBRL, LT 2 VAP HEHEREEIS LE T,

WLAN Packets Received

S LTc VAP BS2E LI/ Vv bEERRLE T,

WLAN Bytes Received

EE LI VAP DRIELTT —28 UV h) BRRLET,

WLAN Packets Transmitted

$EE LT VAP DR(E LT/ \ oy bR RRLE T,

WLAN Bytes Transmitted

EE LI VAP DNXELTeiET —428 UV b)) ZRRLET,

WLAN Packets Receive Dropped

CDVAP ETT7 U CARAV OREL, BESN/ Ty hMERRLET,

WLAN Bytes Receive Dropped

TDVAP ECT7 I ERARA Y IHREL. WEINT—48 U1 b)) ZRRLET,

WLAN Packets Transmit Dropped

TDVAP ECT I RARA Y bAXEL. BEEN/ NV w MERRLEY,

WLAN Bytes Transmit Dropped

CDVAP ECT I ERARA Y PHEEL, BESNT—428 UN1 b)) ZRRLET,

Client Association Failures

VAP |[C KW AR R SNV Z4 7 > hiERTLE T,

Client Authentication Failures

VAP NDEBEEICKB L Te 7 5472 M RRLET,
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Neighbour APs
[Managed APs List] ADI> hU&EHZ U w2 LT, Neighbour Information > Neighbour APs] Z3&R L £,
List of Managed Access Point's Neighbour APs °
Radio ® B02.11a/nfac/ax ) BOZ.11b/g/n/ax A

. .

[-=ALRT RN R NULL 2 Unknown 00:00:15:58 802.11a/n/ac/ax
v dlink1 49 Unknown 00:00:00:15 802.11a/n/acfax
[t e P DWL-6620APS_SSID_6G 50 Unknown 00:00:00:15 802.11a/n/ac/ax
ElEAEL.C1RLIT 2720P-7 53 Unknown 00:00:00:15 802.11a/n/ac/ax
[ TR S ey S | NULL 66 Unknown 00:00:00:15 802.11a/n/ac/ax
i BT 1A 2720P-8 53 Unknown 00:00:00:15 802.11a/n/ac/ax
EdBA.CIVEF AL NULL 67 Unknown 00:00:00:15 802.11a/n/ac/ax
wl A MeshaAP 78 Unknown 00:00:00:15 802.11a/n/ac/ax

BT - A NULL 76 Unknown 00:00:00:15 802.11a/n/ac/ax ~
Il L | P Y dlink1 53 Unknown 00:00:00:15 802.11a/n/ac/ax

Clear All

8-40  List of Managed Access Point's Neighbour APs [EIE
TFomELNS KT,
BE B
Radio Mode HROBERE— FERRLET,
Neighbour AP Neighbour 7 7 € ARA > b Zw b T—0DMAC T RLRAEFRRLEY, WIENWGEIRC > 27 T —AE & VAP D MAC
MAC 7 RLURATY, D-Link 772 RARA > bDFZEILEIT VAP D MAC 77 KL ATT, Neighbour 777 2 ARA > D MAC 77 K
L RIE RF AF v VIREDAREMBEBRBTEEXT,
SSID Neighbour 772 XRA > bDxwy cT—2 D SSID Z#FRRLET,
RSS! Neighbour 777 £ ARA > b HSDEBEE (1-100) ZRLET, cnckY. BETID7 VLIRS Y b EBEET 7L AR
A FREIDBBNER TESBENH Y FT, 1 HAREB/MEERETT,
Status TOCRARAY POBBIRRARLET, hud. XY bT7—7 ETOY bO—JITEEREINTWEENET VL ARA >V
TohBH. Flzld Rogue CRIE) DWWTNH T,
+ Managed - &> X 7 Lul& Neighbour 7 7 ARA > b EEBLTVWET,
. Standalone - 77 ARA > MME. A2 R7OVE— RTEEEN, ValidAP T> ~J (O—AJLE fzl& RADIUS)
ELTEREINKT,
« Rogue- 77w RRA > MIBEEE 7 ILI) LD 1 DICEVEBRE LTOEINTVET,
< Unknown - 77 ZRA > bE. Zv bT—0TREEINE LA BEMEE 7))V ZLEBEE LTHELTY
FH A
Age EISTHE T, ATV ERARAY O RF AF v VKO TREBICRESN TH SRB LIERBERTLE T,
Radio TIVARA Y FORERA U RZ T T —IAMEALTVWEEET— FERRLET,
Clear All Neighbour 777 £ ARA > ~ & Neighbour 7 547> FDU R DS, IXRXTDIV M) EZ T LET,
BEBERLTVWBT7 I EARA Y B KUERA >V E2 71— ADHTIEEL, INTDT VR RARA Y B KUERA >~ 2
7 T —RIZDWT. Neighbour ZHIR LE T,
Neighbour BM&tHEN 5 & URX MIBEEREINE T,
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Neighbour Clients

IManaged APs List] ADI> ~U&EHY w7 LT, Neighbour Information > Neighbour Clients] %R L &7,

List of Managed Access Point's Meighbour Clients e
[ LR 13 4 RF Scan 00:05:32:00 802.11a/n/ac/ax
A% el Bbpl B 13 4 RF Scan 00:05:07:59 802.11a/n/ac/ax
Lot Ll i b L] 13 44 RF Scan 00:05:35:29 802.11a/nfac/ax
i 4 32 112 RF Scan 00:00:15:03 802.11a/n/ac/ax
- N L 53 24 RF Scan 00:00:50:39 802.11a/nfac/ax
L L 19 44 RF Scan 00:06:27:00 802.11a/nfac/ax
Aol ey il 0T 11 112 RF Scan 00:02:45:21 802.11a/n/ac/ax
B FE . Hehll 11 112 RF Scan 00:00:15:33 802.11a/n/ac/ax
Lmacr ol 11 112 RF Scan 00:05:15:29 802.11a/n/ac/ax
o ke, i 13 112 RF Scan 00:05:11:28 802.11a/n/ac/ax
(-8 N AN 11 112 RF Scan 00:03:48:27 802.11a/n/ac/ax v

Clear All

8-41  List of Managed Access Point's Neighbour Clients B

UTOEENSHYET,

HE

A

Neighbour Client
MAC

Neighbour 77 £ ARA > b2y b D=7 DMACT FLAZHRRLET, YEBENGERIRA > 27 T —AKld VAP D
MAC 77 FLXTY, D-Link 77 £ ZXRA > b DFEIEEIC VAP D MAC 77 KL ATY, Neighbour 77 £ XRA > b D
MAC 7 KL AlE. RF A+ v IREEOANBEHESIBTEE T,

RSSI Neighbour 7 7 L AR+ > b5 DEFRE (1-100) ZRLET, Uk BETFDT 7 ARA > b & Neighbour
TR ZRA T REDEREHR TEDHZENHYET, 1 HRLBMESRETT,

Discovery Reason HEINEBRZRRLET,

Age BIRA VAT I —RATC BT VELARAY PO RF AF v VICK Y RERICREENTHSRBLIEFRBERRLET,

Radio TORRARA Y FOEBIRA V2T T—AMERL TV BERE— RERRLE T,

Clear All Neighbour 777 £ AR+ > b & Neighbour 7 547> DU X MHSITXTOIY bUET )T LET,

Neighbour BM&HEN S & U X MIBEERENE T,

Channel and Power

IManaged APs List] DT> bUzHT 1) w2 LT, [Channel & Power > Radiol-3] Z#EIRLE T,

Channel and Power Configuration o

MAC Address

Radio

Channel Status

Channel

Power Status

Power

R E R FiEE
B02.11a/n/ac/ax
Not Started

“
Not Started

100 [Range: 1 -100% ]

Save

8-42  Channel and Power Configuration &
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NTFoEELSHY £

EH

EliE

MAC Address

TORARAY EDOMACT RLAEFRRLET,

Radio

EROEMT— FERTLET,

Channel Status

Not Started | Set Requested] [Set Complete] WFNHDRAT—RZAHNRRINE T,

Channel

Ty 2R RELET, Fv 2 VEBEIEA V2T T —ADERE—NIRELET,

Power Status

Not Started | Set Requested] [Set Complete] WIFNHDRAT—2Z AHNERRINEY,

Power BALANIE. TV CARAY FDRFESHRCERICEE LTS, TOENMETESHE. BRI A7 MIESE
BHTEGRD DU WIAN N7 A =XV AMETR LY LEY, I, ST E55E81&. RFESIZEEARDMD
TIRARA Y MCTFHLET,

Save REEREFLET,

Distributed Tunnel

Managed APs List] DT> b%&EHY 1) w7 LT, [Distributed Tunnel] #3&RLET,

Managed Access Point Distributed Tunnelling Status °
Clients using AP as Home o
Multicast Replications 0
Clients using AP as Associate o

WLAN with Max Multicast Replications 1]

Distributed Tunnels 0

8-43

NTFoEEH DY £,

Managed AP Distributed Tunneling Status [BIE

LEIE!

i

Clients using AP as
Home

PEES VXN E—REFERLTIDOTVERARA Y b oO—22T L, TOTTERARAY MY RIVBHTT —4
XDV ATV SO ERTLET,

Multicast Replications

B C VLAN DA NTHBHR— L AP DIRA b RV EERRLE T,

Clients using AP as
Associate

DEEL L VX VE— FEERALTCIDAPICO—Z>Y Ly R—LAPIC Y RIVBRATT —2%X57 547> b D%
E®RLET,

VLAN with Max
Multicast Replications

DEEL S VR UNCRIVTF F ¥ A N ERET BDICT 7 EARA Y bhmbZ < DEHERZT > VLANID ZR TR L&
ER

Distributed Tunnels

DT ITECARA Y NEDDEEL L2 b RIVEFE O TWVWB TV RARA Y FOBERRLET, 77 EARLA Y MEL b
VRIVEGBRTBCET. VAT ML TR—LAP Fld 7Y I— 3 AP E LTHBELE T,




E8E RT—RALLUREHER

Connection Failed (IEHGRBMT VARSI )

Wireless > Access Point > AP List > Connection Failed X = 21—
FRELE N, BEEAT—RZRAEGOTWRETVCARAV MDSB, WEDIV MA—ZEEHRLTVEWT VAR FOERERRILET,

Wireless > Access Point > AP List > Connection Failed DJEIC A= 2—%7 1) v 7 L, U TFOBEEAEERRLET,

Wireless = Access Point » AP List » Connection Failed o °

Not mManaged valid APs

Connection Failed | Authentication Failed AP Provisioning | AP Group

The Connection Failed APs list page shows information about the APs that previously authenticated and managed, but currently do not have connection
with the wireless controller.

Peer Managed

Connection Failed APs List

Show entries [Right click on record to get mare options] Goto |1 ‘ | a, |
DWL-7620AP Loa i TR AN ] 192.168.10.8 4.7.2.9 00:00:06:38
Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next » || Last /|
8-44  Connection Failed APs List [BIE
LIFOBEENH Y T,
EH B
Model Name BHAICEB SN, T7I7ERRA TV EDN=R I T7D/IN— hBEESERRLET,
Location EET U ARA Y MCRESNMBBRERZRLET,
MAC Address TIEARAVEDMACT RLRAZRRLET,
IP Address TYIRRARAEDIP 7 RLAERRLETD,
Firmware TICRRA VDT 7—LT v ITN—=I 3 0ERRLET,
Age TOEARA Y DEREOEES KUEROEHH SZE LIEREEZFRRLET,
Authentication Failed (GREETS5—)
Wireless > Access Point > AP List > Authentication Failed X =1 —
TR ZRA Y MHOSEROY FO—SA\DEFIE ARLEG/NT Y b T4+ —< Y hOARXVAIDHEEDTS—Dfcéd. FialdValid AP & LTCIELL A —
7V /RADIUS BBEEIERA R E SN TV EWE EDRRTERT DT ENH I ET, TT T EEIY bO—F EDBEDHEICKBLIET 71X
KAV MBI BBERERRLET, 7IVEARAVNTHY ) v LT, EBEXISGEEMESRI 24 S a oAk LET,

Wireless > Access Point > AP List > Authentication Failed DIEIC A —a2—%27 1) v o L. UTFOBEEERRLET,

=
= Wireless

Wireless » Access Point » APList » Authentication Failed o0

Not Managed m Connection Failed | Authentication Failed | Peer Managed | Valid APs | AP Provisioning | AP Group

The AP authentication failure list page shows information about APs that failed to establish communication with the Unified Wireless Controller.An AP
might fail to associate to the controller due to errors such as invalid packet format or vendor ID, or because the AP is not configured as a valid AP with
the correct local or RADIUS authentication information.

Authentication Failed APs List
s 0 Y]

Mo data available in table

entries [Right click on record to get more options] Go to | ‘ | Q, |

Showing 0 to 0 of 0 entries |.] First || .| Previous || Next ; || Last /|

8-45  Authentication Failed APs List Bl
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TR ZRA Y MEULTFOREDWN I DKL

WIZ—ITBRUET,

I o=

Elis

No Database Entry

TIRARA Y D MACT RLADEA—AIL Valid AP 7—ZN—XE Fe |38 RADIUS ¥ —/ DT — 2 N— ARG
Wesd, 772 ARA > bOFBRIDENE LA,

Local Authorization

T RARA Y MCREENTWAREA/ AR T — FHAO—AIL T —EZRX=XCBFEINTVEREDE—HLE LA,

Not Managed T RARA Y MEValid AP 7—A2AN=RIZH W ETH. B—HILDT—2N—RAD AP £— Fld Managed ICEREE
nELA.
RADIUS Authentication RADIUS ' —/\D RADIUS 77 54 77> MIEREE NI/ AR T — Rk, T—/\C&K D’(?Eé*hi LTe

RADIUS Challenged

RADIUS t—/\iZ. Challenge-Response s8:EE— R&FARAT 5L DI
HEEH Y EE A,

REENE T, TORARA Y N ER

RADIUS Unreachable

T ERRA Y EHRESN TS RADIUS H—/ \ITHKEE

Invalid RADIUS Response

TR ARA T S DREGRE el FARER RADIUS H—/\D 5 FJK/ Vv bERELE LR

Invalid Profile ID

RADIUS T =A== ITIEEETNTWVWATOT7 7))V IDIE3I hO—Z I iFE LEWVWRTREED B
7O A—ShoREEZELEBEICO—HILT —2 X=X VEE T,

HET . FAROERDN

Profile Mismatch

AP 7O7 7 A IVNHEEESNIET Vv ARA >V DIN—=RI 72414 F1&. EBEDT 7 ARA >V MDIN—=R7x7&

H#MELD Y T A,
LIFOEELNH Y T,
=S| SR8
MAC Address TIVARAVEDMACT RLRAZERRLET,
IP Address TIOVARAVEDIPT RLAERRLET,

Last Status

RBICERELEIS—DEEARRLET,

Local Authentication - O@—73)L&83

- No Database Entry - 7—Z~X—X T FUHQHB Y EH A,

« Not Managed - BEENTWVWE A,

- RADIUS Authentication - RADIUS &85

- RADIUS Challenged - RADIUS F+ L >

- RADIUS Unreachable - RADIUS RZ):E

- Invalid RADIUS Response - A~IE7x RADIUS [5&

- Invalid Profile ID - RIEZ A7 7 1)L ID

- Profile Mismatch-Hardware Type - 7O 7 7 A VBN R—BD/\— R 72147
10-AP Image Not Available - O b O—Z1&7 7 RRA > MBI 285 A =I5 F >TVEF A,
QY rA—ZTEBAP A A—IT v T I L— AP R— I, BMEETNTORIHEEDIH)

Age

Io—RELSRBBLIKBZRRTLET,

TOCARA > bEGAY Y Y7 LT, Managed] &EIRT 2 &, LUITFOBEARTINET

r

Authentication Failed Configuration

MAC address

AP Mode

Location

Authentication Password

Profile

Radio 1 -
Channel

Power

5C:09:98:2E:0E:00

802.11a/n

Radio 2 - 802.11b/g/n

Channel

Power

® Managed Standalone Rogue
| oFF
| 1-Default v
Auto r
| Profile v
| Auto r
Profile v

8-46  Authentication Failed Configuration [EIE

Access Point Failure List h* SR L1z 77

L ARA > b7 Valid AP 7—2 X=X |EMLE T,
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TORARA Y hERT U YT LT,

[View Details] Z3RY 2L, UTFOBEEIRRENE T,

Authentication Failed Details

MAC Address

IP Address

Last Failure Type
Vendor ID

Protocol Yersion
Software version
Hardware Type
Reporting Controller
Controller MAC Address
Controller IP Address
validation Failures

Authentication Failures

5C:D9:98:2E:0E:00
192.168.1.101

Mot Managed
D-Link

2

4.3.0.1_B003
DWL-8600AP Dual Radio a/b/g/n
Local Controller
00:02:bc:9b:97:3b
192.168.1.100

12

0

Age

0d:00:00:21 -

8-47  Authentication Failed Details B

RFED MAC 77

WTOEEH DY) &,

FLAIY MUICET 22BHReRTLET,

HE

Bis

MAC Address

TIRARAY FDOMACT RLRAEFRRLET,

IP Address

TOCARAVEDIPT RLRAERRLET,

Last Failure Type

RELIRBEDIS—D4%24 TaERLET,
Local Authentication - d— /) V&8
- No Database Entry - 7— 2 X=X L b UHQHY £ A,
- Not Managed - mﬂi*ﬂ‘(b\iﬁh
- RADIUS Authentication - RADIUS 533
- RADIUS Challenged - RADIUS F+ L >
- RADIUS Unreachable - RADIUS RZ5E
- Invalid RADIUS Response - AIE7x RADIUS [6&
- Invalid Profile ID - RiIE% A7 71 JU 1D

- Profile Mismatch-Hardware Type - 7007 7 1 JUHAFR—D/\— R 272147

Vendor ID

E7a 0=V 70z T7ONVAEIDERRLETD,

Protocol Version

72> =20V 7 Iz AP R—rTEH7ANIDN—T 3 0 ERRLET,

Software Version

BEOE 72> MA—2DV I b7z 7N\—V3vEFRRLET,

Hardware Type

TOCARAVSDIN=RIITTZY b T4 —LICEINEHTSNTWS/N\— U7 IDERRLET,

Reporting Controller

Atk ERELOY FO—2Z R R LE T,

Controller MAC Address

2 hO=20A =Yy b7 RLAERTRLET,

Controller IP Address

O bO—SDIP7 RLAERRLET,

Validation Failures

KT 7R ARA > b GRnD) (IR LU Tce#a kR L £,

Authentication Failures

K77 CARA Y MTRHEN T 802X BT T — ¥ RRLE T,

Age

IS—REDSRBLIEBZRTLET,
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Peer Managed

Status > Wireless Information > Access Point > Peer Managed X — 21—
USRAEADET AV FA—SHEBYI DTV LARA Y MIEAT2ERERRLET, FE7I> FO—JIE P 7 FLRICE>TRHESNE T,

Status > Wireless Information > Access Point > Peer Managed DJEICAZ1—& 7 ) v L. UTFTOEEBEFRRILET,

Wireless » Access Point » AP List » Peer Managed o o

Mot Managed Connection Failed | Authentication Failed | Peer Managed | Valid APs | AP Provisioning | AP Group

The Peer Controller Managed AP Status page displays information about the APs that each peer Controller in the cluster manages.Use the menu above
the table to select the peer Controller with the AP information to display. Each peer Controller is identified by its IP Address.

Peer Controller Managed APs List
Show| 10 [s]|entries [This information is view only] Goto| v | a, |

; i e — i

No data available in table

Showing 0 to 0 of 0 entries | First | Previous | Next , | Last .

8-48  Peer Controller Managed APs List B

LUFDmBEAHY £7,
HE HPE

MAC Address E73Y bO—SHEET KT IV ARA Y FOMACT RLAEFRRLET,

AP IP Address TOCRRAVEDIP 7 RLAERRLET,

Peer IP Address TOCRRAV NEEETHE7I MO—ZDIP 7 RLRAERRLET, TIWEIAZa—H5 TAIl] ZBIRT B &

AEHNRREINE T,

Location EEI D7V CRARA Y MIRESNABFDEE AR RLET,

Profile RO FO—SH TV ERRA Y MTERBT 277 v ARA > bOTAT7 7 )VERRLET,

Hardware ID TOCRRAY NDIN=RIT7 Ty b T+ —LICEIHTENTVWA/N—RTz 7 IDERRLET,

BHI 5477 bosO—n\VikE

Status > Wireless Information > Associated Clients > Global Status X =1 —

BETZTVIVCARA Y N EBUTESRT A2 2147 bOKEHERERRLE T,

Status > Wireless Information > Associated Clients > Global Status DJBIc A =2 —%7 1) v L. UTFOBEEmEXRRLET,

Status G-;Q

Status » Wireless Information » Associated Clients » Associated Clients Global Status o o

Associated Client | Ad Hoc Clients | Detected Clients

This page shows information about all the clients which are connected through our managed AP.

Associated Clients Global Status

Total Clients i}
Authenticated Clients i}
802.11a Clients i}
802.11b/g Clients i}
802.11n Clients i}
802.11ac Clients i}
802.11ax Clients i}
Max Associated Clients 16000
Detected Clients 72937
Max Detected Clients 32000
Max Pre-auth History Entries 2000
Total Pre-auth History Entries 0
Max Roam History Entries 2000
Total Roam History Entries 1

8-49  Associated Clients Global Status B[
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MTOmEENSGYET,

EH

iR

Total Clients

T—=BAN=HBDT AT OB AERRLEY, TDfEIE [Associated |, [Authenticated |, [Disassociated ] M
WREDY ATV N EEHET,

Authenticated Clients

TIAT VS T—=ZN=XHDY Z 47> b T, TAuthenticated ] JREED T S 147> h DR RLE T,

802.11a Clients

SRREE NI IEEEB02.11a 7 24 77 > b SRR L& T,

802.11b/g Clients

SRREE NI IEEE802.11b/g 7 54 77> b DR RLE T,

802.11n Clients

SRREEN T IEEEB02.11n 7 54 77> b ks R~ L &9, IEEE802.11a/n. IEEE 802.11b/g/n. 5GHz IEEE
802.11n, 24GHz IEEE 802.11n AMEENE T,

802.11ac Clients

SRREE N T IEEE802.11ac 7 54 77> b DfEERTRLE T,

802.11ax Clients

SRREE N T IEEE802.11ax 7 24 77> b DiEER T LE T,

Max Associated Clients

BRV AT LICERCED 247 7 FDRABZERTLET,
TWBIY N DEAHTY,

T NUE Associated Client 7— 2 X— X TeFa] TN

Detected Clients

WLAN [CBRIEENTCER Y 47 > b OBERTLET,

Max Detected Clients

I hO—SHRETER I SA 7Y FORAEERTLET,
lc KO THIFRENE T,

Z D¥ElE Detected Client 7 — 2 N—XDH A X

Max Pre-auth History Entries

AT LDEEER T E S Client Pre-Authentication A X F DBEAMAERTLE T,

Total Pre-auth History Entries

VAT LCERRDEFESEIDOBET Y b DRFEOHZRTLET,

Maximum Roam History Entries

IRTCOBRE T A7 ML TA—I VI REICEEHAIREE I M) ORABERTLET,

Total Roam History Entries

VAT LNCERAROEFESEEDBET > b DIREDH,

BRI B75147 71

Status > Wireless Information > Associated Clients > Associated Clients X — 1 —
ROV NO—ZICERT BT T7 >V MCBEET B NS T v I EBIFLET,

Status > Wireless Information > Associated Clients > Associated Clients DJBIc A =2 —%7 ) v L. UTFOBE@EmEERRLET,

Status

Status » Wireless Information » Associated Clients » Associated Client

Global Status | Associated Client

Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless clients that are associated with the APs the controller manages.

WLAN Associated Clients List

Shaw l 10 ﬂ| entries [Right click on record to get more options]

Goto |

Showing 0 to 0 of 0 entries

! A
D& ) & A

No data available in table

|.| First

| Previous || Next » || Last 4

8-50  WLAN Associated Clients List B

WTOEEHH Y &I,

HE

i

Client MAC Address

To2AT VAT =2aYDA—Yx Y F MACT FLRAZRRLET,

Client IP Address

Io2AT VAT —=2aYDIP 7 RLAZRRLET,

SSID 24TV NOMERT BERR Y U — U OREERRLET,

BSSID TSAT YV NHERT DEBNERDT I ARA Y b /MRIET I ARA 2V FDMACT FLAZERRLET,

AP MAC Address TOCARA Y DA—F Ry s MACT RLAZERRLEY,

Age A= LVAT—R2RZERE. EREIDI A7 FOFEHERONEFENTHSBE LBEEx
mLET,

CP Status D5AT Y PO F ¥ TT 4 TR—ZIDAT—LZA%ERRLET,
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DIAT YN ERI VYT TEHE ATV A VAT 1—EERTEET,

()
==

Status =

)

Wireless Network Security 'ﬁp Maintenance

Status

Global Status

» Wireless Information » Associated Clients

Associated Client

»  Associated Client

Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless clients that are associated with the APs the controller manages.

WLAN Associated Clients List

Show entries

[Right click row to see more options] | a, |
| Client MAC Address ) " Client IP Address & " Ssib & ” BSSID & " AP MAC Address & |
00:1D:73:A2:18:Dd 192.168.1.5 Alinld 5C:D9:98:2E:0E:00 5C:D9:98:2E:0E:00
Disconnect
Showing 1 to 1 of 1 entries | e o T =
Details || First | Previou Next » || Last |

8-51

o fmm| W

Distributed Tunneling
i Neighbor AP Status
Client Statistics

Roam History Details

m| |m| |m| =

Purge Roam History

WLAN Associated Clients List BIE - 4 /> 3> A= 1—

WFOF T avhHlEd,

=[] HBA
Disconnect BRI B0 5147 b aYLETD,
Details BREMITSNTWA Y A7 EFTNDERT 5777 L ARA > MCBEET 25EMERERRLET,

Distributed Tunneling

DEE S R VREDEREERRLE T,

Neighbour AP Status

Neighbour 77 7 AR+ > b DIRREICEE T B1EHR AR RLE T,

Client Statistics

BEMITONTWE T A 7> b EZTORIBERICEIY 25FMa st ERERT LET,

Roam History Details

DWC-2000 NEIBY B, U 547> b DEREDET VL ARA > S DBEEERTLET,

Purge Roam History

BRLIEV AT bOO—Z 2V 0BREZ )7 LET,

FHBTER

9247 Ry L, [Details) Z:&RL T UTOEERERRLET,

Associated Clients Detailed Status

MAC Address
S5ID

BSSID

AP MAC Address
Status

Channel

User Name
Inactive Period
Age

Dot11n Capable

NetBIOS Name

00:1D:73:A2:18:D4
dlink1
5C:D9:98:2E:0E:00
5C:D9:98:2E:0E:00
Authenticated

108

0d:00:00:47
0d:00:00:03

Yes
YUKARI-PC_NO3

Local Controller

Associating Controller

Controller MAC Address

00:02:BC:9B:97:3B

8-52  Associated Clients Detailed Status EBIE

MTFomELH Y ET,
1B Bl
MAC Address BRI 247 FDMACT RLAERRLET,
SSID ISAT Y MHERELTWS Ry b0 ERRLET,
BSSID ToAT Y IDEGRLTWAT IV ARA Y FDOVAP D MACT RLRAERTRLEY,
AP MAC Address EENCHBTIVEARAY FDOMACT FLAZRRLE T,
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EH

A

Status

ToAT Y MHERATH B, FREEEN TV AL ERRILE T,
- Associated - 7 T A7 MIBEBEFCH DT VL ARA > M EFEFRHATT,
- Authenticated - 7 24 77> MIREEFEF T, EENCHDT7 7 CARA Y MIERIEINTVET,
- Disassociated - 7 A 7> MIEERCH DT 7 CARA U M EFEGLTOWERA. 217 L7 7T MEBRNIC
MOEETNCHDT IV EARA Y M EO—I VBB LEVEEIBRINE T,

Channel

ToAT 7 FOERICERLTVWAF v RV ERTLET,

User Name

BOLIX CRBRE SNz A7 > bDA—TRERRILET, D+ 1T E—REFEBLIERY N T—0 DU 4
T MK —Tabs Y T8 A

Inactive Period

CDISAT Y D omEICT—2/\y b ERELTHSBB LIREERTLET,

Age

I hB—=2H0 DT A7 bDFHLWRES KOREHEROEHZZEL THSRE LIREERRLET,

Dot11n Capable

Bt 27 7472 P IEEE8021 In REE Y R— b0 EShERTLET,

NetBIOS Name

HEIRT A7 FDNetBIOS B RRLET, XA 70V 7 b Windows KA MMIEHIF S NetBIOS &l BERR M4
EELD. FFRAMBICEDVTVET,

Associating controller

BIRVSAT Y MDBRT A7V EARA > bHAO—AILD>Y bO—ZFiFE7 2> FO—SOWIThH TEREN
TVWEHZERRLET,

Controller MAC Address

BIROSAT Y DB DTV CARA Y b BRI S O-SDOMACT FLRZRRLET,

Controller IP Address

IRV ATV MOERT 27 VL ARA Y+ EEET S bO—FDIP 7 FLAZRRLET,

Location BENIHBT I ARA > bDGFAERRILE T,
Radio TIAT Y MDEGEHROT VU ARA Y POEGFA V2T T —AEERE—RFERRLET,
VLAN o472 FOVVAP IR T VIAN 7 —2XEE— R CHSHF. WAV ETSNTVAS VAN ERRLE T,

Transmit Data Rate

54T hDREDT —2XEREERTLET,

Network Time

D247V IRy b —=JIEREEENTH SE LIcEfeRTLE T,

Detected IP Address

REISLT. 72472 bDIPVA 7 FLAZRRLET,

Tunnel IP Address

FRIVEBRLEWI SA 72 FDBE. ALRTENEEA, 7547V BN RIVEFRALTWSHE. 8V

TN b RIVIP T RLADERTENE T,

SER b RIVIER

o547 Gy L, [Distributed Tunnelingl &7 ) w2 LT, UTFOEEZFRRLET,

r

Associated Clients Distributed Tunneling Status

Client MAC Address
Distributed Tunneling Status
Home AP MAC Address

Client Roam Status

Associated AP MAC Address

©
00:1D:73:A2:18:D4

Disable

00:00:00:00:00:00

Roaming

00:00:00:00:00:00

8-53  Associated Clients Distributed Tunneling Status EIE&

UTFDmEELNSY T,

BH

Bils

Client MAC Address

BRI 2EE ATV FDMACT FLRZRRLET,

Distributed Tunneling Status

CDIZATV DR DBV R EYR— T 53y FT—UICERT 20 E 20 ERTLET,

Home AP MAC Address

T5A47 2 bDR=LAP DMACT FLRAZRRLET . DEE N RIVHBWGERY T =TI 57 51
72 MIH LTI COEHEMREZEFEET,

Client Roam Status

TSAT > MHR—LAP EITdH DD FRIERIDT 7 ERARA Y MIBBL T, FRIVEFRLTVEHESH
ERNLET,
- Home- 27247 ME b 2)VEFERLTVE LA,
- Roaming- 7 247> ME bRV EFEBLTOVE T, D8E M XIVEENICT D E. 71—V RITida—
S UOWRRD TRoaming) & LTHRRENET,

Associated AP MAC Address

DIAT Y ODEEL S LT O DV EB CCERELIE T 7 EARA Y D MACT FLRAERRLET,
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Neighbour AP 1&%R
247> NEHRY w7 L. [Neighbour AP Status] &2 w7 LT, LTFOBEEEZFRRLET,

r ——

Associated Clients Neighbor AP Status °

AP MAC Address Location Radio Discovery Reason

Associated to this AP
5C:D9:98:2E:0E:00 1-802.11a/n
RF Scan

8-54  Associated Clients Neighbor AP Status [E[H

9347 7 MEEHER
7547 > AT )y Lo IClient Statistics] &7 w2 LT, UWTFOEERZRRLET,
Associated Clients Statistics °
MAC Address 00:1D:73:A2:18:D4
Packets Received 579
Bytes Received 96582
Packets Transmitted 167
Bytes Transmitted 63448
Packets Receive Dropped 0
Bytes Receive Dropped 0
Packets Transmit Dropped 0
Bytes Transmit Dropped 0
Fragments Received 0
Fragments Transmitted 0
Transmit Retries 0
Transmit Retries Failed 0 -

8-55  Associated Clients Statistics [B|E]

BRI ATV D1 BOT 7 CARA Y MHERRIOXRELL T T v 7 DBERERTLET,

LIFOEELNSYET,
BHE B!
MAC Address A7 T RLREFRRLETD,

N
~l
\\/

Packets Received

ZE LN\ MG ERRLET,

N
~l
\/

Bytes Received

DM
o) 5%1:. Lie/\7w hEDEFHZRRLET,
o)

5%
KEL Ty bMIDEHERTLET,

N
~
\/

Packets Transmitted

[TRE LT\ MBS ERTRLE T,

N
~
\/

Bytes Transmitted

DoREL. WEIN/\TY D& ZRRLE T,

DESMEL. WEIN/\1 MIOESTERTRLE T,

N
~
\/

Bytes Receive Dropped

DEXREL. WEIN/\T Y MIOESTEERTRLE T,

N
~
\\/

Packets Transmit Dropped

HORMEL. WEIN/\T Y D& ERTLET,

N
\\/

Bytes Transmit Dropped

N
N
N
N
~
N
N
N
~
~

DORELIETZIAY MuEN/T Yy MDD &EFTERRLET,

N

Fragments Received

N[
A\A\A\A\—\—j—\—\—\—\—\
\/

NN (N
\’ \

MIXELET ST A MebENT/ Ty MDA ERTLE T,

N

Fragments Transmitted

7
7
7
7
7

Packets Receive Dropped 7
7
7
7
7
7
1

Transmit Retries B EDY FZADE. 75147 MOXERZH LIRS AR RLET,

Transmit Retries Failed TEIUEDY FZADE. 7247 > MOEERMLUIEEHARRLE T,

TS Violate Packets Received |18 L7 VX AT AUDEIRI ZAT7 > bHST IV ARA Y MHRE LI/ Ty bMERRLET,
TS Violate Packets Transmitted |18 LT 7 7V € XA AT DU DESR Y A7 > MTT VR ARA Y bR EL/ Ty MEFRRLE T,
Duplicates Received IIAT VD ERELIEEE/ Y FDOEFEERRLET,

FEEREFDY ZAT VM vy 3V DBABLUBRE#T(O—= )’7“75‘?‘?2%&561@”%7’:&%; BIRVSATVNE 7547 I\b*
Bt CEBHERNTHDT 7 L ARA > MM L CERAEESHF S T ENTEE T, BRIEGELICKINT 27edIcld. 2—F Y b7 EARA > b
TIAT Y ME—BTBSSIDBELUELF21UT A REERFDVAP DMETYT, F1 U7 1 RE JMACDLDE Esh. Eada+— Et
RADIUS NS A =B BZEHET, V547 bDEERT 27 7L ARA Y bME. IRNTCOEFERERIERZEREL Iy bO—SITXELE T,
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A—ZYJeX MDA
EEEINTWVWD 1 DDT7IEARA Y IHSRIDT IV ELRARA Y bAOO—Z VT T 256, BEVATLIE. 75147 DRz R®EL T
I'WLAN Associated Detected Clients| @ [Roam History List] |CABERAFRRLE T,

747> bEAY )y L, TRoam History Details] Z#7 )wv 7 LT, UTOEERZFRRLET,

List of Associated Clients Roam History o

MAC Address 00:10:73:A2:18:D4

VAP MAC Status
~Address

Mo data available in table

8-56  Associated Clients Roam History i@

UTOEENHYET,

BH PR
MAC Address BEENI A7 FOMACT FLRAEFRRLET,
AP MAC Address TAT > B LIE BB T Vv ARA Y PO MACT RLAZFRRLET,
Radio TIAT Y ORI ENDEIGA V2 T T —ADESEFRRLET,
VAP MAC Address TIAT MDA —Z VT ETORVAPDMAC 7 RLRAZFRRLET,
SSID VAP BMERRENS SSID &2 R R LET,
Status BEIYM)AFLWESREE 00—V TANY O ESIDERT TS50 FFRRLET,
Time Since Event BEIY b)MBMENTHSRBLIEREEZRRLET,

TR 954727 F

Status > Wireless Information > Associated Clients > Ad Hoc Clients X = 1 —

TRERYGOISAT N TIVARA Y MEGLTWE Y A7 M ERBALTWLAN BRI A7 247 T, PRRYIIZSAT
v hE BETVIVERARA Y NEBEETVE A, T RERY IRy M=k RFEFEEEL, tF1 )71 EOU R EBLIEEE S A
TWaTes. FITEEIRNETT,

Status > Wireless Information > Associated Clients > Ad Hoc Clients DJBIc A =2 —%7 ) v L. UTFOBE@EmEERRLET,

® Maintenance

Status

Status » Wireless Information » Associated Clients » Ad Hoc Clients 0 @

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

This page shows information of AD-HOC clients.

WLAN Associated Ad Hoc Clients List

Show entries [Right click row to see more options] a, \

MAC Address %“ AP MAC_%dd ress & ” Locajti&l & " Iwg 2 ” DEtectiﬂn Mode & ” ﬁﬁe &

No data available in table

Showing 0 to 0 of 0 entries |.] First | Previous || Next » || Last .|

8-57  WLAN Associated Ad Hoc Clients List
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LFomEENG )£,
1B SEA

MAC Address ISATVEDMACT RLAERRLEY, BHE—NAE—OYT7L—LDIHEE. RF AF v T —2RX—P
BEE AP UZ MK, 72547 MET OV CRRA Y FELTERRINE T, BHEE— FAT—27 L —LDHBA.
IoAT Y MERIEBHEY AT MU X MIRRINET,

AP MAC Address IoAT M EBE LIEEETOT IV EARA Y FORN—=Z A —HZ v k MACT RLAERRLEY,

Location EETDOT VCARA Y MCRESNTIBFDGRBARRLE T,

Radio T RRYIISAT Y MHREENERTEHE ZOREE— NERRLET,

Detection Mode 7 RiRw I FTINA 2RO AR, Beacon Frame | 7cld Data Framel &7 £,

Age TRy Iy b= REITHEHINTHSBB LIREERRLET,

FWLAN Associated Ad Hoc Clients List] D&Y w74 > a I FO&EY T,

pi=[= Bk
Delete All JDARDSITXRCDT7 FRY I IIAT7 I M) RBIBRLE T, URANETUTZLTEH. 7 RRYIISA4T
v MITTENEEA. Ffee VAT MNET RRY I XY M=o TWAEEDH Y £,
Deny WLAN 77 € ADST7 RRy 77247 b a7Av 7 LES, TOMACT RLRIE. T74ILNT702avh
[Deny] (IEE) TH S MKnown Client] 7—2Z X=X (TBIIENE T,
Allow WLANANDT KRy 05 AT7 > b7 7 R=ZHFATLET, TOMACT RLAIE T T+ T 7> 3> TAllow]
(ZFA]) THS TKnown Client] 7—2\—X|TBAIENE T,
BEHI 5472

Status > Wireless Information > Associated Clients > Detected Clients X =1 —
DoAT Y MOV RTLEDBEREMFHZE. Tleld. YATLRIZAT VMDD M7 0y U aGH LIGEEIC. BgY AT LIIERY S
A7V b EBRELET, REEClE. 77 EARA Y M CRASNZV ATV b BROHR LY AT LOSYMENTZY 5147 > FOEREE

~LET,

Status > Wireless Information > Associated Clients > Detected Clients DJEICA Z2—A%2 ) v o L. U TFOEERERRLET,

Status = B Network 2 Security £° Maintenance

Status

» Wireless Infformation » Associated Clients » Detected Clients 0 e

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

The Detected Client Status page contains information about clients that have authenticated with an AP as well information about clients that
disassociate and are no longer connected to the system.

WLAN Associated Detected Clients List

Show entries [Right click row to see more options] | a, |

| MAC Address 8] “ Client Name & || Client Status & | Age & " Create Time & |
00:10:73:A2:18:D4 Client1 Authenticated 0d:00:00:03 0d:00:04:22
EQ:CB:1D:31:52:96 Detected 0d:00:00:33 0d:00:03:33

Showing 1 to 2 of 2 entries

|} First | Previous Next , || Last ,

8-58  WLAN Associated Detected Clients List B[

LIFOEELNSYET,
HE Bt
MAC Address GIAT DA —TZy F MACT RLAZEHRRLET,

Client Name

[Known Client] 7—2N—=XIH BT TAT > FDEMERTLET, T—2N—XUITZAT Y MHIEFELGEVEE. <O
T4 —IVRIFZEETY,

Client Status

IIAT > NOREERTLET,
- Authenticated - &0 247 > MIEGY AT LATRAESINTUVET,
« Detected - ARV 4 7> MIFRV AT LTHRHEINE LA £F2U T+ DBETIEHY A,
- Black-Listed - ZD MAC 7 RLRAEFH DV S 4 7> ~d. MAC SREHER TREREIC Y 7 L RAERBEEINE YT,
< Rogue- 7547 M. BREBETZ VT XLD 1 DICL>TEREE L THEEINE T,

Age BRI SAT U b T—ER=RI Y NIEBHLICCDI AT MEASHDANRNY FHAREETNTHSEB LIREERTL
ia‘o
Create Time TDIYNIPREY AT 2 T —ZR=RCRNNTBINENTH BB LIRFEERRLET,
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[WLAN Detected Clients List] #H27 v o d5E4 T3

Status » Wireless Information = A iated Clients » D d(

Global Sta

The Detected Client Status page contains information about
disaszociate and are no longer connected to the system,

WLAN Associated Detected Clients List

VHRTENET,

Select All

Details

L )

Pre-Auth History

Roarm History Details

Purge Roam History
sated with an AP az well information about clients that

Rogue Classification

Sho entries [Right click on record to get more option:

Purge Pre-&uth History

| MAC Address

B
B
B
B
El| Triangulation Details
B
B
B
%

0013 CEAT: DO 34

00:13:CE: 54:86: 58

00:13:E8: 11:08: 98

00:13:E8: 11:00: A5

00: 16 EB: 15:5 4: C8

00: 16:EB:20:C4:50

00:23:15:15:56: F&

00:23:15:24: CE:5C

00:24: Dee 7584

8-59  WLAN Associated Detected Clients List BIE - A /> 3> A - a1—

MDA T avhHhEd,

Add to M8C Auth DB ‘7Q\|
0| Client hame & | Client S Delete H:thi:55] Create Time [D0:HH: M- 55] & |
Detected 00:00:02: 40 00:01: 58:07
Detected 00:00:01:16 00:01: 58:07
Detected 00:00:00:07 00:01:58:07
Detected 00:00:00: 48 00:01:58:07
Detected 00:00:04: 36 00:01:58:07
Detected 00:00:00:07 00:01:58:07
Detected 00:00:01:1e (00:01: 58:07
Detected 00:00:04:36 (00:00:05: 56
Detected 00:00:00:07 00:01:52:20

BH

5

Details

BIRLTCV 472 MY 58I ERTLET,

Pre-Auth History

RIEENTT A7 2 b DT o Ic BRI ERICE T 2 1EMeRRLET,

Roam History Details

EETNCHB1DDT I CARAY EDSRIDT V2 ARA > hETA—I VI LIRDORFEXRRLET, 775
A7 MBICEKR10@DT 7 ARA Y OBEMRFENET,

Purge Roam History

lRoam History] 2> 3 VASBENDO—IVIJEANIDT—2E57 T LET,

Triangulation Detail

I oAT > M EEH LTz 3EE TO non-sentry H KU 3EE TCOBEETRDT VL ARA Y M aRRLET,

Rogue Classification

BEBET ANDER, 7547V DI T—EGSeT AMNIEAT2IERERILET,

Purge Pre-auth History

[Pre-Auth History] H5ERIaaEDT —2 &7 )7 LET,

Add to MAC Auth DB

MAC EREE7 — 2 N—ANBMLE T,

Client Statistics (F¥#H1TE4R)

7247 heBE7 )y L, [Details] Z:&RL T UTDEERZFRRLET,

Detected Client Status

MAC Address Bl B RN ANl
Client Status Detected

Authentication Status Mot Authenticated

Threat Detection Detected
Threat Mitigation Status Mot Done
Time Since Entry Last Updated 00:06:08:20
Time Since Entry Create 00:06:08:50
Client Name

R551 13

Signal 0

Noise 0

Probe Reg Recorded 0

8-60 Detected Clients Status [EH
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E8E AT —RALLURGEHER

NTFoEELSDY £,

EH

Elis

MAC Address

24T FDOMACT FLAZRRLETD,

Client Status

TIAT > OREERTLET,
- Authenticated - &V 51 7> ME X7 LTEREEE . TRogue) (RIE) TldH W £H A,
- Detected- 7547 > MIEHENE LI GREEENTEH S5, TRoguel TlE7x <« Known Clients 7— 52X —
AIFFE LR A,
- Known -2 24 7> bl& Known Clients 7—Z X=X TIRHEINE Lich. SREEEN TV E A,
- BlackListed - 7 247> MEY AT ALICESFELES E LE LA MACERRECIEG SNE LTz,
- Rogue- 747> MEBWEBE T A TIo—IcEUE Lz

Authentication Status

ZDI AT bDEREENZDEOIDERTLET,

£54 7> b AF—5 A5 MRogue (RIE) TH->Th. BIEAF— 45 AH [Authenticated ] THBT &6
T,

Threat Detection

D47 MR L TBREBRE T X SDESENDNEDDZRTLET, 7 A MHEMICE
& Rogue & LT —IENEEAD BEDFIERIENIBRAZHET 5 LIFTEXT,

nNd& 774770

Threat Mitigation Status

DI SAT Y MCBBOERZ{TOcEdDERRLET,

Time Since Entry Last
Updated

BHIZAT Y ST —ARN—ZADIY M) EBHLIECDI AT >
reEEERRLEY,

ICESDDANY FHREENTHSRBEL

Time Since Entry Create

CDIYMIDREY ZA 72 b T—=EZRN—RUCHRATEMENTHSRE L REZERRLE T,

Client Name [Known Client Database | DY 4 7> baEFRRLET, T—2N—RITT A7 FOFELEWVESG, TD
74—V RIFEATT,
RSS! DIAT Y SNHEEBHRDT 7w ARA Y MEREEND E KT A —IVRIET A7 > M ERRAET 57 7 ARA
> MOERE LT2RED RSSHE (1-100%) ZFRRLE T, 0 DEIE. 77 ZRARA > bHAREEITNEWT EABERLE T,
Signal IS5AT N EREET BEET U ARA T M DRE LT:H%?&@E??@E (-128 ~ 128 dBm) A&HRLET.
Noise IoAT Y N RIS HERT VU ARA Y FHARE LIEREBEDF v >RV A X (128 ~128dBm) #FRRLET,

Probe Req Recorded

IProbe Collection Interval | (CE28R LT 7 O—T UV TR MIEFRRLET,

Probe Collection Interval

FT7O—TWREICED LIBEBERRLET., TO—TWREIE. V247V MOBRETHAHESHZIY FAO—2
DT B dICRIIBET,

Highest Probes Detected

O ba—>1H Probe Collection Intervall ICi&HE LTz 7 O—T DBRABERLET,

Channel

I5AT Y EMEBLTWASTF v RV ERRLET,

OUI Description

OUl DIFHEHRRLE T,

Auth Msgs Recorded

['Auth Collection Interval | (FRaEUNEERIPR) (CE2EF L7 IEEE 802.11 M Authentication 4wt —I#ERRLE T,

Auth Collection Interval

SDNEICED LHERTRLE T, MEOREL 7517 MABATHED E S %E 1> FO— T H¥i
I BHIBIBIEET,

Highest Auth Msgs

O hO—=h TAuth Collection Interval ] MRFICiEE L1z Authentication X v —I DRABERTLET,

De-Auth Msgs Recorded

SREFUNEEARS 5088 L7 IEEE 802.11 De-Authentication X vt —I#EXRRLE T,

De-Auth Collection
Interval

BEVEHRGOINEICE Y LIcBRER TR LT 9, De-Authentication DINEL. 754 7> "OBRTHIHE SH%E
Y bA—2H¥IETT B7edIRIIBE T,

Highest De-Auth Msgs

O hO—>1h De-Auth Collection Interval ) (Z4&H L7z De-Authentication X vt —I DREAMERRLE T,

Authentication Failures

ToAT f\?@tﬂéﬂfi 802.1 DL,DJ—_EI7 @ﬁ%%‘%ﬂ—\bi—;

Probes Detected

BEORF AF v TR LI 70— TJ#ERRLET,

Broadcast BSSID Probes

REDRF AF v TRELT7O— FFv X BSSIDICHT 2 /00— J#HaRRLET,

Broadcast SSID Probes

REDRF AF vy TRELT7O—-RFFvy X hSSIDICHT 5 70— THERRLET,

Specific BSSID Probes

=EODRF A+ v > TR LIZRED BSSID Icxd 2 70— THAEFRRLE T,

Specific SSID Probes

REDRF AF vV TRE LIFED SSID ICT 2 70— TJ#HEFRRLET,

Last Non-Broadcast BSSID

RF A+ v > CHREICHRE LI ETO— FF v X b BSSID (MACT FLR) ZFRRLET,

Last Non-Broadcast SSID

RFRAF v > CHREICERE LIIETA—FFv A b SSID ZRRLET,

Threat Mitigation Sent

DT SAT Y MCBBOERZ{T O EdDERRLET,




E8E RT—RALLUREHER

Pre-Auth History (F#iERsEERICET 2188)

VAT R UYL,

[Pre-Auth History | Z32R L C. LUTFOBEEZFRRLET,

Pre-Authentication Histony °

Client MAC Address

8-61

WTOEEH DY) &I,

No data available in table

Pre-Authentication History [EI

HE Gz
Client MAC Address 74T MDMACT RLRAERRLET,
AP MAC Address AT N EBRIEELET HAEET VU ARA Y FDMACT RLAERRLET,
Radio TIAT Y ORI ENASTIFA V2T T —ANDES (Radiol Kzl Radio2) Z#FRRLET,
VAP MAC Address TIAT M A—Z VT ETOEVAPDMAC 7 RLRAZFRRLET,
SSID VAP BMERRENS SSID 22 KRR LET,
User Name BO2IXICKUBRAEENT WA Y 247 bDI—HR2EFRRLET,
Pre-Auth Status T4 T2 MHERRHCII LT E S D% TSuccess] (AXTN) & fzl& MFailure) (RED DA T—2 A THRRLE T,
Age EXRUIYVRUMNBMENTHLRELIEREEERRLETD,

Roam History Details (O—X > DEER)

ISAT v ERET )Y L,

Roam History Details ] Z3R LT, UTFOEBEZRRLET,

List of Detected Clients Roam History °

MAC Address 00:1D:73:A2:18:D4

.AP MaAC Radio VAP MAC [ SSID | Status l Time

Address Address Since Event

5C:D9:98:2E:0E:00 1 5C:D9:98:2E:0E:00 dlink1 Roam 0d:00:04:45

8-62  Detailed Clients Roam History [EiE
LIFOIEELH U ET,
(S| B

MAC Address BHINZO AT POMACT RLAZRRILET,
AP MAC Address DoAT Y N ERIAELEEEBRRDT7 7 ARA Y FDOMACT FLAZRRLET,
Radio ToAT Y ORREEE NSRS V2T T —ADESERRLET,
VAP MAC Address ISAT Y IHRA—Z VI ETOIEVAP OMAC 7 RLAERRLET,
SSID VAP DMERRENS SSID 25 FRRLE T,
Status BEIY MLV lEO—Z Y TANY MO EIDERT VS0 EFRRLET,
Time Since Event BEI> M)AMBMENTHSRBLIEREZRRLET,
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B8E AT —RALLUNRGEHER

Triangulation Detail (Triangulation MD&¥#H)
Uo7 NERY Y L, [Miangulation Detail ] #3IR LT, UTFOBEEARRLET,

Triangulation information

MAC Address 00:1D:73:A2:18:D4
Sentry MAC Radio RSSI(%) Signal Noise . Age
Address Strength Level
(dBm) (dBm)
Non-Sentry 5c:d9:98:2e:0e:00 2 47 -57 -92 0d:00:23:27

8-63  List of Threat Detection Tests [B/{H

romELSHYET,

BH

Eilis)

Detected Client MAC Address

T7YRDMACT FLAZEHRRLET,

Sentry

724
724

T EEBE LUERA 27 1 —ADE— K (Sentry £7z(& Non-Sentry) #FRRLE T,

- Non-Sentry - 7 54 7> k& LIcEFaEid Sentry T— R CRESNEF A SIS B V2T 1—

ADN R SA T O LDEHERITAN. bS T4 v I DEREETOIENTED I EZERLE
ED

< Sentry- 7 54 7 > MG LTEEGEED Sentry E— R TREINE T, Sentry AP BB 5%y b T —

TERIERA V2T 1 —RAE. Zv bT—=0 DT INA ALY RRICEHE LT LUBENZEF1Y
TADMETOENTEELT,

MAC Address IoAT M EBH LIEEB7 Vv ARA Y FOMACT RLAEFRRLET,

Radio 24T POERREE NS EIR A > 2 T 1 — ADES (Radiol £fzld Radio2) #FRRLET,

RSS! non-sentry AP DZ{EES3EE (0-100%) Z#FRRLET, 0 DEIE. 75147 bhEHEIN EWT EZRLET,
Signal Strength TEESBE (dBm) ERTLE T, B7EEEIE 127 ~ 127 (dBm) TI A IRENEEHEL -95 ~-10 (dBm) T,
Noise Level non-sentry AP 50\F v > ZJUICDWTHRE LTz/ 4 X (<127 ~ 127dBm) AR RLE T,

Age TOT 7 EARAY FMEBZEBH L THSRB LIEREEAERTLED,




FERE AT —ZABLUKEHE

¥R

Rogue Classification (Rogue D%48)
247 hERYZ ) w7 L. TRogue Classification ] 3R L T. U TDOEEAEFRRLET,

( List of Threat Detection Tests

‘ MAC Address

00:1D:73:A2:18:D4
|
Test Condition | Reporting Radio | Test Test Time Time
Description Detected MAC Config | Result | Since Since
Address First Last
Report Report
Known Client
0 5c:d9:98:2e:0e:0 2 0 0 0d:00:28:45  0d:00:05:18
Database Test
Client exceeds
configured rate 0 5c:d9:98:2e:0e:0 2 1 0 0d:00:28:45  0d:00:05:18
‘ for auth msgs
; Client exceeads
‘ configured rate 0 5c:d9:98:2e:0e:0 2 1 0 0d:00:28:45 0d:00:05:18
for probe msgs
Client exceeds
ranfimrnd ratn n ErodQeQ@ s Tnsnnen el 1 n Neds NN 3@ AR N e nE 18 T
8-64 Treat Detection Tests [EH
MTOEELNS Y ET,
1BHE B
MAC Address BHINET 7 ARAY FOMACT FLAERRLET,

Test Description

oy

BTN A b ERTLET,

- Administrator-Configured rogue AP - EIBENRE LIEARET VL ARA >

- Managed SSID received from an unknown AP - RBR7 77 7 2 R+ > b h 5 52{5 LTz & SSID

- Managed SSID from a fake managed AP - ADEIBHR T 7 ARA > b H 5215 LIEE SSID

- Fake managed AP on an invalid channel - RIEF v > 2 JUICH T BBDEEHRRT 7 2 XA KRA > b

- AP without an SSID - SSID & /aW\N\77 7 £ ARA > b+

- Managed SSID detected with incorrect security configuration - REGEF+ 211 7 1 5%
NIcEHE SSID

« Invalid SSID received from managed AP - EEBXTR 7 7 £ XARA > b h 5545 LIz ARIE SSID

- APis operating on an illegal channel - 777 t ZiRA > b HRIERF v > %)L CEHEF

- Standalone AP is operating with unexpected configuration - X2 > R7AYE— FDT7 7 XRA > bHF
HLEWSREZER L TEER
- Unmanaged AP detected on wired network - IR T/iaWN\77 7 L ARA >V S EEIRR Y ST —7 Tl

EEFE DT EDRHE

Condition Detected

TADERHPELVDESHERTLET,

Reporting MAC Address

TAMEREZRE LT VEARAY FDOMACT FLAZERTLET,

Radio

BENLT VL ARA Y b D EDYRBEREEN 7 A MERDRRAE G o e hERRLET,

Test Config CDTADREZRET DEIICHREENTVAEDESDERRLET, REE L THERICERERST 27
IZ. T A MEITO—/YICBEM £fald@n icLEd,

Test Result TDTARDN TINARERECHBERELEDESIDERRLET, HBAICEO>TE. T/NAADBTDE-F
THAENTVWAIORECRGELEN TCHHE LT, BENGLR—b t@é—f“‘ﬁ’[ﬁb\{% DET,

Time Since First Report

ZDTASDRYICDRGERE LIERRERT 21 LAR Y TERTLET,

Time Since Last Report

CDTASDRBICDORGZRE LIRRAERT 21 LAR Y TERRLET,
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B8E AT —RALLUNRGEHER

77 AR RHROBE

Status > Wireless Information > Clustering X — 1 —

Fy b= AOMOERIY FO—SICBT 2EMERRLET, ALY ZRAZRAOET7ERIY FO—JRATIEE. BETDOT7 7 LARA Y bE&L
U472 D7 =2 LET, BRIV FO—JR DT —2%ET—EZN—RUURFT D PT7 RLARY 7 bz 7/)N\=2V3>5GEE
DETICRET 2EREBRCEL T, I FO—FEETBOEGEOROND L ETDT—2INTHEIRENE T, V5 A2ZADEEI > O—

SO ZAZIY ~O—

JZAZAY MAO—ZIE VI AZAOMOOY FO—IHOSREEFEHEREZWNELE T, K. 77 EARI> oE7a> O—50 B

ZELTCEHENE T,

KOV VERARAY MIERT 27 547> MCEAT BERINEENET T,

Status > Wireless Information > Clustering DIBICAZ2—& 27 v o L. UTOBEEZFRRLET,

Status z B Netvork 2 Security £¥° Maintenance

Status » Wireless Information = Clustering o e

This page provides information about other Unified Wireless Controllers in the network. Peer wireless Controllers within the same cluster exchange
data about themselves, their managed APs, and clients. The Centroller maintains a database with this data so you can view information about a peer,
such as its IP address and software version. If the Controller loses contact with a peer, all of the data for that peer is deleted.

Peer Controller & Clustering Info

Peer Controller Status

Peer Controllers

Peer Controllers List

Cluster Controller IP Address 192.168.1.100
0
[This information is view only] | 2, |

Shew | 10 ¥ |entries

| IP Address & " Vendor ID & " Software Version & “ Protocol Version & " Discovery Reason & “ Managed AP Count & " Age® |

No data available in table

Showing 0 to 0 of 0 entries | First | Previous || Next , || Last

8-65  Peer Controller & Clustering Info [EBIE

NTFoEELSHY 7,

HE

S&II

A

Peer Controller Status

Cluster Controller IP Address

TOAZEGET S bA—SDIP 7 FLRAERRTLET,

Peer Controllers

E722 hA—S08ERTLET,

Peer Controllers List

IP Address IS AZRNOERLAY FO—ZDIP 7 RLAERRLET,
Vendor ID E7aA 0=V I 0T T7ORVEIDEERRLET,

Software Version

FEOE7AY bA—5DY T b7 N\—D 3R RLET,

Protocol Version

E7EFEO A2V I I A R— TS 7ANIILDN—T 3 v ERTLET,

Discovery Reason

LRR—UVTEIEIPR—) T ZB L, HEOETHEFIY PO—SDREHFEERTLET,

Managed AP Count IR FO—SNIREBET LV VERARA Y POBERRLET,
Age |G FO—JLOBEHLSKBLIERE B9 %) ZXRRLET,




E8E RT—RALLUREHER

WDS 7 1V—TIREDEER

Status > Wireless Information > WDS Groups Status > WDS Groups Status X — 1—

WDS &, 772 ARA > MRALE SR CHE L. BEICBIET 2HETT,
MOEIBHRDT 7 L ARA > b aiRH LT EIGBED WDS U VIV & EA LT, V3 RAZICEEBNEDT 7t ARA Y MBI 5T ENTER
3_0

WDS ZEAT 2 & XY b T—IN\DERIEGRD CELVEBNG LT VEARA Y b EHRBIT HT EDFREICEVET,
WDS AP J V=TI T DEBRRDT 7 L ARA > DS E T,

c U= FAP-EIEAT A TICBWVWT TV v VKL E—2E LTHEEL. BRRUV7EBLTCOY PO—ZE@BELET,
« UTFSAKMAP-IL—FAPANOWDS U o EBLCOY FAO—ZEBELEY,

ANR—=TTlE, REBHFDWDS UV TICBETHHIUBRERTLET, "ndAHlcidE. DGEEE1DDTIV—T%ET7 14—V RICERET S
REHHYET, WDSAP JIL—TZRET BITIE. Wireless > Access Point > WDS Groups BEZFEHALE T,

Status > Wireless Information > WDS Groups Status > WDS Groups Status DIEICAZ1—& 7 v o L. UTOBEEEZFRRLET,

£° Maintenance

Status = B Network

Status » Wireless Information » WDS Groups Status o 0

WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics

This page displays summary information about configured WDS links.

WDS Groups Status

Show entries [This information is view only] 7a\|
IDG Configured AP o Connected Root o Connected Satellite & Configured WDS Link o Detected WDS Links &
1 1 0 0 0 0

Showing 1 to 1 of 1 entries | First | Previous | 1 | Next 3 || Last |

8-66  WDS Groups Status [BH

MUTDEENSYET,

1EE B!
ID WDS AP V)L — T HRET HEEDE SRR LET,
Configured AP Count ZDWDS AP JIV—=TNCREENTT VR ARA Y D ERRLET,
Connected Root AP TDOWDSAP JIV—TDAVINTHAHAY FA—FHIREBELTVS)IL— b AP OEERRLET,
Connected Satellite AP TDWDSAP JIV—TFDAVINTHZHAY FA—FHIREBRLTWET T4 M APOBERRLET,

Configured WDS Link Count [WDS AP 7 JL—FTHREETNTWB U I DEAEFRRLET,

Detected WDS Links Count | AT LITHREENTWDS ) > 7 DBERRLET, V2 TZATY bEHHITIE )T DmGIcHHY AT

LAPRET, HEICRELESHENHYE T,
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B8E AT —RALLUNRGEHER

WDS 7IV—TF D7 72 XA KA 7 +DIKEE

Status > Wireless Information > WDS Groups Status > WDS Group AP Status X~ 1—

WDS JIV—TICREL TCWBT VEARA Y MUV VAT 23MIERERTLET, £ COR=IDS JIV—TDAVNTH LV T —
RERXETHTENTEET,

1. Status > Wireless Information > WDS Groups Status > WDS Groups AP Status DJEICAZ1—%2 ) v L, U TFOEEEZRRLET,

Status

Status = Wireless Information = WDS Groups Status » WDS Group AP Status

WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics

This page displays detailed information about the configured APs and links in the WDS Group.

WDS AP Status

o
Configured AP Count 1
Connected AP Count ]
Source AP Count ]
Destination AP Count ]

Source Bridge AP MAC

Source Device Type

00:00:00:00:00:00

Nane

Config WDS Link Count [}

Detect WDS Link Count 0

Blocked WDS Link Count ]

WDS Group Password Change Status Not Started
Edit Password m

New WDS Group Password | \

8-67 WDS AP Status [E|mE
2. UTOEEZANL. ISave] Ra>&7 v LET,

HE

St

D

WDS AP J)L—TEREYS BEEDESERRLET,

Configured AP Count

TDWDSAP JIV—TNCREENIT VL ARA Y DO EFRRLET,

Connected AP Count

TDWDSAP JI—TDAVNTHAHAY FO—SHBEEEBELTWVWB TV ERARA Y FOBERTRLEY, O
l& TConnected Root AP & Connected Satellite AP D&EET T,

Source AP Count

ZDOWDSAP FIV—T DAY\ THZHAY bO—FHREBEL TWVDIL— b AP DHERTLET,

Destination AP Count

TDOWDSAP JIV—TDAVINTHZAY FO—IHBRABELTWAY T4 ~ AP DEEXRRLET,

Source Bridge AP MAC

AR YY) =DI— TV wIE L TREESNETNAADMAC 7 RLAZERRLE T, R/NNZ 9V —=E
T B E. TDfEIE 100:00:00:00:00:00) &Y ET,

Source Device Type

ANZ YD) =DIv— b Ty I ELTCRBEENETNNA ADZA TEFRRLET,
- None (STP |££5%)
« Root AP
- Satellite AP
- AEBDTINA X (STPRoot 1 E7 7 L ARA > FD 1 DTlEdH Y £ A.)

Config WDS Link Count

WDS AP J)V—TTHREENTWB U VI O ERRLET,

Detect WDS Link Count

VAT LITBEENTEWDS U > I DERRLET, U IEATY NSRRI )T DmIGICH SV AT I
APEILT. HEIKRELES>WENH Y ET,

Blocked WDS Link Count | R/SZ> 7w —=7OMLATOY I LIEWDS ) 7 D#ERRILET, UV VDR AICSH BT 72 ZRRA > MO\
U oETOyIRELTRETDE. TDAT—RANTA—RICES>TZDI VIHRATY FENET,

WDS Group Password WDS FI)IV—TFDINAT — FDREZ REICHAHTROREERTLE T,

Change Status - Not Started (R#5E))

- Success (AZTh)

- Invalid Password (#E5h75/ VA7 — )
- Requested (ZKEH+)

- Timed Out (&2 A L7 1)

Edit Password

WDS ZIL—THRDINTDAY A—FBLOT T RARA Y FDINAT— R EZEET Sfediclid, TONJ (ICLET,

New WDS Group Password

[Edit Password ] H' TONJ DBF, #T LWL/ IR T — K (8-63XF) ZANLET,




E8E RT—RALLUREHER

WDS 7 7 £ AR A~ MREDSE

Status > Wireless Information > WDS Groups Status > WDS AP Status X — 31—
WDS ZIV—=TICREL TWBT VL ARA Y MCET AT UERERTLET,

Status > Wireless Information > WDS Groups Status > WDS AP Status DJEICAZ21—%22 ) v 7 L. UTOEEmARRLET,

Status "?‘

Status » Wireless Information » WDS Groups Status » WDS AP Status (2 (=)

WDS Groups Status | WDS Group AP Status WDS Link Status | WDS Link Statistics

This page dizplays summary information about the APs in a configured WDS Group.

WDS AP Status Summary WDS Group ID 1-WDS_1
Show entries [This information is view only] | q |
AL Abh Conpecion -Satelite L STE Bagt o Latho L Ethetnot Bort L bibetnet Bott L Etharnat Bort

B By I FHAE

Connected Wired Mot STP Root 0 Disabled Disabled Up

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext , || Last ,|

8-68 WDS AP Status Summary B

MromEENS Y E T,

HE Biis
WDS Group ID TIWEI A Z21—HFERLT. REZHDWDS AP VIV—T=HBT 57 IV—THESTERLET,
AP MAC Address MAC T FLRIEE ) TIW—TRDT 72 ARA > b EHLET,

AP Connection Status

B, 72232 bA—20D 1 DT 7 EVARA Y FHBEEEINTWBLIELIERLET,

Satellite Mode

TORARAY EBWDS UV TRy hT—VICEGT 2T T4 8 AP O B VU ZBL TR Y T — 7 ICEfT
TBI—h AP D ERLET,

STP Root Mode

DT ICARA Y IBRINZ VTV ) =DIV— s THEZDEDERLET, R/IZV TV —ZENCTDHE 77
T RARA > bE TNot STP Root] (STP JL— h TlEGELY) & LTBICHREETNE T,

Root Path Cost

W= b \DRINZ2 7Y 1) —=/SAAR M ZRLET, V=M APIERICCOBEZO0E LTHRELET, AN Z TV —
RN LITBE D, EIF0 &GV ET,

Ethernet Port STP State

RINZV Y ) —=DWDS ZIV—TRDT 72 ARA > b TENTHEHE. TOAT—RAINTA—=2ITLY A —
PRV bR=bDRNZV T ) —DIREL R TER T,

Ethernet Port Mode

U754 NAP TR A—TRY b R—bEFBTEMCTHIEDNTEET, Jb— K AP TIE R—MNIBICTERN T,

Ethernet Port Link State

A =Ty b R— DB THBHE. CDAT—RALE) R—bDI) VI AT— DR TEELT,
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WDS U > 7 IKEEDEER

Status > Wireless Information > WDS Groups Status > WDS Link Status X — 21—
WDS JIL—=T D) VI BRESLC I I RAT— BT 2IRVIEREFRRLET,

Status > Wireless Information > WDS Groups Status > WDS Link Status DJEICA Z2—%7 1) v 7 L. LTFOBEEZFRRLET,

Status

Status » Wireless Information » WDS Groups Status » WDS Link Status o °
WDS Groups Status | WDS Group AP Status | WDS AP Status WDS Link Statistics
This page displays summary information about the link configuration and link state in a WDS Group.
WDS Link Statistics
Q|

Show entries [This information is view only] |

Source I

Destination . | Destination . | Source AP, Destination AP, | Aggregation . | Destination

Showing 0 to 0 of 0 entries

Mo data available in table

|} First || .| Previous | Next . || Last |

8-69  WDS Link Status B/
LFomBEE NG £,
1EE EA
ID EEEHDWDSAP 7 )V—TEHBRT 20 I —TESEZRRLET,
Source AP MAC WDS U I DERIDIY RRA > FOMACT RLRAERTILET,
Source AP Radio HKETTT U ZRARA > D WDS U > s DEIGE I ES R RLET,
Destination AP MAC TIV—=TRDEERT 7 ARA Y FDMACT RLAEFRRLET,

Destination AP Radio

EIEFT U ARA T S DWDS U 2 I RIEDEIGERESERRLET,

Source AP End-Point EEHRMACT RURTIEESNIE T V2 RARA > bHN EE7T MAC 77 RL A TIEE TR ARA Y SIS
HLEHEDNERRLET,
Destination AP End-Point KETT MAC TIEE SN T 7 RRA > b DN REHR MAC TIRESNE 7 VL ARA » b AEBHE LIEHEDLEE
~LET,
Aggregation Mode W T2 DDT 7 CARAY DB TEREINDHZE. DT« —)VRIE SOUIRTITUr—2 3>
> DRTD—ECHEZHLEDERLET,
Source AP STP KETT D ERARA Y IADY) Iy DAINZ 7Y 1) —RT7— barl, LFOBBEOWINA LT ET,
Disabled (STP iNMEZhE felk!) > v 25 >)
. Forwardlng
- Learning
- Listening
- Blocking
Destination AP STP KELRTVECRARAY IADY) I DAINZ Y1) —RT7— aml, LFOBBEOWINA LTV XY,

Disabled (STP BMEMIE i) > o 2o >)
. Forwardlng
- Learning
- Listening
- Blocking
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E8E RT—RAHBLUNKGEHE

¥R

WDS U > OifsHRRODEE

Status > Wireless Information > WDS Groups Status > WDS Link Statistics X — 21—
WDS U > CERMELT/ Ty MCET YT UBRERTLET,

Status > Wireless Information > WDS Groups Status > WDS Link Statistics DJEICA =1 —%27 v 7 L. UTOBEEAFRRLEY,

Status

O}

Status » Wireless Information » WDS Groups Status » WDS Link Statistics o °

'WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status

This Page displays summary information about the packets sent and received on the WDS links.

WDS Link Statistics

Show entries [This information is view only] | q |
’ " . . Source AP Source AP Destination AP Destination AP
pgasouceL alsource. oulestination, ulleskinabion. e oo s a s S b b R oy

Showing 0 to 0 of 0 entries

No data available in table

|| First | Previous | Mext , || Last .|

8-70  WDS Link Statistics [EBIE

LIFOmEENSD VKT,
BE EA
D ERBHDWDS AP VIV—T=FRIT 57 I—TEEZRRLET,
Source AP MAC WDS U7 DFBRIDITY RFRA> D MAC T FLAZRRLE T,
Source Radio EETTT I ZRARA Y D WDS U > I IGDEFERESERRLET,
Destination AP MAC

TIW—TRADKERT 7 CARA Y D MACT FLRAERRLET,

Destination Radio

KELRT T EARAY FDWDS ) > #iGDIIRERESZR LTI,

Source AP Packets / Bytes Sent

KETT TV EARA Y bDERE LT\ v b /NS b ERTLET,

Source AP Packets / Bytes Received

KETT TV EARA Y ORELTN T v b /NS b ERTLET,

Destination AP Packets / Bytes Sent

KERT VEARAY bDERE LT\ w b /NS b ERRLET,

Destination AP Packets / Bytes Received

KERT VEARAY EORELTN T v b /NS b ERTLET,

IP ACL 1FERDEBR

Status > ACL & DiffServ>IPACL X =1 —

IPACLICEET 21ER=ERRLET,

Status > ACL & DiffServ > IPACLDJEICAZa—& 7 ) v o L. UTFTOEEAEFRRLET,

Status

=

= Wireless B network 2 security o°

Maintenance

Status » ACL & DiffServ » IP ACL

Help hint content goes here...

P ACL

@ o

Shio entries [This information is view only] QJ

| IP ACL ID [ Name

& | Rules & |
1 gl
ACL 1
Showdng 1to 2 of 2 entries |.J First || .} Previous | 1 | Mext » || Last ,]
8-71 IP ACL &M
UromEELHYET,
BE s
IPACL ID / Name IPACLID. Tl IPACLEERTRLET,
Rules IPACL D)Lb—)L#EERRLET,
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B8E AT —RALLUNRGEHER

IPACL )b—IViRERDEER

Status > ACL & DiffServ > IP ACL Rules X — 21—
IPACLIL—IVICB T BIFMEFRTLET,

Status > ACL & DiffServ > IP ACLRules DJEIC A —a—%7 1) v o L. UTFOBEEERRLET,

Status

Status » ACL & DiffSery » IP ACL Rules o 0

Help hint content goes here...

IP ACL Rules 1P ACL List
Shnw entries [This information is view onky] | 8, |

| Rule I G‘ Action & | Logging & Assign Queus 1D ®| Match Every & |
1 Deny true
Showing 1ta 1 of 1 entries || First || .| Previous | 1 | Mext » || Last

8-72 IP ACL Rules EIE&

TFomEL S ET,
EH =BR
Rule ID IPACL)L—/VID ZFRRLET,
Action PACLIL=IVDT7 V> avaRRLET,
Logging PACLOOF >/ DEREFRLET,
Assign Queue ID gHTCoNfcF1—IDERRLET,
Match Every Match Every DE%N / BN EFR R LE T,

MACACL f53RDE8E

Status > ACL & DiffServ > MACACL X Za1—
MACACL R d B1FRZERRLET,

Status > ACL & DiffServ > MACACL DJEICA Za—%& 7 vy L. MFOEERZFRRILET,

Status = W

Status » ACL & DiffSery » MAC ACL (2 (<)

Help hint content goes here...

MAC ACL
Show entries [This information is view onky] o, |
| WAL ACL Name 3| Rules & |
BIGHHAL 1]
CRAIGAAC o
AT 1
MACID 1}
MACakasaka 1

Showing 1to § of § entres }.| First | Previous | 1 | Mext || Last 4

8-73  MACACL EmE

TFomEL S ET,
(S S1EA
MAC ACL Name MACACL &=FRRLET,
Rules MACACL D)L — )L FRRLET,
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E8E RT—RALLUREHER

MACACL Jb—VIEERDEEE

Status > ACL & DiffServ > MAC ACL Rules X Z1—
MACACL /V—)UIcEY B EHRERRLET,

Status > ACL & DiffServ > MACACLRules DIBICAZa—% 27w L. UTOBEBEZXRRLET,

Status » ACL&DiffServ » MAC ACL Rules (2 (o)

Help hint content goes here...

MAC ACL Rules LA ACL List Mac il
Showe | 10 v |entres [This information is view onky] | a, |

| Rule 1D 0| Action € | Logging B | Aszign Queues D & | Match Every 9| Gais el
1 CEMY FALSE TRUE 1}
Showing 1to 1 of 1 entries L} First | Prewious | 1 | Mext » || Last 4|

8-74  MAC ACL Rules EIH&

FomEELS Y ET,
BE SEA
Rule ID MACACL )L—)LV ID &R LE T,
Action MACACLIL—ILDT7 o> a>aRRLET,
Logging MACACLDOF > I DEEEFRLET,
Assign Queue ID glETonfcFa—IDEXRRLET,
Match Every Match Every DB% / B =E R LE T,
CoS CoSHEBHEHRTLET,

DiffServ 7 5 X 1{5IRDEE

Status > ACL & DiffServ > DiffServ Class X =1 —
DiffServ 7 2 XICBT 1B EFRRLE T,

Status > ACL & DiffServ > DiffServ Class DIEICA 21 —& 7w o L. UTFTOEEHZERERLET,

Status » ACL&DiffSery » DiffSery Class (2 ()

Help hint content goes here...

DiffServ Class

Shnw entries [This information iz wiew onky] a, |

| Class Name O‘ Class Type & | Reference Class e|
LET) All{IPV4)
EEE AlLIPVS)
testelass AlLIPV4)
Showing 1to 3 of 3 entries | First | Previous | 1 [ Mext j || Last ,|

8-75 DiffServ Class BT

LFDEEL S ET,
1BE Eiis)
Class Name DiffServ 7 2 X% &R LE T,
Class Type DiffServ 7 S X 24 Ta&RnLE T,
Reference Class BRI SAEFRRLET,
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B8E AT —RALLUNRGEHER

DiffServ 7R1) & —1ERDEER

Status > ACL & DiffServ > DiffServ Policy X =1 —
DiffServ R 2 —(CBIT 218 AEFRLET,

Status > ACL & DiffServ > DiffServ Policy DIEIC A =1 —%2 1) vy L. UTOBEEARRLET,

Status = W

B Network

Status » ACL & DiffServ » DiffServ Policy (2 W)

Help hint content goes here...

DiffServ Policy

Show entries [This information is view only] | q |
AAA In MemberClasses : AAA
Showing 1 te 1 of 1 entries |.] First || .| Previous | 1 |Mext 5 || Last |

8-76  DiffServ Policy EITE

LTFOmEELNSY £,
1HE Bz
Policy Name DiffServ R ¥ —#&&RnmLE T,
Policy Type DiffServ R —4 A4 THEFRRLET,
Member Classes DiffServ A2 /)\0 S A Z=&RRLET,

DiffServ K1) o —BiiEHRNDEHE

Status > ACL & DiffServ > DiffServ Policy Attribute X — 21—
DiffServ R~ —BIEICEET 5 EMERTLE T,

Status > ACL & DiffServ > DiffServ Policy Attribute DJEIC A Z2—%7 v 7 L. UTOBEEZRTLET,

£ Maintenance

Status

Status » ACL & DiffSery » DiffSery Policy Attribute 0 0
Help hint content goes here...

DiffServ Policy Attribute

Shuw entries [This information iz wiew onky] | g, |

| Policy Name + Policy Type e| Class Mame 8 | Attribute 8 | Attribute Details e|

Mo data available in table

Showing 0 to 0 of 0 entres | First | Previous || Mext || Last

8-77  DiffServ Policy Attribute B

LTFOmBEELNSY £,
HE B!
Policy Name DiffServ K1) —EFRRLET,
Policy Type DiffServ R —42 A4 THERRLET,
Class Name DiffServ 7 5 X% R R LE T,
Attribute DiffServ BMERRLE T,
Attribute Details DiffServ Bt srliER~LE T,




BIFE AVTTFVR

ARETCIEULTDA Y T+ ZEEICDWNCEHAALE T,
HEEE BiE]

AT LERGE J> bO—Z>0#8%A. Bl vy 3y 2ALT7 DM USBREEERTVET,
SACVADT 7T 471t RO PO—ZICBMI BTV ERARA Y bDZA Y RET VT4 7ILLE T,
V[R=¢:] O—A)lbxy b T—0ADSOEZEIY FO—2D U EBAEMICLET,

SNMP (D3 SNMP SEZITVE T,

OOV T4 L= av0RELER| DAV T4 7 L— a v DRELETETVET.

Tr—LOTTOT7 YT L—F |Egar bt O—S0T7 7 —Lv 7 ET7 v ITIL—RLET,

ARV RSA VA VETT—AOER |VI-I0RILZ 2 L— 3> TOI S LEERT B CUA V2 71— ATERLET,

I RATLERE

VAT LADEE
Maintenance > Administration > System Setting X Z1—
> hO—20#EBEATILET,

1. Maintenance > Administration > System Setting DJBICAZ21—&7 v L, LTFOEEEZFRRILET,

A Status = B Network 2 Security £ Maintenance

90

Maintenance » Administration = System Setting
This page allows user to set the controller identification name.

System Setting

[owe-2000 |

Save Cancel

New Name for System

9-1  System Setting EIE

2. YRTLBAEANILT, [Savel Ra>wT 1) vy LET,
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AT LB EREDERE

Maintenance > Administration > Date and Time X = 1—

BA LYV = YX—42 A1 Ls (Daylight Savings Time) DFEEDHE R, HEEREAT S NTP (Network Time Protocol) —/SDERICDWTHRET %
TENTEXT, . FEHT Dateand Time)] ZANT ST EETEET, ThiE. I bO—>®D RTC (Real Time Clock) ITIBHRZREFELE T,
AV MO—=ZHA U E2—2y MIT 72 AT2HE. OV NA—2DEBAERET 2RLEREADZXLIENTP U—/CBEEBMCT ST ETT,

LIFOFIEICRE>T. HEBEZRELE T,
1. Maintenance > Administration > Date and Time DJEICAZ—a—%7 ) v o L. UTOBEEREZRRLE T,

£° Maintenance

Maintenance » Administration » Date and Time o Q

This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocol that is used to synchronize computer clock time
in a network of computers. Accurate time across a network is important for many reasons.

Date and Time

Current Device Time Sat Mov 01 07:04:30 AM GMT+0%00 2014
Time Zone | (GMT+D9:00) Osaka Sappc T

Daylight Saving [—]ow'

NTP Servers M:]

NTP Server Type ® Default -/ Custom

Time to re-synchronize [Default: 120, Range: 5 - 1440] Minutes

9-2  Dateand Time @@ (NTP tf—/\% -1 7FH [Default))

Administration » Date and Time o G

Thiz page allows us to set the date, time and NTP serwvers, Network Time Protocol (NTP) iz 3 protocol that is used to synchronize computer clock
time in a network of computers. Accurate time across a network i important for many reazons.

Date and Time

Current Dewice Time 01/01/2000 04:55:18 Am GMT

Time Zone | (GMT) Greenwich Mean Tim: ¥

Daylight Sawing [_|m=

NTP Servers m

WTP Server Type ) Default '® Custom

Primary NTP Server |U europe.poal.ntp.org ‘

Secondary NTP Server |1 europe.pool.ntp.ory ‘

Tertiary MTP Server |U us.pool.ntp.org ‘

Time to re-synchronize 120 [Default: 120, Range: 5 - 1440] Minutes

9-3  Dateand Time E@E (NTP % —/\% 1 A Custom))

2. JVUZvIRRER (GMT) 1T 950 FO—SDR ALY —VE&ERLET,

3. UR—2ALEBMCT SHHBEIE. [Daylight Savingl & TONJ (I LE T,

4. NTP H—/\D% A 7 (Default £7zld Custom) ZEIRLE T, [Custom) DBE. H—/\D7 FL A&l FQDN #ANLE T, /o [Time
to re-synchronize| T. NTP % —/\&[FHIT SRR ABIRLE T, (BAL: . FIHAME 1 120 9)

5. [Save] R2>%&E7 Uy LET,
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AJA42tEy a2V 24 L7 7 FOEE
Maintenance > Administration > Session Settings X — 1 —
JRT LDy 3 VEREETVET,

1. Maintenance > Administration > Session Settings DIBIC A Za2—% 7 ) v 7 L. UTFOEEmEZFRRLET,

£° iaintenance

Moo et

ation » Session Timeout Settings
The table lists all the available session timeout settings in the system.

Session Timeout Settings

Administrator |BD [Default: a0, Range: 0 - 939] Minutes
Guest [:11) [Default; 60, Range: 0 - 9997 Minutes

Cancel

9-4  Session Timeout Settings [EIE

@ o

LFomBEENS Y ET,

HE HER
Administrator EEBEI—TDL v avaA LT MEEATILE T,
Guest FANI—HOya v aA LTI MEEATILET,

2. BEEBLTSANI-TROLYYaVEALT T ROEEANL, [Save] RE2>%Z7 )y LET,

USB B K— FDERE
Maintenance > Administration > USB Share Ports X = 1—
TINA ZIC USB HEMRERRTELE T,

1. Maintenance > Administration > USB Share Ports DIEIC A —a1—% 7w o L. UTFOBEEERRLET,

,a.ﬁ Maintenance

Maintenance » Administration » USB Share Ports

This page allows the user to configure the SharePort feature available in the device.

USB Share Ports

USB Share Port Setup

USB Port 1 Printer [ Ter
USB Port 2 Printer [ Tor
Shared Enabled Interfaces List
Interface Name ” Enable Printer
default ﬁ OFF

9-5  USB Share Ports EIH&

LFomEENGYET,

B85 Bz
USB Port 1 Printer |TONJIZ9 2 &, O PO—ZICETT A USB 7 V2, Ry M7=V EBBHLTHEETES LIV ET,
USB Port 2 Printer |TONJICd 2 &, OV PO—ZICERT A USB 7V 2h, Ry M7= ERBBLTHEETES LIV ET,

Enable Printer TONJICTBE. BIRA VAT T—ADT ) v 2HEEEBMLET,

2. HBIBHUSBR— (UBR—K I 20 Fld@A) 2BMLT. ISave) RE>ZEI v I LET,
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Ny F—II%—TJ%

Maintenance > Administration > Package Manager X —1—
ERAAER RS N\D—EZRRL. A VAM—IL/TVA VA —)VERITLET,

1. Maintenance > Administration > Package Manager DJEICAZ21—% 7 ) v/ L. UTOBEAFRRLET,

S—

(2 ()

Thiz page shows the list of available drivers, User can install or uninstall the drivers.
Dewice Drivers

List of Default Drivers

Showentﬁes @\‘
‘ Criver | Description & | Installed &
Mo data available in table
| First | Previous | Mext » | Last

Showing 0 to 0 of 0 entries

Driver for vour device not listed? click here to see if updates or new drivers are awvailable

Manuval Install

Select Driver

Install History
Install History

9-6  Device Drivers EH

|_| Tr-TILEER | ERE LA
Install

UTFOBEELNSY £,
B85 Bz
List of Default Drivers (=7 #JU b RS 1 /\D—&
Driver FoANBERRLET,
Description FoA I \BEZRRLET,
Installed RSANDA VA= ILDBEEFRRLET,

"Driver for your device not listed?
click here to see if updates or new drivers
are available"

Y A= ARG RS\ ZE LE T, Idickhere] 21w o LRI/ \DFEHLH
LORSANDOBEEEREELET,

=1 KSA/\UZRMOFH. HLLRSAN\DREICIEA Y 2—2 v NBENKETT,

Manual Install

Select Driver

g0y L, Q=HAILD RZANT 711V EBBLET,
Mnstall] #7 )w 7 LA VA M=ILERITLETD,

Install History

Install History

AV Ab—IVDEREERTLET,
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N

FEERE
Maintenance > Administration > language Settings X — 21—
Web GUI DEFBEERZ1TLE T,

Maintenance > Administration > language Settings DJBICAZ2—%& 7 v o L. LTFOBEEZFRRLE T,
,ap Maintenance

1.

This page shows the list of available languzges.

Language Settings

Englizh

Set Language

9-7  Language Settings B

UTOEENH)ET,
Biis

HE

Language Settings
POy 7O AZ a1 —HhSEBEERL, [Savel VUV I LET,
FIEEN/\Y 7 —IIR—I v JTA VA=V LIESEBT 7 M IR ENGEIRD AJREICR U £ 7,

Set Language
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WEB GUI EIEDFEE
Maintenance > Administration > Web GUl Management X — 1 —
VLAN RRA b /2y b T =215 LT Web GUIND T 7 AFFRIZREL T,

1. Maintenance > Administration > Web GUI Management DJBICAZ2—%& 7 v o L. LTFOBEEZFRRLE T,

£ Maintenance

» Administration » Web GUI Management o @

This page allows the user to manage Device GUI access/deny permissions to VLAN host/ VLAN Network.

Web GUI Management

Enable OFF

List of Allowed IP Address / VLAN Network

Show entries [Right click on record to get more options] | q |

MO 0 A TYRE i €0, P A5 L NLANNEINOTK i

Mo data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Mext | Last )|

9-8  Web GUI Management [E&
2. [Enable] Z#ONICF 5 &, Web GUIEBEEEZEIMELE T,

3. TAdd New Configuration] &% w7, ErdBIFEOTY F)EE7 )y LT THdit] Z3R0L. UTOBEEZRTLET,

Web GUI Management Configuration o

Name | |

Access Type |5|ngle IP Address |

Single IP Address | |

Save

9-9  Web GUI Management Configuration [EIE

4. Ta—IVRIET=2EASIL, [Save] RE2>%&D ) v LET,

HE Bilis
Name TO7 7 AIVaEANDLET,
Access Type TO77AIVDT 7 A7 A T% [Single IP Address) F7ztdk TVLAN Network] H5EIRLE T,
Single IP Address [Access Typel H* ISingle IP Address] DIF&E. VLANRA RDIP 77 FLAZ AN LET,
VLAN Network l'Access Typel B TVLAN Network] D&, E&FEHD VLAN U X bH5S VLAN v kT —2 %45

ELET,
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Maintenance > Administration > License Update X Z1—
EROY FO—ZICEBMT A7V CRRA Y DAV RET V74 7T1LLE T,

1. D-Linkh57774N\—=2a>vF—EEELET,
a. 7N\A ADERICHAEEI Y FO—DV U T IVESERERLET,
b. 71> ADEARKIT, D-Link hS5Z1 > XAF—EERLET,
c. Web 750 %BIE. httpsy/register.dlink.com |0B# LT, D-Link DY+ MMIEFELET,
d.7AT2 b EFOTWEWEE, ILW AT Y b EERLET,
e. I—HPRLNRT—RTOV1 v LET,
f. D-Link Global Registration R—% )L Web 1A F T IS4V AF—DT7 V74 X= 3> #7 UV LET,
9IRS T, 774 X=a3yA—RESELET,

2. T7UOT4N— 3 vF—%EE#%. Maintenance > Administration > License Update DIEIC A —2—%2 v o L. UTOBEEARRLET,

Oﬂ‘ Maintenance

Maintenance » Administration » License Update o @
This page shows the list of activated licenses and also can be used for activating new DWC-2000 AP licenses.
License Update

Licenses List

Shaw entries [This information is view only] | Q|

icense Model ii ﬁt]’vat;on Coge & ” gﬂ”ﬂi Q

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Mext , || Last ,|

Activation Setup
License Activation Code |

9-10  License Update EImE
3. [Activation SetupJ @ lLicense Activation Code] 7« —/JL Rl D-Link b SiRHEENT7 VT4 N—=> 30— REASLET,
4. TActivate] R2>=7 v LET, 77T 4= 30— FHU X MIRREINET,

5. SACVAZEBMCT BTG, \EEIY ~O—SzBEHLET., (HERI> O-S08iks)) 21)
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Ul EXE

Maintenance > Management > Ul Management X~ 1—
O—Albxy bT—=7RADSOEEI Y bO—SD Ul BEBZRELE T,

UE— FEEABHAEBE. IPT RLAEMSTONE1I—HIE#TEL Y FO—5IC7 VL XEETT. RIFEHTT B, SRELY
Z R DIAT— RONREREET 5T & A%< HEHLET,

1. Maintenance > Management > Ul Management DJEIC A Za2—% 7 ) v/ L. UTOBEEZFRRLET,

From this page a user can configure the remote management feature.

Ul Management

Ul Management Setup

HTTPS Port No 443 [Range: 1 - 65535]
TELNET [ o=
SSH [ oFF

9-11 Ul Management [E[H]

romELSD Y ET,

HE ]
HTTPS Port No HTTPS R— M EBZIEE LT, #HAE : 443
TELNET BMCT HEL Telnet (LK BT 7 EADAIBEICHEYET,
SSH BT BEL SSHICK BTV ANFREICEY T,

2. [Save] R"a>=&7Uv I LET,
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SNMP O fEH

Maintenance > Management > SNMP X Z 31—

SNMP &, v E T =20 HRDEEDIV—2ZHBHROT AR AT LCEBEINTWAISEICENZEMOERY — /LTI, ERD SNMP ?Z\—Vﬂv
[ICZDO> bO—>®d MIB (Management Information Base) 7 7 1 V&Rt T H1FE. Ix— TV vk, HE/ T A—R2DBBEIEEHDH

Y hO-SOBBEHEEH CEET, BET/\ARELTOOY FA—FE YAZ SNMPIXR—T ) Ic&>T MB Dxizﬁﬂzb\/ Otx*n
HEEFAITAHNMP T—YV YV b EBHLTVWEY, 2 bO—Z07 7€ XY bO—)V1J X MEFIHH LB R IEFTHEETHD SNMP ##
BEFOZRY N T—VADIYZ—IvEHALET, FZvFUINTIE OV FO—2H05SNMP OZ 2270 (RR—V ) Lﬁﬁﬂb“%fééh
BR—FrEC TV TEDSNMP N—=T 3> (V1o v2e v3) ARELE T,

SNMPv3 1—%1) X FDEEE
Maintenance > Management > SNMP > SNMP X — 21—
SNMPV3 I—H X hERELET,

1. Maintenance > Management > SNMP > SNMP DJEIC A Z2—& 7 ) w7 L. LTFOEEEZFRRLET,

M Netvrork 8 security £3° Maintenance

Maintenance » Management » SNMP o o

SNMP | SNMP Trap | SNMP Trap List | Access Control List | SNMP System Info

Simple Network Management Protocol (SHMP) lets you monitor and manage your controller from an SHMP manager. SHMP provides a remote means to
monitor and control network devices, and to manage configurations, statistics collection, performance, and security.

SNMP v3 User List

Name ” Privilege " Security Level
admin RWUSER Ho-Auth No-Priv
guest ROUSER Mo-Auth No-Priv

9-12 SNMP v3 User List &
2. Tadminl &7cld guest) Z#H7 1) w2 LT, Thdit) Z#RL. UTOEEZRRLET,

’ SNMP. User e

Username guest
Access Privilege ROUSER
Security Level MNo-Auth No-Priv i

X9-13 SNMP 1—HEE (guest)
WTFOEEZHEL. Savel BV v LET,

15H =HPE
Security Level CDA—YDFEIE TN —REEEELET,
« No-Auth No-Priv - FREEIC A —ED—EElT A EE LE T,
« Auth No-Priv - MD5 7z (& HMAC-SHA 77/ 31 X AICE DO eaRai AR L £ 9,
« AuthPriv-DES-56 £ b &EER LIS 751 /\— & MD5 E7zid SHA-1 7)b 31 ZLICE DV R A L
ESE
Authentication FAuth No-Priv] F7zld TAuthPriv] Z B8R LTHBE. MD5 £izld SHA-1 SR Z3R L £ 9,
Algorithm
Authentication FAuth No-Priv] &7zld TAuthPriv) ZZIRLTIEE. SNMPV3 1—HEHEEN DR/ AT — REANDLE T,
Password
Privacy Algorithm | TAuthPriv] ZZR L1546, BRI IT— 3 VITEREINS7)IVT U XL (DES £zl AES) HEIRLET,
Privacy Password | TAuthPriv] Z3R L1284, SNMPV3 I—HEHBENE 7514/ —/\RT—RFEANLE T,
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SNMP +3 v 7Y X FDFRE
Maintenance > Management > SNMP > SNMP Trap List X — 21—
AV MA—SHB Y TAYVE—IBEFKETHNMP I—IV T FDIP 7 RLAZHRESKURRLET,

1. Maintenance > Management > SNMP > SNMP Trap List DIBIC A Za2—% 7 ) v 7 L. UTFOBEEmEZFRRLET

Q" Maintenance

©

Maintenance » Management » SNMP » SNMP Trap List o

SNMP | SNMP Trap | SNMP Trap List | Access Control List | SNMP System Info

The table lists all IP addresses of SNMP agents to which the controller will send trap messages.

SNMP Traps List

Show entries [Right click row to see more options] Q, |
| IP Address QH Port @ ‘I&ommunity 9" SNMP Version &

192.168.1.11 162 public vl

Showing 1to 1 of 1 entries || First | Previous | 1 | Next _» || Last |

Add SNMP Trap

9-14  SNMP Traps List &
2. TAddSNMPTrapl R2>&T 1w LET,

SNMP Trap Configuration 0
IP Address |
Port l:l [Range: 0 - 65535]
Community l:l

Authentication Type 2 v W vic O w3

9-15  SNMP Trap Configuration &
3. TJA4—IVRIKIEREASNDLET,

1aE Eils
IP Address SNMP bW FIT—I x>V FDIP T RLZR,
Port Fow TAY—IDREHRETSDIP T RLADSNMP = FiR— |,
Community I—VIVMOFETAOAZ 270 A NIV, ZLDI—I TV ME Public AT 2Z74ThovTH2 Y
AVTBHEDITHEENTVET,
Authentication Type oY TI—Ix> bAMERT S SNMP /A= 3> (vl v2e, Tzl v3),

4. [Save] RE2V&ET )T LET,

IV h)DREE

1. BEIHTMIEGYZ Yy L, TRt Z#RLET,
2. REEF#.. [Save| K2z 7 v LEd,

Ik ORI

BlkRg 2T bUARGY ) v o L Delete] ZFIRLET, INTHIY NI EEIBRYT BHEIE AT ) v LT ISelect All] #F = v %7 L. [Delete]
EEIRLET,
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SNMP 74+t ZXa> taO—IVY X FDERE

Maintenance > Management > SNMP > Access Control List X 21—
SNMP 777X bA—ILURX M ZERELE T,

1. Maintenance > Management > SNMP > Access Control List DJBICA Z21—% 2 U vy L. UTFOBEARRLEY

O" Maintenance

Maintenance » Management » SMMP = Access Control List

m SNMP Trap | SNMP Trap List | Access Control List [ SNMP System Info

The table lists all |P Addresses of SHMP agents to which the controller will allows several operations on the SHMP agents.

SNMP Access Control

Enable SHMP

L ’M

Access Control List

Show entries [Right click on record to get more options]

No data available in table

Showing 0 to 0 of 0 entries

9-16  Access Control List [
2. TEnable SNMPJ % TONJ (cL. lSave] &7 wv o LEd,
3. [AddAccess Control] RZ2>&EZ 1) wo L, UTOBEEEFRRLET,

r

Access Control List

|| First || .| Previous || Mext , || Last ;|

IP Address | |

Subnet Mask | |

Community | |

Access Type * rocommunity -/ rwcommunity

9-17  Access Control List [E[E

4, TA4—)URITEBREASILET,

1HE SRR
IP Address SNMP S FI—=Yx Y bDIPT7 FLAZASILE T,
Subnet Mask FFEIENS SNMP R R—TV v U R M ERET BIeDICFERINEZ R Y N T—URRX 7 EATILET,
Community I—VIVMOFABIAAZ 274 ANV I EANDLET,
Access Type 7 AMERE LT, FEXEA (rocommunity) £ 7zld&FAHEE (wcommunity) DWENHOERIRLE T,

5. TSave| R2V&ET )y LET,

IV h)DEE

1. W&EI2TbUEEY ) vy L, THiU ZERLET,
2. HREZEFE. [Savel R2V%ZT 1) w7 LET,

I Y OHIR

HIfRg 2T hZEEY w7 Lo [Delete] ZRIRLET,
IRTCDOIY M ZHIRT 2%alE H7 )y LT SelectAll] Z#F w7 L.

[Delete] ZERLE T,
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SNMP ¥ 2 7 LE$RDERE
Maintenance > Management > SNMP> SNMP System Info X — 31—
I hO—JDSNMP Y AT LERERELE T,

1. Maintenance > Management > SNMP> SNMP System Info DJBICAZ2—% 7 1) v 7 L. UTOEEmERRLET

Maintenance » Management » SNMP » SNMP System Info o @

SNMP | SNMP Trap | SNMP Trap List | Access Control List | SNMP System Info

This page displays the current SHMP configuration of the controller. The following MIB {(Management Information Base) fields are displayed and can be
modified here.

SNMP System Info

SysContact | |

SysLocation | |

SysName [Dwe-2000 |

9-18  SNMP System Info EIE

2. HEIGECTERZE T —IVFICATILE T,

185 Btz
SysContact AV bO—ZD@EERADAFTIZ AN LE T, fl:admin. John Doe
SysLocation I bA—>0YENEBEZ AN LET, fl:Rack#2,4th Floor
SysName Y hA—SOMBEE#HNEZEATILET,

3. [Save] mR&>Z&7Uv I LEY,
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iR SNMP 153RDERE

Maintenance > Management > SNMP > SNMP Trap X —a1—
JY FA—20OEEIT SNMP (Simple Network Management Protocol) Z AT 5356, 2> PO—JICSNMP T—2 > b ZEREL T xRy T —
TEDSNMP RR—=D¥ICh Ty TEKET DL DICRET HTENTEET,

TORARA Y A A b

O—JICBEENTVWBRIHEA. 7VEARA Y ME v TERELERA, AV FA—JRESDANRY ME B D

TYICARA Y MHSDEREFIOSFE LIcANY baETTIC. TRXTDSNMP Sy THERLET,

FRTOESE SNMP S TIHEME CEMICREENTVET,

1. Maintenance > Management > SNMP > SNMP Trap DJBICAZ1—% 27 ) v L, U ToBEmERRLET,

SNMP

Control List | SMMP Systemn Info

If you use Simple Metwork Management Protocol (SMNAMP) to manage the Unified Wireless Contraller, vou can configure the SMNAMP agent on the
Contraoller to send traps to the SNWMP manager on your network,

SHMP Trap
&P Failure Traps [j OFF
AP State Change Traps m OFF
Client Failure Traps [j OFF
Client 5tate Change Traps [j OFF
Feer Controller Traps [jow
RF Scan Traps [j OFF
Rogue AP Traps [j OFF
WIDS Status Traps [jow
Wireless Status Traps [j OFF
R1 Wersion Log Style [j OFF

Cancel

9-19  SNMP Trap EIHE

2. WESLCTh Iy TZBMLET,

BH

iR

AP Failure Traps

BT BE TOLARAY bHAY b O—5 EDBREIFERAEICR LB, SNMPT—Y 1Y A RS v T
EEELET,

AP State Change Traps

BHCTDE LTFOVWTNHDREITEY SNMP T—I 2> MM S v THERELE T,
- Managed AP Discovered (BIBRDT 7 2 ARA > b+ DigH)
- Managed AP Failed (BIBRRDT7 7V L ARA >V bIT5—)
- Managed AP Unknown Protocol Discovered (BEERD T 7 £ ARA > bHSARREGET A ~ )L &)
- Managed AP Load Balancing Utilization Exceeded (BEERHRD T 7 £ AR+ > bDOA— F/\T > A FAKEE)

Client Failure Traps

BT BETITAT MDY MO—SHEET BT 7 ARA > b E DT E 2l EEEEIC KRB U TzBF 1T SNMP T—
JIVER LTy TEFELET,

Client State Change Traps

BT BE AT MEETBHUTOVWITNHADERICKY . SNMPZ—J 2> b MY THEELET,
- Client Association Detected (7 =1 7> kD &)
- Client Disassociation Detected (7 = 77> + DYIkE L)
- Client Roam Detected (7 24 7> bDO—= > J1&EH)

Peer Controller Traps

BMCTHE ETOY FAO—JICEET ZUTOVWITNADRERICKY SNMP T—Y T bR NS v TEFELE T,
- Peer Controller Discovered (773> b O—Z>D&H)
- Peer Controller Failed (€7 0> bO—ZEF)
- Peer Controller Unknown Protocol Discovered (77 0> FO—2H0 5RO ~ /L EKH)
- Configuration command received from peer controller (€77 tO—>Hh650> 740 L— 3> %
25, DV bO—ZE. TOMSYTEERTBHICY ARV NO—5THBREIEHY £ A.)

RF Scan Traps

BMCTBE RFERAF v UDFLWT VERRA Y M EIRY SA T 2 b EKIelET7 RRy 70547 > b g Lz

BA SNMP T—I 2V NSy THEKELET,
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1HE Bils
Rogue AP Traps BMCTDE, AV FO—FHRELRT VERARA > bEEHLIEHE, SNMP Z—Y > MO NSy TEFXELE
T oo ASHDARERT VLARA Y bHhZRY bT—=7ICFEELTWSE. T— 1> M& TRogue Detected Trap
Interval] (#) c&lchZ vy THERELE T,
WIDS Status Traps BT BE. ULTFOVWTNHADEREICEY SNMP T—I x> bR MDY THEFELET,

c ZOAVPA-ZHAYTRAZRAAY FA-SICGYE LT,

- REBRTZAT > b aEHLE L

- [Rogue Detected Trap Interval] (1) BEAREERY ZA 7Y POFELTVET,
- ETOIN—TIIBIBEBET VL ARA Y bORAEABEBLE LT,

Wireless Status Traps

BMICTBHE I bO—Z (TDOMSY T TIEI S RAZOY FA—STHBREIEH Y THA) OFERENEE N
BHBEIC. SNMP T—I x> ME b T v TZFELE T, Channel Algorithm F7zl& Power Algorithm Bh=RITENZ &
v TRERFEELET, Ffe. UTDT—EZRN—XDU XA MTIY M UBHRAELZBAIZEFICSNMP T—I > ME b
v TEEELET,

- Managed AP database

AP Neighbor List

« Client Neighbor List

+ AP Authentication Failure List

+ RF Scan AP List

« Client Association Database

+ Ad Hoc Clients List

- Detected Clients List

R1 Version Log Style

BT BHE. MTw Ik TR Version Log Style] THRREINET,

3. [Save] RE>%&EZU YT LET,

DDP 7547~ FDEEE
Maintenance > Management > DDP X~ 1—
DDP (D-Link Discovery Protocol) 724 7> b%& TONJ E£fzl& TOFF) L%,

1. Maintenance > Management >DDP DJEICA Z21—%& 7 v o L. UTFOBEAERTLET,

Oﬁ Maintenance

Maintenance » Management » DDP Client Q0

This page allows user to enable/disable DDP client in the controller.

DDP Client

DDP Client

9-20 DDP Client B

2. IDDPClient] & TONJ F7zld TOFFJ ICLE T,

3. [Save] &7 1w L.

REZRFLET,




AV749 L= a3 V0REEET

AY749Lb—2a3avDONv 97 v7T

Maintenance > Firmware > Backup/Restore X —1—

BRI PO—SOHRFERIC. AV T4 T L—23 2D\ I 7y THITVWET, RED/NNY 77y TET7AINREFENE T, DNy I Ty
TI77AIEFERLT. AS5HDERTAEGNELCABEICRICERIY FO—JICREAETT AT ENTEXT, oo 7/ 1 ADIIEEF
HOERIY PO—>%FERALTEETSHEGE. FIOEKRIY FO—JICERELEETT HTEDTEET,

1. Maintenance > Firmware > Backup/Restore DJBICAZ21—% 2 ) v 7 L. LTFOBEEZFRRLET,

E Security 'aﬂ Maintenance

Maintenance » Firmware » Backup / Restore o e
This page allows user to do configuration related operations which includes backup and restore.

Backup / Restore

Backup

Save to System (PC) Save to USB Port 1 Save to USB Port 2
Restore from System (PC}
Browse Saved Configurations | FrRAIERR GERS I A |

Restore from USB Port |

USB Device Status disconnected

Select Firmware

Restore from USB Port 2

USB Device Status disconnected

Select Firmware

9-21  Backup / Restore [E|H

2. NwoT7vwTERRES BIGFRICK ST, [Save to System (PC)J. Save to USBPort 1), F7zl& Saveto USBPort2) #21)w o LE T,
PCADNY T v T
lSave to System (PQ)J HZEIRT BE. UTFDAATOT Ay E—IhRRENET,

‘ ==
N—% 192.168.1.100 DIZH: x

Passwords and other possibly sensitive information
may be stored in cleartext in the cenfiguration file.
Please protect the configuration file accordingly.

0K Frtl

TOKl] RE>EY ) woTBHE TTUTFE BEMICT 74V bDZTYO— RGRICEDY Y O— FEIROET, 77 IL&IKE Nar) &0
SHERFOMIIMENE T,

USB TINA ZNDINY I 7 v T
[Save to USB Port 1, E7zlk [Saveto USBPort2| Z3&RT B & A v t—IFRRETICWIGT B USB IS5 v a RS TICT 71 )%\
T v TLET, USB AT 4 THEELEWNEE. INSDF 7Y 3 Vv TIHMIERITENE B A,
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AV 749Lb—2av0ER
Maintenance > Firmware > Backup/Restore X — 31—
RELEEBRI> MO—>0O> T4 L—2 320Ny 07y 7= BT LES,

1. Maintenance > Firmware > Backup/Restore DBICAZ1—% 2 ) v L. U TFOEEEZRRLET

Maintenance » Firmware » Backup / Restore o e

This page allows user to do configuration related operations which includes backup and restore.

Backup / Restore

Backup

Save to System (PC) Save to USB Port 1 Save to USB Port 2
Restore from System (PC)

Browse Saved Configurations | FrAILAER | ERE . ZH A |

Restore from USB Port 1

USB Device Status disconnected

Select Firmware

Restore from USB Port 2

USB Device Status disconnected

Select Firmware

9-22  Backup / Restore EIH

2. [Restore from System (PQ)] £ 2> 3> T (774 )VE&ER) A2 Uy I LEST, Nv o7 v T T770)0EFRLT, B 20U
JLET,

3. [Restore] REVEV v THE ZFAT7ATHERRINET,

/—35192.168.1.100 (DE2HHR: *

Preparing to restore saved settings from user-
provided file. Are you sure you want to proceed?
WARNING: Current configuration will be erased.

0K Frtl
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4. TOKJ ZVV)wo s BRI 7DV T4 L= 3% BT LET,

D-Link

Unified Controller

Restoring configuration

Router will be up in 138 Seconds...

9-23  Restoring configuration [EIE

BTIB2ETCLESCBFELREN, BT I2L OV VEERNKRREINET,

TG FERERE DR
Maintenance > Firmware > Reboot / Factory Default X — 1 —
TIHHERREICEEI Y bO—272 Uty 9oL BARORREICRY . FEREICTH L TIT 2RI NTOEELNIDONE T, BTENLHRE
IKid. A7 A4 INAT— R SSIDL P77 RLAPERLEF 2T+ F—2E ATV REBETBDIHBELEINZBERTBEELGENET,
IR FO—SZ O IBERRREICETTT 25EICE 2 DHUET,

- BRI PO-SORIAEICHD Ly bRAVEBRT S, ULy b2 2 aFER L T DSHERREICETT 21 281)

o LIFDWeb A >V 27 1 —ADFIEZFERT %,

1. Maintenance > Firmware > Reboot / Factory Default DIEICA Z2—% 7 ) v/ L. U TFOBEEZRRLET,

£ Maintenance

Maintenance » Firmware » Reboot o e

This page allows user to Reboot and Reboot with Factory Default the controller,

Soft Reboot

Soft Reboot

Soft Reboot

Reboot with Factory Default -
Default

9-24  Soft Reboot EFH

2. TReboot with Factory Default] @ [Default] RZ>&ET v o DL LUTFDRAATOAT Ay t—IHARRINET,
| R—%192.168.1.100 (DR *

Preparing to restore factory default settings. Are you
sure you want to proceed?
WARNING: Current configuration will be erased.

0K Frtil

3. TOKJ RE>EY ) vy LT, IHBEREEREEBETLEY, £l [Cncell K227y o LT, REDHREEH#FLET,

EE=1 TIHHARREETROESE I FO—50 LANIP 7 K L ADFERER 1192.168.10.11 T. O44 ¥ I1—HF20#7EREE Tadmin), O
JA VINZAT— RO#EREIE Tadmin) T,
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g\R2> bO—->0OFEiE
Maintenance > Firmware > Reboot / Factory Default X — 1 —
BRIV NO-—SEFEHLET. B BROVMTERAZRITLETH. MEBREOSEE LIREIC DV TIRRFLET,

1. Maintenance > Firmware > Reboot / Factory Default DJBICAZ2—%& 27 w7 L. LTFOBEEZFRRLE T,

Maintenance » Firmware » Reboot o e

This page allows user to Reboot and Reboot with Factory Default the controller,

Soft Reboot

Soft Reboot

507t Repoot

Reboot with Factory Default o
Default

9-25  Soft Reboot EF

2. [Soft Reboot | d lSoft Reboot| RZ>VEV YU T BE LUTOHRZA T LT A v t—IQRKREINET,

MR—=192.168.1.100 (DETik: x|

Preparing to reboot. Are you sure you want to
proceed?

WARNING: All current sessions will be closed and the
system will be down for about 150 seconds

oK Frtl

3. TOKI Ra>Zr)wy LT, SO bO—Z%2B/EshLEd, [Cancell RE2>ZEI v IT 5L, BREIEF v ILENET,
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BRI rO-5077—LVITOTYTIL—F

Maintenance > Firmware > Firmware Upgrade > Using System (PC) X —1—

D-Link Cld. SR> bA—SDBEL/NT A =~V ADHEET O CVE T, BRMOFIBTIREICED L. ARERIET 7T —LI T T DT v TT
L— R —XROMRHENE T,

IS bO—ZDA VA M=)V, YRATLICEHDOT 7 —LT I 7HBRITNTWSIEEF IV I LET, TD%. J7—Lox 7 —
AF vy L. MARRICG oA YA —ILLET,
B YR7L (PO BS5DT7YTIL—F

1. #EO> bO—>0D Web BE4 >4 7 —XC. Maintenance > Firmware > Firmware Upgrade > Using System (PC) DJRIC A Z2—%&7 1) v
7L UPDOEEZXRRLET,

o" Maintenance

Maintenance » Firmware » Firmware Upgrade = Using System (PC) o °

Using System (PC) m

This page allows user to upgrade/downgrade the controller firmware. This page also shows the information regarding firmware version and build time.

Using System (PC)

Current Firmware Information

Firmware Version 4.7.4.2_Ax_WW
WLAN Module Version 4.2.0.1
Firmware Date Thu May 14 04:09:56 PM 2020

Firmware Upgrade

Browse Firmware “ . H

Upgrade

9-26  Using System (PC) Em

2. D-Link DY R— bk Web 1 MM BT 7—L7 1T 7D/N\— 3 A [Current Firmware Information] @ [Firmware Version] &Y #E LUWEE.
LIFDOFIEIERF T,

D-LinkWeb Y4 DS LWI 7—Loz7EAT Y O—-FLET,
[Firmware Upgrade | D T 7 7 A JLDZR] RE2>E T ) v LET,
T7—=LozT7 77V ERERE R R2>E7 )y LET,
[Upgrade] RE >V v o d2E UWTFOWRBAAT7OT A v E—IhKRRENET,

A

£$—%192.168.1.100 (DETik: *

Preparing to upgrade firmware image. If the image
selected for upgrade is of a different region than what
is presently used on your device, the current
configuration will be automatically reset to factory
defaults.

The upgrade process may take a few minutes. Are
you sure you want to proceed?

WARNING: Interrupting the upload or powering off the
system during the upload may damage the firmware.

0K Frtil

7. TOK) Ra>EY )W LT, 77—L0z 707 v 77 L—RafELET, TOTLAN—CKY Ty T T L — FOEBHRRENET,

7y T L— ROTOCRICRESDD Y EF, 7y TTL— FERET LY, YRFLOBEETN LY LALTREL, NEmAHH
WENBE. 77— LY T 7 RET HBANBYET. Ty TIL— FARTTBET. 75UFH50T( FEELTHAELT R
F,

8. TwIUL—FART LS. RO bO—20 Web BB 427 —Xc0% 1 > L. Maintenance > Firmware > Firmware Upgrade >
Using System (PC) DJEICY U v o LT, $iLWI 7—LD = 7H [Firmware Version] ICFRREND T & HBRLET,
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9. T77—LUITDN=VaviE MIixA BAFABEDT -7 — b ITEIRLET,

8o L— RS B8
4742 FD 5, 4721 REEGIHN—D 2 VADE TV L— KTRERES < T EPBRES A,

B USB K31 70507y TIL—F

1. g2 bO—>0 Web BB« 427 —XT. Maintenance > Firmware > Firmware Upgrade > Using USB DIBICA =2 —%& 7 1) w7 L.
MroEmEmzERRLET,

Maintenance » Firmware » Firmware Upgrade » Using USB o °

Using System (PC) | Using USB

This page allows user to upgrade /downgrade the controller firmware via USE Device.

Using USB
USB Port 1
USE Device Status connected
Select Firmware N
DWC-2000_S33F1E4000004 cfg
Upgrade
USB Part 2
USE Device Status connected
Select Firmware -

9-27  Using USB /@

2. D-Link DY R—F Web 1 MMTHBT7—L7TT7D/N\— 3 H [Current Firmware Information] @ [Firmware Version] & W # LUWNMEE.
LUFOFBICHEHET,

3. D-linkWeb ¥+ bDSHFHLWI 7—LUT7HUSB RS >O0—RLET,
4. T[Select Firmware] TZ7 7 A )V&EER L. TUpgradel Ra>Z T v I T5E. UTORERAAT7AT A v E—IMNRRENE T,

£—%5 192.168.1.100 (DEZiH: *

Preparing to upgrade firmware image. If the image
selected for upgrade is of a different region than what
is presently used on your device, the current
configuration will be automatically reset to factory
defaults.

The upgrade process may take a few minutes. Are
you sure you want to proceed?

WARNING: Interrupting the upload or powering off the
| system during the upload may damage the firmware.

OK Frotl

5 [OK) RavZ&o Vv LT 77—Lox 707 v 77— efiaLEd. TATLRAN—IC &Y 7Y T L— FOEBHERRENE T,

Ty TIL— ROTACRIEESDDIES, Ty T L— FEEiLEY . YAFLOBEEMILEY LEVT 2EL, MuEss
WENTIRE, 77— L T 7R HRANBUET. Tv T L— KARTTHET. 7579 H5DY1 FEELTHENT 2

T,

6. 7vITUL—FHRT LIS, EEO bO—20D Web BB 427 z—XICO% 1 > L. Maintenance > Firmware > Firmware Upgrade >
Using System (PC) DIEICY Vw2 LT, $TLWT 7—LT T 7H [Firmware Version] |ICRREND T EEHERLE T,

7. 77—LUIT7ON—YavE [(YiRA ERGHEOT -7 — b ICRELES,
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ARV RFSA V1427 2 —ADER

GO FO—ZEaAR Y RSA A2 T —Z (CL) ZYR—FLTOET, CU I VTN RIZ 2L —a >y 7Oy o LAxER LT, &
VIWETEARAR—Z W —EDA VAT T—AUCEY . O—HVERIE)E— FTEEDY FO—5 EBENRD T 71 ZRA Y FORE.
EZAEFVET, SISO FO—SlE. OV RS YV OREDSHIT SSH BLU Telnet #HK— ~ LTVET,

LIRDEIBTIE CLIC 77 v AT 255 SHALET,

e5=8 RJ-45/DBO ZHs — 7 VI AMRICEREN TVET,

1. @O bO—20rE/ )OIV —JUR— M VIF00 KR IZ 2L — 3 7ad S5 L5 D PCEERLE T,

2. BEEI-TRICCUAYA VEPAEL GUI THEEINE T, CLICT VX T B dIE SSHERIF O Y —bo7a> 7 s Tldilz AL,

EREI-THERTATA >V LET,

DWC-2000 login:

£ L <. Wireless Controller CLI Reference Guide DWC-2000) A& LT EEL,
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£108E bST)Wa—T427

£10= I~77ll/~“/:L—7-4' 9
RO FO—SOERABICEBEICER LA, ABDO STV a—Ta 0% L. BEESEL TREDFINMI ELET,
- LED bSO a—TFTa T
- WebGUI VS )W a—F710 27
- Uty bRV ESR L TTSHAERSREICETT 5
- BfYEESHICEEYT 2RE
- TUORRARATY MBI BT 0 XA\ REE
- B
- XY NT—=UDMREEARET U RARA T S DIEH
- JROY bO—JICBITBBRTY —ILDER
- OUHRTE

LED FS IV a—FT4 VT
80> N O—SOBREA T HE. UFDAARY FIBEICHELET,

1. BREFVICUEC, 5B/ \RIVD USB R— FEITH 2 Power LED () DT L TV T L&A LE T,

2. 8208l BRI 2A—AIVR—FED LANR— K LEDDIRNTRIT L TWR CEZHERLET, ThUd BRI 27/ 1 REDYVIH
BiuEnfcc LR LET,

3. RJ-45R— T 1000Mbps 7/ 3 ABEETENTLBIHEIE. K— MAERID LED 75%’*@?373% LR LET, R— 100Mbps TINA R
DERIEN TV BIBAIE. R— FAERID LED b\fﬁ'@,faﬁ%(_&%ﬁu LEJ. R— T 10Mbps 7/ 31 ADEETE *L"Cb\é . R=bE
A LED HSEAT L_CL\ZW_ EEHERLE T,

4. SFPR—FIZ 1000Mbps 7/\1 AT HBEIE. R— FDLED BMEEBETH DI EZHRLE T, KR— M 100Mbps 7/ N1 AT T 535
BlE. R—+DLED BB TH D T L =HRLE T,

INSDANY FHRELGEWVSE. UTDBEYGELT Y 32 ZSRLTIREY,

Power LED HV;E4T

EROY FO—ZDEREA ICLTH. Power HXTMED LED A 7 DIRRETH Z1FE. BRI— FHABEUICEEI Y bO—SITERINTO
L. BRO-RFHEFEI 2O MOBEEAA Y FICKUEIBENT ICEIET ZIRRETH DT ERESELE T,

LAN K— b LED H%EAT

A=Yy MEEMTONTLBICE DD D5 T LANLED AT LEWNEE

1. PCEFREBOA—YRY T —TIVTELLEREINTVWS T EZHR LTS
2. ERTRAAYFICERMEREN. AAVTFHF Y THH EEMRLET,
3. ELWr—=TIL (RbL—H&EREI0OR) 2FELTVWS T EEZHERLET,

WebGUI F S IV 2a—FTa V9

SHEFAD PC A BABED Web GUIIET 7 L A TEEVNBAK. LFOFIBESTAL T 20,
1. PCERBRHA—H 2y hr— TV TELERTN TR T EERBLT 2T,

2. CHEEOPCOIP 7 FLABAMREFLY T2y Mib T EERRBLT LT,

3. ABBORED P T FLADDDSEVIGEE, THBEEROREIC Y b Lf(( rrEW, (MUty bRE V2SR L TSHEREEREICE
LI BR) IP7 FLAIEHERME 11921681011 IRV ET, CDFE. IP 7 FLAMUADRERNEREL TN T THBEREOREICR Y £,

4, %i%l%ﬁﬁ%%ﬁwut/bbt<ﬁu%Ai RO FO—SEBRH L. BRFOMICXEIN/ VT Y hEF v TF v T Dol
AZT7 772 fFRLTEETL, ARP /Ny FERERRL. EEO Y FO—SDIAN A V27— 7 RLAEBHLET,



£108 b7 a—F427

)ty bR2 2 %ERLTIGHERREICETT S

15 OB THRET > R O—50 Web GUI I£7 7 LR TERNMEA, HIE/ (RILD ULy FREVEBLT, THLENREEETLET,
TRCOREEY U7 LT, THLEHOREEEETT 5%

1 Uty MREVE 1S B HE LB ET.

2. Uty bREVEMLET. BREMBERH%ICET LET,

ZE=0 1P 7 RLROMEREE 1192168.10.1) T, Q54 YI—FROFMEREIE Tadminl. 054 2 /SAT— RO#EREIE Tadmin) TF,

B{t & B ICEE T 5 RE

Date and TimeJ”X—=< (Maintenance > Administration > Date and Time) CIZIRED B &L ER T LT T, R bO—S & NTP (Network
Time Protocol) ZER LT, 412 =%y MHBR Y b T—0 24 LY —/\D1 DHSBEEUERELEY, OJRORZRI > b JICIEBM &)
HBHAETNET,

BRODRA L2 THERCHENWTC EZRRE LIBE. BRI bO—SD0 1 V2 —X Y MIBERETESD T LR TLIREL,

T7IOCARLY MCET BT AHINRE

RO PO—SHN IRTCHIEWVTNDODT 7 EARA Y b ERH LEVISEE
1. BRI FO—JHO LANICERL TW A T & &R L T 2EL, ([LAN R— |k LED AVEAT ) B8)

2. TURARAY SHEGS VAN TEHEL T2, 2 P TRy FOBAICEBEINTWAS, KEA42Y R7OYE-RTEELTWS
HBE. BYGEIPT FLAEEZAN LI LR LTI EEW, (FIB1:DHCP —/\DBEME F 7o 3>) ] BR)

3. TI7ATF—IEERALTWAGE. 7747 04—V TCET 7 2ARAY FADUDP R— h&ESZETOY I LIEWTLZEL,

4, BT VEARAVEDEBDIP7 FLRAZEFERLTWVWAS T L& L TLIEEY, (AP T 1 XA/NUAR] BR) #EOT7 VL ARAV T
BLCIPT7 RLADMERENTWDIHBE. ZTOFD 1 DT /A ADHMREENE T, TDLSGEHE. ERBUAMIZDT VAR b &
BMLT. ZDOIPT7 FLRAZEZEBLTH S, BET A AANUERGTLT RALCIPT FLREFDORDT VLARAS > b EBRHL T EEL,
(TFIE3: BET 577 L ARA > FDER | BI)

e 2]

77 ARA > b [Standalonel E— RH5 TManaged] E— RICEEENS E. RE2T 0 v 77 IP 7 RLRIEDHCP —/N\ (Ry b T—2 £ED
H—NEFEREIY PO—STREINDT—/\DWVTID) BEITTZIP 7 FLAICEEENE T, ThickY, FEBHROT 7 EARA Y
MEIEBEDIP 7 FLRAZFHDZ LITEY T,

DHCP ' —/\HEE LW, EeldT7 72 RRA > D DHCP U —/NICBRETERWEE. 77 ARA > bME IP 7 FL ADEE = M5
[Connecting JREEICE EF W E T, Ry bT—2ICDHCP H—/\HEFEE LEWEEIEEEI Y FO— 2 EICREL T ZEL, ([F)E 1: DHCP —
INDOBEIE (AT 3>) ) BE) DHCP H—/\H\FIBRIEEICE D & 77 ARA > M [Connecting ] SKEEA S [Connected | SREEICHEIT L E T

FLWSSID & LzlcE v 59 20D SSID B 5 BLIARIC Wi-Fi 2w T =2 ICRNGEWBE U TOFIBECEEI Y hO—> 7B LE T,
1. Maintenance > Firmware > Reboot / Factory Default > Soft Reboot DJEICA =21 —& 7 1) v 7 LET,

2. [SoftReboot] RZ>&EHUY I LET,
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v FT—YDEERERIET 7L RARA Y DR

REBT TRARAY FDOBREEBNCT BE. 77 RARA Y MIBRANITIERE. Fv > RIVORBZEFELELEY, Ihldxy T =oM%
HEE S LTREDDVE T, XY FT—TD/NNT A= VAKV LR FORBHIEZ CHNIE. REEFT 7 ELARAY bOBREZEMNCT S
TEDTEET, RELDEBREYVERY bT—TDINT 5= VANBETHNEL. —FHRICRELRT 7 CARA > S DOREEEMNCT 5 D
TEET,

ey rO—SIcHlF32EY—IVOERB

IP 77 KL A® Ping

Maintenance > Management > Diagnostics > Network Tools X —1—
RO bO—SOBMIAEO—EE LT P77 RLRZ Ping TEEXY, BRIV FO—J&, BRIV bO—J(TERT 21y hT—7 LDF
DT INA ABEDEH M Z T A BT BTeICAEEE R TEEX T,

1. Maintenance > Management > Diagnostics > Network Tools DIBIC A Z2—%27 1) v 7 L. UTOEEEFRRLET,

Q" Maintenance

Maintenance »» Management » Diagnostics » MNetwork Tools o @

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www.d|ink.wm |

Command Qutput

10-1  Network Tools EE

2. TCommand Output for Ping and Traceroute] 4% < 5> T lNP Address / Domain Name] | IP 77 FL AEfelE FAA >V Z2E AN LE T,
3. TPingl Ra>z o) wod5&, [Command Output] |THERHNFRRINET,

Maintenance » Management » Diagnostics » MNetwork Tools o Q

Operation Succeeded

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.
Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www dlink.com |

Command Qutput PING &
1952.163.1.1 (132.163.1.1): 56 data bytes

)

1: seg=0 ttl=6&4 time=5_335 ms
1: seg=l ttl=6&4 time=0.433 ms
1: seg=Z ttl=6€4 time=0.514 ms
1
X

: seq=3 ttl=64 time=0.451 ms
64 bytes from 192.168.1.1: seq=4 ttl=64 time=0.472 ms
--- 152.162.1.1 ping statistics ——-

5 packets tzansmitted, 5 packets zeceived, 0% packet loss
round-trip min/ g/max = 0.439/1.580/5.935 ma

4]

10-2  Network Tools [EBIE
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Traceroute DEFA

Maintenance > Management > Diagnostics > Network Tools X Z 21—
|EOYPO—TE NTUYIRAMDRY FT—0DINAEI v E> 9 % Traceroute EER IR L E T, AR bO—S L5k DMIC
FETZHERAI0MEETCHOOY FO—F (FEfeld Ry 7)) AFRRENET,

1. Maintenance > Management > Diagnostics > Network Tools DJBICAZa1—% 7 1) v 7 L. UTOEEEFRRLET,

£ Maintenance

Maintenance » Management » Diagnostics » Network Tools o ¢
-

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Hame |www dlink.com |

Command Output

10-3  Network Tools EI&
2. [Command Output for Ping and Traceroute | %</ 3> [P Address/Domain Name] (CIP 7 RL A E Tzl KA1 > 2E AN LET,
3. [Traceroute] RE V&7 1)w 79 %E. [Command Output] ICERARTRINE T,

£° Maintenance

Maintenance » Management > Diagnostics » Network Tools o e

Operation Succeeded

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.
Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www.d|ink.uom |

Command Qutput -~
traceroute to 192.163.1.1 {192.163.1.1), 10 hops max, 40 byte packets
1 b oo

ST T R T Y
EEE E EEE B F
EEE F EEE EF
£ E E F EEE B F

=

10-4  Network Tools B
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DNS &% DR{T

Maintenance > Management > Diagnostics > Network Tools X —1—
RO bO—Zd. A2 —% v b EDWeb, FTP. X—)b. KFZDMHDT—/XD P 7 FLRAEEIET 212D DNS 35 |#aEa et L £ 7,

1. Maintenance > Management > Diagnostics > Network Tools DJEICA Z2—% 7 v L. LTOBEEZFRRLET,

Q" Maintenance

(5]

(

Maintenance » Management » Diagnostics » MNetwork Tools

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Name

|www.d|ink.wm |

Command Qutput

DNS Lookup
Domain Name |

Command Qutput

10-5  Network Tools [EBIE

2. [DNS Lookup] @ Domain Name] 7« —)L RIcA > a2—%v baEASILET,
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3.

MNookup) REZ>7%ZT 1)y F%E. [Command Output | |SHERDFRENE T, RAMKRIEFAA VIV NUHNEFET BHE PTFL
AZEBTISEDPRRENE T, [Host Unknown] A v —IRFENIBAE. TDAVE2—x Y FRAIFFEEZLEEA.

Maintenance » Management » Diagnostics » Network Tools o Q

Operation Succeeded

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Metvrork Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www.d\ink.uom |

Command QOutput

DNS Lookup

Domain Name |

Command Output Server:
0.0.0.0
Rddress 1: 0.0.0.0

10-6  Network Tools EIE

AITNTry bDF v TFv

Maintenance > Management > Diagnostics > Capture Packets X —1—

BRI PO—FICE D LANA VR T T =X ZBETHINCD/INT Y b aF v TF v THTEDTEET /\T Yy bDFL—RIEF v TF vty
a3 vHY IMBDT—RIHRENE T, FvTFv 774/ T A XD IMBZHBZ 2 L. BENICHRENTHLWF v TF v 7 7 A JUDMER
TNEY,

NTry bDFvTF ¥

1.

2.

Maintenance > Management > Diagnostics > Capture Packets DIBIC A Z2—% 7 v 7 L. UTOBEEEZRRLET,

'ﬂp Maintenance

Maintenance » Ma ment > Diagnostics » Capture Packets
nage; ag| pt Q @

Network Tools | Capture Packets | System Check

This page provides user packet sniffer as a diagnostic tool.

Capture Packets

Interface | Default v |

Start Trace Stop Trace

10-7  Capture Packets B[

lnterface] DIV E IV AZ2a—DEA VR T T—AEERLET,
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3. [StartTrace] REVETZ v I §BE INTy bOF ¥ TF v EFBLET,

£3° Maintenance

Maintenance » Management » Diagnostics » Capture Packets

Packet Capturing started. Click the Stop button to

stop packet tracing

Network Tools | Capture Packets | System Check

This page provides user packet sniffer as a diagnostic tool.

Capture Packets

Interface | Default '|

Start Trace Stop Trace

10-8  Capture Packets [EH&

INT W hDF v TF v EEIET BT [Stop Trace] REVEV v LEY,

'a“" Maintenance

Maintenance = Management » Diagnostics = Capture Packets

Packet Capturing stopped. Click the Download

button to view the capture logs.

Network Tools | Capture Packets | System Check

This page provides user packet sniffer as a diagnostic tool.

Capture Packets

Interface | Default v |

Start Trace Stop Trace

10-9  Capture Packets B

[Download] REZV&EDT ) v d B,

PL—REREZTO—RTCEET, II20YDT T4V DAY A= R T HIVRICT 74 )VHMR
FENET,
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PATLF TV DR
Maintenance > Management > Diagnostics > System Check X —1—
BRIV PO—SDART AV /| BAFIvT)b— b aRRLET,

1.

2.

Maintenance > Management > Diagnostics > System Check DJBIC A Z2—% 7 v 7 L. UTFOBEEmAEFRRLET

Maintenance » Management » Diagnostics » System Check

Network Tools | Capture Packets | System Check

O" Maintenance

This page display the controller’s static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command CQutput

B4 10-10

System Check EIH

[Display IPv4 Table| #7zl& [Display IPv6 Table] RZ>& 0 1w ¢ % & TCommand Output] ITHERHAFREINE T,

Maintenance » Management » Diagnostics = System Check

Operation Succeeded

Network Tools | Capture Packets | System Check

This page display the controller’'s static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command Cutput [Kernel IPvd Routing Table]

Destinstica Gateway Gemmask
132.168.1.0 0.0.0.0 255.255.255.0

Maintenance » Management » Diagnostics » System Check

Network Tools | Capture Packets | System Check

Flags Metric Ref Use Iface
u a] (1} 0 bdgl

Operation Succeeded

0" Maintenance

This page display the controller's static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command Qutput [Kernel IPvé Routing Table]

Destination
szi/128

feB0::
feg0:
fe8g0:
fes80:
fes0:
fea0:
fedd::,

B 10-12

System Check EE (IPv6)

Next Hep

Flags Metzic Ref

ddaadddd

4]

coooooo

1

coooooo

Use

N N

Iface

le

le
leo
leo

1o

293



£108E bST)Wa—T427

OJ8%E

B FO—J Tl O AYE—YERBT AT ENTERY, BRIY FO—SEBBI B ST v I 24 THEZ2Z LT, BENGRE
FE TS —PREENRICBHIZT O CENTEL Y, UTDEIY 3> TR AVBRRELZTNSDOTICT 7R 5FHE%HALTL
ESER

nJHhnESR

Maintenance > Logs Settings > Facility Logs X~ 21—
[Facility Logs) BIEI Cl&. RO FO—IHSRMETHOVDILNIVERET BT ENTEEXT, [Select Facility] T7 7 U714 ZFRLET,

1. Maintenance > Logs Settings > Facility Logs DIBIC A Z1—% 71 v L. UTOEEEFRRLET,

P Status i _E_ Network &= Security ,ap Maintenance

Maintenance » Logs Settings » Facility Logs o e
This page allows user to configure logging severity levels for different logging facilities.
Facility Logs
Facility
Select Facility ® Kernel System

For Event Log

Event Log Syslog
Emergency [ Ter [ T
Alert [ TeE [ o=
Critical [ o [ o=
Error [ Tor [T
Warning [ Tow [ T
Notification [ Jor [ e
Inform ation [T [ o
Debugging [ Jor [T

10-13 Facility Logs Ejm&

MTFomEELSG Y ET,
EE | 97
Facility
Kernel Linux H—%Jbe TDT 7V TAICEETHATAY—IlE, T7AT7 I —IVETeldR Y D=0 R 2y 0%
BRIBN T T4 v IITHISLET,
System A=y b EBEBETSHOEGEIY S O—Z TRAAEGT 77— a VB XUEER L N)VOMEE,
For Event Log

Emergency AT LDMERTEE B A,

Alert BB, ASHDT I 3V ERET D2HEHHYET,

Critical 7T« HIVIEIRAE

Error Io—iRRE

Warning AR T NERE

Notification BETIEH DI EET NEIRAE

Information 155

Debugging TINY TLANIVDA Y 2=

BI77)TA4ICBVT, ERBDARY b (BEEBELNSVIBETEE) rOJicEEnEd,

2. 77T ADEENY T ACDNT TONJ (BRh) £icld TOFF) (3N (LT, lSave] R2>%&2 1) vy LET,

07 0FRFE. ULTOOTRERICEDVWTAREZIARTHTENTEEXT,
- Web BE1( 4271 —RAMD EventLog £ 2 —77 (Status > System Information > All Logs > Current Logs)
- JE— | Syslog H—/\

DT> 3V THEAT 2 A—/LOJICDWTIE, Syslog U —/NICREES N0V LB CREICHNE T,
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FST4v D&/ V-T2 T0T
Maintenance > Logs Settings > Routing Logs X~ 1—

T7AT A —)UCE Iy FOFAENEAEESNIENCEDNT, b7 v I ZBHfT AT EHTEE T, DoS (Denial of Service) B,
—MEBEIER. OJ 1 VDI WEIN/NT Y MaEDARY e, TEBEICKDERDEHICERRTATENTEET,

Q5473 vEEMICTBE. RBOOY Ay —IRERT BIREEN BT, 7/ \y JBRFEFICERT 5T LA H8H LET,

1. Maintenance > Logs Settings > Routing Logs DIBICA =2 —& 7 v o L. UTOBEEEZFRRLET,

AT _— c N .
€D Status B Network 2 Security £* Maintenance

Maintenance » Logs Settings » Routing Logs 0 e
The table lists all the available routing Logs in the system.
Routing Logs

Routing Log
Accepted Packets Dropped Packets

Inter VLAN | OFF | OFF
T

10-14 Routing Logs E/m

LIrOmEELH Y ET,
BE | 5198
Routing Log
Inter VLAN B LiEBE. AV 2—VIAN L—FT > JOOIh5 b5 74y U EBHFLET,
- Accepted Packets - BICT B & I AV bO@BICRIILIZ/ T Y FEBEFLE T,
- Dropped Packets - B#ICT B, €AY bD@BTTAY VENT/ 4y MEBEFLE T,

2. WE#®. [Save] RE2%&T ) vy LTEEZRET HH, [Cancell R2>%7 )y LT, FIOREICR) &I,
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DE—-FOJ

Maintenance > Logs Settings > Remote Logs X~ 21—

A=)VT7 FLRICOVERET 5L DIEIEAY FA—SERETHIENTEET, A—)LXEDOEELBIRT 5L A—IVOJIEEER LIRS
TYa—)b O EBEE 188 1EBRE) ICEDVTXEINET,

RO FO—J Tl 3 DDA VREXRICHREN T ZRET DT ENTEXT,

296

1. Maintenance > Logs Settings > Remote Logs DIBIC A —a2—% 7 1) v 7 L. UTOBEEERRLET,

Maintenance » Logs Settings » Remote Logs

This page allows user to configure the remote logging options(Managed AP Events or All Logs) for the controller.

Remote Logging

Remote Log Identifier

| DWC-2000 ‘

Enable Logs ﬂ—]
Log Type |m| Logs ‘
E-Mail Server Address | ‘
SMTP Port |:| [Range: 1 - 65535]
Return E-Mail Address | ‘
Send to E-Mail Address (1) | |
Send to E-Mail Address (I) | ‘ Optional
Send to E-Mail Address (3) | ‘ Optional
Authentication with SMTP ® None O Plain Login O CRAM-MD5
Respond to ldentd from SMTP [ e
E-Mail log by schedule
Unit ® nNever O Hourly o] Daily O Weekly

10-15 Remote Logging EIE

2. DIFOIEEZ%S

S, [Savel N2 Y& v LTEEERELET,

BH

Eilis)

Remote Log Identifier

OJHAA v E—=DITE. AV —IDFRETEBRBNT BIeDDT LT 1 v I ANRNEENE T, TOOTHERFIL
EA—JUé& Syslog A7 Ay £—I DA DEBEITTFFSNET,

Enable Logs A=)vOT =B FrlEEmcLET,
« ON-A—=)bO 7 =B LET, REECEBMDT «—)L FEANLET,
o OFF- A—)bOJ%&EMIC LE T, BMDT «—)b FIFRREINE LA
Log Type OYOEEEIEELE T,

.« Alllogs-2TOOIHRRTT,
- Managed AP Event Log - BIE AP DA N> F AT DHHATRTT,

E-Mail Server Address

SMTP (Simple Mail Transfer Protocol) —/ D IP 7 FL X Efelg A V22— v FaEATILET, HBITSLCT,
RO PO—ZFTOY—/NCEFR L TA— VAV ERELE T, SMTP Y—/\IE 5T 54— L@l LT
BAERIBE CHARMEN DV E T,

SMTP Port

A=)V =/ D SMTP R— b Z A LET,

Return E-Mail Address

SMTP T —/\H S DIGEDEEEN D A=V FLRZATILE T, (KEA v t—IDDITHETY,)

Send to E-mail Address (1

-3)

07, BEENXREENEA—IT FLATRRK3IDECANILET,

Authentication with SMTP

B AEA 9 21250 SMTP J—/\HEREEI N ELIZE. SR ANEEIRLE T,
None - SREE A I NE . [User Namel BKT MPassword] 7+ —JU RIZRRENET L Ao
. Logm Plain - JEBES LD@EE v > 3> E T Baseb4 |[C KW O— MMeEI N/ \RT— RAEFEBALTAY 1>
T BIeDITERTNSREL. Base6d TO— RMLEI N/ AR T — RTIE. BELRERTOLAEVN O LM
MECIZUE T,
« CRAM-MD5 - RFC 2195 TEE T Nfc. HMAC-MD5 MAC 7 /031 XLICE DL F v LI L AR AEREEA
HZXLe TCRAM-MD5] I&. TLogin PlainJ & W & &L I//\)bg)uru\uE%$I1ﬁL§§_

User Name

l'Authentication with SMTP (Z TLogin Plain] F7/zl& [CRAM-MD5 %#3&7%E L1315 ICERY 51— %

El\ DL\D
ATILET,
Password l'Authentication with SMTP (Z Login Plain] & 7zld& TCRAM-MD5 | #5RE L1384 SRAEICER T 5/V 27— K (K
XF INXFDOXBHY) EATILET,
Enable Tls l'Authentication with SMTPJ Z TlLogin Plain) F7zl& TCRAM-MD5] %#3%E L1zH4. sREHCERT 5 TLS =83

ICLEY,
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HE FH
Respond to Identd from SMTP | SR 01> b O — S5 HY SMTP T —/\H 5D IDENT BRITISE T BHESHERELE T,
- ON-£ERO> b O—ZId SMTP H—/3Hh 50D IDENT BKITSE LE T,
« OFF -0 FO—Z(& SMTP H—/\H'5 0D IDENT BERAEHR L E T,

E-Mail log by schedule

Unit E-Mail OV D/ EZ LU THSERLE T, Log Type T All Logs &3&IR LIEG&ICRRENE T,
- Never-E-Maill AV ZXELE A,
- Hourly- 1 BT &IC E-Mall O XELE T,
- Daily-1HT & E-Mall AV &R ELE T, OV ERKET 2RUERELET,
- Weekly - 1 HREIC &IC E-Mall OV ERXELE T, OV A XET HBHEERIZRELE T,

g&ll

Syslog H—/\t&Rk

Maintenance > Logs Settings > Syslog Server X — 1 —

IR0 bO—2h 50V INE LREFT 27cdic. 2y bT—UBEEICK > THEBD Syslog —/\BEFERENET, COUE— LT/
ATl BE, BEI2 bO0—70OWebBEA V271 —AEOA—AIVEARY PE2I =T XVEAEUDFIREINGEW S, REEICEYZ
OOJEWNETAHTENTEETT, ThE XY FT—7BED 7N\ JPRIABIY FO—Z 274 v I BEZZT HBEICRICIIEET,

AER Y b O—ZIERBFIC 8 @K TD Syslog —/ & HR— b~ LET, [Syslog Server] BIE ET. &Y —/\DBZETHO7 T 7T 4 X yvt—
IDREEEN) T A DLNIVERELET,

1. Maintenance > Logs Settings > Syslog Server DIBICAZ2—%2 v 7 L. LUTFOEEEZRRLET,

£ waintenance

Maintenance » Logs Settings » Syslog Server 0 e
This page allows user to configure the syslog server logging options for the contraoller.

Syslog Server Configuration

Syzlog Server 1 m

FOOMN /1P dddress [1r1aitaman \

Facility [ Kernel v
Severity |,a\|_|_ v‘
Syslog Server 2 f_| OFF
Syzlog Server 3 [—| OFF
Syslog Server 4 f_| OFF
Syzlog Server B [_| OFF
Syzlog Server & f_| OFF
Syslog Server ¥ f_| OFF
Syslog Server 8 [—| OFF

10-16 Syslog Server Configuration [EIE

2. UTDmEBZEHRTER. [Savel Ra>&7 Uy LTEEZRIFLET,
BE A
Syslog Server (1-8) Syslog B —/\&EHBMICT BTzl Syslog H—/ D TON/OFF) XA v F%& 7 1) w2 L. Name] #ICIP 7 FL X%z
I& FQDN Z AN LE T, REEOHREZHRF LIRS, FE LI (BXUBMICT LT Syslog H—/\IT#IRENZ T 72
VT4 N T 4 LNVDA Y E—IHEETNE T,
FQDN / IP Address Syslog tH—/\D FQDN/IP 7 KL R &EE L £ 9,
Facility & Syslog =/, QZHARDEED T 7<) 71 (Al Kernel, System) Z3#RLE T, 777 @Ik RFC 3164
TEZEINTVET,
Syslog Severity YR Syslog DEND F 4 ZERLE T, ENU T 2RI 5L BIRENTENY T U EDENY T4 ZRKDT
NTDANY M EEFEFHD Syslog b—/N\IcOJHAITNET,

< All

- Log Debug

- LogInfo

- Log Notice

+ Log Warning

+ Log Error

- Log Critical

- Log Alert

- Log Emerg

gﬁl:l
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ke vyt

Maintenance > Logs Settings > Event Logs X —1—

Web BEA 271 —ROD (Status] AZ21—TlE RELEOT AVt —IHRBETHTEANTEETT, ERIVFO—FH5 (N DFZT 1Y
27 Maintenance > Log Settings > Facility Logs X—=/ (07587 | £88) . £/zId& Maintenance > Log Settings > Routing Logs X—=/ (I 57 1 v
OB/ V=T« 707 BR) ADREIC—HIZE. WRT2AT AV E—IH, 24 LRZYTEHICENENET,

1. Maintenance > Logs Settings > Event Logs DJEICA Za2—%& 7 ) v L. LTFOEEEZFRRLET,

£° Maintenance
Maintenance » Logs Settings » Event Logs o o
Thiz page allows user to configure the available event Logs in the system.
Event Logs
Captive Portal OFF
Wireless Logs OFF
Managed AP OFF

10-17 Event Logs EBiE

2. UTOEBZHRER. [Savel Rz v L TEEZREFELET,

BEE EA
Captive Portal BMCTHE AV MO—FRF YT T4 TR=ZIERRALIERY 47> bOOJA4>E8L0077 7 M
BET 2EmEOJICHALET,
Wireless Logs BMCTHE AV NO—TIREIRT VT4 E7 4 ICBBET 218HEOVICHEALEKT,
Managed AP BT BHE. DAV FO—SIXEEAP ICEET ZEREOVICHEALET,

O Ay £—I%BRY Bleidic, FRIET GNP H—N\IEEVERE Y 2T LBEABESNTNB T EAERICEBE GV ET,
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REOOT
Status > System Information > All Logs > Current Logs X — 21—
I bO—STHRELEOVAYE—IFFRRLET, FOJWE. DY FO—JICEREINRBICE D TRESNE 2 A LAY T EHICRRE

N&EY, Syslog T—NEEA—IVATENEED Y E— FATENBRESNTVSHE. I TRRAENSEIT TR BLAYZ ) E—
VRTT—RAICERELET,

Status > System Information > All Logs > Current Logs DIBIC A —a1—% 27 1) v 7 L. UTOEEmEFRRLET,

Status

Status » System Information » AllLogs » Current Logs o °

current Logs | WLAN Logs | LAN Logs | Trap Logs

Thiz page dizplays the captured log messages of the controller activities.

Current Logs

Show entries [This information is view onky] | a, |

No data available in table

Showing 0 to 0 of 0 entres |} First | Previous || Mext , || Last |

Clear All Send Logs

10-18 Current Logs [EH&
DY OBFEiEX—YDYO- kxS @) (R—YOBR) FAaVES Uy LET,

Clear All) RZ>%ZY 1)y LT BERADINCDIY T ITLEY,

Send Logsl A& >%&7 Uy LT BEARNDINTDOIY b ZREBEHDA—IVZEBICKELET,

WLAN O %5

Status > System Information > All Logs > WLAN Logs X —1—

WLAN A > 2 71— EDOOT Ay —I%FRLET, FO7E DY PO—JITRESNBBICHE > TRESN D2 A LRAR Y T EHICRR
TNET, TTILFREINSBMIC. WLAN 4 > 2T =R ICALOJ&Z&ELE T,

Status > System Information > All Logs > WLAN Logs DJBICA Za—%7 1) v o L. UTOBEEAFRRLET,

Status

%W Maintenance

Status » System Information » AllLogs » WLAN Logs (2 )

Current Logs | WLAN Logs | LAN Logs | Trap Logs

This page dizplays the captured log messages of the controller activities on WLAN interface.

Current WLAN Logs

Sho entries [This infarmation is view only] | 2, |

S5 Mo

k Logs
Mo data awvailable in table

Showing 0 to 0 of 0 entries |.J First | Previous || Mext » || Last
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