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5. BERUCAINT L. UTOO74 YEEANFRREINET,

Please login to access D-Link Unified Controller (DWC-1000) to manage and use the device.

Login

Username ‘

Password [

Copyright © 2014 D-Link Corperation.

3-2  Login EH

6. [Usernamel KT MPassword] (< Tadmin) &ASILT. Tloging Ra>zw7 1w LET,

e

> bA=ZDIPT7 FLA 7%y bxRY A—F% NAT— FOYEMEFUTD®EY TF, I—PZENXT—RFOmEALEKR
NFRENFERFILET, INRT—FE2LYRZem/ AT —RIZEEL (150X=20) [I—Y0fRE | B8R). 322 X=JD [{JiFA
BEARGEOT =07 — b | [TRFLTHEL2B8H LET,

IP77 RL X :192.168.10.1

B 7%y FRX % :255255.255.0
Username: admin

Password: admin
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Web N—2BEI—F 1 )T+

7. OJAVICHINT %L TFOBENRTINE T,

Status

Status » Dashboard

L

The Traffic Overview, Discovered APs, Option Ports, Bandwidth Usage , WLAN Statistics , VPNs, hardware resources (CPU and memory utilization ) and
Active Info for user/group are profiled here and packet traffic through the router is displayed for each interface.

Dashboard

Traffic Overview

HTTP | 100%
HTTPS | 0%
Email | 0%
IPSec 0%

Details

Bandwidth Usage AL E‘

20

15

10 8.0
5

(in KB) i

TTP  HTTPS DNS SNMP OTHER

Total Bandwidth Usage: B

Memory Utilization

1000 =
Used
750 O]
Free
500
L]
250 Cached
L]
a. Buffers
15|
3-3  Dashboard EmE

T TlhE. —MRB9EIRAETBHR. LAN/WLAN ODIRREB#HR AR R L £, Status>Dashboard &7 !) vV §% LT, RNEEEZFRRCEXT,

8. FJ/E

9. WebBEBAUZT71—ANBO07IMTBICE YRATLAZ21—T)T70OALEBICHS Tlogout] 74 a0E7 vy LET,

X] 3-4

Logout 771 3~

Discovered APs

8

Standalone
e

Rogue
4

L]

Auth. Failed
2

Unknown
o

o o o 0 o ]
Managed

Total Discovered APs: 0

WLAN Statistics

8
Transmitted
6
Received
4
L]
Transmit
2 Dropped
o = i
0 0 0 Receive
Dropped

Total WLAN Statistics: 0

Active Info
B8
Admin Users
e
Network
4 Users
L]
2 Front Desk
,il Users
o
a1, o o o

Guest Users

Manage Dashboard

Option Ports

MoBom o

L]
MB 1116 11:31

4 Option1 0.00 4 Option2 0.00
MB/s MB/s

CPU Utilization

User 1%
) Kernal TH

Idle Time ; 82%

105 0%

REEE CERZToIHBE. [Save) REZ VR L TERELREZREFELE T,
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Web B4 V27 1 —ADEEERK

Web B >4 7 1 —AEEICIE. UTOAVR—22 bHHYET,

D-Link

Unified Controller -

External Auth Serve

Authentication Firewall
User Database Schedules

Settings

Radius Accounting G I//\\) [/ 2

The information on the Global page shows status and statistics about the Cantro Login Profiles

Controller Status

LNV 4

Cperational Status

IP Address
Peer Controllers
Cluster Controller

Cluster Controller IP Address

T e S

3-5 AZa—HER

Billing Profile
Facebook WiFi

Enabled
172.16.1.201
0

es

172.16.1.2M1

5H OVR—Z b Bz
LA AAVFEF = a AT =BT

CAZRELTHY . BISRRENTVET,

Web BEA VAT 1 —ADEEICKRTENE T, TDORTE INTOREAZ 21— \DT Y

LANJL 2 A FET—23>D
YIAZ21—427T

AN VFET =Y I3V B TNICRIRAEBIHNTDE. TIVEA T AZ1—(ICBNE Y,

LA 3 FRCHDIAZ1—DERT

THE MOR—DITBEBLET,

N=VNCEDTE AV FET =23V AT 21—BTDORCAZ2—2THHY 7)Y

LANIL 4 T =9 AN—2R

BIRLFEAZa—EHTAZ 2 —ICBET /NI A2 ERRLET,

Hetwork » YLAN » VYLAH Settings

The router supports wirtuzl network isolation on the LAN with the use of WLANs. LAN devices can be configured to communicate in a subnetwork

defined by WLAMN identifiers.

WLAN List
Shuw entries [Right click on record to get more options] a, |
‘ Mame O‘ WLAN 1D 8 | IP Address & | Subnet Mask & | Captive Portal &  Authentication Server & |
Default 1 1721e.200 o 266.0 Free Mone
L Select Al
Showing 1to 1 of 1 entries #| Edit |.J First || -] Previous | 1 | Mext 3 || Last ;|
#| Delete
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Web XN—XEEI—7 1T«

TOYAVREVE AV T4 I L—Y 3V DEBEREICBRAINE Y, —MEIET 7Y 3 RZ VIELTOEY T,

T aAVREY Bz

Save REOEEIT >RV 74— a VvEBOIRCEZRELET, EEIY FO—SHBERS 7 EIEEEBENTH.
REINEREFERFINE T, KMREODI VT4 L—2 3 v OEBIFRDONE T,

Cancel REDCE@ DA 7Y avid. RBICEAFEIFERESNEREIC) LY bENET,

Add REOBE@EICH LCEEZEMLET,

a7y y GOy AZa—DERICEY. BFEOERICNA. $5ICEDT7IY a3 ERREICLET,

AZa— Bdit-XIEEDOIY 70/ L—> a Vv aiRELET

+ Delete - RIEEZHIFRLE I,

- Move - RIEBZIEEMBICHEELF T,

+ Enable- RIEEZBMICLE T,

« Disable - }IBEZ#EIC LE T,

< Apply-BIFEOOY T4 L —Y 3 VICAEEEBERALET,

- Copy-ABEHDOV 717 L—araO—L7T, HiL<EBEZERLET,
« Manage-ERE L7V ARA Y b EBERLET,

« View Information - TBEIC K > TREBDIBERHIH Y £,
E#E0D) Web BIEA 2 7 T — AKRE
Web BHA >4 7 T —AUITIELN S DO DIBEM S HEEN B Y £ T,
1S A
Q@ ~ o BEATHEBED A V2 T T — ADBREDTDOREFL B ET, A7AAVEI v LT AT
_ © AZa1—%#FRLET, TNEEEDE FRBICHY £T,

System Search...

RERY 7 AUCHFEEANT 2 ET. BEPRHZRR CEE Y, BEOALICHVET,

Wizard #&8E

R S
&, Wizard

TINA ADEE. A V2 =2y bNDESR. B/ By bT—VORE. tFa2 U747
TAVORE. FHRI-YVOEREE. KBV T L— 3 v ZRIITIEBITRII DA A
FERMELES, K7 O0F 7 )y LT D F—REESHLET, BEDOALEOD [System
Search] Ry ADEICHYET,

9 Refresh #gE

K7AAVET Vv THE BEEZBEBICERL. A1 227 1 —AZ&HDBRICEHRLET,
BIEOALMBICH Y. Help) 74> DAEIMELET,

(!) L o2out

AK7AA0 "7 ) v I THE AVRTT—AMSREICOT T I MLET,
E

BEOA ERElcHY

First/ Previous/ Next/Last (7—7JL L)

Status = System Information = Device REDR=IVETDAZa1—)b— b ERRLET,
AZa1—FEs5—ravib—+F
Shnw_entl'ies R=IADT—TIVOEBHZFRRLET, VAT LALIK1X—=(C 10, 25, 50, 100D ~1)
- HERRCEET,
[Pt || ] Provous | 1 2 [t 3 |1t 3] ERISEHDN—TY DIBEICKRRENE T, First/ Previous/ Next/ Last ZERA L T R—I%&4
B2Ed, 7—JIVDOATFICMBELTVET,

| q, |
BEN— (F—7IV L)

RER Y ACBEEANTDIET, T—
TIVDELRBICSHYET,

TIVADBERERRTET Y, BRRRY 7 AE 7—

O SvFVT /Y- (F=TLE)

T=IIWDNY B%& )y TR ET T—T7 IV EDEPIEROENNEZIERE S Y F2 7/ —
FLET,




BAE ELEFRRE

AU 3>TlE. AV bA—2&A VA M= )VRICKRTT 2ELGERKEICTOVTEHBLET,

FLRERREICONT

DU —RAEEAREICOVWTCER LE T, BESIBICE>TREL TV L. AV PO—SOEANGREFTT LET, TOM. &7 3
YOFMEREIC DOV, &Y aVDFERESRIEEL,

@ DHCP H—oEML (F 7> a>)

@EI— FDEE

QOBEIT BTV ERARAY FDFEIREKE

@SSIDDEFEELF 1) T 1 DERTE

& MAC FREEDHRTE

©RBELCAP 707 71 JLDBESR

DF ¥ TT714 TR—2IVDERE

RADIUS —N\EHFDSSID #H—t > 71 —% GREESSID) & LTERT S
@ 7 X NEEDRE

BYOD RIEDHE

@ DHCP ¥ —Nn\oB\EME (F73>)

FHEAECIE. EE > bO—>0 DHCP (Dynamic Host Configuration Protocol) (&8 T 9 REAT 1 v IR IP 7 RLRET V2 RARA > MIEE
LTWEWEE. DHCP —/N\FalE DHCP U L—H =\ v b T —JICRELE T, KEITSCT. UTFOFIEERITL T DHCP H—/N& L
THRETALSICERD Y FO—SARELET,

1. Network > LAN > LAN Settings DIEIC A Z2—%7 ) v/ L. UFOBEEZFRRLET,

Hetwork = LAM = LA Saiting n @

Tha L&H Canflpuratfon sage allewd you 1o conlguse the LAN Interface of the router Including the DHCP Server which runs on it and Changes Bere
wifect all devices connectad o the routes's LA fwitch and alic wireless LAM cHents. Make that a churge ta the LAM [P addres: will require ol LAK
haogEs b b in the sme pubset snd upe the nes sddrece to scoesr ERdr GUI,

LAM Settings

P Address Sedup
P hddrass
Subnet Mk

DHCE Cad 1l

OHCP Made i ky

Demaln Hime

Defewlt Route
Enabie Default Eoute [ [ o
SHAT | oy

41 LAN Settings Eif
2. [P AddressSetup) £ 3> T, P77 RLREY TR MRV ETHERDR Y b7 — 0 THERAINAEICEBLET,
3. [Save] R2>=E Uy LT, REEZRFLET,
4. —B WebGUIEEAEAE T, #60FEIC Web GUI AFIBRIEEE KU ETDTZDEELFB LT,
5. Web 7SUHD7 FLAT 1 —)VRIc, FIR2 TEFLIFHLWIP 7 FLAZATILET,

6. Network > LAN > LAN Settings DIEICAZ2—%&7 v 7 LET,
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7. TLAN Settings] X—2"C. TDHCP Mode] % DHCP Server] |cZ8E Y % &, TDHCP Mode] DTFICLUTDHFHLLT 1 —)b FHRRENE T, KU
T TDHCP Setup) WZEFEE L. DHCP H—/\& L TOBEZHRFELFT,

BH | 88
DHCP Setup
Default Gateway THEADLIANDS — Tz ADIP 7 RLAZANDLET,
Domain Name ALV REANALET,

BYETONBIPT FLADY—RZ2 A LZASILET,
TONJ 1L T DNS ETeld WINS H—/\D IP 7 FLAZE AT LE T,

Lease Time
Configure DNS / WINS

Primary DNS Server FEEHD DNS H—/\H LAN THIBRIEE CH H5E. 77/ DNST—/\DIP 7 FLAZEASNLET,
Secondary DNS Server EFFD DNS —/\H LAN CHIBRIEECH %G, LAY AU DNSH—/DIP 7 FLAZASILE T,
WINS Server BEFHD WINS H—/ DY LAN THIFRIGE CH BmA. WINS F—/\D IP 7 FLRZEASILE T,

8. TJa—IVRNICT—=2%&EAI#E. [Save] RE>%&y ) v LT, RENBZREFHLICBALET,

@E3— FOIEE
SEICK. EREREERT 2ODORANDY T, UTOFIBEERLT, SRy bT— 02 ERT2EERRLET,

1. Wireless > General > General DJBICAZ1—%7 1) v o L. UTOEEEZFRRLET,

Wireless » General o e

This page will guide vou through common and easy steps to configure vour DWC-1000 router WLAN global settings Make sure that WLAN controller is
being enabled for working of wireless functionality,

General Setting

WiAN Global Setup
WLAM Controller Operational Status
IP Address
Peer Group 1D [Default: 1, Range: 1 - 258]

Client Roam Timeout o [Fange: 1 - 120] Seconds

JO0LS

A&d Hoc Client Status Timeout 24 [Rangs: O - 188] Hours
AP Failure Status Timeout 24 [Range: O - 168] Hours
Client MAC Authentication Mode ®rhite-list Black-list

RF Scan Status Timeout 24 [Range: 0 - 168] Hours

Detected Clisnts Status Timeout 24

[Range: O - 168] Hours
Tunnel IP MTU Size & 1500 1520

Cluster Priority [Range: 0 - 255]

il

AP Client Qaos

24

2,

Radiuz Authentication Server
Radius duthentication Server Status

Radius Accounting Server

[Defautt-RADIUS-Server |

Configured

[Detaut-RaDIUS-Server |

Radius Accounting Server Status Configured
Global Accounting Mode | OFF
AP Validation
AP AT Validation ® Lacal Radius
Require Authentication Pastphrasze | OFF
Manzge AP with Previous Release Code | OFF
Country Configuration
Country Code |JP-Japan v

4-2  General Setting EIH

[Country Code] DT IVAT A Z1—h5 [JP-Japan]) #BIRLE T, [Save] R2>&EV 1) vy LT,

B

X AE

NEZRESLUBERLEY,
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K

@ EBT BTV EARS Y OBRERE
RO P O—Si RLIPY TRy MTHd WLAN EOEER/FEEBDT 7 € ARA > b EBBRICKRLET., UTFOF)
Y b O-SHERT BT UL ARA Y P ERIRLET,

EZEALT. EiR

1.  Wireless > Access Point > Discovered AP List DJBIC A —a2—% 271 v L. UTFTOEEEAXRRLET,

= Wireless B Network 8 Security £* Mainten

naintenance

Wireless = Access Point » Discovered AP List o e

-

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show entries [Right click row to see more options] | q, |
Addres P Address Last State e Radio ann
5C:D9:98:2E:0E:00 192.168.1.101 No Database Entry Oh:0m:7s M/A N/A
Showing 1 to 1 of 1 entries | First || | Previous | 1 | Mext ) || Last 3|

%] 4-3  Discovered AP List [EIE
RO MOA—IHEB LTIV ARV DU M ERRLEY,

2. [Discovered AP List] C. 0> FAO—SHQEET L7V ARA Y baH7 ) v LT, TManage] Z&ERLE T,

Wireless

Wireless » Access Point » Discovered AP List o @

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show entries [Right click row to see more options] | a, |
C Address P Address Last State & e i Channel
168, :0m:
5C:09:98:2E:0E:00 192.168.1 @ select All IND Database Entry Oh:0m:23s N/A /A
Showing 1 to 1 of 1 entries | Manage | First | Previous | 1 | Next , || Last ,|

El| View Details

% Delete all

] 4-4  Discovered AP List Bl (B2 ) v X=1—)
LITOEEHANFREINE T,

Manage AP o

MAC address 00: OBl ot Bos B 1 [ |
AP Mode '® Managed ! Standalone ') Rogue

Location | | Optional

Authentication oFF

Profile | 1-Default v |

Radio 1 - 802.11a/n
Channel |Auto '|

Power | Profile b |

Radio 2 - 802.11b/g/n
Channel |Autu '|

Power | Profile v |

X 4-5  Manage AP EH
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3. KT ODIEBEZRES

« [Savel Ra>%&0 1) w7y LT,

RENBZRESIOBERLET,

EH

ELis

MAC Address

TIRARAY FDOMACT RLZ,

AP Mode

[Managed]. lStandalonel. F7zl& Rogue] ZBRL £,
- Managed - AP 7O 7 7 A IVEREDT 7 L ARA > MTEBEINTH Y. 772 XKRA > bE Managed E— F
TEELTVET,
- Standalone - ZTNAEZEIRT B &, K< lLocation) 5 lExpected Wired Network Mode ] £ TD 7+ —)L K& A
NT2REHNHVET,
.« Rogue - 7L ARA > M. RO bO—JICEREASF CWVWEBA, oo 7I7EARA2 EDMACT
R LAl Valid AP 7— 2 X=X RICFE LE A

Location

BEENETVCARA Y S DRUBERES 24 T3 >DT 4 —)U K,

Authentication

FAP Mode] A [Managed] TH2HBAEIC, READ/\AT— REERTZL51C TONJ (B (IcLET,

Profile FAP Mode] A IManaged] THBHZBAEIC, 7V LARA Y MDAV T« JL—2aVICBRTA A7 710 %
HRLET,

Channel FAP Mode] A TManaged| Tdh2HE. FEIRA V 271 —ATHETHF v XIVEBRIRLE T,

Power FAP Mode] H* Managed] TH2HE. BIRA V2 71— AIERT HHID/N—t 27—V EBRLET,

Expected SSID

[AP Mode | A" lStandalone| Th2HE. 7V CLARA Y MERESNS SSID #HXRRLEY, (BEBA)

Expected Channel

FAP Mode] A TStandalone] Tdh 256, BIGEEICERINSGF v xIVARRKLET, (BEA)

Expected WDS Mode

[AP Mode | h\l Standalone | Td 5354 WDS (Wireless Distributed System) #EREEDOWDSDE— REFRRLE T,
(Z5EA)

Expected Security Mode

FAP Mode| A' lStandalone] Tdh 2356, FETSF1U70E—FERRLET., (BEH)

Expected Wired Network Mode

[AP Mode| A" IStandalone| Th3HE. Bigx Y N =75 TN ESIDERRLET, (BEH)

4, BRIV PO—JICERBEIEZEMDT IV LARA Y bOZNZNUICH L TFIBE2 & 3 EBRURLET,
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K

@SSID DEFLEF 1Y) T 1 DERE
RO b O— 51T SOEDREDR Y b7~V ORENHET. ZNEEEHOBREHB LU VAP > 27 T —RICER TEE Y, MHRET

IE16EDR Y b T — 7 BBEES CEEIRHIEDT 7 L ARA Y MTBREENE T, ZOF

SSIDEtF 1T A REZEHICEDLDICEELET,

1.  Wireless > Access Point > AP Profile > AP Profile SSID Ol

BT BAIICRE LTcry hT—7 D1 DZRFEL T,

BicAZa—=270v oL, MTFOBEEZRRLET,

This page displays the wirtual access point (WAP) settings associated with the selected AP profile. Each WAP iz identified by its network number and
Service Set Identifier [55/0).We can confizure and enable up to 16 WAPs per radio on each physical access point.

Access Point Profiles 5510 List

AP Profile

Radio Mode

1-Default

v

® 802.11afnfac

Shawy entries [Right click on record to get more options]

g02.11bigin

| e

SSID Mame 3| 551D Status
1-dlink1 v Enabled
2-dlink? v Disabled
F-dlink3 v Disabled
4-dlinkd v Disabled
S-dlinks v Disabled
6-dlinke v Disabled
T-dlink? v Disabled
8-dlinke v Disabled
9-dlinka v Disabled
10-dlink10 v Dizabled

Showing 1to 10 of 16 entries

X14-6 AP Profile SSID EIE

RO NO—DICHTE

1-Default

1-Default

1-Default

1-Default

1-Default

1-Default

1-Default

1-Default

1-Default

1-Default

& WLAN & | Hide 5510

Dizabled

Dizabled

Disabled

Dizabled

Dizabled

Dizabled

Dizabled

Dizabled

Dizabled

Dizabled

& | Securit

Naone

None

None

None

None

None

Nong

MNone

Nong

None

BRHOERX Y bT—7 DR S EHITRTEINET,

& | Redirect

None

None

MNone

Mone

Mone

Mone

Mone

Mone

Mone

Mone

& | Captive Partal &
Free
Free
Free
Free
Free
Free
Free
Free
Free

Free

|| First || | Previous | 1 2

27
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2. &I S [SSIDName) DIED/INSA—2%HY ) v o LT, Edit) ZERL. UTOEEZRTLET,

SSID Configuration o
[ SsID [ dlink 1 |]
g
Hide 551D l OFF
lgnore Broadcast | e
[VLAN 1 | iRange: 1- 409 ]
MAC Authentication Local ! Radius @ Disable
Redirect @ None _) HTTP
Wireless ARP Suppression oFF
Mode
L2 Distributed Tunneling OFF
Mode

Radius Server Name

RADIUS Authentication Configured

Server Status

Radius Accounting Default-RADIUS-Server

Server Name

Radius Accounting Configured

Server Status

RADIUS Use Metwork | OFF

Configuration

Accounting Mode F 177

[Securi(y @ MNone wip  © wpmwpm]

4-7  SSID Configuration [EIE

3. [SSID Configuration]) EIE CUTFOIEEZANILE T,

BE Bkl

SSID FERR Y NI =08 (KXFENXFOXFHY) ZASILET, SSIDIETHERADESFERY FT—IRDET /A XA THRLT
HBHT & THERIZEL,

VLAN VLAN ID ZEANLE T, TDVLAN ID A VLAN BREICIEREIH ChHT EHRERLTLZE L (Network > VLAN > VLAN
Setting * = 1 —£03)

Security TI7HIVEDAP TOT7 7 ANV TIE EF 1) T A AHZXLEFRLTVETA. SERDRY T — 0 & RET BIHITIE.
YFIVT A ADZXLZERL, REBELDEGRT ZA TV bRy NT—0ICTF VAT BT EEBIET R EEHEBSHL
£7,

« None-EDYFa2U T4 AABZXLBFERLE A,
- WEP-WEP tF+ 2 UF 1 ZBMLET, BRINZA TV aVEIBELE T,
« WPA/WPA2 -WPA/WPA2 ¥+ 1T 4 EBMCLE T, BRENBF T avEiEELF T,

e ANEETIEAP A7 7AIVGERTSSSID A7 7 AILDEF 1) T A REICDOVWTEHBBLTWE T, & SSID 707 7 1 )LDFHARTE
[CDEXLTUE ISSID 7O 7 7 1)) HEBEET0,

SSID :&%E (WEP)

SSID Configuration e
Security None ® WEP WPA/WPAZ “
® Static WEP WEP IEEEB02.1x
Authentication
Open System m
Shared Key [_] OFF
WEP Key Type ASCII ® HEX
WEP Key Length (bits) 64 ® 128
WEP Keys Tx {Characters required: 26}
® 1 | |
2 | |
3| |
4 | | ’
e —l |

4-8  SSID Configuration Ejm (WEP)



KA41TWEP DREA T3>

BH

EliE

Security

- Static WEP - A2 7« v I BF—EBEFERALET, BRI SA 7Y TV RARAY bOTAIL, FETT—420
BIERADOR—F—ZH/ELE T, A4+ v T WEP (IEEE 802.1X) Tl&. 7547 Y OB T I EARA Y bAD S
T4 v 0 EBS T DOICBNICERENcF—ZFERLET,

+ WEP IEEE 802.1x - SRENMEG T « —I)V FlFHD U E B, 7V LARA Y ME 70—/ RADIUS H—/\, FIcldfE
xRy b7 —7I3EE LT RADIUS U —/\ZEALE T,

Authentication

SRR A THEFEIRLE T,

+ Open System - EDIEIRRA 7 —> 3 VEFRAAERTCEL T, BDERAT— 3V CRAT A2UENHHAT— 3
VE EKEAT AV IDEEGRABEET L —LEXKELE T, 2ETHRAT—Yavid FEAT—Yarve
T AL EDERT TL—LERLETY,

. Shared Key - REfER T — 3 Id. 80211 EIEX Y NI — U DBEF ¥ VRIVHSIRIIL TWBRRLEF v X)L
THEMBF—ZZELTVDEDERAEEINET,

WEP Key Type

F—2ATEFRLET,
< ASCI-T IV T 7Ry FDANF. NXFE. BF. LUt EEDTBESEEHET,
- HEX-#F (0~9) &XF (A~F) BEHE T,

WEP Key Length (bits)

WEP F—DREETZ#EIRLET,
. 64-64 1w b
. 128-128Ew b

WEP Keys TXEKEF—DA VTV I ATY,
AP DNEDWEP F—%FERLTT—2EFET 2DhERLTVET,
EEF—AVTVIRX (1-4) ZIBELET, 7IVERARAY EHAED WEP F—HFET 5T —2DESLICERT 2H\%
TLET, FEF—EBRTLDIUE. F—FEANTEDELEADF—BESDIIFRE2Z27 v LET,
FWNT. WEP F—Z AN LET,
WEP F—D AN ADDWEP F—ZIBECEXT, ST FRAMRY VAT 7OV CARA Y b aERTHAT—avEHBT 5% R
WEP F— | XFHZEATILET, BF—ITIERAUCXFHZEABLET . AT 5F—DXXFEULTWEP Key Type | & TWEP
Key Length) DFERICE>TELGWET, 74— IV FICAATEHF—DXFEIZLLTO@EY T,
+ 64 bit- ASCll: 5 3XF, Hex:10 XF
+ 128 bit- ASCII: 13 3257, Hex:26 XF
EVTATVMME CCTERELEOELFLAOY M, TNSDWEP F—H5 1 DEFEATALDICREINE T,
SSID %E (WPA/WPA2)
[ SSID Configuration o
Server Status =
Security None WEP @ wpA/WPAZ
® WPA Personal WPA Enterprise
WPA Versions
WPA [ on NI |
WPA2 [ on NI |
WPA Ciphers
TKIP | on (NI
CCMP (AES) | on (NI
WPA Key Type Ascll
WPA Key \
Beast Key Refresh Rate [300 | pe .
| save |
4-9  SSID Configuration EE (WPA/WPA2)

& 4-2 WPA/WPA2 SEA /> 3~

1BH B

Security

[Security| (€ TWPA] ZBIRT B & UTD2 D0 F 1T+ AT avhRrEnEd,

- WPA Personal - A2 7« v/ F—EBEFERLET, B|RV ATV MNTIVERARAY FOMAICT —2ERES
It BedDELCF—EFHTHRELET,

- WPA Enterprise - WPA T2 —75 4 X TIE RADIUS H—N\E@FAL. 24 FIvolcF—24mLTrS4T7 >
EOSTIVCARA Y MDD ST 4 v 7 ZBEBILLET, WPAN—Y FHILEVREENBWVTIT AN F—DEE
ICRADIUS H—N\AERBL LET, AA T avaI Vv oddE BEIGEHFIN. [WPA Key Typel & TWPA
Keyl 7 1 —)U RIEIERRITHEVET, 77 ARA > b, 70—/ RADIUS U —/\ FfaldEigxy b T —
JIHERE LTz RADIUS H—/\EFERLET,

29
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B SRR
WPA Versions YR—bTB7IAT VY MNRAT—a VD WPADZA THEEIRLE T,
. WPA 2 NT—=0 EDITRNTDI AT > b AT—2 3 A WPA EHR—F L. WPA2 ZHR—F LTULWEWES
TERLET,
. WPAZ SRV NT=TEDITRTCDI ATV M AT— 3D WPA2 HHR—F LTWAIHEIL IEEE 802111 1Z
ETRbBVWEF1 T« ZIRMHT S WPA2 ZEALET,
- WPA BKU WPA2 - WPA2 £Teld WPA Y R— b F 20 547 > MHNEET 2I5EICIE. mADRY 7 AEHRL
£9, HR—bI2FRCEDLST I 17> MEOESS LURIEHNTAE T, 7171 L. WPA2 HR—FDT S
AT MIRLTIE 2DtF2UT0dE<GVET, ARECEHELERMEZRIBT H2R0UIC. tFa2 )T
NEFEFLET,
WPA Ciphers FRATSESEANZEZEIRLET,
- TKIP
- CCMP (AES)
« TKIP & CCMP (AES)
TKIP & AES HR— DU AT FDWITNET T ARA > EADEFEHRIRETT, WPA YV ZAT7 > ME. 7R
RA > MMCEHTT 2D, B3 TKIP F—Ffzld AES-CCMP =% D EHLH WU £F, 802.11n 7 54 77> M TKIP
BESEFERATET A, TKPZIFEEMICT DL, 80211 DT A7 MExy =0 TRALENT A,
WPA Key Type WPA F+—%424 & LT TASCI) DEREETNE T,
WPA Key WPA N\—=Y FIVADODHBWEF— (8-62XF) ZANLET, 7ILT 7Y hOARXF, NNF HF BLU o4 %E

EDEESEEHET,

Bcast Key Refresh Rate

CDVAPITERTT 50 A7 Y bOMERT 27 A— FF v X b (F)L—7) F—DOEHERERE (0- 86400 #) ZASIL
0@ 7O—RFFv A bF—EFTHLE T,

Pre-Authentication

[Security] H* TWPA Enterprise] Dig&. XIEB% [ONJ (29 25 & EFEEIDNEMICEY £,

Pre-Authentication Limit

TR ARA Y SHREIRHCIR D EHIERAEEL (0-192) ZASILE T, [Security) A TWPA Enterprise] D&, A7 14—
JVRBETRENET,

Key Caching Hold Time

[Security] A TWPA Enterprise] DIFE. 77 L ARA > H PMK ZRFFLTWAERH (1-14409) ZANLE T,
REIE. RADIUS —/\HDERL L. FBRIFREID S 7 VL ARA >V MOXREETNS PMK IGERINE T, RADIUS*7L J\
HFEDI—HED Session—Timeout Eli . KYRVLEEER L TELSE. COBREOFIRIX. RADIUS H—/3\cE
TWMIONDTEICTEBRLREN, BERELGZWNGE, BR/ A7 M O—Z27T52E78ELT. 77
CRARA Y MEEIEO 517> I*U) PMK EHOT 7w ARA Y MTERELTE A

Session Key Refresh Rate

[Security] A% TWPA Enterprise] D336, VAP ICERT 587 A7 FADEY Y 3y (AZF v A L) F—EEHT
B (0-86400 %) ZANLET, 017 0O— FF+ A MF—DBHINEZWT EERLET,

4, #H L SSID #BMNT ICiE. Wireless > Access Point > SSID Profiles DIEIC A —a2—%2 1w L. ULTFOBEEEERERLET,

£ Status = Wireless B Network 8 security £ Maintenance

Wireless » Access Point » SSID Profiles o Q

This page shows all the wireless 551D configured on the controller. The first 16 5510°s are created by default. You can medify the default 551D, but
we cannot delete them. We can add and configure up to 16 additional 55ID for a total of 32 wireless 55ID.

SSID Profile List

Show entries [Right click row to see more options] | a, |
fle o Name o VLAN & Hide 551D & Security o Redirect & gz;:;\lie & éggjrntlcatwn &
1 dlinki 1-Default Disabled None None Free Hone
1 dlink2 1-Default Disabled None None Free Hone
3 dlink3 1-Default Disabled None None Free Hone
4 dlinkd4 1-Default Disabled Nane Nane Free None
5 dlink5 1-Default Disabled None None Free None
6 dlinké 1-Default Disabled None None Free Hone
7 dlink? 1-Default Disabled None None Free None
] dlinkg 1-Default Disabled None None Free Hone
9 dlink$ 1-Default Disabled None None Free Hone
10 dlink10 1-Default Disabled None None Free Hone
Showing 1 to 10 of 16 entries | First = KB

Add New SSID Profile

4-10  SSID Profile List EHE




5. [AddNewSSIDProfile] RZ2>%&2 1) w7 LT, UTFOBEEERRLET,

SSID Profile Configuration °
-
551D [ | B
Captive Portal Type | Free v|
Hide 551D [ ==y
lgnore Broadcast [_]—F
VLAN [Range: 1 - 4093]
MAC Authentication U Local '~ Radius ® Disable
Redirect '® None Y HTTP
Wireless ARP Suppression [_]"6_5— B
Mode
L2 Distributed Tunneling [—]...;-

Mode -

4-11  SSID Profile Configuration B

6. T—IUFEAIE. [Save] Rz ) vy LT, RENBEREFSLIOBALET,

& SSID 707 71 LOBERREICDEE L TUE [SSID 707 7 1)L #BRLEW,
7. Wireless > Access Point > AP Profiles > AP Profile SSID DJBIC A —a—%#2 1) v L. ULTFOBEEERRLET,

—
.

Wireless

Wireless » Access Point » AP Profiles » AP Profile SSID

()
©

AP profile Radio

AP Profiles &P Profile

AP Prafile QoS

This page displays the wirtual access point [WAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier (S51D).We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

4P Profile .1—Defaull v
Radio Mode ® §02.11afnfac g02.11bigfn
Show entries [Right click on record to get more options] a, ‘
LU ¥ mike e )
1-dlink1 v Enabled 1-Default Disabled None Mone Free
2-dlink2 v Disabled 1-Default Disabled None None Free
: 3-dlink3 i Disabled 1-Default Disabled None Mone Free
4-dlink4 v Disabled 1-Default Disabled None None Free
5-dlinks v Disabled 1-Default Disabled None Mone Free
-dlinks ¥ Disabled 1-Default Disabled None None Free
. 7-dlink? ¥ Disabled 1-Default Disabled None Mone Free
B-dlinks v Disabled 1-Default Disabled None None Free
. 3-dlinks b Disabled 1-Default [isabled None Mone Free
10-dlink10 v Disabled 1-Default Disabled None Hone Free

Shawing 1 to 10 of 16 entries 1) First |[ <] Previous | 1| 2
X 4-12 AP Profile SSID EE
8. [APProfile] VAT AZ21—hBiRET S [SSID) AFRLE T,
9. #HEJ % [RadioMode] DZIFR2ZVET w7 LET,

10. [SSID Name) FIVA T AZ 1 —HSEIEA V2T T—XICRET 5 SSID ZFIRT B0 Feld. BMICTZSSIDRY bT—=0%HET Uy
2 LT, lEnable] Z71)v o LET,

SSID IDT BB TY. SSIDID1 ABMIC LALSE, B LU SSID £AERL [SSIDIDT) & LTEET HUBHBY T,
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® MAC SZEEDERE
MACEREEE RFEDMACT RLAZF DI SA 7 > DT 7t Az & i3 E T 57 Open | E— R TEWES 5y FT—7U LB TY,
e, 802X+ 21U T+ ARICELEERMFTEBTEL T, TDHBE. 802.1X WDEJ: DRENICTDONE T, MACEREEZBMICT D& EIRY 51

TV By N TV ICEHT T BTeIciE I ECHITRET 7 ARA > b (UAP) ICK WERSEZ 21T 20 EBH B Y £7,
RO bO—2E UMTRT 2 DD MACERREE— R (R MURMERET S v 7R L) ZiRELET,
. \Al'/ft]/lltAeC_litL;thenticationJ T—HNR—=ZX £zl RADIUS H—/\ITEEEENTLD MACT RLRERDEIRY A7 > bDT 7 A% HA LE T,
T—AN=RITMACT RLABEWE, TIERRA Y METSAT 2 bADT 7 AZIEEENE T,
. Bllefi/(lj/I;CllsAtLJthentlcat|onJT AN—REfeld RADIUS —/N\ICEEHEHEN TS MAC 7 RL AR DRV ZA4 7> bADT 7 A EEELE T,

T=EN=RICMACT FLADGEWE, TIEARA Y MET AT > bANDT I EXEFATENETS,

1. Wireless > General > General DJBEICAZ1—%=7 v L. UTFOEB@EERRILET,

-
O

Wireless

Wireless » General o e

This page will guide you through common and easy steps to configure your DWC-1000 router WLAN global settings.Make sure that WLAN controller is
being enabled for working of wireless functionality.

General Setting

WLAN Global Setup
WLAN Controller Operational Status

:

IP Address 192.168.10.1
Peer Group ID 1 ] [Default nge 55
Client Roam Timeout 30 | [Range: 1 0] Seconds
Ad Hoc Client Status Time out 24 [Range: 0 1 H
AP Failure Status Timeout 24 | [Range: 0 - 168] Hours

[ Client MAC Authentication Mode @ White-list @ Black-list ]

RF Scan Status Timeout

=

i

- 168] Hours

Detected Clients Status Timeout

Tunnel IP MTU Size @ 1500 © 1520
Cluster Priority 1 | [Range: 0 - 255]
AP Client QoS [ e
Radius Authentication Server | Default-RADIUS-Server |
Radius Authentication Server Status Configured
Radius Accounting Server | Default-RADIUS-Server |
Radius Accounting Server Status Configured
Global Accounting Mode [_ra’-

AP Validation . x
AP MAC Validation @ Local © Radius
Require Authentication Passphrase [_F;
Manage AP with Previous Release Code [_rw—

Country Configuration
Country Code | US - United States |

X 4-13  General Setting [EmE
2. [Client MAC Authentication Mode] T. [Black-list] F7zl& TWhite-list] Z3IRLE T,

3. [Savel RavZ&/ vy LT, RENBEZRESICBERLET,



4.

5.

6.

7.

8.

% Security

Security » Authentication » User Database » MAC Authentication (2 )B(e)

Get User DB | Groups

The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to add new clients or modify existing
clients to the database.

MAC Authentication

List Type © Black-List @ White-List

MAC Authentication White-List

Shaw entries [Right click on record to get more options] | o, ‘
MAC Address G | Name ® | Authentication Action 8

Showing 0 to 0 of 0 entries

|} First | Previous || Next , || Last |
4-14  MAC Authentication [EI
FIE2 TEIRLIZU R M 2A T (Black-list & fzl& White-list) IZHE> CBIEZFRRLE T,
FAdd New MAC Authentication] RZ>%&27 w7 L. LTFOBEmBEZRTLET,
MAC Authentication Configuration °

MAC Address [ |

Name | |

Authentication Action @ Global © Grant © Deny

4-15  MAC Authentication Configuration [EIfH
T5ATEDOMACT RLREGRIEASIL, [Savel Ra>&aZ7 v oL, REEFRELET,
Wireless > Access Point > SSID Profiles DJEICA Za—%7 1) v LET,

SSID) #&2 1) v o LT, lHdit] Z2R9 5L, UTOEEIRTENE T,

r
551D Profile Configuration °
N
551D dlink1 | W
Erie Tl TyEe | Free v|
Hide SS1D oFF
lgnore Broadcast [_]?
VLAN 1 [Range: 1 - 4093]
[ MAC Authentication ® ocal ) Radius ' Disable ]
Redirect ® Naone O HTTP
Wireless ARP Suppression [ Te .
Mode
L2 Distributed Tunneling [ e
Mode -
[ save |
L

4-16  SSID Profile Configuration [EEH
Mlocal] #EIRL. Savel Ra>&EV U YT LET,
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©FBELAP 707 7 1 IVOER
LUFOFIET, AP 7A77AJUHERI Y b O—ZICEEMITSNTWVWE T EHEELET,

VYT I~ 2 VREELES B0, AFIBEEGET HUELSUET,
1. Wireless > Access Point > AP Profile DIBIC A Za2—% 2 v/ L, ULTOBEEZFRRLET,

Wireless » Access Point » AP Profile o °

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Show entries [Right click row to see more options] | o, |
AP Profile Name Profile Status Hardware Type Wired Network Discovery VLAN ID
1-Default Configured Any 1
2-Office Configured Any 8 selact All
Showing 1 to 2 of 2 entries #| Edit || First || .| Previous | 1 | Mext » || Last 3|
& Copy
Add New AP Profile o Apply

3 Delete
4-17 AP Profile List EBIE&

2. [Access Point Profile List] OF T, BHI B AP JO7 7141V THEZ w7 L, [Apply) #EIRLET,

3. W30 UTLYaTAaY @ 27w o LT 7a7 7 A IVHBEEMIFENC LR LE T BT ENLT 72 ARA > b
REFHMC. BRI—T 2RI 2B CTETCVET,

DF¥TT14ITR—Z2IVDERE
O—HIVF—AN—ZAEFDEEIY FO—SDF v T7 1 TR—2JVEEICIE. LITD 4 DOFIEL S Y 7,

1. FvT 70 TR=2IVII—TZERT %
a. Security > Authentication > User Database > Groups DJBICAZ21—% 7 ) v o L. UTFOB@EARRLET,

Security » Authentication = User Database = Groups o e

Get User DB | Groups | Users | MAC Authentication

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.
Groups List

Show entries [Right click on record to get more options] 2 |

ADMIN Admin Group

GUEST Guest Group
Showing 1 to 2 of 2 entries 4 First | | Previous | 1 | Next , || Last 4|

| Add New Group

4-18  Group List EIE




b. TAddNew Group) K27 1)y LT, UTFOBEEZFRRLET,

Group Configuration o

Group Name ‘

Description ‘

User Type
User Type ® Admin Network Front Desk Guest
SSLYPN User [ o

[ Captive Portal User [_“F ]
Idle Timeout 10 [Default: 10, Range: 1 - 999] Minutes

Save

4-19  Group Configuration EimE

LFDEEL G ET,
1EE B!
Group Name TIW—T2&EANILET,
Description TIV—TOFBEANDLET,
User Type
Captive Portal User |2i<d' T avEENERIEENCLET,

¢ TA—IVRIET—2%ZASIL, TSave] R2>%Z7 1) vy LT, REZREFLET,

2. FvITaT7R=ZILI-YEEBNT S
a. Security > Authentication > User Database > Users DJBEICAZ21—% 7 vy L. U TFOBEEZRRLET,

Security =» Authentication » User Database = Users o e

Get User DB | Groups | Users | MAC Authentication

This page shows a list of available uzers in the system. A user can add, delete and edit the users also. This page can also be used for setting policies

on users.

Users List
Show entries [Right click on record to get more options] a, |
User Name i E smug Name & Log‘n 2 tatus &
admin ADMIN Enabled (LAN) Enabled {OPTION)
guest GUEST Disabled {LAN) Disabled {OPTION)
Shawing 1 to 2 of 2 entries || First | Previous | 1 | Mext || Last |

Add New User

4-20  User List B/
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b. TAddNewUser] RZ2>&7 v L. UTFOBEEZFRRLET,

User Configuration o

User Name

First HName

Last Name

[ Select Group

ADMIN *[ )

Password

Confirm Password

Save

4-21  User Configuration &

NTFoEELSHY 7,

EH Biis
User Name RI-—TOEEDORMZEANLET, &Fild. BMNd 20eet0s M0 -1 - Z2BRICHENTED LD
ICTDRENDHYET,
First Name A—TD&EEATILET, TNld 585 KA1 VD RADIUS a EDAEBY —/\TH BIHRICRIBET,
Last Name A—TDAFEATILET, NI 585 KA1 VD RADIUS I EDAEBY —/\TH BIHRICRIBE T,

Select Group

AIA—DFRBIBF v T7 1 TR—ZIVITI—TZEFRLET,

Enable Password Change

AIEEE Select Group] T Captive Portal 7)L—7Z @R LIBEICDOIFRRENE T, [ON) ZHIRT 2 & 1—
PHNRT— ROEBETSTENTERLDITHEUET,

MultiLogin AIEEIE [Select Group] T Captive Portal 7/ — 7 FER L IIFRICOIFRTENE T, ON] ZHERT S 1—
PHR—DI—H% /INAT— REFERAL T BHOT/\A ADSERICAT A VT2 ENTEXT,
Password AVB—Y PDT 7L ANERBZEIC. I—PHBEITNENRT—F (KXF. NINFXBHY) EATILET,

TFIVT A DBHIT. BEAAL/INRAT— XTI Ry b 1] TYRVENET,

Confirm Password

FESRD Tz &bIT [Password | 7 4 —JU RITAA LTcE D ER C/INAT— R (AXNFE N FEXBH D) #ANLET, v+
74Dt SATILI/NNAT—RXFIE, Ry bk [ TRYRAIENET,

¢ TAa—ILRIET=2%ZADL, [Savel R22%ZD Uy LET,




3.

a.

b.

[SSID Status| C. F v 77« TR—2)UiREE AT S [SSID) 2H7 v LT

Fv T T4 TR=2)VT)—TICSSID 77 7 A )L EBEEMAIT B
Wireless > Access Point > SSID Profiles DIBICA —21—& 27wy L. UTFOEEZFRRLET,

Wireless » Access Point » SSID Profiles o °

Thiz page shows all the wireless 551D configured on the controller. The first 16 55ID's are created by default.You can modify the default 551D, but we
cannot delete them. You can add and configure up to 16 additional 551D for a total of 32 wireless 551D,

SSID Profile List

entries [Right click on record to get more options] | a, |

SSID Name

VLAN ID Hide SS1D Security Redirect Captive Authentication

&

1 dlink1 1-Default Disabled None MNone Free None
2 dlink2 1-Default Disabled None MNone Free None
3 dlink3 1-Default Disabled None MNone Free None
4 dlink4 1-Default Disabled None MNone Free None
5 dlink5 1-Default Disabled None None Free Hone
[ dlinké 1-Default Disabled None None Free None
. dlink? 1-Default Disabled None Mone Free None
8 dlinks 1-Default Disabled None Mone Free None
9 dlink? 1-Default Disabled None Mone Free None
10 dlink10 1-Default Disabled None Mone Free None
Showing 1 to 10 of 16 entries |-} First || .| Previous | 1 | 2

4-22 AP Profile SSID &l

SSID Profile Configuration °

SsSID dlink 1

[Captive Portal Type

-

SLA
Permanent User
Temporary User
Billing User

Hide 551D

lgnore Broadcast

YLAN ID 1 [Range: 1 - 4093]

MAC Authentication © Local ©) Radius @ Disable
Redirect @ None O HTTP

Wireless ARP Suppression | 1 [

Mode

L2 Distributed Tunneling [ OFF

Mode

4-23  SSID Configuration EE

lEdit] Z@IRT 5L UTFOBEELSRRENET,
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¢. [Captive Portal Type| D TIVA T AZ1—HB1—H 214 THERRLET,

- [Free) - Fv 774 TR=2)V AR LIZEIRDT 7 £ AHFAIENE T,

- ISLAL- I RA—HlE. 77 RXEFAIINZHICT—EXLNVORBIELEE GV ET,

- IPermanent User| - A—AJL1—HD7—2~X—2Z_ RADIUS. LDAP. F/zld POP3 /5 & DERSEANDEIRNAIRES E W X T,
- [Temporary User] &7zl TBilling User] - SRaEATUEO— AV I—H T — 2= LGV E T,

TDBE. A—HIVET—2ZN=ADA—HFT AUV MINN—Z > FA—FDT7 AT T, [Captive Portal Type] T Permanent User ]
#32IR L. lAuthentication Server] T llLocal User Database] Z#RLE T,

SSID) Configuration o
-
SSID [atink2 | N
[ Captive Portal Type | Permanent User '| ]
Login Profile Name | default '| Create a Profile

Captive Portal Authentication Configuration

[Authentlc ation Server ‘ Local User Database v | l

Captive Portal SLA Profile

SLA Login Profile Name [ aetault v| create a profile
Hide SSID or

lgnore Broadcast OFF

VLAN [Range: 1 - 4093]

MAC Authentication ' Local ' Radius '® Disable

4-24  SSID Configuration &[]
d. [lLoginProfileNamel FILA TV AZa—H5, ARAAIAXLATAVR—IBEFERLEKT,
e. [Save] R2v%&=T7 1) v L%,
Fv T T4 TR=BZIVEEREINISSID EBEE[IFTENE T, VATV IDSREETANTRIFE. v 70 TJR—2)Wicad 195
DT F A TT7 0 TR=ZIVSSDICEG LTSV, FH T 70 TR—Z2IV2 Y N T—0TIPT7 RLRAZANITRE Fv¥ T 740 TR—2)UR—
I bO—SH0 AL LY FLET,

FREET — 2 N\—ZH RADIUS H—/\ZEE L TWAI5E. EOFIE c Tlk. lCaptive Portal Type] 1Z Permanent User] A3&4R L. [Authentication
Server] | [RADIUS Server] Z#IRLE T,

S5ID Configuration o
N
SSID dlink1
[ Captive Portal Type Permanent User v
Login Profile Name [ gsfaurt v | create a profile
Cgptive Portgl Auythenticgtion Confioyrgtion
ﬁuthentic ation Server ‘ Radius Server '| ]
Authentication Type ‘ PAP '|

Captive Portal SLA Profile o

SLA Login Profile Hame ‘ default '| Create a Profile
Hide S5ID OFF

lgnore Broadcast OFF

VLAN [Rangs: 1 - 4093

4-25  SSID Configuration &[]



4, FvTT A TR—2)OOTAIR=IDHRAEZIAR
Bl v L. UTFOEEARTLET,

a. Security > Authentication > Login Profiles Ol

,2 Security

Security =» Authentication » Login Profiles o °

Login P SLA | Custom CP Profiles

The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show entries [Right click on record to get more options] 9, |
default D-link Wireless Controller Not In Use

default2 D-link Wireless Controller Not In Use

Shawing 1 to 2 of 2 entries Vst | [ Brevios] 1 [INSxe || fast s)

Add New Login Profile

4-26  Login Profiles List I
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b. [AddNew LoginProfile] RZ>%&27 Uy o LT HLWTOT 71 IVEBMT 30N BHEO 07 71 )baks ) vy L Tkdit] Z#RL T,
TO7 7 )V ERELE T, UTFTOEEIFRREINET,

I.agin Profile Configurarion g

General Details
Profile Hame | |

Browser Title | |

Background @ Image @ Calor

Page Backeround Image ||| IIII‘

Default Add  Add Add  Add  Add

Minimal Page for Mobile m

Devices

Header Details
Background @ Image @ Color

Header Background Image |i|‘ | ‘

Default  Add  Add  Add  Add  Add

Add Add Add Add Add Add
Header Caption | |
Captian Fant ITahoma |Z||
Fant Size | Small |z||
Font Color | Red E|
Login Details
Lugin Section Title | Portal Login |
Welcome Message ! Plezzs Login! |
Error Message | Invalid UserName/Password |

Footer Details
Change Footer Content gj

Footer Content | |

Footer Font Color |While |Z||

External Payment Gateway

Enable External ﬂ:]

Payment Gateway

Session Titled

Message

Session Title2

Sesssion Title 3

Success Message | |

Failure Message

Enable Billing Profiles

Mo data available in table

Service Disclaimer Text Service Disclammer lext

Payment Server | IZH
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I5H =HER
General Details
Profile Name Fv T TR TATFAIVDEEEAN (FR) LET, ¥+ 77407707 71 IVEBDAMDIETE & H#ELE

L&,

Browser Title

FvTTATR=2)y 3 VRICTSTYDRA MUCRTIENSXFHNE AT LET,

Background

Fv IT 4 TR=ZIty Y a VRICERENAT A UR—IB, BRETIEHS—ERTTINEIHERILET,
« Image-RX—YDERE L TEEERRLET,
« Color-R—YDERBEERELET,

Page Background Image

IBackground. T lmage] #E LIIEE. Add > T7 7 A)VEIR) DIBICO Uy 7 LT, BIRT 74 )V&a7 v 70— R
LET, BREERL T ZEY )y LI Upload] REZ>%&D 1)y o LEY, BIRDERAT A K& 100k/\1 FTT,

Page Background Color

Background] T lColor] ZH/ELIHBE. ¥+ /74 TR—2IbEv > a VRICRRENAZRN—JDOEEBE TSIV
YUAZa—DOEIRLETD,

Minimal Page for Mobile
Devices

[ONJ 1€ 2 E|NAILTINA ARFIEDR—IEFRRLET,

Header Details

Background

T TTATR=ZIbty Y 3 VRICRREINZOT A UR—=IH, BIRETEIEHS—HRRT AN ESIHERIRLET,
. Image - R—I CEIGEZRLE T, Header Background Color] 7 —/U REFRAL T, SEEGEERIRLET,
BIROTRAT A Xl 100k /31 FTT,
- Color-R=ITHEEEERRLET, FVFRZVEFALC. BEERLET,

Header Background Image

IBackground] T lNmage] ZHE LIcIEE. Add>T7 7/ JVEIR) DIEICY Vv o LT BRZ 7 )Lb&E7 v 7O— K
LET, BIREERL TR &Y U vy LT Upload 2 > &7 U w7 LET, BIRORAY A RIE 100k /31 ~TT,

Header Background Color

Background] T lColor] ZRE LTeHBE. NV EADAT—ZTIVA TV AZ1—H5ERLET,
['Page Background Color] ¢ Custom] Z IR L7z 4&. [Custom Color] [IC HTML DA Z—O— FE ALK,

Header Caption

Fv TT 4 TR=Z) by avRlcadA o R—IDN\Y RICRRENDTFRAMNEANLET,

Caption Font

ANYEATHFAIDT 4> b EBRLET,

Font Size

NYLATHFAIDT 42 b A XZFRLET,

Font Color

ANYETHFASDT # > bBEERLET,

Custom Color

['Page Background Color] € lCustom] Z#IR LIzHEa, HIMLDAZ—O— R&EASILET,

Login Details

Login Section Title

(FT2aY) FvTT70TR=—2vaoA\OOTA VEICRRENDOT AV RY 7 ADZA MULKRRENS
THEANZEATILET,

Welcome Message

(FTvay)Fv T Ty arA0OdA VI LIEBEICERREINTIIVALA Y —IFAILET,

Error Message

FT2aV) FvTT4 7wy a3 \OATA VKB LIEBEICRTENT I —Avt—I%ANLET,

Footer Details

Change Footer Content

OJ7AYR=IDT v A=Y T VY \DEBEBNE BN LET,

Footer Content

[Change Footer Content] % TONJ IC LTz35E. 7V A —ICRRENADTF A M ZANLET,

Footer Font Color

[Change Footer Content] & TONJ IC LTetza. 7 v 2 —ICRRENSHT—Z2ATILET,

External Payment Gateway

Enable External
Payment Gateway

NERAAY ST =TT A ZBMCLET,

Session Title 1-3

v 3>DaA MlE 13 EFTIRELET,

Message

a1 ICERRENEAYE—IEBELET,

Success Message

LUy A VNIRRT END Ay DV RIEELE T,

Failure Message

vy a3 VERBESICRRINS Ay =V RIEEELE T,

Enable Billing Profiles

Service Disclaimer Text

RTENST—EABMEERELE T,

Payment Server

NAAY M —N\EEELET,

¢ Ta—IVRIET=2ZEASNL, [Savel R2>%&T Uy LET,

SREICHINY B &L [Operation Succeeded | # v —IDNRRENET,

d. TLogin Profiles List] T, A7 74 )LEHZ 1) v L. [Show Preview] Z#IRT DL JRELLTOT 7 A IV EBBTETEHNTELT,

O7AR=VDRADFREABITE > TWB T EEHRLET. ahBEVEE.

REITSCTFIED 4b & 4c ZEVIRLET,
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RADIUS #—/\%#D SSID 24—t > 7« 7—% (REESSID) & LTERTS
RADIUS B85 %#52 SSID AT BIld. LT OFIEEERTLET,

1. Security > Authentication > External Auth Server > RADIUS Server 2 FDIBICA 21 —% 7w o L. UTOBEAZRRLET,

% Security

Security = Authentication = External Auth Server »

Rad

NT Domain

Radius Server

L)

- | Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server

This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a databasze of user accounts used in larger
environments. If a RADIUS server is configured in the LAM, it can be used for authenticating users that want to connect to the wireless network
provided by this device. If the first/primary RADIUS server is not accessible at any time, then the device will attempt to contact the secondary
RADIUS server for user authentication.

Radius Server Configuration

Server Check

Authentication Server 1 |P Address

Authentication Port

Secret

Timeout

Retries

Authentication Server 2 |P Address

Authentication Port

Secret

Timeout

Retries

Authentication Server 3 |P Address

Authentication Port

Secret

Timeout

Retries

Server Checking

[192.168.1.2 |
[Range: 0 - 65535]
(s |
[Range: 1 - 9] Seconds

[192.168.13 |

1812 [Range: 0 -

[Range: 1 - 959
[Range: 1 -9]

[192.168.1.4 |

1812 [Range: 0 -

[Range: 1 - 999
[Range: 1 - 9]

4-28  RADIUS Server Configuration [EIE

TFOEELSHY EFT,
== i
Server Checking 71w LT Oy bO—3 & RADIUS H—/\BD#ESiE T A ~ LE 7, Authentication Server & L EFEIRRAFRRENE T,

Authentication Server 1-3
IP Address

RADIUS BREFH —/\D IP 77 FL A ZIEEL £ T,

Authentication Port

RADIUS X v —27%3X(E9 % RADIUS SREET —/\DR— b ESZIEELF T,

Secret TINA ADEFREFHD RADIUS H—/\ICOT A > TEDMBREANILE T, THULRADIUS Y —/\DIBRRIC—ET
BRBHHY ET,

Timeout O bA—ZH RADIUS H—/\D S DISEZRFDRE (B) RiEELE T,

Retries O bA—2HIBE DS BHIIC RADIUS T —/N\IiT S BalfTalfxisE LE T,

2. TJa—)bRICT=2%& AL MSavel R2>%& 7 1) vy LET, RADIUS SREET — N\ & EAT 27O BRI 277 L ARA Y bHAFREEINE T,

3. [Server Checkingl RZ>7%& 2 1) w4 LT, DWC-1000 & RADIUS H—/\IDEF AT A M LET,




FRERKRE
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© 7R FEEDRE
TOY N FRYDEBTHTY MIS—BHESZ N T AT MEERTHTENTEET, S N ERERET BICIE U TOF

EERITLET,

1. 70V TRV TIN—T%ERT %
a. Security > Authentication > User Database > Groups Dl

BICAZa—Z70y oL, LTOBEZRRLET,

Security » Authentication = User Database » Groups o °

Get User DB | Groups | Users | MAC Authentication

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.

Groups List
Show entries [Right click on record to get more options] &l |
Group Name & | Description ﬂ
ADMIN Admin Group
GUEST Guest Group
Showing 1 to 2 of 2 entries || First | Previous | 1 | Mext » || Last .|

4-29  Group List EE

b. TAdd New Group) RE2>%Z Vw7 LT, UTOEEZXRTLET,

Group Configuration °

Group Name | ‘

Description | ‘

User Type
User Type © Admin  © Hetwork © Guest
ldle Timeout [Default: 10, Range: 1 - 993] Minutes

Save

4-30  Group Configuration Bl

¢ JIb—T&EFHAE AT L. [User Type] T IFront Desk] %#IRE. [Save] R2>&E7 1) v LET,

2. JOYha—Y0EM
a. Security > Authentication > User Database > Users Ol

BIcAZa—Z27)v oL, LTOBERZRTLET,

Security » Authentication » User Database =» Users o @

Get User DB | Groups | Users | MAC Authentication

This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for setting policies
on users.

Users List

o 0[]

[Right click on record to get more options] fat] |

admin ADMIN Enabled (LAN) Enabled (OPTION)

guest GUEST Disabled {LAN) Disabled {(OPTION)

Showing 1 to 2 of 2 entries || First || .| Previous | 1 | Mext , || Last 4

Add New User

4-31  User List BIE
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b.

C.

3.

b.

FAdd New User] R&>%&7 1wy L. UTOEEEZFRRLET,

User Configuration o

User Name

First Hame

[Select Group

Password

|
|
Last Name |
|
|
Confirm Password |

Save

4-32  User Configuration &/

T4 =)V RIET—2%Z AL, [Select Group) TRIDFIBTIER L2770 M7 )IL—T%Z2IRL T, Savel RAa>&ET v T LET,

U707 7 A IVOVER
Security > Authentication > Billing Profile DIEICV U v 7 L. UTOEEZRKLET,

2 Security

Security » Authentication » Billing Profile o e

Billing Profile | Payment Gateway

This page shows a list of available billing profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles.

Billing Profile List

Show entries [Right click row to see more options] q, |
Profile Name © | Billing Statu @ | Description &

Mo data available in table

Showing 0 to 0 of 0 entries |.J First || .| Previous || Mext , || Last 4|

Add New Billing Profile

4-33  Billing Profile List EIE

FAdd New Billing Profile] Ra>& V1w L&Y,

BV 7707 7 A IVEREICE. AT T 21—bTEICAEDFIELG Y ET,

THIVED TAIY D TAIY D THIVED
YERR 77471 FEES ®7
[ |
TR/ FIRE

< TATYROER: —RNGET AT ME O—AIDT—EN=ADTAY T ATV ML > TERENE T,

c TATV DT T AT —RNGET AT ST O T« ThEN. BIICTEY ET,

« THOYbOREK: —BHNET AT ME FIRBREEISEEOMRICEELE Y,

« VATV NORT —RET AT M RIBHEE/ ERICERET O ESNICEDSTIRT L. O—AILDT =2 N—ZADSHIBRENE T,
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THEARE

RL—RNEED T TOT 7 AIVD2A TITEUTD 5 DHhH Y 7,
L —BENET A b OFBEEIE RSB L O TRIFRENE T 7 AT Y MMIFERS S Y 7 HT Y MMIEREN S EBRITE Y T

THIY D Thov D
R/ 77 74 71t LR /HET
o N\
\/ \/
| |
FI PR HAR]

o7 7a77AIVE RTIVTCERTHEVDIVFUFISBLTVWEY, —BNGETHTY ME AREZIDF v 71 VB 1F
BRENTEMCE) £,
—BN7E T AT > b OFIRRREIE. FREICL > THIRENE T, 7HUY MISERLSD Y. 7HUY FERMICAT(>T5E B

MEE &Y,
THIVED  THYVEDOTIT1 T TAIYED  THIV D
1ER (=FE %) EEES L

L |
AR

T TAT77AA)E AT IPEEGEETERTSHEVIVFUAITBLTVWET, HRATIE FRHOOT A VD SEE LR
WT. ERA V32— MT—EREFRTEET,

. —B7E7 A MIREDBEICEN T, 7A7> MIIERNS Y &7,

ThoV D THhov DT 71471 THhHIV D
1ERL (RFED BT & B5R) B/ /HRT
.’-—-—- D)
/
| |
I FHAR

o> 7Ia7rAE TLAAY T 7 LY ATERT2EWS YT UFITELTOVE T, BRETHNE. SIE>TANY FETUN
U DIEREBREICHAT HF1IC. FEEIET AT Y M EERLET, —BHNGET7 AT Y MIFEDOBRL SB/RICENETT,

V. —BSNET7 DY MIEREBELNHEIRENE T, 7HV Y MIIFBRT ETOERIEH Y Ao

TADVED TATVED ThoV D

ERL 77471k K/ HT

"--x - — /)
11 | L \I

FRE

ToeU>77a77AVE Ry bARY bTERTZEVNSITVFUFIBELTWET, Y—EX 70/ 21 FARREICE DV TEIR
H—ERIGRE LET, TOTAHYY M TIREHOTNAADNERICOT A>T HIENTEET,

—BGET AT MEER NS T v VEBIRENET T, 7HTY MIAIRIFRT ETORBRIEH Y LA

V.
FHYYID FAYY D PR RO
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¢ TA4—IVRIZT—2EHANLET,

Captive Portal Billing Profile Configuration °
Profile Details
Profile Hame
Profile Description
Allow Multiple Login | or
Allow Customized account | oFF
on Front Desk
Allow batch generation on | | ore
Front Desk
Session ldle Timeout | | Default: 10, Range
Show alert message on login | | '_chr lz‘
page while rest of usage IS
time/traffic under
Basic Limit by Duration
Valid with Begin and End time | oFF
Basic limit by usage
Maximum Usage Time | oFF
Maximum Usage Traffic | oFF
Unit Price
Set Price | oFF
4-34  Captive Portal Billing Profile Configuration [E[E
MTomEELS &I,
EH Eis
Profile Details
Profile Name BEZ#NT 2707 7 A IVAEI/ELET,

Profile Description

TO7 7 A VDA EIEE LE T,

Allow Multiple Login

[ONJ (LB & EROI—HIE BFICO/ A TEBLIIC. CDOTOT 7 A INHERBEH THBDRECF v+ ST+
TR=2)bDOT A ViIBRERFERTEE Y,

Allow Customized account
on Front Desk

[ONJ IcdB&. 7AVNTRY AL cOTOT7 7 A IVHERFEH THBF v T7 14 TR—2)V1—FIcH

ABZRA AL OV b2ENETELT,

Allow batch generation on
Front Desk

TONJ (CF B &, 7AY TR A=HE T2 7w o T —BNGF v IT7 0 TR=2)V1—Y2—ELTE

CELT,

Session Idle Timeout

z®75774ww$ﬁéntCP1—ﬁ®74Pw&4A%%ELi¢O

Show alert message on login
page while rest of usage
time/ traffic under

MAERE/ STy 7E0FRLELHIRICENELEIC, BEA Y L—IZEIET BTl
IMEZANLEY, 10) & BEXAvE—IDHRETHE L\ t%:‘%bi‘%

Hours/Days/MB/GB

Basic Limit by Duration

Valid with Begin and End
time

Duration N— X DHIRE BN E feldENIC LT T,

Valid Begin

I PTERBE CI—T07 7t A %GRT 24521 T=BRLET,
BICTHOY NET T 4 I LET,
THAOVNET T4 TMELET,

['Valid with Begin and End Time JZ&%hic LTz 54
. Start while account created - 1—HHMEREIH T DIHE
- Start while account login - SFRAE A FEA LT, 21— ﬁd)E—@JUDEW/(/E—;
- Begin From- ZOBRMAHOST AT b ET V74 TILLE T,

Start while account created

[Start while account created] Z#R LTe38E. 7« —/U RICEZE AT L. B (Hours £7cld Days) &R L T,
MAREERELET,

Start while account login

['Start while account login] #3R LTz
AEZERELET,

6. 71—V RIEE AL, B (Hours E7/z1& Days) Z#2#RL T, Fl

Begin From

IBegin FromJ Z#RLIcHmE. 7HV Y FHABEMICEHHEZERLET,

Allow Front Desk to Modify
Duration

['Valid with Begin and End Time] ZBICT 2356, COF T3> & TONJICT A LT, 7OV M F A7 1—4

IR RSB ORIRZRECEE I,

Basic Limit by usage

Maximum Usage Time

TATY NOBRNINDHIIC, I—YHRY A VMR CELIRARBEZBMNE LIIBMCLET, TON] =&
ELEEE. 74—V RITEZ AT L. BN (Hours &1zl Days) Z&R L. FIREREZRELE T,

Maximum Usage Traffic

TATY OBRNMINDHIIC, I—UDMERTESRA N T T4 v U ZENEIFEMICLE T, TONJ ZI8E
LIZa. 71—V RICEZAT L, B (MB E72ld GB) ZBRLE T, AAE M T 7« v I DS Eign A
ICDOWTCERENDEDELET,




FRERKE

Ko

HE ]

s&ll

Allow
Usage

Front Desk to Modify | T'Maximum Usage Time] £ 7zl& Maximum Usage Traffic)] Z8ZIC T 23HE. CDA T 3 > A TONJITT BT & T
70O 7R A—FREFIBHIRERETCEE T,

4. 7
a.

d.
e

ANF Y TT A4 TR=BZIVDA VR T 1T —AERIRT 5
Wireless > Access Point > SSID Profiles DJEIC 1) w27 L. [SSID Profile List) BiEmz=&Rn~LE T,

F¥TT a0 TR—Z)EEEEERT S [SSID) A2 1w LT, lEdit] Z&RLEY,
TIVE D AZa—h5 [Captive Portal Typel ZEIRLET,
Save] Ra2VET v LEY,

SSID AEHWAP 7O 7 7 A JVICEEFSNTWSEHE. AV 7140 L— 3 vAZFT BicéITiE. Wireless > Access Point > AP Profile
TAP7O7 74 IV EBALET,

5. TANTHDY b EERLET,

a. [http://<ip_address>/frontdesk] (f5 http://192.168.10.1/ frontdesk) % AF3 L. IFront Desk] X—lcO4 1> LEd, [Front Desk] ¥)b—
FNAER L eI —FD1—F&E/NNRT—RE AT LET,

D-Link

Unified Controller -

Please login to access D-Link Unified Contraller (DWC-1000] to manage and use the device,

Login

Username ‘admm |

Password ‘ ----- |

435 FRNFvTT o TR—2)VEE
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b. EUXITOT77AIVEERLEY, BEITHLC T RAEZBELEY, [Generate] R2>Z7 w7 LET,

This page shows information about Front Desk profile and generated users.

Billing - BillingDesk

Select Billing Profile dlink r

Billing Form | View Accounts

dlink - dlink_billing

Start While Account Created 1 Hours

Expiration Date and Time |1DH§J’ZD14 11:30 PM | (set time from below)

MM DD
Generate

MM AMIPM

HH

4-36  Billing - Generate EIH

¢ [Printy BV UV TBHTET. He
hME1DTY,

BHREEDLET, BRIEA >V 2—2y b TUVRIGREENE T, —EIERTCESR1—YT7HU Y

Billing Profiles Configuration

BP1's User Accounts

Username HS_8U72f
Password c13QL9Y
Maximum Usage Time 1 Hours

l Print ‘

4-37  Biling Profiles Configuration B
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K

6. 1—VTHYY FOREEE= 21UV LET.
—BGTHY Y FORESEOTHY Y M HIEEEYRBRE TR EZ2U VI LEY, EREN—BINRRECONTLE1—F5

a.

fe&lTik TView Account] 2 7%2 U w7 L. LUFOEEEZRTLET,

This page shows information about generated frontDesk users.

Billing Users

Select Billing Profile dlink T

Billing Form View Accounts

Show entries

[Right click row to see more options] | o, |
User Name Expiration Date @ | Usage Time Left(in Seconds andwidth Usage Left(in MB, ]
HS_M7C8u 10/19/2014 23:30 NA NA
HS_S721T 10/19/2014 20:10 NA NA
HS_wWD99 10/19/2014 23:22 NA NA
HS_X96u7 12/19/2014 20:13 NA NA
Showing 1to 4 of 4 entries |} First | Previous | 1 | Next » || Last

4-38  Billing Users &l

b. 7HUYMEERL. &7 v I AZ1—h5 [View Details] ZERL T FLWMEREZSRBLET,

a.

EE

b.

BP1's User Accounts

Username HS_ w8277
Password ifelT2Uy
Maximum Usage Time 1 Hours

4-39  Billing User Account [

I—HTAHY Y ORI EONEESE

ThHovNERYZ ) w7 L, TExtend Session] Z3&ERLE T, FERRE/ NS 71 v I/ EFHTEELET,

Extend Session Configuration

User Name HS_X96u7

Expiration Date/Time [12r1212014 20013 | (set time from below)

MM DD YV HH MM AM/PM

4-40  Extend Session Configuration E[H

Security > Authentication > Billing Profile > Billing Profile @ TCaptive Portal Billing Profile Configuration] EE ¢ [Allow Front Desk to

Modify Usagel & TONJ ICASEIWEZ TLEEL,

Savel RR>%ZEY ) w7 LET,
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BYOD IRIZDRE

BB BYOD (Bring Your Own Device) D b L Rlid. v bT—=2tF 27 1 PERICBIF2FH LUOETT ., REENETICBEDT/N(X
EFEATAHIEEHTATEHLDRUMTIE. LBV T I VALEERZHFLTOEY, LH L. ZORE. BADT/N\A A%ZFERT 5
ET bRV NI —7EF 21U T4 EIERRERERTTIRENHVET, EDLSIC. IHMRELIT/NAREBADT/NA X (BYOD 7
INAR) ZEDTENNE TF—LDEGZAY EFTVET,

TINA ZD MACFREEEFER LT ZDT /A AFSEHRHELI2E DD, FIZBEADEDHEND T EICEDE, 77472 MIFED SSID &
BEEMITE T, SSID AEA LIcd N TOESICIK. HERAENE5T 5a0lC. FREIDRITHNES ENE T, BYOD fxft/‘é RET BITIE. UTDOFIER
KITLET, :

Firewall
A~/ ﬁ— o
S S
o Le)
i a ‘B 1321y F DWC-1000

L2/3 21 v F @ @
PR,

.-—//I

SR Yo " VR Y Y

55101: dlink_corporate (VLAMZ)
S5102: dlink_byod [VILANZ)

Private NB Corporate-prowided NB
00:13:02:69:7F:E9 08:11:96:71:00:00

4-41  BYOD Configuration B

& SSIDICBIFBREAUEERG VKT,
- dlink_corporate SSID
TOSSID G R TRELIeT/\A R & ERA L TIEHET 2 D-Link DIEEBRATY, sREHLIEETR T T 51 7/ XD MACEREEE F v 77 «

TR=2)N=EREE LET,
- dlink_byod SSID
ZDSSID . BADTI/INA R (BYOD 7/ R) ZERLTIEET S D-Link DIXEERTY, SRMHBERT TAITE. Fv T70 TKR—4

WepBEELET,



THEARE

K

a.

b.

(N

XY NT—=0T—F T F vITEDVTVIAN ZRET S
3DDVLAN ZERL L £ 9. VLANTIE T 7 2 ZRA > NEBD 8D T 7 4 /U b VLAN TVLAN2 14 SSIDTdlink_corporate | (CBSET 2 ~ 5 7 1 v
2 . VLAN3 |Z SSID Tdlink_byod] (CBHET S T4 v IHTT, VLANT ZR—F 1D 3 DDAV /Ny FICBREMITE T,

Network > VLAN > VLAN Settings DJEICA Z2—%& 27 ) v L. LTFOEEZRRLET,

B Network

Network » VLAN » VLAN Settings o 0

The controller supports virtual network isolation on the LAN with the use of VLANs, LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN List
Show entries [Right click row to see more options] | |
Name VLAN ID | IP Address Subnet Mask " Captive Portal | Authentication Server
Default 1 192.168.1.100 255.255.255.0 Free None
VLAN_10 10 10.10.10.1 255.255.255.0 Free None
Showing 1 to 2 of 2 entries 1| First || .| Previous | 1 | Mext 3 || Last 3|

Add New VLAN

4-42  VLAN List [E[H&

FAdd New VLAN] RE2 >z v L. LTFOBEEZRTLET,

VILAN Configuration °
VLAN 1D || Defoult: 1, Range: 2 - 493]
Name ‘ ‘
Activate InterVLAN Routing OFF
Tt Earial Tops ‘ Free v‘

Multi VLAN Subnet
IP Address \ \

Subnet Mask ‘ ‘

DHCP

DHCP Mode ® None “ DHCP Server U DHCP Relay
LAN Proxy

Enable DNS Proxy OFF

4-43  VLAN Configuration EmE

VLANID & VLAN % ZASILE T,

d VIANOIP7 FLAZANLET,

Save] Ra2>EZ W I LET,
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2. VLANT ZR— b 1ITHBIF2 Trunk E— FD 3 DDA /N>y FICEERMIT 2

a. Network >VLAN >Port VLAN DJEICA —a—%2 v 7 L. UTFOBEEERR-LET,

M Network

Network » VLAN » Port VLAN (7 (<)

This page allows user to configure the port YLANs. A user can choose ports and can add them into a VLAN.In order to tag all traffic through a specific
LAN port with a VLA ID, you can associate a VLAN to a physical port. The VLAN Port table displays the port identifier, the mode setting for that port
and YLAN membership information. Go to the Available YLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

[Right click row to see more options]

port1 Access 1 1
port? Access 1 1
port3 Access 1 1
portd Access 1 1

Showing 1 to 4 of 4 entries

4-44  Port VLANs List Bl

b. R—hr1Z&HY Uo7 L, TEdit] ZZRLT. UTFOEEZERTLET,

Port VLAN Configuration e

Port Hame Port1

[Mude |Trunk '| ]

VLAN Membership Configuration
VLAN Me mbership 1 -

4-45  Port VLAN Configuration [BIE

Mode] VAT AZa—hH5 [Trunk) ZFEIR L. TVLAN Membership] #®D VLAN1T-3 (Ctrl F—%3LfcfEk. 1. 20 357w )
EERLET,

c¢. [Save] R2v%=71)vILET,



FRERKRE

3.

a.

b.

2 2D SSID (dlink_corporate & & U dlink_byod) ZEs L. 2N 5 2 DD SSID (CZNZHN VLAN2 & VLAN3 ZE|) HTH T,
corporate] |1ZHIF5 MACREEEBMCLET,

Wireless > Access Point > SSID Profiles DIBIC A —a—%%7 1) v o L. UTOEERERRLET,

Wireless » Access Point » SSID Profiles

This page shows all the wireless 551D configured on the controller. The first 16 551D°s are created by default. You can modify the default 551D, but
we cannot delete them. We can add and configure up to 16 additional 551D for a total of 32 wireless 551D,

SSID Profile List

[Right click row to see more options] | a, |

VLAN Hide SSID & Security & Redirect & Captive & Authentication &

1 dlinki 1-Default Disabled Hone Hone Free None
z dlink2 1-Default Disabled Hone Hone Free None
3 dlink3 1-Default Disabled Hone Hone Free None
4 dlinkd 1-Default Disabled None None Free Nane
5 dlink5 1-Default Disabled None None Free Hone
6 dlinké 1-Default Disabled Hone Hone Free None
7 dlink? 1-Default Disabled None None Free None
8 dlink8 1-Default Disabled Hone Hone Free Mone
9 dlink% 1-Default Disabled Hone Hone Free Mone
10 dlink10 1-Default Disabled Hone Hone Free MNone
Showing 1 to 10 of 16 entries .| First | Previous | 1| 2

Add New SSID Profile

4-46  SSID Profile List [

FAdd New SSID Profile] R2>%& 27 1) w7 LEd, SSID dlink_corporate] & Tdlink_byod] #/ERLLE T,

SSID Profile Configuration °

5510 dlink _corporate B
default ¥ | Create a Profile

Captive Portal Authentication Configuration
[Authentication Server v‘ ]

Login Profile Mame

‘ Local User Database

Captive Portal SLA Profile

SLA Login Profile Name default " Create a Profile =
Hide SSID OFF
lgnore Broadcast OFF

VLAN 2 [Range: 1 - 4093]

MAC Authentication

® Local ! Radius ! Disable

4-47  SSID Profile Configuration B - dlink_corporate

551D Profile Configuration °
©
551D ‘cnm«,nyo: ‘ B
oo T T ‘ Permanent User v‘
Login Profile Hame default v | create a profile

Captive Portal Authentication Configuration
Authentication Server

Local User Database '|

Captive Portal SLA Profile

SLA Login Profile Name default v | Create a Profile L
Hide SSID or
lgnore Broadcast OFF

MAC Authentication

[Range: 1 - 4093]

) Local ) Radius ® Disable

4-48  SSID Profile Configuration EIf -dlink_byod

T 5. SSIDMdlink_
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QLJ:
s

¢ mADSSID D [Captive Portal] #4830 LT, Captive Portal Type] (T Permanent User] Z3RL &Y,

d. SEFT—/N\EBRLET, BT —/Nd. O—HIVDT—2ZN—Z KT FANEERIET —/\ (RADIUS) DWENHTT,
e. VLAN2 & VLAN3 #ZnZn [dlink_corporate] & Idlink_byod] (CEIW ETEY,

f. [dlink_corporate| |cd1F5 MACEREEZBMCLE T,

g. [Save] R"a>&m7Uv I LET,

4. AP TOT7A )L TBYOD]) ZER L. CDTET 71U SSID ZBBEMITE T,

a. Wireless > Access Point > AP Profile DJBICA —a—%20 1) v LK,

b. TAddNew AP Profile] R&>%2 v LET, 70T 7L [BYOD] Z1ERRLET,

AP Profile Global Configuration e

A i i i B
‘Prnfﬂe Hame EYOD '

Hardware Type Any v
Wired Network Discovery [Range: 1 - 4093]
VLAN ID

Configure AP Profile Radiol
Radio Mode 802.11a/n

Configure AP Profile Radio2
Radio Mode 802.11bJ/g/n

Configure AP Profile QoS Radiol
QoS Radio 802.11a/n

Configure AP Profile QoS Radio2
QoS Radio 802.11b/g/n

141

4-49 AP Profile Glocal Configuration [EIE
¢ [Save] REYEI Uy I LET,
d. TAPProfileSSIDJ] #7%& % 1) w2 L&, [APProfile] T BYOD] Z#ERL £,
e. [SSIDJ R T Idlink_corporatel #z5H4 1) w2 LT, lEnable] Z##IRLET,

f. Tdlink_byod] #IzE5&2 1) v o LT, [Enable] Z#RLET,

Wireless = Access Polnt « AP Profile « AP Profile 551D a0

AP Pioliles | AP Prolile Radio | AP Profile 5510 | AP Prolile QoS

This page displays the virtual access point{YAP] settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Sel Identifier{5310). We can configure and enable up Lo 16 VAFs per radio on sach physical access point,

Access Point Profiles 5510 List

AR Frofile §-BY00 |=

Radie Mode & B02.110a/n a02.11b/gin

2 purale - Enabied Hine Huste Permanznt
2% _byud - Lizabibed Hune Humne Permanent
3.dlinkd - Disabled Hone Hone Fren
4-ilinks - Disabled —— Pisabled Hene Hone Fron

4-50 AP Profiles SSID List B/



5.

g. MADSSIDIE. TNT BYOD] SSID 7017 7 A JUICBHEMIF 5N E LTz,

A—AIVDT—=ZN=RF v TT7 10 TR=ZIVT7Ho > b EERLET,

a. 11— )L—THEERT BITIE. Security > Authentication > User Database > Group DJEICA =1 —%2 1) v 7 LET,

b. TAddNew Groupl R2>%&27 1w L, UTOEEmEFRRLET,

Group Configuration

Group Mame

Description

IEmp\oyee

| Employses

Us
ser Type

O Admin @ Netwark

O Front Desk O Guest ]

SSLVPN User

i

[Cap tive Portal User

Idle Timeout

e

=

.- 899] Minutes

4-51  Group Configuration [Bj&

J)b—7 TEMPLOYEE] Z{ER L Ed, lUser Type) #&T INetwork] Z3RL. lCaptive Portal User] % TONJ (CEIWEZ £ T, lldle

Timeout] DfE (5) Z#ASILET,

c. [Savel R2VEH)vILET,

d I1-—97H7> EERLET, Security > Authentication > User Database > Users DJBICA =1 —% 271 v o LET,

e. [AddNewUser] R2>%21)w s LT, LTOEmERRLET,

User Configuration

User Name

First Name

Last Name

Select Group

Enable Password Change
MultiLogin

Password

Confirm Password

‘ user_name

‘f_nams

‘Lname

[empLovEE

[ Tor
=

4-52  User Configuration [E/E

T4 —JU RICATI#. TSelect Group] #D EMPLOYEE] %#EIRLE T,

f. [Save] R2>%=07 1) v L%,
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6. O—HILDT—EAN=RITT /A XD MACEREET —ZN—AZAER L £,
a. Security > Authentication > User Database > MAC Authentication 2 7DIBICA Za2—%27 1) vV LE T,
b. TList Type #&ICIRTED Y R b DA AT (White-List F 724 Black-List) NRRENE T, RELZF T BITIE 32—V DIF|E5: MAC FREFE—
PR | ZBRBLTREN,
Security » Authentication » User Database » MAC Authentication 0 @
Get User DB | Groups MAC authentication
The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to add new clients or modify existing
clients to the database.
MAC Authentication
List Type @ Black-List @ White-List
MAC Authentication White-List
Show entries [Right click on record to get more options] | 5, |
MAC Addres: ame i
Showing 0 to 0 of 0 entries || First || .| Previous || Mext » || Last |
4-53  MAC Authentication White-List [EIE
C.

F'Add New MAC Authentication] RZ &2 1) w7 LT, UTFOBEmAERTLET,

MAC Authentication Configuration

MAC Address [ \

©) Deny

Name ‘

Authentication Action @ Global O Grant

4-54  MAC Authentication Configuration EE

TINAADMACT RLREBHEATILET,

d. [Save] R2>%=EI Uy I LET,

I E MAC REET — 2\ — R ASMEBEREES —/ (RADIUS) THBIA. 42 X—J0) [FIE 8 RADIUS #—/ V& SSID £ —
VTR LTERT 5] ABBLTREEL,

7. XY bT=UDSTIEARA Y b ZERRELT, BELET, 5= [FIEIEET L7V LARA Y bDER] Z#HBLTIZEW




H
¢
i
B
4
G

ZTHSBBITNELM

EBEDIETA VA M—ILTBHE, EEOY bO—Tld 255 X=TD [{J85% B TIHHEBFET | ZEA LIRIEOERBDIENE T, TN5D
ZLDA—TEZDRRITESLE T,

ElF

o

Fle. RGO bO—JlE. KUSEGEEAFBLIEVWI—YICEEZI Y 747 L—Y a3 VERELES, XDt r Y 3 > CldERI > bO—
SOBERREICOVTEEH L TVET, INSOBEFER L TUOEWI—HIE BT R— X2y 7587 RNNAZALEVERY  Egay ~O—
SOBREERIFDNETIEHY A,
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BEGERLANGRE

B55F SEGHERLANRE

ZLDA—HIF FETHALERZETTD TCID. ARRGEER Y b7 — 7 PEMEGEBCIE. &F1Y M O—S0BERRENIVELE
WET, ABTIE. UTIERL—RANICERIN2BELRREICOVTEEHLTVET,
BH Eiis SIEN—D

WLAN D—REHI75ERTE

TRTCOEENRT 7V ARA > MSIUEGEO Y bO—Z1c/O0—/UVEREETWVET,

T v 2 RIVEHEIEEERN

Fr VTV A XLEFEENERELET,

WIDS BE

EIRR Y N D= N\DBAZBRE L. Ry T — U ZRET HHICEENICT 72 30 2RTLET,

Distributed k> % )U

Distributed b > XJIVDRE. b XIVTZ AT 2 MBI ABERERRLET,

WLAN fRE1L,

By N = DBERENFME L TRRLET,

AP 74 ZANU A

B NO—SET I EARA Y FOBREETVET,

BEIARDT VL ARA > b

I hO—SHEEBIT BTV EARA Y a7 —2ZN—RIEM. B, HRLET,

AP 7T 7AIL

TOCARAY DAY T4 =232 T 74V aRELET,

SSID a7 74 Ib

SSID 7O7 7 A IV ERELET,

WDS #E WDS OB ) —TEZD) o %FELET, 93
77— E73Y bO—SDREETVET, 97
AP T 7= 720 A= R | T7O9CRARA NDT 77— LT T 7 DBHETVNET, 99

Ry kT — o O E EPIEEER L TV ARE L 1—PIC L BREERELE T,




BETERLANRE

WLAN DO—#gr) 555 E

FWLAN Global Setup I, F'AP Validation] 33 & T TCountry Configuration] 72 & IRNTDEEWERT 7 L XRA > FBLOEFEI > rO—Zc/O—
INVGEREZEITVE T,

WLAN QEFRRE
Wireless > General > General X = 21—
WLAN OEARGREEZTVE T,

1. Wireless > General > General X =1 —D|BICAZ21—%7 1) v L, UTFOBE@mEERRLET,

-
.

Wireless B Network

€ Status

Wireless » General o o

This page will guide you through common and easy steps to configure your DWC-1000 router WLAN global settings.Make sure that WLAN controller is
being enabled for working of wireless functionality.

General Setting

WLAN Global Setup
WLAN Controller Operational Status _'_ oM

IP Address 192.168.10.1
Peer Group 1D |

Client Roam Timeout

O]

30 Rang 20) Seconds
Ad Hoc Client Status Timeout [24 ] (Renge: 0-168] Hou

’23.7 gai i

AP Failure Status Timeout
Client MAC Authentication Mode @ White-list O Black-list

RF Scan Status Timeout 24

Detected Clients Status Timeout 24 [Range: 0 - 168] H

Tunnel IP MTU Size @ 1500 © 1520

Cluster Priority

!

AP Client QoS l_[ok
Radius Authentication Server | Default-RADIUS-Server |
Radius Authentication Server Status Configured
Radius Accountine Server | Default-RADIUS-Server |
Radius Accounting Server Status Configured
Global Accounting Mode [—[ow

AP Validation . =
AP MAC Validation @ Local © Radius
Require Authentication Passphrase I_[c#
Manage AP with Previous Release Code ’_[W

Country Configuration )
Country Code | US - United States M|

5-1 General Setting B

2. UTOmEEZANDLET,

HE Bz
WLAN Global Setup
WLAN Controller Operational | 3> b O— > DOEAR LAN HEEZ B / I LE T,
Status
IP Address RO MO—JDIP 7 FLAZRRLET,
Peer Group ID KRRy D=V EEBRY Bledlc. VIR Z (ET77)0—7F) AT, 48FTHOOY bO—Z&HICET

ELTEEOY PO—SERETSHIENTEET, £/ bO—JALE. 77 EARA > MBET 51E#HE
HETHIETCB3A—ZVIEFRRLEY., E7ETIV—TIDICKYIIL—TDIrENET,

Client Roam Timeout GSAT 2 NET I RARA Y MEOEFHHIINTH S, [Associated Client Status] ') A A5 Tk UABIBREN
BDETCOEBERELE T, UAMIERF RF v UICLDBENS5B LIEERE (Age) HERRIN. TDEHTD
TA—IVRTIE LTHEICRELIBEICZOI Y FUIEU A MDSEIBRENE Y,

Ad Hoc Client Status Timeout | TAd Hoc Client Status] J A MCITY MU ERRLTHEREEIEELE T, A MIERF RF v Vick2BHEL
S8 LR (Age) BFRREN. CDEHNT DT+ —)U RTIEE LIEICERZELBICZOT Y bk X b
SHIBREINE T,

59



60

BEGERLANGRE

EH

ELiE

AP Failure Status Timeout

['Ad Failure Client Status] 'J A MTIT> b ARFT 2EMEZIEELE T,
B LTeER (Age) NERRIN. TDEHNTDT 1 —JU RTIEE LTMEIC
BRENEY,

1) A RITIE RF ZAF v I L 2R D 5 #E
HELEICZOTIY FUIEUX D SH]

Client MAC Authentication
Mode

[White-list) F7fzl& MBlack-list] Z#IRLET,

RF Scan Status Timeout

RF Scan Status] UXMZIY M) EFFLTHEBEIEEELET,
B LI (Age) AERRIN. TDEHNTD T+ —)U RTHEE LIEIC
HIFRENE S,

U7\ MTIE RF A v VT K BIREHD 5#F
ELKICZDOIY FJIEU X DS

Detected Clients Status
Timeout

[Detected Client Status] J A MTIT Y M ERFLTHBEEEELET,
OSBRI (Age) BERREIN. TDEHT DT 1« —)b R THEE LifElc
DoHIBRENE T,

A MZTIE RF A% v VT K B
HELREICZOTY MUIEUX b

Tunnel IP MTU Size

v D= ICIBEND PNy FOREAY A XEIEE
IPINTYy ST O RARA Y NEEGEO Y FO—ZBE bR IS 556, FXIVEBBRRIT/NT Y M
ARNE20\A FFDOIEINLE T, THUL 1500 /314 FDIP MTU A RITRESNTWB 7 ZA4 7> MO\ BifE
Dxy NT—=04 2 TSDRAMIU YA XEBZ T, 1518 (1522 DR IHRE) INA bDT L —LICEHBEEN, &
EENDERESDZD T EEBHRLET, FYRIVIPMTU YA ZEEDPTE M5 Ty oA T7O—F BR—
(ot LIRS MTU ZEED T RER D Y £ 9,

LEJ. MTUIE b RIVVAP ERRIFTCERENE T,

GRS LITORUERBLTIES. NIV IP D MU YA XEEDTREILH Y T A,
SRy T =213 R YRV OEERLE A

b RUVOE—RiE BRSOy M EBDOBE NS T4 v 2RI ERINE T,

E X VTFE—RIE HTTPGEED TCPAR—XD 0O h JVICEIFEREINE T, CHUET T TCP it

D VZIVNTED KDICT IV CRARA Y SHBEBNNCRALIT A Y A RERDELHHTT,

Cluster Priority

ISAZ2aY FA—SORHDD C$II‘/I\EI SOBREAIEELET, 75X§P\]??%EL‘@%T%%O
EROY FO—TH Y ZRAZOY FAO—ZITRYET, @ﬂarb\@“«m)%?:/m ZTCRILCTH 2%
HEWIP 7 FLRABEEFOEGRI Y ~O— 775\77293/#[! IRV ET, BRE O I, ﬂﬁ%?:l/l*lj*
SO Z ARV FA—ZICENENWT EZBRLE T, r%mb\%%riZSST?

AP Client QoS

TZAT >k QoS HEEEBENEITENCLET, BNCTEHE V5472 b QoS HREIFZTDEEIRY T DN
IR NZ 7« v 7 ITBAETNS EATR ACL /el DiffServ R 2 —£EITENE A,

7747 QoSHEEE. BRI FO—SDT T A1) QoS HREE IR N A1 VETHEELE T, £YFFLLC
MwRZE 7RV ~A—)VU XS (ACL) & DiffServ RU S —Id77 7 £ XRA > MMERT 2880 5147
¥ MCGERENET,

Radius Authentication Server

RADIUS 8REF T —/\&ZIBE L& 7,

Radius Authentication Server
Status

RADIUS S35 —/ \DIREEIC DV TR LE T,

Radius Accounting Server

RADIUS 7 Ho > T4 7 —/I\EIBELET,

Radius Accounting Server
Status

RADIUS 7H D> T 4 > T H— /I \DREICDWNTRRLE T,

Global Accounting Mode

IO—=INVT AT YT 4T E— REBMLEKT,

AP Validation

AP MAC Validation

IS FO—JH TV ERARA >V FEEET B18ITE. Valid AP 7—2ZX—=XITT 7 RRA > bD MACT
FLREBMLEYS, cNlE. 200> bA—ZTO—AJUc, £EAEERADIUS —/N\TRESNE I, T
FO—SHAMBOERET Y FO—SDEEFICEWT 7 EARA > b EBET S E. Valid AP T—2X—RUcH BT
JEARAVEDMACT RLRAZRERLET, T—E2X—=XTMACT RLADEFEFEINE. J>hO—ZF7
TR RARA Y bDOFRA ATV, BROEENRELET,

TORRARA Y FDFBEHERT 57 —2N—R & FERLE T,
- Local- A—AJ/LD Valid AP 7—ZN—=XCKT 7w ARA >V FDMACT RLRAZEMLET,
« RADIUS - #M28 RADIUS H—/NIC& 7 7 ARA >V DO MAC 7 RLURAZHZELE T,

Require Authentication
Passphrase

RA T avmBERTBE TUVRCARAY MADY bO—Z &I BRI RE LY £, £lee R
A R7OVE— F\}ic‘:@\/ahd AP F—AN—RIThBTZE. T EARAY |~ L/\le/ A% E 732‘9“6%\

HYVET, RZYF7AVDT7 72 ARA Y MONATLU—XERET 518 TOCARAY FDE
Web Ullc@ %'+ > LT, Managed Access Point| EIEICEENT BH. £icld 7 ’7JGX/T§’/(\/ NoYal LZD@/(‘/
LT Tset managed-ap pass-phrase] O< > RAEFRLETY,

HO—7#)b7 Valid AP 7—Z2X—=RUH BT 7 L ARA Y MUNAT L—RXEZRTET Bizsdlcik. [Basic Setup E
mHSValid APIZ2 7% ) w7 LES, RICTILRARA Y FOMACT RLRED 1w 7 L T.lAuthentication
Password] 74—V RICINATL—XZANLET, SBAEENCHET HE. AV FO—IH TV ERARA >
bERRA LEERICEREEATTLVE T,




BETERLANRE

HE B
Manage AP with Previous HWI 7LD I TERDT VARA Y M ERRB LT, BELET,
Release Code
Country Configuration
Country Code EO—RFESEROOAY bO—F TV ERARA Y b EBET 2EEZRIEI— FEBRLET, MIRBEICRET
HFANFECELICERZY ET, ELVWEI— FEERL. WLAN Y X7 LAHERT 2EDRAIEETT 5L DI

LTLIEEL,

3. [Save] Ra>Z7 Vw7 LT, I bO—>%ZAREEDBICEHRLET,

F ¥ XRIVEHE L X(EE

BRI bO—F(ClE. RFFSEZRRICHZ BTedl. BT TV EARA Y MOREDRF Fv VX VEFERITNELNZ BB THIMIT 5. Fv 2L
TSUTIWIVRLDBVES, FyoRIVTS07IVIVALEEBNCTSE. BRIV PO—SF BETCHEET 7 LARA Y bHMERAL

TWBTF v )V EEHNICEHE L. IREDT v > RIVICTFEDROONEBEITE. TDF v RV EEBLET,

F ¥V RIVEHEDERE
Wireless > General > Channel Algorithm X Z 21—
FvoxIVT7 IV X LZHRET HFIBIFLLTDOBY T,

1. Wireless > General > Channel Algorithm > Channel Setting DIBICA =21 —% 27 v o L. LTFOBEEEZFRRLET,

Wireless » General » Channel Algorithm » Channel Algorithm 5 GHz o @

Channel Setting | Manual Channel Plan | Channel Plan History

Through this page we can configure AP frequency related parameters for 5 GHz radio channel.

RF Channel 5 GHz Settings

Radio 5 GHz (B02.11 a/n/fac)

Channel Plan Mode * Manual - Interval - Fixed Time

lgnore Unmanaged Aps

Channel Change Threshold [Default: -82, Range: -99 to -1]

n o a
@ [x]

Managed AP CH Conflict Threshold

[Default: -56, Range: -39 to -1]

Cancel

5-2  RF Channel Settings [Bim - Manual

L . [ 3 T Maintenance
= Wireless rork £ Security £° Maintenance

Wireless » General » Channel Algorithm » Channel Algorithm 5 GHz o @

Channel Setting | Manual Channel Plan | Channel Plan History

Through this page we can configure AP frequency related parameters for 5 GHz radio channel.

RF Channel 5 GHz Settings

Radio 5 GHz (802.11 a/n/ac)
Channel Plan Mode ) Manual ® Interval Y Fixed Time

Channel Plan Interval [Default: 6, Range: 6 - 24] Hours

all

lgnore Unmanaged Aps

Channel Change Threshold -82 [Default: -82, Range: -99 to -1]

Managed AP CH Conflict Threshold Default: -56, Range: 9 to -1]

Cancel

5-3  RF Channel Settings B - Interval
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3 Status B Network £ Security o

3
3
O}

Wireless Maintenance

Wireless » General

Channel setting | Manual Channel Plan | Channel Plan History

= Channel Algorithm » Channel Algorithm 5 GHz

Through this page we can configure AP frequency related parameters for 5 GHz radio channel.

RF Channel 5 GHz Settings

Radio

Channel Plan Mode

lgnore Unmanaged Aps

5 GHz (B02.11 a/n/ac)

Manual Interval * Fixed Time
Channel Plan Fixed Time [Range: D0:00 - 23:55] Hours and Seconds
Channel Change Threshold -11
Managed AP CH Conflict Threshald [Default: 56, Range: 99 to -1]

Cancel

5-4  RF Channel Settings B - Fixed Time
MTFomEELSYET,
TB8H B!

Radio

BT I ARA Y ME24GHz & 5GHz DEIEEH CECES 7 27 )V RTY, 802.11a/n KU 802.11b/g/n £—
F3EGZF v o xIEFEBLET, Fy oIV TS VERET HE1IC. BIgE— FEBIRLET, [5GHz) £zl
24GHz) 27 0OW\WInDET )y LET,

Channel Plan Mode

Fr oIV TS VDE—RFEERLET,
« Manual - Fv XV TS VDHEEE ECEFHCHES LORBLES. FRICF v 2ILTZ27)bTUX
LERGTL. 77RARAY MCBALEY,
- Interval - 3> FO—JIFEBNICTF v 2V TSV EFE L CERALE T, ETHEREE 6~24RREOB TIEE LE T,
ETERIE [Savel RE2>ZE7 )y 7 LERILATY hENET,
- FixedTime-Fv >RV T 5V EF v 2 2)VEID B TOEBEZEELET. 1HO O EDEE LIELICERITENE T,

Channel Plan Interval

[Channel Plan Mode] T Tinterval] ZI8E LTcHE. Fv o RIV TSV OFELE) B TAERITI DR (6~24 BERS)
ZIRELET,

Channel Plan Fixed Time

[Channel Plan Mode | Tl Fixed Time | & 8E LIZIBE. F v RV TSV DHEEL B BTAERITI DRLUEIEELE T,
1THDSEDART 4 —)U FTIRE LIeREIICRITENE T,

Ignore Unmanaged APs

IV hA=SHZDEFEHEHTT L TCTF v O RIVERET 2HBE. 7V IAZHERY 27 7 ARA Y M RIFITERE
ONED, FIBE LTV CARA Y FDOINTUUTEFREEILONELNEEL T T, HEBIEEWN T,

Channel Change
Threshold

REOBETF ¥ > XIV 2 BRI 2 cdlc. Tv Y RIVETEZBRENT 5. &l Lfc Neighbor DES58E (-99 ~
1dBm) ZRELF T, RLCF v XV TEWET 5 Neighbor 77 T ARA Y FHACDLEWMEZ FTRIZESZRHOTL
BTEEBEF v URIVDBET BE. TV EARA Y MEZDEFEEHATHLOF v U XIVERIRT 2 LI3HUE
Hho COLENMEDYHEMEIS -82dBm T,

Managed AP CH Conflict
Threshold

AV MAO—ZDF ¥ U XIVTFHDFE M TONE &L TIERRA Y MME. \EERERE LY FHOVEVF v > X)bIC
ZEITHEOICERLET, BETE2DULEDT VL ZARA Y A BBICECTF ¥ XIVCEBEND T & A LR
I B, E5EN [Managed AP CH conflict Threshold | % £RB12 777w ZKRA > b HSEET 2358 77 AR
AV MEFYRIVDEEZF v )V LET,

Manual Channel Plan

[Channel Plan Mode] T IManuall #34R L1c384. Manual Channel Plan) 2 7% 27 1) w27 L9, T T #ERL
fe7 0 RARAY MTF v V7 IV AL EERSLUOBHBTELY,

Channel Plan History

AV FA=SDT U ERRA Y D 24GHz BL U 5GHz HIHTHENITF v > xIVIBET LI AL ZFERLTVEHE
HemLEY,

2. [Save] ma>=&7UY I LET,




SEGEELANETE

EFENRE

Wireless > General > Power Algorithm X Z1—

TORRRA Y S DESGREBNIE AP 7OT7 740, A—HIVT—2RX—=R & RADIUS H—/\TIBETEE T, AP 707 71 ILD*E(E
BEALNIVE, 7O EARA Y SOYEMED LNV T U FEBAIE AP 707 7 4 )VOELUTFITIEAESNE T, O—HILT— 2 N—X &

RADIUS & — /\UJEQEE I BICTO7 7AIVDRELVEBEEINE T, FBCREBNZ LY b LIEBAIE. TOBEHEESN. TDT 7 LARA

Y hCEREEXEENT IV AL EFRATERLGVET,

Fr o7 V) ALEFRET HFIBIELLTOBEY T,
1. Wireless > General > Power Algorithm > Power Setting DJBICA 2 —%2 27 ) v o L. LUTFOEEZFRRLET,

Wireless = General » Power Algorithm o @

Power Setting | Manual Power Adjustments

Through this page we can configure AP radio Power Adjustment related parameters.

Power Setting

Power Adjustment Mode ® Manual - Auto

Power Threshold (dBm) [Default: -85, Range: -9 to -1] dbM

5-5  Power Setting B[

2, BAREEBHIH. REEE G ©/N\— POz T7OMEREICK Y Fv URIVSFTENZRBEDENLNINCGES L SIC. AEEEHD/\—
T (%) BUTRECTEEY, Manual) F7zid rAutoJE Fa#ERLET,

3. XEBNOEEDLEMEZASNLEY, #FHHEIE -85dBm TY, Neighbor DEFERN. LEMBER UM ZTNUEDESBEER DX
BEREREZZELIGEICR. ZEBNOEFZRFHLET, LEWMEZ FRIZESIFERINET,

4. [Manuall %Z3&R L7z354. [Manual Power Adjustments] 2 720 w7 LEY, T T BRLIETVLRARA Y MCEAT7 VT X%
BRABLUHBTEET,

= Wireless

Wireless » General » Power Algorithm » Manual Power Adjustments o @

Power Setting | Manual Power Adjustments

Through this page we can manually initiate the power adjustment algorithm, if we have configured Power Adjustment Mode as manual in Power
Setting tab.

Manual Power Adjustments

Manual Power Adjustments

Current Status Hone

Manual Power Adjustments List

Show entries [This information is view only] ‘ a, |

No data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Mext ; || Last |

5-6  Manual Power Adjustments EIE
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Wireless Intrusion Detection X7 L (WIDS) &, R Y b T =IO \DEADFEIZIRHT HDEMEL. XY M —0 ZFET SHHICEHN
IC7 02 avERTTHEDNTEET,

AP WIDS DR TE
Wireless > General > WIDS > AP WIDS Security X = 21—
IR Y P —JICBWTARERT 7 EARA > M OBHEHBI T B7e0IC. BRAGBERHICHT BT A MDT U714 7bDOEE. BLUBEIE

HMDOLEMEDREEZTVET, INSOEBRIER Y 7=V DEGEFHLEWVWTITOCENTEEY, 7V ERARA Y FHAWK DO DIEEETT
SOT. O hO—Zld WIDS DIETO/NT A BZEE G BIcDICT VR ARA Y MMAY—IBXKET DHELDY ET,

FAPWIDS Security) BIEDSEREF. 1> FO—5IcHF 50—/ UEIY T4 FL— 3 VO—HTHY, Z0OIAYT 1L — 3
VERIITE LS ICEBTIOTY FA—SIcbThN2RERB U E T,

DEDBETVRARA Y FOBHEIE. v D=0 DRFESNID ElFNY D= AT — FPDt+ 17 5EREEH LS E L TN~
RY ST ORARS Y b aRE LT LZRERLET,

BAEAIBERE— FOBREH T, ZLOBEABHETEE T, LH L. sentry E— NTIHESITBEMICRERE DN, EEWNRT VL ARA > D
BRE-—FOVWTNELEGDZTF v U RIVTEMEL TV AHEIC. JURCBHEREHTEET, XV NT—JRDHS5DDHAICEH LT sentry
BISERZBAMAEICCED L DI, TOEHD sentry MIFERERET IHENDH Y £T, FEXRIFESOTFHSDRELELET HIcHITIE
sentry DEEEDEEZ LU ELTHTENEXRLULDLE LNEA,

WIDS AP DB EFIRIFLLTDEY T, -
1. Wireless > General > WIDS > AP WIDS Security DIBICAZ21—%Z 2 ) v 7 L. U TFOEEEZRTLET,

P — - .
= Wireless B Network £° Maintenance

Wireless » General » WIDS » AP WIDS Security 0 @

AP WIDS Security | AP WIDS Client Security

Through this page we can activate or deactivate various threat detection tests and set threat detection thresholds in order to help detect rogue APs
on the wireless network. These changes can be done without disrupting network connectivity. Since some of the work is done by access points, the
controller needs to send messages to the APs to medify its WIDS operational properties.

AP WIDS Security

m
El
o
o

Administrator Configured Rogue AP led
Managed 551D from an Unknown AP

Managed 551D from a Fake Managed AP

AP without a 551D

Fake Managed AP on an Invalid Channel
Managed 551D Detected with Incorrect Security
Invalid 551D from a Managed AP

AP is Operating on an Illegal Channel
Standalone AP with Unexpected Configuration
Unexpected WDS Device Detected on Network
Unmanaged AP Detected on Wired Network

Rogue Detected Trap Interval [Range: 60 - 3600, 0 - Disable] Seconds

| BABBARREAR

Wired Network Detection Interval [Range: 1 - 3600, 0 - Disable] Seconds
AP De-Authe ntication Attack [ Tore
save ]
5-7 AP WIDS Security [EI
LIFOmEELHY £T,
bi=[= B
Administrator Configured KETTMACT RLAD, O bO—FF Tzl RADIUS B —/\D Valid-AP 7 — 2~ X—XTH ). AP %21 7H¥ Rogue
Rogue AP ELTR—=UENBZE. 77 EARA > OIKEEIL TRoguel T,




B

4G ANSRE

EH Biis
Managed SSID from an KHMDT I ELARA Y SHEBRY hT—7 SSIDEFBRALTVADEIHFI v I LET, /N\vA—ld EESSID
Unknown AP ERDTVVCARA Y M ERETHCETA—TERELTT VAR Y bADHESE NAT— Fptidt+a

TIREBROBEREZTOHE LNFBA. BROVIZAZEFERLTVWEAREREX Y -0 DEBEEIL &V
RTCEBEDZZY NI —UR%EFERTEH. £RIETDTANEENCTEINETT, TOTHEVNE. BRIDI SR
BR2BEDT S AR LT, BRIDISRAZDT 72 ARA Y FEBUSSIDERXET D77 CARA Y M k&
HedE., TNBDT7 7 ERRA ML TRogue) (RIE) & LTREINEY,

Managed SSID from a Fake
Managed AP

NYA—E BETIVEARAV D1 DEBEMACT RLATT7 I EARA Y b aREL. £few TDBEESSID D
1 DEFETHLDICHRELET, TOTAME BEE7VLARA Y PHEEFEETHE—2DR AT —)V &
FrvILET, XA T4 =)V RHBEFEELGEWVEE. 7V EARA Y MECEDT 72 ARA Y b E LTHRREINE T,

AP without a SSID

SSIDIEE—=aAY T L—LDA T a>T4—IVRTYT, BEZERET B/l /Ny H—IEFEBINzR Y FT—
IDSSIDETIERARAY MRETBHhE LNEFLAN =2V T L—LDSSIDIEEEMCLET, 77
CARA Y ME FRVZAT Y MDINYA—DT I ARA > MERT BEDITBEELTWAEESSID TR L
CTO—TJEREXETEI A7 M TO—TInEEXELE T, TOTARTIESSID 74 =)L RDHELE—
AVERET DTV CARA Y b ABHELT, 737 &[rEd, 7A77 4;b|7\]0)3#i%»i4>&71—7\0)b\a”n
DO TSSIDY HFEELEVWKDICRETNTVD L. COT R MIESMICEMNICEY £, ThE REICEEF
U7 BRHE T, AT A MEENCT DcdHERINE T A,

Fake Managed AP on an
Invalid Channel

EBEWNRDT VEARAY EDOIB. 1 DOFKETMACT RLANSE—DAVERET B RERT T EZARA Y b
ERELETH. 7O/ CRARAY bDEMELTWVWR EBOND T ¥V RIVEIFES F v VRV TREENE T,

Managed SSID Detected
with Incorrect Security

TIRRARA Y ME. RFRF v VRO T 7w ARA Y b SRELEE—OY T L—LEBRIEL T, BHIN
70 RRRA Y EDA =T DRy T =2 WEP. Eald WPA BRI L TV AL ESHHIMTLE T, RF RF+
VTHREINSSID A, BEINRY FT—0D1DTHY ., tFaU T RENMBHEENcEF 2T E—
BLTWEWE, KT R ME 7UERRA> & Rogue (RIE) ELTR—7LEY,

Invalid SSID from a Managed
AP

BENOEEEHRDT 7 CARA Y bHAFEHLEWSSID ZXELTWVAEDNEIHEF T VY LET, RF AF v TH
SFENTSSID I BIEWRDT 7 EARA Y MBIV B ToNTRT 7 IVHMERT 5. IXTDSSID 3> 7 «

channel

JL—avn) A FEEBENET, BE TN SSID AREZFHDEDSSID ILE—HLEWNE, 77 EARA
> b%& Rogue (RIE) & LCR—7 LET,
AP Is Operating on an lllegal [/\v A—Ffcld RS AT LOREENDE TIEEETHEWT v RIVTEMET 5. AEICRESNT/\( X%

RHLET,

WSS 27 L TT DBHARET BT

RS E R DWED D) KT,

(Tl \ER Y N =7l sentry E— FCEMET 5 1B EDAE

Standalone AP with
Unexpected Configuration

TORARA Y MHABHMDRAZY R7AV 7 I wARA > MELTHEINSSESG. 2 bO0—5d 77X
RAY IDFHEINERE/NNTA—2EFRLTEMEL TWALESHFT VI LET., O— tilxitczt RADIUS
Valid AP 7—ZRX—=RUCAZ Y RT7AVT IR ARA Y MCFEHEINZNTGA—2ERELET, TDT A MIBE
HGERARM EHICR Y FT—V OB AEBRHT HA8EEN DY ET, UTD/INTA—2HLF T v I ENET,

- Channel Number

- SSID

- Security Mode

- WDS Mode

- Presence on a wired network

Unexpected WDS Device
Detected on Network

77 ZARA > b A\ [Managed APJit I&TUnknown AP & LTHEEEN.WDS (Wireless Distribution System) k=71 v
TDT 7 CRARA Y MBHENSIHE. 77 ARA> F TRoguel (RIE) ERGENETT, WDS E— RTHSDIC
BEDNFAI SN TVB AR Y |~°7EI‘/0)77-&7\/T54\/ FrRIFH. TDFT AT TRoguel (RIE) & LTHREETNEBA.

Unmanaged AP Detected on
Wired Network

TOIRARAY MDERRY FT—JICBHEENZHEIDLF v I LET, 7V ARA Y FDIRED
fUnknown] THHIE. 7R MMEI % TRogue) (RIE) ICEBBLET, 7V HARA Y MHERRY NT—7 (T8
HEENBZHEIDERT 7T JE RFRF vV LAR—FDO—88E LTRESNE T, 7V CARA Y bHAEEE
NTVWT, Ry b7—7IcREETNDE. OV bO—3E BICTOBEREREL T, 77 ERARA Y FORESE
lRogue] (RIE) IZEBLF A, BRIV AT LATIOBRZGRET Sl Sigxy bT—7ld sentry E— R
TEMET % 1 B EOEFHHARFONENDH IV E T,

Rogue Detected Trap Interval

REGT I CARAY FDRF AF v 2 7 —ZRN=RITHFE L TV BIBEICEREITBHY 5 SNMP ~ S v TDIRix
BifE (7)) ZIEELE I, BIC0ERETHE. IV TRIEEENE LA,

Wired Network Detection
Interval

HLOBRRY b —0RET AV IVERIRT 2K C. 7V EARA Y SORET 585 (7)) ZBELE T, MBI
ERET DL BRRY TV REIEENTZYET,

AP De-Authentication Attack

77‘&}/1‘—3’(\/ hD/LDEﬁEB%IQ%%EXjJEfL iﬂ)(j] ing_o ﬁ%‘??:'\/ FO—ZIE DL.DE%@B?X v — /%—:Z_J—.Et;/ 7t
ARAY MOKET DT ET, REBRT VERARAY EOSBFHTELT, BIGEY AT LADAEEEBETS 2728
SREERRIRIRREZ 7 O —/VVICEMICT BN DY £9, WEHEEZEMICT B0, 5 %D*ﬂtﬁb\77t7\d'f/f\/ N
I TRoguel & LTHEENEWNC LICTEARLEEL, ANEBEISHEE Tl TOFF] (F& ij) IEOTVET,

2. EFAVTAATIavEENELITEMCLT, (Save] R2>%&7 ) v LET,
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9547~ D WIDS $BE

Wireless > General > WIDS > AP WIDS Client Security X Z 21—

Wireless Intrusion Detection > A7 Ly (WIDS) (&, R Y b T =V \DEADHI+ZBET 2DZHEIL. xRy b T—U ZRET H0DICEEH
IC7 02 avERTTHIENTEELT, TAP WIDS Client Security | BIFEI CITOREIF. MEEINT ZA4 7Y FHAREE LTHEEINSEHEDH
DREEFHLET, FEELTHBEEINI A7V ME 2y b= 2F 2 )74 \DBH THAHERBTINET,

FAP WIDS Client Security) BIED (BE() HEREIE. 2> FO—S B2 /0—/WWEIY T4 I L—Y 32 O—8HTHY, 01
YT 4 L= aVERTE D ESICEHTHO T FO—SICbTONIBEN BV E T

—MRBIG RS BRAE T O AD—E & LT FEIRY 547> ME 80211 DBEA Y L—IV & T VL ARA Y MIEELET,
WIDS BRI, BIRE Y T4 7 Y bORETDUTICRIERA vt —ID2 1 TZ8HILET. :

- JO—7EKR

- 802.11 BRAEESK

- 802.11 FRALARRRESK

EEBN ST v I EFBERALTIRY NI —0% T2y RIBZET V3472 MOBRY T —=VICBREZFIERI LTWVEHESHHIMTE STl
VRATLNET T CRARAY IOEEA TDA v =V %ZELIEH. BLU1DDORF AF v LR—-M@HEEINeRbEWAYE—IL—
KR EREILNE T, TAP WIDS Client Security] EE ClE. FKEETNEEA v E—IEZATOLEMERZRE L. 77 EARA Y MEEAKY
ATV FEZDLEMEZBATWEWLHOEDDEEREIET AN LET,

WIDS 7 247> b DOFREFIEIFLLTDEY TT,
1.  Wireless > General > WIDS > AP WIDS Client Security DJBICA =2 —%7 1) v L. UTOEEEERRLET,

The settings we configure on the WIDS Client Configuration page help determine whether a detected client is classified az a rogue. Clients classified

as rogues are considered to be a threat to netwark security,

AP WIDS Client Security

Mot Present in OUl Database Test

10
]

Mot Present in Known Client Databaze Test
Configured Aduthentication Rate Test

Configured Probe Requests Rate Test

Configured De-Authentication Requests Rate Test
Maximum Authentication Failures Test
Aduthentication with Unknown AP Test

Client Threat fMiitigation

) lalslals

Known Client Database Lookup dethod

Default-RADIUS-Server

Krnown Client Database Radiuz Server Name

Rogue Detected Trap Interval [Range: &0 - 3800, O - Disable] Seconds

De-futhentication Requests Threshold Interval [Range: 1 - 3600] Secands
De-futhentication Requests Threshold Walue [Range: 1 - 99939]
buthentication Requests Threshold Interval [Range: 1 - 3600] Seconds
Aduthentication Requests Threshold Yalue [Range: 1 - 99939]

Frobe Requests Threshald Interval [Range: 1- 3600] Seconds

R

o = = = Py
= = =1
= =

Probe Requests Threshald Yalue [Range: 1 - 99999]

huthentication Failure Threshold Yalue [Range: 1 - 99333]

cancel

5-8 AP WIDS Client Security Bl
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LG ANSRTE

WTOEEHSH Y &9,

EH

i

Not Present in OUI Database

I54T7 2 EDOMACT RLAD OUl T —EN—RA CREENEERZHA—HDLDTHELES>DhEFTv oL

Test S
Not Present in Known Client [MAC 77 KL RICE > THEENS Y 2147 > bHL Known Client 7 —2X—XZ(CF T 1. Authentication Action
Database Test D Grant, Efeldk, KT7AMJA MDAV T 02 3>VDWVITNHEE LT T 7 RARA Y MDT 72 A &5

BIENBOESHEF TV I LEYT, 7747 > bH Known Client 7—2 X=X |cd 4. Deny DREAFEFDIFE.
Ffelg, BENTO— /LTI 3V THY FRlEFFNDAT S v 7 VA MIIO—/NCKREETN 256, 75
AT MMEZDTAMIEKELET,

Configured Authentication
Rate Test

54T hH 80211 BREERDIXEDHICREL — FEBATCWANESIHF v ILET,

Configured Probe Requests
Rate Test

TSAT Y MO TA-TEROEEDOICREL — b EBA TWEHESHNFIVv I LET,

Configured De-Authentication
Requests Rate Test

> ORI ESRDEEDTHICREL — FEBA TWAHESIDFIv I LET,

Maximum Authentication
Failures Test

TSAT Y O TA-TERODEEDOICREL — b EBA WAL ESIHNFIVv I LET,

Authentication with
Unknown AP Test

Known Client 7 —2~X—2XD%7 Z A 7> ;H Unknown GRED) D7 7w ZARA > N CEREEENBDE DD EF T v
JLEd,

Client Threat Mitigation

+ ON - Known Clients 7—42 X=X |c&H B D Unknown GREN) D7 7t ZRA > ~THES: L‘(L‘tﬂﬂ?%{?‘/ ~

|CEREERRR A v £ —VHEXIELE T, Unknown AP 7 A M AERT 288 A, BHINTHONSZHICEMICT %
REBHHY ET,
« OFF - Known Clients 7—2X—=XRDT 417> ;& Unknown GRED) OF7 7 ARA > FCEREFSNIcEE

RUET,

Database Radius Server Name

Known Client A bO—2HhRY FT—0TU AT > M aEHT 5HBEIC. Known Client 7 —2X—XDERARTLE T,
Database Lookup Method Ov hA—SHRCNSOBRICA—H)VEfcld RADIUS T—2R—RAFET E2NENESHEIEELE T,
Known Client Known Client 7—2\— X Di&RZERFHZED RADIUS ThNIE. K7« —)U FITIE RADIUS —/\BEIEELE T,

Rogue Detected Trap Interval

REBRTVRARAY SHRF RAF v 27— 2N=RITFEL TS EBEEICSENT 5 SNMP b T v TOmXER
() ZIRELE T, BIC0ZRET DL, TV TIEEEEINE LA,

De-Authentication Requests
Threshold Interval

IR T4 T > SORME LTCEREHER A v E— YV ZE AT Y b T AHDITT VL ARA Y bHMES KR (7)) ZIEELE T,

De-Authentication Requests
Threshold Value

LEWMEBEDRE, OV bO—SMEEA v E— VLV EERET DL TANDBEHLET,

Authentication Requests
Threshold Interval

IR 247V bDIRE LTGEREEA v E—D DT b T 2DITT 72 ARA > bHMESERE (W) ZHELET T,

Authentication Requests
Threshold Value

LEWMEDRE, OV bO—SMEEA v E—VEVEERET DL TANDBEHLET,

Probe Requests Threshold
Interval

BRSAT Y IDRELTO-TAvE—I% ATV b TEDICT T ERARA Y bMESER (#) ZiI8ELE
ER

Probe Requests Threshold

AR MDBREE L TRESNBRICERY 51 7>~ M LEVBORICHES

SRS NS TO—JERMERE

Value LET,
Authentication Failure AR MHEBEE L TRESNDHINCERY 21472 A LEMEDBICEFRI NS 802X BRAEL 7 —# A 15T
Threshold Value £,

2, CFAVTAATVaVEENELITEMCLT, MSave] R2>%&7 ) v LET,
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Distributed b > %IV

Distributed Tunneling €— FIZ AP-AP >RV JE—RFELTEHSN, EAGBT —2ELEEIY FO—JIOXEETICEIEY 21777 > MAIC
BO—Z>JaYKR—bI5HIERINE T,

AP-AP bRV TE—RT VT4 7Y bORIITHIIRY AT LRDT 72 ARA > MBS 258 7 7 EARAY MEIVIAND T 4+ T —F «
VIE—REERTACETERGV SAT Y DT — 28X LET, V7472 MORUICERT 27 7 € ARA Y MIR—LAPTY, 754
TYMPA=IVTTETVEARAY MNETV T =232 AP T,

DIAT Y IDEGZT TRy FTRDT U 2ARA Y MCA—Z V79 2358, CAPWAP L2 b XV BRI 5 LTV I— 3> APIEY
NCDEZT 4w 0" AT Y IDSR—LAPETICA Y RUY T LET, R—LAPIE Y RIVERBLT NS 7 v 7 Z2EBR*Y hT—7
IC70—=LE Y, 7547 MPBEILCY TRy bTRIDT7 V€ ARA Y MO—Z 279356, S YRIUMERENT. LWV XRA > b
F7 247 FRDR—LAPICEYET,

Distributed k> XIVDRE

Wireless > General > Distributed Tunnel X =1 —

1. Wireless > General > Distributed Tunnel DJBICA Z—1—%7 v 7 L. UTFOBEEERRLET,

€3 Status = Wireless B Network 2 Security £° Maintenance

Wireless » General » Distributed Tunnels o e

The Distributed Tunneling mode, also known as AP-AP tunneling mode, is used to support L3 roaming for wireless clients without forwarding any data
traffic to the wireless controller.

Distributed Tunnels

Distributed Tunnel Clients [Default: 128, Range: 1 - B0OO]
Distributed Tunnel Idle Timeout
Distributed Tunnel Timeout
Distributed Tunnel Max Multicast

Replications Allowed

5-9  Distributed Tunnels BIE

2. TFO/REETVET,
5H 2]

Distributed Tunnel Clients R—L AP DO SEEHCBEITESDEE N XU VI ETOVZA T FORABAEELE T,

Distributed Tunnel Idle Timeout |7 247> bAD M RIVHDMRT Ly 547> SHRBEIICIP 7 RLRAEZZBEINDETDY 747 > ~DOEE

15850 (M) ZeE LE 9,

Distributed Tunnel Timeout OA—Z2V002A47 7 MD S VZIVHRT L7 AT > FHSRFIICIP Y RLRAEZEEEINSE TORRE (B)

EIEELET,

Distributed Tunnel Max Multicast | <)VFF+ XA F T L—LHNKR—LAPICOE—ENS M RIVDBRAEAEIRELE T,

Replications Allowed

EEE

3. [Save] R2>%=7 )y L&Y,
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WLAN fR&E1{t

WLAN Visualization (WLANRE1b) 1&. Web 75 U HZ @ U TEGER Y T —7ZH{THRRI %Y —ILTT, WLAN Visualizatin 7> ZI3BEDE

SEEREFOTCELT. BEEN T4 VLARY FT—JHDAPRIY bO—SDTA VLA MROY—%ZRHETSEEE Y TO—FF5
EDTEFT,

EHD7 v 7O—F
Wireless > General > WLAN Visualization X =1 —
F 74 AOBEY G E, 1 DU EDEGRAE 77y 7O— K L. VLAN Visualization #8E(CH R 2 A X LIcEHRERELE T,

7w A RITHRENZEIR Y 7 1 )VOEUELLTDEY TY,
- GIF (Graphics Interchange Format)
- JPG (Joint Photographic Experts Group)
« 7 A1 A XH 200KB IR

WLAN OV R—2 > bABIIfeia B, H7—BifE CERICESHEWC LA BEIHLET,
BRT7 7 IVAET Y TO— R LTHERDOREXRET DE. ZOBERIED Y bO—SICFHFEN. WLAN Deployment 7 71— 3 % fFRAY
5TET. BEOTZIICEIMIT BT ENTEETT,

EROER
1.  Wireless > General > WLAN Visualization DJBIc A =2 —%7 1) w7 L, UTFOBE@mEERRLED,

Wireless » General » WLAN Visualization (2 (<)

Download file to controller

" : 1
Image file selection Nofile selected. |
Images Loaded on switch [=]

Start File Transfer Delete All Images

5-10  Upload VLAN Visualization &
2. [llmagefile selection] T 771 )L%&#EIR Browse) ] BV v LET,
3. U7 EBERLT, TR (Open)) 27Uy L&D,
4, TStartFile Transfer] "2 >&7 Uy LT BRT 7 AV 28 L ET, BEFICAHTIT 5L TWLAN Visualization ] (CRRENE T,
EROHIBR
BEROEUCY bA—ZICA— FENTWBIBRICTET. AEERIZFIBRIETY, Y FA—JICA— FENTWEITRNTDA A —IZHIIRT 2l

I& TDelete All Images] #2)wv o LEd, BREGRZEIRT ZDIEHERINEEA, LH L. I—TFORERICKVEGREEIR LEFUEEsz0
BEIE. EREHIRR LTI WLAN Visualization 'V —)L& 1) 7L w19 28R H ) £,
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5]

Wireless > General > WLAN Visualization X =1 —

1. Wireless > General > WLAN Visualization DJBICAZ21—%7 1) w7 LT WLAN RELY — )L =S LXK T,

o wismeaa » oo v v S|

¢ | [} 192.168.1.100/platform.cgi?page=networkVisualization.html

gl

Hilezedd) Google ¥ Yahoo! JAPAN [ DT oYA&=H ok BEZEZSHEY - [Bf Joseon Gunman - - B Gunman In Joseon » Joseon Gunman---

File Edit View Locate Options Legend Help

a[a[=]o]e] D-Link
Switches ' Building-1 |
192.168.1.100 (—|
|| Floor-1
m) ‘ : : i ' ) ) ! : : 19 21 2 25 27 28

Managed APs i ]

lnsw%ogFRocm

RF Scan APs :

Detected Clients

Device Location [+
Status: Not Starte
Building: ALL
Floor: ALL
Device Type: AP
Device MAC: 00:0
Use Operational
MNumber of Locatol
Number of Detect 7
MNumber of Buildin=|
LA A

5-11  WLAN Visualization [EBIE&

HLOWITZOTERERE. (DWRAZ2LEEEGROLZELICHHDHET)
DEELTERT S Java 7 Ly hEREEHLET,

TORARAY FEWLAN O FE—=5D% Y bTU—7% bRAY
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AP T4 RANVER
EFOA FO—Z LTI CRRA Y MME UTOARZFER L CHEICEREZTVET,
. LAV 2%

« TURIARAV LD
cEEOFO-o0 |

LRAEESRI Y O—F B

P77 K
PV RLRETVRARAY MIER

L2/VLAN 71 A HI\Y)

TOYCARA Y FEEFOAY FO—IHRBEEEFINDD. BLLAVY2 70— RFv X~ RASVIZHY . T74)0 b VLAN SREEERT D54,
RO MO—JIF R TARANUAY—IDTO—-RF v AMEBLTEIFNICTVERARA VM EHERLET, LAV 2 TOT/INA A&
HiE, 7\A ADBEEER SN, £dlav2 70y IRFER L TERINRICEBMICRITINE T, RA 16 @0 VLAN TiEH 7O ~
JIVEBMICT BT ENTEET,

FIERMETIE. VLANT IET7 7€ XRA > FTEMT. B\ROY bO—JICBIT2REEENCE>TVET, BEFIY FO—FET7 7 LARA Y MDY
BLCLAV2RIVTFv A RASVITEFELTVSHBE. APREZEMCT DBRFIILED Y EA. e BRI SO—F1F L2/VLAN &R
EEALT RIVFFv AN RAAYTE7 AV FPA—2ZRERLET,

T IR RARA T Mg BEA VLAN D5 D Discovery X v Z—I DR AMIBLET, £fe. TV CARA Y MEIEEIEA T « 7D Discovery X v 7—
TR TVE R A

L2/VLAN 7 R A7\ ORI

Wireless > Access Point > Discovered AP List X =1 —
HEFOA NO—SDS TV EARA MEET DY FO—SDOBHEIR R AR TEEL Y,

Wireless > Access Point > Discovered AP List DJEICA —a—% 2 ) v L. UTFOEEERRLET,

T C. L — . C . .
43 Status = Wireless E‘: Network 2 Security .’..‘“ Maintenance

Wireless = Access Point » Discovered AP List o e

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show entries [Right click row to see more options] | L2 |
| MAC Address 4 ‘I IP Address & " Last State & ” Age & " Radio & ” Channel & |
192.168.1.101 No Database Entry Oh:0m:7s N/A N/A

Showing 1 to 1 of 1 entries |.| First | Previous | 1 | Next p || Last |

5-12  Discovered AP List EE
AV FAO—=IHT7 T RRA > b EBH LD ESHDIERERTLE T,

TR ARA > b EFRRT B [Discovered AP List (51725 MAC 77 RLADAZ—IFLLFD@EY TY,

- R-BEINTVBT7 I ERRA VB

o FR-BERUCKRBI LTe T 7 ARA T . Eeldmn—A)bE feld RADIUS Valid AP 7— 2 R—Z|ZIE W77 2 ZARA >k (D-Link UAP) .
- L= -FKHDT7 U CARA > b KWERERT 7 CRARA >+

- B-E7OYO—JICBBENTWAT I EZARA b
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L2/ VLAN T« R ANV DFRE

Wireless > Access Point > AP Poll List > VLANs Discovery * —1—
TORARA Y b ZRHET AL DRI bO—Z&RELE T,

VLAN #&H DEE
1. Wireless > Access Point > AP Poll List > VLANs Discovery DJBICA Z21—% 2 v o L. LTFOBEEZHRRLET,

L —2 s
= Wireless

Wireless » Access Point » AP Poll List » VLANs Discovery (2 ()

IP Discovery | VLANs Discovery

This page contain all the information about Vlan value which can be configured for peer controllers.

VLANs Discovery

Pool List Discovery Setup

L2 / VLAN Discovery BEx ]
T

VLANs Discovered List

Show entries [Right click row to see more options] Q, |
VLAN 1D is VLAN Name Q
1 Default

10 VLAN_10

Showing 1 to 2 of 2 entries |.J First | Previous | 1 | Next (| Last ,|

Add New VLAN to Poll

5-13  VLANSs Discovery [EIE
2. [L2/VLANDiscovery] %Z [ONJ |CEIWEZ T, lSave] Ra2>&V v LET,

3. TAddNewVLANtoPoll] RZ>%2 )y o LT, UTOBEEZRTLET,

Discovered VLANs Configuration e

VLAN |:| [Range: 1 - 4093]

5-14  Discovered VLANs Configuration [EIiE
4., VIANFEBZANLT, lSave] Ra>&E7 v LET,

VLAN & DHIRR

WREGEDVLANID ZHY U w7 LT [Delete] Z32RLET, IXTDVLAN ZHIFRT BIclE [Select All] ZF = v 7. [Delete] ZEIRL £,
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L3/IP 7« AAHhI\Y
E7Oba—Z&T7 0 RRA Y MBIC, BRI PO—FIC 256 BETDIP 7 RLAERETCEE T, BRI bO—ZE. TDURAMIH

ZIRTDIP 7 KL RITK LT Association Invitation Z3XELE 3, 7/\A4 AHT D Invitation #ZIFEY . O bO—SICL B85 /SR T B &
AV hO—S &7V RRA Y M/ E7TIY bO—Z I3 LET,

TOBEARIE. TNARANEGS IP YTy MLh2HE. ET7ERIY FO—SBKUOT7 7 ARA Y b ERETHDICERTY, BR, iR

a>ha—=55 ALY TRy MIBEWETZRET HoicdE. ET7DLAP3IBEUAMIZEIY FO—5DIP 7 FLAZBRT ZHELD
N&Ed,

L3/IP 7« RN DFRE
Wireless > Access Point > AP Poll List > IP Discovery * —1—

1. Wireless > Access Point > AP Poll List > IP Discovery DJEICAZ1—&2 v o L. UTFOBE@EAZFRRILET,

Wireless = Access Point = AP Poll List » [P Discovery o @

IP Discovery | VLANs Discovery

This page contain all the information about IP Address which can be configured for peer controllers. The IP Discovery list can contain the P
addresses of peer controller and APs for the controller to discover and associate with as part of the WLAN.

IP Discovery

Pool List Discovery Setup

L3 / IP Discovery g:]
T

IP Discovered List

Show entries [Right click row to see more options] a, |
i lesiaus 2l

192.168.1.101 Discovered-Failed

192.168.1.102 Polled

192.168.1.103 Polled

192.168.1.104 Polled

192.168.1.105 Polled

Showing 1 to 5 of 5 entries | First | Previous | 1 | Next , || Last

Add New |P Addresses to Poll

5-15  IP Discovery [EE
2. [L3/IPDiscovery] & TONJ ICHIUEZ T, TSave] Ra>&xTUv 7 LET,

3. [AddNew IP Addressesto Poll] RE>&ES 1w LET,

Discovered IP Addresses Poll Configuration °

Start IP Address ‘ |

End IP Address \ |

5-16  Discovered IP Addresses Poll Configuration EIE
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4. PEEEANLT, ISave] R2>ZT ) v LET,

5. Wireless > Access Point > Discovered AP List DIBICA 1 —%7 1) w7 L, UTFOE@mERRTLET,

= Wireless

Wireless » Access Point » Discovered AP List
L )

This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.
Discovered AP List

Show entries [Right click row to see more options] ‘ a, |

Addres: P Address Last te =] Radio anni
5C:D9:98:2E:0E:00 192.168.1.101 Mo Database Entry Oh:0m:7s NJ/A N/A
Showing 1 to 1 of 1 entries |} First | Previous | 1 | Next , || Last ,j

5-17  Discovered AP List BIE

L/IPREHEB L CRRENE TV CARA Y b EFT vy LET,

BEEWNRDT 7ELAKRLV b

EENROT7 IV CARA Y MERIZ, OV FO—2DO—HIVT— 2= REEINET, BN/ EIR. FEEN/F v oRIVOZEE, £icldf@
AP AT 7 A IV EEBHEIRETT,

TTTR 7OEARA Y PEREHCA—AIVT —EN—R & EBT 5D, £IFRADIUS 7 —EZN—RZEAT 50 %EELET, Valid AP
Configuration] BEIEICIEF. A—AILT —AR—XUIRE LT 7 CARA Y FDIEROBFENE T, 77 2 ARA > FEBEED RADIUS [TREENT
WBBEIE. OV FA—SHEET STV ARA > ~DIERE L THE RADIUS 7 —2 X=X (TBML T EEL,

Valid AP ;&N
Wireless > Access Point > Managed APs List > Valid APs X =1 —

1. Wireless > Access Point > Managed APs List > Valid APs DJE(C7 w7 L, UTOEmERRLE T,

P — . .
= Wireless Network o £° Maintenance

Wireless » Access Point » Managed APs List » Valid APs o

©

Valid APs | Managed APs | AP Provisioning

This page contains information about APs configured in the local database.

Valid APs List

Show entries [Right click row to see mare options] | a, |
MAC Address Location AF Mode Profile

5C:D9:98:2E:0E:00 Managed 1-Default

Showing 1 to 1 of 1 entries || First | Previous | 1 | Next » || Last ,j

Add New Valid AP

5-18  Valid APs List EIE



BETERLANRE

2. [AddNewValid AP RZ>Z& 71w LET, EEE TAPMode] ICK>TREEVET,

Valid APs Configuration °

MAC Address | |

AP Mode @ Managed O Standalone O Rogue

Location | | Optional

Authentication Password C’?

Profile | 1-Default |E“
Radio 802.11aln

Channel Auto E”

Power Profile |z||

Force Roaming m

Force Roaming Threshold D [Range: 20 - 50] Seconds
Radio 802.11b/g/n

Channel Auto |z||

Power | Profile [

Force Roaming l:r;.\

Force Roaming Threshold \ZB [Range: 20 - 50] Seconds

5-19  Valid APs Configuration E|f - Managed £— K

Valid APs Configuration o
MAC address ‘ |
AP Mode ') Managed ® Standalone ') Rogue
Location ‘ | Optional

Expected 551D \ |

Expected Channel ‘ Any v|
Expected WDS Mode ® Any ') Normal ') bridge
Expected Security Mode ‘ Any v |
Expected Wired Metwork Mode ® Allowed ') Not Allowed

5-20  Valid APs Configuration [ - Standalone £— K

r b
Valid APs Configuration e
MAC address | |
AP Mode Q Managed O Standalone @® Rogue
Location | | Optional

Save

.

5-21  Valid APs Configuration E|f - Rogue £— F

MTOEENSHYET,
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1HE B!
MAC Address TIXCARAY FOMACT RLAEIRELE T,
AP Mode AP E— FEERLE 9, [Standalone] Ezld 'Managed Z#IRT % & WK DHD T 1 —)U RITATIHDME T,
- Standalone - 7V CRARA > MERZY R7OVE— RTEBINTVE T,
- Managed - AP 707 7 A JVEREHLT 7 ZARA > MTBEBRINTH Y. 77 ERRA > MM Managed E— K
TEMELTWVETD,
- Rogue - 77 L ARA > bE RO bO—JITHEGRERASF TVELA. Tfee 7V EXRA2 D MACT
R LRI Valid AP 7—2 X=X RICFE LE A
Location EEINZT VLA RA Y FOUBERET 547> a>DT7 14—V K,

Expected SSID

FAP Mode | A" [Standalone] THBIBEIT. 7V RARA > MIBEENS SSID, (BIBA)

Expected Channel

[AP Mode | H* [Standalone | THZHBEIC. BISBEICERINSF v X/l (BEA)

Expected WDS Mode

FAP Mode | A* Standalone ] T&H 238&1c. WDS (Wireless Distributed System) EEEED WDS DE— K, (BIEH)

Expected Security Mode

[AP Mode | H* [Standalone] THBHBEIC. EHAT S+ 740 E— K, (BEA)

Expected Wired Network Mode

[AP Mode ] ' IStandalone | T&H2%BAIC, BfRR Y FT—0 %] 20 EO5MERLET, (BRA)

Authentication Password

[AP Mode] h* [Managed] THAFEC. FRAEAD/NRAT— REERT HESICAVITLET,

Profile

[AP Mode] A* [Managed] TH2HEIC. 7V EARA Y bOOAY T4 L— a VIGBRAT 2707 74 )V7&#
RLET,

lRadio 802.11a/n] Radio 802.11b/g/n]

Channel

F'AP Mode] A IManaged ] T&H 256, BRERHNEBT 2T v RIVERELE T,

Power

AP Mode] ' I'Managed ] T&H 256, HERERNMEBI 2BNDOHNAZBELE T,

Force Roaming

wEn—=>J&EEM/ EhcLET,

Force Roaming Threshold

BEIOD—=>JDOLEMBEIRELET,

3. TJa—IVRIET—=2%&ZATIL. TSave] Ra>%Z0 1) v LET,

Valid AP U 2 FTT 7 ZRA ¥ M ESBI. EFEMIRT Blcid, 772 KA > bEHS w2 LT, TEditl $72id MDelete) 2R L
T, TNTDUR EHIRT BBAE. [Select Al £F v &%, [Delete] H#RLET,




BETERLANRE

Discovered AP List 'S 7 7€ ARA > F&=EINT S

Wireless > Access Point > Discovered AP List X =1 —

1.  Wireless > Access Point > Discovered AP List DJBICA —a—% 2 vy L. UTFOBEEERRLET,

—
.

Wireless

Wireless = Access Point » Discovered AP List
This page shows summary information about managed, failed, and rogue access points the controller has discovered or detected. We can Delete,
Manage, Acknowledge and View details of all APs here.

Discovered AP List

Show entries [Right click row to see more options]

5C:D9:98:2E:0E:00 192.168.1.101 No Database Entry Oh:0m:7s

N/A H/A
Showing 1 to 1 of 1 entries || First || .| Previous | 1 |Next » || Last |

5-22  Discovered AP List EE

2. TURARAUNERY) v LT, Manage] B3&RT 2 E. UTOBERAFRREINE T,

-~
Manage AP 0
-
MAC address 5C:D9:98:2E:0E:00 ]
AP Mode '® Managed ! Standalone ') Rogue
Location | ‘ Optional
Authentication [j-a;-
Profile | 1-Default v ‘
Radio 1 - 802.11a/n

Channel |Auto '|
Power | Profile hd |

Radio 2 - 802.11b/g/n
Channel |Auto '|
Power | Profile v | L]

[ Save |

5-23  Managed AP EBi&

3. TAPMode] & TProfile] Z#IR L. lSavel R2>&ET v LET,
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EENRTIVEARLY FOF vV RIVEEEENDFEEE

Wireless > Access Point > Managed APs List > Managed APs X~ 1—

Managed AP BIEA S, 77 CRARA Y PDEZEZA > Z 7T —AH LT FIATRF F vV RIVEXREBHERERTHIEETEET, FH
BENEF v URIDEBIE, TV LARA Y OTOAT 740 (BEF vV RILEREES) ICRESNARE LEE LT BLICERT

NET, TIVEARAY MHADY bO—F L DBEFEHRRL. BUEBRT 2585 E. 7I7EARA Y MUY FENBZHBE. a0 741

IWHT V2 ZRA > MICBEBERINSHAIC. FEIOF v 2/VEBIEIVHETERFINE A,

1. Wireless > Access Point > Managed APs List > Managed APs DJEICA =1 —% 71w L. UTFOEEEEXRRLET,

—
O]

Wireless _-’_‘_ Network = Security f}o Maintenance

Wireless » Access Point » Managed APs List » Managed APs o Q

Valid APs | Managed APs | AP Provisioning

AP managed by the Wireless Controller is listed by its MAC address and location. When the AP is in Managed mode, remote access to the AP is
disabled. However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each
radio on an AP.

Managed APs List

Show entries [Right click row to see more options] | a, |
| MAC Address Q| Radio 6 Channel 6 Powers 8 Location 6| bebug &

5C:09:98:2E:0E:00 1-802.11a/n 124 100 Disable

5C:D9:98:2E:0E:00 2-802.11b/e/n 1 100 [Disable

Showing 1 to 2 of 2 entries |.J First | Previous | 1 | Next , || Last 4|

5-24  Managed APs List B

2. ITVRJD1DCTHEY YU w2 L, IChannel and Power] #3IRT 5L, UTFTOEEAIARTEINE T,

r o
Channel and Power Configuration e
MAC Address 5C:D9:98:2E:0E:00
Radio 802.11a/n
Channel Status Not Started
Channel 124 v
Power Status Not Started
Power 100 [Range: 1 -100% ]

L y)

5-25  Channel and Power Configuration [EIE

3. FLIBFvURIERRLEY, FATCESF v IV BIRE—RETVEARA Y M EFATBEICE>TERYET, FEOF v

FIVERBE, 77 RARAY bOTAT 7 AINSEREESNeF v o3 a LEETZ L. 77U RARA Y FOBEBKR. Fleld7 7 AR, >
bDTOAT 7 AIHBEFRAENSBEIUIRFTENE LA,

4, FEIDXREBNERRLET, 77 EARA Y MFLWENILANIVERELET., FHOENE W7 0RARA> bDTAT 7 A0

ICRESNRBNREZ LEET DL TV EARAY FOBEBFR. £lld7 7 AR~ I\UJ7°EI7/ A IVHBEFEAENDHBEICIIRE
TNEHEA.

5. [Save] R2>%=07 )y L&ET,



BETERLANRE

AP 7Ny JE— FORE

Wireless > Access Point > Managed APs List > Managed APs X —1—

TR ARAY MH Managed] E— RTHBFBE TV CARA Y FAD I E— 77 AUFEHNTT. LH L. [Managed APs| X—I T, 7/\v
THBEEBINNCT BT ETTelnet ICK Y 7R DT EDBIRETY,

1. Wireless > Access Point > Managed APs List > Managed APs DJBICA =21 —%7 w7 L, UFOEREERRLET,

—
O]

Wireless

Wireless » Access Point » Managed APs List » Managed APs o @

Valid APs | Managed APs | AP Provisioning

AP managed by the Wireless Controller is listed by its MAC address and location. When the AP is in Managed mode, remote access to the AP is
disabled. However,we can enable Telnet access by enabling the Debug feature. We can also manually change the RF channel and power for each
radioc on an AP.

Managed APs List

Shows entries [Right click row to see more options] a, |

5C:D9:98:2E:0E:00 1-802.1a/n 124 100 Disable

5C:D9:98:2E:0E:00 2-802.11b/g/n 1 100 Disable
Showing 1 to 2 of 2 entries || First || .| Previous | 1 | Next 3 || Last |
5-26  Managed APs List B
2. TVhUD1DTHYZ v L. TAPDebugl ZHEIRLE T,
-

Managed AP Debug Configuration °

MAC Address 5C:D09:98:2E:0E:00,1

Location

IP Address 192.168.1.101

Status Mot Started

Enable Debug | OFF

5-27 Managed AP Debug Configuration EIE&
3. [Enable Debug]) % TONJ (CHIUBEAET,

4. [Save] RE>EI U I LET,
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AP 7OEY 3=V I DERE

Wireless > Access Point > Managed AP List > AP Provisioning X Z 21—

AP 7OEY 3 Z 2 Ui BIFEDXA Vv FDI Z AR LWT I ARA Y M EBIIT AT EaMILE T, AP 7OEY 3 Z VI ARFERLT.
IR Y T — VTR ADICERINTA—RET T EARA Y MIRET DT ENTEXT,

AP O Y 3 =% ER L T MBESRE (Wireless > Peer Group > Peer Configuration) (T3 L TEMN G X Y N T —JICTN\A ZAEEHFLET. Ry

b — 0 CHRESEINEN Th H1EE. O—AH/b Valid AP 7—2\— &7zl RADIUS AP T —ZRN—ZAH L OBEA 7 3 VEBETICRET 5
ET TOERRAY b ERY NT—V|CEBGT 2T ENTEEYT, 7OEY 3 - MRS, BESIEID Y SR EZADT 7L ARA > e
FHNTBDICENTHENRY FT—TICBWVT A7V a3V THERTEET,

AIR—VEFBALT. 7I7ERARA Y MIBETEFELWTAEY 3 20 7BRESRBLET, &fee BV Vv I AZ1—0 TEdit] ZEBLT. 7
TEARAY MTAEY 3 Z 0 T BEHRERET 575 ARV E I\ 07 v TRy FDIP 7 FLAZEELE T,

1. Wireless > Access Point > Managed AP List > AP Provisioning DIEICA =1 —%2 v o L, UTFOBEEAERRLET,

£* Maintenance

= wireless =

€A Status Network £ Security

Wireless » Access Point » Managed APs List » AP Provisioning

Valid APs | Managed APs | AP Provisioning

This page shows information about all provisioned APs. It will show data anly when the controller is configured as the Cluster Controller. The AP
Provisioning feature helps us to add new APs to an existing controller cluster. With AP Provisioning, we can configure the access points with
parameters that are needed to connect to the wireless netwark.

AP Provisioning Status List

Show entries [Right click row to see more options] | a, |
| MAC Address %] || IP Address & || Primary IP & ” Backup IP & " New IP & || New Backup IP & ” Status e‘
*5c:d9:98:2e:0e:00 192.168.1.101 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Not Started
Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Next 5 || Last 3
5-28 AP Provisioning Status List B[
2. BERROTVLARAY b EHEY7 )Y LT, TEdit) Z#RLET,
AP Provisioning Status °
MAC Address fe:75:16:77:5e:00
IP Address 192.168.10.26
Time Since Last Update 0d:00:00:01
Primary IP Address 0.0.0.0
Backup IP Address 0.0.0.0
Mutual Authentication Mode Disabled
Unmanaged AP Reprovisioning Unknown
Mode
AP Provisioning Status Not Started
AP Certificate and Profile Not Started
Transmit
New Primary [P Address [0.0.00
Mew backup IP Address |c- 0.0.0
Profile i 1-Default E|
5-29 AP Provisioning Status [E[&
MTFOmEELSHY £,
HE Bz
MAC Address TOEARAY FDMACT FLZ,
IP Address TORARAVEDIPT RLZA,

Time Since Last Update

DT 7 RARA YV b HSIEREZME LR,

Primary IP Address

TORARA Y ML THREENZD T ARV TOEY IV AA Y FDIP T LA,

Backup IP Address

TOEARA Y ML THREENZ/N\v 7y 77O 3 VALY FDIP T FLA,

Mutual Authentication Mode

Mutual Authentication E— RAIREBN CHBHESHERLET,

Unmanaged AP

TOEARA Y MCRELEB/OEY 3 V7 E— R, UTFDEED 1 DTY,

« Enabled- 77 ARA > ME. BEINTOVAEWSEICBOEY 3 Z 70 f7bNnEd,
« Disabled - 77t ZRA > M. BEEINTOEWESICBTOEY 3 Z v oM 7bnE A

Reprovisioning Mode
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EH

i

AP Provisioning Status

BEHMLIRITENRAP 7O 3 200 aARY RORT—2 X,

- NotStarted - 7OEY 3 ZVIDERT VL ARA Y Mt LTRBENTOE A,

- Success - AERI> bO—FTTOEY 3 Z YV DRITICHINLE L1z, AP Provisioning Status 7— 7 JUId&R
FOTOEY AV IRER RS BZREND Y TT,

- InProgress- A&7 7 L ARA>Y b TTOEY 3 Z2 I HRTHTT,

- Invalid Switch IP Address - 75 A< U Efel&/\w o7y TEEI>Y FA—2D P 7 RLAHT T A ZITIEWLDN
HESEEE— FOBRTY, Ffee TZARVDEEIY bO—ZDIP 7 FLAMEEEN TV E A,

- Provisioning Rejected - 77 £ ARA > MMEBEENTHE ST Unmanaged E— R CIE7OEY 3 =29 7—
2EZITFEORDICREEINTOVET,

- Timed Out- REDTAEY 3 Z U TERDZA LT T b,

AP Certificate and Profile
Transmit Status

BEOAP AT 7AIWETZA) [ INY Ty TAA W FAD X509 SEBAEZDERDIREE, T DIREEIL. AP
AEY3Z>7aX Y FOBRTEDLY XY, HERNEN ChHHHEICIET. X509 iEZEE S5/ U BLU
INV T Ty TRAY FICKEENE T, LITDIRED 1 DHARRINE T,
- Not Started - K7 7 ARA >~ FDEATIBFBRE TSARUB KONV I T v TRA Y FIOKETNTOE A,
- Success-AP FO7 71L& X509 BEBEEIL. T2 ARUB LU\ 07w TAA v FIGKHEENE T,
- FRailed - KX A v FEBROEEEAM BT, T2ARUERIGINY I TV TAAYFHRI ZAZCH) FH
A TTLTz

New Primary IP Address

TOCARA Y b aBEETHBEI bO—ZDIP 7 FLAZEASILET,

New Backup IP Address

TOARVERLIY PO—JICEFTERVBEIC. TI7EARA Y MOEGEZMIDNEZXAYFDIP 7 KLR
EANLET,

Profile

FERTBHAP 7O7 74 IVERIRLET,

3. ILWITSARUTRLAL LWy 7y T7 LA BXOAP TOT7 710V E AN LET,

4. [Save] REVHEI v LET,
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AP 7O7 74V

TOCARA Y DAV T4 T L—2 3> TAT770)UE HRAGIA-TBMERT 27 7 ARA Y b 2EKT 5. RROKEGHERRY T —
IR ICENGHKEETT, BIE1Y FO—Z EICERO AP 707 7 ()VEERT BT LITE Y. HPA. HEEEIFMOBERICEDWTT 72X
RAY D ERABRAXTCERY, TAT7AMIVERT YT L—hDESBEDT. —EAPTAT7AIVEERT & EIROY FA—SHER

FTRTVRARA Y MMCENZBRTEET, AP JOT77AIUCE. UTOREEZRET S ENTEET,

- TOT77AIVERE B IN— RO 724 TES. BigRY 8T —TD7T 1 X#/\1) VLAN ID)
. T
. SSIDE&E
. QoS EE

AP 7O7 71 IVDRE

Wireless > Access Point > AP Profile > AP Profiles X = 1—

1. Wireless > Access Point > AP Profiles > AP Profiles DJEBIc A =2 —%2 1w L. UTFOBE@EEXRRLET,

P . c . :
= Wireless M Nety £ Security £° Maintenance

Wireless » Access Point = AP Profile o e

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 16 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Show entries [Right click row to see more options] a, ‘

‘ AP Profile Name £] ” Profile Status & ” Hardware Type & " Wired Network Discovery VLAN ID & |
1-Default Configured Any 1
Showing 1 to 1of 1 entries |.] First | Previous | 1 | Next ; || Last f

Add New AP Profile

5-30 AP Profile List [BIE&

2. [AddNew AP Profile] RZ>%=27 1w L%,

AP Profile Global Configuration e

AP Profile Global Configuration
Profile Name | |

Hardware Type |An\,' y|
Wired Network Discovery [Range: 1 - 4093]
VLAN 1D

Configure AP Profile Radiol
Radio Mode 802.11a/n | oFF

Configure AP Profile Radio2 -
Radio Mode 802.11b/g/n | “oFF

Configure AP Profile QoS Radiol -
QoS Radio B802.11a/n | OFF

Configure AP Profile QoS Radio2
QoS Radio 802.11b/g/n | OFF L

5-31 AP Profile Global Configuration Ei[&
3. TJa—IbRIZT—=2%FANL. TSave] m"a>%&=7Uv o LET,

S&II

EE | B

AP Profile Global Configuration

Profile Name |7D774)l/%%?'§7£ L¥Ed,
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S Bl

Hardware Type CDTOT7AINEEBTEDT7IVCARA Y MDIN— RO LT 2ATHFIRLET, N— 772147 & 77

CRARAY PO R— T 2EGA V2T =R (O TIVERIET2T7IV) EBGA V2T IT—ADYR— T
% IEEE802.11 E— K (a/b/g/ ETzld a/b/g/n) ICK WV REENE T, UTDA TV a Vv hMBTEET,

. TRT

- DWL-8600AP Dual Radio a/b/g/n

- DWL-6600AP Dual Radio a/b/g/n

- DWL-3600AP Single Radio b/g/n

- DWL-8610AP Dual Radio a/b/g/n/ac

DWL-3600AP k477 ZAA > MAID T 7 — L5 T 774 DWC-1000 &5 K — b LT shsR T R — b
7.

Wired Network Discovery AV FA—SHERRY NI —VICEST 27 VL RARA > b EEBHT B0 b L—H/\ry MEFEET BDIC

VLAN ID fEART 2 VIANID ZI8ELE T,
Configure AP Profile Radio 1
Radio Mode 802.11a/n FLWAP 707 74V Tl TTHHEIRER 802.11a/n ZRETEX T, £z, AP Profile Radio) H5biFEE
TEET,
Configure AP Profile Radio 2
Radio Mode 802.11b/g/n FLWAP 70774V ClE. TTHSERER 802.11b/g/n ZiFETEE T, £z, [AP Profile Radio) H5H1E
ETEFT,

Configure AP Profile QoS Radio 1

QoS Radio Mode 802.11a/n  [FTLWAP 7O7 7 A )L Tld. TTHSEIFER 802.11a/n D QoS HIRETEE Y, £/z. AP Profile Radio] H'5

HIRETEL T,

Configure AP Profile QoS Radio 2

QoS Radio Mode 802.11b/g/n |¥TLWNAP 707 74 )L TlE. TTHSE|EIRENR 802.11b/g/n D QoS ZHRETEE T, £z, AP Profile Radio) H

SLIRECEE T,

AP 707 7 A IVDOEFEHDEE

Wireless > Access Point >AP Profile> AP Profile Radio X = 1—

[EHRBDEFET AT > M EFERR Y NV ERITHEIGT BTedIc. T RRARA Y ME2BOREKREHEETR—F L TWET, PHBETIE
Radiol (4 IEEE 802.11a/n/ac E— K CEMEL. Radio2 I IEEE 802.11b/g/n E— RTEMELE T, FE— FDEWE. SEBETNBEEEETT, BR
oS> 5. IEEE 802.11b/g/n I 2.4GHz #7% {3 L. IEEE 802.11a/n/ac |& 5GHz #& A LE T,

1

2,

. Wireless > Access Point > AP Profiles > AP Profile Radio DJBIC A =2 —% 271 v L. UTOEEERRLET,

FY Status Wy Ne £ L2 Mainten:

Wireless » Access Point » AP Profiles » AP Profile Radio (2 (<)

AP Profiles | AP Profile Radio | AP Profile S5 AP Profile QoS

This page contains several parameters that are not available for the default. &P Profile. 4P can support up to two radios. By default, Radio 1
operates in the IEEE B02.11afnfac mode, and Radio 2 operates in the [EEE 802.11bf2/n mode. The difference between thesze modes is the fregquency
in which they operate, |[EEE 802.11a/n/ac operates at § Ghz frequency and [EEE 802.11bf2/n operates at 2.4 GHz frequency.

Access Point Profiles Radio List

Show entries [Right click on recard to get more options] | 9, |

AP Profile Radio Status Sentry Initial Minirnum Max, Support

hame @ Mode & ¢ fMode e Power & Power & Clients & Channels ®
1-Default 802.11afnfac On Disabled 100% 100% 30 36,44,149, 157

1-Default 802.11bfg/n on Disabled 100% 20% a0 1,2,3,4,5,6,7,8,9,10,11
Showing 1to 2 of 2 entries | First || | Presious | 1 | Mext , || Last ,

5-32 AP Profile Radio List B

EEILEGERZERL. RET 52670y LT Thdit) Z3RLET,
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AP Profile Radi

AP Profile
Radio Mode

Radio Configura
State

Radio Scheduler

RTS Threshold
Load Balaneing

Maximum Client

RF Scan Other Channels

RF Scan Sentry

RF Scan Interva

1
o Configuration °

1-Default

2-802.11bfg/n
tion

Scheduler Off v

2347

| oFF

5 30

[ Toe
L 60

Save

5-33

AP Profile Radio Configuration [EBIE

3. Ja—IVRIET—=2%&EASIL. TSave] Ra>%Z0 1) wo LET,

pr=|=| Bilis
AP Profile AP 7O7 7 1) aEFRRLET,
Radio Mode mREEERRLET, :802.11a/n/c Efcld 802.11b/g/n
Radio Configuration

State \iRA V27 1 — A% TONJ (B%)) &fcld TOFF) (3 #7ICLEY,
B|RA VR TI—REFTICTBE TIRARAY MIETDLERT 47> MIE TERER T L—LAEXEL
£9, COFIETERBGAVRZTI—ADY vy MATURTON, 75472 MEIDT 72 ZARA > b & DB THES T
Ot X&RmELET,

Radio Scheduler REBHDATI 1—FHFR, £zld IScheduler Off) TRV 1—S&\EHICLET,

RTS Threshold Request to Send (RTS) LELME (0-2347) AIEE L&Y,

RTS LEULMEIR. MPDURDA 7 7 hZETRLE T, REMBEL JIELE RTS/CTS N\ RV 1=V REERITENE LA

COEEEETBHTET. FILEHDI ATV b ef@dZ 27V CARA Y b BT 5 57 v 7 7O—DfliE%EY
BIENTEET, BEWMEZIEET H&. RTS/ Ty MIARIOXEINE LSBTV ET, K HET HEIE
ERL. N7y FOXI=Ty MIETFLET, —A. RIS/ y FORXEHZIEPT. BMLIcxy NT—JATE
CURLZFHPEREDSDEED, BHRICKDTFHZERTCEDLSICBEVET,

Load Balancing

A—RN\SUY Y THEEEBNICT HE. TIRARAV MIBITB ST 4y VBEGIHITHIENTEET,

Load Utilization

lNLoad Balancing] #* TONJ DIF&E. FFaIENS Xy b U — U &mEERE (1-100%) OLEMEZRECEET, TDLE
WMBICBRAELNTIET S L. 7O RARA Y MEHLWI SA7 0 b EDEREIER LE T,

Maximum Clients

BT JCARAY MC—EBILT VR ATEBRAT— 3 VDA (0-200) ZIEELET,

RF Scan Other Channels

TYURARAY MERF RF ¥ 2 EET L, BEEENOMOERT /N1 XICET SEREED. BEFIY O—3(ITR
HLET,
- ON-ERERISERNCA T 3 0 F v U RIVDSBE L T HDOF vV RIVDRAF ¥ VEHTVE T Chic kY 1—
ST 4w DEMAFEL, BICEFRBERIITNDEZIZVET,
« OFF -7 RRA Y MMEERHRDF ¥ VRIVDHAF v LET,

RF Scan Sentry

KA TV aVEFERTEE BIEAVEZ T T—RE Sentry E— R CEMET BT ENTEET T, [ONJ ITRET B &, &
A VAT I—RE FEELTERADORF AF v v ERITLET, E\IR1 2 71— AEREEINTLBE—aV 7L —
L BLOGZAT Y NEMDT O ARA Y MED S T4 v I ESEHNICEZ L TVWETH. 751477 MHSDE
FITIES CE AL Sentry (B51R) E— RTIE. IXTD VAP IZEMICZY £9, Sentry AP EEIBT %X v N T—0 &
TeldERA 2 T T —AdE. 2y FI—7 EOTFNA X ELVARICHRHL T, KUYBENGELF2U T DRETST
EDTEFET, RE—FTE AF v EF v o rIVEEBELTITONE T, &F v XJVICEPLTRREIE TRF Scan
Duration] (A3 v V) IC K> CHIEIENEK T,

RF Scan Sentry Channels

IRA > 27 T — A& 802.11b/g BARET (24 GHz) & 802.11a ARES (5 GHz) FIEEBHADF v > RIVDRAF v
VEFTVWEY, ATV VDONREBDERBEHDT v > 2 VEERLE T,

SBERIRIE. Sentry T— ROBHRFICER L. MSORREEHOBEICHE LET,

RF Scan Interval

RF AF v DT v 2 VEBOBREZGIELE Y, FHMEE 10 (S UMW) TY,

RF Scan Duration

RF A v VBFICHIDTF v 2V RIVDRAF+ BT B (T UR) BEELE T,
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Mode

B|ISHEANMERT 2EE PHY) OZFELEERELE T, SEEHHICTLTUTOE—FASE#EIRLET,
IEEE 802.11a - OFDM A& &R L T 5GHz I U-NIl 855 CEIES 5 T L B8 T 5 PHY DIZETY, 1z 6-54Mbps
@LTEEE%*JL/T\ FLET,

- IEEE 802.11b/g - 24GHz ISM & CT81EL £ ¢, IEEE 802.11b I& SSMbpS E1MMbps 7—2 L— M Z L WED
802.11PHY DIEFETY ., THUL. KU BWT—2 L — FERHET Bz, BRFsZHEAT (CCK) jﬂ) ICE#EY—
T RAANY VRS (DSSS) F i ldAREUR Y € AR Y I*)l/ (FHSS) ZERALET, £z 1-11Mbps D7 —
2L — FEFEEYR— b LET, IEEE 802.11g (4. 802.11b PHY % & W RUMEESERE (S 54Mbps) |CiE3E L1260
TY. TNTEZEEREDEIZE (OFDM) Z@EALET, 1-54Mbps DBEREZ Y R—H LET,

. |EEE 802.11a/n - 5GHz ISM =gt CEIEL. 802.11a & 802.11n 7/\A ADWmAD Y R— bk LTWET, IEEE802.11n I,
MIMO (multiple-input multiple-output) #:ffiE&®5 802.11 ZXEDHEFE T Y, IEEE 802.11n (&, &K 248Mbps DT —
& e, 802.11b, 802.11g. H&U 802.11a DRINEIFDI 2 &5 HK— k LET,

. IEEE 802.11b/g/n - 24GHz ISM & TEIEL. 802.11b. 802.11g. $&U 802110 /A1 DY K— k LTOET,

- 5GHz IEEE 802.11n - 802.11a £zt 802.11b/g A H R— ~ T 2RAEBH G 5GHz BRETEMET % 802.11n 7/\1 A&
BOXy M= ICBBHOE— RTT, [EEES0211n k. LAY —F /A Z (802.11b/g F1zid 802.11a) & H#HMM
PBEHEWNBEEIC. FYBVWRIL—TY NERIBTEET,

- 24GHz IEEE 802.11n - 802.11a E/z1£ 802.11b/g HH R— r T 2R EHEL 24GHz R TENIES S 802.11n 7/ 1
ABEFEDZ Y F T — I ICHEBSDT— R T, [EEE80211nId. LAY —F/N1 R (802.11b/g E1zid 802.11a) & Hife
MHBNRBEVESIC. KUBWVWRIL—TY NERIBTEELT,

. |EEE 802.11n/ac-5GHz ISM & TEMHEL. 11n & 1ac 7/N1 ADWmAEYR—F LET,

DTIM Period

DTIM 4 /t JRE-DVT L AIKEENBSERCTT, CNEREABNE— R CRAV—TREDI STV F AT —
TavidE, TUVRARA Y M EIGRE/FBEL TNy T 7ENTWET =20 H 25T LR TWEY, T TEET
% DTIM Per|od (DTIMERR) (& KTV EARA Y S DETICH BT ZAT > b TIEARAY MTNY T 7ENT
WBT —2 =R Y 2ERERLET,

DTIM PR (1-255) ZIRELE . HAEE -V OB TCERLE T AIRIE AR IEAALIGE Ny T 7 Enfe T —
AOHRE E—AVTL—LFEET LT VEARA Y FTITbNET, 110 EASLEBERF 10EOE—a>Y T L —
LOXEIC T EDOMER LTI E T,

Beacon Interval

E—O2REE (20-2000 2 UMW) ZIEELE T, E—OV T L —LIFEER Y NT— 0V DETEBHT Hic. 772X
AV DS EHMIOXEEINE T, FHEMETIE. E—22 7L —AIE 100 (M) (1 E (1 HIC10[E) FKEENET,

Automatic Channel

FrorIbElE BIRA V2T I —ADT —RDEZEIFER T HBIEANY b S LDH5—ENEEET HEDTY,
F v U RIVDEFERDRTF v > RIVDPEMEIFER A V2T T —ADE—RICKVELGYET, 7V LARAY MHBRRET
BEE TULEARAY MERFZUTRTHERENTVWATF v IV EIF v Ly BHGETEOGEWF v RIVERIE
EEF v URIVEBERLET, L F v 2IVORRIEZ 2 EZ(ELTWET, TAutomatic Channel JZBRICT 5 &
ATOQT77AIVEBRLIET7 7 ARA > bTlE. BEIF v 2JVERHAIEEICEV T, BEINIC. £EFETES
F v 2JERT7IVT) ALERITERE. T2 bA—FH0 WLANIRE @ak:ﬁb?7tX$4/#t®?ﬁ/ZWﬂ
BETEDLDIC Li’d’ THAETIE. 70—/ VUVESF v U RIVE— NIZBEICRESNTWVWE T, BE)F v x)LUiE
RE— FEERIC &1&. Wireless > General > Channel Algorithm > Channel Setting ®[Channel Plan Mode JIC [Fixed
timel E7zl& l'lntervaIJ EEIRLTETEZ2A VI RIBELE T, £ Manual Channel Plan) R—I C.FHTCEHEIT v
YERIVERT IV AL ERTER ST ELABETT,

MValid APs| E7zl& TAdvanced AP Management] NX—T7 7 ARA Y MCA AT 4w 7 F v > 2V B H
TTWBIBE. TDT7 7 EARA Y S TIEEETF v VX VEREBMCTEE LA,

Automatic Power

EEBALANIIE. TOCRRA Y POAENFEIFRSETRFEBEZTO—FEv AN TEZNEVS T LITHELET,
BALNIVIMES E2 L. BRY SA 7Y MMESERI TELGD o WLAN DT 5 =V ADETHFEELY
LET. ¥, BALNIHDBTES L. RFESHBEHEEADMD T 7 L ARA > b EOBICTFSEERT I rIEEN
TEET, BEXESHAREECIE. MBEOT7ILIY XLEFEALT, RFESHEBINGEZSDERI 547V MET
FEL, HDOMDT IV ERARAY A TO-RFF v AN B RFESETHERCTIEERCETIREEZELGVLDIC. B
BMICARELET, BALNVT7IWI) XLIENNT Y FEXRI S —OERICEDEXEENE 10% OAETERLET,

Initial Power

PHRBEALANIVERELE Y, BEIBEAREE7 VI XLIE. KT 4 — IV R TIEE LIGXEBNORIEUTICENER S
T LIFHYE A FHRMEIL 100% T, D&Y, BEBNFRBEZEMICLIIHE. RF ESXEBNIMEMT SN
HOTHLRD LE A, B RFESDEAXEENICNT HEE (%) TY.

Minimum Power

HE LR > 2T 1 — AU HXEBIDZ/ME (1-100%) ZHEELE T,

APSD Mode TONJ ZBIRL T, BREEAECHZBEBEIRAE (APSD) ZHMICLET, APSD (L. VolP BFENT 7 EARA Y
PEBLTCRY FT—7ILT7 VRS 2I5EICEHMDLET,
Frag Threshold TSI A Y LEVME (256-2345) ZIBELET, *v b T—7 ETREENZ /T Y YA XZFHIRT2EHDT. K

T4 —IVRTERELIEYAZXLUTDINT Y MET ST AV MeENEHA. 2346 1&. /Ty MET ST XA MeET iz
TEERLET,

Short Retries

RTS Threshold B L. FfeldZNEVNEWT A XDT L—LFEDEK) b ZAEE (1-255) ZRLET,

Long Retries

RTS Threshold & KEWH A XD T L—LFEDERAK) b5 [BE (1-255) ZRLET,
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BEFERLANGE
EE iz
Rate Limiting RIVFF v A ETO— RF v 2 MREFIREEHICT HE. Zv FI—0&RELUTEHESNS/ Sy MESIRT 5

TEIREDT 2GRy FT—UMEBERET DT ENTETT, VEMEIX OFF) (%) TY.

FIFEETAE

« ON-RIVFFv A bETO-FF v X SOREFIRZBEMLET,
- OFF-RIVFF v A ETA— R+ v X FOREFIBREENICLET,

HEHIPREIFZ < DRIBCIFBITES B2 cd. AMEELZENET L2 L2BHMDLEEA,

Transmit Lifetime

EAID MSDUSKEDBIXE!) b S A ZRTETORME (UMW) ZIRELET,

Rate Limit

RIVFFXAMETO-RFv AN ST v 7 ICRET DREFREANILE T, GIFRMEIE 1 M7 1 8L 50 K8
DINT Yy MIETRNETT, COREFIRZETES ST 1 voiEWInd, BIOES L CBYREEICEEENET,
FIERE & SAREHIBRMEIE 50 /N7 v b /#TY, [Rate Limiting] Z8NICT 2 & ARIFERNICHD ET,

Receive Lifetime

RIS T S A MeENfe MMPDU & 7zld MSDU ZZELTH 5. MMPDU E7zld MSDU BIEZED U b 51 &4 T F
DETCORE (UMW) ZIEELET,

Rate Limit Burst

REZHIRYT 5/\—X H’E%“*T%& IRTCDIZ T4 v I DNRERIREBZZFID ST 71w 7 IN\—X DEZR
ELET, CON—XIHIRIE. RELCRESIREBI 23y N T—7 LD ST 4 v VOBRN—A N EBBLET,
FHAME & S AREFIBR/ \— X I*’“* 370 O\ b /#) T, [RateLimiting] ZE\XHICT B AITEDIZDET,

Station Isolation

RA T3 VEBRTDE TOVCRARA Y NG S 7> FEOBEEZT OV I LEY, EIRI 5472 FRTIE
TRy NTD—U DR AT >V b EBIRTINA RBDT —2 b5 7 1w 7IEEF] LK T, #ERMBEILTOFF ) (%) T9,

Channel Bandwidth

802.11n (AR TIEMtEDE— N THABRIBEGEIFED 20MHz DF v > 2JVITINA T 40MHz DT v > L DERZFA L
TWET, 40MHz DF v 2)UE. FUBWT —2REZEFREICLETH. D 24GHz KU 5GHz 7/ AHMEART
ELF v RIVDDIELTZVE T, 40MHz DF T 3 >id, 802.11a/n E— P'(\‘Li*?lﬂﬂ@?\ﬁﬁ]?@" &7 802.11b/g/n
E—RTIE20MHz A 72 3 VHBRTY . F v 2 RIVSERDER% 20MHz IR 2 el IIARELFRLE T,

Primary Channel

Fr rRIVERERL. F v U 2IVEEIEE 40MHz [CERET 2358112, KEQE%E%@'%L&@‘C%%?% 40MHz D
F v IblE. FEEEE TR L TV 2 0 20MHz DF v > 2IUDSERENTWE ERETCENTEET, T
N5 2 @D 20MHz DF v > xJUIE. %< DIFE Primary & Secondary F v > /U EMHENE I Primary Channel 1&
20MHz DF v > VBRI E Y R— b3 28021 N V54TV b LAY =S4T MERENE T, ThiTk
V. 40MHz S35 D LT 2 lE ™I 20MHz DF v > % L& LT Primary Channel Z38E L £ 7,

Protection

IREEMEBEIE. 80211 DIEEN LAY —AT =Y aVERET7 T r—2 3 v CTFSHERIEBRWT EZRIET 50—/ %
BATVET, FEMETIE. INSDREAHZXLIFER (Auto) TY, REDBIEIHA. 77 LARA > DB
BENICLAY—TINAADH DL READZALDFOCRENE T, INSDREAHZXLZER) (OFF) 1295
EDTEELTN 8021 InRE&EZF VLT B BREERNDL AV =754 7> FERIET 72 ARA > D 802.11n
BRICE > THEERITZIEDHVET, E— FH80211b/g THAHZEICH. 802.11n REMEEIIFIEAIEETT, R
BECDE-RFTEMETDE 8021b I SA TV b ET IR ARA T M 802119 DIRED SRELE T,

Short Guard Interval

A= FA>2=/NUIE OFDM Y VRIVREID T Y KR A I (F/#) T A— KA > 2—/NUNIFSETH MR T
# (ISKICH) ZBREE T, 802.11n E— FTIE.802.11a/g DEZET % 800 (+./# ) 75\‘5 400 (F/ M) IcTDA— KA > 22—
NIVERRT AT EDFBRINTVWET, A— FA > 2—/UVDEMRICE > T T—2NEBMEREICBWNT 10% OREES
EodTENTEET,
- T RARAY ME 400ns DAH— R 22—\t R—
FA2Z2—)N R LTT—2%2XELET,
« OFF -7 7t RRA> blE. 800ns DH— KAV E2—/\VEFERLTT —2ZXELET,

2051472~ EBIET BIHAIT 400ns DH—

Space Time Block Code

Space Time Block Coding (STBO) &7 — 2 mxDEBEERET 5 EAER LI 802.11n DM T, 7—2AMJ—
LDERT VT DEITEREEN DD, REVAT LK. DEEET—ERA NI —LD 1 DEBET BRI S <
HUET,
N-T7I7RRRA> M BSIC. BT T FHICRACT—2A M) —L&EEELE T,
< OFF-7OXRRRA Y M, BT VT FICBLCT—2RA M) —LEEXRLE A,

Radio Resource

Radio Resource Measurement (RRM) £— Rl RV A7 AL TCE—OROEMIBER. 7O—TI58. KU

Management FBETAREDEEEZERLET AP TOT7 7 MUCBIFE5HE YV —RAERED T R— b =B H el dEmmlic LET,
AHEEEIE. SHEITERNICRE SN, B TIEBITT,
No ACK TONJ ZERL T 7V L ARA Y MY —EX I T XEE LT QosNoACk HH DT L— L& EFRT ANETHRWNT L& BELET,

Force Roaming

BEIO—Z > &xBMCLET,

Force Roaming Threshold

BEID—=>JDLEMEEIRELE T,

Multicast Tx Rate
(Mbps)

BEARIVFFr AT L—LEEXT ZDIC 80211 L— F (Mbps) #RIRLE T, SGHz FHTRBLMEWNL — M
6Mbps T,

Channel

Auto Eligible Channels

ANEE CREERL TOWAEIRE— FB KU [General Settings) BIE CHE LIZEI— FTCHYR—bENEF v 2L %E

KR LEY, [Cul) ZI LT BROT v ORIV EBERTELT,

Basic Rate Set (Mbps)

INSDBIET VL ARAY MEERT H5INTDRT =Y 3 VBT R— b IRET—2REERLTVET,

Supported Rate Set

(Mbps)

TYORARAY bHYR— T HRBEREC. EHOREEZRCEET, TPV LARAI VY EITAT b
EDBE#MEEDEREL LIS, T EARAY MIRLMEORVREZ BENIGERLET,
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AP 707 711U SSID DFRE

Wireless > Access Point > AP Profiles> AP Profile SSID X = 1—

BIRLIZ AP FO7 7 A VICEBHF SNTARIET 7 ARA > b (VAP) SREZFRRLEY, FVAPIL v FT7—27FSPSSID (Service Set
Identifier) ICKVBBIENE T, SWMBT I LARA Y MOEIRA VR T T—ATEITI6BEETDVAP AEERTEE T,

1.  Wireless > Access Point > AP Profiles > AP Profiles SSID DJE(c A =2 —%2 1) w7 L, UTFOBEEmER-LET,

Wireless » Access Point » AP Profiles » AP Profile $5ID (2 (<)

This page displays the wirtual access point (WAP) settings associated with the selected AP profile. Each WAP iz fdentified by its network number and
Service Set Identifier [55/0).We can confizure and enable up to 16 WAPs per radio on each physical access point.

Access Point Profiles 5510 List

AP Profile 1-Detault v
Radio iode & g02.1Mainiac 302.11bJgin
Show entries [Right click on record to get mare options] | a, |
| SSID Mame & | SSID Status ©  WLAN & | Hide 5510 &  Security @ | Redirect 9| Captive Portal 9|
1-dlink1 v Enabled 1-Default Disabled Maone MNane Free
2-dlink? v Disabled 1-Default Disabled Mone MNone Free
F-dlink3 v Disabled 1-Default Disabled Mone None Free
4-dlinkd v Disabled 1-Default Dizabled None Mone Free
S-dlinks v Disabled 1-Default Dizabled None Mone Free
6-dlinke v Disabled 1-Default Dizabled None Mone Free
T-dlink? v Disabled 1-Default Dizabled Nong Mone Free
8-dlinke v Disabled 1-Default Dizabled MNone Mone Free
9-dlinka v Disabled 1-Default Dizabled Nong Mone Free
10-dlink10 v Dizabled 1-Default Dizabled None Mone Free

Showing 1 ta 10 of 16 entries T i 1 | -

5-34 AP Profiles SSID List BT
2, TWEAIUAZa—DS AP TOTFAIVERIRLETD,
3. [Radio Mode] (1802.11a/n] E7zl& 802.11b/g/n1) HEEFERLE T,
4, TWRATUAZa—H5 [SSIDNamel ZERLET,
5. [Enable] £7zld Disable] ZH57 U v 7§23 ET SSID ZBMEIFENICLET,

281 SSID ID1 EBICEMTT, SO SSID #GIICLENE. BIIDIAD Y FTRID SSID ISR TES £ S 1TH LU SSID #ER T 248N
BUET,

87



88

SEGEGLANRE

AP 707 711V QoS DFRE
Wireless > Access Point > AP Profiles > AP Profile QoS X =1 —
QoS (Quality of Service) #ElZ. BEDF 1 —IT/NTA—2EIBEIT BT ET. ERDIP 7—42%I1E L& VolP (Voice over IP) DHINDERE. BUYR.

AN)=ZVIATATRATHEEEI Y PO—SERATEIHRABER NS T v I LT LUBVWRIL—T Y FENT =V ADEE
EOJEEICLE T,

RO FO—FIC QoS ERET B &L AT ﬂ%ﬁh774‘/7&47"®ﬁﬁﬁf¢1 L/\7>< 2EHEL. EEFORK/ &/IMFEREE (O3>
TV VERICEY) WRMITIEET BT ENTEELT, T THAYT AREIE. T—2CEIEET 7tXaLvr/|\L7iH@ﬁﬁtfn\ 9547

VAT avIKEERINE A

T ARA > ~DEDCA (Enhanced Distributed Channel Access) /N\TA—Rl&, 77V RRA VDS ISA TV MRAT—23a 0 \DMZT 1y
TI7O0—ICRELEY, AT—YIVDEDCANTA=RIZ VATV NAT—= 3 VDT IERARAY DS T4y 7 7O—ICHELET,

HNAZ QoS HEZIBECEE T, Ffeld. T2 I T 4 vV HDWEBE T T 4 v/ DeHICEBIL ENEEREHRELR/ D AP JOT 7
AIWERETEDT T L— b EBIRTEET,

1. Wireless > Access Point > AP Profiles > AP Profiles QoS DJBIC X —a2—% 2 1) w7 L. UTFTOEEER-LET,

Wireless & Network 2 Security ‘.:}o Maintenance

Wireless » Access Point » AP Profile » AP Profile QoS 0 @

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

Quality of Service (QoS) provides us with the ability to specify parameters on multiple queues for increased throughput and better performance of
differentiated wireless traffic like Voice-over-IP (VolP), other types of audio, video, and streaming media as well as traditional IP data over the
Controller.

Access Point Profiles QoS List

Show entries [Right click row to see more options] a, |
| AP Profile Name G| Radio Mode | Template 8
=
1-Default 1-802.11a/n Custom
1-Default 2-802.11b/g/n Custom
Showing 1 to 2 of 2 entries |.J First || .| Previous | 1 | Next ; || Last ;|
5-35 AP Profiles QoS List B
2. APTOT7A)VERY )Y LT, TEdit) Z3BRLET,
AP Profile QoS Configuration o
AP Profile 1-Default lI
Radio Mode 1-802.11a/n
Template ® Custom Factory Default Voice

AP EDCA Parameters
Data 0 (Voice)

AIFS [Range: 1 - 255] M. Sec.
cwMin

cwMax M. Se:

Max. Burst [Range: 0 - 999900] U. Sec.

Data 1 (Video)

AIFS [Range: 1 - 255] M. Sec.

I Gl

=

=
-
W
i

5-36 AP Profiles QoS Configuration B

3. UTDT71—IbRICT—%2%ZANL. [Save] R2>EI v LET,

bi=[= Bk
AP Profile AP 7O7 71 1VaEFRRLET,
Radio Mode EREE AR RLET, :802.11a/n Tzl 802.b/g/n
Template QoS 7> FL—hrEBRLT. AP 7O7 70 )VISERALE T,
- Custom -7V CARAY FBRURT—a>VDINTA—REBETEFT,
- Voice £7zl& Factory Default - R > FO—JIEBIR LTV L — MIERBHRELZEHALE T,
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== Blis)
AP EDCA Parameters
Queue TIERARAY DS RAT—Y 3 VISR ET 2R GET— 2214 FcF1—2ERLET,
- Data 0 (Voice) - BBREF1—. S/INEIE, VoIP PR M —Z VI AT 1 Tz EDBEICHEE T — 2158
FMICARF 1 —ICESNET,
- Data 1 (Video) - BB%&EF 1 —. &/VEIE, BIECHREC T4 7 —2EEEMICAF 1 —ICESNE T,
- Data 2 (Best Effort) - FRREDBLREF 12—, FREDZIL—Tv bBLUHRBIOELE, —HBH7%E IP 7— 2K
Fa—lTESNET,
- Data 3 (Background) - RIEEBHEF1—. BRIL—Tv b BVRAI—TY NERELTEABRET — 2P,
BIEICHATIIEWT —2EARF 1 —(TESNET (B FIP 7—42758),
AIFS AIFS (Arbitration Inter-Frame Spacing) Cl&. 7—2 7 L—LREOFBER (1-255) ZIBELE T, FHEEEIER
By hTREENET,
cwMin KINTGA=RIE ARE) S ZAD RIS A LNy 74 T7FEE ) (BE) 2E& 270U XLIKERLE

(SNaAVT V3 VEmE)

To BT —IV RDMEIX TS 22 Ly 74 7FERB OBREOLRE LTHEELE T, BAlEI VB TT,
TEBEDS VAL (ER) HFSIE 005K T4 — IV TIRET 2EORLSERENE T, T —2 T L—LHix
FEEnsmic. 1EBDS VALY VA THERBORNT DL U MIA ATV RIETBINL. S22 LNy
A 7@ (B@E) 2 EBOEICEYET. DT VALINY IFTED. RDT 1 —)U D cwMax TEERT 1B
ICHRET HE T KMCH > TEZFBICLTWEE Y, cwmin ST 5837 MEIF. 10 30 70 150 310 630 127,
25505110 /& 1024 T9, cwmin fBITIE cwMax CEZE I AEL W/INEWMBEZEIEE L TIEEL,

cwMax
(BRAVT VY3 VEm)

FINGA=RIE FYRLNY IFTBOLRTY, TDOTVALINY I FTEDN. CTTERTHEICEETSET, &£t
W7 —2ZEICRNTHE T BTIH O TEEBICLTWEE Y, SVALNY 74 TED. KT« —JV FTIRE LIEIL
EFDE ULSAIE T bSAHFAISRAEE [CFES 2E TRETSNE T, BIRMEIE. 1130 70 15, 314 63, 127, 255,
5110 F7cld 1024 T, AfBllE TewMing TEER T HE& Y REWMBEZIEEL T REW,

Max. Burst

APEDCA/NT A =B, BT 14— U RIAEET BEIET 7 EARA Y OB TZA TV bAND ST T vy 70—
I L CDHBRENE T, RMETEGER Y FT—7TD/Ty bNN=X MBS NZHmA/N—AMRTT, /¢
Tw b= b EEANY ZERE L TCERETESEBDT L—LDEEYTY, 77—/ \N\y FEDE(TBT LI
S BRAIV—=Ty b EBNT -V AERIBTEL T, BA/N—XMRICEWEEF 0D 5 999900 TY,

WMM Mode

WMM (Wi-Fi Multimedia) #BEISHIERME CIEBMNTT ., WMM BB TH D & QoS BITHITENCEIEA T« 777
TADRBELEMCGEYET, &fe. D-Link#tD 1> FO—ZD QoSHEEIE. TY (FIVEARIY b5 T S
ATV IAT=Y 3V [APEDCAINSA—=R]) EEY (VAT Y NAT—23 VD877 2ARA > b [Station
EDCANSA—=2]) MAEDS T v 70— %HELET, WMM ZEMICRET S &0 QoS HlElE YD
ZT7490 (DA77 DB T 7 EARA > b [Station EDCA /ST A =42 ]) I LTEMICAED £, FUICD
WTIE WLSDDDINT A =42 [AP EDCA /ST A =L | DREDEMNTT. WMM BEIRREDE T, 77t X
KAV DS T ZA4T 2 bADTUHB (APEDCA /INT A —=%) DWW DHD/INT A —RIFHRERRETT,

+ ON-WMM fiksRi%REZBRNIC L& T,

- OFF - WMM ¥iaRigREZ ENIC L& T

Station EDCA Parameters

Queue

AT=23a VDS TIEARAY MOEET 2R GET—2 214 FcF1—2ERLET,

- Data 0 (Voice) - REEBREF 1—. S/NEHE, VoIP PA M) —Z VT AT 1 7ix & DBEICHRG T — 214
BHEMICAT 1 —ITFESNE T,

- Data1 (Video) - RBELEF 1 —. R/NEE, BEICHREZE T4 7 —2FBENICAF 1 —ITESNE T,

- Data 2 (Best Effort) - AEID@BEEF 12— FRIDAIL—TY b B XUFBOEE, —R8Y7%E IP 7—2ZIEK
Fai—lTESNET,

- Data 3 (Background) - RIEEHREF1—. B8AIL—TY b BVAIL—TY FERBETEREBET — 20
ERECBUR ClEE W\ T — R IEARF 1 —TXSNET ) FTP T—427%8),

AIFS (Inter-Frame Space)

AIFS (Arbitration Inter-Frame Spacing) Tl&. 7—4 7 L —LBDFEEERE (1-255 S UM) ZI8ELE T, 1FHEs
BiEFROY b TREETNE T,

cwMin
(BhNdv7>y 3 VEm)

EINTA—=RIE, AVT VY a3 VRO T —REEDHIC THES VX LNy 74 7&F 5 (BE) 2RET S
IV XLTEREINE S, KT 4— IV ROMEIE, TRIEZ Y 2Ly 74 7FERE] OFEEO LR (ZUR) &
LT Minimum Contention Window | BIE CIEELE T, 1 EEDT VAL (FR) &SIE. 0hS5EKT4—ILRT
BETHEDHFNSEREINE T, T2 7 L—LNEREEINZHIC. 1 BEDT VA LNy 74 TEFBEEHNEN
ITB5E NI ATVRE18BINL. VALY A 7E (BE) &2 EOEICEVEYT, DT VZLINy Y
FBED. RDT «—)U ED cwMax TEZET BEICTNET 2F T, K> TEEEICTLTVEET,

cwMax
(BAROVT7>¥ 3 VEm)

KIS A—ZE. SVELINY I F TEDERT. [Maximum Contention Window) BE CIEELET, D>
VELINY O F TEN. T TEET AHEICEET DET. £lldT—2XEICHIHTBE T BT ITHE>TER
BICLTWEET, SVALNYIFTED. KT 14—V RTIRELIEICENETSDE. UMK T S A5F
AIERALIE (CERET 2 E TS NE I,

TXOP Limit

AT—= 3V EDCANTA—=LB, KT A4 —)VRITIBET BEIEY ZA TV M RT—2aVh 87 I8 ARA > b
DEZT710v o 70—CRHLTDOIHFBERENE T, TXOP (Transmission Opportunity : X(5#) I&. WME 7 A7 >
MOMBIRA T o« 7 L CREL RO HIERDRET BB TI. TDEIE. V747V MATF—Ya VT LTEEL
£9, DU WIM 747> b RT— 3 UHER R v b T — EICRET 1R A RDRR (T UR) TY.
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SSID 77741V

SSID A7 7AW A R TIE. Y FA-SICREENTVDINTCOERR Y FT—7ZRRLET, THRETIE. BHICI16EDXY hT—2
PMERENE T, T 74V Ry bT—V BB CEXTID HIRT B LIEFTEE B, BET S0 EDEIRE Y FT—7ICRKR 16 EADRY FT—
JEBMBELURECEET, WILFRY FT—VIEALCSSID ZRHFDZENTEET,

SSID 7Aa7 7L IVDEE

Wireless > Access Point > SSID Profiles X =1 —

1. Wireless > Access Point > SSID Profiles DIBEICA =1 —% 27 1) v L. U TFOBEEEZRRLET,

Wireless » Access Point » SSID Profiles (2 (=)

This page shows all the wireless 551D configured on the controller. The first 16 5510's are created by default. You can madify the default 5510, but
we cannot delete them. We can add and configure up to 16 additional S5ID for a total of 32 wireless S5ID.

SSID Profile List

Show entries [Right click row to see more options] | a, |
551D o5 Name o VLAN S Hide 551D o Security o Redirect & Captive S Authentication o
1 dlink1 1-Default Disabled None None Free None
2 dlink2 1-Default Disabled Nane Nane Free Hone
3 dlink3 1-Default Disabled None None Free None
4 dlink4 1-Default Disabled None None Free Hone
5 dlinkb 1-Default Disabled None None Free Hone
& dlinké 1-Default Disabled None None Free Hone
7 dlink? 1-Default Disabled None None Free Hone
] dlinkg 1-Default Disabled None None Free Hone
9 dlinks 1-Default Disabled None None Free Hone
10 dlink10 1-Default Disabled Nane Nane Free None

Showing 1 to 10 of 16 entries .| First || .| Previous | 1 | 2
Add New SSID Profile

5-37  SSID Profile List EIE&

2. BIFDSSID ZiRET Bfedlic. HY v L, Thdit] Z#RLET, HLSSID 707 7 A )LESERT BICIE. TAdd New SSID Profile] R4
7 )y LET,

SSID Profile Configuration °

551D \ | B

Captive Portal Type ‘ Free '|

Hide SSID oFF
lgnore Broadcast “orr
VLAN [Range: 1 - 4093]

MAC Authentication U Local "' Radius '®) Disable

Redirect '® None O HTTP

Wireless ARP Suppression | oFF

Mode

L2 Distributed Tunneling oFF

Mode -

5-38  SSID Profile Configuration &I

ae=t SSID ID1IEEICEMTT., BHID SSID EEMIC LEWNE. BHDAOY kTR SSID 1S3 TES L SICH LU SSID HER T 2RBH
BUET,

3. Ja—IVRIT=2ZASNL, [Savel R2>%&I Uy LET,



BETERLANRE

EH

Bl

SSID

By bTU—0REANLET, SSIDIETHEADERR Y hT—VRD2T/\A ATRLCTHY . KXFENX
FEXBLTNS T &% THERCTEELY,

Captive Portal Type

SSDESHEICF Y TT 4 TR=ZIVDEA THERLET, SSIDNDT 72 RUTIIULTDZA THhd) £9,

Free - T SSID IC#E I 5 1 —HFIIFREEDOREDL B W B A,

- SLA- ZDSSID ICHEft g A 1—FIE. D SSID LIADEHICT 7 X F BF1IC [Service Level Agreement] %&
ZIFANDRELNH VKT,

- Permanent User - 21—k, TD SSID LIADT—ZICT V2R T BEICRAEENARELNH D £, /\—<x%
VhFYTTATR=ZIA—H DI CDSSIDHSOTA Y TEET,

- Temporary User - 2—l& TD SSIDUADT—RICT 72 AT BEIGRAENARENH Y T, 7O+
TR A—PMER L Te—BNEF v 77« TR—2)VI1—H D D SSID 5O 1> TEET,

- Billing User - 1—Hld&. D SSIDUANDT—RICT V2 RA T 2EIGGRAENAIRENDH Y ET, 7T >D
IS —ECRDOBALE L TERSNc—BNEF v 774 TR—2ILOFE&I—H T, EGY— /Y
r—J1& lLogin Profile] CEZESNE T,

Authentication Server

[Captive Portal Type] £ [Permanent User] M35&. EET—/NV&BRLET, D SSIDDF+ T 71 TR—4JL
61574\/?'%)3"\_5@1—*7@\ E}RLTC _/\%LL/_(DLJDIEJ{Mi—a— %uﬁﬁ—_l-ﬁgtnuuﬁﬁ_/\ j: rLocal User
DatabaseJ. TRADIUS Server]. TLDAP Server |, E7cld TPOP3] TF,

Authentication Type

FCaptwe Portal Type] H* Permanent User] C. [Authentication Server] H* TRADIUS Server] D&, RDEBFEZ A
FFEIRLE T, « PAP. CHAP. MSCHAP, F 7zl MSCHAPV2

Login Profile Name

FCaptive Portal Type | A FPermanent User | E7zl& [Temporary User] W34, [Login Profile] 3R L9, AT
BERTOT771ILDOWVTNE D SSID TERATEEX T,

Hide SSID

SSIDD7AO—RFv A MERTE AT— 3 VKBTIV ERRAY h@@@ﬁﬁtﬂ%ﬁﬂibi@“ T 7 ZRA
U hDTO—RFY X MSSIDAERET E. 7547 MRT— 3 2 CERBIEER SSID D—EIC SSID BhFREIN
FHh. TORDVIC, 77477 MIEEIIC. YT UAY MIEREINTWSIERE SSID LEFDONENSD Y
£9, JO—RF+ 2R b SSID %%ﬂtwf%uut‘(\ BBIIATVIMBARZY T —TICADTL BT EERRC
TENTEET, L L. Ny A—DSDOBREGHEERVEY. BEILINTOWEWSNS T4 v I EBERT 51
BITIFTDTIEH Y T A,

- ON-SSID [FBBENEY,

- Off-SSIDIE7A— RF+ XA hENET,

Ignore Broadcast

BRY AT bOFIBAIREGEINTDSSID ICTA—TERETO— FFv A b T 358, &4 TV avid 77
CRARAY A TO—TERITUSET 2D EIDEHIELE T,

« ON-T7UERRA Y DI ZAT > b TA—TERITSET 2 EZRBIELET,

« OFF-T U RARAV DI SAT 2 b TO—TBRICEET ST &I LET,

VLAN

VLANIDZAFILE T, TDVLANID BMEREH TH S & &AL T EEL, (Network > VLAN > VLAN
Settings)

MAC Authentication

BMEEE. BIGU AT Y MHRY NI —VICERT AOHITIE. TV ERARA Y MK BRIAHPNETT,
MAC EREEA RS BITIE. ULTFDT—2ZX—=ZAD1 DT AT FDOMACT RLRAZHRELET,

+ Local

- Radius
T—ARN—A W& P70 a>EBZDU A7 FOFAFIFEBICRET 5H. FEEREHDT O—
INIVT7 o2 avaEFERLET, MACRREEERFED MACT RLAERF DU AT Y MDT 7 A &FFal % fzldiE
BT BSHITTOpen] E— R TEMET ARy M=V TRICIIBET, £lee MACEREEE 802X+ 21U 74 AT
|CRHE L TEEREMN. 802X FRAEL WaTICITThNE T,

Redirect

HAAZ L Web BIEICESRY 517> b EZA LY F I 2Tl TRedirect] #D HTTP #7723 V7&@IRLE T,
RE-—RDNBWNCTHEE BRI AT Y BTV CARA Y MR L. A2 =Ry MCT 72X T 278l

Web 7500 %EF—T> LI 8EELCURLICUA ALY bENET, HREZL Web BEEIE. HED Web T —
UEBHDN2DHELH Y. RHOATPRY N T—JFBARY Y —GEDERESGHREND Y £,

BE=] SR SA TV ME—ET VL ARA T MTET B E D Web F—/NIZU £ LY FENET, UK
ALY MEBETIE. ¥+ 77« TR— S VBEERTTEET, F+ 771 TR—RIUEL Ky FRKY

FTONAEDT ST 4 T DR BLU (Ff2ld) REBBEDRTDIZHIC Wi-Fi /T\“/ hRARY T
BRETNEY, I—TFTRI VY I RI—FB5TLICEVAI 2=y MR CEXT,

« HTTP-HTTP U& ALY MIBEHTI,
- None-HTTP U1 L7 MIEHTY,

Redirect URL

[Redirect I0NTHTTPI CH 158 T NTDIAD HTIP 77 L ADN 214 LY b ENBNETHBH URLEATILET,
THTTP) BN AZA LY b4 TELTRRENTWSIHBAICES. ABRER>RTEINET,
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EH

ELE

Wireless ARP Suppression
Mode

E—REBMCTDE. TV RARA Y ME B V271 —RCTO—RF v XA MENCARP UV TX &
BOELDTENTERT, JO—FF Vv RAMERDEEDE BRI SAT7 Y FDENDOENENITET. B8
NE-—FEFBRTIEEI ATV ML TA—FFv XA T L—LZBETEHEEHL T £UZLDENER
BY2uENGYET,

FHEEEBMCT BE. DHCP /v FERET BRHT/ U b7 1)L U TE ARP U S IR T
ISy M ADRAEIIRDT NI oy - T4 T—F 1 2 T E DT NAE TS EE T, IPvA %
EALAVNTY FD— 0TI, AMEEENICT BNETIES Y F A,

L2 Distributed Tunneling
Mode

L2 bRV E—RFRIEEERIY bO—JIAET—2 8274 v I ZXELGEVT IR 247> M3 0—
SVTEYR—PIBEHDIERETNEY, AZ1—%2FALT. E—FZENEREENCLEY., MERED
hO=20 N=ROx77 0% L—2avERIFN-FIIT7R=AD L2 b2 )VETR— LEWNEEIC
L2 bRV EHELET,

1. INTCOT7ILRARAY b 2BET 222 bO—JHR1D2HY. ZOAY FO—IHRLT VL TLES &
IRCDT IV CARA Y "R ZDHETY vy b E TV L bYRIUEERTLEY, A bO—5HEELT,
TORRRA Y SOBUBEBREICE SR RIS T4 v 7 E MRV T LTV 47 M&
TNAREMBYI 2y hT—7 T BEEBEMIFONT IP7FLAZBELET, TDIP7 FLAE b
YRIVIEERENIP 7 FLALRETY . bZ T4y 7IE N RIVENEEA,

2. Xy hT=2iIEETaAY rO=SHBY . E7 TV NO—SHEBT BT T CRRA Y MET U RIVERE
WIAHHE. AV FA—IHR—L AP DEBICKKT S 7YV I—a Y AP EEERT SO FO—TIE
KMERELT. PRIV EKRTLET, TORRT. V2472 MITENE T, 7747 bH B
I55E HLWIP 7 RLAEREBLEY,

3. 7VYYI—VAvAPEEEBILZIVIA—IHIS—IGDE YFUAFLEDEE 1 LACIKBEYEY, 7
TERARAY MEIRNCDEGEREL TV L V747 b agiLET,

RADIUS Authentication
Server Status

RADIUS &RGE —/\%& VAP ICRE T 2D E 5D ZERLET,

Security

TI7HIVNAP TOT7 7 A&, CF 2T AHZXLEFERBLTVWECA, TERDXY NT—05FET DT
DITIE. CF21VTAADZIXLEFIRL, KBADER Y 24TV MTKBRY N T—I DT 7w A %&BIET
BTEEBEHLET,

- None-EDtF 174 AHDZRXLBFEREINETA,

« WEP-WEP F+aUF s ABMLEY, 41 DF T 3% ANILET,

< WPA/WPA2 -WPA/WPA2 €F 1T A EBMCLET, X42DA T3 >0HASILET,
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WDS 55

WDS (Wireless Distribution System) |&EIEITRD T 7 T ARA > b DIFEET. HIDOBERRDT 7 2 ARA > b EHFH L EGEEEDO WDS U > 7
EEALT. 77 RAZICEBRRODT Vv ARA Y M aBMT 2 ENTEET, COBBEIFT A7 > OO—Z VI PERBOBEGER Y bT—2
DEBEY—LLAI(TOHICEBTY, . BBESNZT—TIVEGOERYEIET 2L Try M —ViBEEBRILTEET, 774X
RA Y ME WDS ZER LT &Y F T = \DELEEGH TCEGVBARICERR Y T — &R LI A1 >3 v 2/ CRITHEER LTV OB
NrEEIVICHEINZagEELR D Y £9,

WDS AP JIL—& 2 DDT7 7 ARA Y DEAT (Jb— b AP EH T4~ AP) B SRY £,
V= AP I EBIRA T A TICBNWT TV wIFRIEVE—42E LT L. BR Vo a@lcar bO—S&@ELET, Y751 b AP L IL—
FAPADWDS U oEELTOY bO—FEBELET, WDS U 7l&, WPA2 Personal 583E& AES BESL AR L TFANE T, 77 AR
A2 b TManaged] E— RICHBFE. 7TV ARA Y bADUE— 77 RFENTT, LH L. Managed APs List] X—I T, Debugl
WEEZ BT HT LT [Telnetl ICK27 7 ZADAIBETT,, HELBR/ JIE7 VX2 X7 LHD WDS - managed AP #EED Y R— MTid.
LIFOEBEHNEENE T,

- R T AITIEREAK 128D WDS - managed AP 7 )L—TEEG T ENTEET,

- & WDS - managed AP J)L—ICIEBKR 4 DDT VW ARA U M aEE T ENTEET,

N DDTIERRAY MET DD WDS AP JIb—TTEF DA INETZ I ET,

s BYTSAMAPIE T4 MAP EICT DDOWDS U7 DIHFCET, Thd 1 DO T4 AP & 1 DDJL— b AP ICESEM T HE

BB EEZBRLET, BIOYTZA MNAPICHTSA AP ZEEMIT AT EIETET A,

FHEMETIE. 7V CARA Y MEIV—F AP ELTRESNE T, PV ERRA Y MO TS 4 b AP & LTERY A7 LICEE[IF 5N B zolcix
A2 KT EI/%— RTlE. 7OEARA Y MU TFOREETVE T,

« U7FSAMAPE—F, AREICKY. T4 AP JL—F AP <‘:0) WDS V>0 ZRRE LT BT AT EDAREE TV E T, FIEETIE
I'WDS Managed Mode & TRoot APJ TY,

« WDS U > &HENS BDITERETND WPA2 Personal D/SXRT— R, 754 b AP RITHARREAMEE LET, IL— b APHEEIND &,
IV hA—Ih 5/ RT—FEERELET,

« RAT AV I F v R WDS U2 DEIGDT 72 ARA > MM, BEDHICACEGEEHE T v RIVEFERT 20BH SV ET, T
TOAMAPERELT. REAT 1 v I BRFv o2V aFERLEY, IL—FAPDIBE. O3> FO—2D Valid AP 7—2ZN—XITT 7 2 ARA >
NEBING BBFICIERZT 1 v I aTF v o RIVEARELE T,

« FTVIAVT T IA AP DA —TF Ry FR— MY LANNDBIRT 7 AR T BlzsHIcid. TWDS Managed Ethernet Port) ZB3ICE%
ET2RENHVET, PHETIIENTT,

WDS DEBIIL—TEZD) V7 FRET BICiE. UTFO—rEFIEaERLE T, ¢

1. 7OCRARAVEDRAZY RT7AYVE—RTHBDHE 7TV CARA Y MEBA VAT —RCE R LT 751/ AP AERELE T, WDS
Managed Mode] % [Satellite APJ |38 L C. TWDS Group Password] Z&&E L £ T,

2. O bO—2DCUEEWeb R—ZDA 2T 1 —IAHh 5, WDS 7 Ib—THEIERLET,

3. WDSUIW—TDNAT—REHFRELET, AV bO—JICRETZ/NXT—RiE EY 754 M APICRET 5/ AT — FERILICT 208D
HUET,

4, BTV ARAY EDOMACT KL% WDS 7)b—FlcBMLEY,

5. UYVIDEKIGITH DT I CARA Y FDOMACT RLALEIGA VAT 1 —AZIBEIT BT &ICE>T WDS U > 0B ELET,

WDS J)V—TZRES LUBEETHHICIE. UTDEEINEEBEIBICHETEXT,
« WDS UV ZICBME 2EiGA 27— AN BLF v 2V aFERLTWA LR LET, Fv o RIVERIETZITE. LTFOARD 1
DEFEALET,
- UTFSAMNAPERZY R7OVE— RICRET BHEICIE. [Radio)] R—IEFERL T, RE2T4 v IBFv IV ERELET,
- VU RARA M Valid AP T—Z2ZX—2X LE&“E@'%)%/\M BIGA VAT T —AMERIAREF v U RIVAIBELE S, PHMETIE. F+v
>V TAuto) ITRREENTWVE T,
- AP 707 7 A )LD =& DIRadio ) X—T Tld. Auto Eligible 7+ > X ILD U X ST 1 DDF v 2 ZIVDIHFFEIRLE T, FEHMETIE EHDTF v
VRIVHBETY
- BTFSA M APAERIY FO—SICERRTER LAV EEDEIDE T,
TR ARA Y T T B WDS AP ADFBREICDOWVTIE. BT THDITRA 3 DHDSEEELH Y LT,
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WDS Managed AP MD3&E
Wireless > Access Point > WDS Groups > WDS Groups X = 1—

1. Wireless > Access Point > WDS Groups DJBICAZ2—%2 27 1) v L, LTFOEAEZHRRILET,

£

P . M - . .
Status = Wireless B Netvrork £ Security £° Maintenance

Wireless » Access Point »

WDS Groups 9 e

WDS Groups | WDS Managed AP | WDS AP Link

From this Page we can create,configure and delete WDS Manged Group. The Wireless Distribution System (WDS)-Managed AP feature allows us to add
managed APs to the cluster using over-the-air WDS links through other managed APs.

WDS Managed AP Groups

Show entries

[Right click row to see more options] g, |

| 1D #] " Group Name & ” Spanning Tree & |

Showing 0 to 0 of 0 entries

Mo data available in table

|| First | Previous || Next , || Last j|

Add New WDS Group

5-39  WDS Managed AP Groups BT

2. [AddNew WDS Group] R2>%& 7w L%,

WDS Managed AP Group Configuration 0

WDS Group MName
Spanning Tree
Edit Password

WDS Group Password

group_B1

| ---------- [Password Length: B - 63]

5-40  WDS Managed AP Group Configuration [EIE

3. Ja—IVRIET—=2%ZANL, [Savel RE2>&I v LET,

HE A
WDS Group Name WDS AP 7 )L— T DEtikd CFARETF 32 XFLUA) Z#ADLET,

Spanning Tree

RINZ2 Y1) =& ZDWDS AP F)Ib—TADITNCDT 72 ARA > MCBICT B EIDER/ELET, 2 v
D=2 — T DEIREED B BIBE. RNV TV U —EBNMCT HIHELNDHVET, AIRIE. Y754~ APH
2D0)b— bk APICU VY &FDIGE. RNV 7V ) —EEMTERITNEEY £8A.

TORARA Y TBIES BRI SV U—FA R DU, T RRRA Y FAEET BTy IRA v
FTWIET HASZ VUV U—F0 FIVEEELET.

Edit Password

TONJ [ZF B & WDS U TWPA2-Personal 42 U 7 DRI DITEREND/INAT— REIBETEET,
K TAa—IVRITISRT—=READLET,

WDS Group Password

INAT— R (8-63 XFD ASCI XFF)) #_ELET,

INRT— REAERE 1l BB T S fzslcid. TEdit Password] & TONJ L&, TD/INAT— Rl 2oI)IL—7
DY T A~ AP ICREENT/ AT — RI—HT HHBLH V& T, /NXT— FOFEREIE TAP-Group-nl (TnJ
& AP Z)L—TD D) T,
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WDS Managed AP D&E
Wireless > Access Point > WDS Groups > WDS Managed AP X — 31—

WDS - Managed AP /'L —

EZELET,

TOERE. TIV—TDAVINTH BT 72 ARA Y bOBER FHLLA DB, EXOEHEA >/ D STP E5LE(E

1. Wireless > Access Point > WDS Groups > WDS Managed AP DJBICAZ1—% 271 v o L. ULTFOBEEEFRRLET,

AT, P —2 -
€&y Status = Wireless

£ Maintenance

Wireless = Access Point » WDS Groups » WDS Managed AP o G

WDS Groups

WDS Managed AP | WDS AP Link

This Page allows you to view the APs that are members of the group, add new members, and change STP Priority values for existing members. After
you create a WDS-Managed AP group, use the WDS Managed AP Configuration page to view the APs that are members of the group, add new members,
and change STP Priority values for existing members.

WDS Managed AP List

Show entries [Right click row to see more options] | a, |
| 1D O” AP MAC & || AP Hardware Type & || STP Priority & |

Showing 0 to 0 of 0 entries || First

Mo data available in table

| Previous || Next » || Last .|

Add New WDS Managed AP

5-41  WDS Managed AP List B

2. [Add NewWDSManage AP] RZ>&Z7 vy L, ULTFOBEEAZFRRILET,

WDS Managed AP Configuration e

WDS Managed Group Id
Valld AP MAC Address
HArdware Type String
WD5 AP MAC Address

STP Priority

DWL-3500AP Dual Radio $

5-42  WDS Managed AP Configuration [E/E

3. TJA—IVRIZT—2%ZASL. [Save] R2>%Z7 ) vy LET,

BH

S&II

]

WDS Managed Group ID

JI—T\CBAEIT 5 ID EBEIRLE T,

Valid AP MAC Address

TORARAY FDOMACT RLRAEZEIRLET,

Hardware Type String TOCRARA Y b EEIRLET,
WDS AP MAC Address WDS AP D MAC 77 RL AZ AN LE T,
STP Priority K7 ECARA Y SDRINZ VTV —BEEERELE T, RINZV TV —FE— FOENCTH AT, STPE

FEIIEREINE T,

STPBEEF. EDTITEARAY SDBRRINZV TV —=DIL—FELTERENDD. Fee BEOSFLWIX MY
AP RADVICHFET BIHEIIC. EOT T EARAY MHBIDT VL ARA Y b &) EOBEEERFODERELET,
ANZ2 V) —BEEDEMEVEE. ZDT I EARSY O F vV /NARY b T—=0\DT v T—2BIfE
BENPTWCLEEBRLET., TT774 FAPKVEBRRY N T—VICHRT 27 7 L ARA Y MMTBEWVBREE
A YHTHNETT,

STP BSEEEDEEIE 0-61440 T, 4096 DEHICHBHONE T, FHAEIL 36864 TT,
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WDS AP 1> 7 DFRE

Wireless > Access Point > WDS Groups > WDS AP Link X = 21—
WDS - Managed AP 7 )L— T DIERS. T IV—T DAV INTHBT 72 ZARA >V hEIC) V7 EBELE T,

1. Wireless > Access Point > WDS Groups > WDS AP Link DJBIC A= a—% 27w L, UFOEREERRLET,

T (e (] c : 3
4 Status = Wireless B Network 2 Security '!',.‘0 Maintenance

Wireless » Access Point »

WDS Groups » WDS AP Link o Q

WDS Groups | WDS Managed AP | WDS AP Link

This Page allows you to configure the WDS links between the APs that are members of the group.After you create a WDS-Managed AP group, use the

WDS AP Link Configuration

WDS AP Link List

page to configure the WDS links between the APs that are members of the group

Show entries [Right click row to see more options] | q, |
Ilh Surce AP@ c.re AP & auce P ) & Dstlnatlon APe D !.natlon APe Desmacn o SP Link &
MAL radic nardware lype MAL 1 naraware lype

Showing 0 to 0 of 0 entries

No data available in table

|.] First || .| Previous || Next 5 || Last 3|

Add new WDS AP Link

5-43  WDS AP Link List EE

2. [AddNewWDSAPLink] R2>%&7 vy L, UTOBEEEFRRLET,

WDS AP Link Configuration o

WDS Managed Group

Source AP Radio

Destination AP Radio

Link Cost

Source AP MAC Address |DD:DD:DD:DD 00:00

Destination AP MAC Address |DD:DD:DD:DD 00:00

Id |1 v

[Length: O - &4]

[Length: 0 - 64]

[Length: O - 64]

5-44  WDS AP Link Configuration [E/mE

3. Ja—IVRIET—=2ZANL, [Savel R2>%&ED v LET,

== Bz
WDS Managed Group ID JIV—TICBEMITS ID &BEIRLEK T,
Source AP MAC Address EETTT I CRARA Y PDOMACT RLREIBELE T,
WDS 1) >4 IR T, [Source] & MDestination) (IERIEWDS 1 >4 OEBORRIE BRI LET,
Source AP Radio KIETLT 7 EARA Y FDWDS ) > 7 HEUEDEIRA > 2 7 1 — ADESZIEELET,

Destination AP MAC Address

TI—THADFEFLT 7 CARA Y D MACT FLRAZIRELET,

Destination Radio

EIEFRT VR ARA T S DWDS 2 TRIEDEIGEA V2 T 1 — ADESERELE T,

Link Cost

WDS U DRINZ Y —/SA Ak (0-255) #HEELE T,
EEOREB/INADWDS VIV—TTEZEINDHE. VI AR NI EQUVIRTZAU Y IPEehY R
U2 THBHDOERIDIERINET, RNV —FBEHEN) 7 AR M EFD/INAEEIRLET,
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E771v—7

E7 7V —TREEEEFERT 5L, 1 DOERIY PO—IHSMOITRNTOERFI Y PO—JITFLEREEREXETEELOICEYET, &
BIY FO—ZORBAZHRTACEICMA. 1200 FA—IHS Y7 T AZRNDITANCOEGRI Y FO—SEEEBT AT ENTEET,

E7 I IV—TDERE

Wireless > Peer Group > Peer Configuration X =1 —

IIAZADI DDAV FA—FHA5ROIY FO—FET, A bA—5DAY T4 L—Y 3V DEERDEIC—TEXT, NEM ClE, &
RLfcay 749 L—raroEhsE. FIb—7HAO 1 DU EOE7 Y FA—SICOE—F 5 ENTEEXT,

1 DU EQE7 A PO—ZICXEINE OV T4 L—2 3V AEEITHTENTEEY, Fee 70 bO—oh62ELEOY T L—
VAVAERITAHIEETEET, 1 D0V MA—IHDE Y T ARICEBZBFNIURET 2T EIETEEFCA. EDLSEIV T/ L— 3
VEETICOE=93ocE. AV FA—JICH L TEHTY I IA N ETORELSH Y FT,

1. Wireless > Peer Group > Peer Configuration DJEICAZ1—% 7 v L. UTOEEEZFRRLET,

£° Maintenance

Wireless » Peer Group = Peer Configuration o o

This page allows you to select which parts of the configuration to copy to one or more peer controllers in the group.You can make changes to a
configuration that has been sent to one or more peer controllers, and you can make changes to a configuration received from a peer controller. No
changes automatically propagate from one controller to the cluster; you must manually initiate a request on one controller in order to copy any
configuration to its peers.

Peer Configuration

General ﬂ__r
Discovery [—‘ OFF
Channel / Power _on NN
AP Database m
AP Profiles EX ]
MAC Authentication Database m
Captive Portal l_‘ ofF
Radius Client m
Controller Provisioning Mode g—_r
Mutual Authentication Mode [ e

Unmanaged AP Reprovisioning Mode

|
1

Cancel

5-45  Peer Configuration B

2. EF T 3% [ONJ £fcld TOFF] (CHIWER. [Save] RE2>%&Y ) v I LET,

S| B

General BT AE. OV FO—SHRETIGRET AV T4 L= 3 VISR L TEABLUBELG I/ O—/IVREEGOHF
T, BEDRETHDH. DAV T 17 L—aviciEd, AV rO—2DIP 7 FLAZEHE L .

Discovery BT BHE, AV MO—IHETICRET SOV T4 7 L—aVICFLTVIAN UR MBS KTIP U R M EES L2,
371 RANVIERESHET,

Channel / Power BT AL, O bO—IHETICRET ST/ L—a VI LT RFERBEREEZHET,

AP Database BMcTBE. OV bO—SHETICRET ST 1 7 L— 3 /TR LT AP Database (Valid AP) Z&&% 9,

AP Profiles BT AE. OV FA—SHAETICRET AV T4 L—2a VISR LTINTDOAP 7OT7 7 A1)V EEHET, AP

TO7 7 AICiEN—Ro7 7 9/(7’ BRERRE. SSID 7A7 74/ Ib. BKU QoS HERED—MBNGET 7 AR
AV IREDDHIET,

MAC Authentication BT BE, OV MO—SHQETICRET SO T4 L— 3 NTHLT MACEREET —2AN—AEEHE T,
Database

Captive Portal BT RHE, AV MO—IHAETICRET A AV T4 L= a VT L TFY T T TR—2IVEREZDHE T,
Radius Client BT BE, AV MO—FHETICERET 50T 1 L—3 1T Client RADIUS 1B RAEEHE T,

Controller Provisioning |BIICT &, 7OV 3 Z 0 A v —IBERELET, tFa )7 o#EE LT XA SV a v aE\McT BT &
Mode NTCEXT,
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1EH BTlia)

Mutual Authentication |fEigxwy b T — CHERIZEKT H7zHICIE TON) ZZIRLE T, [OFF) AFIRT 2 & MBAZHEERINE A,

Mode 1500 FO-STANS AR EEBTHE. EBNICH S ZEADRDTANTOIY FO—5 &4 5L TER
SNBEITRTCDT VLA RAV MDAV T4 L—2 aVhEHEINE T,
KT 4= IVRHBBNTHZBHBE. A vFOTOEYaZ2JiE LW bO—2H 7 T AZICMASNST&HICE
MTHEZRELNDHVET, I bO—ZDTALY a3V IHNENTHSE. 77 RAZEFHLLIAY FO—FH 5EHEE
EZIFMTFE LA

Unmanaged AP BMCTBHE TUVEARA Y ME. AV A—SHABRLGEWVERIC. 7OEY 3 Z YV BREZIIMIT ST ENTE

Reprovisioning Mode | %79,

E7 71— 7 ORI
Wireless > Peer Group > Peer Status X —1—
E7 I —TCREZRBLET,

1. Wireless > Peer Group > Peer Status DBICA a2 —% 7 ) v L. UTOBEEmEZFRRLET,

= Wireless B Network

Maintenance

Fa T
!

Wireless » Peer Group » Peer Status o @

This page provides information about the status of the configuration upgrade on the controllers in the cluster.The Peer Controller Configuration
feature allows you to send a variety of configuration information from one controller to all other controllers. In addition to keeping the controllers
synchronized, this function allows you to manage all wireless controllers in the cluster from ane controller

Peer Status

Configuration Regquest Status

Status Mot Started
Total Count 0
Success Count 0
Failure Count 0

Peer Configuration Sync

Show entries [Right click row to see more options] aj |
| Peer IP Address ] " Configuration Re(LL_lest Status & |

Mo data available in table

Showing 0 to 0 of 0 entries |.J First | Previous || Next , || Last 4

Start Sync for All Peers

5-46  Peer Status [

2. [Start Syncfor All Peers] R2>&E7 ) v LT, INTHOIAY FA—ZICREERTZH. E77IVb—TD1DEFY w2 LT IStart
Sync) Z#ERLCEEALE T,
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AP 77—Lox7D7v7T59L—F

BRI bO—ZF BETCHETVEARA Y DY T SO T7%T v T L—RTBH5TENTERT, Ffee 77RXZ2A bO—-JFET#&
MO PO—JICEBBENT V7 ERARA Y bDTOT S L ZEHTHIENTEERT,

AP 77—Loxz7D4yvaO—F

Maintenance > Firmware > AP Firmware Download > AP Firmware Download X = 1 —

1. Maintenance > Firmware > AP Firmware Download > AP Firmware Download DJEBICA —2—4% 2 1) v L. U TFTOEEREHRRLET,

Maintenance » Firmware » AP Firmware Download o @

It may take about 12 minutes for the upgrade

AP Firmware Download | AP Firmware Status

The Unified Wireless Controller can upgrade software on the APs that it manages. The Cluster Controller can update code on APs managed by peer
wireless controllers.

process to complete for an AP.

AP Firmware Download

Server Address | |

Img_dwl8600 D-Link 8600 AP Radios

File Path | |

File Hame | |

Img_dwl3600/6600 D-Link 3600/6600 AP Radios

File Path | |

File Hame | |

Img_dwl2600 D-Link 2600 AP Radios

File Path | |

File Hame | |

Img_dwl8610 D-Link 8610 AP Radios

File Path | |

File Hame | |

Group Size [Default: 6, Range: 1 - 6]

Image Download Type | All Images A |

Managed AP All -
5c:d9:98:2e:0e:00-192.168.1.101 -

5-47 AP Firmware Download [EIE&

2. Ja—IVREAAL. BRIBT7VLARAY M BERLE T, [CTRL ZERLGEHNST Vv T5HE. BHOT 7 LARA Y @R TE
E

HE HPE

Server Address Ty TIL—=RRI77AIVHBRERENTVWBRAMDIP 7 RLAZASILE T, RAMIUXTFTP H—/\H+1 VA b—)bE
N, EEFLTVWABRELSHVET,

File Path BIRT 7 A JUPMIBT S TFTP H—/ D/ SR (96 SXFUA) #IEELE T,

File Name TYTTL—=RT BT 7AILDRBH FATET 32 XFUA) ZANLET, 77 1IVOIERT Ntar] DANDRETT,

Group Size —BILT v T L—RIBT7VCRARA Y FOHARELE S, BROT7 VA RA Y b a7y T L— R 358 &7
JEARAY SO TFIP H—/NICEGL T 7V EA D> O— FLEd, TFIP Y —/\DBERHLIEDZH. —EICT v 7
TL—REBT7ICRARA Y NEEHIRTEL T, 1 DD IV—TDT7 v TIL—REgIC. ROTIL—TD7 v TIL—R
DR ENE T,
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EH

A

Image Download Type

AUVO—RFEAA—I 2L TERELE T,
Alllmages (FNTDA A=)
- DWL-8600AP
- DWL-3600AP/ DWL-6600AP
« DWL-2600AP
- DWL-8610AP

TRCDA A—IERLH YO~ R BITik. BB [File Path) H&T [File Name) MOTAITT 71 )b ¢
RET7AVREEE LT RED

Managed AP

JZMRICOY FO—SHEEBTBZIXRNTDT IV ERARA Y bHARREINET, IV bO—IHY X222 b O—5Th
ZEA. URMIEZSRAZROIARTOAY FA—SHEBT L7V RRA Y M ERRLET,

BT TCARAY MEMACT RLAL IP7 FLA BXKUAT—2 37D <MAC-IP-Location> FERIC K BRI ENE T,
BOTICARA Y N ET v T T L— i\?’é%u\ TIWEI A Z2A—=HSBHDT 72 ZARA I\’@’:J%?)?Liﬁ'o EEON
TDTIVERRA Y M ERRICT BFEE. U A SDO—FBLDITAIZEZERLE T, TAIl) Z3IR LTHE . [Group Size | 7 1 —
IWRDAAICEKY ., BT Yy 7O L—RIBT7 I CRRA > bOFEFIR LT TFTP H—/\DB&=AEfFIELEY, 7Y
TIL— RDIeDITEBDT 7 ARA > MEIRT B1zdDITIE TCIRLI+ 7V RRA >V b EG )Y I F BT ETHVET,

EE=1 EETZ7IUARAY FOINCERBICT Y T L— T2 EEHBHLET,

3. fSave] #2700 v o L&Y,
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AP 7 7 =L 7 DIKEE
Maintenance > Firmware > AP Firmware Download > AP Firmware Status X~ 1 —
Ay rO— RORREIC, 7y T7L— RICET2EREFRRLET,

Maintenance > Firmware > AP Firmware Download > AP Firmware Status DJBICA a2 —%27 1) v L. U TOBEEERRLET,

3 c L . c . =
3 Status = Wireless M Network £ Security £ Maintenance

Maintenance » Firmware » AP Firmware Download » AP Firmware Status o Q

AP Firmware Download | AP Firmware Status

This page displays the Code Download Status and Success/Failure of the AP firmware upgrade process.

AP Firmware Status

Code Download Status

Status Mot Started
Download Count 0
Success Count 0
Failure Count 0
Abort Count a

AP Firmware Status

Shaw entries [This information is view only] @, |

‘ AP MAC + " Location & ” Status & ” Firmware Version £ |
Mo data available in table

Showing 0 to 0 of 0 entries |.J First | Previous || Mext , || Last 4

5-48 AP Firmware Status B

LToEEEHRRLET,
(S| PR
Code Download Status
Status (Global) LT VCARAY DTy T L— R 7O ADKRAERRLE,

Not Started - RO > b O—Z &2 > O0— N 7O X =R L TWE LA,

. Requested STURARAY DV T R ITICYVIX MHETEINE LA Y bA—JEERLY>y0— %
LTUWE A,

- Code Transfer in Progress - 277 > A— RtATY,

- Failure- g RXTDT7 I ARA > b THEOO—RITERBLE LT

+ Aborted- 7T EARA Y EATFIP F—/\H6V 7 b Uz 7H2O— RIBF1IcA 7 >rO— RigAiEEnE Lz

+ NVRAM-Update-in-Progress - 47> O— RICBILE Lize 77 ARA > M Reset X RERELE LTz,
Success - INTDT T L ARA Y MHERI Y bO—FICERL TV,

Download Count AovO0—RJJIAMIKYBRERTY I b 72200 0— REFOREBETDT VL ARA Y MIONKRRINE
95 AP Firmware Download] EIE® Managed AP 7 —JU R TAIll ZBRLIzHBEk. 47 >0—FR1 ’717\ b &
FIE LIERER C. WCS DBENCH 27 Vv ARA Y MO TRRENE T, 187 v 77— RFLTUONE M) &

RRINET,
Success Count FLWITOUSLDRA D O—RICENLIET 7 ARA > FOBHFRRINE T, 1ZLHIK 0] EFRRENTOETH
TOERRA Y MDA T A= RICEIHT B EICEBEMEML TWVEET,
Failure Count %ﬁu\jmﬁ‘aA@&“rjym—h TR LTET VR ARA Y FOBHRTRENE T, 0D SBAL T, kT BEITEBR
Abort Count ¥ELL\7°D’77AU)§'7/EI— RaERIELET7 VERARA Y FOEHARREINET, 00SBKRLT. 47 >O0— K&

LFITBEITEATVELT,
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EH

ELiE

AP Firmware Status

Status (per-AP)

TORARA Y bTEITA Y O— RORREA TV O—FEDY T b7 DN—I 3 VHARREINET, {7 7R
RA > b TStatus) FITIELUTICTRITRED—DOHRRENE T,
+ Requested - ZDOT7 VL ARA Y MTA DY O— FHAHBEENTOWETH. 7V EXRAY MHNREDA Y >O— K
=TIz esd, £RA T O— FORIEMEA SN TVE A,
- Code-Transfer-In-Progress - 777 T ARA > MMEV T b D27 DA O— @i LE LTz,
- Failure-7 7 €ARA Y MEV T DT DRI O— ROKRERSE LE LT
. Aborted- 7V L ARA Y FOTFIP H—N\HD5YV T bz 7EO— R 2mIcZ 70— RidhikEEng Lz,
+ Waiting-For-APs-To-Download - 47> AO— REZ D7 7w ARA > bTET L. D7 VL XRA > bHAE D> O—
REIRT T2DEF>TVET, Reset ARV RIZTORETIE T 7 £ RRA > MOERETNE L Ao
+ NVRAM-Update-In-Progress - 4 7 >0 — FICEIILE LTz, Reset AR ROV XRA > MK EFEEINE LT,
+ Timed-Out - 77 T ARA > MIFTEDRBAICAIE DY bO—JICHEELEEA T LI

AP MAC BIEINET77CARA EDOMACT RLRAZERRLET,
Location BEINBET 7 ARA Y bOUBERTRLET,
Status TIRARAY FOREERRLE T, £EED Status (per-AP) J B,

Firmware Version

BEEINDT IV CRARA Y FORAEDT 7 — L7 IN\—2V 3 v ERRLET,




BELGRY FT—YRE

F6E BELRXYIFI—IHRE

2 DA—HE. BETHELIEEARE TR TIH. MFREEGR Y T — U/ PEMAEB CIE. BR0Y FO—S0BEARENLEL
N&ET, AETIE. UTITRUIc—RBMICERINSBELRREIC DOV TEHLTVET,
REEE EA SEN—Y

LAN %7€ IPv4/IPv6 v b7 —2 B®D LAN 5RE. IPv6 BH]. DHCP F#IP 7 KL ADREGERTVET, 103

A 2—2y MERE Option1/2 . DDNS (#47+=w % DNS) OFREFZEEETNET, 117
VLAN 58 7E R—FVLAN, QILFVIAN Y TRy MREBREETVET, 129
W=7 4V JRE IPv4/IPv6 R 2T 1w 7 IJV—T 1 > DREETVET, 139
QoS & QoS BEE. RUY—DREEFTVET, 148

2y kD= Y OlS & SPIMEEEE L TV SR 1—IC S AR ERELE T,

LAN E%7E

Network > LAN X = 1—
Network > IPv6 X =1 —

IPE— FERE

Network > LAN > I[P Mode X Z1—

AV bO—2TFERENSIP O LDON—=I 3 0 ERELET T, LAN ETIPV6 BEHR— FdBfediid. T bO—2% IPv4/IPv6 E— R &
TAHRDICHRETDHLENHVET, COE—RITKY, IPv4 /— x> bO—ZZFHELTIPV6 7/ 1 X EBETEEXT,

1. Network>LAN>IP Mode DJRICAZ2—% 7 ) w7 L. UTOEEEZFRRLET,

£° Maintenance

3 Status = B Netvork

Network » LAN = [P Mode o Q

This page allows user to configure the IP protocol version to be used on the controller.In order to support IPvé on the LAN, you must set the
controller to be in IPv4 / IPvé mode. This mode will allow IPvd nodes to communicate with IPvé devices through this controller.

IP Mode

IP Mode ® |IPv4 Only IPvd & IPvé

6-1 IP Mode EIHE
2. [IPv4Only) 7zl& MPv4 &IPv6] Z#IRL KT,

3. [Save] m"a>&=7Uv I LET,
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IPv4 LAN E27E

Network > LAN > LAN Settings X =1 —

FEAETIE. 2> b EO—2d DHCP (Dynamic Host Configuration Protocol) E— Rl TNoneJ (/5 L) ICERETNTWE Y, DHCP E— F%& DHCP H—
JNE T2l DHCP U L—ICERETEE 9, TDHCP Model %& TDHCP Server| ICERET A& 2> FA—Z & WLAN £7zld LAN EORA M IP 77 R
LR —REE|W YT BT DHCP H—/\& LTHEE L £ 9, . DHCP A LT DNS H—/3 WINS (Windows Internet Naming Service)
Y=/ BLKOTTHIVETF— b7 T 27 FLRITMA, PCEZDMD LAN 7/NA XICIP 7 RLRAZBIWHTAHT ENTEEL T, DHCP
Y=/ \O0ENEHE. I bO—FDIP 7 FLRAIELAN EWLAN 2 S A 7> bDedDT— bz A7 RLAE L THEELE T, LANHOD PCITIE.
COFIETEEINDT FLAT—IUHS IPT7 RLADEIWEHTOENE T, FT—IV7 FLRIZLAN ET7 FLRADEE= BT BHTz0I1CE)D HT
BIICT A MENET,

DT TV r—2 3> Tl DHCP & TCP/IP BREDVMRE T TR CTY ., THEADIR Y T —7IH B0 PC % DHCP B —/Nic LIzWMBA. it
BFFHMTLPCORY T —UREZTTOIHEICTIE. DHCP £— F%& Nonel ITERELE Y, DHCP U L—IE, DHCP DU —XIgH=ERY b T—7 D
DHCP H#—/\THBBID LAN 7/\A AHD SBmix I 2DIERAENE T, THUSRHCEIRY S 147> MIRIBET,

DNS O —/\&ERT 20h U Ic. WINS (Windows Internet Naming Service) Y —/\ZERTEE T, WINS H—/Nd. DNS H—/NEEZETIH. K
A N BDERDTzEHIC NetBIOS 700 b TV EFERHLE T, DHCP 7 25477 FH 5D DHCP BRAEGE T 5i5E. 1> FO— ik DHCP BBEMWIC
WINS —/XDIP 77 FLADH W E T,

FTe LAN DfeHICDNS TAOF VBT ST ENTEEF T, BIICTSHE. IV PA—TIE TNTDDNS ERISH LT T AF & LTEMEL.
ISPODNS F—/NEBELET, BT HE. TNTDDHCP 7547 A ISPODNSIP 7 RLAZEZELE T,

1. Network > LAN > LAN Settings DJEICAZ2—%& 2 vy L. LTFOEEZHRRLET,

Network = LAN » LAN Settings 9 @

The LAN Configuration page allows you to configure the LAM interface of the router including the DHCP Server which runs on it and Changes here
affect all devices connected to the router’'s LAN switch and also wireless LAN clients. Note that a change to the LAM IP address will require all LAN
hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

IP Address Setup

IP Address [192.168.10.1 |

Subnet Mask | 255.255.255.0 |
DHCP Setup

DHCP Mode [ None =]

Domain Name [pLink |

Default Route
Enable Default Route | OFF

SNAT [ Teem

DNS Host Name Mapping

Hﬂz.t_ Naﬂe |l 1P Add{.eis J

LAN Proxy

Activate DNS Proxy ﬂ:]

6-2  LAN Settings EIE (DHCP Mode A [None) DIiF#&)
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M Network

Network » LAN » LAN Settings » IPv4 LAN Settings

)
©

IPv6 Address Pools Router Advertisement | Advertisement Prefixes

IPv4 LAN Settings | IPv6 LAN Settings IPv& Prefix Length

The LAN Configuration page allows you to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes here
affect all devices connected to the controller’s LAN switch and also wireless LAN clients. Mote that a change to the LAN IP address will require all
LAN hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

IP Address Setup

1P Address [192.188.1.100 |
Subnet Mask [255.255.255.0 |
DHCP Setup
DHCP Mode |DHCP Server '|
Starting IP Address [192.168.10.100 |
Ending IP Address [192.168.10.254 |
Default Gateway [192.168.1.100 |
Domain Name |DLink |

Lease Time - [Range: 1 - 262800] Hours
Configure DNS / WINS Ex ]

Primary DNS Server | |

Secondary DNS Server | |

WINS Server | |

Default Route
Enable Default Route m

Gateway |D.D.D o |

DNS Server |D.D.D ] |

SNAT |

DNS Host Name Mapping

LAN Proxy

Activate DNS Proxy m

5] 6-3  LAN Settings BIE (DHCP Mode AY TDHCP Server] Di5&
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£® Maintenance

B Network

Network » LAN » LAN Settings » IPv4 LAN Settings (2 (=)

IPv4 LAN Settings

IPv& LAN Settings | IPvé Address Pools | IPvé Prefix Length | Router Advertisement | Advertisement Prefixes

The LAN Configuration page allows you to configure the LAN interface of the controller including the DHCP Server which runs on it and Changes here
affect all devices connected to the controller’s LAN switch and also wireless LAM clients. Note that a change to the LAN IP address will require all
LAN hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

IP Address Setup

IP Address

Subnet Mask

DHCP Setup
DHCP Mode

Domain Mame

Gateway

Default Route

[192.188.1.100 |

| DHCP Relay v|

[DLink |

Enable Default Route m

Gateway
DNS Server

SHAT

[0.000 |

[0.0.0.0 |

[ .

DNS Host Name Mapping

Host Name

|| IP Address

LAN Proxy

Activate DNS Proxy

D T

6-4  LAN Settings B (DHCP Mode &° [DHCP Relay] MIHE)

2. Jqa—URIZTF=2EANL. [Save] R2>&xT vy LET,
EE | 97
IP Address Setup
IP Address SOV FO—SDIANA Y EZ T I—ADIP 7 RLAEIBELET,
Subnet Mask YTy PRAVERE LE T, #IEABIE [255.255.255.00 TT .
DHCP Setup
DHCP Mode DHCP E— FAIBELE T,

- None- > FA—3® DHCP H—/\% LAN (T3t L TEMICLE T,

- DHCP Server - I b AO—Z &, DHCP AMEIRT 27 KL RXEHLT % LAN 7/ RITFEERD IP 77 KL X1
ZCBINEREEY HTET,

- DHCP Relay - LAN EDDHCP 7 2147 > MEBED T T2y MZd% DHCP H—/\H5 IP 7 RLRU—X &
W BIEREZITND I ENTEEY, JL—F— I A AEBELET, TNUTKY LANISA TV D
DHCPERATS>&E. UL—4— DA IPT7 RLRAEELTT VL ARG —/\IOESNE T,

Domain Name

FAA V22 AN LET,

Default Gateway

[DHCP Mode ] 5 TDHCP Server | DIFEICT 74V N — b4 HASILET,

Lease Time TIATMTIPT RLRAE)—X9 55 ) ZI8ELE T,
Configure DNS / WINS DNS/WINS ZBE feldEnic LE T,

Primary DNS Server TZAUDNS Y—/\DIP 7 RLREIELET,

Secondary DNS Server THYZ)DNS H—/\DIPT7 RLAZEELET,

WINS Server (FTF>a>) WINSH—/DIPT7 RLAZIRELE T,
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HE

i

Gateway

'DHCP Mode | £ TDHCP Relayl DIF&EIC) L= — b4 D7 FLAZATILET,

Default Route

Enable Default Route

774 )V bb— S EREE BN E S EMIC LE Y, (ON IZBR)

Gateway lEnable Default Route | 5 TONJ DI5E. 77— I IPT7 FLAZASNILET,
DNS Server lEnable Default Route | A TONJ D&, DNSH—/S\DIP 7 RLAEANDLF T,
SNAT SNAT (Source Network Address Translation) ZB3hE f2IFEMNICLE T, THEAD LAN v b T —71 VLAN &%
FELTWT, RETY —AREF VI VT RLREEHET 2 NAT DA ETHABZEICEMLET,
DNS Host Name Mapping
Host Name DNS KRR b#a&EANDLET,
IP Address DNSRA LD IP 7 FLAZEANDLET,

LAN Proxy

Activate DNS Proxy

T LAN @D DNS 7O+ #BME I FEMNTLF T,
-« ON- O hO—Zld IRNTDODNS ERICHTHTAFTELTEEL. ISPODNS F—/NEBELET, T
NTDDHCP 75147 FHDNS TOFUHEEL TS IP (DF WU, Ry T XD LANIP) (TR T4
U/ th>HZ) DNSIPEZELET,
« OFF-FXRTDDHCP 7 547> bADNS 7O+ IP 7 RLRAZEBRWEZISPDDNSIP 7 RLXEZELE T,

AigReld TBEIO—/LA —/\) E— FOBEIFITERN T, A 2RO DNS T—/ 85548, UV

AE
TBEEICEY DNS Y —/ DT 7 L ADREREICEZHE LNEBA, LHL. DNS TOFAENTHHE. ¥
ZAT7YMIEREDY FO—JICHLTITOTEDTERT ., T LT NEHEICT 7T « T7HHETD DNS U —/8IC
TNSDERZEXELET,

IPv6 LAN 7€

Network > IPv6 > LAN Setting> IPv6 LAN Settings X —1—
IPv6 E— R Cld. LAN DHCP F—/\id (IPv4 £E— R &EEIRIC) FIEHME RN T, DHCPvE T —/NUd LANICEI ) HToNTWS IPV6 LT 1 v I R
REFEALTEREHT FLAT—ILHS IPv6 7 RL A= LE T,

O> hE—=2D IPV6 LAN 77 R L X DHIEMEIE [fec0:1] TY . SHERADFRY M T—VDERICEDNT, TD 128y FDIPv6 7 RLRAEZEET 2
TEPNTEEY, AV PA—JITLANREEZEERT H2MOT 1+ —ILRIE. TLT 4 v IRAEDRHIET, IPV6 xy bT—7 (TR ) 7L
Ta v I RAEMEINDT FLADRRE Y ML IRFEESNE T, PHMET 64 v FETY,

2V NT=TRDITNTDRA ML, ZNE5D IPve 7 KL AITIHBDRBE Y FHAH Y ET, Ry M T—07 KL ADILBDRAE v FESIL
TLT74v I ART7 4 —IVRICK>TRESNE T,

1. Network > IPv6 > LAN Settings > IPv6 LAN Settings DJBICAZ21—& 7 v L. LTFOBEEEZFRRILET,

I s . .
= Wireless E Network % Security Qo Maintenance

Network = IPvl

» LAN Settings » IPv6 LAN Settings o e

IPvé LAN Settings | IPv6 Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to IPv6 related LAN configurations.The IPvé address is 128 bits, with a default 64 bit prefix that defines the network and is
common among all LAMN hosts, Changes here affect all devices connected to the router's LAN switch. Note that a change to the defaul LAN IP address
will require all LAN hosts to be in the same network prefix and use the new address to access this GUI.

IPv6 LAN Settings

LAN TCP/IP Setup

IPv6 Address [fec:1

IPv6 Prefix Length [Rangs: 0 - 128]
DHCPv6

Status | OFF

Save Cancel

6-5  IPv6 LAN Settings [BIE

2. UFD7«—ILRIeF—8&ANLET.
] | 5168
LAN TCP/IP Setup
IPv6 Address [@mm0> FO—S0D LANIPYE 7 RLAFEELE T,
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HE CE!

EEE

IPv6 Prefix Length IPv6 X b D=0 (FTXY b)) BTL T4y AEMINSET FLADREBE Y MIKIRFEENEY, v hT—JR
DINTDRA ME. ZN5DIPv6e 7 FLRICEICRIRE Y bBHUET, v hT—77 FLAD—RIGERERE Y
FESIETL T4 v IART 4 — )V RICEK > TREENE T,

DHCPv6
Status | DHCPv6 Z B3I S Bicid, TONJ ICIVEZ E T, MEHECIEHEN T,
DHCP6 £V5%) (ON) DIBE
Mode = NI AITBYET KL AERST B EERRLET,

- Stateless - 7 FLADEIW ETIcO> bO—ZD@HMAEERLE T, IPv6 RADVD 70 b 3JUA DHCPV6 7 514 77> b
LLTZDaY bO—Z&EEBHNT BldIcEMIENE T,

- Stateful - ISP TH)AERAIEE/Z ED DHCPv6 H—/\H 5% IPv6 7 KL AEERLE T,

Domain Name DHCPV6 HF—/N\D R AA > (T 3>) 2&IBELET,

Server Preference H—\DELE (0-255) ZIBELE T, TDDHCP Y—/\DELEL NIV AERT eDICAT— L X7x DHCP IC&K > T

BENE T, DHCPV6 7 547 > MIREBUWMBLEERIF> TS DHCPv6 U—/\E2EYy 7 7y FLE T,

DNS Servers DHCPV6 7 A 77> MMTDNS Y —/\DF 7 3 v EFEIRLE T,

- Use DNS Proxy - 2D LAN D DNS 7O+ EBMCLE T, BMCT DL a7 FO—FI1E TN TD DNS BRI T
Z70FE LTEEL.ISPDDNS H—/NEBELET

« Use DNS from ISP - ISP IC & B LANDHCP 7 51 7> EADDNS Y —/\(FZ5 A< / AV Z 1)) DEEEEMNLET,

« UseBelow - ISP [ LANDHCP 7 54 7> MCDNS =N (oAU Eeldth oA )) BERTHTENTELT,
BRTBE. KT 4=V RIS TS50 EAH>Y R DNS H—/& DHCPV6 7 54 7> MIfERENE Y,

Primary DNS Server TZAUDNSH—/\DIP 7 RLREADLET,

Secondary DNS Server | 24> 41 DNSH—/X\DIP 77 FLXZ ALK T,

Lease /Rebind Time |IP 7 RLAART A7 M) —RENDHE () #EELET,

Prefix Delegation TLT7 10w REEREEBNEIFENICLET,

3. [Save] Ra>&7Uv 7 LEY,

7
7

IPv6 77 FLA7—Ib

Network > IPv6> LAN Setting> IPv6 Address Pools/ IPv6 Prefix Length X — 1 —

T— b TADDHCPV6 F—/\HMEHET BIP 77 L ADEEICIPv6 77— 3> (HERER) T 71w I REEELES . 75— 3>y T L 7qy
JREFERLT. BIWETONET LT 4w 7 ZIT, DHCP BROFMICH D LAN LMD Z w b T—0 7)1 A &@H 20BE BEL TE £,

1. Network > IPv6 > LAN Settings > IPv6 Address Pools DJEICA =2 —% 27 ) v L. LTOBEEZHFRRLET,

€A Status Wireless E Network 2_ Security ‘:}o Maintenance

Network = IPv6 » LAN Settings » IPv6 Address Pools o e

IPvé LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This Page allow user to create/add/delete/edit Address Pools List for IPvé configuration.

IPv6 Address Pools List

Show entries [Right click on record to get more options] o, |
| Start Address %) " End Address & " Prefix Length & I

No data available in table

Showing 0 to 0 of 0 entries

Add New Address Pool

6-6  IPv6 Address Pools List EIE

|} First | Previous || Next , || Last |
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2. [Add New Address Pool] RZ>&E- 1w LET,

IPv6 Address Pools Configuration 0

Start IPvé Address | |

End IPv6 Address: | |

Prefix Length I:l [Range: 0 - 128]

L

%] 6-7  IPv6 Address Pools Configuration

3. BEBAD IPV6 7 LA BEDIPVE 7 FLA, BLKUTL T4 vV ARZEATILET,

4. T[Save] REVHEI v LET,

Network > IPv6 > LAN Settings > Prefixes for Prefix Delegation DJEICA =1 —%2 U vy L. UTOBEEARRLEY,

E Network

Network » IPv6 » LAN Settings » Prefixes for Prefix Delegation

()
©

IPv6 LAN Settings

IPvée Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This Page allow user to create/add/delete/edit Prefix Length List for IPvé configuration.

IPv6 Prefix Length List

Show entries [Right click on record to get more options]

No data available in table
Showing 0 to 0 of 0 entries

|| First || | Previous || Next || Last |
6-8  IPv6 Prefix Length List Bl
6. [AddNew PrefixLength] R2>&ET 1w LET,
IPv6 Prefix Length Configuration o

Prefix |

Prefix Length I:I [Range: 0 - 128]

6-9  IPv6 Prefix Length Configuration [EE

7. V6 LT v I RETL T4 v AEREATL, [Save] RV w7 LET,
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IPv6 JU— % @]

Network > IPv6 > LAN Settings > Router Advertisement X Z 31—

J—2@HNE LAN 7 547> SO IPv4 DHCP B B TICBTWADEDT, IY FO—JIEZ DL S GEFBEZIHMIIT 2K SRET 27/ 1 AT
IPT7RLAEYR—FTBRY NT—VEREENVHETET, JL—2BHIE. IPV6 LAN DR T— b LR BBRREDTZOHIT IPV6 % v b T—2 Th
BLEINET, 2OV FO—JIV—R2BHT—EVERET AT LICEST T/NA A IW—F2EBFEITHFLTLANE ) v AV LT, Ib—%
BINTINSD LAN RR MIGELE T,

1. Network > IPv6 > LAN Settings > Router Advertisement DIBICA 2 —%27 1) v 7 L. UTOEEERRLET,

n

E Network zZZ Security ‘:&o Maintenance

Metwork = IPv6 » LAN Settings » Router Advertisement 0 e

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure Router Advertisement Daemon (RADVD) related configurations.Router Advertisements are analogous to IPv4 DHCP
assignments for LAM clients. With this the router will perform stateless auto configuration of LAN nodes by assigning an IP address and supporting

network information to devices that are configured to accept such details. By configuring the Router Advertisement Daemon on this router, the
device will listen on the LAM for router solicitations and respond to these LAN hosts with router advertisements.

Router Advertisement

Router Advertisement Daemon Setup
Status

§

Advertise Mode @ Unsolicited Multicast @ Unicast Only

Advertise Interval [Range: 10 - 1800]

RA Flags
Managed
Other

Router Preference © Medium @ High

MTU 1500 [Range: 1280 - 1500

T

Router Lifetime 3600 Seconds

Save Cancel

6-10  Router Advertisement [EBIE

2. 71— JLRIET—2ZANLET,

BE | 198
Router Advertisement Daemon Setup
Status IPV6 LAN X h T =0 DA 7— b L XBEREZFTAIT 51281 RADVD SUBEZE BT LK T,
Advertise Mode BHE—FEERLET,

- Unsolicited Multicast - Jb—%3@850 (RA) ZI)IVFF+ AN T IV—FICFRBT 221 V2 71— ATEELET,

- Unicast Only - B0&BEHID IPv6 77 KL AFEIFITHIBR L. RA IEBEEID T KL RTEFICFAR Y 51 2 7 T — AT EL
£,

Advertise Interval l'Advertise Mode | A [Unsolicited Multicast] D&, &ABHERZRELE T, RADVD KB EHEICERTNSE

RfglE. S/ —2EMERE SR —2BNEROBOS VA LEEEEYE T, &/h\0)0—2@EEEIE c DRED

1/3 T. #IEAfEIX 30 ®) T,

RA Flags
RA Flags LIFDZ7 2001 D, Tleldma &I b—285 RA) AFXET BT ENTEEXT,

- Managed-7 RLRABHREICER/ XA7— F7)b7O MV EFEBLED,

+ Other- KRR bi& (7 FL AL D) D BERESREDER/ A 7— b7/ 7OV EFERLET,

Router Preference O kA—> 0 RADVD ML CEEER I SN TWAELES Low/Medium/High h 53R L&Y, LAN EIcftid RADVD &
BT INA ADHZHBE. TOBEIXRICIIBEY, #HEE Highl TY.

MTU 2y b T—=o02/— RH LAN MTU HBERI TR WEEICE C MTUBZER T 2DHEFRET 57281 RA TEBREINE T,
#IHAMEIE 1500 TT,
Router Lifetime W—bDZAT724 L #) BIBELET, #IHAEIL 3600 (#) T,

3. [Save] R2>%=7 )y L&Y,
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IPv6 BHIDTLT7 14y R

Network > IPv6 > LAN Setting > Advertisement Prefixes X Z 1 —

BHTL 70y O REHICHRESNV—2BHICEY . OV FO—FWERT— FLAT FLABEREERIT T 2HEE KA MIASERTEN
TEEY, Jb—2@HE ) V—2 D Neighbor ZREL. OV FO—F LAY V7 EICRX MOFET DD ESHTRETCER T TRy b T LT 1w
JADI A M EEALTVET,

1. Network > IPv6 > LAN Settings > Advertisement Prefixes DIBICA Z21—& 27w L. LTFOEEZZRRILET,

D) Status Wireless E Network L° M

aintenance

Network » IPv6 » LAN Settings » Advertisement Prefixes (2 (=)

IPv6 LAN Settings

IPve Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure IPvé prefixes which will be used while advertizement.The router advertisements configured with advertizement
prefixes allow this router to inform hosts how to perform stateless address auto configuration. Router advertisements contain a list of subnet
prefixes that allow the router to determine neighbors and whether the host is on the same link as the router.

Advertisement Prefixes List

Show entries [Right click on record to get more options] | a, ‘

‘ Prefix T#e ] " _SLA£ 2 3.1l IPvé Prefia 8 " IPv6 Prefix Len&fh g “ Life Tién_e & |

No data available in table

Showing 0 to 0 of 0 entries

Add New Advertisement Prefix

B 6-11

|.] First | Previous || Mext ; || Last 4|

Advertisement Prefixes List [BIE

2. [Add New Advertisement Prefixes] R2>%&2 1) w7 LET,

Advertisement Prefix Configuration o

IPvé Prefix Type @ btod ) Global /Local/ISATAP

SLA ID

Prefix Lifetime [ | [Range: 5 - 65526] Seconds

6-12  Advertisement Prefixes Configuration [EIE

3. Ja—IVbRIT—42&EANDLET,

1HE B!
IPv6 Prefix Type T4 v R4 THFRLET,
SLAID IPVv6 LT« w7 R2ATH T6tod] DIFE. 6tod 7 FLAT LT 1w XD TSLA IDJ (Site-Level Aggregation
Identifier) |£77 R/NZ A XA PDNREENcA V2T I—ADA 27— X IDITIEEEINE T,
IPv6 Prefix IPv6 v b T—27 RLAZEIRELE T,
IPv6 Prefix Length IPv6 7L 74 v I ARZIBELE S, 7 RLADRY FT— U89 % EBHRT 285G LIET FLADFRTHMEDE v

hETIHIETT,

Prefix Lifetime

ERAOAY FA—SHTL T v I REFRTCESREEZIRELE Y,

4. [Save] R2>%=07 1) v LET,
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LAN DHCP OF#7 IP

Network > LAN > LAN DHCP Reserved IPs X = 21—

J> bO—2® DHCP H—/\Tl&. DHCP H—/\DF—2ZN—=XIH LT ZDISAT Y MBI ETONTWARY NT—0 A2V R2TT—RAD
N=RTTT77RLREIPT7 FLUAZEEMYT AT ET. BARAEICLAN EOO>YE1—2ICTTCP/IPREZB|WETCHTENTEET, DHCP H—/\
DIZAT DSV IANESETDHEEITIEEIL. 754 T MDIN=RT2 77 RLRAET—EZRN=IANICFETD/\—FKT7x2 77 KLR
DRAMERRLET, IPT7 RLART—EZR—RAADAE1—2FET/N\ARICENETENTWVWDE, AREZIAZXEINTZIP 7 FL ALK
EEN. Z5TEWVEREIE. IP7 RLAILDHCP =L SBEFMNICY 147> MTEIWHTENEY,

1. Network > LAN > LAN DHCP Reserved IPs DJBIcAZ1—% 27 1) v L, UTOBEmERRLET,

© Maintenance

Network » LAN » LAN DHCP Reserved IPs o @

This page allows user to configure the reserved IP Addresses for the DHCP Server configuration.In order to ensure certain LAN devices always receive
the same IP address when DHCP is enabled on the LAN, bind the LAN device's MAC address to a preferred IP address. This IP address will anly be
assigned to the matching MAC address.

LAN DHCP Reserved IPs List

Show entries [Right click row to see more options] Q|
Méc A_ddr_gss ” IP Address & l
00:50:56:c0:00:08 192.168.1.18

Showing 1 to 1 of 1 entries |} First | Previcus | 1 | Next , || Last |

Add New DHCP Reserved IP

6-13  LAN DHCP Reserved IPs List B

2. [AddNew DHCPReserved IP] RZ %D 1) w7 LET,

LAN DHCP Reserved IP Configurations e

1P Address | |

MAC Address | |

y)

6-14  LAN DHCP Reserved IP Configuration B[
3. FHRERLITDIPT7FLALEZDIPT FLRAICEIVETEZY 2447 DOMACT FLAZANDLET,

4, [Save] RZ2V%=T ) v LET,
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IPIMACINA VT 12T

Network > LAN > IP/MAC Binding X = 21—

LAN /= RHNA > RENFEMAC 7 RLRE—HT 2 IP 7 RLAZERFDFEIC. ABE STy (LAN HhS WAN £T) OMHFAIT S5+
T AR TT . THULIP/MAC INA VT4 2T T. BEEIET— MU TADEREEH LAN /— FOEBED MAC 7 FLREFDXERET NS T 1 v
TDIP T RLURAZHERTHCETIP 7 FLAMAEENGEWC LZRIAT HENTEXT, BR (I5DE. FZ 70 v IDXRETIP 7 FLA
DEILCIP7 RLAEFH>TWAE BN MACT RLRIC—ELEWV) DIFE. /N7y MEREL TEHOSHIcOIICENLET,

1. Network > LAN > IP/MACBinding DJBIC A Za2—%27 v o L. UTOEEEZHRRLET,

B Network

Metwork = LAN = IP/ MAC Binding o Q

The table lists all the currently defined IP/MAC Bind rules and allows several operations on the rules.This feature allows protection against spoofed
IP addresses by enforcing the gateway to validate the source traffic’s IP address with the unique MAC Address of the configured LAN node. In the

event of a violation (i.e. the traffic’s source IP address doesn't match up with the expected MAC address having the same IP address) the packets
will be dropped and can be logged for diagnosis.

IP MAC Binding List

Show entries [Right click on record to get more options] {2V} |

| Name ) ‘I MAC Address & " IP Address © u Log D,rg@ed Packets & |

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous | Next , || Last j

Add New IP MAC Binding

6-15  IP/MAC Binding EIE&

2. TAdd New IP/MAC Bindingl Ra>&42 U wo LET,

IP'/ MAC Binding Configuration °

Name | ‘

MAC Address \

IP Address \

Log Dropped Packets oFF

6-16  Add New IP/MAC Binding &/
3. &El. MACT7 KL AL IP7 RLRAEAFL. lLogDropped Packets| T ROy JLtc/Nry DO DES/ EhEIRELE T,

4. [Save] R2>%=07 1) v LET,
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IGMP E&7E
Network > LAN > IGMP Setup X —1—

AMEEGENS A 4> 2 [DWC-1000-VPN) SEHODHE IcOHFIBEIRETT,

IGMP Snooping (IGMP Proxy) (&Y. IGMP Ry D=2 b ST 4w oD v AVEBEEICLE Y, £fe IVFF Y AN STav7ET 1)L
ALT. TOAN)—LABRBEGTZRA NI, TNEZXVET, THE. INTD AN KX MAZDIIVFF Y AN S T4 v I ERET
BRBEDIENERY FT—TICAKEDRIVFF v A ST 0 v IHHBEEICRIBE T, IGMP Snooping ZB#ICT 5&. I bO—FH%R Y b+
D=0 LORIVFFY IS Ty VDEFBHILT. INTDLANKANCITZY RIBZEEBRIELE T, 777+ 775 IGMP Snooping &
IGMP FOFcB8BEN, BATSO> bO—ZTHAAEEEY ET,

1. Network > LAN > IGMP Setup DJEICAZa—% 7 1) v L. UTOBEEEERRLET,

Network » LAN » IGMP Setup Q0

The IGMP Proxy page allows the user to enable IGMP proxy on a LAN interface.This is known as active IGMP snooping, and lets the controller listen in
on IGMP network traffic. The controller filters multicast traffic through the controller and is used to prevent LAN hosts from receiving traffic from a
multicast group that they have not explicitly joined.

IGMP Setup

IGMP Setup

IGMP Proxy BEX ]
See ]

Allowed Network Addresses List

Show entries [Right click row to see more options] | a, |
152.168.20.0 24
Showing 1to 1 of 1 entries |} First | Previous | 1 | Next » || Last |

Add New Network Address

6-17  IGMP Setup [EBIE
2. TIGMPProxy] % TONJIC LT, TSave] ~"&>&7 vy LET,

I hYDEM
1. [Add New Network Address] RZ2>&2 1) v LT, 2y bI—0UF7 RLAERRAVEZIBELEX T,

IGMP Configuration 0

Network Address |

Mask Length I:I [Range: 0 - 32]

6-18  IGMP Configuration &

2. XY RT=OTFLAERAIRZEASL, [Savel R22%&ET )Y LET,
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UPnP 5%%F

Network > LAN > UPnP X = 31—

AEELENS (£ 2 TDWC-1000-VPNJ AEHOB I DHFIBFLETT,

UPnP ( Universal Plug and Play) (&, O bO—ZEBETERRY TV EDT/\A A%ZEHL. BEIREETOEETT, xv NT—07 N
A AN UPNP ICE>THRIHEND &L O bO—ZEX Y b T—0FNAZABEBRT B M T 70 v 7DOTA VDT DITREBE e ld AR — b &
F—T I BTENTEET,
UPnP ZERNICT B &0 LAN (FTzld, EFFHF VLAN) (CHB UPNP A HR— b2 7/ REEHT LSOV FO—SERET ST EHNTE
£9, EMCTHE. DAV MO—ZT /N1 ADEFREEFHFTLE LA

1. Network>LAN>UPnP DJEICA=Z21—%7 1) v o L, UTDEmEERRLET,

Network = LAN = UPnP

@ 0

UPnP (Universal Plug and Play) is a feature that allows for automatic discovery of devices that can communicate with this security sapplisnce.UPnP is

useful for auto-configuring application rules, where internal/external ports for the traffic protocol required by a detected network device are
opened without user intervention. The UPaP Port Map Table has the details of UPaP devices that respond to the router's advertisements, and

thereby don't require corresponding application (port forwarding) rules to be configured.

UPnP

UPnP Setup
Activate UPnP

LAN Segment

Advertisement Perlod

[ o |

W LaN VLAN 1Ds List

Advertisement Time To Live

UPnP Port Map List

Show 10 [v] entries

[Ho right dlick options]

| Active . P Address 9 Protacol 8 | Internal Port 8  External Port

g

Shawing 0 to 0 of 0 entries

6-19  UPnP HE

Mo data available in table

It

2. UPnP ZERT ABITIF U TOREZTVET,

EH

St

UPnP Setup

Activate UPnP

UPnP ZBICT BBEICF T v 7 LET,

LAN Segment

EITISE U T LAN AEETIEEE Lz VLAN J)U— 7T UPnP ZBEIC LT,

Advertisement Period

a2 hA—2H%Y FT—7 EICUPnPIERZE JO— P+ v X I 2BE T, KEWMBEERY FT—0 5T 1Yy
TERNRICLETH. FTLWLWUPNP TINA RERY b T—7 THET HRIGEEZ S5 LET,

Advertisement Time to Live

THUSE UPNP /7y h DRy TTCRIBENE T, Efew /N7y bOBRESNDRIEE TCES AT Y T, /M
EUMEIF UPNP 70— R+ v X MEEZGIRLE T, FEHED 413075032 FO—5Z/F DRy FT—7 TlE—HK

EHIETTY

UPnP Port Map List

Active

Yes / No (#5572 BETL LTz UPnP T /\A RADR— bHIRET VT« T THAEDNESHERLET,

Internal Port

UPNP (LK > TH =T ENTeREBR— b

External Port

UPnP (LK > TH =T ENTeAEBER— ko

3. [Save] RE>Z=T v L&D,
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Iy YRTL—LORE

Network > LAN > Jumbo Frame X =1 —

T RTL—LAIE 1500 /31 U EDRAO— REFE DA =Y Ry b TL—LTY, TOF T arhBWEEE. LAN TN\A RUED v RL—
P CEREIRTHENTEET,

1. Network > LAN > Jumbo Frame DJBICAZ21—%7 ) v L, UTOBEmERRLET,

Network = LAN » Jumbo Frame o e

This page allows user to enable/disable jumbo frames and set MTU for jumbo frames in the controller.Jumbo Frames option is available to exchange
traffic containing Jumbo Frames on Lan side Devices.

Jumbo Frame

Activate Jumbo Frames ﬂ:]
BT

6-20  Jumbo Frame EIE
2. [Activate Jumbo Frames| & [ONJ (CHIWEZE T,

3. [Save] R2>%= )y LET,
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1V 32—2xy FRE

Network > Internet X = 1 —

CCTEAVZ—=2y MERZRELET T,

Option1 587
Network > Internet > Option

1 Settings X =1 —

ZOAY O—3(CidE. AV 2—3y MDA T 5DICERT S 2 DD Option R— bhd U, > 2—3 v bEfldthnzxy bT—o4%
TRy MK BEFETR— L TWET, FIEMETIE [Optionl] BEMEEO>TH Y. MACT FLREEBICLAN A2 T 1 —R & LTHEE
LTWEY, Option2] (&ENT. VPN 1> X [DWC-1000-VPNJ ZBICT AT LlckY I bO—2%& WAN R— b E LTIERSE %S,
ISP #4552 A /& NAT/Transparent 58 E L £ 9,

1. Network > Internet > Option 1 Settings DIBICAZa2—%2 1) v o L. UTFOBEEAFRRLET,

_=; Netviork

Network = Internet » Option 1 Settings e °

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,

Account Information etc

. This information is usually provided by your ISP or network administrator.

IPv4 Option 1 Settings

Option 1 Setup

Connection Type Static IP El
Static IP

IP Address 0.0.0.0

IP Subnet Mask 0.0.0.0

Gateway IP Address 0.0.0.0
Domain Name System (DN5) Servers

Primary DNS Server 0.0.0.0

Secondary DNS Server 0.0.0.0
MAC Address

MAC Address Source 9@ Use Default MAC = Clone your PC's MAC ~ Use this MAC
Port Setup

MTU Size 9 Default Custom

Port Speed Auto Sense [~

6-21  Option1

EIlT]

2. Optionl [ZBIFHHREZTVET,

EH

5

Connection Type

DAY rA—=ZDTZ A< Option U > ZICERE LTz ISP ITEDWLT [Static) TDynamic) IPPTP/Russian
PPTPJ (Point-to-Point Tunneling Protocol). PPPoE/Japanese PPPoE/Russian PPPoE] (Point-to-Point Protocol over
Ethernet). L2TP/Russian L2TP (Layer 2 Tunneling Protocol) &R L £, #EIRE N7z [Connection Type] (&Y
RREND T —IVFDEGUET,

Dynamic
Host Name | DHCP 5 —/ \ITRIET BT R M8 75 2 Y EELE T,
Static
IP Address CERD ISP DB AT AR T 4 v 7 IPT7 FLAZEAILET,
IP Subnet Mask $7%y FRAVEANLET. BE. ThE ISP SRETHEAOR Y M- EREICL O TRIENET.

Default Gateway

T=bDTADIPT7FLAZEADLET, BE NS ISP EeldSERDxR Y T — 7 EBREICK > TRHEINE T,

DNS Server (S)

BWET A</ 2HYADNSY—/IDIP 7 FLREANDLET,

PPPoE/Japanese PPPoE/Russian PPPoE

Address Mode LUTDA T3>0 1 DEERLET,
« DynamiclP- 227 14w 7 IP7 RLABEILETENTWEWERICI DA T 3 0 AERIRLET,ISPIZDHCP X v
FO—o7OMIVEFRALTIP 7 RLRAEESMICEIYHTET,
. Static IP - ISP ABED (AR T 1w 7 ETlZ/IN—= XV MNP 7 RLRAEE Y U THBEICTDA T 3 v %EERL
£9, UTFNBEHELRELE T,
IP Address TERD ISP BB ECTe AR T4 v 7 IP7 RLRAZADLET,
Subnet Mask TRy NRATEAILET, BH. THIXISP £fldEROZR Y MU —rEBEICK > TREENE T,
User Name OJA BRI 2%EANILET,
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B

v T —UHRE

EH

ELiE

Password

T A NREIZNNAT— R A LET,

Service

BILI—T&ENXT— FOEEEEFERL T2 DOY—/N\ZHATE2HENHHHEICCOMEERLET, PPP
DHFENP 7 FLURAZEFERAL T —/\ZIEETEHWERIC. CORMEMA L TENT 2REDY —/\EIEETEET,

Authentication Type

TO77AIVHMERT B2 1 TaIBE L EF I, (Auto-negotiate. PAP. CHAP. MS-CHAP. MS-CHAPv2)

Reconnect Mode

UFDAT 301 DERRLET,

- Always On - #fuldBE 4 > Em W £,

-+ On Demand - 1& TEE—:F'ﬁ/ 'f RIVIREETH D & EFEILBEMNITIRT LE T, Maximum Idle Time] #ICERE (5)
HEATILE T, TOHEEIE. TEED ISP AN EFESEICE DWW CHEe T 5 H8I@ERITY,

PPTP/Russian PPTP

Address Mode LIFDF T2 a>n 1 DE#ERLEY,
- DynamiclP- A2 71 v 7 IPT7 RLAHEY B TENTWEWREICCDA S 3 0 EERLET,ISPIEDHCP X v
D=0 7ONIVEFBLTIP 7 RLAEEHMNICEIVLETET,
- Static P - ISP ABEED (RE2T 4 v I Eed/N\—RZ Y MIP 7 FLAZEIW ETIIBEICIDA T a v a#ERL
£9, UTDBEELFRELET,
Server Address PPTP Server IP 7 KL XZ ASILE T,
User Name ISPADOYA NCREFRI—TEEATILET,
Password ISPADOYT A N BIZ/INAT— REASILET,
MPPE Encryption PPTP H—/\H MPPE BBt E I R— b T 2HEICF T v 7 LE T,
Split Tunnel TDF TV 3 VIEPPTP BKU L2TPICEIT B TYT, BMCTHE. T— b T/ IP 7 RLADBIMAE TEGRWNELD

ICLETH. RDVITLAN b5 T 4 v I EXKET DIDITFEDIV— BT SHELH D ET,

Reconnect Mode

LUFOA T3> 1 DEERLET,

- Always On - BB E S >V U KT,

- On Demand - $§ Hj‘FEﬁ/ /f RIVIREETH B & EFIFEENITHK T LE T, TMaximum Idle Time] #ICERE (5)
EATILET, TOHEEIE. D ISP N EFEEICE DV (EE T 2B 8IT@EFITY,

L2TP/Russian L2TP

Address Mode UTRDA T3>0 1 DEFRRLET,
- DynamiclP- A2 71w 7 IP7 RLAHEY HTENTWEWREICCDA T 3 0 E&RLE T, ISPIEDHCP % v
b= 70DV EFRLTIP 7 RLAEBEHMICEIW L TET,
. Static IP - ISP DAEED (R 2T 4 w7 EIIF/ =X MIP 7 RLUAFEYETIAEGEICIDF TV 3 0 EERL
£9, UTFTOBEEHRELET,
Server Address L2TP Server IP 77 RLAZASILE T,
User Name ISPADOYA VNREFI—TZEATILET,
Password ISPADOYT A NCEZ/INAT— REAILET,
Secret =Ly b7 L—=XEASLT. Y=/ (LTP EHDHI;) (O LET,
Split Tunnel TDFTY IV PPTP BLTU L2TP LRI EHTY ., BICTBE. ©— I T4 P 7 RLADEBME TERELES

ICLETH. RMDUITLAN bS5 T 4w U ZXKET BIDIFED)— hZBMNT 5%ELH Y E T,

Reconnect Mode

LIFOA T a>n 1 DE#ERLET,

-+ Always On - #ldBEA > &RV ET,

- On Demand - 5§ TEH—;F'EE/ /f RIVIRRETH B & EFEIEEEMITHKT LET, TMaximum Idle Time] #EICEER (5)
HEANLET, COWEEIE. TEOD ISP MEFIRBICE DWW THRET 2HBEILERNTY,

Domain Name System (DNS) Servers

DNS Server Source

UFDOA T a>rn1 DEFERLET,

- Get Dynamically from ISP - ISP N X2 7 1w 772 DNS IP 77 KL X & &)Y B Tah > 1HEIC

- Use These DNS Servers - ISP BAA 27 1w 77 DNS IP 77 FL A& B BT fI5E(1CT
LTFoMaEATILE S,

TOF T aVEBRLES,
DA T a3V EFERLET,

Primary DNS Server BWMETZA<UDNS Y—/DIP 7 RLRAEASILETY,
Secondary DNS Server B3t Hr ) DNSH—/\DIP 7 RLAEAHILET,
MAC Address
MAC Address Source TED ISP B MACFREEZRMEE Ly BID MAC 77 R L AHLLFGIC ISP ITEERENTULEWESITIE TUse Default
Address] &ZEIRLE T,
- Use Default Address - 2> FA—S&FRET 2DICERLTNSIE1—2D MACT FLAZE D ET 255
lCCDF T avEERLET,
- Clone your PC's MAC Address - 1> b A—ZZRET 2DITHERL VAT EI—2DMACT FLAZEIY S
TAEBEICCDF T a v EBERLE T,
. Use this I\/\AC Address - ISP BMEART 2 MAC 7 L RAEB|UHTIBRICTDF T 3 v EERLE T, £ie. MU
TOMEBEATILET,
MAC Address MAC 7 FLAZEANDLET,

Port Settings




BELGRY FT—YRE

1BE B!
MTU Size 2y M= VIR EAREERR/NNT Y DT AR EBELE T, A1—T Ry bx v bT7—7D@EE MTU Bl
1500Byte. PPPOE/PPTP #E#tDIFE 1492Byte. L2TP #EtDIFE. 1460Byte T, #IHEIE 1500 TT,
Custom MTU Size ARXZLDMIU HA ZEIBELE T,
Port Speed FHCR— PRE—RFEERELET,

3. [Save] RE>ZI v L&D,

Option2/DMZ XE
Network > Internet > Option2/DMZ Setting ¥ — 1 —

EE=1 AfeaLILBNS £ X TDWC-1000-VPN] AERIDIEAICDHFIETEE T,

A bO—ZE CAVEZVDA =Ry bR—FERIFER DMZ R— & LTRETESYIER— L (Option R—

WET, DMZ TIEETARBLGEDFEDICA >V Z—%y bADIP 7 FLADREZETTS T é:b\T-*fiﬁ'

b)) D1 D2EYR—FLT

Option2 R— b | ZA >R —% v MM 2358, [Option) 27 1) w7 L. L& [Option1) R— rDFREFIBESRTEL,

DMZ BEICIF = DDOFIEAH Y £7,
1.EFEI Y FO—5R— H&DMZ&L‘( RET Do
2. DMZ DFREETIRA— MTIT,

1. Network > Internet > Option2/DMZ Setting DIBIC A —21—% 27 ) v o L. UTOEEHZRRLET,

B Network

Metwork = Internet = Option 2 / DMZ Setting o @

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 Option2 / DMZ Setting

Configurable Port Setup

Configurable Port Option @ DMz

DMZ IP Address .
IP Address 172.17.100.254

Subnet Mask 255255 255.0

DHCP for DMZ
DHCP Mode 9 None ) DHCP Server ) DHCP Relay

Save Cancel

6-22  Option 2/ DMZ Setting B
2. [Configurable Port Status| (O bO—ZDREREEHRA— ) & [DMZ] ITLET,

3. UTomBEZEASILET,

BE | 98
DMZ IP Address
IP Address O hO—2DODMZLANIP 7 RLAEASILET,
Subnet Mask EROPT7RLADY TRy AV,
DHCP for DMZ
DHCP Mode - None-DMZ LAV E1—2HDBARZT A4 v 7 IP 7 RUATREINTWBIEE. £2lEBD DHCP U —/\%(ERT %
LOICRETN TV BRIHEIOEIRLET,
- DHCPRelay- 1) L—%"— }\'71/(| B ASILET,
DHCP Server-DHCP —/N& LT Oy bO—Z & FERAT 27eDITER L TUTORREZHREL T T,

4, =JTHE. [Savel R22VEZ VYT LTHRENBEZRESLUBRALET,
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IPv6 v b 7—%4(Z31F % Option RE
Network > IPv6 > Option 1 Settings / Option 2 Settings X Z1—
T T TlE IPv6 MBEETY % Optionl / Option2 BREHETO T ENTEE T,

IPv6 Option (WAN) #EIDc&I, DHCPV6 75472 FELTRET BHBA. COAY MA—JWRART 4 v UEIPV6 7 FLAZRDH. &t
ITHERIEREREIT DT EDNTEET, ISPHA Y E—RY MIT VAT BIOICERET FLRAZEY) BTRHBEINE. A2 T« v GERERE
HERTT2RENHVET, SEAOIY FO—FICEYHTENIPVE 7 RLRICINA T, ISP TERSNIZIPV6 TL T 4 v IV ARDMREL EN
£9, T7HIMIPVO T =T IAT7 FLRE COAY FA—=IHA Y Z =2y MIT IR T BDICHERT 5 ISP DF—/NTT, 1V E2—%v
b7 RLADBERDIEDICISP DIPV6 Ry b T—=2ICBIF BTV ELUOELH YA DNST—/\DMERAETN. INSERZ2T v 7 IPT7 RL
RETLT v I AREHRITISP hoREENE T,

DHCP Z3& L T ISP & Option IP REDEIGZTR]§ 2355, CHEAD DHCPVG6 7 54 77> MEMOFRZIRIET 20EN DV KT, 7 — T
A LEDDHCPV6 V5 A 72 2 AT — L AEIEAT— b IIVET BT ENTEEY, AT —h T ISAT7VERBEBREND L T —hoT
ANE7 FLAD) —ADT&HIT ISP D DHCPV6 F—/NIcHeft LE 9. AT — L AD DHCP Tld. ISP TRIFBIAE: DHCPV6 T —/ Iduwi& 75 < T\
ICMPVE IR A Y £ —IDTDT— b U T A D SERENT. BEREICEREINE T, T BEEND DHCPVG T—/\DIP 7 FLRAETL T 1w
VAREIRET B 3FEBDF T a A ESICRIAERRRE G Y ET,

1. Network > IPv6 > Option 1 Settings / Option 2 Settings DBICA =21 —% 7 1) w7 L. UTFOEEREERERLET,

B Network

Metwork = [Pvb = Option 1 Settings o °

ans.This router can have a static IPvé address or receive connection information when
configured as a DHCPv6 client or connect to ISP using username and password (PPPoE). The DHCPvé client on the gateway can be either stateless or
stateful. If a stateful client is selected the gataway nect to the ISP's DHCPvG server for a leased address. For stateless DHCP there need not
be a DHCPvé server available at the ISP, rather ICMPv6 discover messages will originate from this gateway and will be used for auto configuration.

This page allows user ta IPvh related Option! configu

IPvé Option 1 Settings

IPvé Option 1 Setup
Connection Type DHCPv§ =
DHCPvé

DHCPvé Aute Configuration 9 Stateless Address Stateful Address

| | oFF

Prefix Delegation

6-23  IPv6 Option]1

2. KUTOEREERTEISEELET,

BB B!
Connection Type IPv6 DIETZ 1 7% TDHCPv6] [Static] [PPPoE] H5RELE T,
DHCPv6
DHCPv6 Auto Configuration . Stateless Address - 7 RL XD YTIcay bO—ZO@MAEERLE T, IPv6 RADVD 70O ~J)LH

DHCPV6 754 7> FELTTDAY FOA—SEBHT BcDICEMCENET,
- Stateful Address - ISP THIFERIAER & D DHCPV6 F—/\h'5% IPv6 7 KL AEER L LY,
Prefix Delegation TDA T avEFER LT, ISP THAEBIAES DHCPVe H—/\h 50> bA—JITBRM L 71 v U %
BRL. BELETL 70y 7 ZF LANIICEBR SN L 7 1 v I RICEHFINE T, A4 73 V&
DHCPV6 7 247> FDRAT—MLRAT RLURABHREET— FTDIEIRENE T, IPv6 H PPPoE 217
Th3HBE. LUTD PPPoE BN E AW £,

Static
IPv6 Address B)HTONEAZT A v T IPV6 7 FL R, THUETED ISP ICH LTy bO—Z2FELE T,
IPv6 Prefix Length IPv6 2y FT—2 (U7X M) T LT v AERENST FLADRHRE Y MIKUBEESNE T, v

F7—VRADIRTDORZX MTE. ZN5DIPve 7 RLXICEICRBE Y bhBYET, 2y hT—07 L
AD—EMGRBE Y FESIETL 71 v I ART 4 — IV RICE > TREETNE T,

Default IPv6 Gateway ISPF—hFTTADIPV6 7 FLA, BE. T ISP £rldTEROR Y T —/BBEICE > TREEINE T,
Primary / Secondary DNS Server BWETZA<) [ EAYAYDNS Y=/ D IP 7 FLXZ,
PPPoE
Username ISPADOYA VN EGFEI—YREATILET
Password ISPADOTA NCRHEBIR/INAT— READLET
Service BLCI—TZENAT—ROBPEGREFERL T2 DOY—/N\ZHHT 2RELNDZHEICDRAZHERL

£9. PPPDHZE. IPT7 FLAZFERALTH—/N\EZIEETELRVHZEIC. COREMEAL TERT 25T
DY —I\EIBETEELT,
Authentication Type a7 7 A IVHMERT B85 2 1 7 - Auto-Negotiate/PAP/CHAP/MS-CHAP/MS-CHAPv2




BELGXYNT—U%

EH rEA
Dhcpvé Options DHCPV6 75 A 7> hDE—RIFZDE— R THREVET, : disable dhcpvé/stateless dhcpvé/stateful
dhcpvé6/stateless dhcpv6 with prefix delegation
Primary / Secondary DNS Server BNWEToA4<) /2HYZ) DNSH—/\DIP 7 KL R,

3. TSavel RE>YZEV Uy LTRENBZRESLUERLET,

Option Mode

Network > Internet > Option Mode X =1 —

EE=1 AfSELILBINS £ X TDWC-1000-VPN] AERDIEAICDHFIBETEE T,

A VA= MEFAD 2 DD Option (WAN) KR— MR — %EQE?’%)C&D"C*%?
DAY hA—ZFEHA V2 —2y b WAN) U2 O ZEYR—FLTVET, « R—bD 1 DICAREG WAN DD 5B ICRED A
VE=Zy MUEFET 2T —CREBRTHIEERIAET ST T )bA—/Nea— f\/\7 VUKD REFBT AT ENTEET,

TIAIWF—NElEO— RSV TRFERT BHHICiE. WAN U Y VBERIAERET 2WENDH Y ET, Thud. 12 —% v b EDDNS
Y—I\N\DT I RAElEA 2=y b7 RLAAND ping (A—TER) ICBRLET. BETHNE. VY IDMIL WS Rbns5a(c)
FoOABBERETDHIENTEET, Kieldk Option R—bHE T LTWEHE SO ZHIT 2EE UDL,:?LWE’Z( RETDHEDTEET,

B—*723>FK—F (Single Option Port)

HELEHT AV —/\PO— RNS I %FERLEWEE. [Single WAN Port] % [Option Mode| hh5ERL. RET 4 T avKR— &
EE. [Save] Z7 v LET,

1. Network > Internet > Option Mode DIEICAZ21—& 7 v o L. LTFOEEZFRRLE T,

Metwork = Internet = Option Mode 0 o

This Dale allows user to configure the policies on the two Option ports for Internet connection.By con!ilurlnl both Op!inns there are t\-va \-vays
for the router to access the internet. Load balancing allows traffic to and from the internet to be shared a s both configured links

one ISP fs not excessively averloaded. Auto-Rollover uses a backup link to preserve inter nel connectivity !o !he LAN if lne main ISP cuaile fed on
the primary Option fails for any reasen

Option Mode

Option Mode Setup

Option Mode Single Option Port -

Single Option Port

Use only single Option Port @ Optien 1 Optien 1
.

6-24  Option MODE &I

2, LTOBRERREISEELET,

1EHH Bz
Option Mode H— Option R— b DIFERT 535E [Single Option Port] &R L £ 7,
Setup - Single Option Port - LAN |Z 1 DO ISP i HE T 2 AITEIR L. TMD ISP I1TIEFTT 5 Option R— b EEIRLE T,
Single Option Port | A %4 72 3> 7R— % [Option1] [Option2] Hh5IEELE T,

3. [Savel REVEV vy LTRENBERESLUBERLET,
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F72 3 vR—bEERLIBEIO—)VA—/\ (Auto-Rollover using Option Port)

TOHBE. TEAD Option R— D1 DEITRNTDAVEZ—RY b b T v IICHTEHTZARVAVEZ—%y MUV ELTEVETONET,
A A1) Option R— ME. T2V IHMAISHDEHATRE DY LIZHBBICTIEEDEOIERENET T, TOMEEBEMNICT HHilcHmA
@ Option RA— & (Primary. Secondary) |CI&% ISP It I ARELARET 2RENH VKT, £H> X Option R— MME (WFNHDR— bk
DTZAVELTENETONTWND) T4V VY LICEENBEENSE T, REEGREOFEETVET, TS5 UR— b LICESE

—=o

DRETZE TIRNTDA V2=V b ST Tav TNy 77w TR— MEEENE T, [Auto Failover] E— RICERESNDE. T4
Option R— rD VU AT —2RE, BEREREICK > TEERINEBTCF v I INET,

NToEELSHY £,

1. Network > Internet > Option Mode DJBICAZ21—%& 7 vy L. UTFDOBEAFRRLET,

B Hetwork

Metwork =

This page allows user

Internet

(2 )

the policies on the two Option ports for Internet connection.By configuring both Options, there are two ways

« Option Made

to configure

for the rauter to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure
one ISP is not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on
the primary Option fails for any reason.

Option Mode

Option Mode Setup

Option Made Auto-Rellover Using Option Fxr]

Auto-Rollover using Option Port

Use Primary Option Port ® Option 1 Option 2
DNS Lookup Method Option DNS Servers W DNS Servers Ping These IP Addresses
Option 1
Retry Interval is
Failover After
s

6-25 Option MODE (Auto-Rollover using Option Port) Bl

2. KUTOBEREERTEIEELET,

S| S1EA

Option Mode - Auto-Rollover using Option port - /\w 7 7w 7OBBTRER ISP U2 7 DERAEHLT 2HEICERL. TOE—FD
DT ZA< ))& LTHEES % Option R— M BERLE T, cnaEBMITT Ba11C/\v 2 7w 7 Option R— b
DRESNTWBCEZHERLTCREEL, RETDE. AT —RZRAEEBHT BHIC—EBRTTSZA/<U U VIO
mEFrv I LET,

Auto-Rollover using Option port

Use Primary 754 1) D Option 7R— k% [Option1J Option2) H"5IEELET,

Option Port

Use Secondery 5> &) D Option R— k% [Option1] Option2) HhSIEELE T,

Option Port

DNS lookup + Option DNS Servers - 754 < 1) 1) > 27D DNS ¥ —/ 3D DNS #&3RId. 751 < 1) Option DEFMEIEH T 2DIFERINE T,

Method « DNSServers- 754UV DEGIEETF TV 0 S BIDITHARLDNS H—/ 0D DNS REREIEBETEE T,

« Ping these IP addresses - TNSD IPIET A< U > 7 DEFMEETF v 7§ BTcdDIC—EDEIRET ping SNET,
« Option 1/Option 2:Ping % DNS —/NE el IP 7 RLAZASILE T,

Retry Interval

FTERE BB AEE 1Y P O—SHRTTANEEEEEELET,

Failover after

T T A A =)\ BB ENDBRTORERELE T,

3. [Save] R22%ZEIUY Y LTRENBEZRESLUCERLET,
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— RINZ>>>% (Lord Balancing)
AHEREIC K Y. ERFICEED Option U >0 (BLU. HZ5ERDISP) FERTBHIEHNTEXT, 1 DLLED Option R— FERER., O— K
/\7///’7?7"/3/ 1 2DUED)IIC S T4 v I EFETHIENTERRDITHEVET, 7O IVNA VTV TIE AV A—FY
FTO—ABET DD ’DL/U:@Optlond'\ MIH—ERZDIFC. BIUHTBDIERENEY, O—RFN\Z VI T7E— RDFE. &
B FER A TE. 3”\‘60) RITEF+ Option R— ~ ECEHMICERINE T,

DWC-1000 &, RTE. B—RN\S> 22T DrHIC3DOT7 IV XLZETFR—F L TVET,
+ Round Robin : 2D 7L XL, 1 DD Option R— b DEFEREDMEDRE EKXE  REDHBBITHICRICIIEE Y, CDHAE. BORFEE
BTHAHT—ER VOIPEE) ZRUBREU VVICKEL. BRED/NNY VIS0V RS T 4wy (SMPTRE) IFHERD ' >/ ICEriX T 5
22O VINA VT4 VT EEERCEE T, 7O WAV T4 VT ERDE T > 3V THALET,

- Spill Over : RE VA —/NARXAEIRENS & LEWMEITET HE T, Option IEFEABY 7 & LTHEELE T, Dk, Option2 &3 LUMES:
ICERESNE T, ROA T3 VvaFERT R LICE>T REINA—NE—FERETEET,
- Load Tolerance: O FO—ZH 1A &1) Option ()Y &H B RABEE (%) TI,

- Max Bandwidth : ZDEMEICIZ T 5 1< 1 Option TEHFAENAHRADEHBERELET

U2y OEEHARABEBEOO—- NN SR A LEEDE, OV FO—SIEROEFEZAH A Option ITHYEZET,

BIZIE. TZ14<) Option DEABEIEN 1Kbps THY. O—F LT VAN 70 ICRETNDHEETY, HLLWEGH EIISNSZUIC
BIERITIEMLE T, HEEFECTHERD 1Kbps D 70% (CEHET 5 & #FLLERUE A4 Option [PV EZSNET, O—F l\ I/
SVADERKEIEZ 80 THY . DiE<EE20ELFET,

A— RN\Z > > J1E 120D Option R— FDEFOREHNMDRE S KEC BEDHBEICTFICRICIBEE T, TDFE. FEREHINEVT—EX
VOIP &) Z#LUE@EE ) 7 IGREL. BRED/IN\W 7750 RS T74v 7 SMPTRE) (HMERD V7T d HL D70 /N1
UTA VI EEECEET,

Round Robin (5> FAEY)
O—RKN\S Y I1EHi3377)0 3 ZL0O—2 TRound Robin] (I DWTERBAL £,

1. Network > Internet > Option Mode DJEICA =1 —%2 ) vy L, UTOBEEARRLET,

B Network

Network = Intemet = Option Mode Q0

Thiz page allows user to configure the policies on the two Option ports for Internet connection.By configuring both Options, there are two ways
for the r vule to RECHRE the i nw et Load baia nei I allown traific to and from lhc inter nct to be shared across both configured links to ensure
one ISP iz I a backup link to pr. nternet connectivity for the LAN if the main ISP configured on

the primar: \fOnri n fails for any reason,

Option Mode

Option Mode Setup
Option Mode Load Balancing -
Load Balancing Setup
Load Balancing ® Round Robin Spillover Mode

DHS Lookup Methed 9@ None Option DNS Servers DNS Servers Ping These IP Addresses

O T

6-26  Option MODE (Round Robin) [EImE

2. LTOBERERTEISEELT T,

HH Elis

Option Mode Load Balancing Z#iR L £ 9

Load Balancing Round Robin Z#8E L &7,

DNS lookup - None - DNS Lookup #38E L £ A

Method - Option DNS Servers - DNS #—/30 DNS #&3&l&. 724 <) Option DEFHEEIEH T ADICHERAINET T,

- DNSServers- 724U U DEGMETF TV 7T 5HICAHRAR L DNS H—/D DNS ERAIBECEE T,

- Ping these IP addresses - CNSD IPIET S A< U >0 DM ETF TV 7 T BTcDIC—EDRER T ping TNET,

3. [Savel RE22%&V Uy ) L(RENBERESSUBERLET,
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Spillover (REILA—IY)
O— RN\ KB 57)bd1) ZLO—D [Spillover) ITDWTERBBLE T,

1. Network > Internet > Option Mode DJBICAZ2—& 27U v o L. UTFDBEARRLET,

Hetwork » Internet » Option Maode Q0

This page allows user to configure the policies on the two Option ports for Internet connection.By configuring both Options, there are two ways
for the router to ac cos; the mtornct Load balancmg allews traffic to and from the Internet to be shared across both configured links to ensure

ane ISP is not i (! 1L wses & backup link to preserve internet connectivity for the LAN if the main ISP configured on
the primary Option fails iut any reason.

Option Mode
Option Mode Setup
Optien Mode Load Balsncing -/

Load Balancing Setup
Load Balancing Round Rebin & Spillover Mode

DNS Lockup Method 9 Hone Option DNS Servers DNS Servers Ping These IP Addresses

Spillover Configuration Setup
Load Tolerance

Max Bandwidth 8192

[ Save [ Concel |
X 6-27 Option MODE (Spillover) EIfE

2. KUTOBERERTEISEELET,

EH Biis

Option Mode Load Balancing IR L £ 7,

Load Balancing Spillover Mode Z#8E L &7,

DNS lookup « None - DNS Lookup Z3EE L £ Aus

Method - Option DNS Servers - DNS ' —/ 0D DNS #&3&l&. 774 <) Option DEFFEEIEHE T HDICFEREINE T,

< DNSServers- 24T DFFGMHEETF TV 7T BI2HICHRARLDNS H—/3D DNS RRAIEE CEE T,

+ Ping these IP addresses - CNED IPIETZ AU U I DFEGHEETF T v 7 T 212HIC—EDEPB T ping TNE T,

Load Tolerance Ov ~O—2h A2 Option |[THY Bh B EAHEE (%) TI,

Max Bandwidth | ZDEUEICIE T Z A <) Option THAIENBRADENEERELET .

3. [Save] R2>VEIUY Y LTRENBERESLOBALET,
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=74V JRE
Network > Internet > Routing X = 21—

AEELENS (£ 2 TDWC-1000-VPNJ AEHOB I DHFIBFLETT,

LAN & WAN FBDJV—7 « 71 A bO—S DR A V2 7 T—ADWTHNUCREEND b ST« v I ZIBT 5 HEICHEE SR ET., 77—
POZADIV=T 4 VT E—FEFREGLAN EAVE2—3y FED ST 4 v 7 7O—OBEICEIT 57 EBVET,

NAT or Classical (Jb—7 1 > 5 E— FDFHRTE)
Network > Internet > Routing X Z 21—
NAT, 72 hib—74 >0 BRUOBBEREDEREZIV—T 17— FERELET, £z, RIP (Routing Information Protocol) Z&XET %

ZEBTEFT,

CDTINA RSERDIV—T 1« T v b T—=07 FLAZEH (NAT). BLUEEE— FOIL—T 1 VIS R— b LTVET,

1. Network > Internet > Routing DIBIC A2 —% 7 1) v L. UTOEEERRLET,

! Network

Metwork =

Internet = Routing o °

This page allows user to configure different routing modes like NAT, Classical Routing and Transparent.The Routing mode determines how traffic is
handled when received on one physical interface. NAT is the most common application for most routers, and allows you to hide Internal LAN IP
es from internet devices. Transparent mode does not perform NAT and lets you bridge traffic between the LAN and Option.

Routing Mode

Routing Mode & NAT Classical Rauting Transparent

6-28

Save Cancel

W=7 427 E—FRE

2, LTOBRERTREISEEELE T,

BE

s

Routing Mode

NAT

NAT I& LAN DO IV E1—2h 1V 2—2y MERZHEB TEREM T, LAN EOOVE1—2E [TFS5A4X—K~] @
IP7 RLRSEEAEFERL, —A. I FO—Z0 Option R— bE—2D [/XT U w7 IP7 RLRICRESNE T, EGHLE
EHIT NATIERERD IP 7 RLREA v Z—% v b DO E2—2h5BELET., NATIE ISPH1DDIP 7 RLRFES%
BWYTRBRICRIIREBEINE T, OV MO—JBATERI 2 E1—2dE. T7ARX— TRV MOSIPT7RL
AEENLETENE T EHPRETT,

Classical Routing

WMEDI—T 1 VT EFERT BHBE. LAN EOTNA RTEEFNSDINT Vw7 IP T RLRATA VE—% v MO SITEERT 7
TRATELT @BUET7AT7 04— IVDRECHDERELET ), ISPHATHERDEIVE1—RICIPT7 FLAZEEUHT
feim&icid. Classic Routing] Z#IRL T,

Transparent

LAN & Option BD@EBIV—T 4 >V 7IENAT H#RITLEEA. LANA V271 —RICRIETZH 70— RF ¥ A MEQIVFF v
ATy ME T7AT oA —IVERRIEVPN R Y —Ic 8> TT 1 LA ENEWEE, Option ICHIVBZISNET, MEHE
@Y., LAN & Option AL TA— RF v Xk RAA VICHDIERIC. BBE—REERLET, BLTO—RFv Xk
R AA > T LAN & Option ZffERF 9 2 fzsbicld. [Transparent] €E— FZ&&ERLET, IhickY. I hO—2%KTIT S+
STAVIBLOMOER NS T 1 v 7 EBE. LANHS Option D ST 1w, BXU Option B85 LAND M5 T 1w 7 %
Ty IFTBHTENTEET, TXTDDWC-1000 #EEHD LAN & Option AEILTE— RE v A b RAAVTH B K SICHRE
TNBZEDETHEBE— RTHR— FENET,

3. TSavel R2>ZEV vy LTRENBEZRESLCERBLET,
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PTAVTR

Network > Internet > IP Aliasing X Z 21—

E— [Option /1 —H xRy bAR—b ] ER—MIITAVTREEBIMTEHZEICEY BEDIPT RLADSDT VL ANAEETT, IPITAUT X
BERET DI ENCEVAREICIEY £, BIFOTA )7 RAZENM. £IFHRET 25667 ) v/ H 5 TEdit) [Delete] Z#RLEITLET,

AHEELENS 1 £ 2 TDWC-1000VPNJ AEHDHAEICOHRIBEETT,

1. Network > Internet > IP Aliasing DIBICA Z21—% 2 v o L. UTOBEEARRLET,

B Network

Hetwork = Internet = [P Aliasing 9 e

This page displays the configured IP Aliases on Option interfaces . User can also add, delete and edit the IP Alias also.A single Option Ethernet port
can be accessed via multiple IP addresses by adding a alias to the port. This is done by configuring IP Alias.

IP Aliasing List
Show | 10 t entries [Right click on record to get more options] q
Port (e} m .g. Subnet Mask 8
Ho data available fn table
Shawing %0 0 of 0 entries jFrst || | Previows || Mext . || Last

6-29 P Aliases

2. [AddNew IP Aliasing] Z#7v 7 L. L TFOBEEZRREEET,

IP Aliasing Configuration °

Interface @ Option1 D Option2
IP Address

Subnet Mask

6-30 Add New IP Aliasing

HE B
Interface IAVTADRET B1 27 T—2R, [Optionl] TOption2] N"S5EEIRLET,
IP Address PIAUF7RADIP 7 LA
Subnet Mask PIAYTADHTXY F<AY

3. [Save] RE2>VEIUYY LTRENBERESLOBALET,
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DMZ LAN DHCP Reserved IPs (DMZ DHCP ®%#3 IP)
Network > Internet > DMZ LAN DHCP Reserved IPs

AEELENS (£ 2 TDWC-1000-VPNJ AEHOB I DHFIBFLETT,

DHCP #— NEDIICA R T 1 v 21 FRENS P 7 KL AERE LET,

Y FA—=ZDODHCP H—/\E XY FT—0 EDDMZ V547> MTRHLTIP7 RLRAEMACT RLRAEBIGED IPREERITT BT EN
AETT, 457> hOBDU I TR NESHTY FO—5lE, F—AR—ZADMACT FLRUZ FES ST RO MAC T KL RERERBL
£F. LT ER—ADTVE1—2/ FNARITIP T FLABBUC T A Y ENTWRA, WRATAZENSIP 7 RLASRES N, F
5L B8 DMZ DHCP T— )L S EEIIC P 77 KL RAS 517> MePH A Y EnET,

1. Network > Internet > DMZ LAN DHCP Reserved IPs DJEIC A= 21—%& 7w o L, U TFOEEEERRLEY,

E Network

Network » Internet » DMZ DHCP Reserved IPs o Q

This page allows user to configure the reserved IP Addresses for the DHCP Server configuration.ln order to ensure certain DMZ devices always
receive the same IP address when DHCP is enabled on the DMZ, bind the DMZ device's MAC address to a preferred IP address. This IP address will
only be assigned to the matching MAC address.

DMZ DHCP Reserved IPs List

Show entries [Right click on record to get more options] a, |

I IP Address )

MAC Address & ‘

Mo data available in table

Showing 0 to 0 of 0 entries

Add New DMZ DHCP Reserved IP

|| First | Previous || Next » || Last ;|

6-31  DMZ LAN DHCP Reserved IPs (DMZ)

2. [Add New DMZ DHCP Reserved IP] Ra>& - U vy LTUTOBEZFRRLET,
DMZ DHCP Reserved IPs Configuration °

IP Address \ ]

MAC Address \ |

Save

6-32  DMZDHCP F#JIP 77 K L ADE R

3. UTOEEZAALET,
1EE

IP Address DHCP ' —/\H"FH B HRA D DMZIP 7 KL X,

MAC Address FHRITNIZIP 7 FLAHBEIWHE TSNS MACT LR,

4, TSavel RE>%ZEV Uy LTRENBZRESLUERLET,

gﬁlcl

B

127



BEGRY NT—SRE

128

A4+ =y DNS DFRE
Network > Internet > Dynamic DNS X —1—
AAFZVv I DNSZFRELET,

AHEELENS 1 £ 2 TDWC-1000VPNJ AEHDHAEICOHRIBEETT,

24 FZw% DNS (DDNS) l&. ZtT2/8T U7 IP 7 RLAEFE DAY FA—SHA VA2—X Y FDRAA V2EFERLTRBCES M V42—
v DY —EZXTY, DDNS HERT Bicdlcid. DynDNS.org. DIinkDDNS.com & fzld Oray.net 75 £ DDNS 7O/NA B TT7 AU M4y b

Ty T REND Y ET, RETHNL. FFREFKH Option (8755 DDNS F—ERXEF DI ENTEET,

REHR. I bO—21& FQDNEHRTIOY O—2®d Option |Z7 7 X F BHDITKTET HHEEENEL WL IP 7 FLXICAIFS5 N2 K 51T, Option

IP7 RLZRICHIT2 DDNS U—ERDEEEZEHF LET, DONSH—ER. KA BLURAAVEATTAHD Y baty b7 v 792546
P2 INRT—=R BLOTAIV A= RFOYR—METAHT Y b TONA LI K> TREENE T,

1. Network > Internet > DynamicDNS DJBIC A Za2—%27 v L. LUFOBEEZFRRLET,

5 Netviork

Network » Internet » Dynamic DNS = Dynamic DNS Option1 Settings

Dynamic DN5S (DDNS) is an Internet service that allows routers with varying public IP addresses to be located using Internet domain names. Te use

namic DNS Optionl Settings

Dynamic DNS OptionZ Settings

DDNS, you must setup an account with a DONS provider such as DynDNS.com, DlinkDONS. com or Oray.net

Dynamic DNS Option1 Settings

Option Mode
Current Option Mode

Option 1

use only single option port option]

Dynamic DNS Service Type @ DynDNS ORAY DLINKDDNS Hene

Domain Name
User Hame
Password
Status

Allow Wildcards

Update Periodically

r ree
7=
T

6-33  Dynamic DNS #&7E

2. UToOmEBEASILET,

N

HE

Biis

User Name

DDNS D1 —H2%&ASILET,

Domain Name

FAAREATILET,

Password

DDNS /SRT—RZEAFILET,

Status

REDEFIRZEZRLET,

Allow Wildcards

TONJ (CLTTAIV R A—FEIEELE T,

Update Periodically

TONJ ICLEHN GBS Y 7 — b EIBELE T,

3. [Save] RaVZI vy LTRENRZRESSIUERLET,
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VLAN 5%

Network > VLAN X Z 21—

REOO—HIVIU 7%y bT—72 (VLAN) &, XEEORENZ LI A M TY, L LIERERIE—DDOMER Y b T — VI ERESFa &
NET, VLANIZRGZEASTO—RFF v A RAS D ELATITVTRY MCTNAREDBELE T, VLIANHDT /A RUE =T 0 V78 TITE
ECEET, VLAND—BDAEREIZ. KEGTO—FFv XM RAASYTHS, HRBORELGIEREDEITHZETT,

RO bO—FlE MEBER— DS (N) DEF T 1 v 7 E—BDOLANDSBEECES KD, BED VLAN ID & LAN R— MBI HT3 VLAN
BB LE T VAN T L2 UV TS KRG R Y b T =215 27 N\A ADTA—FF v A M\7y b EHIRY 27l RFICRICIIEE T,

VLAN D{ER%. &E
Network > VLAN > VLAN Settings X Z1—
VLAN Z1Esf L £ 9. VLAN DFERE. BILR—I &AL T, VLAN OB, fJE. BLUBBRHITEE T,

I hUDER
1. Network > VLAN > VLAN Settings DIBICAZ21—% 2 ) v L. UTOEEARTLET,

3 Status Wireless B Network 2 Security o°

Network » WLAN » WVLAN Settings 0 Q

The controller supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN List
Show entries [Right click row to see more options] a |

| Name Q” VLAN ID & || IP Address & || Subnet Mask & || Captive Portal & ” Authentication Server & I
Default 1 192.168.1.100 255.255.255.0 Free MNone
Shawing 1 to 1of 1 entries |.) First | Previcus | 1 | Next , || Last

Add New VLAN

6-34  VLAN List [EH

2. [AddNewVLANJ) Ra2>7%=7 1) vy LET,

VLAN Configuration e
VLAN 1D l:l [Default: 1, Range: 2 - 4093]
Name | |
Activate InterVLAN Routing | QOFF
Captive Portal Type | Free '|

Multi VLAN Subnet
IP Address | |

Subnet Mask | |

DHCP

DHCP Mode ® None DHCP Server DHCP Relay
LAN Proxy

Enable DNS Proxy | OFF

S ud

6-35 VLAN Configuration &

3. KUTOmEEEASILET,

B B!
VLAN ID AR VLAN [CEBD ID (2-4093) # AL E T,
Name AVLAN DEIBEDEMAEATILET, #aillE. TNH LSBT 2MOEDHS. TOVLAN ZBZIFETESHHDIC
TERETT,
Activate InterVLAN VLAN v b T — U BDBEZF A EIFEELET,
Routing « ON-£7% VLAN BDBEZFHFAILET,
- OFF- £74% VLAN BOBEAETR LE T,
Captive Portal Type Fv TT 4 TR=2IVDZA T (Free. SLA. PermanentUser. Temporary User &7z|& Billing User) AR L &9,
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EH i

Enable Redirect JEALT M EEICLET, ZnesNnd TURL) HEIC XA L7 M URLEASILET,

Authentication Server IPermanent User]. [Temporary User] &7zld [Billing User] TF v 77« 7 R—%2 V& FRE T H1edld. RaEY —/ D4
A THFRLE T, :Local User Database. Radius Server, LDAP Server, POP3

Authentication Type l'Authentication Server] (Z TRadius Server] ZEIRLTHE. FREE42 17 (PAP. CHAP. MSCHAP, MSCHAPV2) % &R

LET,
Captive Portal Profile
Choose Profile FrTT 0 TR=2IDTOT 7% [Login Profile] Custome Profile] H53IRLE T,
Login Profile Name TIWEIGUAZ 21— 6F v TT74 TR=—2IEZEIRLE T, [Create a Profile] 2w 7 LT, HILLWSAT 7 1)L
EIERR LE T,

Captive Portal SLA Profile

SLA Login Profile Name |SLA 07470774 1VaE#ERLE T, [CreateaProfilel 7 w2 LT ILWIO7 71V E/ERLE T,

Multi VLAN Subnet

IP Address RIVFVIANDY 72y bDIP 7 RLRAZASTILET,
Subnet Mask RIVFVLAN DS TRy bDIP Y T2y FRAVEZANLE T,
DHCP

DHCP Mode DHCP —/NEKel& DHCP U L— B R el B\ LE T,
Domain Name BRATSHLAND RAC2ZEANLET,
Default Gateway FRTAHLANDT— T4 DIPT7 RLAZANDLET,
Primary DNS Server FTEFZFD DNS H—/\H LAN THIHRIEECH BHE. T2/ U DNSH—/\DIP 7 FLAZEAALE T,
Secondary DNS Server | BREEHD DNS H—/\H LAN THIRAIBE CH B5E. THY AU DNSH—/\DIP 7 FLAZASILET,
Lease Time BUHTONBIPT FLADY =214 LEASILET,
Relay Gateway [DHCP ModeJ A* TDHCP Relay | M35&. U L—47— bz A D7 FLAZANDLE T,

LAN Proxy
Enable DNS Proxy [TONJ &5 U w7 LT DNS 7R+ aEmc LET.

4. Tsavel RE>=&V ) vy LTIRENBZRESSCERLET,

IV kDRSS
1. VAN UR A SIRET S VIANZGY Uy L, TRt #7Jv o LT, UTOEEZRRLET,
VLAN Configuration 0
VLAN ID 1
Mame Default
Activate InterVLAN Routing —-awl—|
Captive Portal Type Free T

Multi VLAN Subnet

IP Address 192.168.1.100

Subnet Mask 55
DHCP

DHCP Mode ® None DHCP Server DHCP Relay
LAN Proxy

Enable DNS Proxy 0

6-36  VLAN Configuration [EIE
2. TJa—JUR%EfREL. [Save] R"a>&E v LET,

I YOI
WETHEWVLAN T BB LET,

VLAN ZHIR T BR1IC, DA Y t—VERRENE G, Z0Fo, WRT DI VAN ZEEE LENT EESFTHRRBLT T,

BRd BT bUAREGY ) v LT, [Delete] BFIRLET, T MJDITNTEZHEIBRT 2FEIE. [Select Alll Z#F v 7%, [Delete] =2 1)
7 LET,
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TIVF VLAN H 7w b

Network > VLAN > VLAN Settings * —1—

ZVLAN (CIF ARIEMICHBEL TV B R Y b T—JBICEBDIP 7 RLAEY TRy b EEIWHTEHTEDNTEXRTVLANDA > Z—VLANL—T «
VIDEMTIEWNGE. VAN Y TRy MEZDVIAN ICHIST 27 /N1 A EBETES LAN EORY b T—0 7 RLRAERELET,

FIATRELTIVF VLAN TRy FDOBBE L UIRSE
1. Network > VLAN > VLAN Settings DIE(C A —2—%7 v o L. U TFOEEEZFRRLET,

T — c - .
3 Status 3 E Network &= Security Q" Maintenance

Network » WLAN » VLAN Settings o Q

The controller supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

VLAN List
Show entries [Right click row to see more options] | a, |
l Name ¢ " VLAN ID & " IP Address &8 " Subnet Mask & " Captive Portal & “ Authentication Server & |
Default 192.168.1.100 255.255.255.0 Free None
Shawing 1 to 1 of 1 entries | First || .| Previous | 1 | Next ) || Last 3
Add New VLAN
6-37  VLAN List B
2. JIVFHTRY M VLAN ZiR&ET BeolcidE. VIANZE2 )y o LT, TBdity #2Uv 7 LE T,
VLAN Configuration °
VLAN ID 1
Name Default
Activate InterVLAN Routing : 1_
Captive Portal Type [ Free !Z|
Multi VLAN Subnet o
IP Address [ 192.168.10.1

Subnet Mask

DHCP
DHCP Mode

Domain Name

255.255.255.0

D Mene @ DHCP Server ) DHCP Relay

[ oLink

Default Gateway

Primary DN5 Server

Secondary DNS Server

Lease Time

LAN Proxy

Enable DNS Proxy : !1

Save

6-38  VLAN Configuration Eim@

3. KToOmEEEASILET,

EH =BR
Multi VLAN Subnet
IP Address RIVFVIAN S 72w bDIP 7 RLRERELE T,
Subnet Mask RIVFVIAN B T2y DY TRy bRV ZERELE T,
DHCP
DHCP Mode VLAN O DHCP £E— RAE#EIRL £,

« None - LAN EDQAVE 1 —2DRET 4 v 7 P77 FLATRESNTWSHE. £ldBID DHCP —/\ZFAT %
FOITHRETNTVDHBE. AREZHERLET ., BUDT 1 —ILRIZERBTEEL A,

« DHCP Server - DHCP H—/N& L TER DY FO—Z&ERAT AICTE. ARETERLET, BUDT 11—V FZ AL
LZEY,
- DHCPRelay - KREEEIRT BHE. U L—T— b7 T AEBROIATIDRETT,
Domain Name VLAN D R A A &' ATILET,

Default Gateway

F T2 aV)EALTVD LANICBIFZT— D IADIP 7 FLAEADILET,
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== Bis
Primary DNS Server | (#7723 >) 8&EFFD DNS —/\H VLAN THIERIRECH 2HBE. T7AX U DNST—/N\DIP 7 FLAZEASILET,
Secondary DNS Server | (# 72 3 >) EFEHD DNS H—/\H VLAN TRIFBRIRE CH 2HE. THY A DNSH—/\DIP 7 FLAZ AN LET,
Lease Time DHCP J—/\H'554E59 2 IP 7 RL A% DHCP 7 54 7> bOMERTE KM (B) ZANLET, U —R 21 LOHRD
TNZ5ChGBE. V477 ME LW —XEBIS T 57281 DHCP H—/\ICERZIXELE T,
Relay Gateway F—=bOIAT RLAEAFILET, IDHCP Model IZ TDHCP Relay] Z3#IRL TWBIBHIC. TOEIY 3V THREEE

NBHE—DHRE/NTA—2TT,

LAN Proxy

Enable DNS Proxy ZDOLANDDNS 7O+ ZENEISENNC L E T, AEsEIEI B8O — /LA —/ U E— FDOBEITRITERTY, fIZIE
BEGHADO DNS U—/\HBRELBIFE. )V IEBEILDNS U—/I\\OT7 7 AEReJgelcLET, LHL. DNS O+
DNENTHDE. Vo7AT Y MEBERAFEIY FO—JIT2TENTEEXY, fee A bO—2Ik IBEICT 77«
7&%&@ DNS H—/N\ICZNEDEREXELET T,

SEROY PO—FE. IRNTODNS BRICHLTTAFTELTHEL. ISPODNS —/NE@ELET, I
‘(0) DHCP 7 547> FHODNS 7OFVHFELTWA IP (DX Y. #FEO> bAO—ZD LANIP) 1TR>7E 721X

/A2 DNSIP 7 RLAERELET,
« OFF-9XRTDDHCP 7 547> bH DNS FOF 2 P77 RLAZBRWZ ISP DDNSIP 7 FLAZZELE T,

4. Tsavel RE>Y=&V )y LTRENBZRESLCERLET,

I kDI
BlkRg BT bUARAY ) v LT, [Delete] BEIRLET, TV MJDITRTHEIRT BFE1%. [Select All)] #F v 7 #%. [Delete] =7 1)
JLEY,

R—F VLAN
Network > VLAN > Port VLAN X =1 —
RO FO—Z D VLAN #gEA BT LIz&IC, VIAN IZBINT 52 R— M ERELE T,

1. Network > VLAN > Port VLAN DJEIC A —a—A% 7 1) v L. U TFTOEEEERRLET,

€3 Status = Wireless B Network 2 Security o°

Network » VLAN » Port VLAN e Q

This page allows user to configure the port VLANs. A user can choose ports and can add them into a YLAN.In order to tag all traffic through a specific
LAN port with a VLAN ID, you can associate a VLAN to a physical port. The VLAN Port table displays the port identifier, the mode setting for that port
and YLAN membership information. Go to the Available VLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

[Right click row to see more options] &l |
Port Name 3 ” Mode & Il PVID 6" VLAN Membership & I
port1 Access 3l 1

port2 Access i 1

portd Access 1l 1

portd Access 1 1

Showing 1 to 4 of 4 entries

6-39  Port VLANS List BIE
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2. R—rEEY7)y o LT, kit ZERLET,

Port VLAN Configuration 0
Port Name Port1
Mode ‘ Access v
PYID [Default: 1, Range: 2 - 4093]

6-40  Port VLAN Configuration EIE (Access)

Port VLAN Configuration 0
Port Name Porti
Mode ‘ Interface v

Subnet Mask ‘

|
IP Address \ |
|
|

Gateway ‘

Routing OFF

[ save |
6-41  Port VLAN Configuration iE#E (Interface)
3. UTOmEEZANDLET,
BHE iBA
Access D VLAN B5ZDR— b EDEELE T, R— FMCANT B, Fles R— D SHATEIRTDT =227 LERVET,
TOEAE—RDR= b EEHTH ST v 7EA =2y b7 L—LIKELULTVWET,
General A— MEII—HNEIRATEEG VLAN £ DAV NCIZB T EDTEET, R— MEVLAN ID ZRDZ I EFE 2770

T—REERZELET, R— M \DT—2H275LTHBEEREHDPVID ZZNCEIUHTET, BLPVID ZFHFDR—
FASEEITNEIRTDEZIFET 2. 2T ETNET,

Trunk BUCYEBY Y VICHBEBHDVIAND NS T 4 v I EEZERELE T, R—MIAANTB. £leR— bDASHIENEITART
DT —=ZHB2IFFTENE T, R—MANTDEIELT—2IER— PVID=1 5 D77 4/l b VLAN ERREGEEINE Y
ho TNUEZTIELERYET,

Interface ABZYRTAVAVEZITTI—ABEFRRLET, FTAUVRZTI—ADIPTZRLA BTy b BLOT— I T/ EESE
LEd,

4. [Save] R0 vy LTHREARERESSICEALED,
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Advanced VLAN (FE7% VLAN 3&5%E)
Network > VLAN > Advanced VLAN X = 1 —

MAC X— X VLAN

Network > VLAN > Advanced VLAN > MAC Based VLAN X =1 —

Iy MCRTBRYE T4 H ) 74 DRI TN 585, 7/31 Ald MACX—X VLAN 7—7)UIcH %% ET MAC 7 R L RIS
B VLAN [CESERMF LE T, T—TINT—8T DT MUHBEWNE. N7y MET /A ADBED VLAN 58IV —)LEZITE T,

AE@EAFEBALT. MACITY FUAVIAN 7—T)bIc<y FLET, #ETMACT KL A& VLAN ID DIERKR. REE. > bO—2DTNTD
R— b EZBELTHEEINET,

1. Network > VLAN > Advanced VLAN > MACBased VLAN 2 7DJBIC A Za—%2 ) w7 L. UTFOEEERRLET,

Network » VLAN » Advanced VLAN » MAC Based VLAN o O

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This MAC-VLAN page displays the currently configured MAC-based VLANs on this controller. It allows you to add a new MAC-based VLAN or delete or
modify a currently configured MAC-based VLAN.MAC-based VLANs allow all LAN traffic from a specified source MAC address to be classified into a

VLAN.

MAC Based VLAN

MAC Based VLAN Setup )
Activate MAC-based VLAN | OFF

MAC Based VLAN List

Shaw entries [Right click row to see more options] a, |

MAC Address & | VLAN ID & | Port S
\ \I H \
No data available in table

Showing 0 ta 0 of 0 entries |.] First || .| Previous || Next || Last ;|

Add New MAC Based VLAN

6-42  MAC Based VLAN [EB|H
2. [Activate MAC-based VLAN| % TONJ (CHIUE X T, ISave] RZ>&ZV v I LET,

3. [AddNew MACBased VLAN] RZ &2 w2 L. UTFOBEEARRLEY,

MAC Based VLAN Configuration °

MAC Address \
VLAN [ ] mRange:1-409

Interface ‘ Port1 A |

6-43  MAC Based VLAN Configuration [E&

4. DTOEEZEASILET,

185 Bilis
MAC Address VLAN GBI 527 547> PO MACT RLREANDLET,
VLAN VLANID ZASZILE T,
Interface TIWEI A Za—D5R— F#IRLE T,

5. [Save] R22%Z7 Uy I LTRENBEZRESLIUBERLET,
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B VLAN

Network > VLAN > Advanced VLAN > Voice VLAN X =1 —
ZEVIANEEICK Y, OV hO—2DR—ME. R—MMIBELERICEEET 2274 v IICDBET DL DICER LIEREZFEBLTE
NZT g /7%%{53‘%><_2:7b\?%$@“0 SE VAN IE. R—bDT—2 S 70 v 7 HBBVET, IPEEODEERBDLHLH SHER| LT%%L?@“O

VLAN AT 2 E B DRBBtEEEIE. > 2 —VLAN 270 v OV AEEHETCHE. XY N IT—VIHBT 20247 MABEEIVR—

MCBERERRBTERVESITLET, IEEE 802.1P class-of service (CoS) 7A b JLITEDWE QoS 7A b djbidk. HfEERTY1—1) /’7
EERL FATCESRREATCIY FO—SH5DRY N T—U b ST 4 vV ERELET, VAT LK IPEBFET —2 D7 A—%#HBT Bzl R—
FERBLTBEHT S D71 v IVDRETMACEFERLEY,

A VLAN [FR— F BRI TBMCENE T, R— FE—EIL 1 DOBFE VLAN [COFSINT 5 ENTEXT, B VLAN #peld FIRE Tl TOFF
() ITHE2TWETY,

1. Network > VLAN > Advanced VLAN > Voice VLAN 2 7 DJEIC A —a2—% 7 J v o L. UTFOEEEERLET,

M Network

Network » VLAN » Advanced VLAN » Voice VLAN o @

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This Voice-VLAN page displays the currently configured Yoice VLANs on this controller. It allows you to add a new Voice VLAN or delete or medify a
currently configured Voice VLAN, Voice VLANs allow all LAN VOIP traffic to be either classified into a VLAN, or have the priority of such traffic to be
elevated.

Voice VLAN

Voice VLAN Setup

Activate Yoice VLAN oFF

Voice VLAN List
Shaw entries [Right click row to see more options] a, |

O Mode © | VLAN ID & | Custom Dotlg ey

Port1 vlan 1

Showing 1 to 1 of 1 entries |} First | Previous | 1 | Next , || Last ,|

Add New Voice VLAN

6-44  Voice VLAN B
2. [Activate Voice VLAN] & TONJ [CEIUEZ T, [Savel R2>&E V1w LET,

3. [AddNew Voice VLAN] Ra2>Z27Uw o L, LTFOEEZRRLET,

Voice VLAN Configuration e
Interface ‘ Port1 v
Voice VLAN Mode ® VLAN '~ Dotlg

VLAN I:I [Range: 1 - 4096]

6-45  Voice VLAN Configuration [EiH&

4, LITOEEEASILET.
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15 B
VLAN BFEVIAN /T Y MMEBIV ETAEBICE > TAZ—VICHEBRIEINE T, INTDOBEEN Ty 7ld. R—rDTT7+)L b
VLAN ID AEIW HTENBMDT—2 b T4 v 7 EXBIT ZFHICTDVIAN IDITXELE T, LAl BENZ 71
TEMD ST 1 v U EBGUREBRICENT S A,
Dotlq VOIP TINA RUICEDTIRTDBEE L T4 v IDMBD NS T4 v 7 EBET —2EXBTBHLDICRESNE T, f1DT
NTDZTa v &, R=bDT7 7V TZAHF )T o ZF)HTENET,
5. [Save] Ra>& Vv I LTHREARERESSICHERALET,

70 b a3)bR—X VLAN

Network > VLAN > Advanced VLAN > Protocol Based VLAN X = 31—

A F3R=ZADVLAN TlE. 57 1w 7IE VLAN [CEEERTF 2 70 h JUVICEDWTIEER— rEELTT ) vIEshEd, 1—EBED/N
Ty T IVRE BEDINT Y FHOREFED VLAN ICFRIB T 2HESHERELET, ZLDHEE. 7O MIR—=ADVLIAN IE, Zv 7=+
AV MHEHROTO N DNVERTLTWVWARA M EEGRETERINE T, 205 L/Ty b7 1)LV JEEEEERT H0ICTO ML
N—X@VMN%E%?%*&ﬁf*iﬁoﬁ—hN—XOEEWMQ)itujub:»N—XVMN%%ib&vtﬁﬁﬁﬁﬁ&&ﬁ&bmvw
MEZVLAN TICEIWETENET, R— FR—XVLAN, 78k JUR—RXVLAN, E£/ld@MAEEET D EICL DT, COMEAEEMZ DT &
#?%iﬁoaﬁﬁﬁﬂﬁ/hu\HI%NQ%E&ﬁoTﬁEMEén?BU\75#:»&—X®VMNuwﬁintwiﬁho

BEOQCZ7OMUTTARIINR=XDVLANITR— 2BV ETHE ZOTARNIVDZTDR-MIRELLEZ2IGELTL—LIE 7B b
TJILR—=XDVLAN ID [CBJY HTHNEKT, D70~ DLDeHICR— MCRELIEAVE LT L—LDPVIDICBIVETONE T, ThiE
lPort VLAN Configuration) E@EZER L TR— MCBERICE]Y B TeT 74V 5 PVID (1) £zl PVID DEES5HTY, [Protocol-Based VLAN
Configuration] BIEZEALC. £OT7OMLH. EDVIANICED DD EHRE L. KICTNOSDREEFERT 2R— aBMILET,

TW—TEERT B ET. 7O MUR—RADVIAN ZEELE T, BT IL—F1&. VLIAN ID ZERB L 1581 1 DBEREF>TWT. 1 DUED
TOMNIJIVERESGIENTE. EEROR—MEELTEDHNTEET,

1. Network > VLAN > Advanced VLAN > Protocol Based VLAN 2 JDJEIC A —2—% 27 v L. U TFTOBEEEERLET,

ﬂﬂa

B Network

aintenance

Network » VLAN » Advanced VLAN » Protocol Based VLAN 9 0

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This Protocol-VLAN page displays the currently configured Protocol-based VLANs on this controller. It allows you to add a new Protocol-based VLAN or
delete or medify a currently configured Protocol-based VLAN.Protocol-based VLANs allow all LAN traffic with a specified ethertype (IP, ARP or IPX) to
be classified into a VLAN.

Protocol Based VLAN List

Protocol Based VLAN Setup
Activate Protocol Based VLAN OFF

Protocol Based VLAN List

Shaow entries [Right click row to see more options] Q, \

l Port GJI VLAN 1D & " Protocol & |

No data available in table

Showing 0 to 0 of 0 entries

Add New Protocol Based VLAN

|.J First | Previous || Next . || Last

6-46  Protocol Based VLAN List &

2. [Activate Protocol Based VLAN] % [TONJ (ZHIWEZ T, [Save) RE2&ET 1) v LET,



BELGRY FT—SRE

3. [AddNew Protocol Based VLAN| RZ>&E 7w o L, ULTFOEEZFRRLET,

r -
Protocol Based VLAN Configuration °
VLAN 1D l:l [Range: 1 - 4096]
Group 1D l:l [Range: 1 - 4096]
Group Name | |
Interface | Port1 v |
Protocol List @ |p J IPX U ARP

.

6-47  Protocol Based VLAN Configuration I

4, LITOEEEASILET.

1HE B!
VLAN ID DT I—TITENY H TS VLANID (1-3965) HIEELE T,
Group ID TIV—T=mBR T HESEBELET,
Group Name (FFa>) 7aba7Ib—7IDICEIY HT 5% (16 XFLUR) B ANEIERELET
Interface JIV—TIGBIY 514 2 71— A=EFRLET,
Protocol List CDII—FICBBESE 27O VEERLET,

5. TSavel R2>ZV Uy Y LTRENBZRESLUERLET,

2 7)b VLAN
Network > VLAN > Advanced VLAN > Double VLAN X = 31—

ATIVVLAN b2 U2 2y hT—7 ST 4 v 7IC2MBBEDR T DFERZEHDTLET, BMOZJIE. BED 802.1Q KA A VDA

BRIDARZIDVLAN BRI FEERFLTWAD L. A MORUZY Ry T—7 (MAN) IZBWTARZD#HB ZH#BILE T,

CO2MEEDRTDEAZETOE A=Y ER=ZXDMAN IZ ~ T T 1 v 7 EXKET 2DIT 4kVLAN ID DANR—RZEDEIT 200EEH ) F- A,
ZTIVVLAN b2 XUV IDBIEHRE. V2T IT—ADDEmEENSH502 T L— A DVlan 27 ZEIWHT. —FH. A V2T I —AHHF

ET25H502/N7y MM (1 DUEDEITHEFET 2L) 2V ZHIRLET,
ABEZEFERAL T 1 DUEDR—MTATIVVLAN 7L —LDZ2 T DBRIEEFRELE T,

1. Network > VLAN > Advanced VLAN > Double VLAN 2 7DJBIc A Z—a—%2 ) w7 L, UTFOBEmEmERR-LET,

Fa 2T
L7 M

\aintenance

Network » VLAN » Advanced VLAN » Double VLAN o @

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This Double-VLAN page displays the status of Double VLAN Setting on this controller. It allows you to enable or disable the double VLANs.Enabling
double VLANs will force all LAN traffic to have two VLAN tags attached to them.

Double VLAN
Show entries [Right click row to see more options] Q. |
| Interface ) || Ether Type ) || Custom Tag & |
No data available in table
Showing 0 to 0 of 0 entries || First | Previous | Mext , || Last

Add New Double VLAN

6-48 Double VLAN EHE
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2. [AddNew Double VLAN] RZ>&T 1w L, LUFOBE@mERTILET,

Double VLAN Configuration 0

Ether Type ® Dot1Q L wMAN '~ Custom

6-49  Double VLAN Configuration [EjE
3. [EtherType) Z32IRLEJ, (Dotlqg. VLAN E7zid Custom)
4. TSave] Ra>&mI UV LET,

GVRP

Network > VLAN > Advanced VLAN > GVRP X Z—a1—

GVRP (GARP VLAN Registration Protocol) (& &Y b7 —27 2> bA—FNBILET AV MBI %Y b T—27 7\ REFDVLAN A2\
TEHRE 22y IR (BLUBERER) L. GMRP ZHR— 357Uy I LANADIN DR Y bT—7 A2 bO—Z%ZRALTZDE
RELOHONDZY b T—U AN XLEZRELET,

1. Network > VLAN > Advanced VLAN > GVRP Z JDIBICA Za—%2 7 v o L. UTFOBEEEZRRLET,

Network » VLAN » Advanced VLAN » GVRP o @

MAC Based VLAN | Voice VLAN | Protocol Based VLAN | Double VLAN | GVRP

This GVRP page allows you to configure the GVRP protocol feature on the DWC-2000

GVRP
Activate GVRP EX ]
T

6-50 GVRP EH

2. [Activate GVRP] & [ONJ ITHIWEZ C. ISavel Ra2>&T 1) v LET,
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=T 1 VIEE

Network > Routing X Z1—

AAT AV 7I)b—ME Z2v b D=0 7 N\A R LT ERETERE (BETERL) OXERICOVTGBHILET, X271 v Ib— MIRE

DY M T—=DTOELEELE T, 2O 2T v 7 )b— bHd &K, [Static Route] BKU Protocol-Binding

ABT A7 Ib—bhTlE. RTRAMRY TOBFRERET ZDICIP 7 RLAEERLETH. 7O MVNNA VT 7 TE70 MV EFERLE
To AT AV II—T a4 VBRIV FO—ZEZRETDE A4 F IV I I—T4 770NNV EFERETIC. IV b O—F&Ib—FT 0>

IFINA REDT — S EFEERREIC LE T,

IPVA R 2T 1y 7Ib—T 14 VT DRE

Network > Routing > Static Routes X —1—

AZF 4y 7Ib— FDEM

1. Network > Routing > Static Routes DIEICA Za1—% 7 v/ L. A TOBEEEZRRLET,

P
L® Maintenance

B Network

Network » Routing » Static Routes 9 O

This page shows the list of static routes configured on the router. User can also add, delete and edit the configured routes.Use this page to define
static routes. Be sure to enter a destination address, subnet mask, gateway and metric for each configured static route. The Interface dropdown
menu will show all available configured wired interfaces on the router as options.

Static Routes List

Show entries

[Right click on record to get more options] ‘ a, |

I Name " Destination ] " Subnet Mask &= || Gateway 8 ” Interface & " Metric & ” Active & || Private & |

Showing 0 to 0 of 0 entries

Mo data available in table

|} First | Previous || Next . || Last

Add New Static Route

6-51  Static Route List [EIE&

2. [AddNew StaticRoute] REVHE2 w2y L, ULFOBEAERRLET,

Static Route Configuration °

Route Name

Active

Private

Destination IP Address ‘

IP Subnet Mask
Interface
Gateway IP Address

Metric

6-52  Static Route Configuration EIE

3. KTOmEEEASILET,

[ Jor
[ Tom

|
|
‘ LAN =VLAN o ‘
|

l:l [Range: 2 -15]

HHE

Bt

Route Name

AZT v 7= b DEBOLHZANLET, &FilE. INHSEBMNT 2MDED0 5, COARZT v 7 )b—
PEBZIRECEDDLDICT HZNETT,

Active

o= DIRREE T 7 T« TILE Tl EIET7 7 70 TILLE T,
« ON-RBZFT14wIb—bET7F710 7L LET,
« OFF-ZAB2 714w Ib— bt EIET7 VT4 TILLET,
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HH A

Private ABZT 4y Ib— b ETSARX=MIBELET,
« ON-REZ27 4 v 7 )b—METZARX=FTT,
« OFF-ZAZ T4 v Ib—MMETZAR—=TlEd Y £ A,

Destination IP Address AT A4y 7= DFEELXIPT7 RLAZEASILET,
IP Subnet Mask 22Ty 7= DY Ty bRRATVEASILET,
Interface AZT A4y )b— MIERTAEREI Y FNO—2DI V271 —AEERLET,

- Option 1/ Option 2 - &> ~O—>® Option R— bR Z T 1 v 7 )b— MIEFHFLET,
« LAN>VLAN-#EE > bO—ZD LAN £/2ld VLAN R— AR Z T 0w 7 )b— MTESRLE T,
- DMZ-DMZ & LTRESNIER— MR ZT 4 v 7 )b— MTERLE T,

Gateway IP Address T—=brOIAI—B2DIP T RLRAEANDLET, Thd. RO bO—FDRV A MKRY T7 FLATY,

Metric IW—hDBEBT A A2V AEANLET,

4, Tsavel RE>=&V )y LTRENBZRESSUERLET,

Pv6 R2 T4 v 7IV—T 1 VT DRE

Network > IPv6 > Static Routing X Z1—

CDTINARCFETART AV 7 )= b &EBMT 2L 1 DDAV RTIT—ADBRDA VR TI—AETD T T 1 v VREOFIREEHCE
Y, BBICEFZHAT HHIC. COAY FA—ZLMDT /A ABDRERD Y FAo —EREENDE XY N T -V DEELH DK T,

ABF A4 I)—ME T T4 T BT,

AZT AV IIV— DU FTIE BEBEDFECERLICEIV— MORTEN, TDRAET v 7 )b— MW DO DRIFZSFAILE T, IPvd X

BT v )= DI)ANEIPVEAZT 4 v 7 )b— b D) AMEIBECT7 4 —)VREHBELET (1 DOAALDB Y ET),
IPV6 RZT 4 v 7 Ib—T 1 VI DERE

1.

2,

Network > IPv6 > Static Routing DIEICA Z—2—% 7 vy L. U TFTOBEEZXRRLET,

B Network

Network » IPv6 » Static Routing (2 (=)
This page shows a list of IPvé static routes added. A user can add, delete and edit the routes also.

IPvé Static Routing List

Show| 10 EJ entries [Right click on record to get more options] | o

Name 4] || Destination ] " Gateway 8 H Interface & Metric & | Active &
No data available in table

Showing 0 to 0 of 0 entries

Add New IPv6E Static Route

| First | Previous || Next » | Last

6-53  IPv6 Static Routing List EE

[Add New IPv6 Static Route | RZ &7 1w L. UTFOEEERRTLET,

IPv6 Static Routing Configuration °

Route Name

Active [ o=

IPvé Destination

1Pvé Prefix Length

Interface Option1 =]
IPvb Gateway [

Metric

6-54  IPv6 Static Routing Configuration EIE




BELGRY FT—YRE

3. UTOmEEZANDLET,

5H Bz
Route Name AT 14y )b— bDEBOEHZATILE T, &Ellk. CNHSEBMT 2MDEDHS, TDAZT 1 v 7 IL— MEBRHIC
BECEDEDICTBNETY,
Active IW—DIREEE T T« TILE Tl EIET 7 70 TILLET,

« ON-RZT v )b—b&ET VT4 TILLET,
« OFF-RB2 74 v )b—bEIET7 07471 LET,

IPv6 Destination ABZT 14w )b—bDFEEHLIPV6 7 RLAEANDLET,
IPv6 Prefix Length | 7% bEEERTZIPV6 7 RLARD T L 74 v 7 XY MIAERELE T,

Interface AAT Ay 7)b— MBI AEEI Y PO—2DA 27— AEBIRLET,
- LAN-EE0 > bO—ZD LAN FzlE VLAN R— b AR Z T 1w 7 )b— MMTERLE T,
IPv6 Gateway FESERA bETelER Y b —VICEETESS— I TADIP 7 FLRAEIBELET,
Metric IW— b DEREERELET, FLEEICH L TEBDIV— EHAFELTVWRBE. RBEVA M) v I ZFEDIL— FHBEER
TNEY,

4, T[Save] R2>EI) vy L TRERNBERESLCERBLET,

ABTF 4w 7 Ib— b DIRE / HIFR

ABT A7 )b— bDBAB. A2T 1 v 7 Ib— b ERET BIcDITIE. RETBRAZT v Ib—bEHRY )y LT, TEdit) #ERLET,
ABZT w7 Ib— hEHIBRY Bicdlcid. BIfRT DR 270 v 7 )b—baH71) w7 LT, Delete] BZRLEY, X271 w7 )b—bDIART
EHIRT BiHEIE. [Select All) &F 1w 7. [Delete] Z&IRLET,

AET 4w Ib— DB
BT BRAEZT w7 Ib—bZEY )y LT, TEnable] Z@IRLET,

BALFZ v Ib—F7 1427 (RIP)

Network > Routing >RIP X Z 21—

RIP (Routing Information Protocol) ZR LA+ vV Ib—T 1 > JidE. LAN IC—EBICERENS IGP (Interior Gateway Protocol) TY ., A
Y hE—=2E RPEFBAL TS 7y 70— %ZHliLIEWVT LAN ROEEEBRY 2HIc. LANATHOTR—FL WSO bO—5 ¢
=TV IEREZTI LT =T 4 2T T—TIDEAF Iy VIZHBET O CEDNTEEXT,

AMEEIBBINS A £ 2 TDWC-1000-VPNJ AEHOBEIC DHFIBEETT,
1. Network > Routing >RIP DJEICAZ2—%7 v o L. L TFOBEEZRRLET,

'&O Maintenance
Network » Routing » RIP o @
This page allows to configure the RIP (Routing Information Protocol).
RIP
RIP Setup
Direction @ None @ Inonly @ OutOnly @ Both
Version Disabled [+]

6-55 RIP EEH
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2. FOEBEANLET,
15 B

Direction OV bA—2HRP /Ty NEERETDHEETEELET,
Both - O bO—ZIEWABETIL— 74/77 TIWETO—RF+ A b L, 8O bO—5H 5545 Lfc RIP [BRANE
LEJ, RIPHEER 7)VITERT Blcditid. TORELZHEHLET,

. &nmw-jybm—aﬁﬁﬁmmw—%4>7%—7w%7m—P#vx#b??ﬁ\@mjyhu—iﬁBRw%ﬁ%ﬁ
FELEY A,

« INOnly-2> FO—ZFMOIY FO—FH S RPIBEHREZZELE I IV—FT VI T7—TILETO—FF+ X b LE A,

- None- Y bO—ZIEIV—FT 4 VI T7—TIDTO—RFF v A b BROCMOOY bO—IH5FET S RIP FBROZED
Wehs LETA., BRE THUERPAEMICLET,

Version RIP /N\—30 3 & LAN RODIED )V —T 4 > 7 T INA AD RIP H7R— MMARIFLE T,

- Disabled - RIP Z#EMICT BIFEIC. TNERELET,

« RIP-1-H 7%y MEREEATWEWT SAR=ZADIV—T 4 V7 IN\=I 30 TY, THEEEL—MENICTR—bEND/\—
J37TY,

« RIP-2 - RIPVI DIANTOHEEICIIZ. YTy MEREYR—FLET, 7—2IKRIP-2B & RIP-2M DA IC RIP-2 2R T
FENEITH Ny PR EENZTE—FIFEBEVET,

- RP-2B-H 7% v h2KICT—2E 70— RFF+v A MLET,

- RP2M -V FF v AT RLRICT—25FELET,
RW2B§tMRW2Mﬁ“ﬁ*htﬂ—?a>?%h@\Z@jyhu—i&@mjyhu—i(ﬁUMPN—ﬁay?%i
) BICIFEREEDNE L5 £, MD5 FREEEE 1/ 52 F—DORXBMIBTERINE T, /b—T 1 > 7IERDOIHEH LAN
ETHRESNEIBAED, BEUYR—FENTWVWDOY FO—Z EHITTONE T EERIET BTedic, FBAEF—DBEES
ATEALERETDTENTEETT,

3. [Save] m"a>&V vy LTHRENBEZRESICBERLET,

OSPF 587

Network > Routing > OSPF X =1 —

OSPFIZ> >V 7 IVIb—FT 4 VT RAAVRDA V2 =%y 7OV (IP) Ty b E)V— SRS — o470 MILTY, EREIEEAD
U hO—ZDEREWREL, v FT—0D ROy TEERLE T, OSPFV2(/N—2) 3> 2) 1k TRFC2328 - OSPF Version 2] (LR >TEES
Nte)b—7« > 70 kLT3, (OSPFIE TIGPJ (Interior Gateway Protocols) T9.) OSPF I ISP /\w 7 R—=2PITVE2—TS5 A Ay fT—72
TREDERXY bT—=0 L fERAENTVET,

AHEEILENMS 1 £ 2 TDWC-1000-VPNJ AEHDH A DHRIBEETT,
1. Network > Routing > OSPF DJEICAZa—%& 27U v 7 L. UTOEEARTLET,

B nNetviork

Network = Routing » OSPF Q0
This page shows the OSPFv2 parameters configured on the router.User can alse edit the OSPFv2 configured parameters.
0O5PFv2 List

Show | 10 i entries [Right click on record to get more options] a,

DHSABLED LaN 1 10 0 0 None

DISABLED Optient 1 1] 40 10 Hane
DISABLED DOptionZ 1 0 &0 10 Hone
Shawing 1 to 3 of 1 entries | Frst | | Previcus 1 | Mext . || Last

6-56  OSPF - IPv4 EIE
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2. #RETDHR—b (LAN/Option1/Option2) THZ w7, TEit] Z:&R UTOEEZRTLET,

0OSPFv2Z Configuration °

O5PFv2 Enable
Interface

Area

Priority
Hello Interval
Dead Interval
Cost

Authentication Type

6-57  OSPFv2

Configuration EIH

3. UTOmEBEZASILET,

bi=[= EA

OSPFv2 Enable OSPFV2 ZB%N / FEHIC LE T,

Interface OSPFV2 B3 / NS T DRy b =042 T 1—2X,

Area AVRTT—AHFBT AL 77,1200 DEZ AN LE T HBLIAY FEFFD2DDIV—2 . FN5DA V2T T—
AT AV M TRICIY ZICFB S 2REBHH Y ET, 1271 —RIELCH TRy MIBL, B—DY TXwy
RAVEFBEET,

Priority XY bT—=UDOSPFV2RTRIV—2ZRETHDE@MLET, BUVMBLRELZRF DI — 2T ERKRI—2ITGHAT8EMK
NELHEYET, EXO0ICRET D E. IW—RIELIRTRIV—2ITEZEEEIE< AV £, FHEIE 1 T, B
ESFEBWNVBAELZERLE T,

Hello Interval Hello 1 > 2 —/\UfE () « TOEEHRET HE. FEDA 27 1 —XICEHRERB T EIC Hello /3y EHASREETN

£, MEFSHERY FT— 7RI 22— 2 CRLTHLIUELH Y E T, FEEIF 10 (#) TT,

Dead Interval

Hello /7w h DSMEENTZE < TZ2TH B Neighbor JL—2HF D OSPF JL—2 02T LT W3 EHIIT 2 £ TORF
B ®) . KMEFLBERY T —7ICERT 52— 2 TCRLCTHEREND Y £, FHAEIL 40 (7)) TY. OSPF T
132 DD Neighborfi TN 5D > 2 —/NILDEH L2 BILTHEILEDNDH Y T BE54 22—/ \INBZRD)L—
ZEILIEFZDET A MMZHBWT Neighbor )L—2ITTE5 T EDTEE A

Cost

OSPFV2 A > 27—\ b aEXET AHOX b+

Authentication Type

ZORETIE OSPFV2 ICfER T 2588 2 1 TaRRLE T,

- none-A 27 xT—RIEOSPF /N7y FEFREELEH A,

- Simple-4>27 1 —RE> > TIVTFRASF—2FEALTOSPF /N MERIELE T,

- MD5-4 227 1—RIEMD5 585 &R LT OSPF /7w % ERAE L £ 9, Md5 A334R L2354, TMd5 Key IDJTMd5
Authentication Key| Z3IgELE T,

4. T[Save] REVET Y

7 L TRENBEZRESLOBERLET,
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OSPFv3 5% (IPv6)
Network > IPv6 > OSPFv3 X = 1 —
ICDHHMBAIBET Y,

OSPFIZ> T IVIb—TFT 4 VT RAAL VRDA V2 —2y 87NV (IP) N7y b EIV— T DZRERT— o4 7083V TT, EABEEED
URO—SDBERANEL, Zv M T—7DMROIYTY TEERMLET,

AHBESEMS 4> 2 TDWC-1000-VPN) HEHDHE

OSPFV3 (X IPV6 Z#HR— K LTWET, I hO—Z0 OSPFv3 7OV X EGHICT BICIE. OSPFV3 7Ot XD7O—/YicEsE. I hO—
ZIDDHE. BEAVE2 T T —ADEMLEEETORELRDY £,

1. Network > IPv6 > OSPFV3 DJEICA 2 —%& 7 v L. UTFOBEARRLET,
Network = [Pv6 = OSPFv3 0 0
Fivty evsion 3 15  rauting pretocat fo 1PV Netmorks (OSPFVD) €aseribed fn A RECLTI00SPT 1y an G (nterior Gateway Pratoce)used to it «12..
e ;“OSPF can be Tah:;udmgll ::‘bulldl z?::smmc:::pnedd::rt‘w:lpnmp” e
OSPFv3 List
Show| 10 _.: antrias [Right click on record to get more options] a
| Status O Port 8 | Priority & Hello Interval 8 | Dead Interval & Cost &
DISABLED LAN 1 10 “ 10
DISABLED Optiont 1 0 @ 10
DISABLED Optian2 1 10 L 10
Showing 1.to 3 of 3 entries | B axt ast
6-58  OSPFv3 - IPv6 EIE
2. #RETSHHR—t (LAN/Option1/Option2) T&~ v~ [Edit] Z3R, UTOEEEZFRRLET,
OSPFv3 Configuration o
OSPFv3 Enable BEx ]
Interface LAN
Priority 1
Helle Interval 10
Dead Interval 40
Cost 10
6-59  OSPFv2 Configuration EIE
3. UTDEEZANLET,
BH B

OSPFv3 Enable OSPFV2 ZB%N / NI LE T,

Interface OSPFv3 ZH%N / FSNIC T 2YBRY b T—0U A2V 2T1—2X,

Priority FY R T—=7DOSPFV3RRIN—2ERET2DZHPLET, SLVBEEZRDIL—2EFERRIV—2ICGE DTN
DElBEYET, BEOICRET D& I—RIELKIRKRIN—2ITZEFENIE TV ET, HEIE 1 TT, &L
HESEFEBVBEEEZEKRLETY,

Hello Interval Hello > 2 —/NJUE (#) o COEERETHE. BEDA V2T T —AICHERB T &IT Hello /Yy PAREEN

£9, MEFHBXRY FT—VICERT S22 -2 CRILTCHI2UELNH ) KT, PHEMEIL 10 (7)) TT,

Dead Interval

Hello /N7 FAZETNE LGS TH S, Neighbor )b—2HZD OSPF I FO—ZM0A T LTWBEHIT 5
F T () . MEFHEER Y T —VITERT 22— 2 TRILTHHIHNEND Y T, #HREIX 40 () TI,
OSPF Tl&k. 2 D®D Neighbor i TZNSDA > 2—/NIVDEHEL B L THEIHLELH £, BEBA>2—/\IUE
EIFDIV—Z2RLIEZDE T A2 MMTHEWT Neighbor JL—2IC555 T ENTET A

Cost OSPFV3 A >R 7T =R\ b EFET SR
4, Tsavel RE>=&V )y LTRENBZRESSUERLET,
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6to4 b RIVERE

Network > IPv6> 6 to 4 Tunneling X Z 21—

ABBEIBEIS 1 £ 2 [DWC-1000-VPNJ AEHIDIBEI DHFIBERETT.

6tod h R Y THEEEBMNEIFEMICLET,
6to4 13 IPVA DS IPV6 £ THATT BIcdDA V2 —3 Y hBEANZXLTT IPV6 /Ty bDIPVAR Y T — I \DEREEBIREICT 52 AT LT,

1. Network > IPv6> 6 to 4 Tunneling DIBICA Z21—& 27U v o L, LTFOBEEEZRRILET,

E Netviork

Metwork = [Pvé = 6 to 4 Tunneling o o

This page allows user to enable/disable the & to 4 tunnsling. With this option enabled IPv4 address inf: ien is embedded in IPv6 add on the
LAN. This cption is very comman n netwark that use both IPvd and IPvE nodes.

IPv6 to IPv4 Tunneling

Activate Auto Tunneling H ]
o

6-60 6to4 b RIVERE

2. 6tod hRIVEBINICT Bfcdlcid. [Activate Auto Tunneling) % TONJ (LT lSave] REZ>VEI U v LET,
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ISATAP k> %IU (IPv6)
Network > IPv6 > ISATAP Tunnels X =1 —
AHBEGENS 1~ X TDWC-1000-VPN) HEHOHE IcDHFIBITETT,

ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) I& IPv4 2w D=0 D7 217 VA2 w7/ — RED IPv6 /7y M EEET S, IPv6 *F
BAANZRALITIEYET, ISATAP TIFBFUGIL—2 7 4 AH/INUH A MBS IPve-IPvd BT KL AT 4 —<w FOERICHEY £9, ISATAP
WEETEIBE I LAY (IPVARIPVE DY) I LAY E LTI S) D IPve BRIEICBWVTHIEELE T,

1. Network > IPv6 > ISATAP Tunnels DIBICA Z21—%2 v L. UFOEEAZRRLET,

B Netvork

Network = IPv6 = ISATAP Tunnels (7 (<)

This page shows the list of available ISATAP tunnels. A user can also add, delete and edit ISATAP tunnels from this page.ISATAP is available to provide
connectivity between IPvé nodes within the LAN, as it treats the IPvd network as a single IPvé local link.

ISATAP Tunnels List

Show | 10 E| entries [Right click on record to get more options] q |

LoSLERROIN e O SATARSUNGR RIS

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Next , | Last |

Add New ISATAP Tunnel

6-61  ISATAP Tunnels B/

2. [AddNew ISATAP Tunnel] RZ2>%2 1) w7 LTUTOEEmERTLE T,

ISATAP Tunnels Configuration °

ISATAP Subnet Prefix

End Point Address @ LAN ) Other IP

6-62  Add New ISATAP Tunnel EH

I hA=Z@BHICUTD T LT 4 v I RAA T 3V HRETHTEDNTEET, ¢

bi=[=] Bl
ISATAP Subnet AV %y FEDRENISATAP 72y MTTH A vENE 64 By bDTF T2y T 747 ATY,
Prefix HBEVD ISP £fzlgA > 2—%y bLIZ M DSERBHENRFCHBICE > TEEINTVET,

End Point Address | > bA—ZD5HBES M RIVDIY RRA V7 RLATY, TV RRAY MELANA 27— (Pv4 2y b T —0 &187E)
FIISIBED LANIPVA 7 R LA TY,

IPv4 Address FLAN IPv4 Address] Z3ERLTemE. TV RRA Y M7 RLRAZASILE T,

3. [Save)] Ra2>&EV vy LTRENBZRESICBERALET,
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ZarawntrrFavy
Network > Routing > Protocol Binding X = 21—
T = INTREEZEHD IP/MAC /N1 Y RIL—ILDINTCERRL T, Ib—IUCW DO DBREEFI LE T,

AHEELENS £ 2 TDWC-1000-VPNJ AEHDB I DHFIBFLETT,

TONNVINA YT 1 2T O— RN Y X E AT 58I ETT, RELIY —ERAEIEFI—YERY —EADU X D50 ThhE
RY % &, MAREER Option R— bD 1 DIEFIGEET LD T T4 v IDRATHEVE TR ENTEEY, ZIMESHD DT, *EE
TRy b T—=UEERY YV EERRIGEETTR Y N =V ERER YV ERETCET T, AIZE 1Y PO LANIP 7 FLRICHT A VolP 571wy
7% 1 D0 O0ption [CEIWHTBIENTEELT, £fee BYDIP T RLADSHEZEABVOIP ST 0 v o8E5—7D Option U I ICEIWY
TCHTENTEFT, O— RNV TE—RHNBEMT. 1 DLUED Option NREINBIBAEICEF. 7OV VT4 Y IIEBRENEY,

1. Network > Routing > Protocol Binding DIBIC A =1 —% 271 v o L. UTFOBEEEZRRLET,

! Hetvork

Metwork = Routing » Protocol Binding o Q

This page shows the configured protoceol bindings. A user can also add, delete, edit, enable or disable the protocol bindings.Protocel bindings are
roquired when the Load Balancing feature is in use, and are only applicable when twa Option links are configured. This feature lots you assign a
service to a particular Option link to ensure the high priority services are sent to the more reliable or less expensive ISP.

Protocol Bindings List

Shaw| 10 [ =] entries [Right click an record to get more options] a
Status G | Service 8 Local Gateway 2 Source Network & Destination Network &
No data avallable in table
Shawing 0 to 0 of D entries b

Add New Protocol Binding

6-63  Protocol Binding B

2. WROIYMUTHYZ U w7 TEdit) &fzld Delete] ZIBELE T, FHTLWLWIY MU ZIENT 55%E&(E TAdd New Protocol Binding) &% 1 v
7L, UTOBEEZRRLET,

Protocol Bindings Configuration °
Service ANY ’T_
Local Gatewsy @ Optionl O Option?
Source Network @ Any Single Address Address range
Destination Network & Any ! Single Address ' Address range

6-64  Add New Protocol Binding &I

3. LTOBRERTREISEEELE T,

HE SRR
Service IO VINA T 4 IR ARG A G —ERD 1 DEFERLEYT
Local Gateway ZD7a kN1 T 1% (Option1 £zl Option2) (ICA—AIVETF— b1 A ZRET HR— FERIRLET,
Source Network LR 1 DEFRLET,

< Any- EDIBERY T —VEIBET ZREHNH Y FH A,

- Single Address - 1 5OV E1—RICHRLET, TOTAMNIINNA VT 4V IDRETRY NT—7D—HTH 3
AVE1—F2DP 7 RLRAEREELET,

- AddressRange- P77 L AEHEAD IV E1—2hxEmry b T—7D—ETHAHT L ZFFAITHBEIGEIRLE T,
BGR7 RLRERT 7 RLAEMKEEL LET,

Destination Network | {TFD 1 D& #RLE T,

< Any- EDIBERY TV EIBET ZREHNH Y T A,

- Single Address - 1 BNV E1—2ITHERELET, COTOMNA VT 1V TDFEERZ Y N T—0D—ETHS
AVE1—F2DPT7RLREREELLET,

- AddressRange- P77 RLAEHEAD IV E 1 —2HxEER Y T =V D—ETHAHT L %A T HBEIGEIRLE T,
BIGR7 RLRERT T RLAEMEEL LET,

4. [Save] Ra>&mD ) vy LTREARERESSICEALET,
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SELGXYNT—UHRE
QoS &8 F

Network > QoS X =1 —

BEOIY FAO—ZTld. EMER— M BRI SR Y N T—0 LTI\ b EFRETBHICTT DUEDF 1 —THERINE T, ZDIFAE.
— FTEITEHDF 1 —HEEEIN. I EERDEE( C%D‘Iﬁ?ﬁ?ﬁ@/\”r v SPMEDINT Y F KUBRENE T, /Ny MR- FRDEE

F1—ICHBHBIC. INEWNEBT HREIEF 21— DEREHE R—FOZOMDF1—ICHFEET S ST v VRBIKELE T, EEHNNEZS

BlE. INTy MEL ATV 1S HEEDEDITZFDF 1— %DAF—JTéi‘(\ Fa1—IURFINET, F1—DH—MTHEDBE. EEDDHIT/NTY

N ERIST BIBFAAE WS, OV FO—JICK > THEINE T,

QoS E. BILWERA IV IERD/INT v N EBLENHBEND/NT v FERERIT R LT, —BMDH Y TR REEERMT 55ETT, 21
SVIBRDELV T Y ME QoS EYR— T3y bTU—0 Tl MFIRV Z2FIFTEY, TOREZEERLT *v FT—7 DI NTDOER
D QoS HISTHAIMENH Y ET . QoS THEWN/ — FHDEEH 1 DETETSERY FT—=T/XITREGN R, /Ny b 70—214&
DINT A=V AMEFLET,

QoS B5%E

Network > QoS > LAN QoS Priority X Z 21—

QoS BIEEDHFREICIE. KD 3 EBFEDNELH Y FT,

1. QoS E— l\%’:ﬁx)} L&Ed,

2. {AR— T [MrustMode] Z#E&ERLET, (151 X=TD [FR— D DSCP & CoS DEE| BR)

3. DHCP E£/cld CoSHREEFEZRLF T, (153NX—TD [DSCPEFLEDFHRE | Field 152 X—=2 D [802.1p BIEDFHE | BR)

QoS £— FBEE

Network > QoS > LAN QoS Priority X = 21—

EIRO> bO—2ICHBIT 5 QoS tpEEBMICLET, BERY bT—VIERIA I T+ — T UNVETERLEY, TN INTDI T T 1
JITIERCEBEELD Y. WITNERA L —ITXEEINSAEEDH L EZEHRLET, BEHNRIDE. TINTD S T4 v 7DOWVTNER
BENZTEML DY ET,

QoS HKEEZRTE T B, BFRILBZIRET Scdlcld. WEDR Y T =07 T 7 v V7ERL T HENNEEEEICE > TRAIBLZ M), 8
HEE BRI EERTEE T, OERDRY FT—=7ICQoSZRETDH L. Ry M=V HEBRZELICTFATES L DITHY., HEEs®
BOE 2 EMRNICEVET, IRV FO—SD AN R— M TR ST 0 v 7 DBENTFREINDHEIC. FIRICIIEET,

QoS PEZE LAV 2EELA V3 TL—LICBRATEELY, D, LAV 2D CoSKREEelEL A1 3D DSCP REZMEAYT 57 dICELR
AV FA—S%ZRETHIENTEELT,

ZE=Y @S b O—SiE. AN/ RO CoS @% QS R ST v 7 DBFEEFRT I AEHICHERT %) DSCPEICR Y 7§ 5728
|T CoS-to-DSCP < THARML LT T, TDHEEICT 7R BICiE. Network > QoS > LAN QoS Priority DIEICAZa2—& 7 1w L. LL

TOBEEZRRLET,

QoS E— FDETE
1.  Network > QoS > LAN QoS Priority DIBICA a2 —% 27 w7 L. UTOBEEmEFRRLET,

E Network e Security “.:..‘o Maintenance

Network » QoS » LAN QoS Priority o @

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings

Enabling Qo5 on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN ports.

LAN Qo5

Activate QoS on LAN ﬂ:]

6-65 LAN QoS Bl

2. [Activate QoSon LAN] & TONJ (CH1UEZX T, lSavel RE2>&E7 v LEY,



BEERY M- IRE

3.

4.

5.

6.

7.

DSCP & CoS\ BLUZ DBAEERET 2ITIE 153 X=TDIDSCPEFLED

[Trust Mode Settings] 2 7% 271w LEd,

Network » QoS » QoS Priority » Trust Mode Settings

(-]

k.

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings

Enabling QoS on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN paorts.

Trust Mode List

Show entries [Right click row to see more options] | a, |
Port " Classification

Port 1 cos

Port 2 Cos

Port 3 Cos

Port 4 cos

Showing 1 to 4 of 4 entries |.J First || .| Previous | 1 | Next , || Last |

6-66  Trust Mode List BIE

[Mrust Mode List] CR—rEHZ ' wvo LT MEit) #FIRT 2L, ULTFOBEARTEINET,

Trust Mede Configuration °
LAN Port | Port 1 M|
Classify Using ® cos © Dscp
Percentage lo E|

Save

6-67  Trust Mode Configuration [EIE

[LAN Port| TR— p&ES%H AN L. [Classify Using| T ICoS] E7zld TDSCP] #33&4R. Percentage| #EELE T,

[Save| RE>&EZ v LET,

HE IR T2E 152 X—=2DI802.1p BIEDHTE ITHEHFE T,
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FHR— D DSCP & CoS DEHE

Network > QoS > LAN QoS Priority > Trust Mode Settings X —1—

R—MIC CoS. F/ald DSCP ZFIRLF T, KR— MIBBELHSIHE. LAN R—bid. /N7y NRDZDT7 4 —IVFD 1 DDEEF YT LT, %
DINTw MCHT BBEETHIZITVE T, DSCP ELU CoS DELZDEL. TNHITEENSEBEEIL. QoS D [802.1p Priority List] SLT
[P DSCP List] R—YTHREINEK T,

1. Network > QoS > LAN QoS Priority > Trust Mode Settings DIBIC A Z2—% 27 vy L. ULTFOBEEZFRRLET,

Network » QoS » QoS Priority » Trust Mode Settines (2 ()
LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings
Enabling QoS on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN ports.
Trust Mode List
Show entries [Right click row to see more options] a, |
| Port 4] " Classification ﬂ
L
Port 1 Cos
Port 2 cos
Port 3 cos
Port 4 Cos
Showing 1 to 4 of 4 entries |} First | Previous | 1 | Next ; || Last |

6-68  Trust Mode List [EIH

2. R—rZEEZVY I LT THit) 23R 2L UTOBEIRRENE T,

Trust Mode Configuration °
LAN Part Port 1 [=]
Classify Using ® cos @ pscp
Percentage 0 |E”

6-69  Trust Mode Configuration B
3. [CoSJ F/cl& TDSCP) E— R&EBERL. [Save] A2 V&I Uy LET,

QoS E— FEBMIc Licglc, UTDts Y 3 Y OFIEZEERL T DSCP HXU CoS IERETNZELEBLEEEZRE LTI,

150



BEERY M- IRE

802.1p BENHRE

Network > QoS > LAN QoS Priority > 802.1p Priority ¥ —1—
CoS & QoS FHEDT=DIGER LTIFE. UTOFIEEER LT P/ y bdD CoS 74—V FICBREERES SFUEIWHTET,

1. Network > QoS > LAN QoS Priority > 802.1p Priority DJEICA Za21—% 7 ) v o L. UTFOBEARRLET,

£° Maint

Network » QoS » QoS Priority » 802 1p Priority 9 Q

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings

Port CoS Mapping enables you to change the priority of the PCP value.Port Co5 Mapping enables you to assign the priority to the traffic for the CoS
value.

802.1p Priority List

Show entries [Right click row to see more options] a, |
802.1p Priority M 3
0 Low

1 Low

2 Low

B Low

4 Low

5 Low

6 Low

7 Low

Showing 1 to 8 of 8 entries

|| First || .| Previous | 1 | Next , || Last |
6-70  802.1p Priority List BT
FZHNEIP Iy b D CoS 74— RISHISLTVET,
2. CoSTa—IbrERYZV Yy LT, lbdit) ZBRT 5L UTOEENRREINET,
| 802.1p Priority Configuration o
Priority 1
Queue Low v

6-71  802.1p Priority Configuration [E|fE]

3. [Queue] FIWATUAZa—T, BEREZZERL. Save] RE2>&EV UV I LET,
- Highest (&3)
- Medium ()
- Low (&)
- Lowest (1K)

4, BHEEEN5T2EMDE CoS 71—V RICH L TFIEER Y RLET,
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DSCP BEEDRE

Network > QoS > LAN QoS Priority > IP DSCP Settings X — 21—
DSCP % QoS REDN e HITEIR LIcHE. UTDOFIEEER LT, IP/N7y D DSCP 7 4 — )L RICBAEZRES LUEIW HTET,

1. Network > QoS > LAN QoS Priority > IP DSCP Settings DJEBICAZ2—%& 7 v o L. LTFOBEEZFRRLET,

Network » QoS » QoS Priority » IP DSCP Settings o @

LAN QoS Priority | Trust Mode Settings | 802.1p Priority | IP DSCP Settings

This page defines the map between the DSCP value in the packet and the associated priority it gets while traveling through the LAN switch.There
are four priority values (Lowest, Low, Medium, Highest)that can be choosen from.

IP DSCP List

Show entries [Right click row to see more options] q, |
Lesce 2l ueue o

0 Low

1 Low

2 Low

3 Low

4 Low

5 Low

6 Low

7 Low

8 Low

9 Low

SR G 4 4 PHBDOE
6-72  IP DSCP List [E[mE

2. [DSCP] &#/7 1w LT, lEitl #ERT 2L LUTOEBARHANFRRINET,
& [P DSCP Configuration e

D5SCP 1

Queue Low

-

.

6-73  IP DSCP Configuration B[]

3. TQueue) FNATUAZ1—TEBEERERIRL. [Savel RV HT 1w LET,
- Highest (&5
- Medium ()
- Low (1)
- Lowest (R1K)

4, BEREZENE5THEBMDDSCP 74—V FOZTNZNUTH L TFIBZHRVRLET,
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QoS KV ¥ —87E

Network > QoS > LAN QoS Policy X Z 21—

QoS RUZ—TIE. LAN DBREEEICEDNT NI 71 v VDBREEZRELE T, INEERIZER—MIEHNETNZ I T v I ICREBLE

T, BEEDERIFA—J LA NS T4 vV DBEREICHET BT LICTERIEEL,

R —~—2X QoS DERE
Network > QoS > LAN QoS Policy> Policy Based QoS X =1 —

1. Network > QoS > LAN QoS Policy> Policy Based QoS DJBICA Z21—& 2w L. LTFOEEmEZRRILET,

B Network 2 Security

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

Fo
£

Maintenance

)

The QoS Policy allows you to configure the priority of the traffic based on the matching criteria on the LAN.Changes here affect the traffic that is
egressed on the ports of LAN switch. Note that a change to the priority can affect the priority of th egress traffic.

Policy Based QoS List

Show entries [Right click row to see more options]

a,

Policy Name
‘ Shickeam

) " Policy Description

& " Priority

&

No data available in table

Showing 0 to 0 of 0 entries

Add New Policy Based QoS

6-74  Policy Based QoS List [EjmE

2. [Add New Policy Based QoS] RZ2>& VU w7y L, ULTFDOBEEARRLET,

|.] First

| Previous

Policy Based QoS Configuration

Profile Name

Port Port1 -

Port2

Port3 D

Port4 h
Profile Type ‘ WLAN v |
VLAN K v
Priority ‘ Highest A |

Save

6-75  Policy Based QoS Configuration EIE

3. UTOBHRERTEIFIEELT T,

Next

Last ,|

HE

Slﬂll:l

A

Profile Name

a7 7V BEIEELET,

Port

R—hEBIRLEY, [CRLI Z3R LG SEHMDR— Fa@IRLE T,

Profile Type

RTIOT7AIVDOREGEELERLET,
- VLAN
. Destination MAC Address (%{5% MAC 77 KL )
« Source MAC Address GX{E7t MAC 77 KL R)
- Destination IP Address GX{%c IP 77 KL X)
« Source IP Address GX{fE7TIP 77 K LX)
- Destination TCP Port (%154 TCP /R— )
- Source TCP Port GX{57t TCP R— 1)
. Destination UDP Port (XS4t UDP 77 KL X)
« Source UDP Port (3%f§5% UDP 77 KL R)

VLAN

TProfile Type A\ TVLAN] D56, EFEHOD VAN BESEASLET,
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B5E PR
MAC Address [Profile Type | A Destination MAC Address | & fzi& 'Source MAC Address | (DIFE EZEHD MAC 7 KL AZ AN LET,
IP Address [Profile Type | A IDestination IP Address | &7zl& I'Source IP Address | DIFE. EZEHDIP 7 RLAZANILET,
L4 Port [Profile Type | /" ['Source TCP Port . IDestination TCP Port]. 'Source UDP Port| & 7zl& Destination UDP Address| D5,
EFRAPDR— b ESEADILET,
Priority QoS IV—IVDBFEZFERLEY,
- Highest (&%3)
- High (&)
- Low (1)
- Lowest (R1E)

4. Tsavel RE>=&V )y LTRENBZRESSUERLET,

70—A~"—23Y bO—IVOERE

Network > QoS > LAN QoS Policy> Flow Control X —1—

TO—N—RXD QoS KUY —IF, HEDT—EXABOEHEFRLET, CNEEFIT2ER— MHENENBZEREHAT—EAD NS T4 v Y
IcRBLEY,

1. Network > QoS > LAN QoS Policy> Flow Control 2 7DJBIC A Z21—% 2 1) v L. LTFOBEEZFRRLET,

= Security

Network » QoS » QoS Policy » Flow Control o @

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

The Flow Based Qo5 Policy allows you to limit the Bandwidth for a particular service.Changes here affect the traffic of a configured service that is
egressed on the ports of LAN switch.

Flovs-based Control List

Show entries [Right click row to see more options] a, |

l Policy Name 4; Service @J Bandwidth (Mbps) & ‘

No data available in table

Showing 0 to 0 of 0 entries

Add New Flow-based Control QoS

|| First | Previous | Mext ; | Last |

6-76  Flow-based Control List B/F

2. [Add New Flow-based Control QoS] K20 1) v L, UTFOBEEmZRILET,

Flovi-based Control Configuration 0

Profile Name |

Service | ANY v

|
Source IP Address | ‘
|

Destination IP Address |

Bandwidth l:l [Range: 1 - 1000] Mbps

6-77  Flow-based Control Configuration [EjE

3. KUTOEREERTEISEELET,
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HH i

Profile Name A7 7AIVEEEELE T,

Service FRTZT—ERADZA TERERLET,

Any. aim. bgp. bootp_client, bootp_server, cu-seeme udp. cu-seeme:tcp. dns:udp. dns:tcp. finger. ftp. http.
https. icmp. icq. imap2. imap3. irc. news. nfs, nntp. ping. pop3. pptp. rcmd. rea-audio. rexec. rlogin. rtelnet,
rtsp:tcp. rtsp:udp. sftpe smtp. snmp:tcp. snmp:udp. snmp-traps:tcp. snmp-traps:udp. sql-net. ssh:tcp. ssh:udp.
strmworks. tacacs. telnet, tftp. rip. kie. shttpd. ipsec-udp-encap. ident. vddolive, ssh. sip:tcp. sip:udp. E7zl&

icmpv6
Source IP Address KETIP 7 FLRERRELE Y,
Destination IP Address EEHXIPT7 FLRERRELE T,
Bandwidth HEDHY—EXDHEHEHRLET,

4. TlSavel R2>%&D )y L(RENBERESSUBERLET,

B &) VolP QoS DERE

Network > QoS > LAN QoS Policy> Auto VoIP X —1—
BREDE) HTDRBIC QoS IV—IVEBMICLET, INEZEETDE. LANIZEITSSIP EH323 b ST 0 v I DEBEREICHELET,

1. Network > QoS > LAN QoS Policy> Auto VoIP 2 7DIBICAZa—% 27 1) w7 L. UTFOEEmEFRRLET,

B Network £ Security

Network » QoS » QoS Policy » Auto VoIP 0 @

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

Enables the QoS rule for prioritizing.Changes here affect the SIP and H.323 traffic priority in the LAN.

Auto VolP

Active Auto VolP | oFF

6-78 Auto VoIP B

2. [Active Auto VoIP] BT LT, lSave] RE>ET )Y LET,
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F1—-RTIV1—-SDRE

Network > QoS > LAN QoS Policy> Queue Scheduler X — 31—

HR— b LTWBT7)LT Y XL TStrict] KU T'Weighted Round Robin (B35 7> REOEY) OHTT, 7/31 AU,
JVALZEFERLTA S T4 v 7 ZNET 5L TAY T LENET,

1. Network > QoS > LAN QoS Policy> Queue Scheduler 2 7DJBICAZa2—% 7 1) v/ L. UTOBEAFRRLET,

B Network

T Ts

Network = QoS5 » QoS Policy » Queue Scheduler o °

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

The scheduling algerithm for the LAM switch can be configured here. The supported algorithms are strict and weighted round robin only.The device
will be programmed to handle the traffic using the algorithm configured here.

Queue Scheduler

Scheduling Algorithm ® Strict '~} Weighted Round Robin

6-79  Queue Scheduler EIE

2. R Va—YrI7)b3U XL (Strict E£zld Weighted Round Robin) #323R LT, [Save] REZVAET v LET,

Fa1—EE
Network > QoS > LAN QoS Policy> Queue Management X —1—
BRI bPO—STHEATNARAEDF 1 —8]7)LIY A LZRZRLET,

1. Network > QoS > LAN QoS Policy > Queue Management 2 7DJBICAZ2—%& 7 ) v L. LTFOEEZRRNLET,

Network » 005 » (oS Policy » Queue Management o @

Policy Based QoS | Flow Control | Auto VoIP | Queue Scheduler | Queue Management

This page shows the current queue management algorithm that is used in the LAN switch.We currently do not support configuration of queue
management algarithm.

Queue Management

Queue Management “Tail Drop”

6-80 Queue Management EIH

BRTAHRAEDF 1 —EE7 IV IV ALERRLES,

%1 —EE7 LT ZLOREEEY K- FTF,
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CoS & DSCP ¥—FV J DE/RE

Network > QoS > CoS DSCP Marking X = 21—

DSCP N\D CoS DU —7EBER QS /ETT, ThUTKU. ERIL—20 7y MRDTDSCP) 7« — )b FICE Dz QoS REZETA D K DT,
LA 2D QoS 74—V RIE Ny DL ATV 3D QoS 7+ —)L RIZEHENE T, DSCP D CoS UR—IHEMICIED & FFED CoS BIC
XF L @75 DSCPBZ#IRTEE T,

1. Network > QoS > CoS DSCP Marking DJBEICAZ2—& 7w L. LTFOEEZFRRILET,

B Network

Network » QoS » CoS DSCP Marking Q O

—

Remarking Co5 to DS5CP is an advanced Qo5 configuration, where the Layer 2 quality of service field is translated to a Layer 3 Qo5 field in the packet,
so that upstream controllers can make a QoS decision based on the DSCP field set in the packet.Once you enable CoS to DSCP marking by choosing the
check box, you can choose the appropriate value of the DSCP for a given CoS value.

CoS DSCP Marking List

CoS to DSCP Setup

Enable CaS to DSCP Marking EX ]
o]

CoS DSCP Marking List

Show entries [Right click row to see more options] a, |
|Cos & DSCP vawe 8|
0 0
1 8
2 16
3 24
4 32
5 40
3 48
7 56
Shewing 1 to 8 of 8 entries || First || .| Previous | 1 | Next } || Last }|
6-81  CoS DSCP Marking List E[E
2. [Enable CoSand DSCP Marking] & TONJ I LT\ Save] Ra2>& 7 1) v LET,
3. [CoSJ THZ Vv LT, TEdit) Z#IRT 5L UFOBEELFREINET,
CoS5 DSCP Marking Configuration °
CoS [Range: 0 - 7]
DsCP E v

6-82  CoS DSCP Marking Configuration &

4, CoS & DSCPREDNYEYTDEZZEEL, [Save] R2 =TI LET,
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F>714v 9 x—E>% (Option QoS)
Network > QoS > Option QoS X = 1—

HIHEE (Bandwidth Management) (L&KW A >V 2=y MUV IDNZ T4 v DL— M EBEEEHRL. 4> 2—2 v bEEORE LTV
£9, BALEOBVMBLED ST 1y IN\DIF )T 1 ZHERF L. BOVEBLED ST v 7IEHIRT 2758 1 >V2—Ry bANDZT 1w
TDEREEL—MEEE RELET,

1. Network > QoS > Option QoS DJEIC A Za—%7 ) v L. UTOEEEZRRLET,

B8 Network

Network s

QoS » Option QoS

Bandwidth management controls the rate and priority of the traffic on your Internet link,
bandwidth.You can set the Option configuration, add/modify bandwidth profile here.

allowing you to effeciently utilize the Internet

Bandwidth Management

Bandwidth Management

Option Configuration

Optioni

Option2

Option QoS5 List

Shaw entries

[Right click on record to get more options]

Bandwidth (Kbps)

No data available in table
Showing 0 to 0 of 0 entries

.| First |

| Previous || Next » || Last 4|
Add New Option QoS Profile

6-83  Option QoS Em

2. [Bandwidth Management] & TONJ IZERE L. Savel &0 v LEd,
3.
4

TYTAM) =L/ ZTV AN —LBHAFRET % [Option1] MOption2) A >2 7t —X%FE&EL. [Savel ZT U v I LET,
HLWTOT7 71 IVEERT B35 EIE. TAdd New Option QoS Profile] =2 1w o L. LUTFOBEEEFRREEET,

-

Option QoS Configuration

Profile Name

Priority Highest

Maximum Bandwidth [Range: 1 - 1

Minimum Bandwidth [ |

Option Interface @ Option1 © Option2

6-84 Add New Option QoS Profile B
5. UToERERTELIFEELET,
BE Eils

Profile Name JA7 7V aEANLET,
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HE

i

Priority

Ta7 7 IVOBEREEFERLET,
- Highest (&3)

- High (&)

. Low (&)

- Lowest (&%)

Maximum Bandwidth

777 A IVOEKEEEEIEELE T,

Minimum Bandwidth

777 A IVORNEEEEIEELE T,

Option Interface

TO77AIVCER T BA T a A 27— AERELE T,

6. TSavel R2>EV Uy I LTRENBZRESLUERLET,

7. Network > QoS > Option Traffic Shaping DIBICAZ—2—%27 1) v 7 L. UTOEEEFRRLET,

E Network

Metwork » QoS = Option Traffic Shaping

¢85 VPN

oo Maintenance

% Security

L)

After you create a bandwidth profile, you can associate it with a traffic flow.The table lists the Traffic Selectors for this device and allows several

operations on the Traffic Selectors.

Option Traffic Shaping List

Show [ 10 |z| entries [Right click on record to get more options] | a, ‘
| Traffic Selector Details ) || Traffic Selector € | Bandwidth Profile 8 |
Mo data available in table
Showing 0 to 0 of 0 entries || First || .| Previous || Mext » || Last ;|

Add New Traffic Selector

6-85  Option Traffic Shaping EIE

8. [Add New Traffic Selector] =2 1) w7 L. U TFOBE@EERRTLET,

Option Traffic Selectors Configuration

Profile Name | test? |E|
Service [ ANY |Z|
Traffic Selector Match Type | P |z|
IP Address

6-86 Option Traffic Shaping EIE

9. LITOBREXRTREIFIEELET,

HE

i

Profile Name

ER L1z 707 7 A VR EERLE T,

Service

FOwTAO U AZa—hoBRT 2T —EAERRLET,

Traffic Selector Match Type

MMatch Typel & ROy TR T AZa1—Hh5IRELE T,
[P Address| TMAC Address| Port Name] I'VLANJ [DSCPvalue] "SI8ETCEEX T,
LUTFDIEE TR Lz TMatch Type] DIBEAEHRELE T,

IP Address LAN RZAMDIP 7 RLAZIBELET,

MAC Address MAC 7 RLAZEIBELE T,

Port Name R—FESZEELET,

Available VLANs VLAN Z#IRLE T,

DSCP Value DSCPBAEIBELE T, 0H'5 63 DETIEBETEE T,

10. [Save] RE>%ZD 1) v LTRENBEZREFESLIOCBERALEY,
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FYRT—=DEF2)TARE

BTE XY PFPI—90€F21VT14H]E

HIEO bO—Fd. ERDXY FT—TDREEWERT B1cdDZ < DEREEE Y R— ML TWVWET, RETIKULTO—fEMIERINSF 1
T A HEREICDWVTERBBL £ T,

REEE B! SEN—2
SPEE (Authentication) Ta77A4Ib. AT =X EEERL TR Y M= DRAETVET, 160
Web a7 T 1 )ba T | FRREND Web VT VICDWT 71 b2 ELET, 189
T7AT 04— )VDFE AV bO—JICKB T 74T T+ —ILDREETVET, 192
(Firewall)

ZE=1 2 TS SPIREEER L TV RS L1 —PIc L AREEHE LT,

i3iE (Authentication)

Security > Authentication X Z1—
AIEHEICIE TUser Database] [Billing Profile] TLogin Profiles] External Auth Server| Facebook Wi-Fi] & WS fe FERIEEH U KT,

9747 7 FOERE (User Database)

Security > Authentication > User Database X —1—

MAC Authentication] NX—2&FERB LT, TMAC Authenticatiom T—AN—RICHEBBIRT ATV M aBBTEET, 72 \—RITIFERD
SAT YV EDMACT RLAEZRIDHVE T, 7—2 =Rl RADIUS F—/\Hh5 7 1 7 > FDEERZDEUE® MAC FRsEDRITD DI EA
ThE7,

7547 bOBEM. Rk HIRLTELT,

BEFIDESR Y S 4 7 > F DEER /80

Security > Authentication > User Database > MAC Authentication X — 1 —

EIHIDEIRY 5477 > DB EBM
1. Security > Authentication > User Database > MAC Authentication DJEICAZ1—% 7 J v o L. UTFOBEEFRRLET,

a7 = E— - .
€ Status = Wireless B Network 2 s y ".:.'-‘o Maintenance

A

Security » Authentication » User Database » MAC Authentication o Q

Get User DB | Groups | Users | MAC Authentication

The Known Client Summary shows the wireless clients currently in the Known Client Database and allows you to add new clients or modify existing
clients to the database.

MAC Authentication

List Type © Black-List @ White-List
MAC Authentication White-List

Show entries [Right click on record to get more options] (2] |

| MAC Address & “ Name & ” Authentication Action & |

Mo data available in table

Showing 0 to 0 of 0 entries

Add New MAC Authentication

|.] First || .| Previous || Mext » || Last |

7-1 MAC Authentication White-List B[

IMAC Authentication] 7—Z\X—XICHBDERI A7V DU A MERRLET,

MACEREEIE. 754 77> bD MACT F\L/Xb‘/TU/( PURNERIET SV I URAMIBBZBEIC. VATV DRy b T—=I DT 7£R
IR K T2IFIER T 21E T Y. MACEREEE R Y b D=0 LNIVTEMCENE T, &fee XY b T—UHREIFMACT FLAAR—HILT —
AN—RA, Efeld. RADIUS T—/\TRERENEHDESHEEELET,




FYRT—=7DEF21)TARE

2. [Add New MAC Authentication] RZ>&Z7 1) w0 d5E. LUFOEBEAFRRINET,

MAC Authentication Configuration °
MAC Address
Name
Authentication Action @ Global Grant Deny

7-2 MAC Authentication Configuration [E|E

3. LUTOBERERTREISEEELE T,

BH

Bis

MAC Address

BRI 247> bDOMACT FLRZANILET,

Name

BRHIDY Z47 > hO&RZANLET, &FllE. INHSEMNT 2MOL005. COBHDI (47> b ed
BIHETCEDLDICT HNETT,

Authentication Action

SBEL7 < 3 >% [Globall [Grant) Denyl HhSIEELET,

4, TSavel R2>ZEV vy LTRENBZRESSUERLET,

7747 7 L OfRE / HIkR

Security > Authentication > User Database > MAC Authentication X —1—

7247 > b BN,

93477 FOIRE

REEEET DUELDNIE. RELIFHIFTEETT,

1. Security > Authentication > User Database > MAC Authentication DJEICAZ2—% 27 v 7 LE T,

935477 FOHIR

IMAC Authentication List] C. 724 7> r&EHZ v L, TEdit] Z&RLET,

REEZEEL. [Save] R2>ZU ) v LET,

1. Security > Authentication > User Database > MAC Authentication DJEICAZ2—% 27 v 7 LE T,

2,

IMAC Authentication List] C. 7247 baHT v L, [Delete] FIRLET, 77147 bOITRTCEHIFRT B5E1E. [Select AllJ

EF vtk [Delete] #01) v L&Y,
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TIV—TDERE

A~ TR LEEERET 51— DEEY T UTOE Y 3> TRA—F I IL—TEBMT BRI ONCHRALET, 1—F 7 Ib—
TOBMEI, QT YRS~ TSOFORY Y~ HLOP TEDRI Y —ERETHIENTEET, £fe, EEHAREHI—FIIL—T
Dk, BEU. LOBETHENI—Y I —TOEIRRITEET,

1-97)I—7
Security > Authentication > User Database > Groups X Z1—
A—F7)IV—TDEMT BEEIC. UTOBEEERUHTET,
« A—YO)I—T%HAT H%E
- ATV 3> 0A—Y I —T DA
< DIECEE 1 DOMER (Rl TA—94%217))
« TARIVEALT T MB

A—HYIIN—TDEREIC. I—TER/HDIIV—TEBFRET B5HITE. 168 RX=VD [1—HEE| OFIeEFATHIENTEET,

aA—YJIL—T D
1. Security > Authentication > User Database > Groups DIEICA =1 —% 7 1) v/ L. UTFOBEEZRRLET,

& Security

Security » Authentication » User Database » Groups o o

Users | MAC Authentication

Get User DB | Groups

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.

Groups List
Show | 10 E entries [Right click on record to get more options] Q |
iz lins Slebessizuen 2
ADMIMN Admin Group
GUEST Guest Group
Showing 1 to 2 of 2 entries |} First || .| Previous | 1 | Mext » || Last ,|

Add New Group

7-3  Group List [ElHE

2. [TAddNew Groupl RE>ZV )y I T 5E UTOBEARKENET,
Group Configuration °

Group Mame

Description
User Type
User Type @ Admin @ Network @ Front Desk @) Guest
SSLVPN User [ e
Captive Portal User 1_‘]";;‘
ldle Timeout [10 | (Default: 10, Range: 1 - 955] Minutes

Save

7-4  Group Configuration [EIE

3. KUTOBEREXRTEIEELET,
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B[S PR
Group Name IIV—TDEBEDEMZE AN LET, &iild. TNHSEBMTEMOEDHS. TOVIV—TEZRBIFHEETESHHDICT S
NETT,
Description RKI—HT)IV—T DB EANLE T,
User Type
User Type « Admin-ZDTIV—=TDINTDA—PICA—/\—1—VHEREMNELE T, FIETIE 120 Admin I—THH Y ET,

- Network - BIIDA 7> a v HBEMTEYET,

- FrontDesk- ZDJIL—TDIA—HE, Ky bZARY bOSA VA=Y b/ 2y FD—TILT7 7w ATEZ—BHNI1I—H%
ERN T BHERZIFE £,

« Guest- ZDYIV—TDI1—HE, BRISLEITOERERLET, 1—FET /A RERETHTENTEF A,

SSL VPN User

SSLVPN User ZB%h / #ERHlC LE T,

Captive Portal User

Captive Portal #EBRZ3F D IL— T D1 —Hld. Captive Portal FREEZECTA >V 2—% v b/ 2w b —VICT VX 51
REFEET,

Idle Timeout A—PIN—TADI—YH Web BBV 3 VEBEFNICOT 7Y T 2F COEBEDORBEANILET, 10) FOT
TORLBEWT EEERLET,
4. TlSavel R22%&y vy L(RENBERESSUBERLET,

1—HJIb—TDfRE
A—FIN—TDREETVET, FIRIRE. I—TF VI —TDHRDT A RILZA LT D N eEET H58ICERLET.

1. Security > Authentication > User Database > Groups DJEICA Z2—& 7 v 7 LET,
2, REITHI—YIIL—TEE7 vy L, [Eit] R2VEBIRT S L. UTFOEENFKRENET,
Group Configuration o
Group Name Employee
Description Employees
User Type
User Type Admin ?) Me twork Front Desk Guest
SSLVPN User [ | orr
Captive Portal User F'm'-ll—|
Idle Timeout 10
7-5  Group Configuration [EIE
3. Ta—IURZEFEEL. [Save] Ra2>& Vv LET,
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1—Y7)b— T DHIkR
WEELGEWI—T I —TZERLE T -7 IL—TZHIRT 2RI JIL—TRDOITRXTOI - ZHIFT 20BN ET, 162X=215
A7~ b OEE /HIR] BR)

AT —TEBIRT BRI, TEDA v t—IRERENE LA, WRT BEc. 1—F VI — TESEL LAWNT L ERTRELT
CREW,

1. Security > Authentication > User Database > Groups DJBIC A Za2—% 7 ) v 7 L. UTFOEEEZFRRLET,

Security » Authentication » User Database » Groups o o

Get User DB | Groups | Users | MAC Authentication

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.

Groups List

Show | 10 |Z| entries [Right click on record to get more options] | q |
ADMIN Admin Group
Employee Employees
FrontDesk frontdeskusers
[0 select all
GUEST Guest Group
# Edit

LACE.

Showing 1 to 4 of 4 entries

Add New Group

7-6  Group List [E[H&

"] Delete l |} First || .| Previous | 1 | Next , || Last j|

2. HIRI BT —TEGY ) v Y L Delete @FERLE T, INTDTI—TZHIRT ZTetbic [Select AllEF = v & L. Z DI Delete ]
EERLET,

m b % U
Security > Authentication > User Database > Groups X —1—

054K S —DRE
BT LT, Web BEA V2T T~ ANDOIA VT L RAEHAEISIEET 5T ENTEETS,

1. Security > Authentication > User Database > Groups DJBIC A Za2—% 7 ) v 7 L. UTFOEEEZFRRLET,
Login Policies
Show entries | 0, |

ADMIN Allow
GUEST Deny
Showing 1 to 2 of 2 entries | First || | Previous | 1 | Mext ;|| Last

Add Login Policies

7-7  Login Policies B
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2. [AddLoginPolicies] ~"a>%&2 v o 5L LFOBAELSRRENEKT,

Login Policies Configuration o
Group Mame [ AomMin [=]
Disable Login [orr
Deny Login from Option OFF
Interface

7-8  Login Policies Configuration B

3. LTOBRERTREISEELE T,

= Bz
Group Name TI—T2&mFERLET,
Disable Login BRI —TROLI—FITH LT Web BEA V2T T —ZANDOATA VT 7 AR HAEI2IHEE LE T,

- ON-OJA 277 R\ LET,
- OFF-OJA4 Y70 XEBMLET,

Deny login from Option BRI IV—TRAOEI—HIC LTERDY FO—F Option R— bASDOY A V7 7 v A HFTEeIdEE L E T,
Interface « ON-OJA VT A= ENCLET,

- OFF-OJA Y7V XEEMLET,
4, TSavel REVEV vy LTRENBEZRESSCERLET,

o454 KU —0EkR
bR 2T bUERT )Y L, [Delete] B#EIRLET, INTDIV MUZHBRT B7zIT. [Select Alll #F v L. ZD#% [Delete] &
BIRLET,

I59HRY Y—
Security > Authentication > User Database > Groups X —1—
TZ0HR) I —DHRE

A—YIN—=TICT SO TOFRGER) Y —ZRELET, COFIEZEBLT. FED Web 75U T %FEBI 2 LT AV IL—TRADI—
YHEIEI > bO—SD Web BEA V2T 1 —RICATA VT BT EEHAKIFEETTEHTENTEET,

1. Security > Authentication > User Database > Groups DIBIC A 2 —% 7 ) v 7 L. UTFOBEEEZRRLET,

Browser Policies

Show EI entries | o, ‘

‘ Group ) ” Added Client Browsers o || Status & |

No data available in table L]

Showing 0 to 0 of 0 entries | First || .| Previous || Next ; || Last ;|

Add Browser Policies

7-9  Browser Policies EIH
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2. [AddBrowser Policies] R2>Zo 1) w7 L, LUTFOE@mERRILET,

Browser Policies Configuration

Group Name

Client Browser

|ADMIN "

Add Defined Browser

| Internet Explorer v ‘

7-10  Browser Policies Configuration B

3. [Add Defined Browser | @ [Client Browser| FILA DT AZ1—h 5T 505 ERIRL T, ISavel R2>&7 ) v o LEd, BRLIET S0
MR MIRREINET,
pi=[= Bt
Group Name TIWEIVAZ 21— IV—T2%=FRLET,

Client Browser

TIWEIUAZ 2 —=D5 Web TS5 UHERERLET,

TIOYRYI—IE UTFOAZ2—DHVET, TSTHPRII—UXMTHEI Vv I LT, BRIDIEDTEET,

HE Bl
Allow TS0 EHFAILET,
Deny TS0 EEELET,
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IPRY & —

Security > Authentication > User Database > Groups X —1—

IP R —DFRE

A=Y TI—=TIIP DF@ER) Y —2RELET, COFIEEFEALT I—YII—TROI-YH FEDRY FT—TFEIPT7 FLX
DSEIEY FO—ZD Web BEBA VAT T —RICAVA VT2 EHHATKNFIERTHTENTEET,

1. Security > Authentication > User Database > Groups DIBIc A 2 —% 7 1) v 7 L. UTFOBEEmEZRRLET,

IP Policies

Show entries

| a, |

\ Group % || Source Address Type

& ” Network Address / IP Address

8 || Mask Length

& ” Status & I

Showing 0 to 0 of 0 entries

Add IP Policies

X 7-11

2. [AddIPPolicies| RZ>%&71)wo L.

Mo data available in table

IP Policies [BIE

IP Policies Configuration

Group Name

Defined Address Configuration

Source Address Type

MFoEEmZRTLET,
[ aDMIN [=]
IP Network E

Network Address / IP Address

Mask Length

32

7-12  IP Policies Configuration [EjmE

3. KUTOBRERTREISEEELE T,

| First

| Previous || Next || Last 4|

=S| =HER
Group Name TIWEIVAZ =57 I —TEZ%EFRLET,
Source Address Type V=T RLADZA THERLET,

- IPAddress-FEDIP 7 RLAZEIBELE T,
. IP Network- 21D IP 2w h T —7&IBELE T,

Network Address / IP Address

Xy b=V &ERIEIPT7 FLAZEANILET,

Mask Length

IRy bRRIVEREATILET,

4, TSavel REVEV vy LTRENBEZRESSCERLET,
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1—HERE
IA—YJ)b—T7OBiElIc. I—FEI—FJIL—FICBMTEEL T, @RICI—HEBMNT 5FH. CSV (comma-separated values) 7+ —< v
bDT7AIVHEAVR—bE BT EETEEXT,

I1—YOBEMNEIC. BEHNREBELEEINSZEIE. BETHIELELETEET, e REOLGVWI—VZHRTEXT,
FEcLB1—TDEM
Security > Authentication > User Database > Users X —1—

A—TZEMNT 275ED 1 DR I—TFZEFITEINT 2755 T,

1. Security > Authentication > User Database > Users DJBIC A Za2—% 2 ) v L. LTFOEEZFRRLET,

% Security ‘!:."o Maintenance

Security » Authentication » User Database » Users o o

Get User DB | Groups | Users | MAC Authentication

This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for setting policies
on users.

Users List
Show entries [Right click on record to get more options] a, |
l User Name 3 ” Group Name & " Login Status & |
admin ADMIN Enabled (LAN) Enabled {OPTION)
guest GUEST Cisabled (LAN) Disabled (OPTION)
jdlink Employee Enabled (LAM) Enabled (OPTION)
johnsmith FrontDesk Enabled (LAM) Enabled {OPTION)
Showing 1 to 4 of 4 entries |.) First || .| Previous | 1 | Next » || Last
7-13  Users List BT
2. [TAddNewUser] R2>Z&zv vy d5E UTFOEBRNFRREINET,
User Configuration 0‘
User Name | ‘
First Name | ‘
Last Name | ‘
Select Group ADMIN "
Passwaord | ‘
Confirm Password | ‘
7-14  User Configuration B
3. UToEHRzeRTELIFEELET,
BE s
User Name AI-YOEEDEHZANLE T, BFlE BN 2TEEOH MO —TE DIV EMBITHTEDLD
KT 2RENDHET,
First Name A—FD&EZEATILET,
Last Name A—FDBFEATILET,
Select Group KI—YHRBT B+ v T4 TR—2TIL—THERLET,
Enable Password Change | &IERB 14 Select Group | T Captive Portal 7)b— 7 #IR LI HBEICDOHFRTEINE T, [ONJ ZEIRT DL I—HH
INRAT— ROEEETOTELNTEDLLDITEVET,
MultiLogin ZIEE & [Select Group T Captive Portal 7/b— 728K LIZBEICOHFFTREINE T, [ONJ AEIRT &, 1—HH
B—D1—9%//I\AT—FZERLT. #EOTN\A AL SAKICATA Y TEHTEHTEET,
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HE HPE
Password A—FHhWeb BEA VR TT AT VERTBHICOIA 2 TAY T TIRET Z2RNEQT A VINAT— K (AX
FUNLFOXB)HY) ZANLET, tF21) 71 DDA LI/INAT— RXFIE Ry b ) TRAVENE T,
Confirm Password FEERD =8I E5R Password) 7« —JU RICANLIeEDERIL/INAT — K (AXFE. NNXFOXFHY) ZANILET,
YF2UTF s DIzdIC. AALTNRAT—RXZFIE Ry I TRAZENET,

4, TSavel RE>%EV Uy LTRENBZRESLUERLET,

dA-HD1VKR—-+
Security > Authentication > User Database > Get User DB X —1—
CVERD T 7AIVD S 1—TZAVR— b BT ET A—TZERNCEMT 2LV LRCEHRTEL T,

1. Security > Authentication > User Database > GetUser DB DJEICA Za2—% 7 U vy L. LTFOEEZFRRLET,

% Security

Security » Authentication » User Database » Get User DB o e

Get User DB | Groups | Users | MAC Authentication

This page allows user to import a C5V formatted user database to the router.

Get User DB

Select User DB File | Mo file selected.

Upload

7-15  Get User DB EIE
2. [ J74)0%FR Browse) ] R2&ET7 ) w7 LET,
3. CSVI7AIVDBFRICBEILT. 7717 IVEERL. B8 (Open)] Ra2>zo v LET,

4. T[Upload) Ra>&T v LET,
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1—YDiREE
Security > Authentication > User Database > Users X — 1 —
1—YoOJ7AVINRART—=RRT7A RIVEA LT D hDOEFEEE, 1—VREERELTT,

d1—H0iRE
1. Security > Authentication > User Database > Users DJBIC A Za2—% %2 1) w7 L. [UsersList] BEZFRRLET,

2. WEITZ1I—YEHVvo L, THdit) Z2RL T UTOEERZFRRLET,

User Configuration °
User Name jdlink
First Name _Jue
Last Name Diink
Select Group Employee
Enable Password Change [ o=
MultiLogin [ %
Edit Password o
[ Save |

7-16  User Configuration B

3. UToBERERREIFEELET,

HE P

User Name AI-—HVDOREBEDZIERTLET,

First Name I—FDasEANILET,

Last Name I—FDaFEANILET,

Select Group RKI-—YHET 57— Ta#ERLE T,

Edit Password Web BIEBA V27 1 —XICAJA VT 2HDICI—FMERT 2/\AT— FEEET 5IclE. TON) ZEIRLE T,

Current Logged In WEOATA VAT — R (KXFE. WIFORFHY) ZANLET, TF1U T Dfedic. AALT/INRAT—RX

Administrator Password | FI& Ky T TR 7 ENET,

New Password IcFHLLnO g4I T— K (KRR NNFEOXBHY) ZASILET, TFa) 71 Dfesdlc. ADL/NART—F
XFEIERY M ITRAZENET, FrLLWIRT—RE 3D RX=ID 8] A BERFBEDT—7 27— b ICBRLET,

Confirm Password BRDTeHIC. BEFHFLWAART—REANILET,

4. Tsavel RE>=&V )y LTRENBZRESSUERLETY,

11— OHIR
Security > Authentication > User Database > Users X — 1 —
WEELGWI—TZHRLET,

ZE=T 1 UEERT ARICSIEDA v b —IEETEINE . ZORSH BT ZHIC. I—FERBL LENT ERRTRRLTREEL,

d1—H ORI
1. Security > Authentication > User Database > Users DJEIC A =1 —%% 1) w % L. [Users List) BE&ZERLET,

2. HIFR921—9%H7 v L Delete) ZBIRLE T, INTOI—TFZHIRT DI [Select AlllZF v 7 LT [Delete) ZEIRL £ 9,
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TFARTHIY L OEROER
FARTHYY MEEEIY FO—SICE S TEMENET. SR MDA V8 —F v MEBEHMY Bleoicid. ENNEEY I TOT 7 1)Lk
RELET,

B> 7077 A IVEREICIE. AT Y a—IbTEIC4EDFIBNG Y ET,

THIV D THIV D THIVED THIV D
YERL 777171k |_E ®T

L |
TR/ FIAE

- TATYNOER: R AT Y ME O—AILDT—EN=XDTAY F T AT MK > TERENE T,

- TATVNDT T AT —RNGET AT DT O T 4 TlhEN. BRMICEYET,

- TAHOYbOREK: —BIET AT MME FIRBEEIEREEORRICEELE Y,

- VAUV NORT  —RGET AT MEC FIBEE/ REBICEET ZDESNCODDSTRT Ly B—HILDOT =2 X=X SHIREN
£7.

RETBMBICEY . €I TOT7AINCERLRGRZATHBYET, RL—MOEE) I T7OT7 7LD ZA TIELTD 5 DBH Y ET. -
1. —BGE7H7Y bOFIARREIL. FHEEEICE > THIRENE T, 7H7Y MISERNG Y. 77 MIERENS EBRITTEY ET,

THADY D THADY D
1ERL/ 77 T4 71t ek /8T
(\ N\
J /
| |
I FHAR

oI TAT 7 AIUE RTIVTCERTHEVS Y FUAICBLTWET, —RIGET7 AT ME. AXZIDF v 7+ VEIT, B
ENTEMCEYET,

2. NG ATV ORNBREIE. FRNEICE O TRIRENE T, 7HT7 Y MJAIERNG Y. 7ATY MESMICa7 1> T2 L BRI
HUET,

THUY D  THAOV DT 7471 TAIVED  THUVED
YERL (== Fi S ®T
L |
FIFR AR

OV TAT7AIVNE AT IPEEGETHERTHEVDIVFUAITELTVE T, AREZIIE |RDAT A VD558 LIRRERN
T Hi§A V2 —3y MT—EREFATEET,

3. —EGTAYY NIRFEDHEICEMNTY, 7HY Y MIUIHRLH Y F T,

THIY D THOY DT 7471 THAIV D
Rk (BED BT EHERE) BT
_ 9
\/
L |
AR

oI TaT7rAINE TLAAY T 7 LY ATERTZ2LEWVD Y FUFICELTVWET, BBTHNE. HE>TANY METUNY
DIERZEIREICFRAT BH1lc. TEERZT AV b EERLET, —BHNE7 AT MIFEDRBLSBMENET,

4, —BNGET7 ATV NEIERBELNFIRINE T, 7ATY MIE FIRRTETOMBRIEH Y LA,

THYYRD THYY O THIY RO
fem 797471 R /LT
h | | /)
N
| Il I |
IR

coey>77a77AIUE Ry FARY FTERTZEWSTYFUFITELTVET, T—EX 701 Zid FBRBICE DV TEEY —
ERICRELET, TOTAHTY M Tl BHEOTNAZADERKICOTA VT HTEHNTEET,
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5. BBV ADYNIER ST v VBRIRENET, 7AVY M FIFRTETORREIEH Y LA

THOVND THOY D TAIV D
ERL 797471k |EK /KT
e
h — — \)
| | | | | |
RS

ToE)»77a770)uE Ry bARY bCERT2EVS YT UFIGELTVET, T—EXTONA2lE FREICE DV TREY —
EXICRez LET,

evvs7az7741u

Security > Authentication > Billing Profile X Z 21—

1. Security > Authentication > Billing Profile DIBIC A Z2—% 27 v/ L, LTFOBEEZFRRLET,

Security » Authentication » Billing Profile 9 O
w

Billing Profile | Payment Gateway

This page shows a list of available billing profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles.

Billing Profile List

Shaw entries [Right click row to see more options] a, |

profile1 Begin/End Duration profilel

Showing 1to 1 of 1 entries || First || .| Previous | 1 | Mext , || Last |

Add New Billing Profile

7-17  Billing Profile List B

2. [Add NewBilling Profile] R2>&2 v o L, UTFOBEAERRLET,
Captive Portal Billing Profile Configuration °

Profile Details
Profile Name

Profile Description

o

Allow Multiple Login
Allow Batch Generation on
Front Desk
Session Idle Timeout 1 | [Default: 10, Range: 1 - 0] Minutes
Show Alert Message on Login | Hour E|
Page while Rest of Usage
Time [ Traffic under
Basic Limit by Duration
Valid with Begin and End Time | o
Basic limit by usage
Maximum Usage Time | OFF
Maximum Usage Traffic | OFF
Ticket Printing Options
Header | Jor
Customized Mote o
Time Stamp | 1 .
Footer [ [ -
Unit Price
Set Price OFF

Save

7-18  Captive Portal Billing Profile ConfigurationPort [Ei&
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3. UTOERERREIFBEELE T,
HE | 598
Profile Details
Profile Name FEIO774)WE. BREFINTZSTO7 710V 2EFEET,

Profile Description

70771 IVDFHBEN T,

Allow Multiple Login

AAT 3 VvEBMITDE EROI—TIE. BEICOT AV TERLDIT. TOTOT 7 A JVIAERGEHDIE]
CHFvTT40 TR=2)LDOT A VIBAERE SR TEET,

Allow batch generation on
Front Desk

AATavEBMCTSE. 7Y TR A=Y 727 ) vy T —BNEF Y T TR—2)b1—%
E—HE L CERTEE T,

Session Idle Timeout

COTATFAIVCERENE CP A—H D7 A RIL2A LEIEELET,

Show alert message on login
page while rest of usage
time/ traffic under

RSB/ S 7« v 7 ENFLLHIRICERELRIC, BEX v t—IZEUST 2ol
IEZATILE T, 0] ZANT HE BEEAVE—IVDRBETHENT LZBRLET,

Hours/Days/MB/GB

Basic Limit by Duration

Valid with Begin and End time

Duration N\— X DHIPRZ B feld M LE T,

Valid Begin

l'Valid with Begin and End TimeJ ZBICT 2 & FIERBE TICI—Y D77 X ZFIRT 221 TITIEUTD 3
DHHYET, .

- Start while account created - I—DWERIEH CHDIHEICT AU b a7 0T+ TICLET,

- Start while account login - SFFAEZ AL C. I—YORYIOOATA VT HO Y b T U714 TILLET,

- Begin From- COBMOS T AT Y b &ET VT4 TMILLET,

Allow Front Desk to Modify
Duration

M'Valid with Begin and End time] ZBICT 2156, CDF T3> &E TONJICTAHT LT 7AY TR 11—
IE R DHIRZARE CEE T,

Basic Limit by usage

Maximum Usage Time

TATYOBRENMINDEIIC. YDA A VI CESRARBEEMEITENICLET., TONJ Zi5
ELIHZE. 71—V RIKfEZ AN L. BAI (Hours &7zl Days) Z:ER L. FAKBEZRELET,

Maximum Usage Traffic

TATY S OBENMINDHIIC. I-UHNERTESRAN S T4 v I ZBNEIFENICLET, TONJ ZIE
LieHmE. 7 — IV RITEZ AL, B (MBE/clEGB) ZFIRLET, WAE bS5 7 1 v 72 DEEIROF] A
ICOVWTCERENDEHDELET,

Ticket Pricing Options

Header

Frw My 2= 5 LET,

Customized Note

Foru MIATr—Y 3V EEDTOMDBERERTELET,

Time Stamp Fov bORAERZGEARRLET,
Footer Foy McH—ERTONA Az ETv2EGE5ELET,
Unit Price
Set Price EU>77a7 7 AVl aERELE T,
FYTTATR=ZIVEZATHREY VT A—HFICREINTVWBRIHE. TOMENF v T7 4 TR—Z2IVICERRE
nEJ,
Price MEEIRELE T,

Monetary Unit

Nxe)—=1Zv b (OB ZFRLET,

4.

Save] Ra2>ZED )Wy LTRENDERESLOBERLET,
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NAAVNF—bozA

Security > Authentication > Billing Profile > Payment Gateway X — 1 —

NAAYMTF= D TAE ZHWERED A V2 —%y MERTITONS CEZERT 2EFEEE 7 TV r—>a >y —X7aN\1 40—
EXTT, RAAV M= AREETTD E I—HE [Captive Portal ] B SERT—EXEF > 54 Y THBATERT,

1. Security > Authentication > Billing Profile > Payment Gateway 2 7 DIEICA Z2—%& 27 v o L. UTFDOBEAZRRLET,

Status = B Network 2 Security £ Maintenance

Security » Authentication » Payment Gateway Q@ O

Billing Profile | Payment Gateway

Payment Gateway List

Show entries [Right click row to see more options] | a, |
1 Payment Processor G“ Account & H Currency & |
No data available in table
Showing 0 to 0 of 0 entries | First | Previous || Next . || Last ;|

Add New Payment Gateway

7-19  Payment Gateway List B

2. [Add New Payment Gateway| RZ &7 w7 L, LTFOEEEZFRRLET,

Payment Gatevray Configuration °

Payment System
Payment Processor | Paypal v

Payment Reciever Email 1D

APl Username

APl Signature

APP ID

Currency

|
|
APl Password |
|
|
| Canadian Dollar T

7-20  Payment Gateway Configuration [BIE

3. UTOBERERREIFBELET,
1BE Btz
Payment Processor NRAAYVII=V x> bEERLET, (Paypal: PayPal /Authorize.net )
Paypal DIFE
Payment Receiver Email ID | PayPal DRMET S H\WITHERENEA—ILT7 AT b EEELE T,

APl Username PayPal 7L =7 /EVRRA Web YA bRAAY S TOT AT D APl I—HR2EIBELET,
API Password PayPal 710> hD API /XA T — REIEELE T,
API Signature PayPal 7L 27/ EIRRA /Web FA bRAAY S TOATHT Y D API BLERELE T,
APPID PayPal HMEHtT 2 APP ID 15 LE T,
Currency SHWEEORMZERLET,
Authorize.net DIFE
Login ID API7Ho> N IDERRELET,
Transaction Key oV avF—EIBELE T,
MD5 Hash MD5 /\vw > 2{B=IEELE T,
Transaction Server oYU v —N\EEELET,
Tansaction Mode OV 3V E—REEELERT,
Currency FHOVEEOEMUZERLET,

4. TSavel RE>=&V vy LTRENBERESSOBERLET,
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nJ4>7a774q1b
Security> Authentication> Login Profiles X — 1 —

IR SAT Y MOT U ERARA > D SSID £7zld VLAN (LRI T 235a8. 1—Hidn /1 vBmESR L £ 9, ILogin Profile and SLAJ BIFE Tl&.
BEDNFEPER CEEDHAZIARAETEHIENTEEY, ERIY FO—JF EROOTA VH XU SLAR=IEHFR—FLET, SSID
FalE VAN (TR LTI O Y A > R—I K fold SLA ABEE T £ T,

FrYITT4TR=21OATAIR=IDHAZIAR

Security> Authentication> Login Profiles> Login Profiles X — 21—

1. Security > Authentication > Login Profiles > Login Profiles DIBIC A =21 —% 27 1) v o L. UTOBEEEERRLET,

n :
zz Security

Security » Authentication » Login Profiles o @

Login Profiles Custom CP Profiles

The table lists all the available Login Profiles in the system. This Login page is used for authentication on Captive Portal enabled interfaces.

Login Profiles List

Show | 10 entries Right click on record to get more options,
18 g P

default D-link Wireless Controller Mot In Use

default? D-link Wireless Controller Mot In Use

Showing 1 to 2 of 2 entries || First || .| Previous | 1 | Mext » || Last 4

Add New Login Profile

7-21  Login Profiles List E

2. [AddNew Login Profile] Ra>Z&71)wv 7 L. UTOEEBZFRRLET,
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Login Profile Configuration °

General Details
Profile Name

Browser Title

Background 9 |mage ) Color

Page Background Image i

Header Details
Backeround ® Image © Color

Header Background Image |i‘ I

Add  Add  Add  Add add

Header Caption

Caption Font | Fahoma E}I
Font Size ["sma m
Font Color [ Red E

Login Details

Login Section Title Portal Login
Welcome Message Pleaze Login!
Error Message Invalid UserName/Password

Footer Details

Change Footer Content - !.__ 1

Footer Content

Footer Font Color White [=]

External Payment Gateway

Enable External o

Payment Gateway
Session Titlel
Message

Session Title2
Success Message
Sesssion Title 3

Failure Message

Enable Billing Profiles

| Profile Name | Billing Status 1 Description L Status J
No data available in table
Service Disclaimer Text Service Disclaimer Text
Payment Server [q

7-22  Login Profile Configuration Eim@

3. KUTOBEREERTEISEELET,

EE | Bie
General Details
Profile Name FYTTATR=2INTOT7AIVDEHEATILET, &fildk. INHSBINT BMOEDH S, TOF v
TAT AT T AINERGIFETERLDICT BNETT,
Browser Title Fv T T4 TR=2)Vy 3 R TZTHFDRA MUIRRENEDXFEFEATILET,
Background FYITaTR=2)IE v a3 VRICRRINEOTA UR=ID BIREEH T —ERRTDHEDIHEERE
RLET,
. Image - X—IDBEEL LTEBRERRLE T, [Page Background Image] 7+ —JU RAEFERALT. &2
BEERLET,
o Color-R=YDERBERELET, TIWATAZa1—HoHBEEEIRLET,
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EH

Bl

Page Background Image

Background] I< lNmage] &3&R LIz35E&. TAdd) V> o0& o Uy LT, BIRZ 74)L&E7 v 70— R L% T,

Page Background Upload

Ty TA—RIBT AN ERRLEY, EHEEERLT B<) 227w L. [Upload) Ra>ET Yy
LET, BEROSEAY 1 XIE 100k /N1 FTT,

Page Background Color

Background] (C lColor] ZEIRLIEHZE. ¥+ TT7 4 TR—2)bEy >y a VRICRRENARN—VDERB%
TIWE I AZ 21— 5FRLE T, [Custom) &R LTE5E. Gi< 70— IV READLE T,

Custom Color

l'Page Background Color] | TCustom] %ZIRLIzHE. HIMLDAZ—O— R&EASILE T,

Header Details

Background

FvTT A4 TRy aVRICERREINOTA UR=IH, BREIENST—ERTT HHEIDEE
RLET,
- Image - XR—JICEGFEFRLE T, Header Background Color] 7 1 —JU REFRAL T, SEEEERIRL
£9, BIROTFAHY A XL 100k /N1 F T,
- Color-R=YDBEEBEFRRLET, TIWATAZ1—H5BTERLET,

Header Background Image
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Header Background Upload

7y IAa—RIBT7 7V EERLE T,

Header Background Color

[Background] I TColor] m#R LIciHa. NvADBE SIWE T/ AZ1—H53RLET, [Custom] #iE
RLUIEHBAE, < T7r—ILREANLET,

Custom Color

l'Page Background Color] I TCustom] ##IRLIzHE. HIMLDAZ—O— REASILET,

Header Caption

FATTaTR=Z2)y >y arplcadA o R—IDA\Y ZICRRENDTFAMEANDLET,

Caption Font

ANYETHFA DT+ b ZBRLET,

Font Size

NYLETFA DT+ b A XZBRLET,

Font Color

ANYLATHFA DT # > bBEERLET,

Login Details

Login Section Title

(FTVaY) Fv T4 TRty aoAOOd(4 VEBICRREINDAT AV RY 7 AD2A MUICERR
TNBTFIAEANLET,

Welcome Message

FATay) FvT7470y a0y A4 NN LIEBEICRRENE D IIVALA Y =% ANLET,

Error Message

(FT2ay) FvTT4 Ty avAOOTA VKB LIEEICRRENDE IS — A v E—YEANLET,

Footer Details

Change Footer Content

004 YR—IDT Y B—TV 7V YNDEEEEME - IEmMh LE T,

Footer Content

Change Footer Content] ZF v 7 LfcizaE. 7V A—ICRRENETFAMEANILET,

Footer Font Color

[Change Footer Content] A F v 7 LIeiFE. 7V A —IcRRENEBEANILET,

External Payment Gateway

Enable External Payment Gateway

BTANR=IDSNEBDNAAY ST =TT A EF VT VERT —EADBAZBENE IFEMICLET,

Session Title 1 A—PRF v TT7 4 TR—Z)bv > a >y \OOQTA VEIL, V54 VBADQYT ARy 7 ZADEA MUIT
RRENBTFRA M EASNILET,
Message A—YBFvTT 4 TR=Z2)bEy > av\OOTA VEIC, 7Y IAVBAQTAVRY 7 RACRRENDT

FALZEANLET,

Session Title2

AVZAVEBADTT LRI, XvtE—IRy IVADEA FUCRTRENDTFANZATILET,

Success Message

Session Title3

AVTAVBACKRBULEIC, Xvt—IRy IVADEA MUCKRTRENDTFAMEATILET,

Failure Message

e

FUSAVEBADNTT LB, X vt—IRy I RCEKRRENETFAMEASTILET
[
[

AVTAVBADKRBLUIEIC, AvE—IRy VRICRRENSTFRA M ZANLEY

Enable Billing Profile

Q44 > R—IICERRENZEY
REEZE TONJ ITHYIWEBEZ T, BV I 707710 )LEEMCLET,

27707 7 AIVEERLE Y, T—7IbciE TUnitPriced ZRELZE ) > 7 707 7 A ILOHFRTEINE T,

Service Disclaimer Text

R —CEXAERRELUBAT ZRICRTENS T —ERICET2REFEDTF A M EANLET,

Payment Server

SHNERIT BT ATV BROTOINNITT—/VEERLE T,

4, TSavel R2VEV vy LTRENBERESLUBERLET,
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FyTT4TR=ZILDSLADHAZIAX
Security > Authentication > Login Profiles > SLA X —1—

1. Security > Authentication > Login Profiles > SLA 2 7DJEICA Z2—% 27 U v o L. UTFOBEEAEFRRLET,

e

™ Maintenance

Security » Authentication » Login Profiles » SLA o @

Login Profiles | sLa | Custom CP Profiles

Service Level Agreement are the set of rules temporary Captive Portal user needs to accept before accessing internet or other services.This page is
used to help admin to set SLA rules.

SLA Profiles List

Show entries [Right click on record to get more options] Q
SLA Profile Name < | Browser Title & | Status SJ
default D-Link : Wireless Controller Notin use

Showing 1 to 1 of 1 entries || Frst || ] Previous | 1 | Mext , || Last ,|

Add New SLA Profile

7-23  SLA Profiles List EIE

2. [AddNewSLAProfile] RZ>Z&ET 1w L. UTFOE@mERRLET,

r ]

SLA Profile Configuration e

SLA Profile Name | \

Browser Title |D-Link : Wireless Controller

Terms of Service Rule

7-24  SLA Profile Configuration B

3. KUTOERERTEIZEELET,

1EE EA
SLA Profile Name SLAZO7 74 IVDEMAEANDLE T, &illd. TNHSENTHMDEDHS. TDOSLAEZBRIFETESE
DICT BHRETT,
Browser Title Fv T TR=2Iy 2 a R T T IHFD2A MUCRREINDXFNEANDLET,
Term of Service Rule AVE=Y EANDT T AR, —BERILSLA 214 TDF v 774 TR=ZVI—FHRF ANZRHEDH %
=ity b EIEELET,

4, Tsavel RE>Z&V Uy LTRENBZRESSUERLETY,
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ARZIAXTAT7A4IVD7y 7O—F
Security > Authentication > Login Profiles > Custom CP Profile X =1 —

ARZLLIETAT7 707y 7A—RKLEY, [Browse (BR)| Z7Uv o L. TAT77AIVDBFHA%EIEE. [Savel 20w o L7y 70—
FFER T,

1. Security > Authentication > Login Profiles > Custom CP Profile 2 7D|BIC A Za—% 27 ) v 7 L, UTOEEmEZFRRLET,

n :
zz Security

No Custom Profile is uploaded!

Login Profiles Custom CP Profiles

Custom CP Profile

Upload Custom CP Profile

Browse Custom CP file | No file selected

Custom Profiles List

Mo Custom Profile

7-25  Upload a Custom Profile BT
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S BREREE

Security > Authentication > External Auth Server X Z 31—

> hO—=ZB50RAEOO—A/IVI—FT7—2X=Xd. BB, GUI £fcld CLINDOEBET VLR &FA T 2D ERAENET, HEERET—/\
& —IRNCRLTHY . BRT VL ARA Y M OESEFHRI S Bz8. IPSec T FRA > M&EFRIET BTzs. T 51, VLAN EDF v 770 TR—
2BV C A% BedIEREINE T,

A3 VTR AV A= CHARRGESREAY — /N EREDHEFRHFTOVTHALE T, TNTDIHFET. IServer Checking | REZ I3, 3%
E LI —/ ORIt Z RIS 2DITEABENE T,

RADIUS H—/\DRE

Security > Authentication > External Auth Server > RADIUS Server X —1—

BIREF 1T A DIVE—T IS4 XE—RiE. WPAB KT/ Fld WPA2 £F 21U 7 1 ICRADIUS U —/\&ERA L E T, RADIUS T —/ V&,
RADIUS SBEEZ RS2 707 7 A IVTEMNGET 7L ARA Y M LT, BiRY S 7> SOEGERIE S 27cdic. Y bA—JICL 2 THRE

TN, 7O RAENZHELHYET,

- Authentication Server IP Address (&t —/ &R T BIzDITRETE, T2 bO—SH T AU —NCEETERWVBEITREBIISCTE
H>A1) RADIUS —/\HEMZRELET,

« Authentication Port - RADIUS H —/ Dz DR— ~TY

« Secret- 2D A=A BE L RADIUS F—/I\DOT A VEZHFAI SN BHEMEAZANILE T, TDF—& RADIUS B —/ \DIZRHEIC
—HITBHRBEHHY ET,

- [Timeout) B KU MRetries| 74 — IV RIE T2 A VICERETERWGEICEAV A VBT B8, £l —/N\EDBENTETHDHE
|Z RADIUS SBaE & 5d+ B 1= DITERTNE T,

RADIUS H—/\D&E
1. Security > Authentication > External Auth Server > RADIUS Server 2 JDIBICAZa—%71) v 7 L. UTOEEEFRRLET,

Security » Authentication = External Auth Server = Radius Server o °

M Radius Accounting | Radius Accounting Global Setting POP3 Trusted CA | LDAP Server

This page configures the RADIUS servers to be used for authentication. A RADIUS zerver maintains a database of user accounts used in larger
environments. If a RADIUS server is configured in the LAN, it can be used for authenticating users that want to connect to the wireless network
provided by this device. If the first/primary RADIUS server is not accessible at any time, then the device will attempt to contact the secondary
RADIUS server for user authentication.

Radius Server Configuration

5 Check =
RGeS Server Checking

Authentication Server 1 IP Address |1521BS12
Authentication Port 1812 [Range: 0 - 65535]
Secret |oo|ooloo|oo| |

Timeout [Range: 1 - 999] Seconds
Retries [Range: 1 - 9] Seconds

Authentication Server 2 IP Address [192.168.13 |
Authentication Port 1812 [Range: 0 - 65535]
Secret |oo|ooloo|oo| |

Retries [Rangs: 1 - 9]

Authentication Server 3 IP Address [192.168.1.4 |
Authentication Port 1812 [Range: 0 - A5535]
Secret |oo|ooloo|oo| |

Timeout [Range: 1 - 999]

7-26  Radius Server Configuration E[f
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2, LTOBERERREISEELE T,

EH

Authentication Server | RADIUS 8B:EH —/\D IP 7 L AEIEELE T,
1-3 IP Address

Authentication Port | RADIUS A v t—I%&%(59 % RADIUS 8REEY —/\DR— M EIEELE T,

Secret TINA ADEREFFHD RADIUS H—/NCO T A > TELMERAIBELE T, ZNIE RADIUS Y —/ \OMERIC—T 540
BHhHVET,

Timeout RADIUS —/\Hh5DISEICHT 202 FO—SDEFEEE () #RELET,

Retries O FO—SHMEBAE P& SE1IC RADIUS U —/N\ICiT > H 0 AiEELE T,

3. TSavel RE>ZV Uy LTRENBZRESSUERLET,

RADIUS 7H D> T 4 T DFRE
Security > Authentication > External Auth Server > RADIUS Accounting X Z1—
RADIUS 7 H VT« V7 DREREITVET,

1. Security > Authentication > External Auth Server > RADIUS Accounting 2 7DIBICA Z2—% 7 ) v/ L. UTOBEEZRRLET,

2

=

Security » Authentication » External Auth Server » Radius Accounting

"o

& Maintenance

90

Radius Server | Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server

NT Domain

This page allows to configure Radius Accounting Server parameter.Accounting Server Mame given here will be used in 551D page to enable/Disable

radius accounting on given S510.

RADIUS Accounting Server List

Show entries [Right click on record to get more options] q, |

\ IP Address i3 ” Name & |
192.168.1.2 Default-RADIUS-Server
Showing 1 to 1 of 1 entries |.J First || .| Previous | 1 | Mext ; || Last ;|

Add New Account

7-27  RADIUS Accounting B

2. [AddNew Account] &2 ) v o LTUTOBE@EmEHRRLET,

RADIUS Accounting Server Configuration

Accounting Server IP Address | |

Accounting Server Name | |

Port [Range: 1 - 65535] Seconds

Secret | |

7-28  RADIUS Accounting - Add New Account EIE

Save
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3. KUTOBERERTEISEELET,

EH

s

Accounting Server IP
Address

RADIUS 7H > T4 TH—/\DIP 7 FLAEANILET,

Authentication Server
Name

RADIUS 7H D> T« I F—IN\EEIBELET,

Port

RADIUS 7D > T« 27— \DR— hEIRELET,

Secret

RADIUS —/N\ICAJ AV CEAMBREBELE T,

4. Tsavel RE>=&V vy LTRENBZRESSCERLET,

RADIUS 7 AU VT« 99 O—I\IVERE

Security > Authenticati

on > External Auth Server > RADIUS Accounting Global Setting X =1 —

RADIUS 7 AT > T 4 I F—1NDW L DHD/INT A =R LT BE. FnafTWET, IBEDSSIDICH LT AT Y T4 V7 E— REFEAL
TIO—INVCTAD YT« > T =B/ BN LETS,

1. Security > Authent

ication > External Auth Server > RADIUS Accounting Global Setting 2 7DIBIc A Z2—% 27 ) v 7 L U TOEEAZFRRLET,

Security = Authentication = External Auth Server » Radius Accounting Global Setting o °

Radius Server | Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server
NT Domain

This page is used to view and configure various global parameters for the RADIUS Accounting server configured on the system.Use Accounting Mode

to enable/disabl

Radius Accou

Accounting

Accounting

e accounting globally for congigured 55ID's.

nting Global Configuration

Mode

Interim Update Mode

i
Radius Accounting Interim Interval [Range: 300 - 3600] Seconds

Save Cancel

7-29  RADIUS Accounting Global Setting [

2. KUTOEREERTEISEELET,

BH

s

Accounting Mode

IONJ LCT7 A>T 427 E— RaBMLET,

Accounting Interim
Update Mode

FTONJ LT Tinterim Interval Period| ZE#E|C L2777« > 7% (Interim-Update) E— FAEBMICLET, #IHAEIL
T,

RADIUS Accounting
Interim Interval

OV FA—2H5XKEENS RADIUS 7HT T >4 (Interim-Update) /35w @ Tinterim Intervall Z3EELE Y,
fiBld 300 K5 3600 DEITIEE CEE T,

3. [Save] RZ2>%&Y

Vw7 LTRENEZRESIOCERLET,
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POP3 H—/\DERE

Security > Authentication > External Auth Server > POP3 Server X — 1 —

POP3 (&, TCP/IP i ETA—IVICRE—BICEREINE 7 TV r—> 3> L4700 VT, BEILEZT v Y% POP3 F—/\ITEE
THDIT, R— b 995 #FHAD SSLEES L& R —/\EERALE T, POP3 T —/\DitfAZIE. 1—YH 7y 70— KL CASERREICK ST
BEFENE T, SSLEESEOMEREINGEVIEE. R— b 1101& POP3FREE T 7« v VITERENET,

RO PO—TF. BITPOP3 YA/ 7 MELTHEBEL, NNERPOPI Y —/\ICERT AT ECA—THBIALET, TORAS T 3 ik
IPSec. PPTP/L2TP H—/\. BKUF v F 71 T R—2)VI—FTHBREETY . PPTP / L2TP H—/\E®D POP3 (£. PAP TODHHYR— ML THY.
CHAP/ MSCHAP / MSCHAPV2 BES{E TIEH R—F LTWEWT &ICTEELEEN,

POP3 H—/\D&E
1. Security > Authentication > External Auth Server > POP3 Server 2 7 D|BICAZ1—% 7 ) vy L. ULTFOBEEAFRLET,

Security {}9 Maintenance
Security » Authentication » External Auth Server » POP3 Server o @
Radius Server | Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server

NT Domain

This page allow user to configure pop3 authentication servers.

POP3 Server Configuration

Serrer Check Server Checking

Authentication Serverl (Primary) | |

Authentication Port 110 [Default: 110, Range: 1 - 65535]
S5L Enable [ Te=

Authentication Server? (Secondary) | Optional
Authentication Port 110 [Default: 110, Range: 1 - 5535]
S5L Enable [ ==

Authentication Serverd | Optional
Authentication Port 110 [Default: 110, Range: 1 - £5535]
SsL Enabls [ o

Timeout l:l (Second)

Retries l:l

Save Cancel

7-30  POP3 Server Configuration B[

2. UToBHRERTEIFEELE T,

1EE B!
Authentication Server POP3 ZBAES—/\DIP 7 KL AEIRELE T,
Authentication Port POP3 A vt —I% K59 % RADIUS SREEH —/\DAR— M EIEELE T,
SSL Enable POP3 @ SSL H7R— b EBMICLE T, A4 72 arhBEHEE. CA GRELR) ABIRT 20ELNHY T,
CAFile POP3 —/\DFERE # 1%L d 5 CA RREEE) ZI_EL I,
Timeout POP3 H—/\D'5DMEICHT A hO—SDORFBEERE (B) ZFRELET,
Retries Y FA—SHMUIEE P& BEIIC POP3 H—/\ILfT DA DEAIRE LE T,

3. TSavel REVEV Uy Y LTRENBEZRESLSUERLET,
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POP3 ®D kS5 X + CA DFRE

Security > Authentication > External Auth Server > POP3 Trusted CA X~ 21—
CAT 7AW BELIEERAEY —/\D ID ZIFEE S BHTedlc, POP3 ROV I — 3> D—8&E LTERENET T, 3 DORET—/\DENZNH
FRELICER T AEED CAZRF DT ENTEEXT,

1. Security > Authentication > External Auth Server > POP3 Trusted CA 2 7DJBIC A Za—% 7 ) v 7 L. UTOEEEZFRRLET,

% Security

Security » Authentication » External Auth Server » POP3 Trusted CA o Q
Radius Server | Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server

NT Domain

This page shows the list of POP3 CA Files.
POP3 CA Files List

Show entries [Right click on record to get more options] | Q, ‘

Mo data available in table

Showing 0 to 0 of 0 entries |} First || .| Previous || Mext , || Last 4|
7-31  POP3 CA Files List B

2. [AddCAFile] Ra>%Z21)wo LT, CAZ7AILEEBMLET,

r
CA File Configuration °

CA File |77~Hb§i§m ERETHA |

7-32  CAFile Configuration [EIEH

3. [T7A4ILDER] 20y LT CAT7A)VaBRBLET, 2RE [Savel R2>&EI Uy I LET,
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LDAP H—/\DF&E

Security > Authentication > External Auth Server > LDAP Server X — 1 —

LDAPEREFA R TlE. 2> bO—5 ENEDY —/ B CEREAFIAZ Z 3T 2 DIC LDAP ZEA L E T, LDAP H—/Nidk. 7« Lo b UL 27(551
EOA—HT—EX—XZRFHLET, Z0H. BLI—VRTLELGZ VIV —TICFBYT 51— E. 1 —PEROBENG T EICRES
TEDLS. FREEENF T, 585, Windows (CEtH 5 LDAP —/ VK zld Linux B —/\DE&REIE. 1 —HEREEA®D NT KX >+ Active Directory *7*

NDFREL Y HIFRICHBEICGE > TVET,

IV FA—ZICRESNEFHEERIE. IV bO—FETDRA MDA Z@EBLE T, LDAP BM. FXAA % (DN).

IEEEBET AT b QISR T— ik, LDAP H—/N\ICO > bO—ZDBEEEHFA T 5F—T 1 —ILFTT,

LDAP H—/\DF&E

1. Security > Authentication > External Auth Server > LDAP Server 2 7DIBICAZ1—% 27w o L. ULTFOBEEEFRRLET,

% Security

Security » Authentication » External Auth Server = LDAP Server

L)

Radius Server | Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server

NT Domain

This page allows a user to configure authentication servers for LDAP authentication.

LDAP Server Configuration

Server Check

Server Checking

Authentication Server 1

| |
Authentication Server 2 | | Optional
Authentication Server 3 | | Optional
LDAP Attribute 1 | | optional
LDAP Attribute 2 | | optional
LDAP Attribute 2 | | optional
LDAP Attribute 4 | | optional
LDAP Base DN | |
Second LDAP Base DN | | optionat
Third LDAP Base DN | | Optional
Timeout l:l [Range: 1 - 999] Seconds
Retries [Range: 1 -9]
First Administrator Account |admin | Optional
Password |'°°°' | Optional
Second Administrator Account | | Optonal
Password | | Optional
Third Administrator Account | | Optional
Password | | Optonal

Save Cancel

7-33  LDAP Server Configuration B

2, LTOBRERTREISEELE T,

BLUOWLDHDEHEE

HHE Bz

Authentication Server (1-3)  |LDAP Z85EH—/\DIP 7 L AZIEEL £ T,

LDAP Attribute (1-4)

LDAP T —/N\CERES NSz LDAP 1—HICEHET HBMEAIEELE T, INSIE SAM 7T M, Associated R A1

VTR t@%li%a%ﬂi@“ BLI1-H2EF > TVWTELRZI-YERDITZDICCNSEFBRTEET,

LDAP Base DN LDAP SREEICHIT AN—RA RAAL VEZEIRELE T, D RFAA VT LDAP FREAFEHAYT 5 X—X DN [CDWTIEE
BEICVEDETLIETL,

Timeout LDAP H—/\Hh5DSERE O bAO—2HF DO (7)) Z#5R/ELEF T,

Retries O bAO—2HIBZE DB LDAP H—/\ITIT D5 HFDEERELE T,

Administrator Account

PPTP/L2TP ###tC LDAP SREEDMAEGBFICHEAE NS LDAP U—/\DEE /7 HU Y b ZIBELE T,

Password BENAT—REAHILET,

3. [Savel RE22%ZT Uy Y LIRENBERESLUBERLETY,
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T7O97147714L%7 FJ)H—I\ (AD Server) DE&E

Security > Authentication > External Auth Server > AD Server X Z1—

T7IOTa4 7 T4 L7 MUSREHE NT |~><4/DLDE®H$§§M\* > 3>7TY, Organizational Units (OUs) ATYIL—FbEN TS I—HDERAEIC

[Kerberos! 7AMIJIVHAMEREINE T, BE7 V74774 L7 MY —NEERBEMDI—HSZFR—bFBHTENTEBA NSV FvZEL

TWETH NTP%()#*N@%AH?EFT?

Dxmghtmﬁﬂ INET O T4 TT4 LT MU RALUEAEBD Windows X—=XH—/\D1—H 74 LY b EFERLT. 1—FERIELET,
DFBEEAENE TSSLVPNY 754 77> % TIPSec] TPPTP) TL2TP) 754 7> bR ETEN T,

AD H—/\DEE
1. Security > Authentication > External Auth Server > AD Server 2 JDJBICA Z21—%7 v L. UTOBEEAFRRLET,

8 security £° Maintenance

Security » Authentication -~ External Auth Server - AD Server

Radius Server | Radius Accounting | Radius Accounting Global Setting POP3 Trusted CA AD Server
HT Demain

This page allow to configure Active Directary authentication servers.

Active Directory Configuration

ver Ch
Server chack Server Checking

Authentication Server 1

Authentication Server 2
Authentication Server 3

Active Directory Domain

Second Active Directory Domain

Third Ac tive Directory Demain

X 7-34  Active Directory Server 87 E

2. KUTOBEREXRTEIEELET,

EH Elis

Authentication Server ADY—/\DIP7 FLRAZIEELE T,

Active Directory Domain | KX+ 21" Active Directory SRsE& RS 2356, ARICT VT4 TIET74 LT b RALVRBEATTT HRHENH Y
£9. TNSDT VT4 T T4 LY MDD~ ﬁ%&/\"XU— REFERTZCEICK>TTIT4TTa LI M) T—
AR=RITEHFINTWVBI—HIE. SSLVPN R—Z) U7 7 E AT BT ERTEET,

Timeout AD H—/NICEET 5214 L7770 b BFRE
Retries O bA—2HF8 8 — /) \\DREREEIE L THSER Y —/\IC K SR A BaliT9 5013,

3. [Save] R2>VEIUYY LTRENDERESLOBALET,
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NT R XA >4 —/\ (NT Domain Server) DE&7E

Security > Authentication > External Auth Server > NT Domain Server X —1—

NT RAA = NEBRICEREEZHDT =0 V=TT« — U FERBR LIV LR SOFEFETTVE T, @B%E. sfat1—Y07r« Lo~
EHDcsd, FREE K A > OEEIE TWindows) F7zld Samba) J—/\EFERLET,

NT RAA B —/\DRE
1. Security > Authentication > External Auth Server > NT Domain Server 2 7D|BICAZ2—%7 1) v 7 L. UTOEEEFRRLET,

Security » Authentication = External Auth Server = NT Domain o o

Radius Accounting | Radius Accounting Global Setting | POP3 Server | POP3 Trusted CA | LDAP Server

Radius Server

NT Domain

This page allow you to configure NT Domain servers.

NT Domain Configuration

server Check Server Checking

Authentication Server 1
Authentication Server 2
Authentication Server 3
Workgroup

Second Waorkgroup
Third Workgroup
Timeout

Retries

7-35  NT Domain Server &27E

2, LTOBREERREISEELET,

BE A
Authentication Server NT RAALH—/\DIP 7 RLRAZIBELET,
Workgroup THUENT RAA VEREHCHABIZ T — 7 7 IV—TTT,
Timeout NT RAA D —/NICERET B2 4 L7770 R,
Retries NT RAA =)\ NDOFEEEIELTH S, BEY—/NCK S5 2 BT 2E4H

3. TfSavel R2VEV vy LTRENBERESLUOBERLET,

187



FYRT—=DEF2)TARE

Facebook Wi-Fi

Security > Authentication > Facebook Wi-Fi X Z 1 —
2> bA—7Ic Facebook ZHiRY B &%y ~T— Uik EEZHZD Facebook X—=2 |7 VL AT HENFARECTT .

NT RXA B —N\DRE
1. Security > Authentication > Facebook Wi-Fi DIEIC A Z2—% 7 ) v/ L. UTOEEEZFRRLET,

Security = Authentication » Facebook Wifi Q0

Facebook WiFi iz a captive portal mechanizm intended to use facebook.com services for authorization.To use Facebook WiFi Authentication admin
first needs to register gateway device with Facebook. This page is used to register and pair merchant page with facebook.

Facebook Wifi Authentication

Faocebook Wifi Auth Registration
Registration Name DWC-1000

Facebook Wifi Auth Status

Registration Status Unregisterd
Registration Url

Configuration Status Uncheck

7-36  Facebook Wi-Fi 2 E

2. KUTOBEREXRTEISEELET,

bi=[= EA
Registration Name BiaE AN LET, A% MRegister] #7U v LET,
Registration Status O> O—>® Facebook NDEFIK R AR RLE T,
Registration URL iR, Facebook X—2 & ZD URL ZBREE B E T,
Configuration Status O> bO—>® Facebook XR—I\DFFHFIRREFRTRLE T,
Reset BEEZLY FLET,

3. [Savel Ra>%&v vy LTRENBERESLOBERLET,
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Web a7V 7412 ) 25

Security > Web Content Filter X Z 21—

I> bO—7Zid. BEEDNRZE%E LAN ER2THEV Option BICEERICT VAR ¥ —H{ERT 2 EHTELDZFENZT Web T4 LR VT F
T3> TY, bITA4 v IR TITEDWNRY Y —ZERT 20V (D747 04— IVIL—IVEFERT 2587 L) Web X—Xd> 7>
YEEDN ST T4 v VDA R EINDDERET DIDIEREINET,

ZE=1| AfeELILBNS £ X TDWC-1000-WCF-12) AERIDIEEICDHFIBEIEETT,

ARETAv974IVBVVT

Security > Website Filter > Static Filtering X Z 21—

AT YT )b2 )V JEHEEEZ DEDDENERIC. HF<RDEE (FSRAMRASYDOUR M 7AVITHF—T—RIHIFET1IbR1) >
J1xE) BRESSLUFERT Z2HBLASVET, IBEDT 747 7+—)VixE, €Fa) 7 Z@BEEICFEONE TAF T —/\5EETANT
D LAN EBRDF=dIC T A Y U 5T ENRIBET T, Java 7 7Ly bDA Y E—2w MFA MHASDZA TV O— REBRE, BERIC ActiveX D Internet
Explorer @B COA T O— FEFEEL T, tFa )7« 7y F—0OBMIIEBELY ¥ avERIEENTHEY . TZAN— XY FT—F LT
DINTDT/INARET OV 7ENET,

1. Security > Web Content Filter > Static Filtering DIEIC X —2—%7 ) v 7 LT, UTOEERZRRTLET,

Security = Web Content Filter » Static Filtering @ 0

Static Filtering | Approved URL | Blocked Keywords

This content filtering option allows the user to block access to certain Internet sites. Up to 32 key words in the site’s name (web site URL) can be
specified, which will block access to the site. To setup URLs, go to Approved URLs and Blocked Keywords page.

Static Filtering

Content Filtering ﬂ:

Web Proxy [ [owr

Java [ e

Ac tiveX [ Tew

Browser Cookies [ e
[seve | Cancer |

7-37  Static Filtering 587

2. LTOBREERTEISRELE T,

BH B
Content AT YT IR VT %FET 1B/ B (CLET,
Filtering

Web Proxy BEDTZ7AT7 04— )VIb—)VEEBET 2edIERIND TOF 2 —/NIEFBENGZLF 2 T4 DREITHY. ITXTD
LAN A VB2 7T —RATNARATTAY I ENET,

Java Java 7 7Ly MEA VA= y MIA RIS AT O— RENZDERCTEHNTEET,

ActiveX TF—rJTAlE ActiveX O bO—)bDA U EZ—% v P IV ATAO—ZATE 7 O— RENEDEFSCEDNTEET,
Browser TIAN— b2y bT—=DICBIFBITNTDT/INA ADSHIC, Tz, BMENzFa2 VT vF— (Rvya v EREER
Cookies B6) 27OV I TBHRTENTEET,

3. TSavel R2VEV vy LTRENBERESLUBERBLET,
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&&RAd* URL

Security > Web Content Filter > Static Filtering > Approved URL X — 21—
URL RXAA > ZDTzHDHERY A S DRRELCEMEITVET,

TDOURMGBMENE FAAVIE. EABKATEHFTEINE T, AlAIE. FXAA > [dlink] AZTDUR MTBIMENDE. XD URL DT NT
DNLANDSDT 7t RAEFFAIENE T, www.dlinkcom. supportdlink.com 7= &
Ffz. Approved URL DD TF A MEeE CSV 77 AIVDEDA VR— b/ TV AR— b EHR—FLTWVWET,

1. Security > Web Content Filter > Static Filtering > Approved URL DJBICA Z2—%& 7w 7 LT, LUTFOBEEEZFRRLE T,

Security » Web Content Filter = Static Filtering » Approved URL e 0

Static Filtering | ~pproved URL | Blocked Keywords

This page displays the approved URLs. The list of websites here are always allowed to be accessed, and have higher priority than any configured
firewall rules ar blocked keywards.

Approved URLs List
Show | 10 -] entries [Right click on record to get more options] [ q |
Mo data svaflable in table
Showing 0 to 0 of 0 entries || Frst

| Prendous | Hext . | Last

7-38  Approved URL List B

URLDA VR—k /7y 7a—FK
1. 7FAN/CSVT7AIVD 54V R—bFB15EE TUpload URLs List from File] =72 1) w2 LE T,
2. [Save] Ra>&V VYT LTREARERESSCERALET,

URLD IV AKR— b
1. BREIVAR— 9356 [Export URLs Listto File] &2 1) v o L&Y,
2. [Save] Ra>& VU YT LTHREARERESSCERALET,

URL ®:ENN
1. TAdd New Approved URL) A2 %7 1) v LT, LULTFOEEZHRRLET,
Approved URLs Configuration o

URL

7-39  URL O&fn

2. lSave] R22%Z7 YT LTRENBZRESLUERLET,
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JavyF—7—F
Security > Web Content Filter > Static Filtering > Blocked Keywords X — 21—
URL £feldF—T—RFEANTHZET. Web A bADT7 I ERET OV LET,

F—O—RT7OvFITIE REBEHIRAMRNICHDF—T— REELITRNTOWeb F4 FOURL FfeldH b7 YETOV ISR
ENNTEEXT, Thud MApproved URLs List] KUEWMBRETY, DFJ. 7Oy I F—T— A IApproved URLs List) D FZ X b KA V&>
TEFAIENTeY A MCFEELTWAIBE. TOT A MOT7 VL REFHFRIENET, oo F—T—RFTOvIDROBDTFAMEIECSV T 71
IWHSDAVR—F/ TV AR—bEYR—FLTVET,

1. Security > Web Content Filter > Static Filtering > Blocked Keywords DJBIC A =1 —% 7 1) v o LT, UTOEEREZRLET,

Security = Web Content Filter  Static Filtering » Blocked Keywords e 0

Static Filtering | Approved URL | Blocked Keywords

You can block access to websites by entering complete URLs or keywords. Keywords prevent access to websites that contain the specified
characters in the URLs or the page contents. The table lists all the Blocked keywords and allows several operations on the keywords.

Blocked Keywrords List

Show| 10 [« entries [Right click on record to get mare options] = a
Ha data available in table
Shawing 0 to 0 of 0 entries

Add New Keyword Upload Keywords List from File Export Keywords List to File

7-40  JOvoF—T7—FK

|| Fest || .| Preslous || Next ;|| Last |

F—T—FRDAVKR=F /7y TO—F
1. 7FIAN/CV T 7AIbD 54 VR~ Mg BHEIE. [Upload Keywords List from File] &2 1w LE T,
2, [Save] RE>EIU YT LTRENBZRESSCBEALET,

F—T—FDIIREK—b
1. BREIVZXR— b B15EI& TExport Keywords Listto File] &% 1w L&,
2. [Save] Ra>&7 vy LTREABRERESSICERALEY,
F—7— FDEM
1. TAdd New Keyword] "2 >%&2 1w LT, LTFOBEEBZFRRLET,
Blocked Keywords Configuration °

Blocked Keyword |

0
4]
®

741 F—T— DB

2. lSave| RE22%&V )y Y L(RENBERESLUBERLETY,
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7747 74— IVDEE (Firewall)

Security > Firewall X Z 21—
IhA=SDT7AT V4 —IVREETVET,

AHEEIRBHIS A £ 2 TDWC-1000-VPN| AEHIDHAI DHFIBEETT,

TZ7AT 04— IVIL—IVDFRE

Security > Firewall > Firewall Rules X = 1 —

AEE (Option H'5 LAN/DMZ) J)L—JUWESHEADRY b T =V ICANEND b ST 4 v 7IT] LTT 72 ABIRZTV. BIRNICFEEDONH1—
POHMFEDOA—HIVI Y —RICT VAT HTEEHFATHTENTEET, THMETIE. LAN £/2ld DMZ h S DERICSE T 2HEEHRE.
T2 THEV Option D5+ 175 LANITHTBIRNTOT7 7 AETOY T LEY, NBOT/INA ADtF 1775 LAN EOY—EXITT7 /&
RGBT EEFHATBHIeHIC. FT—ERICABED T 74147 7+ —)VIb— VAT BREBHH D ET,

AN Z T v oRHFRTLIEWEE, O O—Z0 Option K—rDIP 7 RLRE/NT U v IICHSEZHELND Y ET, TnE TTERDER

POTHI EMFUET, 7 NLRAZEHSE 257N Option R— FOFREREICES>TEGVET, DAY MA—FTld X270 v 77 L
A% Option R— MCBIW HTRBEITIEIP 7 FLAZFERA L. E£fzldk. THEMAD Option 7 FLAKNL A F 2 v o ThBHEIL DDNS (Dynamic
DNS) &&FERATEET,

AmEE (LAN/DMZ H5 Option) JL—IUWESERD XY 87— ST 2 ST 4 v 7l LTT7 7 2 AFIRAETTVL. BIRMICREEDO—A)L
A—HYOHNEB) Y —RCT V2R T BT EHHATHIENTEELT, ARATOTHRIL— IV, Ze2zEV—> (LAN) H5/8T7 1w DMZ £z
IEZ 2TV Option DWITNHNDT IV RAEHA T 2HDTT, —H. AAETHHIL—/VIE. DMZ h5ZL2 TV Option £TDT7 7 XA %1E
BITBEDTT, 774V FDAAER) =R [T ThaHE ST —ERICRNAETT 747 T+ —IVIV—IVEERT AT LT KRR
bDAVEZ—2y FF—EZXNT O RETOAVITBHTENTEET,

CTTHT7AT I+ —ILDOREFIBEFALET,

OV hO—ZICBT I RNTCOBERH T 74 7 7 4+—Ibib—)ViE TFirewall Rules) ) A MIRRENE T, DU MEIIV—ILDER T T«
7) HEIHERLT. IV—IVHFET 2 — R Efeld1— & =i From/To V— DOIlEAR R LE T,

LTFOFIBICHS>TH LW T 747 T+ —IUIb—)VEERLET, :
1. Security > Firewall > Firewall Rules DJBICA Z2—%& 2 v o LT, UTDOBEEAFRRLET,

Security » Firewall = Firewall Rules Q0

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by netwark administrators,
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes
all firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Defoult Outbound Policy for IPvd
Always o Allow Block

[ o |
IPv4 Firevrall Rules List

Show | 10

[+ entries [Right click on record to get more options] a

Mo data available in table

Showing O to 0 of 0 entries: || First .| Previows | Next ,  Last |

Add Mew IPv4 Firewall Rule

7-42 FRAPIREIR 7 7 A7 04— VATV 2 —)LDJ X b
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2. JL—IVERE. HIRRT 2IETY MU TEY U v, TRdit) £fcld [Delete] R2>%7 Uy 7 LET,
3. #FLWIL—ILEEBINY 2c&icid. TAdd New IPv4 Firewall Ruled RA> %7 U w7 LTHLWL—ILOBRER=ICU 27 LET, —EIFR
TNdE FLWIL—IUETTR DT =TIV BERICEMENE T,

IPv4 Firewall Rules Configuration °

From Zone SECURE (LAN) -

To Zone INSECURE (Dedicated WAN =]

Service ANY -

Action Always Block ;

Source Hosts @ Any Single Address Address Range

Destination Hosts 9 Any Single Address Address Range

Log 9 Never Always

QoS Priority

Normal-Service -

XK 7-43 T7AT7 04 —ILIL—IVERE

4, T7ATIA—IVI—IVEEET B/I\TA—ZIIZULTOERLAH Y ET, -

BH

Bis

From Zone

NS 70w o BRERT BV —AEKES [From Zonel %R LE T, TSECURE(LAN)J lpublic DMZJ MINSECURE
WAN] HSBHRAJEECT . 1 >/ N\ FIb—JliciE TWAN] Z&EIRT B EBHH Y £,

To Zone CDIV—=IVTHIN=ENB T T 1w T DFBFICIES [To Zone) AFEIRL KT, If the [From Zone] H TWANJ D15
&.[To Zonel & Tpublic DMZ] Ffzl& TSECURE (LAN) | THADHEN D W ET, [From Zone] H* TLAN] THNIZEL
[To Zone] (& Tpublic DMZJ F7zl& TINSECURE WAN] &7 £,

Service TANY] (EITRTD S T4 v VDT DIV—IVDEERSITH T EZBERLTVET, HEDT—ERDsIc. 7L
HO A Z 21 —|UE— BB —ERADNRRINE T, £RIEFHRAZLEEY —EREZEIRTEET,

Action TDIW—IVHBEET DUTD 4 DDORENS 1 DEERLET,

- Always Block (Blc 70w &)

- Always Allow (ECEFaT)

- Block by schedule, otherwise Allow (R4 Y1 —jUic kY 7Oy 7. ZDHIEEFA]),
+ Allow by schedule, otherwise Block (%72 2 —JUICKWEFAL. ZDMIETOY 2),

CDIV—IVCEI) BT BDIETIVE T AZ 1 —CRHIARREGDLDICRAT V21—V EHSD CHRET 24
ZHhHVET,

Source / Destination Hosts

ZTNTNOEET2H7 VT Ib—ILEBRTSI—YERRLET,

< Any (FRXTHOI—H)
- Single Address (IP 7 L AZ A LET,)
- Address Range GEtI7 IP 7 KL XA&EEAAILET,)

Log CDIV—=INCEDTITAIVEENZ S T4 v I EQIICHEANT B ENTEEY, TNICE JEI> FO—50
07 IR RE T HUEDNHVET,
QoS Priority NmEEIL—IL (To Zone = insecure Option only DIHE) 1&. QS DT ZAF VT A 2T TSI T4 v I EBI—DT S

« Maximize-Reliability : ToS=2
« Maximize-Throughput : ToS=4
+ Minimize-Delay : ToS=16 (&% 5> QoS)

TEDNTEET, UTFDTZAMF VT4 LNVEBIRLEY, -

- Normal-Service : ToS=0 (FH &L QoS)
« Minimize-Cost : ToS=1

5. [Save] R22%Z7 Uy I LTRENBERESLIOERLET,
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7747 7+—IVAT I 1—IVERE

Security > Firewall > Schedules X — 1 —

T7AT T4 —IVDIV—IVIFREESNER 7Y 1 —)VICEDE. BEIMICEMN/ EMICIBET 2 EDARETT ., AT V21— VEREN—ITIEAE/
B/BOBMUTH LRIV 1—)VERET HCEDAIETT, RELRT IV 2—IVET7AT7 T4 — Vb= IVRER—V CERLGERALE Y,

LTDORTI1—)UEaY FO—STHRESNRLE 2 ALYV —VEREL LTVET, Bl 24 LY—VOBREICOVNTIENEDE
BCTRREEL,

UTFOFIBICHS>THLWT 747 04— VA7 220707 7 )V EERLET,
1. Security > Firewall > Schedules Profiles DJEICA Za1—%2 ) v LT, UFOBEZFRRLET,

Security » Firewall » Schedules = Schedule Profiles o o

Schedules Profiles | Schedules Rules

Schedules Profiles are used to manage Schedule Rules which define the timeframes under which firewall rules may be applied or APs can on/off thier
radios. The table lists all the Available Schedules Profiles for this device and allows several operations on the Schedules Profiles.

Schedule Profiles List

Show | 10 [- entries [Right click on record to get mare options] a

Ho data available in table

Shewing 0 to 0 of 0 entries 1Rt || ] Pravaus |[neat | [Last ]

Add New Schedule Profile

7-44  Schedules Profiles E&%E

2. [AddNew Schedule Profile] Ra2>&- 1w o LT, 7OT77A)L&&EAS. ISavel =0 wv o LET,
Schedule Profiles Configuration (]

Hame

7-45  Add New Schedule Profile 2&

3. [SchedulesRules] 27%27 1) w2 L. UTFOEEAZRRILEY, [Schedule Name] THRETHRTVa1—/L7O7 71 )V ERLET,

Security = Firewall = Schedules = Schedule Rules (2 ()

Schedules Prafiles | tche

Schedules Rules define the timeframes under which firewall rules may be applied or APs can on/off thier radios. The table Hsts all the Available
Schedules Rules for this device and allows several operations on the Schedules Rules.

Available Profiles

Schedule Name test =

Available Rules List

Showing 0 to 0 of D entries b st ||| Predious || Next . | Last

Add New Schedule Rule

7-46  Schedule Rules 2 7E
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4, IVHUERE HIRTZHBEIE. TR TEY Uy LOTRdit) £fcld [Delete] 27U wv o L&Y, XY 1—)V&EINT 2561 TAdd

New Schedule] RZ2>%0 1) w7 LET,

Schedule Rule Configuration ° |
Schedule Profile test |
Entry ID 1-UNSET [=] |
Applicable Days [ Daly l_q
Start Time 1

HH MM AMPM

End Time

7-47  Schedule Configuration FRE

5. UTOBRERTEIIEELET,

HE Bz
Entry ID REITHIVMJDOIDEERLET,
Applicable Days WREGHBEZZEIRLET,
Start Time ek EIEELE T,
End Time RTEREEEELET,

6. [Save| RE22%ZT )y I L(RENBERESLUERLETY,

9747 k07av Y
Security > Firewall > Blocked Clients X =1 —
MO T v ORBEBARBREERT AL, I MO—ZET7OY 0547 MACT RLX) oD bS5 70 v oxTAv 7 LET,

JAv 9937547 bDEM
1. Security > Firewall > Blocked Clients DJBICAZ2—%& 27 v L, LTFOEERZFRRILET,

(3 Status B Network £ Security £ Maintenance

Security » Firewall » Blocked Clients 0 e

This page shows a list of clients MAC addresses blocked by admin.

Block MAC Clients List

Shaow entries [Right click row to see more options] a, |

| MAC Address 8] " Description & I
Mo data available in table

Showing 0 to 0 of 0 entries

Add New Blocked Clients

7-48  Block MAC Clients List EBiE

|.J First | Previous || Mext . || Last ;|
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2. [AddNew Blocked Clients] RZ &2 1) w7 L, UTFOBEmERR-LET,

"

Blocked MAC Profile Configuration 0

MAC Address | |

Description | |

7-49  Blocked MAC Profile Configuration [EiE

3. 7

N

A7 hDOMACT FLRAEFHBAXZ A LT, TSave] RE>%ZT Uy I LET,

HAZLY—ERILEITZEF2) T 0

Security > Firewall > Custom Services X Z1—

TCTRITT7ATI+—IVI—IVEEERT DHRAZLT—ECRXZERTHTENTEETT,

T7AT 04— IWIb—IVElER T %G, IV—INCE > THIIENA Y —EXZI/BET AT ENTEET, —MNGT—EX 240 T2ERLTHIA
AIRECHY . BEDARZ LY —EREERTHZEEHTEEXT,

—MREY 75 — E XIEBERD TCP/UDP/ICMP R— b &R LEITH. L2 DARXRZLFKIE—HHTEWT T4 —2 3 >1& LAN £/zid Option (£7F
ELET, ARZLY—EXREAZ1—Tld. O —EXDeHICR— bEEEEZEL T bZ T+ v 72147 (TCP/UDP/ICMP) %89 5T
ENTEET, ERINDE LW —EXRE 774704 —)VL—)VBRE] AZ21—DY—EXUX MIRRENET,

1. Security > Firewall > Custom Services X —1—%% 1) w7 LT, UTOEEEZZRLET,

2 Security

Security = Firewall » Custom Services o °

When you create a firewall rule, you can specify a service that is controlled by the rule.. Common types of services are available for selection, and
you can create your own custom services. This page allows creation of custom services against which firewall rules can be defined. Once defined,
the new service will appear in the List of Available Custom Services table.
Custom Services List

Show| 10 [ +||entries [Right click on record to get more options]

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous | Hext , | Last |

Add New Custom Service

7-50  Custom Service
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2. IV hUERE BRI B5EE. T MJTEY Uy L TEdit) £7zlE Deletel] Z2)w o LET, ATV 1—/VEBMNT 5551 TAdd
New Custom Service] RZ>%=27 1) w7 LEY,

Custom Services Configuration 0
Name
Type [ Tce =l
Port Type @ Port Range ) Multiple Ports
Start Port
Finish Port

7-51  Add New Custom Service

3. LUTOBRERTREISEELE T,

1BE Bl
Name HAZLT—EXZZATILET,
Type Y—EREFAYTS L3 7O r3)0 (TCP. UDP. BOTH. ICMP) %#3IRLE T,
Port Type lPort Range | &7zld Multiple Ports] #BHRL %Y,
Start Port lPort Range | ABUREFIC, H—ERITERT BRAFR— M EIBELE T,
Finish Port IPort Range| ZEREFC, T—ERICERT KT R—rZIEELET,
Ports [Multiple Port] Z3&REFIC, —ERITERT 2EEHR—bx 1] (32<) TREYIVIBELET,
ICMP Type NCMP Type ] Z3ZIREFIC, BT 58ME%Z 055 40 DETIEELE T,

4, TSavel RE>ZEV Uy LTRENBEZRESLUERLET,
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ALG HR—F

Security > Firewall > ALGs X —1—

ALG =B / BC LE T,

ALG (Application Level Gateways) &, ¥—LL AT T r—2a> A v OV AEYR—MTBHICCOAY NA—2DT 7 AT T+ —
JU& NAT HR— b E#EESR(L T 2F 21T JVR—2X 2 M TY,

W OO DIFETIE BBENE LY R— M ERITT2DICKEGR— I+ ESEF TV LESTHAGILE IV FEDY SA 7> b7 ) r—
23y (H323 KelERSTP 5E) DRELTEEIHDR— b EBET B, T7AT7 T4 —IVDBEAFZ v I3 T 71 45)V TCP/UDP R— b
EEATAHIENTEET, ALGIE. TNEYR—bIBR/FEDT U r—2avHMERTS7OF UVEBRLTWADT, 2> hO—5DT 7
AT DA WEBLO AT 7TV r—2 3 VDY R— b EEAT BIFRICREL CHENEHETT,

1. Security > Firewall > ALGs A Z2—% 7 v/ LT, UTOBEAEFRRLET,

ﬂ Security

Security = Firewall = ALGs o °

alns | SMTP ALGs | Mail Filtering

Application Level Gateway allows customized NAT traversal filters to be plugged into the gateway to support address and port tranzlation for certain
application layer “control/data” protacols such as TFTP, 5P, RTSP, PPTP atc. Each ALG provides special handling for a specific protocel or
application. A number of ALGs far common applications are enabled by default.

ALGs

PPTP
RTSP
sip
H.323

TFTP

Iﬂﬂﬂﬂﬂ

7-52 ALGs

2, OV FO—S\OR—HFaIgB 7O rT/L%E TONJ (L. lSavel REVE7 1wy LTRENBERESSIOBHELET,

SMTP ALGs

Security > Firewall > ALGs > SMTP ALGs X —1—

Simple Mail Transfer Protocol (SMTP) &, > &Z—X v MEET E-maill ZFET HeOICEREINETF A MM—XDOT70O NV TT, BE. O—
AILD SMTP H—/\lE, DMZ [CEHNSTcsd. U E— b SMTP H—/\DEE LA —/UiE. B—AILT—/NICERET 5L DT> FA— S 2l
LEd, A—ALI—FE Emall D7 S04 7> bV T b D27 %&ERLTA—A)LD SMTP H—/\H55 E-mail ZEFLE T, SMTP &V 477>
bHYE-mail ZXE L TWABEIERAINE T, e SMTPALGIE. 75472 M ET—/I\OEADSERENSD SMTP ST 4 v I EEZARY
BIleOHIERAETNET,

1. Security > Firewall > ALGs > SMTP ALGs X =1 —%2 1w LT, U TFOEEAFRLET,

Q Security

This page allows a user to add a trusted URL.

SMTP ALG

Status m:l

Port

s e

7-53  SMTP ALGs

2. Tstatus) %Z TONJ (L. SMTP /7w hZHEE T 2 R—hZIBELE T, [Save] RE2%ZT ) vy LTRENEZRESLICERALET,
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Mail Filtering

Security > Firewall > ALGs > Mail Filtering X Z1—
AT AIBD) YT ETVET,

1. Security > Firewall > ALGs > Mail Filtering A =1 —%7 1) v o L. UTOEEAERLET,

Security

Security = Firewall = ALGs = Mail Filtering

ALGS | SMTP ALGS | mail Filtering
The table lists all the Subjects and Mail ids which are to allowed/blocked.
Mail Filtering List
Show| 10 i;]:.nm [Right click on record to get more options] q |

Mo data availabile in table

Showing 0 to 0 of 0 entries || Frst || | Previous || Mext ;| Last .

Add New Mail Filter

7-54  Mail Filtering

2. IVMUEREBBRTZ5EE. T NITEY )y o LRIt £izid MDelete] #2717 LES, A—ILT7 1 IL2ZBINY %%HEI& TAdd
New Mail Filter] R2>&27 1w LET,

Mail Filtering Configuration o
Mail ID
Subject ® any J Custom
Action @ Allow O Block
Savea

7-55  Add New Mail Filter

3. Mail IDJ ZAAL. lSubject) % lAnyJ [Custom]) H5IEFE LE T, Action] & TAllowl (GFr]) Denyl (&) H5iEE L. [Savel R
2oy ) vy LTRERNBERES L OBERLET,
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T77AT774—IbDTD VPN INA R V—

Security > Firewall > VPN Passthrough X — 21—

LAN & > 2 —2w FRED IPSec. PPTP. BKU L2TP VPN + > ) VEGADBSLINABE VPN S 70 v o xsFa 95 (NAXIL—) &5
ICT7AT 04— IVREETVE T, BED T 7 A7 74— IUIL—)VEFIEY —ERETDNNA X =T DK DICERETNTWVE A, TDI.
[VPN PASSTHROUGH] UNAXIV—F T v IRV I RX) ZBMCTHZET. RLT—ERICEDLL T 7477+ —/LIb—ILEUBWMBREZRFD
TENTEFT,

1. Security > Firewall > VPN Passthrough DJEICA Z2—%& 271 v 7 LT, UTOBEEFRRLET,

Security « Firewall = VPN Passthrough Q0

This page allows user to configure VPN (IPsec, PPTP and L2TP) passthrough on the router. Enabled passthrough checkboxes have higher priority than
firewall rules based on the same service.

VPN Passthrough

IPSec [ = |
PPTP B
Lte B

7-56 VPN Passthrough

2. 59 BHVPN 7ARL%E TONJ IZL. TSavel RE>%&T v LTRENBZRESSIOBERALET,

FAFIVIR—bTAT—Ta2T

7TVr—avIb—IVERE

Security > Firewall > Dynamic Port Forwarding > Application Rules X — 21—

TP —2 a2V )b—IVER—=F FUAI—ILEEMENE T, AIEEEICK Y. LAN £/2lE DMZ IZHIT BT /31 Ald. ZNSISREITNE L SIC
1 DU EDR— b ZBRTZHTENTEXT, A— b FUAE EREHDOESIR— D1 DITH S LAN/DMZ B 5 DOAAEEREFOTH Y. FF
EDSZ T4 w7 B2ATROANR— bEaA—T>LET, Thd 77U r—2 3> a—T7 > LicHAFE el ANDR— b TTr—2&xELT0
BE. BAFTIVIBER— T4 T—T 4V TORERE L TEZDTEDNTEET,

R=bbIUAEGTSIT TV r—2 32 )b—=IWE T 7447 0 —)Vb—IVDRERICRIBRIEGES T2 a3V CHRIARAT AV IR— T+ T—=T 1>
TEVEREEDDH I ET, THUIR— b ~UDIV—IVORED LAN IP £/l 1P BEESRBT Z0EN GV eHTT, TDLE FAFRTHEWEET
LR—MMEF =TV ENELLGDD. ZORR R— b7 T7 =T VITMRELGEVNEF 212U T A DLNVERBLET,

ANH— b DF—F VBICHIBOEGRETS LAN 7/ RITEET Bletb, K— b kU AlE LAN EQY—/NCIEBTITIES Y A,

WLDODDT TV r—2 3 Tl ST 1A ADNTNSITHRTT BI5RICBYICHAET 5L SFEDR— bERIFR— MEEICT —2%%E57 5
TEPRETT, AV FO—JRBBELENZR— bERER—NERICHZT7 TV r—2 3 VRIFICINTOANT —2 2R ET2RENH Y F
T, ¥ hO—ZIcdE WISTBNAEE / AAEDR— M EFO—RET TV r—2 3 V5 —LOVAMGY, =TV TEXT, Ffee B
MHEBDE AT VINENT T v 2447 (TCP £eld UDP) BXUALIIR— hDBEEEERT S5 ETR— M NUAL—IVEEET ST
EDTEFT,

1. Security > Firewall > Dynamic Port Forwarding > Application Rules DJBIC A =21 —% 7 1) v 7 LT, U TFOBEEZRRLET,

Security = Firewall ~ Dynamic Port Forwarding 9 0

The table lists all the avallable port triggering rules and allows several operations on the rules.
Application Rules List

Show| 10 Bmlﬂw [Right click on record to get more options] a |

Ho data awailsble in table
Showing 0 to 0 of 0 entries |1 Frst ||| Prevdows | Mest || Dt )

Add New Application Rule

7-57  Application Rules
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2. IVhUZRE. BIBRT25EE. TV MUTHEYZ Y v o L. TEdit) £fzid Delete) Z7Uwv o7 LE T, IL—ILEBNNT %i5461E TAdd
New Application Rule] R"2>%&2 1) wvo LET,

Application Rules Configuration °

Application Rules

Hame

Enable [Ter

Protocol @ TCP upe
Interface @ LAN DMZ

Outgoing (Trigger) Port Range
Start Port

To

Incoming (Response) Part Range
Start Port

Ta

7-58  Add New Application Rule

3. UTDBERERTESEELE T, [Savel R22%V )y LIRENBERESLUBERLET.

5H SHEA
Name W—IV&aEAILET,
Enable FTONJ lcLTIb—ILEBMCLET,
Protocol JObjb% [TCPJ TUDPJ H53BIRLET,
Interface A2 71x—X% [LAN] IDMZ] h5&IRLET,
Outgoing (Trigger) | BEgR /#&T MU AR— b EIBELE T,
Port Range
Incoming (Response) | Bt / #8TRER— FEIBELE T,
Port Range

4. [Application Rules Status] R"2>%&27 1w L. Jb—ILDUX M EREZRTLE T,

Security = Firewall » Dynamic Port Forwarding = Application Rules Status 9 0

Application Rules | Application Rules Status

This page lists the application rules containing status, open ports and expiry time for a particular rule.
Application Rules Status List

Shaw| 10 i:'“"’“ [Mo right click options] a

Ho data avallable in table
Showing 0 to 0 of 0 entries

| Bt || .| Previous || Mext || Lest |

7-59  Application Rules Status
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1V2—=2y FEBHISIRET S

Security > Firewall > Attack Checks X = 1—

WEIE, 2V bO—S%FAAREICT 2EEDAtF 1V T BREEERNTIEGWR Y FT—UBETHH2HhE LNEEA, BEDFT VY
ICRVERT 2 ping JIZAMPARP AF vV HREBT BT 4 AA/NVEEWANDEF 21U T DBEABET ST ENTEELT, TCPHKU
UDP 75w FEDF T v/ EBMCTHE. WAN Y —XDMIGGEHAEERT S ENTEEXT,

T 5T Denial-Of-Service (DoS) WA T O 7 ENET, TNOSDOKREIL, B EBIFRAFENIY . BE. THNGERY FT7—0—EZXD
FEEBITTLENE S, ICMP /Ny hTISv T4V T SN T4 v o T75v T $EUEcho A h—LDOLEWMEIFRIEL DY —X

DoDLZT 1y 7 E—KHICEE D TeHITRES

n&d,

1. Security > Firewall > Attack Checks DJEICAZ21—%& 27U v o L. U TFOBEEAZRRLET,

Security « Firewall =

Attack Checks

)

This page allows you to specify whether or not to protect against commen attacks from the LAN and WAN networks.

Attack Checks
WAN Security Checks
Stealth Mode

Block TCP Flood

LAN Security Checks
Block UDP Flood

Allow Ping from LAN

ICSA Settings
Block ICMP Natification

Block Fragmented Packets
Block Multicast Packets

Block Spoofed IP Packets

DoS Attacks
SYN Flood Detect Rate

Echo Storm

ICMP Flood

J448 88 B8

760 A VE—xv FKEHSIY FO—S & LAN Z{RET 2

2. UToOEAZEEELET.

BH

Bis

WAN Security Checks

Stealth Mode

[Stealth Model E— RAVBIICED L. IL—2IFWAN DSDR— F XF v UNEELEEA. TNITKURRH
ERBICLDHERERLET,

Block TCP Flood

AT 3V EBMCT HE N —REREGTCP/N Y FEINTHELT.SYNT T v RRENSEEINE T,

LAN Security Checks

Block UDP Flood

AAT 3 VvhBEMCHEDE. IV—2IELAN LOB—D O E1—42h5EECTHOND 25@ULEDT VT«
775 UDP S A ST £ A

Allow Ping from LAN

O—A/aAYE1—2Hh50 Ping Z5FAILE T,

ICSA Settings

Block ICMP Notification

INEFRTBHE ICMP N7y bDEEND T EZHELE T, ICMP /N v M HESNDEF v T F v
EN T Ping (ICMP) 75w K DoS WEICFEAINTLEVET,

Block Fragmented Packets

CDATVaVEERSTBDE T— b IV TAERBETBDEABTZITAY Mu/Vry hEBELEY

Block Multicast Packets

CDATavaEBERTBDE T IITABRHATBIINFFv ATy FEWELET,

Block Spoofed IP Packets

TDF TV avEERTHE PR T=T42 71y NERELET,

DoS Attacks

SYN Flood Detect Rate

SINT Sy REREHTESL— k.

Echo Storm JW—ZHAWAN DS T O—A F—LKEEBHLT. ZONET7 RLAHOSEIT ping M2 71 v I EFIET 51
Mdtcy D ping /7w ML

ICMP Flood JW—2ZHBWAN DS ICMP 72w RIREEBH LT, ZONET7 FLADSEITICMP S 70w I EFIET 5 1
Bt D ICMP /7y ML

3. [Save] Ra>& VYT LTHREARERESSICHERALET,




VPNEBE

F8E VPNERE

UTIEFBEDOREBEEDHATT, HEITISC T RE/EE /MEEETOTILEL,

EEE s BEN—Y
IPSec VPN (IPSec VPAN DF&TE) IPSec VPN DE&EE R ¥ —Z/ER LK T, 203
PPTP VPN (PPTP VPN E%7%E) PPTP VPN DFREE R —HEER L E T, 214
L2TP VPN (L2TP VPN Z&7E) L2PTVPN DFEEE R ¥ —HAER L £ T, 216
SSLVPN (SSL VPN 5%7E) SSLVPN DFERFEE R —HERLE T, 218
OpenVPN H7R— bk Open VPN H7R— b DREZEITVE T, 226

VPNIE2 DD — b0z A2 bO—SEERIEVE-FPCUSA 7Y MEICR2TREF v L (b)) ZRHLET, LTFD xR
WEATEAELT DT EDTEET, ¢

+ Gateway-to-gateway VPN
JE—FFAIED ST 0 v VERREET 2eHIC2 DU EDOOY FO—ZZFFEFRLETT,

- JE—=FrIZ147 K (client-to-gateway VPN > %))
JE—FPCOZAT7VFDIP 7 RLUAAEFICHISNTWEWESIC. UE—FIZA 7Y EOVPN b RIVERIBLE T, TOBE. 77—
b TAFSEEE LTEMELE T,

< NATOY bO—Z5DBHRDODVE— I SAT 7k
TIAT Y MEAAFTZ v IPT RLAZRFSE, NATOY bO—Z0BRICHIVEFT, VE—FNATOY FO—FDIP 7 FLAHAEFICHS
NTWEWEEIC, NATOY FAO—Z1cdH %) E—F PCHAVPN b2 VERIBLE T, 7— b1 D Option R— FASEEE LTEEL
%7,

« LAN/WANPPTP 7 S+ 77> bR D PPTP —/\
« LAN/WAN L2TP 7 54 77> MR D L2TP T —/\

EE 1 AHALIBINS A+ X TDWC-1000-VPN] BNEZIDIBAICDHFIBTTEETT .

IPSec VPN (IPSec VPAN D:EE)

VPN > IPSec VPN

NEB IPsec 7 54 77> & DHCP over IPsec ZFER LTIV FO—F D VPN ZERH L. EAET—/NCET IR T BEEERD LAN [T
DDOESICENET BT EDTEE T, DHCP over IPsec ZfEA L Tt I A7cdIciE. 7247 > M aFFRI T 5K D1 DHCP ABIEIC LT IPSec
RU—ZERLET, £, BHRZ 2472 MIEELEEALGS P 7 RLAZBRELE T,

Policies (IPSec VPN 7K') & —®D5&E)

VPN > IPSec VPN > Policies

TTTEDY bO—ZICHREEHD IPSec VPN RU T —D U X b EFRRLE T, E5IT, IPsec VPNRUZ—DBA. BlbR. fFE. BLUBEML/
FIMEATEET,

IPSec R —lgARDY bO—Z&MDS— DA Ffeldaxa>y bO—ZE U E—FRIAMDIPSec 7 547> MEIchH Y £9, IPSec E— F
[ 2 DDRYY—DIY RRA > MEEETZZ Y b T —271C&>T Munnel Mode ] E7zi& Mransport Mode] (C75Y £,

. Transport (BmxE—F)
ChEFzoI» bO—2& b XIVDIY RRA >V (KRR M EDRID IPSec 7— bt A £Tzl& IPSec 7 247> DLIFNH) BD end-
to-end BEDOHITEREINE T, 7—2 XA O— REFHEBESLEINT. IPAYAIE, BEEIIBSELINEL A,

« Tunnel (F>2JLE—R) :
CDE—RFCDT—rTTAD N RILD T DDIY RRA > hThHB network-to-network IPSec b > R JVIEREINE T, CDOE— KTl
ANy REZLEIRNTDIP /Ny i, BELLEREOmA. £laldEE5hMThNTWET,

IV E— RZEZEIRLIZBE. NetBIOS 5K U DHCP over IPSec ZBMICT 5T EANTEE T, DHCP over IPSeclc LW cma> bO—Zi&k
JE—FLANDKRZARMZIPY—AEY—ERTBHIENTEET, £fee TOE—RTEH 1 DDIPT7RLAL IP7 RLREHE, £eld b
X ECBETEDRO—HIBLOYE—FAEADTSAN— bRy NT—TICBIFBY TRy hEEHECEEXT,
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1. VPN > IPSec VPN > Policies DIBIC A —21—%2 1) w7 L. UTFOBEmERRLET,

€G> VPN

VPN » IPSec VPN » Policies o °

-

This page shows the list of configured IPsec VPN policies on the router. A user can also add, delete, edit, enable, disable and export IPsec VPN
policies from this page.

IPSec Policies List

Show entries [Right click on record to get more options] ‘ Q, |

Status Name Backup Type IPSec Local Remote Auth Encr

No data available in table

Showing 0 to 0 of 0 entries 7[' First || .| Previnusw\rNiaxt ,i Last A
i e i b st ol il )

Add New IPSec Policy

Backup Policies List

s e e E—

Status Name Primary Type IPSec Local Remote Auth Encr

No data available in table

Showing 0 to 0 of 0 entries

| 1 Frst | | Previous || Next j | Lest )|

X 8-1  IPSec R T—1J X MEHE

Add New IPSec Policy (IPSec VPN K & —®i&in)
1. TAdd New IPSec Policy] R2>&7 ) wvo L. ULTFOBEEZFRRLET, WPN&L TR =214 7] Thrx)Va2A T TZY FRA> M %

EEEELET,
IPSec Policy Configuration °
General

Policy Name

Policy Type | Auto Policy EJ
IP Protocol Version |“|EJA E]
IKE Version [ 1KkEVT [=]
IPSec Mode [ Tunnel Mode -]
Select Local Gateway [wan =]
Remote Endpoint | IP Address E‘

IP Address / FQDN | |

Enable Mode Config [_T;"‘m
Enable NetBIOS [ Te
Enable RollOver ﬁw
Protocol | ESP E‘
Enable DHCP ==
Local IP [ Subnet =

Local Start IP Address |

Local Subnet Mask |

Remote Start IP Address |

|
|
Remote IP | Subnet E”
|
|

Remote Subnet Mask |

Enable Keepalive [_Fl-l?
82  IPSec R —EE

2. TOEAERELET.

HE SHER
Policy Name VPN R =& ANDLET, THud)E—FWAN/ 751472 bDFERIGEIFEY £ A,
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EH

Lz

Policy Type

VPAN /R > —DfEiE% Mannuall lAuto] ASIEELE T,
« Manual - F—72EEEH VPN Y RJUCTRNTORELZE LY FRA Y MIFETHVEY, E=E®EY—/\—
PREBESIEEENT T A
« Auto - VPN 2 ZILDW DHD/NT A —RIZBBINICEREINE T, TNICIEZDD VPN T RiRA > METOD
IKE 70 b DJLERB LIS UBITE Y £,

IP Protocol Version

IP/N\—2 3> (IPv4 ETeld IPv6) ZEIRLET,

IKE Version IKE/S—20 3> (IKEV1 F7zld IKEv2) A#IRLE T,
IPSec Mode IPSec E— K% [Tunnel] lTransport] HhSIEELE T,

IPsec b >ZJVE— FIIMEBUEDBENRY NT—0 %8BT DS T v I ZRET BHRICENCTT. FXIVE—FIEE
I TL2TP/IPsec] TPPTP #iG E&2TR— L CWVWEWS — U T A PIY FY AT LR EDHEEERICERENE T,
b DY AR—FE—F]IEIPSec DBBEE— R T, TV FEOBEICERAENET. B, 75472/ Y—/\EEL)

Select Local Gateway

IPSec b > RILDIe&DA—HINT— b T T AZRELE T, 1 DULEDREZHFWANDHZHE b2 UET—hoT
A DNTNHNTH L TREENET T,

Remote Endpoint

FQDN E72ld IP 7 FLRAICE TR RIVDUE— P IV RRA Y b Z#HBILET,

IP Address / FQDN BRERHDETHDT — U T ATHAHHBEICT. AMEEBNCENET T, VPN I A7V M TlE 75472 D
SEMEREZETHHEIC. COIPT RLAKRIFAVE2—%y PEADREENE T,
Enable Mode Config FONJ T Mode Config) Z#EICLE T,

Mode Config) I&UE—FDVPN IS A7 > MTIP 7 RLRZETH A > Z8EET. DHCP ITITTWVET,

Enable NetBIOS

FONJ T INetBIOS) 7O— FF+v X MTK2 VPN b RILDBBEHAILET,

Enable RollOver

[ONJ TVPN O—)bA—N\EBMLET, WAN E— KA TRollover] I[CFBEINET,

Protocol

OV ERRLETD,

Enable DHCP

TONJ T DHCP ZfER LT IPSec BEATD VPN 7 51472 bADIP 7 FLANEZBMCLET,

Remote IP / Local IP

IV RRA>Y FREOBERIDEEZIEELE T,

c Any-IVRRAVIEDED ST 4 v IRDRY)Y—([@A—AIV/ VE—M ZIRELE T, TA—A/LITUE— ]
EELSEHEEMTT BT EIETEE A

- Single- T RAMDHIBELET, ANLIEARAMDIP 7 RLANVPN D—E8&EENET,

- Range - VPN |TIETT 5 IP 77 R L ADEEADEGARICEFAI LE T, BB IP 7 RLAEKRT IP 7 RLRAEFRRENSIE
BICANDLET,

- Subnet - VPN [TEFEIT B INTOY TRy FEHFRAILET, XV NT—07 RLREY TR Y MaRRENZIER
ICATILE T,

Enable Keepalive

TONJ ICLT b2V EBINNCT Bfcdry 8 T—0DET7T A FICERRIC Ping Z3XELE T,
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VPNERE

3. FURIVEATERVRIVDIY RRA YV PAEEEIND L. MU RIWERTZ 71—/ 71— 202 AV I~V a3V ERETEEXT,
AU —l& TManual Policy] (FERY > —) Ffzld [Auto Policyl (BEIRU Y —) &TBHTENTES . IPSec E— FERETTNITH
JSLE T, TAuto Policyl R >—Tld. IKE (Internet Key Exchange) 7’00 b )i 2 DD IPSec RA MEITHA 2 v /7 ICRIGEZITTVNE T,
TI—XTDKENTA=2E bRV DEF2) T 1 BEROFHFMEEERT H2DIERAINET T, 7T —X 2D lAuto Policy Parameters] +
72aAVNFTI—R2DF VI - 3 VICETEEF 212U T A BRDTA T2 A LEBSL /SR OFMICHIS L TWE T, VPNR Y 2 —
IZ. BB IPSec VPN b X VEREII T BDICREE ENS IKE/NPNRU S —DXTDHRAFTT, 2DDVPN IV RRA > MLdhHBaIT D IP
TRLRE b RIVECFITICTBRDIMBEE ENDZR Y —/INTA—R2EHRICTTTREINET T,

Phase1(IKE SA Parameters)

Exchange Mode [ Main |
Direction / Type ‘ Both |Z||
Nat Traversal o NI
Local Identifier Type ‘ Local Wan IP [=]
Remote Identifier Type { Remote Wan IP =
Encryption Algorithm
DES [ Tes 3DES [ Te#
AES-128 EX_] AES-192 [ Tow
AES-256 [ e
BLOWFISH [Te*
CAST128 [ e
Authentication Algorithm
MD5 [ e SHA-1 Ex ]
SHA2-256 [ s SHA2-384 =
SHA2-512 [ Tor
Authentication Method ‘ Pre-Shared Key BI
Pre-Shared Key ‘ | [Length: B - 49]
Diffie-Hellman (DH) Group ['Gmup 2 (1024 bit) [«
SA-Lifetime m [Default: 28800, Range: 300 - 2147483647] Seconds
Enable Dead Peer Detection ﬁoﬂ'
Extended Authentication ‘ None |Z||

Phase2-(Auto Policy Parameters) ]
5A Lifetime [3600 | [seconss []]

Encryption Algorithm

DES [ o NONE [ Tee
3DES [T AES-128 Ex ]
AES-192 [ e AES-256 [ e
AES-CCM [ o AES-GCM [ T
TWOFISH (128) [ e TWOFISH (192) [ Jree
TWOFISH (256) [ e
BLOWFISH [T
CAST128 [ Ter
Integrity Algorithm
MD5 [ [ SHA-1 [ on NN
SHA2-224 [ Jee SHA2-256 [ e
SHA2-384 [ Tes" SHA2-512 [ e
PFS Key Group [ ]e

Save

83  IPSec R —FRE (KE&ZFHLIZEER ¥ —)

[Manual Policy] & XD UJIC 2 DD IPSec R A B TEREE/ \T A — 2 &MY HT=DITIKE ZER LIEW T ROV ICFBIOF —EIRELET,
JE—FMYRIVDIY FRA > N TARSIT S SPI (security parameter index) {E% MG Z0BHH D £, £fae b RIVOBEILICHTHT %
fe@iclE. BE. Re7)VIU XA, BRUF—IEU T~k IPSec KRR M—ET 204BHd ) £9, SPI (security parameter index) {ExX &I >
RRA > TEBRT DREHNH B DHD IPSec DRITITH LT IKE #2E%E LizlAuto Policy ) EERT A ENEE LWT LITEFELTIIEELY,

DWC-1000 (& VPN O— /LA —/ WEEE HR— F LTCWE T, THUE. 54X WANICERES N R =D TS5 4 WAN IZB1T5 ) >~ 7E
EOBEICEAY A WANICA—)LA—/I\F BT ExEBRLET, WANAH TAuto-Rollover] E— RIZEREITNTWVWAIBEICIES. AHEEE A
TBHIENTEET

4, EEZRER. [Save | RE2Y%Z7 vy LTREABZRESLOERLET.
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Tunnel Mode (k> XRIVE—F)

VPN > IPSec VPN > Tunnel Mode

b XIVE— REBIRLTBE. NetBIOS 3£ U DHCP over IPSec #ENICT B ENTEE T, DHCPoverIPSec lc kY Zna> bA—31E) E—
M LAN ORR MCIP U—REY—ERTHTENTEET, Ffee TOT—RTE 1 DD IP 7 KLR, IP 7 RLAEE, £fid b >RV ETE
ETEZO-HIBLCE—MEADTSANR= bRy N T—TICHBFDY TZ Y M EEETEET,

A ba—2& TRull Tunnely (7L b> %)) & TSplit Tunnely (X7 w b b2 2JL) OHR—rEFATLE S, [Full Tunnell £— Fi& VPN
FYZIVED Y ZA T M5V FA—FICINRTD IS T 0 v 7 &mFELE T, [Split Tunnell B— FIEFERIICIBELIZY ZA4 7> bDJL— b
ICEDWTTSANR—FLANIC M S T4 v 0 ERELE T,

Tunnel Mode (k> XJIVE—F)
1. VPN > IPSec VPN > Tunnel Mode DJEICA=2—%7 1) v L, UTOEEEERLET,

B Network €55 VPN

VPN » IPSec VPN » Tunnel Mode 0 Q

Tunnel Mode | Split DNS Names

This page allows you to define the IP address range for clients connecting using Mode Config.

Mode Config
Tunnel Mode @ Full Tunnel @ Split Tunnel
Start IP Address |152.1ss.12wu
End IP Address |152.1ss.12 254
Primary DNS |

Secondary DNS

|

|

|

| |

Primary WINServer | |
| |

Secondary WINServer

Save Cancel

8-4  Tunnel Mode 2 7'

2. LTOEBEEFRELET,
B Bz
Tunnel Mode 27
Tunnel Mode [Full Tunnel) (ZJU ~> L) Efzl& TSplit Tunnely (RFUw b b2 ZIV) o IV ZIVTIE. IRXTD/INT Y (A
VE—=v FEE)E-N=NCEDD ) D ATUY bR YRIVDESTBEAVE—2y MTADD F ST vk
BRETEEV N XIVEEBLET,

Start IP Address DT —IUCBIY HTONBNERYIDT FL A,
End IP Address TDT—IVTEY HTENBNEREDT FLA,

Primary /Secondary DNS | 75 A<V /A5 1) DNS H—/\&. FAA VEERRAT Blzolccnay MO—JICERdT 50 517> MER
TNET, FURIVE-RHBRXTU Y b b RIVTHBZIHBE. DNS H—N\ZRHED KA V2 Y —/INETEHTEHREN
HUET,

Primary/Secondary T4/ 2hHYEUDWINS —/\EIEELET,

WINS Server

[Save| 71w L, REEZERLET,
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Split DNS Names (ZX1J v k DNS %)

CDTINARCHERT 20 54TV ME. ZAFTIv 7 IPEEXR—ITRET 2 DONS ZERAL T CORAASVEEBRLET., ChEATU Y
PRIV TCOHFBRENE T,

1. VPN > IPSec VPN > Tunnel Mode > Split DNS Mode DJBICA Z2—%2 v L. LFOBEEEZRRLET,

¢G> VPN

VPN » IPSec VPN » Tunnel Mode = Split DNS Names

Tunnel Mode | Split DNS Names

The clients connected to this device use the DNS provided in Dynamic IP Range page to resolve this domain name.This is applicable only in case of
split tunnel.

Split DNS Names List

Show entries [Right click on record to get more options] ‘ a |

goaiﬁg Niﬁi . i i

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next , [[Last A

Add New Split DNS Name

8-5  Split DNS Names %7

2. [Split DNS Names| # 7@ [Add New Split DNS name| R2>% 7 1) w7 LTCUTOEEEERRLET,
Split DNS Names Configuration °

Domain Name

Save

8-6  Add New Split DNS name

3. [DomainName| [CRAAV&ZADLET,
4, [Save] RaVET )Y LTREABEZRESICEALET,
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DHCP Range (IP 7 KL REERDRE)
VPN > IPSec VPN > DHCP Range
DHCP over IPSec R L CHEftd 27 747> MADIP 7 L AEHEZERLE T,

1. VPN >IPSec VPN >DHCPRange DJEICAZa2—%7 v/ L. U TOBEmEZRRLET,

¥PN » IPSec VPN » DHCP Range o o

This page allows you to define the IP address range for clients connecting using DHCP over IPsec. Mote: To support DHCP over IPsec, enable DHCP
server on the LAN.

DHCP Range
Starting IP Address [152.168.12.100 |
Ending IP Address [192.168.12.254 |
Subnet Mask [255.255255.0

Save Cancel

8-7  DHCPRange &E

2. [Starting IP Address1d& KUTEnding IP Address I IPEBEDRIIAS KU T 7 KL A ZE AS L. [Subnet MaskJICH 7 &y bR AV EIBELE T,
3. [Savel RE>EI Uy LTRENBZRESLUBEALET,
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Certificate (FSEZERAE)

VPN > IPSec VPN > Certificate

A O—Z1X IPSec VPN FREEIC TV R JVEEBRZ AR L E T, VeriSign NUH 1) HEDKEHSENTWBERELE (CA) 57T 4%) VAR
EXAFT B Tk, FIRARETMELER L ChEtBaOMREEEERS LUBRAT AT ENTEXT,

A bO—>(clE self-signed certificate (B2BREAEE) HdH Y. SFERADOR Y T —0ZHISCCRREERICE > TEBREINED LT
BHTENTEELT, CAHBREN Y —/I\DT ATV T 14 T ICET 28N RAELTRELTEY . 2LDOREXY FT—T VPNV 21— 32080
BEMHEELBEHO>TVET,

Trusted Certificates (> X MEEBHE)

VPN > IPSec VPN > Certificate > Trusted Certificates

SERAZEAZ 1 —TClE IBEI>Y FO—ZICO— REINTWVWSIERE ((ABKUBESEBRDmEA) DURA M EBBIT LI ENTEELET, A (CA
SERAZD ) X MMTIELFDFEEE T —2H R I NE T,

HE Bz
CAldentity (U 7Y ¥ b)) | AR TcldABRICRIRAEZHIT LE T,
Issuer Name (347%&) CDEFRAEEHITLIZ CABLTY,
Expiry Time (HABR) ZD b TR SEFRELEINICE S BT,

1. VPN > IPSec VPN > Certificate > Trusted Certificates DIEICA—a1—%7 1) v o L. UTOEERERRLET,

B Network &Y VPN ity L Maintenance

VPN » IPSec VPN » Certificates » Trusted Certificates (2 (=)

Trusted Certificates | Active Self Certificates | Self Certificate Requests

Trusted Certificates or CA certificates are used to verify the validity of certificates signed by them. When a certificate is generated, it is signed by
a trusted organization or authority called the Certificate Authority. The table contains the certificates of each CA.When a remote VPN gateway or
client presents a digital certificate, the authentication process verifies that the presented certificate is issued by one of the trusted authorities.
The Trusted CA certificates are used in this authentication process.

Trusted Certificates (CA Certificate) List

Show entries [Right click on record to get more options] | a, |

‘ CA Identity (Subject Name) 8} ” Issuer Name & ” Expiry Date & Time & |

No data available in table

Showing 0 to 0 of 0 entries

Upload New CA Certificate

8-8  Trusted Certificates [

|.) First || .| Previous || Mext , || Last |

2. [Upload New Certificate] =2 1) v o LET,
3. RRENFELUTOEET [Browse) (BRR) &0 vy, sEBREDHBAZIEEL [Uploadl Z27Uv o LET,

Trusted Certificates (CA Certificate) Configuration °

Certificate Fils [ CBromse— ] Mo fe selected

Upload

8-9  Trusted Certificates - Upload



VPNERE

Active Self Certificates (B 2 iFFHZ)

VPN > IPSec VPN > Certificate > Active Self Certificates
ECABREE. SERDT /A RAZHRT 5 CAICK > TRITENEERETY (Ffld. CADT7A TV 7T 4 T A REHNRELGWVBEICIEBESSE

$EERRE) . Active Self Certificate 2 7 Cldk. IREDIY FO—ZIcO— RENTWBHECHEEZHRRLET, &7 v 7A— FENTWSEEHE
[T LT TFDBHRAFRRENE T,

5H Bk
Name (%&#1) CDFREARE T HDICFERT 2481 Ch . IPSec VPN E7 Efzld SSL A—HITIEFRRENE B Ao
Subject Name ZDFIRREDFEE L L TRREINSABITY, IPSec £/zld SSL VPN E7HAARBICRREND 2. ThIEAH
(7910 M) ICBREINAD ML THANETT,
Serial Number (U 77 JV&ES) | 2 7 IVESIE CAICK > TRIFEN. TOBRINCEREERET 2ODIERINE T,
Issuer Name (¥17%) COFIREERIT LIz (BaLk) CA&TY,
Expiry Time (HABR) BLAASHEMICHE S B, BRAIUINSHIICGIREEFEH T 2NETT,

1. VPN > IPSec VPN > Certificate > Active Self Certificates DJBIC A — 21—k 27 v 7 L. LUTOEEZXZRLET,

2 Network {’.',3 VPN ty -‘.}o Maintenance

VPN » IPSec VPN = Certificates » Active Self Certificates o o

Trusted Certificates | Active Self Certificates | Self Certificate Requests

This table lists the certificates issued to you by trusted Certification Authorities (CAs), and available for presentation to remote IKE servers. The
remote IKE server validates this router using these certificates. For each certificate, the following data is displayed:

Active Self Certificates List

Show entries [Right click on record to get more options] | a, |

‘ Name 4] H Subject Name & H Serial Number

& “ Issuer Name & ” Expiry Time & |

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next , || Last ;|

Upload New Self Certificate

8-10 Active Self Certificates [BIE

2. [Upload New Self Certificate] =% ') w7 LE T,
FRENEUTOERE T [Browse) (BIR) &2 U v, BiAEDHAMZIEEL Uploadl &7 v U L&Y,
Upload Active Self Certificate °

o ¢ I
Certificate File } Mo file selected. ‘

Upload

8-11  Active Self Certificates - Upload &/E
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Self Certificate Requests (B2 SEEAZJ VTR )

VPN > IPSec VPN > Certificate > Self Certificates Requests

BOAEZEICCANBRTAEDICU VIR NI BOICIEF BRIF/INTA—RZDANZET B EICLH>T. OV M O—IH SFFEEELREK (CSR)
HEEMTHIENTEXT, ZLC BADOHICENZE CAICELE T, BRAINDE.CALSD S X MRS EBLFAENT v TO— FENL
T DI ADTAT YT AT AZBBNCTHEBCHBEET VT AN— I FHZENTEEXY, BCAAEX. ¥ I T ADBEEEZBMICT
BDITET ED IPSec BKU SSLEFIERINE T,

1. VPN > IPSec VPN > Certificate > Self Certificate Requests DJBICAZ21—%7 1) v 7 L. UTOEEAFRLET,

E—l-_ Network

VPN » IPSec VPN » Certificates » Self Certificate Requests (2 (<)

Trusted Certificates | Active Self Certificates | Self Certificate Requests

The Self Certificate Requests table displays a list of all the certificate requests made.

Self Certificate Requests List

Show entries [Right click on record to get more options] a, |

| Name (4] || Status 9]

Mo data available in table

Showing 0 to 0 of 0 entries |} First

New Self Certificate

8-12  Self Certificate Requests [EH

| Previous || Mext , || Last

2. [New Self Certificate] #%2 Jv o LE9,
3. FRINUTOEEZANLET,

Generate Self Certificate Request o

Name ‘ |

Subject ‘ |

Hash Algorithm ‘ MD5 E]
Signature Key Length ‘ 512 E'
B!

Application Type ‘ Https

IP Address \ |
Domain Name ‘ |

Email Address ‘ |

Save
5 4

b

8-13  Self Certificate Requests - New Self Certificate [EH

5H P

Name BOAAEOAFIZ AN LE T,

Subject SEFAE T A U CN (Common Name/ @84 ) ZEMEEE T, U7V 17 bRIFEBERDT #—< v MMk 2T
EFEEINE T, CN=<device name/ 7/ 1 2% >, OU=<department/ ZBE >, O=<organization/ $8# >, L=<city/ F8T >,
ST=<state/ B, M >, C=<country/ & >, (f: CN=router1, OU=my_company, O=mydept, L=SFO, C=US.)

Hash Algorithm 7L X LEEELEYT, TMD5J [SHA-1) HhoIEELET,

Signature Key Length VI ZFvF—DREFIBELET, [512] 11024] 120481 H5FRLE T,

Application Type 7T —2 3 v OEEEEE LE T, THTTPS] lPSec] HhoEIRLET,

IP Address P7RLAZANLEYT, (F7>3)

Domain Name RAAVREANILET, (T2 3Y)

Email Address A=)V RLAZEADLET,

Save] 27 v o L, REZEALET,
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Easy VPN Setup (VPN € +7 v )
VPN > IPSec VPN > Easy VPN Setup
IFXR=bENIPSec VPN R > —%&7 v FO—FLE T,

1. VPN > IPSec VPN > Easy VPN Setup DIBICAZ2—% 271 v 7 LLET,
2. RREINFELLFOEET Browsel (BIR) ®oUw o, KR T—DFF%EEEL Uploadl #21 w7 LEY,

Maintenance

YPN » IPSec VPN = Easy VPN Setup o Q
This page will guide you through common and easy steps to configure IP5ec VPN policies.

Easy Setup Site To Site VPN Tunnel

Easy Setup Site To Site VPN Tunnel
Easy VPN Setup | CBrawse_ ] Nofie seiected

Upload

8-14  Easy VPN Setup EIHE

3. —E7v 70— FEh3& VPN > IPSec VPN > Policies | TR~ RN/ VPN & LTUZ FENET, 5% 1w 4 T (Edit) Delete) 7z £ 17>
TLREL,
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VPNERE

PPTP VPN (PPTP VPN %)

VPN > PPTP VPN
COAY bO—ZF PPTP T —/\H5B889 2 VPN b ) VEHR—F LTWET, 3> ba—FE ISP DY —/IDLAN VPN 7 51772 b & VPN
B —/ D TCP IR FRL CEMHN T/ A A& L THBELE T,

Server (PPTP VPN H—/\i&7E)

VPN > PPTP VPN > Server

T T TlE. PPTP —/\DBEML / b, ROV FO—JITHERTE7 747 FDIP 7 FLADEHEZEERT ST ENTEET,

PPTPICK WA YR —%y b B LTHAEBI—YHCOIY FO—JICERT AT ENTERT, BT H7 717> bE. LANKA M EBEL.
ERBY—NITET 7 AT B EERD LAN ICWBHDDEDICENET BT EHNTEET,

PPTP H—/N\EEMICT D EILLANSB LU WANPPTP 754 7> b A—HUHT7 0w Rd 500 FO—Z THEBIREICEYET, I #FaEnsz
TSAT 2V NDEREFMIP T RLUASEERNICHS PPTP 75147 Mi, O FO—SD PPTP H—/\ICRET BT ENTEEY, PPTP H—/N\ (k
VXIVDIYRRA Y M) ICK>T—EFRIENSE. PPTP V7oA77 MEOY bO—2HDBETE XY N T—JILT7 VR T BT EHNTEET,

PPTP 7547 > MCBIWH TS IP 7 FLAEEIE LAN Y T Xy b ERCICTEE T, £fzo PPTP H—/N\& O—7A)U7%& PPTP 1—H586E% 7 7 +
W ELETH. AT —/\ZFERT AL DICERECERT,

1. VPN>PPTPVPN >Server DIBIC A= a—%7 ) v L, UTFOBE@mEXRRLED,

_@_ Network CE} VPN

Qo Maintenance

VPN » PPTP VPN » Server o °

PPTP allows an external user to connect to your router through the internet. This section allows you to enable/disable PPTP server and define a
range of IP addresses for clients connecting to your router. The connected clients can function as if they are on your LAN (they can communicate
with LAN hosts, access any servers present etc.

PPTP Server

Server Setup

Enable PPTP Server o 1

PPTP Routing Mode @ Nat @ Classical

Range of IP Addresses (Allocated to PPTP Clients)
Starting IP Address

Authentication Supported

PAP oFF

CHAP | oFF

MS-CHAP OFF

MS-CHAPv2 OFF
User Time-out

Idle TimeQut [Range: 300 - 1800] Seconds
Netbios Setup

Netbios [ Te

Save Cancel

8-15 PPTP H—/\&E

2. YTOEEZRELET,

B85 Bz
Enable PPTP Server PPTP —/\ZBMICLFT,
PPTP Routing Mode PPTP JL—7F « > ZE— K (NAT/Classical) B 5@3RL &9,
Starting IP Address e 21— TFICEIW HTANE P 7 FLABEDBBD IP 7 FLAZASILEY, TOIPT7 FLAFEY—/N
DIP7FLRAELTERIN. S@ERDRVDIP 7 FLAEZ A7 > MBIV ETONET,
Ending IP Address g 21— FICEIWEHTANE P 7 FLREHEDIKTDIP 7 FLAZATILET,
PAP PAP BREEATDY AR— b EBEMITLET,
CHAP CHAP SBAEAR DY R— b EBMICLE T,
MS-CHAP MS-CHAP BBEEA DY R— b Z BT LE T,
MS-CHAPv2 MS-CHAPV2 BBEEA DY R— b ZBCLE T,
Idle Timeout BELEZAALT D M EBLTEI—YHSD ST 1 v IHEWEE. BEFISTEIENE T,
Netbios Netbios 7 R— b ZBMILET,

3. lSave] RE22%Z7 )y I LTRENBEZRESLUBERLET,




VPNERE

Client (PPTP 73547 F)
VPN > PPTP VPN > Client

KAV FE—ZICPPTPVPN 7 SA 7V b ERELET . 75472 bOBEMICHESE. I—TIE Status > Active VPNs X—2 |7 7 A L

[Connect] RZ>7%2 1) w2 LTPPTPVPN k> VEBEIILE T,

1. VPN>PPTPVPN>Client DIBIc A= a—%7 ) v L, UTFOBEmEXRRLED,

2_ Security ﬁo Maintenance

VPN = PPTPVPH = Client (7 (=)
PRTP VPN Client can be configured on this router. Using this client we can access remote netwark which is local to PPTP server.
PPTP Client

Client BEx

Server IP [0000 |

Remote Network [0000 |

Remote Netmask [0 ] (Renges0-32)

Username [ dine |

Password [seees |

Mppe Encryption [ o=

ldle Time Out [Range: 300 - 1800] Seconds

8-16 PPTP US4 7V FERE
2. UTOEEEHRELET,

HE Bz
Client PPTP 724 77> b =BT LET,
Server IP BT B PPTP U —/\DIP 7 RLAZIEELE T,
Remote Network PPTP H—/Nicé>TO—HIVEBBUE— bRy FT—U 7 RLAERELE T,
Remote Netmask JE— bRV NT—IRRVERELET,
Username PPTP I —H&ZIEELF T,
Password PPTP /SR T — RA&EIEELE T,
MPPE Encryption FONJ 2 LT Microsoft Point-to-Point Encryption (MPPE) #B%#AIC L E 9
Idle Time Out 7 A F)VIREERRC PPTP U —/\H' S 2 F COREZEELE T, ()

3. [Savel RE22%ZT )y I L(RENBERFESSUERLETY,

PPTP Active Users List (PPTP 72 7« 71—H% 1 X k)

PPTP DEHRTICDOVWTERRLE T, it 1—HYTHEY U v o % L [Connect/ #ft) Disconnect/ Tk Z&EIRLE I,

Maintenance

VPN » PPTPVPN » Active Users

Active PPTP tunnels connections are listed here, as LAN VPN clients are active PPTP users.

PPTP Active Users List

Show entries [No right click options]

90

4, |

‘ User Name Q" Remote IP 8 H PPIP.IP.

¢

No data available in table

Showing 0 to 0 of 0 entries || First

8-17  PPTP Active Users List

| Previous || Next || Last |
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VPNERE

L2TP VPN (L2TP VPN £87F)

VPN > L2TP VPN
ZOAY bO—ZF L2TP F—/\H 5189 2 VPN > RILETR— b LTWET, ISP DY —/VHLAN L2TP 7 54 77> b & VPN —/ D TCP
G ZER CEDMPN T /INA RE L THAELE T,

Server (L2TP VPN H—/\i&7&)

VPN > L2TP VPN > Server

TZ T L2TP F—/\DBEME / k. BROIY bO—JICERIZV ATV bDIP T RLADEREEERT 2T ENTEXT,

OOV FO—Z%BLTL2TP VPN ZHEIIT B EHTEE T, BMcENE &L LR2TP H—/NL LAN B KU WAN L2TP 7 54 7> FA—FH7
VAT BHA bO—Z THBAEICRY £, — B LTPH—/\BEMGEEEVE—FDLTP Ry =08 —/\&EH IP7 RLABLU R Y
FRY) TRESNZL2TP VA7 M. TURRA > bO O—=5D LRTP H—/NICBRET BT EHNTEET, L2TPH—/N (FRILDT
VRRAV M) KK T—EFRRESND &, LRTP V247 MEOY bO—SHBEB I H0—HILRY D=7 V2R T BT ENTEET,

1. VPN>L2TPVPN > Server DJBIC A= 2—%27 ) v L, UTFOBE@mEERRLED,

_
= Wireless

@ Network (;3 VPN Q° Maintenance

2 Security

VPN » L2ZTP VPN » Server

L)

L2TP allows an external user to connect to your router through the internet, forming a VPN. This section allows you to enable/disable L2TP server
and define a range of IP addresses for clients connecting to your router. The connected clients can function as if they are on your LAN (they can
communicate with LAN hosts, access any servers present etc.).

L2TP Server

Server Setup
Enable L2TP Server

L2TP Routing Mode

o

@ MNat  © Classical

Range of IP Addresses (Allocated to L2TP Clients)

Starting IP Address
Ending IP Address

Authentication Supported
PAP

CHAP
MS-CHAP
MS-CHAPvZ
Secret Key

User Time-out
ldle TimeQut

Netbios Setup
Netbios

]

[ e
[ o=
[ Tere
[ e
[ e

[Range: 300 - 1800] Seconds

[ o=

Save Cancel

8-18 L2TP b RJUERE - L2TP F—/N

2. UTOEEZRELET,

HE

EIGII:I

A

Enable L2TP Server

L2TP E— R ZBIICLE T,

L2TP Routing Mode

L2TP Jb—7 1 7 E— FEBEIRLE T, [NATJ [Classical]

Starting IP Address

I 21— IRV ETZIP 7 FLAEBEDOREIP 7 FLAZ AN LET,

Ending IP Address

I 21— IRV ETZIP 7 FLABEDRT IP 7 FLAZ AN LET,

PAP PAP SREFA DY R— b ZBMCLE T,

CHAP CHAP SRREA DT R— b =B LE T,

MS-CHAP MS-CHAP SBEEA DY R— b Z B LE T,

MS-CHAPv2 MS-CHAPV2 BREEA DY R— b ZBCLE T,

Idle Timeout BELEAALT D M EBBLTEI—YH5D ST 0 v AV EWEE. FETENE T,
Netbios Netbios Y R— b ZBHICLE T,

3. [Savel Ra>%&v vy LTRENBERESLOBERALET,




VPNERE

L2TP Active Users List (L2TP 727« 71—H 1 X k)
PPTP OEFIRRICDOWTHRRLET, i 1—FTHY U v o % L [Connect/ 5] Disconnect/ ] Z &R L9,

System Search.

¢&5 VPN L° Ma

Active L2TP tunnels connections are listed here, as LAN VPN clients are active L2TP users.

L2TP Active Users List

Show entries [No right click options] a, |

| User Name #) " Remote IP 7 “ L2TP IP &I

Mo data available in table

Showing 0 to 0 of 0 entries |} First | Previous || Mext , || Last ;|

8-19  L2TP Active Users List
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VPNE&TE

SSLVPN (SSL VPN 3%7E)

VPN > SSL VPN

SSLVPN R —E7a—/b, FIb—TEED—FLANIVTEREINE T, 2—FLNIVKRY =& Ib—TFLNVR) =KW @ERENn. &7
W—TLNIWRY > —E7 00—/ VR o —KVEBREINET, TNSDRY V—IE LANDFEDR Y FT—7 1)V —X P 7 KL X EzIZ&HIC,
Tk, A bO—2ICE&>THR—FENBH47E SSLVPN U—ERICBRATEZ Y, FIEAERR) —DU X ME, 21—, J)Ib—F &t
IEITARTOI—H (FO—/b) ITERTEZHNESINTEDINT 71 ILEENET,

OIS JI—T FlFT7a—/U0 (DFYD. IRTDSSLVPN I—HFITBRT 3) 1B U T2RELHVET, RUT—DJIL—TH
ThHnE, FIRATEGEHREVIV—TE. TIWEA T AT 1—ICRREN, 1 DEFRT ZHBELNHY T, BERIc. I—YERER V—ITlE R|E
BRI —TFDEAPTAEY X hH 5 SSLVPN I —H72EIRT H4ELH Y £,

R, KUY —DF@ZEEZELE T, KUY —RBIIIDIV—/VICERDOHNF T, 22 FA—ZD LAN ICEF2RFEDRY hT—7 1)V —Z (5f
HFHK L7 Y aVICER) P T FLAIP Ry b —=J (EEITNTDTNA AR —ZE) BT HTEDTELET, NS5 4DDF T3
YD1 DOERICEDNC, BYIGREMPVELZVE T, (DFU EREHIY—ADUAIDSTORY bT—7 )Y —ZDER, £l
P7RLADER), RY—%7 FLAICERYT 5fcdlic. R—hEEHE/ R— hBESEZEHTCELT,

BREOFIBCIHBRLET FLAERIERY b T—7 )Y —=ZANDT 72 A%HE], IFEETDLOICHRET R Y —DHIHNREL ENE
Fo Ffee TR—PLTVWASSLVPNF—ER (VPN b2 RJLV) DB 1 DERFINTUITKRY Y —Z-ETEET,

—EERTHE ARV Y—EBEBICETENE T, RUT—% BAT S SSLY—ER &XEE (Ry bT—2 UV —XE kP77 FLR). 550 GF
B /1) E Y bA-SICREENIR) Z—DU X MMIBERENTWE T,

[Remote Management) T E— FBEBREBMICT HNELDH Y FT,

SSL VPN Server Policy (SSLVPN iK' & —8&7E)
VPN > SSL VPN > SSL VPN Server Policy X = 1—
SSLVPN KUS—#RELET,

B0 SSL VPN KU S —DfERICIE TRemote Management] () E— MNEIE) #BEMICLTVSHE. KU Y—&BRT21—HEids)L—7
EVEREH CHDUEN DI ET,

1. VPN > SSLVPN > SSL VPN Server Policy DJEICAZa2—%&7 v o L. U TOBEEZRRLET,

¢8> VPN

VPN » SSLVPN » SSL VPN Server Policy (2 (<)

This SSLVPN Enable feature enables Option users to use SSLYPN functionality.Policies are useful to permit or deny access to specific network
resources, |P addresses, or IP networks. They may be defined at the user, group or global level. By Default, a global PERMIT policy (not displayed)
was already configured over all addresses and over all services/ports

SSL VPN Server Policy

Server Setup

SSL VPN Server Palicy BEx ]

SSL VPN Server Policies List

Show entries [Right click on record to get more options] ‘ a, ‘

No data available in table

Showing 0 to 0 of 0 entries |.] First || .| Previous || Mext » || Last ;|

Add New SSL VPN Server Policy

8-20 SSLVPN RUZ—dDU X b

2. [SSLVPN Server Policy] & TONJ ICL T lSavel #2 Jv o LET,



VPNERE

SSLVPN K1) > —mienn
1. TAdd New SSL VPN Server Policy] "2 &2 U w2 LT, LTOBEEZFRRLET,

SSL VPN Server Policies Configuration e
Policy Type @ Global D Group User

SSL VPN Policy }
Apply Policy to Network Resource !z|
Policy Name
ICMP | oFr

Port Range /| Port Number
Defined Resources _- :r:
Permission @ Permit ~ Deny

8-21 SSLVPN /R >—mdiEM (Network Resource)

SSL VPN Server Policies Configuration e
Policy Type @ Global _) Group ) User

SSL VPN Policy }
Apply Policy to |P Address |Z|
Policy Name .
IP Address
ICMP | oFr

Port Range / Port Number
Begin
End
Service @ VPN Tunnel O Port Forwarding © Al
Permission @ Permit ) Deny

8-22  SSLVPN R —MiBfN (IP Address)
2. UTOEEERELET,
EH SRR
Policy Type d—% (Usen. A—F)L—7 (Group). FFeldd\TDI— (Global) [CRU > —&E|WHTET,

SSL VPN Policy

Apply Policy to

R —Z%Zy bT—2 1)V —2Z (Network Resource) . IP 77 K L Z (IPAddress) . IP v k7 —% (IP Netrwork) . 277 K L-Z (All
Addresses) D71 LET,

Policy Name N —EHpLEEELE T,
IP Address THAVENRY) —HIP 7 LR (IPAddress). IP & b7 —% (IP Netrwork) DBHICIP 7 FLXZANILET,
Mask Length THAVENRIT—HIP Ry ET—2 (P Netrwork) DBEICNRAIEEANDNLET,
ICMP ONJ (CLICMP R 271w 7 EBMICLE T,
Port Range / Port Number
Begin / End EE NS T 0 v IITHISY B TCP £/zidk UDP R— hD&EEATEZE LE Y,
Service AR —IT K> THIFAREES SSLVPN H—EXTY, B#EENST—EXidE VPN b )L (VPN Tunnel) . R— b7 47—

7474 (PortForwarding). &7zl&mr (Al) TY,

Defined Resources

CORIY—IIHEDRY N T—T VY —=ANDT 7 AZRHLE T, EREFHV YV —ALELTCERTEDLDITR) ¥—
ZERRT BRI, XY b T =0 UV —RERET2REDHNET, 2y bT—07 )V —=AIRDE7 > 3 TERLET,

Permission

CDORYD =T TEELI) Y —R%ZFFA (Permit) &/cldBE (Deny) ITRELET,

3. fSavel R2>YEV vy LTRENBEZRESSUBERBLET,
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VPNERE

R—=ZIVL L7V DIERK

VPN > SSL VPN > Portal Layouts X = 21—

A=)V LAT T b EERLET,

¥ ha—ZE UE— M VPN I—HICH L CERRERSICIR RN W R Z LNV EERTHTENTEXT, RAAMVDEBHICHAZIA X
BRI AR — 2 IVITIERL @A D U kY OY bO—S0BEEE,. UE— FI—HICR—2)VTEICRZ 2074 > OFIB. rlaext—E .
BLUOZTOMFIBROFMEEEBETHIEDNTEET,

1. VPN >SSLVPN > Portal Layouts DJBICAZa2—% 7 v 7 LT, LTFOEEEZRRLET,

VPN = SSLVPH = Portal Layouts o Q

The table lists the 5S5L portal layouts configured for this device and allows several operations on the portal layouts.The router allows you to create
a custom page for remote 55L VPN users that is presented upon authentication. Login instructions, available services, and other usage details that
are specific to a domain are useful to present on the authentication portal. Portals are assigned to the user domain.

SSL VPN Portal Layouts List

Show | 10 El entries [Right click on record to get more options] [ - gi
SSLVPN 1] https://0.0.0.0/portal/ SSLVPN"
Showing 1 to 1 of 1 entries || First | Previous | 1 | Mext , | Last ,

8-23  SSLVPN R—%Z)LD X &

2. La7obTHEYZY Y. TRdit) TDelet) TLA7 7 bZHIR fRELET,

R—=2IVL AT bDIERK
1. [Add New SSL VPN Portal Layout] RZ>%&Z 1w o LT, UTDBEARRLET,

55L VPN Portal Layout Configuration °

Portal Layout and Theme Name
Portal Layout Name

Login Profile Name default T
Portal Site Title
Banner Title

Banner Message

Dizplay Banner Message o

on Login Page

HTTP Meta Tags for Cache [T

Control (Recommended)

ActiveX Web Cache Cleaner [ Tes

SSL VPN Portal Pages to Display
VPN Tunnel page o

Port Forwarding oer

8-24  SSLVPN R—%2)LERTE

R—=2JVLAN D IP 77 K L XDOHIEAEIE https://192.168.10.1/scgibin/ userPortal/portal T4, ZAUE. TUser Portal] U > o> bEA—5
GUID SSLVPN AZ2—=To v 7ENB ERR=JEBLETT,

2. UTOEAERELETT.

HE Bl
Portal layout name HREENTWVWBHRZLR—2 I BEATILET,
Login Profile Name 074> 7077 10)V&%ERELET,
Portal Site Title TIAT Y EDRNTDR=ZIVICT 7L RT BIEBEICKRTEINDR—2)L Web 75 UHBEEODOZ A MLTT,
ZDBEIEF T3> T,
Banner Title 074 BITSSLVPN 7 54 7> MTRRENZ/NF—2 A LTS, TOEBEBIEA T3> T,
Banner Message 074 BT SSLVPN 7 54 7> MCRRENZ/N\F— Ay —ITY, TOEBERIEH T 3>TY,




VPNERE

HE

i

Page

Display Banner Message on Login [ @27« > RX—=ID/\F— A vt —I%FR R (ON) £izlEBE3d (OFF) #EETY

HTTP Meta Tags for Cache Control | HBBREIND Web X—2 & F—2 07 547> bD Web 7S50 F v v 2|lTREENLDEHEEL T,

[ON] ZBHRT B L& BEIDLET,

ActiveX Web Cache Cleaner

ActiveX F ¥ v < 2 §IfE Web 7 1) —F#&8EIE. T D SSLVPN R—2)UICA—H0OT 4 > § 2E5E0DE 57—
FOITADSTSAT Y DT SIHICH L TRITENE T,

VPN Tunnel Page

TDR=ZIVICERT B SSL T —ERIHEDT VPN > RIVDR=IEBHCT B ENTEET, R—2JVR
EDTONSE L. FILCRESNER—2IVIE. R—=ZIVLAT T rD) A MIBMENET,

Port Forwarding

TOR=ZIVICKRT D SSLY—ERIHOTR— T4 T—T A VI EBMCT D ENTEEXT, R—2IL
BENMTOND & FILCRESNIER—2IUIE. R—2)VLAT o DY R MTEMENET,

3. [Savel R2>%=V Uy Y LTRERNBERESSUBERLET,

*ry b= —

A

VPN > SSL VPN > Resources X = 1—

*y bT—=210)Y—ZXDENM

SSLVPN R > —%&RE

ER- ]

BILFEATS) Y —RZERELET, 7—TINREBBEFEINI Y —IADBKRTEN. TDU Y —XIZW < DHODERIE

ZEFEILE T, X hT—7 UV —XIE SSLVPN RS —ZGRICERB L URET 2DIEAENS LANIP 7 FLRADY —ERXEETIV—7
TY, /D) E—H SSLVPN I—HDFeDICERDR ) 2 —%ERT 2358, DY a—bAy PORBZEEHNLET,
Y hT—=0 )Y =BT %A, Y —AZHBT2EBREERL. TNUTTR—FFTZSSLY—EXD 1 DERIFTNTEEN H T4
ENHUET, INHRITENDE MERBEHDRY bT—T7UY—IAD 1 DEFET HZETH—ERICEELTWASF TV b 2AT (P77
FLAERIEPHEEOWTND) ZRETHTEHNTEET HEISLTIDI Y —RICRY FT—=0 T RLARAV R BLUR— h&EHE/ R—

PESZERCEET,

1. VPN >SSLVPN > Resources DJB(ICA—1—%7 1) w7 LT, UTFOBEmEXRRLET,

VPN = SSLVPH = Resources

when creating similar polic

90

Heluo k resources are ser \rices or groups of LAN IP addresses lhal are used to sasily create and configure S5L VPN noliclci This shortcut saves llmc
P

s for multiple remote SSL VPN u art forwarding allows remote S50 users to access specified network applicatio

or servi l(ﬁ afun they lolln to the User Portal and launch the Pwl Forwar dinl service, Traffic r rom the remote user lo the router is detected ind
d bazed on configured port forwarding rules. Part farwarding requires the identification of the TCP application and local server IP addre
thll I; being made accessible to remote users,

SSL VPN Resources List

Show! 10 ||| entries

[Right click on record to get more options] . c\

Showing 0 to 0 of 0 entries

Add Mew Resource

Ho data available in table

Port Forvrarding List for Configured Applications

Showing 0 to 0 of 0 entries

Ho data available in table

Port Forwarding List for Configured Host Names

Show | 10 [« entries

a

Showing 0 to 0 of 0 entries

Add Mew Rule

Mo data mvailable in table

8-25 SSLVPN R —I(ZEIY BT B DICRIFBRIREGRERI) Y —ADU X +
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1)V —ZDEN

1. [AddNewResource| RZ>&E7 vy LT, UTFOBEEEZFRRLET,

SSI VPN Resources Configuration

SSL VPN Resources
Resource Name

Service ® VPN Tunnel Port Forwarding (O All
Resource Object Configuration -

1CMP | OFF

Object Type [P Address =

Object Address

Port Range | Port Number
Begin
End
8-26 UV —RADRTEE
2. DIMOEEERELEXT,
HH EA
SSL VPN Resource
Resource name 1Y — ADIRE DHE A%
Service 1)y —2Z (VPN Tunnel, PortForwarding. F7zl& All) (X595 SSLVPN H—E X,
Resource Object Configurarion
ICMP TONJ ICLTICMP b2 71w o =BICLE T,
Object Type ATV 10 hDEA T% [Single IP Address| [P Network] hhS53RLE T,
Object Address P7RLAZANILET,
Port Range / Port Number

Begin / End ATV bDOR—EE BEE/87) ZEELET,

3. TlSave] RE22%ZI Uy I LTRENBZRESLUBERLET,




VPNERE

TIVr=aVR—bTFT=T4VYT

R=bT74T=T 2 TRERICEKY . VE—FSSLA—HE I R—2UCO T Y LTR— T+ T—7T 1 7 Z&H LRI, BEDRY b
D= T TV r—2 a7 ATEET, UE—FI—PH5IVMO—FETDOI T T ar v 7lE REBHDR— T+ T—T 42 F)b—)b
IKEDWTREENT, lb— h TREEINET,

REDRA ST —=NEIETCP 7 T =23 v Z Y E— P I—HICT 7 ERAZTESLDIHBET AHELDH I E T, LANY—/\INDT7 IR
EHRIAEHITE. O—AIT—/NDIPT RLRAE S RIVENDT TV —2 3 VD TCP R— bESDANTDRMETT, UTDOXRTIET—HEHN
7T =3 ENIGYT B TCP R— bESEZRLTVET, ¢

1. VPN >SSLVPN > Resources DJBICA—1—%7 1) w7 LT, UTFOBEmEXRRLET,

VPN = SSLVPH = Resources oo

Network resources are services or groups of LAN IP addresses that are used to easily create and configure 55L VPH policies. This shortcut saves time
when creating similar policies for multiple remote SSL VPH users. Port forwarding allows remote S5L users to access specified network applications
or services after they login to the User Portal and launch the Port Forwarding service. Traffic from the remote user to the router Is detected and
r d based on fig d port ing rules. Part forwarding requires the identification of the TCP lication and local server IP address
that is being made accessible to remote users,

SSL VPN Resources List

Show!'-ln F:mlﬂu [Right click on record to get more options] q |

Mo data available in table

Showing 0 to 0 of 0 entries [ Frst || - |-Prevous || Next , || Last

Ho data available in table

Showing 0 to 0 of 0 entries || Frst| | Previous || Mext , || Last

Add New Rule

Port Forwarding List for Configured Host Names

Show| 10 [=]|entries q, |

0y Fuy 0 d
Mo data mvailable in table

Showing 0 to 0 of 0 entries [ First || < Previous || Hext || tast ;|

Add New Rule

8-27  SSL VPN Resources list

2. [Port Forwarding List for Configured Applications (TCP Port) ] & zI& I'Port Forwarding List for Configured Host Names (FQDN) | Rlcd % [Add
NewRule] #7wv 7 LET,
3. O—AILT—NDIPT7 FLAZAN. ZDtk ITCPR—FES] Efaldk TRAAVE (FODN) | ZANALET,

Port Forvarding List for Configured Applications °

Local Server IP Address

TCP Port Number [Rangs: 0 - £5535]

8-28  Add New Rule (Port Forwarding)

4, TSavel REVEV vy LTRENBERESLOBERLET,
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SSLVPN 75147 7 FERE
VPN > SSL VPN > SSL VPN Client X =1 —
SSLVPN b RIVT ZA T > FREZTVWE T,

SSLVPN bRV SA 7> METSOYRIRY LDy bO—SBORA > MY —RA > bEaERELE T, SSLVWPN IS4 7> bHd—
PR—2)Vh SREENDIEE. BREOYTRY OS5 IPT7 FLA DNS. BLUWINSBREERD Ry hT—0 727421 NEBRICIEREN
T, TNUTKVUE=FSSLIVWPN I SAT7 > bR Y EIERGR Y b —U&REEZLTIC.O—AILT TV r—2 3BT SAR= b2y b T—
T EDT—ERICT VAT HIENTELT,

VPN >V T SA 7> S DAREE (PPP) DA > 2T T—X7 RLAN LAN LOYIERT /INA XA EERLIEWC EEREITT AT EHNEETY, SSLVPN
A8y NT—0 7 A TZADIP 7 FLXEREIE. I—RL— b AN E£2G52T TRy bERIBEELGVERET2XETT,

J> bO—>1& TFull tunnel) & TSplit tunnel) O R—bZFFAILE T, [Full tunnell E— FIEVPN b ZLRDZ SA 7> bS5 bO—
TWICITRTD T v 7 EFELET, ISplit tunnel] E— RIZEFICIBE LY 247> FDIL—MIEDWTTZANR=FLANIT S T 1Y
TEFRELET, INSDI ATV bDIV—FMESSLT ATV MIBFEDTZAN= Ry FT—O DT 7 AHBE5ZT. ZTORR. HFED
LAN =R EDT 7 G E AT LE T,

1. VPN >SSLVPN >SSLVPN Client DJEICAZa—%&27 1) v o LT, UTFOBEmEmEFRRLET,

VPN« SSLVPN » SSLVPN Client @ 0

An 55L VPN tunnel client provides a point-to-point connection between the browser-side machine and this device. When a 551 VPN client is
launched from the user portal, & "network adapter” with an IP address, DNS and WINS settings is automatically created, which allows local
applications to talk to services on the private network without any special network configuration on the remote 55L VPN client machine.

S5L VPN Client

Full Tunnel Support B
DNS Suffix

Primary DNS Server

Secondsry DNS Server

Client Address Range Begin 192.168.251.1

Client Address Range End 152.1

LLP Timeout &0

8-29  SSL VPN Client 2&7%&

2. UTOmEAERELET.

1HE EA
Full Tunnel Support Full b>2IVEBMCLET, RTAHETZAN— bRy bT—71CHBFE2LIP 7 FLAHAVPN 2V ETT Y
TRAENET, V7472 M= EIRBEENE A,
DNS Suffix SSLVPN 75477 > M EENSDNS U7 v 7 R&ATT,
Primary DNS Server TIAT YV MRAMUER LIERY NO—0 7 AT RICERET D DONS H—/\DIP 7 FLRATY,
Secondary DNS Server TIAT M RAMUER LTcR Y b D=0 T A TRICRET B> A DNST—/\DIP 7 KLATY,

Client Address Range Begin | b > X JVICERFT 20 2147 ME. TDIP 7 RLATHAT 27 RLADEHELN S XY M T—0 72T ZITEH Y H
T5eHIC DHCP KB d 2 IP 7 FLAZEIE L E T,

Client AddressRange End |7 247> bxw D=0 7 XS 2|CEA S % DHCP D77 KL AEHEDKT IP 7 KL AT,

LCP Timeout LCP Echo Interval DfE (#)) ZAILE T,

3. [Save] R22EIUYY LTRENBERESLUBRALET,



VPNERE

SSLVPN 2547 > FIb— F&RE
VPN > SSL VPN > SSL VPN Client X Z1—
CZTIFSSLVWPN 7 S 47 7 FICREENTWASRIL— bDRR. 754072 Mb— bOEMNZETVE T,

SSLYPN VAT bDNESY TR Y bDIP T RLRICTHAVENTIHZE. 7547V VPN b RIVEBLTT A=k LANIC7 7 £X
FREDIT 74TV ML= EDEMENDREDBVET, 7747 74—ILDTZAN—k LAN EDRZT 1 w7 )b— FERIC. VPN 77
AT TF—=IVDSUE—FSSLVWPN 7 SA TV METSANR= b bS5 T 4y V%X BN DY £,

Split b > RIVE— FHBEMTHZHE. VPN b X)L AT 2 MOL— b ERET 20EDNDH IV ET,
© FEERY T ILANDRY NT—=0 T RLAERIEVPN b YRV ZAT7 > b oDgakxy b T—o7 DY Txy MEREZEELE T,
s UITRY MRRAY 15EEXRY b= DY TRy MERZEELE T,

1. VPN >SSLVPN > ClientRoutes DIEIC A Z21—% 7 ) v/ LT, UTOEEZRRLET,
VPN = SS5LVPN » Client Routes o °
The Configured Client Routes entries are the routing entries which will be added by the S5L VPN Client such that only traffic to these destination
addresses is redirected through the SS5L VPN tunnels, and all other traffic is redirected using the hosts (S5L VPN Clients) native network interface.
The table shows the destination routes that will be configured on the 55L VPN client. For example if the 55L VPN Client wishes to access the LAN
network then in SPLIT Tunnel mode you should add the LAN subnet as the destination subnet on this device.
SSL VPN Client Routes List
Show| 10 'TJ entries [Right click on record to get more options] [ a |
B |
o data available in table
Showing 0 to 0 of 0 entries |.| First | Previous | Mext , || Last |
8-30 SSLVPN 7 ZA4 77> bJb—hUR b
3477 ML— D&M
1. TAdd New Client Route] R2>%&V 1) vy LT, UTFOBEEZRRLET,
SSL VPN Client Route Configuration °
Destination Network
Subnet Mask
831 U247 M— FOREBEE
2. UTOEEZHRELET,
BHE Ellis
Destination network [VPN b > LT SA T > FOSRERFY bT—VDLANDZR Y b T—0 7 RLAK G 7Ry MERZ C TITRELE T,
Subnet mask EELRRY FT—0 DT TRy MERECICTRELE T,
3. [Save] R2>%EI Uy LTRENBZRESSUBEARALET,
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OpenVPN HR—

VPN > OpenVPN X Z 1 —
Open VPN DFREETTVNE T,

OpenVPN 5B5E

VPN > OpenVPN > Settings X — 21—

OpenVPN Tl&. E7HEftaMEE. SRS, £d1—YR2/ N\ RT7—REFERT S ETHREICGRET A ERTEEY, XIVFISA7
V- Y—IN\RETERINZE T —NNEITRTDI AT > b DfeICBR E CAGRLR) A L (FRLEIRER ) ) — AT 5 EHANTEEXT,
OOV FAO—Z%BL T OpenVPN ZFEII T HZ ENTEEXYT, INAEF I v I TeldFF o v oEN L. [Save Settings] Ra>& 7w LT
OpenVPN H—/\Ditc) / B ZfTWVE T,

[Server] £— K. [Client] £— F. TAccess Server Client] E—FHOSERLET, 7V XS —/\0 547> bE—FTIE TOpenVPN Access
Server] HSEENOTA > TOT7 7 A )L EZTO— KL, #EGEICET Yy 70— R T 288N H YV ET,

1. VPN >OpenVPN > Settings DJEICA —a1—%&2 v L. UTOEERZRRLET,

VPN & OpenVPN = Settings @0

Please Enable Required Certificates

OpenVPN configuration page allows the user to configure OpenVPN as a server or client.

OpenVPN Settings

OpenvPN e

Mode ¥ Server Client Access Server Client
VPH Hetwork

VPN Netmask

Part 1154

Tunnel Protecol TCP % upp

Encryption Algorithm BF-CEC [

Hash Algorithm SHA1 [=]]

Tuanel Type @ Full Tunnel Split Tunnel

Certificates

Enable Tis Authentication Key
Enable Tls Authentication Key Dizabled

[ save |
832 OpenVPNE&E (F—/VE—N)

2. UTOEEZHREFEERRLET,

BHE Bk
Open VPN FONJ ITLT Open VPN =B LE T,
Mode [Server] (F—/NE—R). [Client] (7247 > ~E—R).[Access Server Client] (772 AY—/)\0ZA4 7> E—
F) DSBRLE T, IBELIEE— FICK>TERRINZBENELZY £,
(7R =N ZA47 > b E—F] Tld. I—YI& BT 52812 OpenVPN 77 £ A —/\h 588070 1
7077 EADO0—RLT. BLEDE7 Y 70— T 20ELHY £7,

Server IP (Client) 54T MDD OpenVPN —/NIP 77 KL X

VPN Network (Server) RExY N I—0 T EZT2DT KL R

VPN Netmask (Server) IRy bT—=0 D3Ry FRAY

Port OpenVPN H—/\ (Efeld 7 7 AU —/\) 5RITT BR— &S

Tunnel Protocol UE— MR EBEETSOITERT 270 D)0, fF):TCP. UDP, #EA{ElL UDP T,
(Server/Client)

Encryption Algorithm Ny EDEEBEENS AT B :BF-CBC. AES-128,AES-192 5 KU AES-256, #IHA(EIX BF-CBC I£TCTT,
(Server/Client)

Hash algorithm INT Y MEREHCERENA Ay 2=V 24T A7)V s, ) : SHAT. SHA256. 85 KT SHAS12, #IEAEIL SHAT TY,
(Server/Client)

Tunnel Type (Server) - FullTunnel- b VEBCTCINTD IS T4 v o & )AA LY M LET, (HIHHME)

- Split Tunnel - > ZJLEBLCTIRE VY —R (OpenVPN 7 54 7> b SBIIENf)b— M) EFIT ST 1 v o
EUAALLYU NLET,

Upload Status BET7AIDT Y FO— FRRICOVWTERRLE T,

(Access Server Client)
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HE

ELiG

File

(Access Server Client)

RETTAIET Yy FO—RLEY,

Browse] (BR) =70 Jv o L. BET 7 AILEIEE.

[Open) #%71) w4 [Upload) T7v 7 O—RKL%ET,

3. TSavel RE>EV Uy LTRENBZRESLUERLET,

Local Networks %7€
VPN > OpenVPN > Local Networks X = 1 —
[Split Tunnell ZZEIRLeHE. UTOFIETO—H)IbRy T —U EERLE T,

1. VPN >OpenVPN > Local Networks DJEICAZ1—%2 ) v L, UTFOBEEFRRLET,

€8 VPN

VPN = OpenVPN « Local Networks

. Please select Split Tunnel and configure this page.

0

This page shows the list of configured OpenVPN LAN networks. Clients have access to anly these local netwarks. The user can also add, delete and
edit networks from this page.

OpenVPN Local Netvrorks List

Show| 10

entries [Right click on record to get mare options]

Mo data available in table

Showing 0 to 0 of 0 entries

Add New OpenVPN Local Network

8-33

2. [Add New OpenVPN Local Network] &2 1w~ LU TFOBE@EEZFRRLET,

Local Networks

OpenVPN Local Network Configuration

| First

| Prevdous || Mext ;| Latt

Local He twork

Subnet Mask

8-34  Add New OpenVPN Local Network

3. UTOERZREECIFRRLET,

BH A
Local Network A—A)bxy =207 KL XA
Subnet Mask O—Albxy FT—000 T2y h<AY

4, TSavel RE>ZV Uy LTRENBZRESSUERLET,
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Remote Networks %7
VPN > OpenVPN > Remote Networks X —1—
VE—bRY N T—=0ZERLET,

1. VPN > OpenVPN > Remote Networks DJEICAZ21—%&2 27 v L, LTFOEERZFRRILET,

VPN « OpenVPH « Remote Networks e o

This page shows the list of remote YPN networks.The user can also add, delete and edit networks from this page.
OpenVPN Remote Networks List

Show 10 || entries [Right click on record to get mare options] a

Ho data avaslable in table
Shawing 0 te 0 of 0 entries | First || | Previous | Mext ;|| Last |

Add New OpenVPN Remote Network

8-35 Remote Networks

2. [Add New OpenVPN Local Network] &2 U wo LLIFTOEEZFRRTLET,

OpenVPN Remote Network Configuration °

Common Name
Remote Network

Subnet Mask

8-36  Add New OpenVPN Remote Network

3. UTOmBAZRELIIERTLET,

BE SEA
Common Name VE—bxRy bT—0D2FIEIEELET,
Remote Network VE—bRYET—=7D7 FLX
Subnet Mask JE—bZRY FT—0DY TRy bRY

4, TSavel RE>Z&V vy LTRENBEZRESSOBERLET,
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Authentication &E
VPN > OpenVPN > Authentication X Z1—
Open VPN DFBGEEREL £, BOMAEZTET v TO— KT 2T ENTEXY, Browsel #0 Jw o L7 v 70— K927 74 )L%&EE. [Open.
& 1)wo LT IUpload) L9,

1.

VPN > OpenVPN > Authentication DIBICA 2 —%27 1) v 7 L. UTOEEERRLET,

VPN = OpenVPN = Authentication

Qpenvpn provides authentication using certificates. This page allows you to upload required certificates and keys which are in pem format.

OpenVPN Authentication

Trusted Certificate (CA Certificate)
Certificate Status

Erowse Certificate File

Server | Client Certificate
Certificate Status

Browse Certificate File

Server | Client Key
Key Status

Erowse Key File

DH Key
Key Status

Browse Key File

Tis Authentication Key
Key Status

Browse Key File

8-37 Authentication

Save] R2>%=D ) vy LTRENDERESIOERLET,

Mo

[ Browse_ | o tie seincted
Upload

Mo

Browse_ | Mo s ssiscted
Upload

Ho

Browse_ | Naofie sectsd
Upload

He
[LBromse__| Mo fie ssiected
Ha

Browse. | Mo fie sslected
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AT —RABLUHEHER

B8E RAT—ZABIUHEHER

ABETCIE. EEIY PA—ZET T ERARAY PDRT =2 RIEREMEHERERTT DLUTDOR—IICDVCEHALET,

FA=a= Eiis SN
EHBR T HERDOSR RO FO—JE. YATLMERLTWS Y Y —XITDOWTHRRTHL Y 231
2 aR— RERELE T,
2y 1R— FOBEE 2y 1R— FOREETVET, 232
AT LIREEDSIR AV FA=ZDOY AT LERICOVTSRLET, 235
v b T =T EROSR AV hA=Z0F Y b T—=7ERICOVTERLET, 237
ERIFROESMR I FA—ZDOERBERICOVTERLET, 241




AT —RABLUHEHER

HatRR EFIAROBE

Status > Dashboard X = 1—
ROV FO—Zl%. YRATLMBEALTWVWS Y —RICDWTERRTBA YY1 R—RERHLET, 4V 1 R— KR=IJEUTDEor> 3>
TEEHSNTWVET,

Status ”?"

Status » Dashboard (7 ()

The Traffic Overview, Discovered APs, Option Ports, Bandwidth Usage , WLAN Statistics , VPNs, hardware resources (CPU and memory utilization ) and
Active Info for user/group are profiled here and packet traffic through the router is displayed for each interface.

Dashboard Manage Dashboard

Traffic Overview ALL [=] Discovered APs Option Ports
3 m 10
HTTP 1003 Standalone 8
g 6
HTTPS | 0% = K
Email | 0 % = 2
s = Auth, Failed 0
22 2 MB 11:16 11:31
]
Unknown 4 Option1 0.00 & Option2 0.00
0
0o 0 0 0 0 @ MB/s MB/s
Managed

Bandwidth Usage AL = WLAN Statistics CPU Utilization

&
20 Transmitted Bear 1%
6
] :
13 Received Kernal 7™
10 80 b ldle Time | B2%
Transmit g
5 2 Dropped 105 (113
(in k8] o -
HTTP HTTPS DNS SNMP OTHER ° o o Receive
Dropped

Memory Utilization Active Info
1000 ] 8 ]
Used Admin Users
750
L] ® =
Free Network
200 4 Users
=

250 Cached

; ]
Front Desk
. = Users
o [ s Buffeers
0 u
,

Guest Users

Total Memory: 318 MB Total Active Users: 1

Traffic Information

Incoming 0 o 679 0 [i]
Outgoing 0 a 208 2 2
Dropped Incoming 0 0 0 0 0
Dropped Outgaing 0 0 0 0 0

] 8-1 Dashboard &M

o3y A
Traffic Overview EAVRTI—ADI S T4 v IHEBEDF v— b aRRLET,
Discovered APs B LIEIRTEODRET LICRREENET IV RARA Y FDF v — b aRRLET,
Bandwidth Usage TWLANJ®RTLANI G ED R Y T =02 T A MUERENEHEHOERERERTLE T, 7 —2IEHTTPITHTTPSIIDNS
[SNMPJ I EDT7 S r—> 3 v —ER & ICRRENE T,
WLAN Statistics REREMIFENTV S BETOET 7V LARAY SHEELIEWLAN F 57 1 v 71DV BERTSED T T 1w
IOBES KT/ MEROF v — b aERRLET,

EH:I
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AT —RABLUHEHER

v av

ELiis

CPU Utilization

RETINA ADVEEL TS CPUEAE (%) ZFXRRLET. CPUMBAETIE. EEBRE H—FIVEBOTOEX, CPU
T7A RIVEEERIZI0GE, INTOI—YEHO IO R E@H < HEIL TVET,

Memory Utilization

RS & Frvia, YAT LN\ T 7ROBREDRRT EICAE ) FEROREEZDIFTERRLET,

Traffic Information

BAVRZTIT—ADZ T4y IRRERTLET,

HwyaR—

FOER

Ay a1h—FOER:
1. [Manage Dashboard] R&>%27 1) v LET,

Status Network 2 Security £° Maintenance

Status » Dashboard 0 Q

The Discovered APs, WLAN Statistics , Hardware Resources (CPU and memory utilization ) and Packet Traffic through the controller is displayed for
each interface.

Dashboard

8-2

2. UTOEEIARRENET,

Manage Dashboard

Dashboard [EIE

Manage Dashboard °
Traffic Overview E Ii Discovered APs [ on I
Option Ports 0 l_ Bandwidth Usage F ._I
WLAN Statistics E Ii VPNs F Hil
CPU Utilization EX ] Memory Utilization BEx
Active Info [ o ._
[ save |
8-3  Managed Dashboard B

2y 3 R— FICRRENDBENRIVEBNE I SENCTHIENTEET,

3. /\RJL7%Z TON] ETclE TOFFI STV B AT, Savel RE =T w7 LET,

FEHTEER




AT —RABLUHEHER

BHEAT7AYT [Details) RE>ZET ) v I THIET, FABRECSHEIBREZLE1 -2 ENTERT,

Traffic Overview

00%
HTTPS ms
0%
0%

& 8-4  Memory Utilization B

HTTP 2B8.303711 KB
HTTPs 0.000000 KB
DNS 0.000000 KB
IMAPZ 0.000000 KB
IMAP3 0.000000 KB
NFS 0.000000 KB
POP3 0.000000 KB
SMTP 0.000000 KB
SNMP 0.000000 KB
SSH 0.000000 KB

8-5  Traffic Overview Details &/

Total APs 1

Managed APs 1
Standalone APs
Rogue APs

Discovered APs

Authentication Failed APs

0
0
0
Connection Failed APs 0
0
Unknown APs 0

X]8-6  Discovered APs Details [EIH
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r 3

CPU Utilization Details o
CPU usage by user 1%
CPU usage by kernel 0%
CPU idle 99 %
CPU waiting for 10 0%

8-7  CPU Utilization Details B

-
WLAN Statistics Details o

Packets Received 1]

Bytes Received 0

Packets Transmitted 141153

Bytes Transmitted 27722676

Packets Receive Dropped (1]

Bytes Receive Dropped 1]

Packets Transmit Dropped 0

Bytes Transmit Dropped (1]

8-8  WLAN Utilization Details [BjE

[Traffic Information) 7— 7 /L ClE. U TDEMIER— b D&F LWVEZEREHEREEZR-LE T,
o BAVRZT 1= (LAN. VLAN) DR— MTHIFB/NTw b LANILDIER
- ERE/NTY b
- BAVET I —ADEREABDEST UNA /)

BRR— FDENITOVWTREEZERE D HBE. DT — IV AL T, R— DR OBRESEEIEEELNVEBEOBE L& T, HEtERT —

TIWIE BR—D DEFHEICRITOKR— b LNV T —2DRTEZTEICT 2 BBEHHELH N &I, OX—IJDEEEHOTAEIF 10 ()
T,
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AT —BABLUHETER

VAT LIKEDSE

Status > System Information X Z 21—

HerIKEED SR
Status > System Information > Device X~ 1—
[Setupl & lTAdvanced] AZ 1 —CHREINEERI > FO—2DAY T4 7 L—Y a3 VREEBFLET, TTTIEUTDE 7Y 3 ICEEHT
WK,
. General - Y RAF LB, 77—L0xT7N=I3 >0 WIAN EY21—/bI\—V 3> BLUOVUTIVESERRLET,
+ Port Information - BEEFRE/\TA—ZICEDVWTEREZFRLET, LAN1 TlEI>» bO—200—A/bA VR T 1 —A%RRT ST EIC
TEELZET L, LANR—bDENH % TStandalonel ICRET B & 5T 5 LAN DFICIEREZRRLE T,

Status > System Information > Device DIEICA Z2—% 7 v/ L. U TFOBEEEZFRRLET,

Status » System Information » Device o Q

&ll of wour Internet and network connection details are displaved an the Device Status page. The firmware version and hardware serial number iz

also displaved here.

Device Info

General
Swztem Mame Dy C-1000
Firmware YWersion 4.4,1.2_ninf
Hardware Yersion B1
WLAM Module Yersion 4.2.0.1

Serial Number

Licenze Information Mone

FPort Information

Description LA Option-1 Option-2

MAC Address Fibia e i . Al 1= Ld

IPvd Address RALWLaW f 255,256.255.0 0.0.0.0 / 255.255.255.0 0.0.0.0 f 255.255.256.0

IPvE Address B TR R RN S 64, fecD:l f 64 £, FeBl T e e 64 £, felB0: e o m2Es f opd
Status up Do DO

IPvE Connection Type M & Dynamic IP (DHCPwG) Dynamic [P (DHCPw)

IPvé Connection State N4 Mot et Connected Mot Yet Connected

Prefix Obtained N4 el 64

MAT (IPwd Only) N Disabled Disabled

8-9 Device Info EE]

LIFOBEEN DY T,
B[ =] Bl
General

System Name v bhbO—201Zv b,

Firmware Version A bO—2HARAEFERL WS T 7—LD T 7DIN—TV 32,

Hardware Version A hO—20N\— Ko7y 32,

WLAN Module Version BEJDY MO—ZTHEL VARG Y FO—Z2EV2—)bD/N\—T 3>,
Serial Number A2 bA—=2DA—=HDT )7 IVES,

License Information AV bA—ZTBWEZA Y ADAATDI X K,
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USB 1RERDEER

Status > System Information > USB Status X —1—

BROY FO—JICERT D UB TN ADBRICOVTEELS TOET BRI FO—JIKE EFEUSB T Y 2PUBT A RV (T 7—LT T
77w TTL— ROR®ROI) EEECES 2 DD USB R— hHH Y ET,

Status > System Information > USB Status DJEIC A 2 —%& 7 v L. UTFOB@AERRLET,

Status = B Network 2 Security £° Maintenance

Status » System Information » USB Status o e

This page displays information about the USBE devices connected to the USB port(s).this page will update dynamically to show the status of the USB
devices connected to the controller.

USB(s) Status

I Description " USB Port 1 Il USB Port 2
Status disconnected disconnected
Vendor NA NA
Model MNA NA
Type MA Na
Mount Status HA NA

8-10  USB (s) Status EImE

LTFomEL NS ET,
EE | Bie
Description

Status B/ S ne T N1 ADREEFRRLE T,

Vendor O FA—ZITERT 5 USB 7\ ADNR Y A5 FRRLET,
Model J> bO—SICET 5 USB T/I\1 ADETIVEEFRRLET,
Type I bO=5E USBBTARY RSAT (AERURT A4 v Y) TINARAL 3GUSBET L (A T42) £1l& USB 7

VRS A 2T T —AEYR—FLTVWET,

Mount Status OV hA—ZITERTT D USB T/NA AD T MREERTRLE T,
USB Port 1 USB R— I 1 ITERT 27 /1 RICET BERERRLET,

USB Port 2 USB R— b 2 ITERTS 27 /1 RICET BERERRLET,
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v b7 —J1FHRDOEBE

Status > Network Information X =1 —

DHCP 7547 >~ DB
Status > Network Information > DHCP Clients X =1 —
IO FO—IHSIPE—RALTWVWEI AT MDURMERRILET,  LANDODU—XTZA4T7 > FELANIPVO D —R 7 ZA 7> K

LANDY—RIS4A4T7 7 F
Status > Network Information > DHCP Clients > LAN Leased Clients DJBEIC X —a2—% 2 1) v L. U TFOEEER-LET,

Status = W _-,'i_-_' Netwrork

Status » Network Information » DHCP Clients » LAN Leased Clients o Q

LAM Leased Clients | IPvée Leased Clients | DMZ Leased Clients

This table displays the list of DHCP clients connected to the LAN DHCP Server and to whom DHCP Server has given leases.|f the LAM iz serving DHCP
addresses, this table will show the list of DHCP clients for the router’s LAN DHCP zerver.

LAN Leased Clients List

Show entries [Right click on record to get more options] ag |

| Host Name o “ IP Address 8 “ Salbddess 9.|

Mo data available in table

Showing 0 to 0 of 0 entries |.J First || .| Previous || Mext || Last ,|

8-11  LAN Leased Clients List [&jH]

UTFDEELNSGYET,
=B 55
Host Name BT 5051472 NDRA b,
IP Address FHIIP )X NI DRARDLANIP 7 LA,
MAC Addresses BEBHDIP 7 FLRAFHEFD LAN KA MDD MACT FLZ,

LANIPV6 D) —R 7547+
Status > Network Information > DHCP Clients > IPv6 Leased Clients DJEIC A= a2—%7 1) v L. UTFOBEEmEERERLET,

Status = Wi

e

& Mainter

Status » MNetwork Information » DHCP Clients » IPvé Leased Clients o Q

LAN Leased Clients | IPv6 Leased Clients | DMZ Leased Clients

This table displays the list of DHCPvé clients connected to the LAM DHCPvé Server and to whom DHCPvé Server has given leases.|f the LAN is serving
DHCPV6 addresses, this table will show the list of DHCPvé clients for the router’'s LAN DHCPvé server.

IPvé Leased Clients List

Show entries [Mo right click options] Q, |

‘ Host Name 8] “ IP Address ]

MAC Address s
Mo data available in table
Showing 0 to 0 of 0 entries |.| First || .| Previous || Mext || Last ;|
8-12  IPv6 Leased Clients List [EE
LIFOmEEND VT,
HE B
Host Name BRI 547 NDKRA M,
IP Address DHCP IPv6 H—/\HVF#9 % LAN IPv6 77 KL R,
MAC Address DHCP IPv6 F—/\EICH BB EICTIE. FHINZIP 7 FLADEII HTE5NS MACT RL A,
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FvyTT74TR -2ty a2V DEE

Status > Network Information > Captive Portal Sessions X — 21—

AV FA—SHBETHT7VEARA Y bR TEB LT VT4 TaAV2—% vy by a v r—TINCHRRENE T, NS5O —HIE
O—AIVERIEABI—F T —2N=XHFEL TV AV 2=y NP7V REHFAIENOT7 1 VEAE AR > TVWE T,

AVE—=%y by avDINARIV—DBMTHHHE. Lvya>ThHEY vy L, [Disconnect] Z:#RT 5 &, EIREIFFRAI 11— % RIRM
ICYITCEE T,

v avEmERL. BV Uy I AZ1—h5 [Block Device] Z3&R L £ 7, [Block Device] R2 VFAERMICT DY~ U R I (Security > Firewall
> Blocked Clients) |TBIIT B &I CDU A7 FORESLUSHEDY Y a Vv ZBIELET,

Status > Network Information > Captive Portal Sessions DIBICA 21 —% 27 1) w7 L. UTOEEEFRRLET,

2 Security

Status

Status » Network Information » Captive Portal Sessions 0 e
Use this page to monitor the runtime authentication sessions that are active on your controller.
Captive Portal Sessions List

Show entries [Right click row to see more options] a, |

| User Name ] “ IP Address & |
Mo data available in table

Showing 0 to 0 of 0 entries |.J First || .| Previous || Mext || Last }|

8-13  Captive Portal Sessions List [E[[H

TFomEL S ET,
HE HER
User Name ZURA LR — YD1 -4,
IP Address OJ4>921—HDIP7 LA, I—HFREIPT7RLRETOY U %ITiE. [Captive Portal Sessions List] M
B w7 AZa—n5 [Blockl BRI DT LT, RTTEET,
Disconnect BIRI—TDIRED LY Y 3 v AYMILET,

TI9T7147yvravnslE

Status > Network Information > Active Sessions X —1—

TOTa 7y arTiE. LFOEBEEOS|EIY FO—JBEADT V71 TlaAv2—% v vy a e ODWTDERERRLET,
- Source (FE7T)
- Destination (38%%)
- Protocol used during the Internet sessions (- 2 —%w bzwv ¥ 3 vicfEbnfz7a ka)b)

. State (IREE)

Status > Network Information > Active Sessions DJEICA —21—&7 ) v o L. UTFOBEEAEERRLET,

P

-] :
ﬁ Maintenance

Status = Wi

Status » Network Information » Active Sessions 9 O
Use this page to monitor the sessions that are active on your router.

Active Sessions List

Show entries [Mo right click aptions] | e, |

Sourc ) " Destination & || Protocal ] “ State 8 ‘
0.0.0.0:68 255.255,255.255:67 udp none
Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext ; || Last

8-14  Active Sessions List [BIE
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VPN v 3 DER
Status > Network Information > Active VPN Sessions X = 1 —
TUT47VPN Y>3 Tl LUFOBEOERI Y FO—ZREDT7 V74 TE VPN £y > 3 ICDVWTDIERERRLE T,
- PolicyName (R —%)
- Endpoint (T RRA > k)
- Transfer Rate (KB and Packets) GXfEL— )
- Configuration State G&EIRR)

ABBEIBEIS 1 £ 2 [DWC-1000-VPNJ AEHIDIBEI DHFIBEHETT.
FRITBHVPN Y 3 0ZFERLE T, (IPSec. SSL. PPTP. Open VPN)
Status > Network Information > Active VPN Sessions DIEICA =1 —%7 1) v o L. UTOBEEERRLE T,

3

Status = Wir

Status » MNetwork Information » Active VPNs » Active IPsec 5As 0 0

Active IPsec SAs | Active SSL VPN Connections | Active PPTP VPN Connections | Active Open VPN Connections

This page lists current established |Psec Security Associations.

Active IPsec SAs List

Show entries [Right click on record to get more options] a, |

Mo data available in table

Showing 0 to 0 of 0 entries

|.) Frst || .| Previous || Next ;s || Last |

8-15  Active VPN Sessions List EIE (IPsec)
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AVE2TI—RADIST 1 vy DEE
Status > Network Information > Interfaces X = 1—
BAVRATI—RAIBIFHARE / NBE/NNTrY b EFRRLET,

Status > Network Information > Interfaces DJEICA Z1—%2 U v o L. U TFOEEAZRTLET,

L & = . .
Status = Wireless E Network % Security oo Maintenance
Status > Metwork Information » Interfaces (2 M=)
The profiled and packet traffic through the router is displayed for each interface..
Interfaces
LAN Info
Description | LAN | Option 1
Incoming Packets 2632 0
Outgoing Packets 6 2
Dropped In Packets 0 1]
Dropped Out Packets 0 0
VLAN Statistics
P
Show | 10 entries No right click options, |
|° = Ll A
Port | Incoming Packets & | Outgoing Packets % | Dropped In Packets & | Dropped Out Packets &
g \No data available in table
Showing 0 to 0 of 0 entries | First || | Previous | Next ; | Last
WLAN Statistics
Data Information Packets Bytes
Transmitted 0 0
Received 0 0
Transmit Dropped 0 0
Receive Dropped 0 0
Active Info
Description Count
ICMP Received 9
Available VLANs 1
Active Interfaces 1
8-16  Interfaces EIE
WTFOBEELSYET,
EH Biis

LAN Info (LAN 1-4)

Incoming Packets

R—=MTAFITBIP/INT Y b,

Outgoing Packets

R—IDSHENT SNy ML

Dropped In Packets

A VBT T—ADABERB CTHESN/NTY b,

Dropped Out Packets

A VBT T —ADNBEFB THEENTINT Y b

VLAN Statistics

Port

VLAN [EX0)59 7R — h&ES

Incoming Packet

R—=MCATTZIP /Ty ML

Outgoing Packet

R—FDSHENT B/ v M

Dropped In Packet

A VBT T—ADABERB CHESNINT Y b

Dropped Out Packet

A2 T T ADNAERB THREENT/ T b,

WLAN Statistics

Transmitted

IV FA—SDBETNCHEZINTDT T EARA Y bKE LT/ ML

Received

IV FA—S0BENIHEZINTDT I EARA Y bHRE LT/ VT ML

Transmit Dropped

IV FA—S0BERCHEINTDT 7 EARA Y bHKE L. BEENTHE/ T ML

Receive Dropped AR T I—ADWNAEABETHEEENZ/NTY b,
Active Info
ICMP Received AR TT—RICRIFE LI ICMP 1\ |~ DFSER,

Available VLAN

BNEEINTET VT4 TIEVANA V2T T —2,

Active Interfaces

BINGEA V2T T —ADHE,




AT —BABLUHETER

HRFHROSE

Status > Wireless Information X = 1—

O bO—S5 DIREE LFEHERDBER
Status > Wireless Information > Controller Status X =1 —
> bO—>DRESERERTLET,

Status > Wireless Information > Controller Status DJEICA a2 —%7 v o L. LTFTOEEERRLET,

Status = wi

£° Maintenance

Status » Wireless Information » Controller Status 0 e

Controller Status

Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The information on the Global page shows status and statistics about the Controller .

Controller Status

WLAN Controller Operational Status Enabled

IP Address

Peer Controllers

Cluster Controller

192.168.1.100

a

Yes

Cluster Controller IP Address 192.168.1.100

8-17  Controller Status BiE

MromEENS Y &I,

BE

i

WLAN Controller Operational
Status

WLAN 32 b B—Z OBEIREE,

IP Address

RO FO—SDIP 7 RLZ,

Peer Controllers

Ry hT—7 ETREENZET WLAN O bO—>0%#,

Cluster Controller

OOV A=Y S ARICHIT RV T2 bO—ShESHhERRLEY, 7O b O—ZD7IL—
Tl O bO—2D01 20 BFMICREINDD. £REVIRZOAY MO—JICEBEDICRETNE T,
ISRARZAY MO—=FE ET7TI—TROIRCDT I CARA Y N ETSAT > MBI BRT—2 A LHET
BRENELET,

£SRBAY FO—SEI. 255 AEDEBRET 7L AEAY b 25T
RFRAF v 27 —AN—RXEFRRCEXT, /77X20> O—ZTldEVay ~a—
BT 57\ AT BRI ERT LT,

b BEHMBERB LU
Sk, O—AHiblcEE

Cluster Controller IP Address

JSRBZAY NO—=Z5THBET7A M A—SDIP 7 RLA,
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A bA—JICEERIFENTVWS I S17 > F

Status > Wireless Information > Controller Status > Controller Associated Clients X = 21—

OV MO—ZEBBEMFEINTWE I SAT7 > bEaRRLET, OOV NO—SHAY T A2 A—5TH5HE. OC7I> bO—>TE
BEINSEE/ A7V FEFRRLETD,

Status > Network Information > Controller Status > Controller Associated Clients DIBEIC A =2 —% 27 v o L, U FOEEEAERLET,

£° Maintenance

Status

Status = Wireless Information = Controller Status = Controller Associated Clients o @

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The table lists all the available Controller Associated Clients in the system.

Controller Associated Clients List

Shaw entries [This information is view only] (2 |

| Controller IP Address 3 ” Client MAC Address %) |
192.168.1.100 00:1D:73:A2:18:D4
Showing 1to 1 of 1 entries }.) First || .| Previous | 1 | Mext » (| Last jj

8-18  Controller IP Address [EIE

LIFOEELSH Y ET,
=S| Bt
Controller IP Address BISUTAT YV IDERT DTV CARA Y MEEETZO FO—ZDIP 7 FLRAZFRRLET,
Client MAC Address BT AERI AT FDOMACT RLAEFRRLEY,
DEE > RIV

Status > Wireless Information > Controller Status > Distributed Tunnel X =1 —
AP-AP b RIVE—RIZEIEOY FO—JILT— 2 b2 70 v I EREETICEG IV 27 M B3 O—Z VI 2 R— b 5oIERINE T,

AP-AP h Y RIVE—RTL 7547 Y FORUICEIEY AT LICBWTT V2 ARA Y MERT 286 7V EARA Y MEC VAN 74T —F «
VOB REBATAHIETRIEV ATV DT —2%EELET, V547 Y MORIICHERT 577 L ARA Y b IR—L AP EFUET,

DIAT Y DA—ZIVITRTVEARA Y & [PV T—2 32 AP) EHUET,

Status > Network Information > Controller Status > Distributed Tunnel DIBICA =2 —%27 v o L. UTFOEEAEERRLET,

Status Wireless B Network o £® Maintenance

Status » Wireless Information » Controller Status » Distributed Tunnel o Q

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

This page shows information about all the distributed tunnel clients.

Distributed Tunneling Status [EeEETESENE [

Tunnel Packets Transmitted 0
Tunnel Roamed Clients ]
Tunnel Clients ]
Tunnel Client Denials ]

8-19  Distributed Tunneling Status [E&|E

LTFOmEELNSY £,
185 Bilis
Tunnel Packets Transmitted | 9 XTD7 72 RARA > FHDEEL b > RIVRERTRE LIz N7y b OREL
Tunnel Roamed Clients DEEL S RV EFEBLTR—LAPHYSO—IVIICHHLIEY 247 > D,
Tunnel Clients PEEL SV RIVEBRALTWET I EARA Y MIERT 50 5147 > SO,
Tunnel Client Denials TIAT Y MHO—Z VT TBRIC. VAT LDDEE N RIVERECTEGD DT AT > SO,
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E73Y bO—>DZEIREE

Status > Wireless Information > Controller Status > Peer Controller Receive Status X =1 —

E722 FO—ZREHEETIE. 1 DOEKFEI Y FO—IHSMDITNTOIY FA—FICEGFRELZXELET, I M O—ZDEEREHKIET S
TEITNA, AHEETIZ 1 DDA FA—2HB5 Y T AZRDITANTOEGEI Y FO—FZEELE T, [Peer Controller Receive Status] BE Cld.
Y hA—ZHETD 1 DHLRELIEREICET 2FHRERRLET,

Status > Wireless Information > Controller Status > Peer Controller Receive Status DJEICA —a2—% 2 v L. UTFOBEEER-LET,

P — .
Status B Network o £® Maintenance

=

Status » Wireless Information » Controller Status » Peer Controller Recieve Status o e

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The Peer Controller receive Status page displays information about the configuration sent by a peer Controller in the cluster.
Peer Controller Receive Status
Configuration Receive Status
Current Receive Status Mot Started

Last Configuration Received

Peer Controller IP Address 0.0.0.0
Configuration MNone
Time Stamp Jan 1 00:00:00 1970

8-20 Peer Controller Received Status [E|E

UTOEENSHYET,

g&ll

BE ]

Current Receive Status

Current Receive Status E7 32 bO—SHh 5 EEREERET 2HBEDT OA— /WA T2 AER/TLET,
- Not Started - Bta L CLV&E B A

- Receiving Configuration - EAZEF T,

- Saving Configuration- 3> 7« J L —< 3 V& REFTY,

- Applying AP Profile Configuration - AP 707 7 1 JLDREZ BAFTI,

- Success - AiTh

- Failure - Invalid Code Version - RiE7x 21— F/8\— 3 >

- Failure-Invalid Hardware Version - RIE/&/\— R = 77/N\— 3>

- Failure-Invalid Configuration - RIEZOA>Y T4 JL—> 3>

Last Configuration Received

Peer Controller IP Address AV MA—SHMISHDEG IV T4 L — 3V T—2ESELRIC. 7—2ZFELE7d> fO—F

DIPT7 LR,
Configuration E73Y bO—Sh5RERICRELZIV T4 L—Y a3 vD—aRRLET,
- Global
- Discovery

« Channel/Power

- AP Database

« AP Profiles

+ Known Client

- Captive Portal

- RADIUS Client

+ QoS ACL

- QoS DiffServ

- None- RO bO—Z3IDI>Y bO—ZDO VT4 JL— a3 v EAERELTVE A,

Time Stamp COEGI bO—ZHAE7 A bO—IHB AV T4 I L—2 3 VT —2aRELREDRBZRRTLET,
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E7 3> bO—3DXEIREE

Status > Wireless Information > Controller Status > Peer Controller Sent Status X = 1 —

JIAARD 1 DOV FA—ZASRDOY FO—JETCORELFRRLE T, Flee V7 AZHAOE 7 DY FO—ZHE LIZREICET 515
B, REBRESELEZET7IFO—ZDIP 7 FLAZHRRLET,

Status > Wireless Information > Controller Status > Peer Controller Sent Status DJBIc A —2—%2 U v o L. UTFTOEEEAERLET,

Status

Status » Wireless Information » Controller Status » Peer Controller Configuration Status o e

Controller Status | Controller Associated Clients | Distributed Tunnel | Peer Controller Receive Status | Peer Controller Sent Status

The Peer Controller Configuration Status page displays information about the configuration sent by a peer Controller in the cluster.

Peer Controller Configuration Status

Show entries [This information is view only] | |
Peer IP Address o Configuration IP Address o Configuration & Timestamp &

Ho data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Mext , || Last |

8-21  Peer Controller Sent Status [EIH

LTOEELSY £,
bi=[= Bk
Peer IP Address REBREZELVZAZRNOZET7 I bO—ZDIP 7 RLAERRLET,
Configuration IP Address HREBRAEE LI ZAZAOI Y FO—ZDIP 7 FLRAERRLET,
Configuration ¥ hA—2AE7aY rO—Hh5RELIERED—HEFRRLET,
Timestamp FRENDY bO—ZICBRAINIEHREZRRLE T, EBENNTP ZFERT 2oIcZE7I> b O—2&EFREL
B AT, B UTC TRRENSZOHENTT,

Refresh] REVEI Vv ThHE. BREFHLET,
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T I7EAKRA Y MERDBER

Status > Wireless Information > Access Point X —1—

Global Status

Status > Wireless Information > Access Point > Global Status X = 1 —
ROV MO—JHEB LTIV ERARA > M (B, BFHAN. AE) [T UBERERTLET,

Status > Wireless Information > Access Point > Global Status DJE(C A =1 —%=27 v 7 L, UTFOBEEZFRR-LET,

Status

—

Network

= \Wireless
= W

£ Maintenance

Status » Wireless Information » Access Point

Global Status

All APs

» Global Status

L

Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

The information on the Global page shows status and statistics about the Controller and all of the objects associated with it.The Unified Wireless
Controller periodically collects information from the APs it manages and from associated peer controllers

APs Global Status

Total APs
Managed APs

Standalone APs

Rogue APs ]
Discovered APs 1]
Connection Failed APs 1]
Authentication Failed APs ]
Unknown APs 1
Rogue AP Mitigation Limit 128
Rogue AP Mitigation Count ]
Maximum Managed APs in Peer Group 1024

WLAN Utilization

8-22  APs Global Status EimE

MTOmEENSGYET,

1HE B!
Total APs T—RAN—RAADEEHRT 7 XRA > b OKEE, T DEIFEIC TManaged APs . [Connection Failed APs J. Discovered
APs] DIEDMEZE L BYET,
Managed APs EEWR AP T —2AN—XADT 7L ARA > MR, T FREE REMTONTHEY BRI b O—2&7 074

TIEERD I SN TWET Y EARA Y T,

Standalone APs

Standalone E—= KD M S A NP I ARA > MR, O FO—ZI&. Standalone E— RFD7 7t ARA >V M EEEL
FHho

Rogue APs

IRE WLAN ECREENTWVWBRET I CARA Y bO, 70 LARA Y MHRF AF v 2958, 3TN VA
W7 I ERARA Y b ERET BIBENHNET, TDLD%ET U LARA> h% [Rouge (RIE) & LTHRELET,

Discovered APs

AV bA=ZEEHRLTVED, BREICHRESNTWEWT VERRA >V b, THUCIE Discovered] (f&H) Ficld
lAuthenticated | (BRSE) REED TR TDEET VA RA >~ FHAEENE T,

Connection Failed APs

DEINCESEEE N, A Ay FOEETICH o fep RERFERIY bA—Z LOBICERDEIIENTOEVNT 742X
RA > b D,

Authentication Failed APs

T 7 ANNZEERE Y b O—5 EDBEDHILICKE LIET 7t ARA > b,

Unknown APs

I87E WLAN ElciH Ttz TUnknown) GRED) D7 7 ARA > b, EFED FO—SHEET B LD IGREE
HDT JEARAY SN T VT4 TICEBEINTWEWERICRF AF v > ZB L THEREINS & TUnknown] (GRE0)
DT IEARA Y FELTHEINE T,

Rogue AP Mitigation Limit

VAT LDEREHER T L— LEXETEST 7 ARA 2+ DERAE,

Rogue AP Mitigation Count

REBT I RARAY bERDERBedlc. RE. BIFY AT LDFEHRR A v -V %R EL VDT V2R

A2~ 0 DB BRAMTONTWENWT EZRLET,

Maximum Managed APs in
Peer Group

TIAADNEERY BTV ARA Y S DERAE.

WLAN Utilization

AAY PO—SDBETFICHEZINTCDT I EARAY bDRy bT—UFEREK, KMEld7O—/\UitsHEZEIC L

TWET,
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All APs

Status > Wireless Information > Access Point > All APs X = 1 —

RO FO—DHRREELRIGEPRLIET7 VAR, >~ (BE, Bkl AL ICETAYIUBHREERRLET, AT —2ATY MJEFET
BIFRCEET,

Status > Wireless Information > Access Point > AllAPs DJBIC A= 2—%7 1) v L. UTFOBEEmEXRRLET,

Status

F o T
1 ®

Maintenance

Status » Wireless Information » Access Point » All APs o Q

Global Status | All APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

The All AP Summary page shows summary information about managed, failed, and rogue access points the controller has discovered or detected.

All APs List
Shuwenlries [This information is view only] | q, |
MAC Address G IPaddress  © Age status 6 Radio | Channel
192.168.1.101 Oh:0m:11s Authenticated 802.11a/n,B02.11b/g/n 0,0
Showing 1to 1 of 1 entries |- First ) Previous | 1 | Next ; || Last jj
8-23  All APs List [BIE
LIFOEEAN D) T,
EH Bt
MAC Address TIRRARA FDMACT KL A,
IP Address TOVARAEDIPT KLZA,
Age TR ARA Y b DREDEES K OEROEHH SEiE L2,
Status TIRRRA Y SN AT—R R,
- Managed - 77 CARA Y N AT 7AIVERED T VL ARA > MTBREINTH Y. 77 EARA > M
Managed E— FCEMEL CWV&E T,
- No Database Entry - 777 £ XRA> D MAC 77 KL XA O—7/VF = RADIUS Valid AP ICFTEL £ A,
« Authentication (Failed AP) - 77 L ARA > ~i&k. EED> FO—Z £/l RADIUS Y —/NIT K BFREEIC B L
LT
- Failed - GOV FO—ZIET7 VL ARA > FEDEGEHNRONE LI, T7—DI 2 MUK BRI 52E Tl
Managed AP 7—2~X—X xR £7,
ZESY EETOT O HARA Y ME, BEBPR. —EHIC [Faled) DRAF—2 ZUHYET,
- Rogue - 7O RARA Y bE EEDY bO—SICERERAFCVERA. oo 77 EARAY FDMACT
R L A& Valid AP 7—Z X=X RICFEE LT Ao
Radio TORARA Y FHMER LTV B EGEESE— R,
Channel HERHIH CERFOF v > I,
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Managed

Status > Wireless Information > Access Point > Managed X —1—

BEBENTWVWBT VARV MBI EFMERTLEY, BBEINTWET IV CRARA Y b 2B ) v I T HE ESICA T a2V EEMCT

S

Status > Wireless Information > Access Point > Managed DJBICAZa2—%7 1) v 7 L. UTOEEERRLET,

Status

£° Maintenance

Status » Wireless Information » Access Point » Managed 0 e

Global Status | All APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

We can see all the details related to a managed AP here.We can perform actionlike reset, disassociate clients connected with selected AP.

Managed APs

\ Model Name

dwl8600ap

List
Show entries [Right click row to see more options] | a, |
% ” Firmware Version & ” MAC Address & " IP Address © " Location @JI Stat#s & || Co nfi&uratian Status 8 I
4.3.0.1_B003 5C:D9:98:2E:0E:00 192.168.1.101 Authenticated In Progress
1 entries || First | Previous | 1 | Next ; || Last ;|

Showing 1 to 1 of

8-24  Managed APs List &

UTDEENSYET,

BH

ELis

Model Name

EEREDT I LARL Y FOEFIL,

Firmware Version

EERNRDT I CARA Y DT 7—LTTT7IN—T 32,

MAC Address (¥) BEGRDT IV CARA Y bDA—TF2y T RLR, 7RAZ)AT () DMACT RLRITHELSBE., 77 EARA > ML
73> FAO—JICEBENTVED,

IP Address BEGRODT IV CARAEDIP T RLZA,

Location TORRARA T SHWERICAIE L TWAIBRICEET 24 7 a > Dicih, 7O EARA Y FOBEBL Y 3 EBL TR
EBEHDEDTY,

Status 77 ARA Y~ DIREDERIREE,

- Discovered- 77 L ARA Y ME. ROV FO—JICE>TEEINTOEITH. TSN TOE LA,

- Authenticated - O~ FO—ZICKWRBAB LURREISNE Lz GRIDNBEMN THEHE) i REITN TV E A,

« Managed - 707 7 A IVERELT 7 L XRA > MTERATNTH Y. 77 2ARA > MME TManaged] £— FTEIHEL
TWET,

- Failed - @O FO—JIET7 7 RXRA > b EDEGEHNEDODNE LIz, T7—DIY UL BIFRY %% T Managed
AP F—AXN—=XITFEVET, EETFDT Vv RARA Y ME. Uty b, —BHIC TFailed] DAT—2Z ZITEYD F£Y,

BEOEGEEBLLTODIRE. 77 ERRAY FOBADA Y E2 T T—AEEI Y LET, 77 ARA > b
BB SNETRTDISA 7 FOBFEHIRRENET, ZOT77ARAY MIBEEREIND . B5
AT T —ASEEREEIC Y £ T,

Configuration Status

BENRDT 7L ARAY ML THRETO T 7 A IVDOBERICEN L TWABHESHERRLET,
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AT —RABLUHEHER

GV ITBHE AT a3V A1 —mERT BT ENTEET,

—

Status = Wireless Netvrork

£L* Maintenance

Status » Wireless Information » Access Point » Managed o Q

Global Status | All APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

We can see all the details related to a managed AP here.We can perform actionlike reset, disassociate clients connected with selected AP,

Managed APs List

Show entries [Right click row to see more options] | q, \

| Model Name O" Firmware Version & " MAC Address ] " IP Address & ” Location © || Status & || Configuration Status 9‘

dwl8600ap 4.3.0.1_B0OD3 5C:D9:98:2E:0E:00 192.168.1.101 B AP Details Success

Showing 1 to 1 of 1 entries # | Radio Details | Previous | 1 | Mext || Last J|
il Meighbor APs

ifi Meighbor Clients

El| VAP Details

2 Distributed Tunnel

& Reset AP

:i| Disassociate Clients

AP Statistics

juuj

Radio Statistics

fuu

E)| VAP Statistics

8-25 Managed APs List &M@

UFDAZ2—HBYET,

1B EA

AP Details TIEARA Y PO SINE LI GRE B R E R R LE T,

Radio Details IR V2T I — ADFHGREEZFRRLET,

Neighbor APs EELLTIEARA Y hH BIRUICER A V2 7 T — A ETCEBE RF A5+ AT > CRH LIEBET7 7€
ARA Y b ERRLET,

Neighbor Clients T RRARA Y MCEER, EET7 7 CRARA Y S DEGA V2T T —ADMERHE LIEEIRY 5147 > FDIEHR%E
®RLFET,

VAP Details BIRLIET 70 RRA 2V S EDIRET7 7 ARA > b (VAP) . GOV FO—SHEETBH 7 VARSIV D
IR VAT —RCETHYTUERERRILE T,

Distributed Tunnel WE. TUEARA Y N TERBD L2 b RIVICEET BIERERTLET,

Reset AP EETZT7TIVERARA Y M ETIIBEERREICRLET,

Disassociate Clients BIRLIET U ARA Y SO SYILIE 247> b ERRLE T,

Flee TOVRARA Y FOBR/ EIGA VR T T—RED ST 4 v 7 ICETRERERTLET, REREXIL—T v FOBERERY b T—5

DEZTIVDZICIRIITBD T ENTEE T, BET BTV CRARA > FOfEHERZA TR T Bzl Managed APs List] DI b ZEH
T LT UTOAZ2—5FRLET,

BE SiEA
AP Statistics BEDT 72 ARA Y MHERELI/ Ty M CBRERTLET,
Radio Statistics BEDT 72 ARA Y SHERE LT/ 7w MEEBRDBEREEF V2T 1 —ATLICRRLET,
VAP Statistics REDT V2 ARA Y bHERE LI/ Ty MIUEERICRR U TBIR Y S 47 > MIDIERE VAP S &IERTL
EER




AT —BABLUHETER

AP Details

[Managed APs List] ADI> ~U&ERHY U w7 LT, TAP Details] Z#EIRL KT,

Managed APs

MAC address

1P Address

Managing Controller
IP Subnet Mask
Controller MAC Address
Status

Controller IP Address
Software Version
Profile

Code Download Status
Discovery Reason
Configuration Status
Protocol

Vendor ID
Authenticated Clients
Part Number

System Up time

Serial Number

Age

Hardware Type

8-26 AP Details EIE

WTOEEHSH Y &9,

78:54:2E:32:57:C0
192.168.10.5
Local Controller
255.255.255.0
00:02:bc:9b:97:6a
Managed
192.168.10.1
4.3.0.1_B00&

1 - Default

Not Started

L2 Poll Received
Mot Started

5

D-Link

0

bcm953012er
0d:00:50:33
RZBY1DB0O00004
0d:00:00:04

DV/L-6600AP Dual Radio a/b/g/n

5H Bk
MAC Address HEERIY FO—SBBRICHB 7V ERARA U DA =2y T RLUXZ,
TORRARAY D MACT RLADEIT (%) DML TWAEBE, €727 PO—IHABEBELTVET,
IP Address EEWRDT7 IV CARAFDIP T RLZA,
Managing Controller | 772 RRA > bHAO—AH/IVDY bO—FF2EE72 > bO—ZICE > TEEEINEHESHRLET,
IP Subnet Mask EENRDT7 VL ARA Y DY T2y MRV,
Controller MAC Address | 77 £ ARA > b ZEEBLTWAOY FO—ZD MAC 7 FL R,

Status

TIRRRA Y bOREZTRLET,
- Discovered- O bO—ZHM&H LE LIeH\ £/ZEREERAETIEH W £ A

- Authenticated - 2> bA—SMERAIB LU L F Lic GREFZBMICEHRE
EEABLTVELA.

- Managed - AP 707 7 A JVEEENBEAEN. Managed] €— N TEMEFR,
- Connection Failed - FiEHHEI > FO—JWET7 IV CRARA >V M eDFEFREER LE LI, T7—DI Y MJISEESE
HDHEIBRT 2E TIHEE AP T—2N—RTERVE T, BETDT 7 ARA > MMIBIEEEF [Failed) EFRRENBT

LTWBIEE) B AP 707 7 1 IVERTE

ERBYUET,
B smompmnsss L0288, TOERENY NOBA VAT I—AEEIVLET, THLREAY ME
BETATANTDI ST FORGHIEREINET, 1Y OS5l k> CBEBRINDE, 75 EAKA
> R ORI V8T T — BRI E T

Controller IP Address

TIOXARA T MEBELTWAO O—ZDIP 7 LA,

Software Version

TOCARAV DY T EDITIN=D 32 TORARAY FOBERICEIGSENSERCT,

Profile

EBETDOT7 7 ELARA Y MREERAINTWAS AP 707710, 7AT 71 /Ui&Valid AP 7—2ZX—=XKHRDT 7 X

KA MOBRENTVET,

B2 =70k o MAREENTHARR Y FO—SOBETICASE. ZO%TO7 71 LH Valid AP
F—a~—2ZA (O—AILEIE RADIUS H—/%) TEBEN, HLOTOT 7 A LHABBENZHBE. 207

5 ARAY MBI LT,
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AT —RABLUHEHER

EH

LG

Code Download Status

TOCARAY MCHTBY T b2 7DAT>O0— R IX bOREERLET,

- Not Started - # 7> HO— R L TV ER A

+ Requested - ZD7 VL ARA Y MIHTYA— FHHEEINTVEIH. BEDL T >O— R I)I—FT7 72 AR
A2 bHGHEWH 2TV O— FORIBAEIEA SN TV E LA,

+ Code-Transfer-In-Progress - 7 7 £ ARA > MEFV 7 b7 DRI > O0— RE@HALE Lz,

- Failure- 7OV RARA Y MEV T b7 DA O— FOKBERSELE LT

« Aborted- 7T ARA Y EHTFIP F—/NEW Y T b D2 70O0O— FAETDRICA D> O— RlgfiEEnE Lz,

+ Waiting-For-APs-To-Download - 47> 0— RIEZ D7 7L ARA > b THRT L. D7 7 XARA > DA D> O—
MIRTHF>TVET, TOWREETIX Reset AR R 7 7€ ARA > MTEEENE A

+ NVRAM-Update-In-Progress - 4 7> O— FICEIILE LTz, Reset AR ATV XRA > MMEKEEINE Lz,

+ Timed-Out - 777 £ ARA > MIRERBNICER > bO—JIcEERLELATLI

Discovery Reason

TOCRARA Y baEBH LA EERRLET,

- IP Poll Received - SR> bO—ZHSRBLIEIP R—U Y JICKV T I RARA > baEELE LI IP7FLX
WKIPR=U VTR MRESNE T,

- PeerRedirect- 77 ARA Y MIET7AY FA—THS5DUZA LY MCKUBHEENE Lz, 77 ERARA > MME
MOET Y FA—IN\OEFAFEH . TOET7 1Y PO—IHSREOHERERI Y FO—ZDIP 7 FLAZF
BLE Lo TIVEARAY M EFRAITHHE. E7IEHEERIY FO—Z0 P 7 FL X% RADIUS H—/\H 5 D5
BlckikuFEELFE L)

- Controller IP Configured - BETDT7 7L ARA > MIERIY bO—ZD P 7 RLADNREENTVET,

- Controller IP DHCP - EE D7 7t AKRA > MME. DHCP H—/NKW IP 7 RLUXZEELE LTz,

- L2 Poll Received - 7 7 £ ARA > &, D-Link &7 /31 ZEH 70~ Jbic K WEHINE Lz,

Configuration Status

TOCARAY MTEIWHTOENTWAS A7 7 AV TREDBRD LIED ESHERR TEE T,

« Not Configured - 772 RARA Y M TOT 7AIVHEREEENTOVE B 77 LXRA > MMIREENZATEE
MHBYETH. TSN TUVE A,

« InProgress - IREDAY FA—SHS TV LARAY MHLTAP 77 70)bAY T4 7 L— 3>y bEXEE
FTY,

« Success- INTDTAT7AIVH T VL ARA > MGEEEN, 2V T4/ L—2 3 VIS EROONELATLS,

- Partial Success - INTDTAT7AIVH TV CRARA Y MTEEEN, VT4 L—avIo—HRELELE
N TOERRAY MIERAIETT,

- Failure - 7A7 7 IWDT VR RARA Y MTEESNE LA, AV T4 L—2a vy IS—HEELE LT, 77
TRARAY MEERTEE A,

Protocol

TOCARAY MDY T DI THYR= 27O YVN=T 32 T IERARA Y b DBHEOBRICEFR ENSERTT .

Vendor ID

TOCARAY DY T D ITDNVR, T7IEARAY b DOBERICFEEINE T,

Authenticated Clients

TORARA Y MR L. SREESNT Y 514772 b, 77 ARA > b ETEIERDTRNTD VAP |EREEE Nz
247 NOMTY,

Part Number

TORARA Y bDIN= R L2T7IN— bES, 77 EARAY FOBHDBRCFRENE T,

System Up time

AIERIDT 7L ARA Y bDINT—F > 1)y bhoid LR (1),

Serial Number

TOCARA Y bDYRT LD T IVES,

Age HERIEIY FO—Z &7V ERARA Y MEEDRBEDBEED SiFiE LR,
Hardware Type TOCRARAY NDIN—R 7 TZv b TF—Le 7OVARAY FOBHEDOBICEEREINE T,




AT —BABLUHETER

Radio Details

IManaged APs List] ADI> ~U&EHZY w7 LT, [Radio Details] ZERLEKET,

Radio Details

MAC Address

Radio Mode

List of APs
Channel

Authenticated Clients
Channel Bandwidth

Transmit Power

Fixed Channel Indicator

Fixed Power Indicator

5C:D9:98:2E:0E:00

® 802.11a/n 802.11b/e/n

40MHz
0%
Na

Na

Manual Channel Adjustment Not Started

Status

Manual Power Adjustment Not Started

Status

WLAN Utilization

8-27 Radio Details

UTDEELNSYET,

[ETfil

=S| B
MAC Address EBEVVLARA Y bDA— Ry 7 FL A,
Radio Mode LEEBOEIET 247> b EgR Y b T — U BRICGBIST H/zIC. Radiol £z Radio2 Z#IRTEXT, #)
HRfECIL. Radiol |& IEEE 802.11a/n E— FTHIEL. Radio2 |& IEEE 802.11b/g/n E— R CHIEL X T,
Supported Channels TOCRRAY MDY FOA—ZICRET B, Fr o RIVBIVETOREE A F v > VA MRDI > b

JIEEI— R N—=F7z7DOMEE. BLUOREICEST ¥ XIVEIRICK Y BTV ET,

Channel

B 27 1 —ADEMEEA. REREREICH LT v I ERRLET,

Channel Bandwidth

F v >z VEiEiE (Q0MHz £zl 40MHz) |

Fixed Channel Indicator

BEF vV RIVHDRESTN. EEA VEZ T T —RCEWETSNTVBHERLTVEY, BEF v X)L
Valid AP 7—Z2Z~X—2Z (00— ﬁ)b?ﬁatRADlUS*T—/\)’C ECEEXT,

Manual Channel Adjustment
Status

Fr oIV EBETHFE) VTR MDBEORKTERLTVET,
- NotStarted - F v VR IVEBD 7 TX FHFETEINTOVE LA,
- Requested - I—HHF vV XVEED Y VTA baFET LA, OV bO—ZIXFEAEE LTOWERA.
« InProgress- O FO—SEARER A V2T T —ATF ¥ ZVEBY VTR MELETTY,
.« Success-F v U RIEEY T IAMITT LT LI
Failure- F v > XJVEE) 7 TA MMIKBLE LT,

WLAN Utilization

YIBEEEEOR Y FT—OFBEDGH., MEFBRTEOMSERICEDELT,

Authenticated Clients

MBS T H BT VL ARA Y MOEREELTe Y 47 > b DEFHE, \iFA 227 T —XATHEWNGEE VAP IC
WLTCT VARSI DEREE LT T4 7> b DI,

Transmit Power

ERHEDREDIEEET,

Fixed Power Indicator

EERXREENDRESN. BHEA V2T —RXIBVEHTOSNTVLSEDERLTVET, BEEEEENIL Valid
AP F—AZN—Z (AO—7AJLETld RADIUS F—/Y) —(n ECEET,

Manual Power Adjustment Status

BHEIHFH) 7 T A bOREDRI,

Total Neighbors

RF TUT7ADIEESHAN CEERET 57 /\A X (T OCARA U N ETSAT 2 - DlA) D,

Supported Channel

STy VOEREICERENSERT v X,

Radar Detection Required

FREEEIC L o TE SGHZ BT v > 2V CERE— F@@Hﬂb\‘/\gf\\@"o T v VRV TERE— FORED
DEEHA. 77 RARAY M MDEFREEDREZ RIS 58I 802.1Th AEFALE T,

Radar Detected

D 80211 7/\A AN DF v > )V TREENH E Db\%%:zmbiﬁ'o

Time Since Radar Last Detected

TINA ADERBICT v 2 RV TREENTH S8 LTk,
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AT —RABLUHEHER

Neighbor APs

Managed APs List] ADI> bU&HZ U w2 LT, TNeighbor APs] ZZEIRLEK T,
List of Managed Access Point's Neighbor APs 0
_r"Neighbor AP MAC | ssip | rssi | — Age [ Radia

No data; available in table

8-28  AP's Neighbor APs B

NTFoEEH DY) £

HE

i

Neighbor AP MAC

Neighbor 77 € ARA > b b T—=0DMACT RL A, ¥BNGER > 27 T —AEIE VAP D MACT FLATY,
D-Link 77 £ ZXRA > F DIFEIEEIC VAP D MAC 77 K LA TF, Neighbor 777 2 RARA > D MAC T FL Rl RF X+ +
VIREOWB EHESRTCEXT,

SSID Neighbor 777 £ ZRA > kD xy T —2 D SSID,
RSSI Neighbor 77 X RA > FHSDESHEE (1-100) ZRLET, KU, BEBTDVVEARA > M EBEET V£ AR
A FEDERONHER TESHELHVET, 1 HREBUMESRETT,
Status TOCRARAY bOBERRERLET, Thid. 2y bT7—7ETOY FO—JICRBAINTVEBEWNET 7 AKRA >+
THBH. Flzld Rogue CRIEE) DWWTNHTT,
+ Managed - ##&> X 7 LslE Neighbor 7 7 2 ARA > P EEEBLTVWET,
. Standalone - 7V ARA > b, AZ2> R7AOYVE— RTEERBEIN, Valid AP > b (O—A/VE & RADIUS) &L
THREINET,
- Rogue- 77w ARA Y MIBEEET7ILT) XLD 1 DICKYBEE LTHEINTUVET,
« Unknown - 772 XRA > ME. v bT—7TiRHINEA BREH 7V XAIFERE LTHELTOE A,
Age EHSEE T, KT 7 ERRA Y A RF AF v VL > TREBICREENTH S8 LR,
Radio TIRARA Y NDEEFA V2T T —IAMEBLTVWAERE— RERRLET,
Clear All Neighbor 777 AR+ > k& Neighbor 7 247> DU MOSINTCOIY M EV U7 LET, TnlE REERLE

TORARA Y bBEUBRA V2T T —ADHEL T &7 7 CARA Y FOLEIRA > 27 T —RITHV %2 Neighbor
ZHIPRLE T, JR & Neighbor BMEEEND L. BERE 2L —FENET,




AT —BABLUHETER

Neighbor Clients

[Managed APs List] DT> bUzHT 1) w2 LT, INeighbor Clients) ZZIRLE T,

List of Managed Access Point's Neighbor Clients

Neighbor Client RSSI Channel Discovery Age Radio
MAC Reason
Mo data available in table
8-29  AP's Neighbor Clients B
UTOmEENH) &Y,
EH i

Neighbor Client MAC |Neighbor 7 7 ZARA > bRy FT—0D MAC T RL R, YPBNEERA > 27 1 — XK 2IE VAP D MAC T L X,
D-Link 7 7 2 XARA > b DBEIEEITVAP D MAC 77 KL AT, Neighbor 777 ARA > F@DMACT R L AIERF XF+
VIREORNB EHEEBRTEELT,

PR ENS L BERE2IL—FENET,

RSSI Neighbor 77 € ARA > bHSDESRE (1-100) ZRLET, Chuck. BETDT7 V7 XRA > k& Neighbor 7
TERARA Y FNEDEBAEKATESBEN DY T, 1 hRLHIMEERE T,

Discovery Reason HKEINf3EH,

Age IR VAR T I — AT KTV EARAY MO RF AF v VLK UREBICREINTH 5B LR,

Radio TIRRARA Y bDEEFFA V2T 1 —APMEA L TVBEEE— I,

Clear All Neighbor 777 2 XRA > b & Neighbor V5 A 7> bDUXASHSTRTDIY AT )7 LET, X & Neighbor
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AT —RABLUHEHER

VAP Details
[Managed APs List] ADI> bU&ERHY U w7 LT, VAP Details] ZEIRLET,
Managed AP VAP Details o
MAC Address 5C:D9:98:2E:0E:00
Radio Mode * 802.11a/n B02.11b/g/n

List of Managed Access Point's VAPs

VAP 1D VAP Mode BSSID SSID Client Authentications
0 Enabled 5C:D9:98:2E:0E:00 dlink1 0
1 Disabled 5C:D9:98: 2E:0E:01 dlinkz 0
2 Disabled 5C:D9:98:2E:0E:02 dlink3 0
3 Disabled 5C:D9:98:2E:0E:03 dlink4 o
4 Disabled 5C:D9:98:2E:0E:04 dlinks 0
5 Disabled 5C:D9:98:2E:0E:05 dlinke o
6 Disabled 5C:D9:98:2E:0E:06 dlink7 0
7 Disabled 5C:D9:98:2E:0E:07 dlinka o
8 Disabled 5C:D9:98:2E:0E:08 dlink9 0

8-30 Managed AP VAP Details EIE

LTFOEELHYET,
HE Bkl
MAC Address EETDT7 IV CARAY D=2y b7 RLZA,
Radio Mode [EHREDEGRT A7 > ~EEGER Y MU= BERITEST B28IC. Radiol £z Radio2 AFEIRTEEX T, #IHAE
Cl&. Radiol (& IEEE 802.11a/n E— R TEMEL. Radio2 (& IEEE 802.11b/g/n E— R TEMEL £,

List of Managed Access Point's VAPs VAP ID

VAP =BT 2DITERAENS ID (0-15) T ZHud. CLI/ SNMP RRHDFRERIC VAP Z5#5I T 2 el ERLE T,

VAP Mode VAP E— K (BRIETcldER) ZRTLET. VAP DFER. B LIZ VAP DIHH. E—TAVDEEPT AT
hEERCELT,

BSSID VAP DA =Ty b7 FLA,

SSID VAPIZEIW YT fexy b T—0, &VAPD XY b T—JIEAP 7O 7 7 A JIVATHRESN.SSIDIERY FT—2 2> T«

TL—2avIcBDELY,

Client Authentications IBIEVAP BEREEL CWB 0 514 7 FDOEETEL

Distributed Tunnel
[Managed APs List] ADI> bUEHZ U w7 LT, IDistributed Tunnel] ZZIRLET,

Managed Access Point Distributed Tunneling Status °
Clients using AP as Home 0
Multicast Replications 0
Clients using AP as Associate 0
VLAN with Max Multicast 0

Replications

Distributed tunnels 0

8-31 Managed AP Distributed Tunneling Status [EIE

LTFomEELS Y ET,

EH PR
ClientsusingAPas | 98E M XIVE—REFERBLTCDT7 V7 ARA Y MHASAO—ZVJ L. TOTIVERARA Y MT Y RIVERTT—4
Home BEKDTTAT > EDE,
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AT —BABLUHETER

== BLis)
Clients using AP as PEE SV RIVE—REFERLTIDAPICO—Z2T L. R—LAPIC M Y RIVBHTT — 27X 7 517> D,
Associate

Distributed Tunnels

CDTIEARAY b EDDEE L2 bRV EFOTWBT I CRARA Y bOE, 7O EARAY ME b RIVEER
TBHIET VATV MR UTR—LAPEIET7Y T3V AP ELTHBELET,

Multicast Replications | [@ U VLAN DX > /N Td B R— L AP DEEA b > 2 LE],

VLAN with Max
Multicast Replications

PEEL N DV ZIVICRIVFF v A NERET BT 7 ARA Y FHREZ L DRIEESR A1T 57 VLAN ID,

AP Statistics

Managed APs List] DT> bUzHT 1w LT, TAP Statistics] Z#IRLE T,

Managed Access Point Statistics Details
MAC Address 5C:D9:98:2E:0E:00
WLAN Packets Received 2378
WLAN Bytes Received 446866
WLAN Packets Transmitted 14160
WLAN Bytes Transmitted 2541339
WLAN Packets Receive ]
Dropped
WLAN Bytes Receive Dropped 0
WLAN Packets Transmit ]
Dropped
WLAN Bytes Transmit Dropped ]
Ethernet Packets Received 5017
Ethernet Bytes Received 1045615
S e s S ] IRAR

8-32 Managed AP Statistics Details EIE

MTFOEEL S ET,

B Bis)
MAC Address BIRLIETVERARAY FDMACT KL R,
WLAN Packets Received FEIRR Y N D=0 ETT O ARA Y SHRE LTy MK
WLAN Bytes Received FERR Y NI — U ETT O RARA Y EHARELTRT —28 (N1 ),
WLAN Packets Transmitted IRy N T — 0 ETT O ARA > MHREE LT\ M
WLAN Bytes Transmitted IRy N D=0 ETT Vv RRA Y EHFELTRT —2E (N1 ),
WLAN Packets Receive Dropped | iRy b T—7 ETT7 7 RARA Y bARE L. WEINIE/ T v ML
WLAN Bytes Receive Dropped Ry NT—0 LTV U RRARAY EHOREL. WEINET —422 U1 b)),
WLAN Packets Transmit Dropped | Ry b T—72 ET7 IR ARA > bAKE L. BEINIEE/ T v ML
WLAN Bytes Transmit Dropped | g%y b T —0 ETT7 OV ARA > EHAREL, BEINRT—22 U1 ),

Ethernet Packets Received BEXY NI =T ETT7 0 CRARAY FHZE

LTy b
=

Ethernet Bytes Received BRRY NT—0 ETT7 U RRARA Y bHRME

Lz —422 UN M),

Ethernet Packets Transmitted BEXY NI =T ETT7 0 CARAY FHEE

LT oy b

Ethernet Bytes Transmitted BRRY 8T —0 ETT7 U RARA > bHEE

LT —%28 (/N1 ),

Multicast Packets Received BEXY NI —U LTV 0 CARAY FHRE

Lie<ILFF v 2 by ML

Total Receive Errors

BRxy N7 ECRAILIERET S — D,

Total Transmit Errors

Bz T —7 ETCRALIGEMET S — D,

ARP Regs Converted from Bcast
to Ucast

TIRARAY SR VU ICRET BRICTO— FF v ATy bEIZF v X My MCE# LT
ARP U7 T X+ DHL,

Filtered ARP Requests

BIR) > CHETBRDVICT T EARA Y MHWETEZ ARP U 7 TR D,

Broadcasted ARP Requests

VAPICTO—FF ¥ AMELTEETNIZARP UV IX D, DAV ZIEWDS )T EEHEL Ao
ZTNOEBODO VAP ICTO— RFv A hENBEBCARP 7 L—LDEHDH T b ENDFTREELH Y £,
ARP DINLENMERNCEN T AA TV RISHIFAPIRETY,
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AT —RABLUHEHER

Radio Statistics
[Managed APs List] DI > ~1)

HH7 ) w2 LT, Radio Statistics] Z#3IRLE T,

Manage Radio Statistics Details

MAC Address
Radio
WLAN Packets Received

WLAN Bytes Received

WLAN Packets Transmitted

WLAN Bytes Transmitted

WLAN Packets Receive
Dropped

5C:D9:98:2E:0E:00
® 1-802.11a/n 2-802.11b/gin
1531

6284

275055

1097217

0

WLAN Bytes Receive Dropped 0

WLAN Packets Transmit
Dropped

WLAN Bytes Transmit Dropped 0

Fragments Received

[ R P

0

n

8-33  Managed Rad

io Statistics Details B/

MTFomEENS &I,
BH Eilis)
Radio [RREODERT 47 > EFERR Y ST =V EKRITEINT 578l 2 8D Radiol &7z Radio2 ZERTCEE T,

WLAN Packets Received

BIRA VR T I —ALETT I RARA Y bORME LT Vv b

WLAN Bytes Received

BIRA VAT I —ALETT I CARA Y bORELTET—528 UV b)),

WLAN Packets Transmitted

BIRA VR T T —ALETT I RARA Y bHRE LT VT w b

WLAN Bytes Transmitted

BIRA VAT I —ALETT I CARA Y bR ELTRET—528 UV b)),

WLAN Packets Receive Dropped

BIRA VAT I —ALETT7 I RARA Y bHREL. WEIN/ Ty ML

WLAN Bytes Receive Dropped

BIRA V2T I —AETT IV RARA Y MOREL. WEENT—22 (N1 b)),

WLAN Packets Transmit Dropped

BIRA V2T I —AETT I RARA Y PORE L. WEEN/N\T v ML

WLAN Bytes Transmit Dropped

BIRA V2T I —ALETT 7 RARA Y bDREL. BMEENT—22 (N1 b)),

Fragments Received

ELSRELREZATHT -2 EIFEED MPDU 7 L—L#,

Fragments Transmitted

FEELIZATHT —2EIEEERT, @37 FLAKIERIVFF v A b7 RLAZEEE MPDU 7 L — L,

Multicast Frames Received

RELTFEAEMAC T FLARICRIVFF v A bEY PHREEN TS MSDU 7 L—LE,

Multicast Frames Transmitted

ELCHEELIBEMAC T FLARICRIVFF v A EY FHREEN TS MSDU #,

Duplicate Frame Count

>4 AHIE T « —)U KT duplicate (TR) EmENTWE T L—LEZRE LB,

Failed Transmit Count

Short retry limit/Long retry limit #i@lc & . MSDU AIE L <FEET b o fe @ik,

Failed Transmit Count

MSDU MELCEEENEE, O bO—SOBEBRCH BT 7L ARA Y b OFEHERESRT 51Cid. &
DEBICHZDTIVEIVAZ21—D5, TIEARA Y FDMACT FLAZEBIRLET,

Multiple Retry Count

2ELLEDY bZA%IC MSDU AIE L EXEET N[,

RTS Success Count

RTS 7L —LDIEE LTREENT (TS 7L — LD,

RTS Failure Count

RTS 7L —LDISEE LTREENGED o2 CTS 7 L—LDHE,

ACK Failure Count

BELTWE AKK 7 L—LHZEETNE ST,

FCS Error Count

LI MPDU [T X URRANL 2 FCS TS5 —#,

Frames Transmitted

XS LT MSDU D,

WEP Undecryptable Count

ESbENETL—LDSB, BEELORELELERINTWVWEED, £RIESETNA AT AN —FF
T3 vEFBLTVWEWOICERES N L— LD,
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VAP Statistics

IManaged APs List] DI bUAERHY U w2 LT, VAP Statistics] Z:&RLE T,

Manage VAP Statistics Details

MAC Address 5C:D9:98:2E:0E:00

Radia ® 1-802.11a/n 2-802.11b/g/n
VAP 0-dlink 1 v

WLAN Packets Received 1531

WLAN Bytes Received 275055

WLAN Packets Transmitted 6284

WLAN Bytes Transmitted 1097217

WLAN Packets Receive
Dropped

0

WLAN Bytes Receive Dropped 0

WLAN Packets Transmit
Dropped

WLAN Bytes Tramsmit Dr

opped 0

8-34 Managed VAP Statistics Details I

WTOEEH DY) &I,
HE Bis
Radio [NEEDERT S 47 > b EERR Y T =7 ERITBEIGY B1céI, 2 D Radiol &z Radio2 ZBIRTEE I,
VAP TIWEIAZ 21— SRR, HLT D VAP HEHEREZEISLE T,

WLAN Packets Received

1B LTz VAP DNRME LT/ N v

WLAN Bytes Received

BELIE VAP DRELBT —28, (N1 h)

WLAN Packets Transmitted

& LTz VAP DUR(E LTk Ny

WLAN Bytes Transmitted

SE LI VAP DNXE LT —28, (N1 h)

WLAN Packets Receive Dropped

CDVAP ETT7 U RARAY bHRMEL. BEEN/VT v L

WLAN Bytes Receive Dropped

CDVAP ETT7 VR ARAY bHREL. BWEENT—28 U\1 b)),

WLAN Packets Transmit Dropped

CDVAP ETT7 U RARAY EHREL. BEEN/ Vv L

WLAN Bytes Transmit Dropped

TDVAP ECT I RARA Y bKEL. BEEN T —28 U1 ),

Client Association Failures

VAP IC K WA IER SN Z4 7 > MK,

Client Authentication Failures

VAP NDEBEEICKB LTy 547> M,
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Peer Managed

Status > Wireless Information > Access Point > Peer Managed X —1—
VISAZRADET AV NA—OHEET DTV ARA Y MBI 2ERERTLET., FE7IAVA—JEIP 7 FLRICE D TRESINE T,

Status > Wireless Information > Access Point > Peer Managed DJBICAZ2—% 7 1) v 7 L. UTOEEAFRLET,

Status

Status » Wireless Information » Access Point » Peer Managed 0 @

Global Status | All APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

The Peer Controller Managed AP Status page displays information about the APs that each peer Controller in the cluster manages.lUse the menu
above the table to select the peer Controller with the AP information to display. Each peer Controller is identified by its IP address.

Peer Controller Managed APs List

Show entries [This information is view only] | a, |

| MAC Address

M AP IP Address & ” PEER IP Address gu Location & " Profile @l Hardware 1D & ‘

No data available in table

Shawing 0 to 0 of 0 entries |.] First || .| Previous || Next » || Last |

8-35 Peer Controller Managed APs List [E[[

NFOEESBYET,
== 558
MAC Address 7Y FO—SHEETBET Y LAFA Y FDOMACT KL

AP IP Address

TIRCARAVEDIPT FLR,

PEER IP Address

TOVARA Y b EEETHE7A bA—ZDIP 7 RLR, TIVETVAZa—05 TAIll Z&ERT 5 E. ARHFER
TNEY,

Location BIEG BT 7 ARA > MCERE S NIIBFRDEE,
Profile IR FO—SD TV ERARA Y MCBRT B 7V EARA > bOTAT 740,
Hardware ID TOCARAVEDIN=RIOxT7TZ5w T +—LICEIYHTENTWB/N— R 7 D,
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Authentication Failed G2EETS5—)

Status > Wireless Information > Access Point > Authentication Failed X =1 —

TIRARA Y MHSEFIY FO— S \DEFLARLEE/NTY b T7+—<y bRV AZIDEEDIS—Dzs, icld Valid AP & LTIELLO—
7V /RADIUS BREEIERA RE SN TCWEWE EDRRTERT ST ENH I FT, CTTIE. EEIY bO—F EDBEDHENICKRLIET 71X
RAYVMCETBBERERRLET, 7IVEARA VN TEY ) v I LT, BEXCSFEREZBRI 24 T a AL,

Status > Wireless Information > Access Point > Authentication Failed DJEICAZ2—%=27 1) v o L. UTOBEEZHRRLET,

Status = Wireless 8 Network £ Security L Ma

Status » Wireless Information » Access Point » Authentication Failed o Q

Global Status | All APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

The AP authentication failure list shows information about APs that failed to establish communication with the Unified Wireless Controller.An AP
might fail to associate to the controller due to errors such as invalid packet format or vendor ID, or because the AP is not configured as a valid AP
with the correct local or RADIUS authentication information.

Authentication Failed APs List

Show entries [Right click row to see more options] ‘ a, |

| MAC Address ) ” IP Address & " Last Failure Type & " Age & |
192.168.1.101 Not Managed 0d:00:00:02
Showing 1to 1 of 1 entries |.J First | Previous | 1 | Next » || Last j|

8-36  Authentication Failed APs List Bl

T RARA Y MEUTORERROWINNCE ) T —(Cx) E T,

I>— Btz

No Database Entry TR ARAY RO MAC T KL RHO—7/U Valid AP 7—2X—Z F fold&N 88 RADIUS H—/\D 7 — 2 \— AT
Wesh, 772 ARA Y FDORAIAETNE A

Local Authorization TIHCARA Y MCREENTWBSRIR/ AT — RAA—A)IL T —ER=RCBEFEINTVWEEDE—H L EHA,

Not Managed TR RARA T MEValid AP F—2N—=X|Ch W EITHN O—HILDT—E2ZN—ID AP E— Rl Managed ITRRE ST
NELh.

RADIUS Authentication RADIUS =/ D RADIUS 7 54 7> MIRESNI/NAT— Ri&k, =Nk >TBEHEEINE LTz,

RADIUS Challenged RADIUS #—/\l&. Challenge-Response S3GEE— FEFERT AL DICHREINE T, ThE TV ERARAV MER
BtElxd ) £ A

RADIUS Unreachable T IR ARA Y MHREENTULS RADIUS H—/\ITKRERETT,

Invalid RADIUS Response | 7707 2 ARA > b HFRAGREL el AR IE RADIUS H—/\HD BISE/NTr Y b EZELE LT,

Invalid Profile ID RADIUS 7—4#2~X—X |35 i*h'(b\67°D7/ AIVIDIERA v FICEFEELEWVAEEL SV ET, Tk E7 3
Y hO—2HO5REAZELBEICO—AILDT—2X=XIRRT W ET,

Profile Mismatch AP 7O7 7 A IVHEE SN 7V RRA Y bDIN= R 2724 T EEDT7 VA RA >V bDIN—=FoxT7 &
NS ) £ e

WTOEEH DY) &I,

B[ =] Bl
MAC Address TORARAY EDMACT KL R, T7OEARA>Y D MACT RLADEIT () AMEWLWTWBRIZE. ZhieEr7” 3
Y hO—JICk>THRETNE T,
IP Address TICARAVEDIPT RLZA,
Last Failure Type BRICRE LIS —DREE,

Local Authentication - A@—73) L83
- No Database Entry - 7—2 X=X I hUHHY A,
- Not Managed - BEENTWE B A,
- RADIUS Authentication - RADIUS Z33E
- RADIUS Challenged - RADIUS F+ L >3/
- RADIUS Unreachable - RADIUS KE!:E
- Invalid RADIUS Response - AIE7: RADIUS [6&
- Invalid Profile ID - RIEZZ A7 71 /U ID
- Profile Mismatch-Hardware Type - 7O 7 7 A JUHR—BD/N\— R I =72 A7

Age Io—RKEHLSZE LIRE,
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TOCARA > bEGYV Y Y7 LT, Managed] Z#EIRT 2 &, UTFOBEARTEINET

.
Authentication Failed Configuration

260

MAC address

AP Mode

Location

Authentication Password

Profile

Radio 1 -

Channel

802.11aln

Power

Radio 2 - 802.11b/g/n
Channel

Power

5C:D9:98:2E:0E:00

® Managed Standalone Rogue
| OFF
‘ 1-Default v |
B
| Profile A ‘
| Auto T ‘
| Profile v ‘

8-37  Authentication Failed Configuration [EBIE

Access Point Failure List 53R L1z 7 7w ARA > b % Valid AP 7—Z2Z X=X |EMLE T,

TOCARA > bEAY ) w7 LT, View Details] ZEIRT 2 &. UTFOBEARTEINET,

Authentication Failed Details

MAC Address

IP Address

Last Failure Type
Vendor ID

Protocol Version
Software version
Hardware Type
Reporting Controller
Controller MAC Address
Controller IP Address
validation Failures
Authentication Failures

Age

5C:09:98:2E:0E:00
192.168.1.101
Mot Managed
D-Link

2

4.3.0.1_B003
DWL-8600AP Dual Radio a/big/n
Local Controller
00:02:bc:9b:97:3b
192.168.1.100

12

a

0d:00:00:31

8-38  Authentication Failed Details E|H]

BEDMACT FLAIY MJICEYT 5eERERRLET,
LIFOEELHYET,
bi=[= Bk
MAC Address TORARAY EDMACT RL A,
IP Address TICRRA TV EDIPT RLA,

Last Failure Type

RELEREBEDIZ—D2A4 TH=FRRLET,
Local Authentication - @— 73/ 583

- No Database Entry - 7 —2Z~X—X T M UQH U EH A,

- Not Managed - mi@*ﬂ?b\iﬁh

- RADIUS Authentication - RADIUS 83

- RADIUS Challenged - RADIUS F+ L >

-« RADIUS Unreachable - RADIUS FKZ)5ZE

- Invalid RADIUS Response - A~1E7x RADIUS [5&
- Invalid Profile ID - RIE% A7 71/ ID

- Profile Mismatch-Hardware Type - 7O 7 7 A JUBAR—BD/N\— R I 7 2 A7

Vendor ID

E7a OS50V T bz T7DONVHE D,

Protocol Version

E7a b O—2DYV T b T THYR—

FEBTON)VDIN=T 3,

Software Version

BEOE 73 O—20V I 227 /\=T 3,
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UEIE| PR
Hardware Type TICRARAY EDIN=RFIIT7 TSy b 74— LICEBIVHETENTWVWAN—FTT7 D,
Reporting Controller SEERMAERE LY ba—F,
Controller MAC Address aA>hA—20A4 =Yy b7 FLA,
Controller IP Address aAvbhO—2DIP 7 FLA,
Validation Failures KT 72 ARA > bR GRRD) (ICRR L TcE#iaRn L £,
Authentication Failures KT 7 RARA Y MTEHENTZ 802 IX BRI o — 8 aFRRLET,
Age Io—FEEDL LB LR,

RF RF+v >

Status > Wireless Information > Access Point > RF Scan X =1 —

T EARA Y b ORI TIE. EHNICERIREREE AF v 95 LT BERNOMODT 7T ARA Y M REIRT S4 7> b DOIEHRENEL
9. BEOEEE— TR 7V EARAY ME BICEEHH CEFIRELGT v Y RIVDAF v 22 LET, ARN—I T BFI> -7

DRRE LMD T 7 L ARA Y S BRUERY 47> MBI 2ERERRLET,

Status > Wireless Information > Access Point > RF Scan DJEIC A —a1—%7 v L. UTFOBEEEFRRLET,

Status = B Network

= 2z Security ‘.",.""‘ Maintenance

Status » Wireless Information » Access Point » RF Scan o @

Global Status | All APs

Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

Through AP RF Scan Status page, you can view information about all APs detected via RF scan, including those reported as Rogues.The radios on each
AP can periodically scan the radio frequency to collect information about other APs and wireless clients that are within range. In normal eperating
mode the AP always scans on the operational channel for the radio.

RF Scan APs List

Show entries [Right click row to see more options] | a, |

‘ MAC Address 4] ‘| SSID & " Physical Mode & || Channel & “ Age & ” Status & \

DDODOBEADJAF_A 802.1a 36 0d:00:02:55 Unknown

Showing 1 to 1 of 1 entries

|.] First | Previous | 1 | Next » || Last ;|

8-39  RF Scan APs List B

MTOmENGYET,
BH SREA
MAC Address BELIET 7 CRARA Y bDA =2y E MACT RLR, Tl YPEEREEIR > 27 T —AEE VAP D MAC T RL X

[SEE

SSID v kD=0 DEFEL (SSID) T, ThEEHETnsE—0 7L —LRAODTAO— RF+ A M T,

Physical Mode TORRARA Y M TERLTWNS 80211 DE— R,

Channel TIXCARA Y FDEEF v > F)so

Age KTV CRARA Y FHREZITRF AF v TREESNTHSRBE LB, R7—2AL> Mk, BEROSHZEETNES
N, RBICHIFRENE T, ET>MUD TAge] fEICIE. FEED> bO—S5HAI Y b ZEELIEREINFRRINET,

Status TR ARA T S OERIRAE,

- Managed - Neighbor 7 7 ZRA > MM, BRIV AT AICKVEBINTVET,

- Standalone - 77 X RA > ME. RZY F7OYE— R TEEIN, ValidAP > b (O—#/VE & RADIUS) £ LT
BEITNE,

- Rogue- 77V ARA Y Md. BEBH7ILIUXLD 1 DICE>TEREE L THEINET,

« Unknown-7 27 XRA > bE. 2w bT—0 TREEINETH. BEBET7 V) XLIFEBEHE LTHELELA
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TOCARAVNEEVSAT > b 2B Vv LT, ElEBRI S4T30z kel ET,

Status

Status » Wireless Information » Access Point » RF Scan o Q

Global Status

All APs | Mmanaged | Peer Managed | Authentication Failed De-Authentication Attacks | Hardware Capability

Through AP RF Scan Status page, you can view information about all APs detected wia RF scan, including those reported as Rogues.The radios on each
AP can periodically scan the radio frequency to collect information about other APs and wireless clients that are within range. In normal operating
mode the AP always scans on the operational channel for the radio.

RF Scan APs List

Show entries [Right click row to see more options] | q, |
MAC Address < | SSID & | Physical Mode & | Channel & | Age & | Status &
: ¥ ! )
[ 00:00:08:86:04:81 | DODDOBBED4AF A 802.11a = 0d:00:02:55 Unknawn
% Delete all i
SRgls e e El| Details ‘ || First || .| Previous | 1 | Next , || Last |

#| Acknowledge

El| Rogue AP Classification

8-40 RFScanAPsListBE -4 /> 3> AZa1—

MFoxTo a3 AZa—hDHYET,

HE Bz
Delete All IARTDOIV M) EBERLET,
Details lRoguel (RIE) & LTHEITNEEDESE RF AF v TRESNEITRNTDT 7w ARA > MCET 2B ERRL

gﬁ_o

Acknowledge

TOCARA Y SDREREEY )T LET,

Rogue AP Classification

BERETAND) AN ERTLET,

TORARA Y b BTy LT, [Details] Z#RT 2L LTFTOBELSRTENET

AP RF Scan Detailed Status

MAC address
BSSID

551D

Physical Mode
Channel
Security Mode
Status

802.11n Mode

00:0D:0B:B6:D4:BO
00:0d:0b:b6:d4:b0
dlink

802.11b/e

&

Open

Unknown

Hot Supported

Initial Status Unknown |
Beacon interval 100 msec

Transmit Rate 1 Mbps

Highest Supported Rate 54 Mbps

WIDS Rogue AP Mitigation

8-41 AP RF Scan Details Status [EE

Mot Required

romBELHYET,
1EE B3
MAC Address BHINET7 7 ARA Y FOMACT KL R, THULYPIENGEIRA > 27 T —AKel& VAP D MAC T FLXTY,
D-Link 77 T ARA > FDHFEIFEICVAP D MAC 77 LR EBY E T,
SSID XY bT—=7DSSID, 7O—RFFv X bENfeE—a> 7L —Lho&EELET,
Physical Mode TOCRARA Y b THERLTVS 80211 DE— RERRLET,
Channel TOCRARA > bDBEF v > =R
Security Mode TORARAY MMERT S5 EF 1T A E—F,
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HE

i

Status

Neighbor 77 ZRA > FDEBIRREZRLE T, AV FICERBINTWVWRENGT VL ARAY M THBH. £
feld Rogue (RIE) ERGEENSHGEDERZEIEFTCEET,
- Managed - Neighbor 7 7 Z R RA > M. EFEY AT AICKVEBEINTVET,
- Standalone - 77 €A RA Y ME. A2V RF7OVE—RTEESIN, ValidAPT> b (O—AILE I
RADIUS) & L‘C?&E‘Sﬂiio
- Rogue - RIEHET 7 ARA Y MIBEEE T IVIT) XLD 1 DICK>TBREE LTHEINE T,
« Unknown - 77 € XRA > bE 2y b=V TREENE IO BERE TV XLIFEBRE S LTHELE A

802.11n Mode

RT 7 CARAY SHOVIEEE802.1Tn E— FEYR— b H0EShERRLET,

Initial Status

T IR ARA Y MHARETHEITUL, FIERIRREIE TManaged . lStandalonel. E7zl& NUnknown) &YW %9, RIE
BT O ARA Y S OEBRREIL DT 7 £ AKRA > FHAREILEZHIDDEE TV ET,

Beacon Interval

Neighbor 7 7 L ARA > b D2 b T—7 D E— IV ER,

Transmit Rate

7O RARA 7 F OREOREEE.

Highest Supported Rate

E—2Y T L—LOHRTERT 7 ARA Y bBH L eREEWVTR— b L— bk, L—hE TMbps DI8ML TF&
TENET,

WIDS Rogue AP Mitigation

Rogue 777 L ARA > b DIBATRNC DT U XRA >+ TEITL TV ABDE DD TR T R,

’7’67\/1'\4’/ MaHY w2 LT, TRogue AP Classification| Z#Rd % &, LUFDEEARRIINE T

LlSt of Threat Detection Tests o

—

MAC Address

Status

00:0D:0B:B6:D4:B0

Unknown

Administrator

False None a Enabled 0d:00:00:00  0d:00:00:00
configured rogue AP
Managed SSID from

False None 0 Enabled 0d:00:00:00  0d:00:00:00
an unknown AP
Managed SSID from a

False None o Enable& 0d:00:00:00  0d:00:00:00
fake managed AP
AP without an SSID False None 0 Enabled 0c:00:00:00  0d:00:00:00
Fake managed AP on

S ] False None a Enabled 0d:00:00:00  0d:00:00:00 -

cﬂ ndmun Reporting

8-42  List of Threat Detection Tests Bl
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De-Authentication Attacks

Status > Wireless Information > Access Point > De-Authentication Attacks X =1 —

SREARIR I EMRE A A L T/ 2 A2 FO—SHRBEET O ERERT VL ARA > MCET2EREFRRLET, GO MO—Sk. 585
BRBRA W —DBEARIERT 7 CRARA Y MTEETHTET REBTVEARA Y MHSBHETER T, EIE X7 LHAEEEEENIET BTIC
I, SRAFARPRIERRRER 7 O—/VVICEMNICT 2RELH Y F T, WEMKEEZEMICT 2F1ICIE. SBHENEZWNT 7 XRA > bid [Roguel (RIE)
ELTREINGWNC EICTERLIEEV, AEBEITVIEREBE CIXEMICE > TUVE T,

IR AT LE BRHC 16 EDT 7 ARA > M L CEREHRMRIEB Z1T O T ENTEEY, TORBDEMNIE. REGT YV EARA Y bH&
HEN, ENCEEETCO—RKNERELE LTI S ETY,

SRUEERRRIEE S, TN TCDREG R A TICBEEHD TR EWeH. MEENARELGT 7 LARA Y bOITNTIIIERENE LA LUTDRIE
BT ICRRAY MMEIZHEZITD LI TEEBA.
s BHEINEARET 7 CRARA Y SOBENGEEET VL ARA 2 bDBSSID ZAE L TWAHE. TOBENELVLT V7 EARA Y bADT—E
AEREL. NYD—DVRT LZBET DL DICHIOFREZRMET MDD S, HIRS AT LITHEZITVE A,
- Adhoc % v b T—=7ICHIT HEREHERIEIE. NS RREIEFEA LGV OHEMTIEHD Y £ A
c AV RACVDRA T 2F ¥ Y RIVUNTENET 27 7 € ARA Y M. REF v VRIVIESIFEEAB ST v I DFXELERICK
LTWa i, MBEENE LA,

BRIV NO—5Id SREERREEZT O TS BSSIDDUR M ZRFLET, TV bO—3E H5HERT7 VL RARA Y MR LT RERE
TOCRARA Y bHEHELTWABSSID &EF v > RIVDU R M EXELE T,

Status > Wireless Information > Access Point > De-Authentication Attacks DIEICA =1 —%=7 v L, UTFOBmEmAZFRR~LET,

Status

£° Main

tenance

Status = Wireless Information » Access Point » De-authentication Attacks o e

Global Status | All APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

The AP De-Authentication Attack Status page contains information about rogue APs that the Cluster Controller has attacked by using the de-
authentication attack feature.This feature is disabled by default.The wireless controller can protect against rogue APs by sending de-authentication
messages to the rogue AP. The de-authentication attack feature must be globally enabled in order for the wireless system to do this function. Make
sure that no legitimate APs are classified as rogues before enabling the attack feature.

De-Authentication Attacks List

Show entries [This information is view only] a, ‘
BSSID G“ __Chqﬁl]nel 9" Time Since Attack Started &8 " RF Scan Report Age © ‘

No data available in table

Showing 0 to 0 of 0 entries

|.] First | Previcus || Next , || Last |
8-43  De-Authentication Attacks List [BIE
LUFDBEAHY £9,
IEH Bt

BSSID WEHBRT 5777 L ARA > FDBSSID #BB LK 9, BSSIDIEMAC 7 RLATY,
Channel REGT VX ARAY EHOBIELTWAF v o RIVEFRRLE T,

Time Since Attack Started TICARA Y FHEELTHSBE LIRBEERRILET,

RF Scan Report Age RFAF v DT DT7 I ERARA Y b ERELTH OB LIERBZRRLET,
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Hardware Capability

Status > Wireless Information > Access Point > Hardware Capability X — 21—

RO O3S EREE. TR—FTBIEEE80211 E— R BLOV I MV 7 A A=V B ERBESH/N—RT T T7HERERDT 7 L ARA
VREYR=FLTWET, TTTE TICRRAY MCATYA—RTEBDY I NI ITAA=DZIE LD, TIVECARA Y SDYR-FT 2
HIR/N\— R U7 P IEEE E— NICET 2 1EHRZERRLE T,

Status > Wireless Information > Access Point > Hardware Capability DIEICAZ21—& 27 ) v o L. UTOEEEFRRLET,

ne

Status

& Maintenance

Status > Wireless Information » Access Point » Hardware Capability 0 e

Global Status | ALl APs | Managed | Peer Managed | Authentication Failed | RF Scan | De-Authentication Attacks | Hardware Capability

From the AP Hardware Capability page, you can access summary information about the AP Hardware support, the radios and IEEE modes supported by
the hardware, and the software images that are available for download to the APs.

List Of Hardware Capabilities Supported by APs

Show entries [Right click row to see more options] | Q, |
| Hardware Type G” Hardware Type Description 8 ” Radio Count & II Image Type & ‘
hw_dwl2600 DWL-2600AP Single Radio b/g/n 1 img_dwl2600
hw_dwl3600 DWL-3600AP Single Radio bi/g/n 1 img_dwl3600/6600
hw_dwl6600 DWL-6600AP Dual Radio a/b/g/n 2 img_dwl3600/6600
hw_dwlB8600 DWL-86D0AP Dual Radio a/b/g/n 2 img_dwl8600
hw_dwlB610 DWL-8610AP Dual Radio a/b/g/n/ac 2 img_dwlB8610
Showing 1to 5 of 5 entries 1] First || | Previous | 1 [ Next 3 || Last |

8-44  Hardware Capabilities Supported by APs List EiE

WTDEENSG Y ET,

HE Bz
Hardware Type BT IV ARA Y bDIN—= R 7 24 7Y Y TE5NHER%,
Hardware Type Description | 72w b7+ —LEHR— L TUWS IEEE802.11 E— I,
Radio Count N=ROTT7HYR—PTE\IEA 2T T —AOEE (1 F72lE2) .
Image Type N=ROTT7HERTZY I b TITDRAT,

B2\ w A7 3> Radio Information] Z#EIR L. IEELTE/N—RI 2724 A DVWTCEIGA V2 T T —ADBERERTLET,

AP Hardware Radio Capability o
Hardware Type Description DWL-86104P Dual Radio a/bfginfac
Radio Mode ® Radio - 1 Radio - 2
Radic Count 2
802 11a Support Enable
Radio Type Description D-Link DWL-8610 afn/ac
802 11bg Support Disable
WAP Count 16
802, 11n Support Enable
802 11ac Support Enable

8-45 AP Hardware Radio Capability E[

LFomEENGYET,
1HE B!

Hardware Type Description  |&77 7 ARA > bDIN— R 2724 TITEIW KT 5N,

Radio Mode Tov b T —LETR— LTV IEEE802.11 E— K,

Radio Count N=ROTT7HYR—PTEEIE 2T T —AOEE (1 F£72E2) o

802.11a Support IEEE 802.11a E— KDY KE— P BRI E S b

Radio Type Description A—HEZPYR— M3 IEEE802.11 E— KA LEDBERESGEFHEHDO 21 7,
802.11bg Support IEEE 802.11bg E— RO K — HAEIHE S D
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AT —RABLUHEHER

£13 58
VAP Count IR 2T T—ADYK— T B VAP BS,
802.11n Support IEEE 802.11n E— FDHR— HEIHE DD
802.11ac Support IEEE 802.11ac E— FDHR— S HABIH E S D,

ESIS147 7 FOBE

Status > Wireless Information > Associated Clients X = 1—

BSOS 47 7 by O—I\VIREE
Status > Wireless Information > Associated Clients > Global Status X =1 —
BETZT7IVCRARA Y NEBUTESRT A2 2177 bOKEHERERRLE T,

Status > Wireless Information > Associated Clients > Global Status DJBEIC A —2—%7 v 7 L. U TOBEZFR-LET,

Status = Wireles B Network 2 Security £* Maintenance

Status = Wireless Information » Associated Clients » Associated Clients Global Status o e

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

This page shows information about all the clients which are connected through our managed AP.

Associated Clients Global Status

Total Clients 1
Authenticated Clients 1
802.11a Clients 0
802.11b/g Clients 0
802.11n Clients 1
802.11ac Clients 0
Max Associated Clients 16000
Detected Clients 2
Max Detected Clients 32000
Max Pre-auth History Entries 2000
Total Pre-auth History Entries 0
Max Roam History Entries 2000
Total Roam History Entries 0

8-46  Associated Clients Global Status EImE

LFoEE NG £,
HE B
Total Clients T—RR=ARDT AT > OFE, TDfEIE [Associated . [Authenticated]. [Disassociated ] MIREED Y = 1
Y hEEHET,

Authenticated Clients '774/ VN TF=EXR=XHBDY 547 T, TAuthenticated | SREED T 51 77 > b D#EEK,

802.11a Clients SREL SN IEEE802.11a 7 54 7 > b D¥SEKL,

802.11b/g Clients SBEFE N IEEE802.11b/g 7 51 7> k ODKask,

802.11n Clients SREES N7z IEEE 802.11n 7 5+ 77 > M D#BEY, IEEE 802.11a/n. IEEE 802.11b/g/n. 5GHz IEEE 802.11n. 2.4GHz IEEE
8021 In HAEENE T,

802.11ac Clients SREFE N IEEE802.11ac 7 51 7>/ N DR,

Max Associated Clients IRV AT LCESTTED V247 FORAEL, Thud Associated Client 7 —2Z X=X THIENTWB IV b
U DRAETT,

Detected Clients WLAN [T ENTEIE T S A 77> ~ D%,

Max Detected Clients AV FA—ZHMEHTES T AT > bDEARE, T DOEEIE Detected Client 7 —2X—XDH A XK > THIRR
TNET,

Max Pre-auth History Entries | > X7 LH5EE CE % Client Pre-Authentication X2 b DA,

Total Pre-auth History Entries /XTAT{%FHEPUD%HUWDEKZ MUY MU DREDE,

Maximum Roam History Entries | § XTO&EE Y 547> MR L TO—Z YT XM JICERTESIY M DRAE.

Total Roam History Entries 91?AT1%FH¢@$H\JWL\DEKX bUTI> b DIREDE,




AT —BABLUHETER

22 TE R A i (VR

Status > Wireless Information > Associated Clients > Associated Clients X = 1—
RO MO—JICERIT AV A7V MCBEET A NS T v I EREBILE T,

Status > Wireless Information > Associated Clients > Associated Clients DJBIc A —a2—%7 1) v L. UTFOBE@EmEXRRLET,

= Wirelecc T N v
Status = W s - £ Security

£° Maintenance

Status » Wireless Information » Associated Clients » Associated Client (2 (=)

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless clients that are associated with the APs the controller manages.

WLAN Associated Clients List

Shirk i [Right click row to see more options] [ a
| Client MAC Address O Client IP Address el ssib e Bssio & | AP MAC Address &
00:1D:73:42:18:D4 192.168.1.5 dlink1 5C:D9:98:2E:0E:00 5C:D9:98:2E:0E:00
Showing 1 to 1 of 1 entries |} First | Previous | 1 | Next » || Last ;]
8-47  WLAN Associated Clients List B
LIrOmEELH Y ET,
EE B
Client MAC Address IIAT VY MAT—2a>vDA—Yxy M MACT KL X,
Client IP Address IIAT Y NAT—2avDIP 7 LA,
SSID T5AT > SHERTT AR Y T — 7 D%
BSSID TIAT Y DB T HEBHRDT I ERARA Y b/ RIET 7 ARA > FDMACT KL,
AP MAC Address TIRCARAY DA —F 2y M MACT KL R,

IIAT Y NERY )T RE ATV AV AT 1 —EFIRTCEFT,

Status = Wireless

—

£° Maintenance

Status » Wireless Information » Associated Clients » Associated Client (2 M=)

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless clients that are associated with the APs the controller manages.

WLAN Associated Clients List

Showr entries [Right click row to see more options] | qQ, |
[ client MAC Address o | Client IP Address el ssip o mssio 6| AP MAC Address Y
00:1D:73:A2:18:D4 192.168.1.5 Alinl:A 5C:D9:98:2E:0E:00 5C:09:98:2E:0E:00
% | Disconnect
Showing 1 to 1 of 1 entries 5| Detals |} First || .| Previous | 1 | Next || Last |
24| Distributed Tunneling

i| Neighbor AP Status
Client Statistics

Roam History Details

m| |m |m (3

Purge Roam History

8-48  WLAN Associated Clients List BlE - 4 />3 > A =1 —

MUFOF T avhblEd,

BE

Biis

Disconnect

BRI 20 27 b EILET,

Details

EEMITONTWE I SA 72 N ETNHET 57 7 ARA 2 M BT HHlIEMERT LE T,

Distributed Tunneling

DEEL b 2 VREDIERERTLET,

Neighbor AP Status

Neighbor 77 £ XK+ > F DREEICEE T BEHRERTLE T,

Client Statistics

BEMNITONTWE Y 472 b EZTOREERICET 25A Mt ERERTLET,

Roam History Details

IS4 T b EERELTEY . DWC-1000 NEIBY 2% 7 VL ARA 2V FDEX M) ERRLET,

Purge Roam History

BRLIV A7 b0O—22 DA M) ET )7 LET,
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AT —RABELUHEHE

#®

SR

U547 b BT )y L, [Details] ZBRL T U TOBEEZRRLET,

MAC Address
SSID

BSSID

Status

Channel

User Hame

Age

NetBIOS Name

Associated Clients Detailed Status

AP MAC Address

Inactive Period

Dot11n Capable

Associating Controller

Controller MAC Address

00:1D:73:A2:18:D4
dlink1
5C:D9:98:2E:0E:00
5C:D9:98:2E:0E:00
Authenticated

108

0d:00:00:47
0d:00:00:03

Yes
YUKARI-PC_NOD3
Local Controller

00:02:BC:9B:97:3B

8-49  Associated Clients Detailed Status [BIE

LIFOmEELDY £,
pi=|=] B!
MAC Address BT 572147 FOMACT KL A,
SSID TIAT Y MDEHELTWSERY FT—7,
BSSID TIAT YV MDBEGRELTWBT 7 ARA > D VAP D MAC 77 KL A,
AP MAC Address BETNCHBT 7 CARA Y FDMACT FL R,
Status ToAT Y EDERRTH AN BAESNTWALERLET,
- Associated - 7 5 A 77> MIREBENCH ST UV ARA > b EFEFRFTT,
- Authenticated - 7 5+ 7> MEREHEFA T, BEMCH ATV EARA Y MERREEINTOE T,
- Disassociated - 7 547> MIBETICH DTV CARA >V M EEERELTOWE A, 21 L7 7 MEREAICD
BETICHBETIVCRARA Y MeO—Z 00 EBHRLEVEEBRENE T,
Channel 7oA77 DOEIERLTWASF v %),
User Name SR2IX CREES N2V 247V bDOA—H4%, tDtF 1) TF 0 E—RFEFEBLIERY N T—0D7 547> Ml
A—YEhH Y E£EA.

Inactive Period

CDU ATV EDSREICT 2\ y b ERELTHHEE LTEE,

Age

a2 hA—=5H DT 5472 D LWRES S UREHBROEHZ2E L TH S8 LB,

Dot11n Capable

BT 57 547 MO IEEE8021 TN IBEZ Y R— T HHE DD,

NetBIOS Name

IR 547> D NetBIOS &, <70V 7 k Windows KA ~MIHIF 2 NetBIOS &l
feld R A FRITEDNTLE T,

BRALZBLEFELL. &

Associating controller

IRV AT ORI A7V EARA Y bAO—A)aY bO—ZFEFE7IY FO—20WITNTEEEINT
WBhH%

Controller MAC Address

IRV A7V DB 27V CARA Y b EEBI S bO—5DMACT FL A,

Controller IP Address

IRV DA TV DRI 27V CARA 2 b EBEET SO O—ZDIP T FLA,

Location

EENCH D77 CARA b DFFA,

Radio D572 SRR DT 7 ARA Y S DEIRA V2T T - AEEFE— N,
VLAN 547> MHVAP TR T VLAN 7 —23XEE— R CH AR, RERIVH TSN TLS VAN ZRTLET,

Transmit Data Rate

0247 NDBREDT —2IXKERE,

Network Time

7547‘/ hH R ST —JICEREENTHSHB LB,

Detected IP Address

FISC. 7247 D IPVA T RLRAERRLEY,

Tunnel IP Address

F/Z\)b%ﬁﬁbab\7747\/ FDBE. ALRTENE A, V54TV MDY
BTN b XIVIP 7 RLARKRREINE T,

IVEFERALTWSIEE. 81




AT —BABLUHETER

SEE b RIVIER
547> ERY ) w7 L. [Distributed Tunneling) 77 ) w7 LT, ULTFOEEmERRLET,
[ Associated Clients Distributed Tunneling Status 01
Client MAC Address 00:1D:73:A2:18:D4
Distributed Tunneling Status Disable
Home AP MAC Address 00:00:00:00:00:00
Client Roam Status Roaming
Associated AP MAC Address 00:00:00:00:00:00

8-50 Associated Clients Distributed Tunneling Status EIE&

UTFOmENSH) &Y,

BE Bkl
Client MAC Address BT AEET A7 PDOMACT RL A,
Distributed Tunneling Status | 2DV ZA4 7> AL DRBEL S XV ETFR— M T 22y FT—JITERT HHE DD,
Home AP MAC Address TIAT VAT BR—LAPDMACT FLR, TDEIE. FEE N RIVHAEN G Y ND—JICERTE0 S
ATV NREFICES®RD DY ET,
Client Roam Status ToAT Y MDR—LAP EICHhBD. FRIERDT7 IV ARA > MBEIL T, M RIVEBELTWAHE DD
EHRRLTVET,
« Home-2724 7> MEb>xIVEFERBL TR A,
« Roaming - 7 247> ME bV EFEBLTVWE T, 98E M RIVEENICT 54, 71 —/URIclFO—=
>R % TRoaming) & LTERREINE T,
Associated AP MAC Address |7 247> bODEE M V7O M OVEBECTEGLIET7 7 2RXRA Y PO MACT FL A,

Neighbor AP {&5R
7547 b ERFEZ w7 L. Neighbor AP Status] &2 1) w o LT, UTOBEmAERRLET,

Associated Clients Neighbor AP Status 0

I AP MAC Address H Location " Radio “ Discovery Reason ‘

Associated to this AP
RF Scan

5C:D9:98:2E:0E:00 1-802.11a/n

8-51  Associated Clients Neighbor AP Status EIE
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AT —RABLUHEHER

7347 7 MEEHER

9547 hERZ w7 L, [Client Statistics] #2727 LT, UTFOEEZERRLET,

Associated Clients Statistics

MAC Address 00:1D:73:A2:18:D4

Packets Received 579
Bytes Received 96582
Packets Transmitted 167

Bytes Transmitted 63448

Packets Receive Dropped 0
Bytes Receive Dropped 0
Packets Transmit Dropped 0
Bytes Transmit Dropped 0
Fragments Received 0
Fragments Transmitted 0
Transmit Retries 0
Transmit Retries Failed ]

8-52  Associated Clients Statistics BIE

IRV SAT Y MO BDT 7 CARA Y MMIEGRRICERE L ST« v I OERERRLE T,
LIFomBEN S £,
EE e
MAC Address 7247 FDMACT FL A,
Packets Received TIAT VD ‘5%1 Lz 7w MDD EFT
Bytes Received ToAT Y Mh5RE LN MDA,
Packets Transmitted T4 TV MGKELI/INT Y MDA,
Bytes Transmitted 7547 > MTXE Le/ N1 DG
Packets Receive Dropped VAT b SREL. WEIN/\T Y MDD G
Bytes Receive Dropped Vo477 D SREL. WEEINN\A FMIOEE,
Packets Transmit Dropped |7 247> bHSXEL. WEINZ/\T Y MIDEST
Bytes Transmit Dropped ToAT Y IDSRELIET T A MeEIh e/ Ty MIDEE
Fragments Received IoAT Y MIRIELIET7 20 A MeEntfe/\ry MDD &S
Fragments Transmitted AT MOGRELIET7 20 A MeEntfe/\ry MDD &S
Transmit Retries 1EIUEDY FSA D%, 7547 > MOEERS Lz,
Transmit Retries Failed TERIUEDY FSAD%. 7547 > MOXERB LT,
TS Violate Packets Received |1&E LTe7 VR AT JUDEIRI AT > DS T 7L ARA Y bHRELIE/ Ty ML
TS Violate Packets Transmitted |18 LTz 7V v A AT DU DESR Y A7 > MTT U2 RARA > bHSRE Lz Ny MK,
Duplicates Received AT MHSRELIEEE/ VT Y FDOEF,

w3 y@?éé&ﬁ(ﬁ@%ﬁ”ﬂbﬂﬁ%?ﬁb? <. BREREY ATV #@D_E\/7%*ﬁﬂﬂj—éfg
HEERNTHDT 7L ARA > M L TR EERS ST EDTEEXT, BRIGEICHRINIT
TUNE—HTEHSDBLOLF 2T A REEFDOVAP HIRETT, tFX¥a T

I BRVZA TV MNE VATV MDERTE
/Z->71 I 2=y b7 RARA T MTE 754
ElE MACFBEE. BES{bA=. FaitEF—£ i3 RADIUS

INOA=BEEBHET, 72472 MHERT 57 7 EARA Y M. INTOSBFBGEIERZEEG LTI FA—ZIGEELE T,



AT —BABLUHETER

O—3XYJkeX bYDFHHE

BEINTVR 1 DDTIVERARAY SOLRDT I ELARAY SANDA—2I V7T 558 SRV AT LIE 7547 > bOsiFaRE LT,

F'WLAN Associated Detected Clients| @ Roam History List] ICARIEREZFRRLE T,

54T hERYZ ) w7 L. TRoam History Details] #%1)v 2 LT, UTOEEREERRLET,

List of Associated Clients Roam History e
MAC Address 00:1D:73:A2:18:D4
AP MAC Radio VAP MAC SSID Status Time
Address Address Since Event

No data available in table

8-53  Associated Clients Roam History EIE

WTOEEHSH Y &9

HE PR
MAC Address BHEENIZA47> bOMACT FL A,
AP MAC Address TIAT > BRI LT BB T 57 VL XRA Y D MACT FLZ,
Radio TIAT Y ORI ENZERA V2T T —ADES,
VAP MAC Address TIAT Y MO —Z VT EIT O VAP D MAC T FL R,
SSID VAP HMERE NS SSID %4
Status ERMUDIYMUAH LWL 2EO—Z VT ARY b ERLTVWBHESHRT 757,
Time Since Event EXMUIY MUMNBIMENTHSRRE LR,
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AT —RABLUHEHER

P RRYIISA4T7 >k

Status > Wireless Information > Associated Clients > Ad Hoc Clients X Z1—

TRRYZIZAT Y MG TORARA Y MTERLTWS Y 5147 M EBBELTWLAN ICERT 20547 T, 7 RRYIIA4T
VMG BET7VECARA T FEBEETVE T, T RRY IRy =01 RFREAEEL. tF21) 70 EOU RV ZBLLAEREZEA
TWa s, BITEENMNETY,

Status > Wireless Information > Associated Clients > Ad Hoc Clients DJBIC A —a2—% 271 v L, UTOBEEZFZRRLET,

Status > B Network [al Security ® Maintenance
—— — g

Status » Wireless Information » Associated Clients » Ad Hoc Clients o Q

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

This page shows information of AD-HOC clients.

WLAN Associated Ad Hoc Clients List

Show entries [Right click row to see more options] | q |
I MAC Address ) n AP MAC Address ) ‘[ Location & ” Radio e " Detection Mode ) " hge & |

No data available in table

Showing 0 to 0 of 0 entries |.] First | Previous || Next , || Last .

8-54  WLAN Associated Ad Hoc Clients [

LIFDBEAS Y £9,
1EHE EA
MAC Address I5A4T7 > RDMACT RLR, BHE—RAE—OV 7L —LDHFE. RF AF ¥ T —2\—ZPOEEHE AP 1 X
W&, 72247 MET O RRARA YV MELTEREINEYS, BHEE— AT —2T7L—LDHBE. 7247k
BRIIEE IS4 7> b A MCRREINE T,
AP MAC Address TIAT YV M EBRE LIEEENTDT 7 ARA Y FDON—=R A=y F MACT RL R,
Location EBETDT 7 ARA > FDREZFAD,
Radio TR T IIAT >V MHEHENEBETE S ZDREE— N,
Detection Mode 7 RERY I TFINA ZADEHE AT Beacon Frame ] Ffzlk Data Frame
Age 7 KRRy I Xy N T—UHRBICEHENTH 558 LR,

F'WLAN Associated Ad Hoc Clients List] O&FZ Vw74 7> 3 IEUTFO&EY T,

HE =HER
Delete All JASHDSIRTDT RRY I IZAT7 Y IV M) RBIBRLES, URANEZUTLTE. PRRY I ISAT
VMNIPIENE S o Flee VATV MET RRY IRy FT—0I1CE> TV R BERBVET,
Deny WLAN 77 AT KRy 0547 b aTOv 7 LEYT, ZOMACT FLRIE, 774V 70 avh
[Deny] (3ER) TH S [Known Client] 7—2 X=X (TBIIENE T,
Allow WLANANDT Ry 77 Z5AT7 > 70X ZFHILET, TDOMACT FLAE T 74V 8722 3> H TAllow]

(5FA]) Th B Known Client] 7—Z =X IBMENET,




AT —BABLUHETER

BHEI7>47 >k

Status > Wireless Information > Associated Clients > Detected Clients X~ 1 —

ToAT >V MDY AT LEDBEERM;HZE. Tleld. YATLDI AT IHED ST 4 v I EBH LIEBAIC. B AT LISEEY S
A7 I\%*ﬁtﬁ LEY, AE@AICIE. BERL T, O VAT LITERINEWI A7 MCBET2EREET VL ARA Y TRt =T o127 2
A7V MBI AEHRERTLET,

Status > Wireless Information > Associated Clients > Detected Clients DIBIC A —2—%7 1) v o L. UTFTOEEZERRLET,

F o
& )

Mainter

Status

Status » Wireless Information » Associated Clients » Detected Clients o e

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

The Detected Client Status page contains information about clients that have authenticated with an AP as well information about clients that
disassociate and are no longer connected to the system.

WLAN Associated Detected Clients List

Show entries [Right click row to see more options] | a, |
I MAC Address %) || Client Name & J| Client Status & ” Age 9_" Create Time & |
00:1D:73:A2:18:Dd Client1 Authenticated 0d:00:00:03 0d:00:04:22
E0:CB:1D:31:52:96 Detected 0d:00:00:33 0d:00:03:33
Showing 1 to 2 of 2 entries || First || .| Previous | 1 | Next , || Last ;|

8-55  WLAN Associated Detected Clients List [B|E

LIFOBEEN DY FT,
BHE EA
MAC Address TIAT 2 EDA—Txy b MACT FL A,
Client Name lKnown Client] 7—2X—=XICH27 Z4 T > D% 7 —2N—=XICT ZAT > bHBHEWEE. CDT 1 —IU NIFZEATT,
Client Status ToAT7 > DREZERTLET,

- Authenticated - (&0 51 77> MMIEIES AT LCRRAEENE T,

- Detected - RV 54 7> MEIEEY X T LTREENE T LF2U 71 DEBETIEH Y A,

- Black-Listed- ZD MAC 7 RLRAZHEDT T4 7> . MAC SREHEHR CRBREIC Y V t A AR EINE T,
- Rogue- 7247 M. BREETZ IV XLD 1 DICK>TBREE L THEINE T,

Age BHEI ATV ST —AN=ZAIY MNIEEHLIEIDT ZAT Y MUASHDANY MHZMEEINTH S5#E L TFEE,

Create Time DIV NIDBEHT AT > b T—EZXN—=RCKRDTEMEINTH 5B L5,

IWLAN Detected Clients List] /7 w0 2E4 T avhARRINET,

Status

Status = Wireless Information » Associated Clients » Detected Clients 0 @

Global Status | Associated Client | Ad Hoc Clients | Detected Clients

The Detected Client Status page contains information about clients that have authenticated with an AP as well information about clients that
disassociate and are no longer connected to the system.

WLAN Associated Detected Clients List

Show entries [Right click row to see more options] | a, |
‘ MAC Address * " Client Name 8 || Client Status =] ” Aae a8 " Create Time &8 ‘
00:10:73:A2:18:D4 Client1 s 0d:00:00:03 0d:00:04:22
El| Details I
EQ:CB:1D:31:52:96 0d:00:00:33 0d:00:03:33
El| Pre-Auth History
Showing 1 to 2 of 2 entries = T 3
£]] Roam History Details || First || .| Previous | 1 | Next 5 || Last |
El| Purge Roam History
El| Triangulation Details

El| Rogue Classification

Purge Pre-Auth History

8-56  WLAN Associated Detected Clients List Bl - 4 />3 > A= 1—
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AT —RABLUHEHER

MFoA T arvbb)Ed,

BH

iR

Details

BRI 547> MY 25FMIERERRLET,

Pre-Auth History

BREENTT A7 2 b DT o TcRRIRREEERICE T 2B ERRLET,

Roam History Details

EBTCHS 1 DDT7 7 EARAY SO SERRICER TCHBRNDT 7 AR, bETO—I 2T LIRDRER,
BRI0EDT IV EARA Y SDEXNIDBET SAT 2+ DIeDIRFENE T,

Purge Roam History

[Roam History] o< 3 VA SBEDO—IVIANIDT—2E50UT7 LET,

Triangulation Detail

U747 > MEEH Lz 3EE TD non-sentry BXURE LK 3EE TOEEGRDT IV ZARA > b ERRLET,

Rogue Classification

BEBET A NDER. V747V DTS —EBoeT A MCET 2ERERELET,

Purge Pre-auth History

[Pre-Auth History| DS ERIERGEEDT — 2% 2 U7 LET,

Client Statistics (F¥#RIER)

7247 > hEEY )y Lo IClient Statistics| Z3IRL T, ULTFOEEZRRLET,

Detected Client Status o
MAC Address 00:1D:73:A2:18:D4
client Status Authenticated
Authentication Status Authenticated
Threat Detection Mot Detected
Threat Mitigation Status Mot Done
Time Since Entry Last 0d:00:00:01
updated
Time Since Entry Create 0d:00:16:45
Client Name Client1
RSSI 47
Signal 0
Noise 0
Probe Req Recorded 0
| -
8-57  Detected Clients Status E
MTomEENS &I,
BE 2988
MAC Address 247 FDMACT FL A,

Client Status

TIAT >V FDIREERTLET,
- Authenticated - 487 51 77> MME2 X7 LTEREEE M. TRogue] (RIE) TlEH YW £E A,
- Detected- 7 547> MEBEEINEITH. SREEENT | [Roguel TlE7x <. Known Clients 7—42\—X T}
IF5NEL A,
< Known-27Z47 > bi&. Known Clients 7 —2Z X=X CHRHINE T H.
- BlackListed- 7 247> blE. Y AT L4l CE%‘F?ELJ:5&: LFE LA
- Rogue- 7547 > MIBWGEBET AN CIZ—IcEVE L,

IRED

FREEENE B A
MAC E/}]uul_t—(:}ﬁ RS RY SRS L/fCo

Authentication Status

DT ZAT I\b\DLDE*héb\tjb\%ﬁﬂ—Liﬁ

5547 P RF—4 A1 TRoguel (RIE) TH>Th. BIEAT — 4 AIFE L [Authenticated | T#H5 T &
LHUET,

Threat Detection

BEBHETAND 1 DD AT MBI LD EIDERRLET, TX MOERICE
Ml Rogue & LTR—VENERBAD. BEDSISE ENIBRZHET S LIEFTELT,

ns&e 7747

Threat Mitigation Status

DUV ZAT > MCBEDERZ{T 2 EShERRLET,

Time Since Entry Last
Updated

BET AT T—=ER=ADIY b EBH LD ZAT Y MASHDARY POAZEENTHSREL
TCB%FEﬁo

Time Since Entry Create

CDIYNIDREY AT b T—ZN—=ACHRPITBMENTH SEE Lfcﬁ%Fﬁo

Client Name WEICIHC. TKnown Client Database] DY 247> bEERRLET, 7—2ZN—XITT A7 > bHEWNEE
D7 +4—ILFIFZEATY,

RSSI TIAT Y IHBEHERDT7 VEARA Y MIREEEND &L AT — IV RV A7 > M EFREET 57 7 2 ARA
> MHAERE L&D RSSIHE (1-100%) EFRRLE T, 0 DEIEL. 77 ARA > bHABRHEINGEWT EHERLET,

Signal TIAT VN RIS HERT VAR t\b\quiL/hr&@Tm%%@F( 128 ~ 128 dBm),

Noise ToAT VN ERIAT HERT VL ARA Y PARELEREDF v )V AR (128 ~ 128 dBm),

Probe Req Recorded

[Probe Collection Interval ] ICEE#R LTz 70— U 7 T X MK,




AT —BABLUHETER

EH

ELiE

Probe Collection Interval

BFE7O-—TINEICEYL LIERE, TO—JIREIE. 7547 Y bDBETHADESDHDEIY FA—ZHHET 57
SDITRIIEE T,

Highest Probes Detected

O bAa—>4H [Probe Collection Interval) [T/ L 7O— 7 DEAEL

Channel

T5AT Y EMERLTWASF v 2,

Auth Msgs Recorded

['Auth Collection Interval | (FSEUNEERIFR) (528 L7z IEEE 802.11 O Authentication X v v —#%,

Auth Collection Interval

%DLDEHY% LE% L/r;B%F%o DLDE@HY%i To2A4T '\b\g;@T%%)b\& SHhEIY hAO— 775\#”[-):[6_%)7’;
ubEY,

Highest Auth Msgs

O ba—>4 TAuth Collection Interval] [Z#&H L7z Authentication X v 42— DEAE,

De-Auth Msgs Recorded

SPEFINEEHARSICE28% L7z IEEE 802.11 De-Authentication X v+ —I#4,

De-Auth Collection
Interval

B RO ERERIRDIVE CE P LB, De-Authentication DWNEIX. 7547 EDOBE THLIHE>H AT b
O—SH¥Ilrd BRI E T,

est De-Auth Msgs

O bAa—>AH De-Auth Collection Interval ) (£#&H L7z De-Authentication 4w 2 —I DE A,

Authentication Failures

7247k Ll*ﬁtﬁéﬂfc 802.1X FRAET T — D,

Probes Detected

E#D RF A% v 2 TR L/f:7°EI—7§SZo

Broadcast BSSID Probes | &% D RF A+ v > TR LIz 70— FF+ X ~ BSSID ITxt9 5 70— T,
Broadcast SSID Probes SEDRF AF v U THRELIET7O— FF+ X+ SSIDITHY 20—,
Specific BSSID Probes REBD RF AF v > T LIZRED BSSID ITxtd 2 70— 7,

Specific SSID Probes REBD RF AF v > Tl LIZRED SSID 1Tt d 2 70— T#.

Last Directed Probe BSSID

RFRAF v > T L. RBICEA LY bENZFO—T BSSID, Zhld MAC T KL ATY,

Last Directed Probe SSID

RF X+ v > TRHE L. |&BICAT LY bENT0—7 SSID,

Threat Mitigation Sent

CDTZAT Y MCBEOBERZTOEESDERRLET,

Pre-Auth History (ZRIEREIERICEIT B185R)

AT ERT )Y L,

[Pre-Auth History | Z3#IRL C. UTOEEZFRRLET,

Pre-Authentication History

Client MAC Address

00:1D:73:A2:18:D4

No Pre-Authorization Entries Exist.

8-58  Pre-Autentication History [EIE

WTDEEHSH Y &9,

UEIE| Bz
MAC Address 7747 D MACT FLA,
AP MAC Address ToAT > MBS AERT VL ARA T D MACT FLZ,
Radio Interface Number IoAT Y MHRASNSEIRA V2T 1 —ADES (Radiol Ezldk Radio2),
VAP MAC Address TIAT Y MO —Z T EITOZVAP D MAC T FL A,
SSID VAP HMERE NS SSID %
Age EXNUIY MUMNBIMENTH SREE LIRERE,
User Name BO2IXICKUERREENT WA Y T4 7> bD1—T4,

Pre-Authentication Status

OS5 AT MHERERICATT LTeA E D h % [Success] (BRTh) E7zid MFailure] (580 DR F—2 A TERLET,
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AT —RABLUHEHER

Roam History Details (O— =>4 D3icsR)

IIAT R )L,

Roam History Details] Z#iRLC. U TOEEZRRLET,

List of Detected Clients Roam History

MAC Address 00:1D:73:A2:18:D4
AP MAC Radio VAP MAC 551D Status Time
Address Address Since Event
5C:D9:98:2E:0E:00 1 5C:D9:98:2E:0E: 00 dlink1 Roam 0d:00:04:45
8-59  Detailed Clients Roam History [EBIE
TFomELH Y ET,
IEH Bia)2]
MAC Address BEENEO 47> FOMACT FL A,
AP MAC Address IoAT 7 M ESRAELIEEEBRRDT 7t ARA Y FDOMACT FL X,
Radio AT POFRESNAEIR A V2T I — ADES,
VAP MAC Address IIAT Y MO —Z VI EITOEVAP D MACT FL A,
SSID VAP DMERE NS SSID %4,
Status EXARJDIY MDA LWVEREREER 2iEO—Z ARV P ERLTWVWBHESHIRT 757,
Time Since Event EXMUIY FUANBMENTHSEE LIEE,

Triangulation Detail (Triangulation D)

DA77 R YT L.

[Triangulation Detail] Z3ZRL T, UFNOEEZFRRLET,

Triangulation information 0
MAC Address 00:1D:73:A2:18:D4
Sentry MAC Radio RSSI(%) Signal Hoise Age
Address Strength Level
(dBm) (dBm)
Non-Sentry 5c:d9:98:2e:0e:00 7 47 -57 -92 0d:00:23:27
8-60 Triangulation Information [EE
MTFomEEL G ET,
18H Eils

Detected Client MAC Address

247> FDMACT KL A,

Sentry

IoAT VN EBE LICERA 27 1 —ADT— K (Sentry £7zld Non-Sentry) #FRRLE T,
- Non-Sentry - 7 54 7> b &G LIEIR®HEIE. Sentry E— RTREINE A, ThlE. BRI 271—
AN R AT MHSDBGRESITAN. ST v I DERRERTOITENTEDTEAEKRLET,
- Sentry - 724 7 bEGE LIZERSED Sentry E— R TREINE T, Sentry AP ZEZEBET %Y M T—7
FIEERA VR 71— Xy FT—0 DT\ A% LYRREICHEE LT, KVEENELFIU T 15
MEFTSTENTEET,




AT —BABLUHETER

=B 5
MAC Address ISAT > ERE UIERT 72 ZRA Y FDMACT KL,
Radio D54 T NSRRI E NBEIRA > 2 T 1 —ADES (Radiol F/zld Radio2)
RSl non-sentry AP DEEESIRE (0-100%). 0 DB, 757~ FABRMENELT EERLET,

Signal Strength

RIEEFBE (dBm), BREEENE -127 ~ 127 (dBm) TIH. IREHYZEFIE -95 ~ -10 (dBm) T,

Noise Level non-sentry AP B F v > ZJUICDWTIRE LT/ A X (-127 ~ 127dBm).
Age CDT I EARA > bPMESERE L TH oRkE L e FRE,

Rogue Classification (Rogue M4348)
9547 b ERYZ w7 L. Rogue Classification | @R L T. UTOBEEARRLET,

MAC Address

Test
Description

Known Client

Database Test
Client exceeds
configured rate
for auth msgs

Client exceeds
configured rate

for probe msgs

Client exceads

remEimiend eaba

List of Threat Detection Tests e

00:1D:73:A2:18:D4

Condition | Reporting Radio | Test Test Time Time
Detected MAC Config | Result | Since Since
Address First Last
Report Report
0 5c:d9:98:2e:0e:0 2 0 0 0d:00:28:45  0d:00:05:18
0 5cid9:98:2e:0e:0 2 1 0 0d:00:28:45  0d:00:05:18
0 5c:d9:98:2e:0e:0 2 1 0 0cd:00:28:45  0d:00:05:18
n EredG:Q@: D msfaan ] 1 n NN 30 AR AdaAMAE. 10

8-61  Treat Detection Tests [EBIH

UTOmEENSHD &Y,

HE

Biis

MAC Address

BHEENT 7 EARA> D MACT FL A,

Test Description

ETENT A ERTLET,

- Administrator-Configured rogue AP - EIBENQRE LIeARET 7V L ARA > b+

- Managed SSID received from an unknown AP - RBE7 77 7 2 XRA > b H 525 LT B SSID

- Managed SSID from a fake managed AP - tADBEIEXIR T 7 L ARA > b h 535 LIz & SSID

- Fake managed AP on an invalid channel - RIEF v > X JUICHF 2BDEEBIIRT 7 2 XRA > b

- AP without an SSID - SSID & 3§25\ 77 7 L ARA > b

- Managed SSID detected with incorrect security configuration - AE/GEF 2 7 REAF O L&EBHINTE
B SSID

- Invalid SSID received from managed AP - EEESTR 7”7 £ ARA > b h 5545 L e R SSID

- AP is operating on an illegal channel - 777 £ XRA > M HARIERF v > %)V CEMEH

- Standalone AP is operating with unexpected configuration - X2 > R7OYE— RD7 7 ARA > bHAFHL
HTUOREZ LA L TEER

- Unmanaged AP detected on wired network - BEHIR TEWNT 7 L ARA > bHEIER Y T —7 Tigt

Condition Detected

TAPDIERHDELWLDESD,

Reporting MAC Address

TAMERERE LTV ELARAY D MACT FL R,

Radio

BREENTT 70 ARA 2 b DO EDYBERHEN 7 A MERDOFERAE G o fehZRRLET,

Test Config CDTAIPAREZRET DEDICHRETNTVEDNE DD, FEL L THRITEREZRET DI, FT A b
g mia AVIVITa = Evil- g ral e :i5y) Tl O S
Test Result TDTAMN TINARERETHZERELEDEDID, TNARFTDE— FTEMEEZHFAIEN TS 2.

WOHLDIBE. TAMNIBENGHRRZRE T 2fcd. A THY . FERLDELTLR—bENELHLEL
nELh.

Time Since First Report

DT A DRI DERAEERE LIBBERT 24 LAZ VT,

Time Since Last Report

[REER

DT ANDREICIDERGEERE LIBBERT 211 LAZ VT,
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AT —RABLUHEHER

77 A2 RROBE

Status > Wireless Information > Clustering X Z 21—

Y NTD—=UAOMOERFIY FO—ZICBET2EREXRRLET. BLYZAZAOET7ERFIY FO—SFALIE BETO77EARA Y bEL
UOZAT72 DT —2EZZLES, BRI FO—JF DT —2% 7T —EX—XIRFTBcdD. IPT RLAPY T b7 /\=2 3 V5 E
DETICET HEREBRCEEL T, AV MO—JLETROERDRDONSE ETDT—2INCHEBRENET T, V5 AZADEEI ~O—

D1 DO ZAZAY FA—ZE LTREENET,

VSAZAYMA-ZIE VSAZAOMOIY FO-SHSREEMEBERZNELE T, ChiE 7I7EARA > bOE7IAY FA—=50 &

KOT7VCRARAY MERRT 270 547> MCEAT BERPEENE T,

Status > Wireless Information > Clustering DIEICA Z2—%& 7 v/ L. U TFOBEEZRRLET,

Status z B Network

£° Maintenance

Status » Wireless Information » Clustering o e

This page provides information about other Unified Wireless Controllers in the network. Peer wireless Controllers within the same cluster exchange
data about themselves, their managed APs, and clients. The Controller maintains a database with this data so you can view information about a peer,
such as its IP address and software version. If the Controller loses contact with a peer, all of the data for that peer is deleted.

Peer Controller & Clustering Info

Peer Controller Status

Peer Controllers

Peer Controllers List

Cluster Controller IP Address 192.168.1.100
0
[This information is view only] | a, |

Show | 10 ¥ | entries

‘ IP Address & ” Vendor ID & " Software Version & " Protocol Version & " Discovery Reason & " Managed AP Count & ” Aged |

No data available in table

Showing 0 to 0 of 0 entries i [ o | [ )| [

8-62  Peer Controller Clustering Info &

romELSHYET,

HH

SR

Peer Controller Status

Cluster Controller IP Address

SRR TZHa bA—ZDIP 7 KL Z,

Peer Controllers

E7ar O—>0#,

Peer Controllers List

IP Address

TS AZROERLI FO—ZDIP 7 KL R,

Vendor ID

E7a>bO—ZDY 7 I T7DORYA D,

Software Version

BEOE7 AV FA—ZDVY T b7 /)\—=V 32,

Protocol Version

E7EKGO FO—ZDV T Oz VA R—= 8B 7aMNILDN=T 3,

Discovery Reason

LRAR=)VTERFIPR—U > I&E LI, FEOE7ERD Y hO—2DREAE.

Managed AP Count |IROY MO—SHREBEIT ST VL RARA Y DO,
Age E|IRO> bO—SLOBEHLISBBLIEERE & 5:8).




AT —BABLUHETER

WDS 7 )V—7IREE

Status > Wireless Information > WDS Groups Status X —Z1—

WDS 7 )b—TIREDEBER

Status > Wireless Information > WDS Groups Status > WDS Groups Status X Z1—

WDS (Wireless Distribution System) |&EIBIRDT 7 ARA > b DIEEET. HOBEERRDT 7 ARA > b H4EH L EGEEEDO WDS U > 7
EEALT. VIARCEBRROT 7 EARA Y M EEBMT BT ENTEET, WDSEFEARLT. v b T = \DOBEEHRN TCEHLEBEAR
XY M= UEFER LA F v INATEG L TOEWBNEEIUCT V2 RARA Y P EBLTEANTEE T,

WDS AP J)L—TEU T OBEHRDT 7 L ARA Y FOSRVET, -
« V=M AP-SIRAT A TICBEWTT Uy VU E—2E LTHEEL. BiIgU Y/ ZBLCaY bO—SLBELET,
c U754 MAP-JL—hAPANDWDS ) >0 %Z@LCAY bO—2LBELET,

WDS 1) > 7 1&. WPA2 Personal B85E & AES Sk & ER L TFENE T,

AR=ITClE. REBHDWDS > VICBETBYIVBEREFRRLET, RRTHHICIE. DEERT1DDYIV—TE2T 10—V RICHRET 2
REBHRHYET, WDSAP V)Lb—THJBET SITIE. Wireless > Access Point > WDS Groups X—I & ERLE T,

Status > Wireless Information > WDS Groups Status > WDS Groups Status DJEICA =1 —%&7 ) v o L, UTOBEEEFRRLET,

Status

Status » Wireless Information » WDS Groups Status o Q

WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics

This page displays summary information about configured WDS Llinks.

WDS Groups Status

Show entries [This information is view only] @, |

IDO Configured AP & Connected Root & Connected Satellite S Configured WDS Link & Detected WDS Links S

1 1 0 0 0 ]

Showing 1 to 1 of 1 entries || First || .| Previous | 1 | Mext » || Last |

8-63  WDS Groups Status [EH&

WTOEEHSH Y &I,

B SRR
ID WDS AP J)L— T = 4ET HEHEDES.
Configured AP Count TDWDS AP JIV—FICEREENT VL XRA > SO,
Connected Root AP ZDWDSAP JIV—TFDAVIINTHBH Y FO—ZHIREEEBLTWLS)L— AP D%,
Connected Satellite AP CDWDSAP ZIb—TDA VNN THZOY PO—ZHREBELTVABY TS 1 b AP DL,

Configured WDS Link Count |WDS AP Z)L—FTEREIN TS > 7 D#,

Detected WDS Links Count | ¥ X7 AITERHEEINZWDS U2 T DE, V>0 AT> bTBBITIE. U2 T DOmiglcd s> A7 L AP FLT.
WHEICEE LESRELH Y XT,
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AT —RABLUHEHER

WDS 7IV—TF D7 72 XA KA 7 +DIKEE

Status > Wireless Information > WDS Groups Status > WDS Group AP Status X — 31—

WDS JIV—=TICREL TCWBT VEARA Y MUV VBT 23 MIERERTLET, T . COR=IDS JIV—TDAVNTH LWL/ T —
FEXETHIEDNTEET,

1. Status > Wireless Information > WDS Groups Status > WDS Groups AP Status DJElC A = a1—%2 1) v o L, UTOBE@EERRLET,

Status : ] Network 2 Security £* Maintenance

Status » Wireless Information » WDS Groups Status » WDS Group AP Status o @

WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics

This page displays detailed information about the configured APs and links in the WDS Group.

WDS AP Status

o

Configured AP Count 1

Connected AP Count 1]

Source AP Count 0

Destination AP Count 0

Source Bridge AP MAC 00:00:00:00:00:00
Source Device Type Hone

Config WDS Link Count 0

Detect WDS Link Count ]

Blocked WDS Link Count ]

WDS Group Password Change Status Not Started

Edit Password m

New WDS Group Password | |

8-64 EDS AP Status Bl

2. IPomEBEZEAAL. MSave] Ra>Z&z7Uv 7 LET,

HH Bk
ID WDS AP 7 )V— TS E T 2EBDES,
Configured AP Count ZDWDS AP 7 )= FNCREENTET 7 ARA > DL,
Connected AP Count TDOWDSAP JIL—TDAVNTHAHAY FA—FHIREBEL TWET7 7L ARA > O, TD#IE [Connected
Root AP & T'Connected Satellite AP M&E5HT,
Source AP Count TDWDSAP JI)V—TDAVINTHBHAY FO—FHIREBEL TWSIL— F AP DL
Destination AP Count TDWDSAP F)—TDAVN\NTHZHAY FO—FHNIBEBELTWVWA T TS 1 b AP D,

Source Bridge AP MAC ZINZ Y )=DIb— Ty I ELTGRBHENETNAZADMACT KL R, ZINZ T ) —HEHITT B &
ZOfENE [00:00:00:00:00:00] &7 ET,

Source Device Type ANZ TV =DIV— TV E L GERENETINA ADZ A,
- None (STP |&£5h)
- Root AP
- Satellite AP

- NEBDTINA X (STPRoot I 7 7 L RARA > FD 1 DTIEH Y £ A.)

Config WDS Link Count WDS AP 7 JL—TFTHREETNTWVD Y > 7 D,

Detected WDS Links Count | ¥ A7 LICBHENTEWDS U7 DE, V> 0& ATV T EHIClE. )2 T Omtmicd s AT L AP BT,
MHEICEE LESREDD Y ET,

Blocked WDS Link Count | R/SZ> 7w —7OMIUATOY 7 LIEWDS U208, UV IDERICHBT IV RARAY NI U oET
Oy IRELTRETDE. TOREBINGA—ZHZD ) v o%HIVRLET,

WDS Group Password WDS 7 Ib—TF DI AT — FDEE % REICEAH 2B DIRRE,

Change Status - Not Started (R#REh)

- Success (FL1)

- Invalid Password (FEZ75/ VAT — )

- Requested (ER;Ed+)

« Timed Out (ZA L7777 H)

Edit Password WDS ZIL—THADITRTOAY bO—FH KO T I RARA Y bDINAT— REEET BTl TONJ ICLE T,

New WDS Group Password | [Edit Password] 5 TONJ DEs, $1LLWANXT— R (8-63 XF) ZANLET,
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AT —BABLUHETER

WDS 7 7 £ ARA 7 MREEDEER
Status > Wireless Information > WDS Groups Status > WDS AP Status X~ 1—
WDS 7 IV—FICRELTWAB T VL ARA Y MCET AU UBEHREERRLE T,

Status > Wireless Information > WDS Groups Status > WDS AP Status DJEICA Z21—%& 2 v o L. LTFOBEEEZFRRLE T,

Status

Status » Wireless Information » WDS Groups Status » WDS AP Status o Q

WDS Groups Status

WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics

This page displays summary information about the APs in a configured WD5 Group.

WDS AP Status Summary

Show entries [Mo right click options] | a, |

Showing 0 to 0 of 0 entries |} First

AP Connection S satellite S STP Root Root Patté Ethernet Port

S EthernetPorte EthemetPort 9

Mode Moae

Mo data available in table

| Previous || Mext , || Last .|

8-65 WDS AP Status Summary [E|E

LFomEEL S £,
=[S RE
AP MAC Address MAC 7 RL RICK W TIW—TRDT 7w ZARA > b EBRILE T,

AP Connection Status

BEDYZAZAY bA—=ZD 1 DT T EARA Y PHEBENTV DL EDERLET,

Satellite Mode

TOCARAY SHWDS UV I TRy bT—=VICBT 2T 754 b AP D, BRY V72 BL TRy MU — 78R
IBI—h AP O ERLET,

STP Root Mode

DT IRRARAY SHRINZ VTV ) —DIV— b THBIDEDERLET, ANV TV —EENT DL T
T RARA > M& TNot STP Root] (STP JL— F TlEELY) & LTEICHREINE T,

Root Path Cost

JV—=MANDANZ YY) —)SAOAAMERLET, IL—FAPIEEICCOEZ 0L LTHRELE T, RNZ TV —
EEMCTDHE. BHLER 0T,

Ethernet Port STP State | R/NZ 5V 1 —HWDS ZIL—THRDT 7 ARA > b TEN CHZHE. TORE/NTA—2E A—HZR v bR—
FDANZ T —DIRREERELE T,
Ethernet Port Mode Y74 MAPTIE A =Ry FR— FEFENTENCTDHTENTEEXT, JV— b AP Tld. R— MIBICEHTT,

Ethernet Port Link State

A=Yy bR— DB CHDHE. TOREITKR— DI VI RT— b ERELET,
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AT —RABLUHEHER

WDS VU > 7 IREDEE

Status > Wireless Information > WDS Groups Status > WDS Link Status X =1 —
WDS ZIV—=T D)V IERES IO VI AT — MCET AU UBHRERRLE T,

Status > Wireless Information > WDS Groups Status > WDS Link Status DJEIC A2 —%7 v L, UFOEREERRLET,

L —. - - &
Status Wireless B 2 Security
Status » Wireless Information » WDS Groups Status » WDS Link Status e @
WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics
This page displays summary information about the link configuration and link state in a WDS Group.
WDS Link Status
Show entries [This information is view only] | q, |

Source

Source Source Destination Destination AP Destination Aggregation | Source Destination

8| AP S [ AP 8| Al & & B & | Mode & AP S| AP

Showing 0 to 0 of 0 entries

Mo data available in table

|} First | Previous || Next » || Last ,j

8-66  WDS Link Status [EBIE

LIFomBELNG Y £,
HE Bl
ID EFFHD WDS AP J)V— T 5B T BT IL—TES,
Source AP MAC WDS U DFBIDIY RRA > D MACT KL R,
Source AP Radio KETTT 7 CRRA > D WDS U > 7 iR Is DR E N E S,
Destination AP MAC TI—TRDEERT 72 RARA Y ~DMACT KL A,
Destination AP Radio EKERT TR RRA > D WDS U > 7 i&isDEIRE R E S,
Source AP End-Point KEHXMACT RURATIBEINIET V2 ARA Y AN FETMACT FLATIBEEIN TV EARA Y M &i&
HLEhED,
Destination AP End-Point K(ETT MAC TIEE SN 7 U B ARA > bH\ EEHR MAC TIRESNZ T 7 ARA > b aBH LIeHhED,

Aggregation Mode

WH VIR 2DDT I LARA Y OB TERENZHE. DT —IVRE SO IRT7 I r— 3>
2 DRTD—E CHRDHEDERLET,

Source AP STP

EETTT VEARAY SADY VI DRINZ VT 1) =X T— T ULTFOEED 1 DTCY,
- Disabled (STP BMEZhE el ) > 7 Ao >)

- Forwarding

- Learning

- Listening

- Blocking

Destination AP STP

EIERT TV EARAY bADY) VI DAINZ Y
Disabled (STP pMEShE feld ) > 7 Ao >)

. Forvvardlng

- Learning

TV —=AT—FC UTFOEED1DTCY,

- Listening
- Blocking




AT —RABLUHEHER

WDS ) > U DifsHERDESER

Status > Wireless Information > WDS Groups Status > WDS Link Statistics X Z 21—
WDS U >y TERELI/\ry MCET 20 UIERERTLET,

Status > Wireless Information > WDS Groups Status > WDS Link Statistics DIBICA =2 —%71) v 7 L. UTOEEERRLET,

Status

Status » Wireless Information » WDS Groups Status » WDS Link Statistics o @

WDS Groups Status | WDS Group AP Status | WDS AP Status | WDS Link Status | WDS Link Statistics

This Page displays summary information about the packets sent and received on the WDS links.

WDS Link Statistics

Show entries [This information is view only] @, |
Source ) . . . . . . .
AP aogrce Rssﬁtﬁwgtlon Redstlnatlon gou;ce A‘Ir’ ST TR Ees;mat}og AP Ees;ma}lgn AP
adio adio ackets ackets ytes acket ytes
MAC & & & & Bytes Sent & | Packets f Bytes& Sent & Received &

Mo data available in table

Showing 0 to 0 of 0 entries

|| First || .| Previous || Mext || Last |
8-67  WDS Link Statistics I
LIFOIEELH U ET,
B85 BT

ID EFBHD WDS AP J)Lb—T%HBIT 57— TES,
Source AP MAC WDS U DAEBIDIY RRA> D MACT FL X,
Source Radio KIETTT 7 RARA > bDWDS U > & IsDEIREFE S,
Destination AP MAC TIV—TRDFEERT 7w ARA Y D MACT FL X,
Destination Radio KERT V2 RARA > bDWDS U > I &R DR EFES,
Source AP Packets / Bytes Sent KETTT TV ERARA Y EOERELTZ/ Ny b /I3 ML
Source AP Packets / Bytes Received | iXfETT7 7 L ARA Y FHORE LT/ VY w b /31 M
Destination AP Packets / Bytes Sent KERT TV ERARA Y EOERELT/ Ny b /I3 ML
Destination AP Packets / Bytes Received | 3IX(E5 77 7 T ARA > bORME LT/ v b /N1 B,
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AVTFUR

= —
BTIOE AVFFUR
2 DI—FIE. HECHELLEARE T T, AREEERR Y T —/ PEEAREE T, BEOY FO—SOBEAREA LB
DET, KEEUTOA YT RN TEBLE T,

REER B SRR—Y
227 LERE  (Administration) d> ba—2>0#E5)%. B, v ar USBREEZTVET, 284
EERE (Management) SARVRET VT4 ALEGO Y O—ZDU E— FEE SNMPRE. OV 74 L— 3 288
COREFEEETETVED,
77—Lo 7 (Firmware) ERO NO—ZDT7 7—L0 2 T7E Ty T IL—RLET, 298
IRV RSA VA VETT—ADER|VI-I00ARIZI a1 L—a >y TRy S L%ERBT S CU A V27 1 —RUTEHLET, 304

AT LEEE (Administration)

Maintenance > Administration X =1 —

VAT LADEE
Maintenance > Administration > System Setting X —1—
Y hA—Z0BEABEATILET,

1. Maintenance > Administration > System Setting DIBICA Z2—%2 7 v o L. LTFOEEZHRRNLET,

.ap Maintenance

Maintenance = Administration = System Setting o e
This page allows user to set the router identification name.

System Setting

Mew Name for System |DWC-1DDD |

Save Cancel

9-1  System Setting BIE

2. VATLBEANDLT, TSavel R2>%ET 1) w7 LET,
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AT LOBAMERRDEE

Maintenance > Administration > Date and Time X~ 1—

2A )=, Y—42A L (Daylight Savings Time) OiEEDERE, HEZRIEAT S NTP (Network Time Protocol) ¥ —/\DFERICDOWTHRET S
CENTEEY, el FET Date and Timel ZANTHZEETELT, hudk. 2> FO—>D RTC (Real Time Clock) IT1EHREHREFLET,
I bA—SHBA > E2—2y MCT €A T2HE. AV FO—JOKBERET 5REEBEANZXLIE NTP Y —/\BEEZEMT ST LT,

WTOFIER>T, BEZRELET,

1. Maintenance > Administration > Dateand Time DJBEICA—1—%7 ) v L. UTFOEEEZFRRILET,

'_E Network 2 Security Qﬂ Maintenance

Maintenance » Administration » Date and Time 0 @

This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocel that is used to synchronize computer clock time
in a network of computers. Accurate time across a network is important for many reasons.

Date and Time

Current Device Time Sat Nov 01 07:04:30 AM GMT=+0900 2014

Time Zone (GMT+09:00) Osaka Sappc ¥

Daylight Saving

T
NTP Servers F"D

NTP Server Type ® Default 2 Custom

Time to re-synchronize [Default: 120, Range: § - 1440] Minutes
Cancel

9-2  Date and Time EE (NTP tf—/\% 1 H [Default])

Q" Maintenance

Maintenance = Administration = Date and Time o e

This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocel that is used to synchronize computer clock time
in a network of computers. Accurate time across a network is important for many reasons.

Date and Time

Current Device Time Sat Mov 01 07:04:30 AM GMT+0%00 2014
Time Zone ‘ (GMT+09:00) Osaka Sappc ¥

Daylight Saving ﬁa{

NTP Servers B

NTP Server Type ' Default ‘® Custom

Primary NTP Server ‘D us.pool.ntp.org |
Secondary NTP Server ‘1 us.pool.ntp.org |

Time to re-synchronize [Default: 120, Range: 5 - 1440] Minutes
T
9-3  Dateand Time E@E (NTP ¥ —/\21 7H [Custom)
2, JVUZwURRER (GMT) IS5y bA—SD2 1LY =V #RLET,
3. UX—ZALEZBMCT BHENE. [Daylight Saving) & TONJ ITLE 9,

4, NTP H—/\D%+ 7 (Default £7zld Custom) ZEIRLF T, [Custom] DIBE. H—/\D7 RL A fcld FADN #A A LE T, £z [Time
to re-synchronize T. NTP H—/\&FEHFT ZRPBERIRLE I, (BAL: 9. FIHHME : 120 9)

5. [Save] RE>&EI Uy I LET,
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A4ty aY2A4LT 7 FDRE
Maintenance > Administration > Session Settings X —Z1—
VAT LDE YT 3 VEEETVERT,

1. Maintenance > Administration > Session Settings DIEICAZ21—% 7 ) v o L. U TFDOBEEARRLET,

£ Maintenance

Maintenance » Administration » Session Settings

The table lists all the available session Settings in the system.

Session Settings

Administrator [Default: 10, Range: 0 - 999] Minutes
Guest [Default: 10, Range: 0 - 999] Minutes

9-4  Session Settings B

90

LTOEELSY £,

HE Bt
Administrator EBEI—HOLy a3y a2/ LTI MEZATILET,
Guest TANI—FDy 3 AA LTI MEEANILET,

2. BERELSRANI-TROELYY 3 VEALT T OEEASL, [Savel R2>Z7 )y 7 LET,

USB B R— FDFRE
Maintenance > Administration > USB Share Ports X = 1—
TINA ZITUSB HEMEEARE L E T,

1. Maintenance > Administration > USB Share Ports DJIBIC A —2—% 7 1) w7 L. UTFTOEEZERRLET,

Network £ Security £* Maintenance

Maintenance » Administration = USB Share Ports

This page allows the user to configure the SharePort feature available in the device.
USB Share Ports
USB Share Port Setup
USB Port 1 Printer | OFF
USB Port 2 Printer [ e

Shared Enabled Interfaces List

Interface Name || Enable Printer

default [ Joee
e

9-5  USB Share Ports EH

LTFOEELNSY £,

HE BiE]
USB Port 1 Printer [TONJICT &, O bO—ZICERET B USB TV a2h, 2y 7= 0 BRLTEBETESLDITEVET,
USB Port 2 Printer [TONJICT 2 &, O bO—ZICERETT B USB TV a2h, 2y b T— 0 BRLTHEBETESLDIEVET,

Enable Printer TONJICT B & BRAVERTT—ADT) VAHEEEBMLET,

2. HBEIBUSBR—b (USBR—bF I 20 Eeldmlh) ZEMCL T, [Savel Ra>Zo w7 LET,




FAEVADT I 71474k
Maintenance > Administration > License Update X — 21—
|0 FO—SICBMT BTV CARA Y MDA RET V74 7L LE T,

1. D-LnkHS7074X—2 3 vF—FEEBLET, :

TINA ADEEICH DRI bO—ZDV U T ILVESERLET,

AV ZADFEARKIT, D-LinkkHhS T4V AF—HBEBLET,

Web 724 %BIE. https:/register.dlink.com (CB# LT, D-Link D41 FTEEHRLE T,

THOY EHEWNEEG. FILWT AT Y MCBERLET,

BRO1—H&ENAT— R4 LET,

D-Link Global Registration 7R—% )L Web 1 T TLicense Key Activation (S VRF—DT7 0774 X=>3>) | #7)v 7 LET,
BRI T. 797 4RX— 30— RESELET,

@mpangy

2. TUTA4N—2 3 F—HEIS%. Maintenance > Administration > License Update DJEICAZ1—% 7 1) v L. UTOEEAEFRRILET,

£° Maintenance

Maintenance » Administration » License Update o @
This page shows the list of activated licenses and also can be used for activating new DWC-2000 AP licenses.

License Update

Licenses List

Show entries [This information is view only] | a, |

icense Model ii %tivation Cnﬁe & ||%£I[ﬂi Q

Ho data available in table

Showing 0 to 0 of 0 entries |.J First || .| Previous || Mext » || Last 4|

Activation Setup
License Activation Code |

9-6  License Update EImE
3. [Activation Setup] @ [License Activation Code] 7« — )V RICT7 V74 7L LTEWS A2 RUTH LT D-Link Mita L= 2— RZ AT LE T,
4. TActivate] Ra>zmI w7 LET, 77 T74N—2 30— FIEU A MIRRINET,

5. SACVAEEMICT BICIE BRIV MA-SEBEFHLET., G N=20 MR b O—5DHkEE) | 28)
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EEHRE (Management)

Maintenance > Management X —1—

)E— MERE
Maintenance > Management > Remote Management X —Z1—
A=Ay bT—=UADSOEEI bO—>D) E— MEBEBMCTEEXT, HTIP BLU/ £72ld HTTPS ZEIRLE T,

JE— MEEAEMESA. IPT RLREMS>TOBEEATY FO—SICT7 2w RFETT, 3|1 XHEREET 2AlIC. BREL S b
DI T~ FOIHEEEEY 5T & %3 < HBd LT,

AHBEIBEIS 1 1> 2 [DWC-1000VPN ) AEHMOBEICOMFIFTLETT,
1. Maintenance > Management > Remote Management DJEICA Z2—%27 1) w7 L, UTOBEEARRTLET,

.ap Maintenance

Maintenance = = Remote o Q

From this page a user can configure the remote management feature. This feature can be used to manage the box remotely from Option side.

Remote Management

Remote Management Setup

Enable Remote Management m:l
HTTPS Port No [Range: 1 - £5535]
SSH [ o
SNMP [T

Access Contral Setup

Access Type @ AlLIP Addresses @ IP Address Range @ Only Selected PC
Option Ping
Respond to Ping | OFF

Save Cancel

9-7  Remote Management [E&

LTOEENSY £,
HE SRR
HTTP BT BHE HTTPHS T VX TEXT,
HTTPS BMCTBHE HTIPS B 7 Vv A TEET,
HTTPS Port No HTTPS R— hESZIEELE T,

2. HTTPBEU/ Ffeld HTTPS & TONJ (CEHRELE T, THTTPS) A@EIRLIES. R— MESHEASILE T, (4443 [ZAHAE)

3. [Save] R2>%=7 )y L&Y,
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Maintenance > Management > Power Saving X Z 21—
IV bO—SDBIVEEEMA S 2 DDA T a3 VICTDWTEBLET,

1. Maintenance > Management > Power Saving DIBICA 21 —% 27 ) w7 L, UTOEEmEFRRLET,

5 = Power Saving o @

This page allows user to enable/disable power saving in the router.

Power Saving

By Link Status

By Cable Length Detection

9-8

B

Power Saving &l

2. BT BiEReE TONJ (ITHEELE T,

HE

ZiEA

By Link Status

BT DL AV PA-SOEEBNIEG LIR— FDBITERET 5L DBV ET, INTOEME LAN R— D77
TT 4 THEA—TRy bMERET O TVWDREL Y B—R— FOIHEGREICHEHD. BIIEBZINASNET,

By Cable Length
Detection

BCTSHE. AV bE—ZERBVT—TJIVRICER LI LAN R— S OEBBENEZMA S ENTEET, LUYRWT—T
VDB GEREDH 5/ Y BEREICL I ELDEIDELE T, COF TV 3V TEA—T Ry br—TILH 10ft (93 A —
bIL) LFDZBED LAN R— b DHEEBNZEINA D EHTEXT,

3. [Save] Ra>Z=7UvILET,
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SNMP D {ER

Maintenance > Management > SNMP X —1—

SNMP &, &Y b T =0 RDEHDIV—ZHFHRROT A2 AT LICEBENTWVWAISEICEFNTEMOERY —)LTT, NEBD SNMP Xx—T v
ICZM> bO—>d MIB (Management Information Base) 7 7 1 LT HIFE. Ix—T vid. HER/\TA—2DOSBEIEEHOHICT
Y EO—SORBBEREEH CEELT, EBT/\MXELTOIY FO—FlE YAZ SNMPIYEZ—Tv) ICLKDT MIBREEZEHBHLT 7 AEN
HD%FFAITAHNMP T—2 > b AEBHLTCWEYT, 2> bO—20772X0> bO—)b Y X MMEFEHEH LA EIEFHHAEERAD SNMP 1R
EHEHDORY N I—URAOYRZ—I v EZHNLET, v TUIAME 2OV FO—FHSDBHANASNMP DX 22710 (XR—Jv) [TRHS
NBZR—FEMTY THD SNMP /A= 3> (vl v2e v3) IEDW TR L E 9,

SNMP v3 21— X b DFRE

Maintenance > Management > SNMP > SNMP X — 1 —
SNMPV3 I—HUX b ERELET,

1. Maintenance > Management > SNMP > SNMP Z 7 DJBICA Z21—%7 ) v o L. UTFDOBEEARRLET,

Network 2 Security .a.# Maintenance

Maintenance » Management » SNMP o @

SNMP | SNMP Trap | SNMP Trap List | Access Control List | SNMP System Info

Simple Netwaork Management Protocol (SHMP) lets you monitor and manage your controller fram an SHMP manager. SNMP provides a remote means to
monitor and control network devices, and to manage configurations, statistics collection, performance, and security.

SNMP v3 User List

Name " Privilege ” Security Level
admin RWLISER No-Auth No-Priv
guest ROUSER No-Auth No-Priv

9-9  SNMP v3 User List BIE

MTFDmBEELSHY £,
EH By
Name SNMPV3 Y2 —T v DI1—H4
Privilege TOIY bA—S \DOFEER (ROUSER) £/cldFAHEET (RWUSER) 77 L AMEZ I—HICBIWH TR ENTEET,
Security Level TOA—HYOFTEE TN —JREF T TICE EDOENE T,

2. TadminJ &7cld lquesti =#H 2 U w2 LT, TEdit) ZERL. UTOEEZRRLET,

' SNMP. User o

Username guest
Access Privilege ROUSER
Security Level No-Auth No-Priv v

9-10 SNMP 1—HEE (guest)

UTFOEELNSY £,
== BHE]
Username SNMPV3 X2 —T v D1—H%
Access Privilege T A= \DFEER (ROUSER) E/zldFidEE (RWUSER) 77 RAMEAZ I—HICEIW HTH T ENTEET,
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ELiE

Security Level

COA—YDOFEEE TN\ —_REEEELE T,

HmLET,

« noAuthnoPriv - E8sEIC I — P ED—BEITENEL LET
- authNoPriv - MD5 F7zld HMAC-SHA 7 )L 31) R AICED W aRaI HiRE L9,
« authPriv - DES-56 £ cEFEARLIEES 7514/ —&IZCsHE LT MDS5 Fizld SHA 7031 X ALICEDWEREEE 1R

« Authentication Algorithm - 58sEt+ 2 U 7+ DBEZEIRT 2%, MD5 Efcld SHA SRR ZEIRL &9,
- Authentication Password - SNMPv3 1 —H & HEEN BB/ VAT — K,

- Privacy Algorithm - DES-56 7/'5 4 /N — &G d¥ T —/ 3 VITEMTY,

« Privacy Password - SNMPv3 1—HF ¢ HBEENE TS A/ —/S\RXT— K,

SNMP User
Username admin
Access Privilege RWUSER
Security Level | AuthPriv v |
Authentication Algorithm * MD5 SHA1

Authentication Password

Privacy Algorithm * DES AES

Privacy Password | ------------ |

L

B49-11  SNMP 1—HEE (admin/AuthPriv)
r
SNMP User
Username admin
Access Privilege RWUSER
Security Level | Auth Mo-Priv v |
Authentication Algorithm */ MD5 SHA1

Authentication Password

9-12  SNMP 21—'@m@E (admin/Auth No-priv)

3. tFaUTFADINIVEERELET,

BH

5

No-Auth No-Priv

SR A —YRO—H T EREE LET

SEERELE T,

Auth No-Priv MD5 & fzld HMAC-SHA 770301 X CE DWW e a Rt L £ 9,
AuthPriv DES-256 £ b DIZ#EAFER LTBEE 724 /\>—%E s & LT MD5 Eicld SHA 7)) ZLAICED VR

4, [Save] R2v%=T7 1) v LET,

291



292

AVTFUR

SNMP k5w 7Y R FDERE
Maintenance > Management > SNMP > SNMP Trap List X Z 21—
I bO—SH SV TAYE—IBFETHINMP I—I 2V bDIP 7 RLAZRESLUFRRLET,

1. Maintenance > Management > SNMP > SNMP Trap List Z 7DJEICAZ2—%& 27 U v L. ULTFOBEZFRRLET

£ Status = Wireless B Network

K>

.ap Maintenance

Maintenance » Management » SNMP » SHMP Trap List o o

SNMP | SNMP Trap | SNMP Trap List | Access Control List | SNMP System Info

The table lists all IP addresses of SNMP agents to which the controller will send trap messages.

SNMP Traps List

Shnwentr‘ies [Right click row to see more options] @Yy |
| IP Address 4] ” Part =] " Community ] ” SNMP Version 2 |
192.168.1.11 162 public wl
Showing 1to 1of 1 entries |.] First | Previous | 1 | Next » || Last |
9-13  SNMP Traps List EIH
LIFOEELHY £,
HE B
IP Address SNMP 2w TI—Ix 2 bDIPT7 RLZ,
Port oW TAYVE—IRNREENEIPT7 RLADSNMP k2w FR— b,
Community I—VIVMDFBIAAZ 2274 RAMNI VY, Z2LDI—TJT VM PublicAZ2Z744CThIv ATV AV TBHEL
SICREEINET,
SNMP version FowTI—Y > FHMERT SNMP /A= 32,
SNMP T—Y x> MIfThNsd7 7> avik. LTFOBEY TY,
=[S B
Edit lEdit) REZ & SNMP b2y FREEMIC) > L. BRLIZSNMP b5y IANDZEEETOITENTEE T,
Delete IR SNMP S FHEEIBRLE T,
Add SNMP Trap TORZVEZ )y THE SNMP Moy TREE@IC) >V LET,
2. [AddSNMPTrapl R2>&T 1) v LET,
’ SNMP Trap Configuration 0

IP Address |
Port |:| [Range: 0 - 65535]

Authentication Type 2 v vic 9 v3

9-14  SNMP Trap Configuration [EiE

3. Ja4—ILRITBEREANDLET,

TB8H SiEH

IP Address SNMP kS TT—ITY kDIP 7 RL A,




THE SRR
Port FoYTAYE—IDRETNSIPT7 RLADSNMP k5w FR— b,
Community I—VIVIPFABIAAZ 2T 4 AMNIYY, ZLDI—TY TV MHN Public2Z2Z740TChIvFITU Y
AT BEIICRESNET,
Authentication Type FSw TI—I 1> bAMERT SNMP/N— 3> (v, v2e, Fzld v3),

4., [Save] R2>%=7 1) v LET,

IV hYDRESE
1. RETAHIMIEREY DYoL, TEit) B#IRLET,

2. REEER. [Savel R2 V=7 ) v LET,

IV Y OHIER

BRd BT hUEGEY ) vy L Delete] Z2IRLET, IXTOIY M EHIBRT BHEIE A7) v LT MSelect All) #F 1 v 7 L. [Delete

EERLET,

SNMP 77 +RXa> bA—ILY R FDFRE

Maintenance > Management > SNMP > Access Control List X =1 —
SNMP 772> bO—)VU X b EFRELET,

1. Maintenance > Management > SNMP > Access Control List 2 7DJEICA Z21—% 7 v o L. UTOBEEFRRLET

e = [ — Sy
€3 Status = Wireless B Network

'ﬂp Maintenance

Maintenance » Management » SNMP » Access Control List o Q

SHNMP | SNMP Trap | SNMP Trap List | Access Control List [ SNMP System Info

The table lists all IP addresses of SHMP agents to which the controller will allows several operations on the SHMP agents.

Access Control List

Show entries [Right click row to see more options] | (@Y

‘ Name %) ” Subnet Mask =] J[ Community & J[ Access Type

el

192.168.1.12 255.255.255.0 public rwoommunity

Showing 1 to 1 of 1 entries

Add Access Control

9-15  Access Control List Bl

|| First | Previous | 1 | Mext , || Last

UTFDEENSYET,

BH Eilis

IP Address SNMP XZ—J+ D IP 7 KL R,

Subnet Mask FFRIENS SNMP XX =D v U A M ZRET 2cdIERENDRY FT—UXRY,

Community I—YI VMBI AOAZ 2714 RA NIV,

Access Type 702 AFFHEER (rocommunity) £IEFAHEE (wcommunity) DEESH T,

SNMP 777X bA— LU X MfToNsd 77> 3 >i& LIFO&EY TY,

HH ELiE

Edit SNMP ACLEREEEIC) > L. BIRLT SNMP ACLNDEEETS T EDTEET,

Delete BEIRLICSNMPACL T MU EHIBRLET,

Add Access Control | CDRZ &7 1) w7 d5HE. SNMP ACLREBE®IC) > 7 LET,
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2. [Add Access Control] RZ2>Z&5 1) v LET,
[ Access Control List o

IP Address | |

Subnet Mask | |

Community | |

Access Type * rocommunity rwcommunity

9-16  Access Control List [EBIE

3. Ja4—IVRITBEREANDLET,

pi=| =] Ellis
IP Address SNMP b 2w FI—Ix > bDIP 7 RLZA,
Subnet Mask FFAIENS SNMP X2 —T v U X M ERET BIedICEREINE XY FT—U XY,
Community I—YVIV MBI AOAZ2Z710 ANV,
Access Type 7 ASFEE (rocommunity) EzlEFHEE (rwcommunity) T,

4. TSave] ma>&EI UV LET,

IV hUDRE
1. RETHIVMNIAAYZ Y Yo L, TRt Z#RLET,

2. REZXFE%. [Save| R20%=07 1) v LET,
I YOI

HBrd BT hUERAZ v L Delete] ZBHRLET, INTDOI Y M ZHRT 5 EE. AT v LT [Select Alll #F v 7 L. [Delete]
EERLET,
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SNMP & 2 7 LEHRDRE

Maintenance > Management > SNMP> SNMP System Info X — 21—
Y FA—Z5DOSNMP Y AT LIEHREHRELET,

1.

SMNMP

This page displays the current SMMP configuration of the router. The following 81B (Management Information Base) fields are displayed and can be
madified here.

SNMP System Info

SysContact
Syslocation

SysMame

tem Info

Maintenance > Management > SNMP> SNMP System Info 2 7DJBICA Za2—&2 7 v 7 L. UTOERmAFRRLEY

[owic-1000 |

9-17  SNMP System Info [EjmE

2. HEIJECTEREZ T +— IV RICAILE T,

BE
SysContact

Bis

SysLocation

AV FO—ZDBEERODER], H:admin, John Doe

O ba—2>DOYEENLEAIE, B : Rack#2,4th Floor

SysName

O bO—ZDOfBEEHER %,

3. [Save] Ra>Z=7UvILET,
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4R SNMP 155 DRE

Maintenance > Management > SNMP > SNMP Trap X — 21—
J> bO—>DOEEIC SNMP (Simple Network Management Protocol) ZAT 2%Ba. O FA—JICSNMP I—Y 2 b EREL T, A=Y
DOERTEZRY FT—VDSNMP I R—T v b Ty THXET HEDHY FT,

TORARAY AV FO—JICBBEINTVBREBEE. EAG IS Y TERELERA, IV FPA—JREEDANRY & BFDT VL ARA
VDS DEREFHSFE LIcA N\ T L@L’\"(O) SNMP bS5 TEERLET,

TARTDEE SNMP S FIEHEHMBE CEMICREETNTVET,

1. Maintenance > Management > SNMP > SNMP Trap 2 7DIBICAZ2—& 7 v o L. UTOBEEEFRRLET,

(=)

'ap Maintenance

= Network

Maintenance » Management » SNMP = SNMP Trap o e

SNMP | SNMP Trap | SNMP Trap List | Access Control List | SNMP System Info

If you use Simple Network Management Protocol (SHMP) to manage the Unified Wireless Controller, you can configure the SHMP agent on the
Controller to send traps to the SNMP manager on your network.

SNMP Trap
AP Failure Traps [ e
AP State Change Traps [_| OFF
Client Failure Traps [—] OFF
Client State Change Traps [ Tor
Peer Controller Traps [_]ow
RF Scan Traps [—| OFF
Rogue AP Traps f_] OFF
WIDS Status Traps f_] OFF
Wireless Status Traps ﬁ OFF

9-18  SNMP Trap Ef

2. RBESCTAS Yy TEEMMLET,

HE Bis)
AP Failure Traps BT DE TUVEARAY bHDY bO—F & DGR IERREHTRB LZRICSNMP T—Y 2V O Sy T
EELET

AP State Change Traps | BIICT &0 UTFOWITNHDERERICKY SNMP Z—J 2V A S Y THEXELE T,

- Managed AP Discovered (BIERDT 7 £ ARA > b DigH)

+ Managed AP Failed (BIEHRDT7 7 ARA > b T 5—)

+ Managed AP Unknown Protocol Discovered (BEERDT 7 L ARA > bHSAREEAT O ~ 2JLDIEH)

- Managed AP Load Balancing Utilization Exceeded (BEEIRD 7 7 L ARA > b DO— /NS > X EREKHEIE)

Client Failure Traps BNNCTBETTAT ATV FO—SHEET DT I ARA > b EDBETE 2l EEREEIC B L FzBFIT SNMP T—

VIV MY TEEELET,

Client State Change Traps | B#ICT & 7547 2 MCEBET HUTOVWTNHODRERICEK Y SNMP T—I 2V b MS Y THFEELE T,

- Client Association Detected (7 =1 77> DR )

- Client Disassociation Detected (7 =1 77> ~ DYI#i&RH)

- Client Roam Detected (7 277> bOO—= > J1&H)

Peer Controller Traps BT HE LTV FO—TJICEET BLUTOVTNADRERICE Y SNMP T 2> A NS v THEZRELET,
Peer Controller Discovered (77 2> bA— 2> Di&H)

- Peer Controller Failed (720> bO—Z &)

- Peer Controller Unknown Protocol Discovered (€77 0> b O—2H5ARBEE 70 ~ O)LDigkH)

- Configuration command received from peer controller (I bO—Z&. TD Ty THEERT BTHITT T AR
I bO—2%REL LETA)

RF Scan Traps BMCTHE RFEAFYUDHLWT I CRRA Y M IRV ATV M WG Ry SA4T7 > b agH LTz
BE SNMPI—Y Vb RS TEXELET,
Rogue AP Traps BMCTBHE AV NO—FHRERTVEARA Y b EEELEBE SNMPI—Y 1Y FAAN NSy TERXRELE

To Tlew ASHDDARERT VEARAY AR Y bT—=T7ICFELTWAE, T—T T bid TRogue Detected Trap
Intervall (#) c&IThZ v TEXELET,
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WIDS Status Traps BMICTBE LTFOVWTNHADRERICEY SNMP T—Y x> b MY TEFELE T,
- TOOY A=AV IXAX Y bO—ZlEVE LT,
s REGVZA77 b EBHELE L
- [Rogue Detected Trap Interval] (1) BEARERY ZA4 7> PHOFELTVET,
c ET7IIN—TICBTHEET VL ARA Y bORAEEBBLE Lz,
Wireless Status Traps BT BE AV PO—F (TDLIY T TIRY ARV FO—SThZREIEHY EHA) OEERENZTE N
BHEIT. SNMP T—I x> ME b Ty TEFELE T, Channel Algorithm Efzld Power Algorithm ARfTEN5 & b
Sy TEKMELET, Ffew UTFDT—2XR—XDUJRAMTIY bBHRABEZBA ERICSNMP T— > MMi b
ST EFEELET,

- Managed AP database

- AP Neighbor List

- Client Neighbor List

- AP Authentication Failure List

« RF Scan AP List

- Client Association Database

« Ad Hoc Clients List

- Detected Clients List

3. [Save] R"a>Z=o7Uv o LET,
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77—L7x7 (Firmware)

Maintenance > Firmware X = 1—

AV7490b—2av0REEER

Maintenance > Firmware > Backup/Restore X — 31—

BRI FO—JORERIC. AV T T L—23>DNv o7y TEFTVET, REDNY I 7Y TET7AIVREENES, DNV IT Y
TI77AIEFEBLT. ASHDOERTAEGHELCTIGEICAICERI Y FO—JICREAETIHTENTEETT, T, IEEFPMOEFRD
YV hA—SEFERALUEET 25875 L. OIS PO—JICbRELEETIT ST ENTEET,

1. Maintenance > Firmware > Backup/Restore DJEIC A Z2—% 2 1) v L. LFOEERZFRRLET

Q" Maintenance

Maintenance » Firmware » Backup / Restore o @
This page allows user to do configuration related operations which includes backup and restore.

Backup / Restore

Backup

Save to System (PC) Save to USB Port 1 Save to USB Port 2
Restore from System (PC)
Browse Saved Configurations ‘ FrAILEBIR ERF L EHA |

Restore from USB Port 1

USB Device Status disconnected

Select Firmware =

Restore from USB Port 2

USB Device Status disconnected

Select Firmware =

9-19  Backup / Restore EIH

2. N\v o7y TERET BHBFICK ST [Save to System (PC)J. Save to USB Port 11, F7/zld Saveto USBPort2) =7 1Jw o LET,
PCADNy Ty
[Save to System (PQ)J Z#EIRT B L&, AAT7 AT A v E—IHNRRINET,

~—%3192.168.1.100 (DE2ik: *

Passwords and other possibly sensitive information
may be stored in cleartext in the configuration file.
Please protect the configuration file accordingly.

0K Frtil

oK) A2 v&EY7 Vv o d2aE, To520FE BEIICT 74/ DAY >O— REMICA T O— REROET, 7 71)V&ICE Ttar) &
WOHRBRFOMIIIENE S,

USB FINA AANDINY 77 v T
lSave to USB Port 1], E/zl& lSave to USB Port 2| Z&#IRg AL, OV hEHTTIC. EBICHISET A UB 72V a1 R4 7CT7 74
WEINY Ty TLET, USB AT 4 7HEW\NE. TNSDF TV aid@ls LEShA,



AV 749L—23av0ER
Maintenance > Firmware > Backup/Restore X —1—
RELEERIY M O—200Y T4 Lb—2a >0\ 77y TaETLET,

1. Maintenance > Firmware > Backup/Restore DJEIC A Z2—% 7 1) v L. LFOERZHRRLET

£3° Maintenance

Maintenance » Firmware = Backup / Restore o @
This page allows user to do configuration related operations which includes backup and restore.

Backup / Restore

Backup

Save to System (PC) Save to USB Port 1 Save to USB Port 2
Restore from System (PC)

Browse Saved Configurations ‘ ZrAIVEER  EIRS ZIHA ‘

Restore from USB Port |

USB Device Status disconnected

Select Firmware =

Restore from USB Port 2

USB Device Status disconnected

Select Firmware =

9-20 Bacpup / Restore E[H

2. [Restore from System (PQ)l 7> 3> T 77 EER] R2>a0 vy LET, IN\vIT7vTT7A4IVEERLT, TR &7 Uy
ILES,

3. [Restore] RaVET v THE AAT7ATHARREINET,

M—%5192.168.1.100 (DEZiH: *

Preparing to restore saved settings from user-
provided file. Are you sure you want to proceed?
WARNING: Current configuration will be erased.

OK Frtil
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4, [OKJ =7 )w o9& BRULET 700DV T4 L—Y 32 BLET,

Restoring configuration

Router will be up in 138 Seconds...

9-21  Restoring Configuration [EIE

BTIT2ETCLESCB/FELREY, BT T2E BV VEERNERRENET,

TimH AR R EDETT

Maintenance > Firmware > Soft Reboot X =1 —

THHAERREICEEI > FO—2&F2 )y FF5E. BARDOREICRY .. EREICH LTI eI N TODEBHIRDONE T, BITINSRE
([TiE. AT A VINAT—R SSID, IP7 RLAREGCF 1 T4 F—BEFTVTAVRELTHDICWEBELEETNSBEELRBEELEENE T,

BRIV NO—2% O TGHAERREICETTT 27AICIE 2 DB Y &7,
BRI PO-SOBAEICHD VLY SRR VEBET S, B06RX=JD Uty bARZ > AEFALE. THEEREEREDET] BR)
« LUFD Web BEA V2T 1 —ADFIEZFERT 5.

1. Maintenance > Firmware > Soft Reboot DJBICAZ21—% 7 ) v o L. UTOBEEAEFRRLE T

o" Maintenance

Maintenance » Firmware » Soft Reboot (2 M)
This page allows user to Reboot and Reboot with Factory Default the controller.

Soft Reboot

Soft Reb
oft Reboot Seoft Reboot
Reboot with Factory Default Default

9-22  Soft Reboot EIE

2. [Reboot with Factory Default] @ Default) R2>&2 0w o 5L UTFDZATOTHNERRINET,

M—%5192.168.1.100 DTk *

Preparing to restore factory default settings. Are you
sure you want ko proceed?
WARNING: Current configuration will be erased.

0K Frtil

3. TOKJ RavEy ) vy LT, IBEERRELZETLET. £id. [CGneell K227y 7 LT, REDRELZH#IFTLET.

TIMHEHRTETEOMEE T FO—SD LAN IP 7 KL XOMEREE 1192168101) T, 054 > 1—Ha0iEEE fadminl, O
JA ISR T — ROYEAEIE Tadmin) TY,
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Maintenance > Firmware > Soft Reboot X = 1 —
RO FO—>EBEELET, Bighd. BEROUMERAERTLETH. YHRENSZEE LIEREITOVWTUIFERLET,

1. Maintenance > Firmware > Soft Reboot DJEICA =1 —%& 7 ) v o L, UTDOBEmEEFRRLET,

'ﬂp Maintenance

Maintenance » Firmware » Soft Reboot o @

This page allows user to Reboot and Reboot with Factory Default the controller.

Soft Reboot

Soft Reb
orE Heboat Soft Reboot
Reboot with Factory Default m

9-23  Soft Reboot EEH

2. [SoftReboot]) M ISoft Reboot | REZVEV U woTBE. UTOHRLAT7OTHAERREINET,

/R—33192.168.1.100 (DECHR: td

Preparing to reboot. Are you sure you want to
proceed?

WARNING: All current sessions will be closed and the
system will be down for about 150 seconds

oK Frtil

3. TOKI RE22ZEZYY I LT, \RI> +O—2%2BEHLET, [Cancell R22ZEIUY I T 2L BEBIF v wILENET,
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727—=LI9x7D7v7T5L—F

Maintenance > Firmware > Firmware Upgrade X — 21—

RO O—50T77—LT7DT7 v TIL—F

Maintenance > Firmware > Firmware Upgrade > Using System (PC) X Z 21—

BHTIE, SR FO—SDREL N T+ IV RAEBICA LT ETOVE T, HERBAFIFRTIREICES L. ARERICT7—LITTDT Y YT
L—FDU ) —ZXRZERHLET,

RO PO—SDA VA b—IVEIL. BHDT77—LUIT7 THHEETF VI LET, TDE J7—LU 7)) —REFT vy L. FA
ARl ANE. ThoZ A YA F—)LLE T,

VAT L (PO 5DT7yF5L—F
1. #|FO> bAO—20D Web B+ >42 7 —XC. Maintenance > Firmware > Firmware Upgrade > Using System (PC) DJBICAZ1—%& 7 1) v
7L LroEEZERRLET,

= Security ,ap Maintenance

waintenance » Firmware » Firmware Upgrade » Using System (PC) e @

Using USBE

Thiz page allows user to upgrade/downgrade the router firmware. Thizs page also shows the information regarding firmware wersion and build time,

Using System (PC)

Current Firmware [nformation

Firmware Yersion 4,4,1,2 _Wini
WLAN Module Wersion 4.2.0.1
Firmware Date Thu Jun 25 22:27:57 2015

Flrmware Upgrade
Browse Firmware BT

Upgrade

9-24  Using System (PC) EmE

2. [Current Firmware Information| @ [Firmware Version] TIRED T 7 — LT T 7/\—=I 3 V=R L. A VA NIV BT 7— LT T 7D/ \—
JavToT7 v 77 L— FTRERIINE. ZOFIEZFTET,

3. D-linkWeb 4 b S#HILWI 7—LDz7EZTVO—-RLET,
4. TFirmware Upgrade] D 7 71 JVD#EIR|] Ra>&2 7)) v 7 LET,
5. J7—LoIT7 77V EERE TR RL2VEI Uy LET,

6. [Upgrade] R2>&EV Vv TBE LUTOHERLAT7OTHRRENET,

/—%5 192.168.1.100 (TiR; *

Preparing to upgrade firmware image. If the image
selected for upgrade is of a different region than what
is presently used on your device, the current
configuration will be automatically reset to factory
defaults.

The upgrade process may take a few minutes. Are
you sure you want to proceed?

WARNING: Interrupting the upload or powering off the
system during the upload may damage the firmware.

0K Frtil

7. TOK] Ra>EZ )Y LT Z7—L0IT707y F7L—FafnlEd, TOJLAN-RT7 v 77— FOESERRLET,

79I L— FOFOERIRENDDVET, 7y FF L— FORIER. YR F LDA 7% LENTREW, A 7T BET7—LDT
TEWET BBEDBYET, TSITHBEDTA FADBRL, 7T L— FHRT T HETHESE LT,

8. 7w I/UL—RHART LIS, O bO—Z0D Web B4 27 1 —XICA%Y 1 > L. Maintenance > Firmware > Firmware Upgrade >
Using System (PC) DIEICY w2 LT, TLW T 7—LT T 7H [Firmware Version] [CRREND T EEHERLET,

9. J7—LUITDN=I32E3INR=ID IR A BEFXRFEDT—7 > — b IERLET,



USB RSATH5D7y T L—F
1. #g2> bO—>0D Web B4 > %27 —AC. Maintenance > Firmware > Firmware Upgrade > Using USB DJEIC A Z2—%& 27 ) w7 L.
UTOERZRTLET,

2 Security 'ﬂp Maintenance

Maintenance » Firmware » Firmware Upgrade » Using USB o e

Using System (PC) | Using USB

This page allows user to upgrade/downgrade the controller firmware via USB Device.

Using USB

USB Port 1
USB Device Status connected
Select Firmware -

Upgrade

USB Port 2
USE Device Status connected
Select Firmware =

Upgrade

9-25  Using USB &

2. [Current Firmware Information] @ [Firmware Version| CIRED T 7—L T T 7 /\—I 3 VEMER L. A VAN =IVT BT 7—LT T T7D/\—
J3vTOT Yy T L— RTEERTNE. TOFIEEFTET,

3. D-LinkWeb ¥+ b o#ILWT 7—LTT7%Z USB FZ1JIc47 00— RLET,

4. [SelectFirmware) T7 71 )L&EBIRL. Upgrade) RE>EV v I TR &, LUTOMRAAT7OATHARREINET,

~—%5192.168.1.100 (DE2ik: *

Preparing to upgrade firmware image. If the image
selected for upgrade is of a different region than what
is presently used on your device, the current
configuration will be automatically reset to factory
defaults.

The upgrade process may take a few minutes. Are
you sure you want to proceed?

WARMING: Interrupting the upload or powering off the
] system during the uplead may damage the firmware.

OK Frtl

5. TOKJ Ra>&E ) v LT, 77—L0zT7D7 v F7L—RafalLEd, TOJLAN—ET7 v 77— OB ERRLET,

ZE=0 7L — ROTOCRITEEDIDIDINET, 7 T L— RORIED, YAFLDF 7% LEVNTLREEWN, F5THVNE, T7—LA
Y I T EWET AEALBYET, TIIPDEEDT A FADBRBE, 7y T L — RARTTHETHEL LT,

6. 7vITUL—FARET LS. EROY FO—5D Web EE 1 > 2 71— XITO% 1> L. Maintenance > Firmware > Firmware Upgrade >
Using System (PC) DJEICY 1w o LT, $ILWIZ 7—LD = 7H [Firmware Version] ICRREND T EHBRLET,

7. 77—L0IT7DIN—Tav&E3INDN=JD [{J8RA BEAHBOT -0 — | ICERLET,
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ARV FSA 1427 1 —ADEHA

BRI PO—ZRARYRIA A2 T =R (CL) ZTR—FLTVET, CLIE VI-I00mATI2L— 3> 7RIS L&@ERALT. 4
BERTHFAI-ZATY —BETHRIA 27T —AZFHAL. O—AIVERIF)E—FTEEIY FO—J EBERRDT 7L ARA > bDF
Ee EZA—ZFVET, ROy bO—3F. OV RS Y DOWEDTHICT SSH B KU Telnet ZHR— b LTVET,

IFOFIETIE CLHC T 72 AT 5 HE=ZFHBLET,

PC &2l Linux T—2 A7 —% 2 Y% 0> Y —JUCHEET B34, BI750 USB-DBOF & U 7IL7 4 72 AMET5E T, RI45-DBOM or— 7
VISR Y FO—SICERENTVET,

1. #EKOY FO—SORE/SKILDOA VY —IUR— MM VT-I00#ARIZ 2 L— 3 v 7 OO0 S L5 /D PC A LE T,

2. CUOYAVEIREEERELI—THDOGUI THEEINE T, CLUILT VLR T BSHICIE SSH £ ldd> Yy —ibo 70>y 7~ Tldila AJIL.
EREI-YHERTAT AV LET,

DWC-1000 login:

m‘
R

¥ L <I&. TWireless Controller CLI Reference Guide DWC-1000] #ZBBLTL XL,
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E10E I~57‘llf~“/1—7_-»r vy

IO b O—Z DA EARLESGE. ABD STV a—T7 4 78R L. BEEREL THRROFHNINY ELET,

LED bS5 IV a—Fa Y
R0 FO— S OEREA VI Lickic, LFO—ED1RY FRT BUBHBYET, |

1. TREA ICLUIERIC, 81E/\%)LD USB 7R— b EICH B Power LED () AT L TWA T E#RERLE T,

2. H20%®IC. BRI S2O0—HILR—FEDLANR—F LEDAIARTEJ L TWS T EER-ELE T, s, BRd 27 /1 AED VoM
fexrenfcc s AERLED,

3. RJ45 /Tf N IT 1000Mbps 7/\1 X &= T 255 FEU) LED DEETH ST & HHER Li@' /T\ T 100Mbps 7/ \A ADNERT T
55ElE. R— MED LED b“?‘?@‘(%éut’iﬁ@hbi?’ R— M 10Mbps 7/\1 AHDEEE T BHE 1. /T\ I*EUD LED ASEITLTWB T
t’i’ﬁ@h Li?’

4. SFPR— T 1000Mbps 7/\1 AR B35 E1E. R— D LED BMEEBETH ST EEHERLE T, KR— T 100Mbps 7 /N1 ZAHDNERTY 515
Bld. R—MEDLED BNMEETHD T EHEELET,

SDEEOWVNTNERTISHEWVEEG. UTO@EY Gty 3 vESBLT TV

Power LED HVE#T

IR FO—SDEREA VI LTEH. Power 8L UMD LED B4 7 DIREETH 515G, BRI— FHABUICERE I Y bO—ZicEiEn Ty
& BRI—FHOERAA Y FICKVHEBENGOTHET 2302 MMIEEREN TS EHERELET,

I <IHBE. D-Link DRI R— MMOERR L T<IREL,

LAN K— b LED H¥E4T
A —HZy MEFHTONTLOSDIT, LAN LED AT LSS -

1.

2,

3.

A —=Yxy br—T)VEGEHERI Y PO—SBKURA Y FCHRERITTTONTVWASI EEF TV LET,
BT AR Y FICERDRHEN. AAMvFHF U THEHIEZHRLET,
ELWT—T)V (X bL—bERE70OR) ZHEALTWAT EEHEELET,

Web B/ /271 —RA

EROO—HILR Y b T—27 EOPCHSERIY FO—SD Web BEA VR T T —RICT 7 CATER WG

1.

2,

PCELEROY bO—SEDA—Y Ry bEREF TV LTIRED

TERDPCOIP T FLANMEEIY tO—F BT TRy MIHa T EZRRBLTLIREN, RO FLREEZFAL TV 55HE. PC
A 1192.168.10.nnnJ (nrm at 0 Kzl 2-255) THAHARZT « w75 IPv4 7T KL A& 125525525500 DT T3y b EFERT 2L DICEREEN
TWBD=EERLTLEE

RO FO—ZDIP 7 FLRAEEELED IREDIPT7 FLADDHSHEWNEE, BEIY FO—S0REE DSHERREIC Y L
TLEEW, Uy bdaE SEEI2MO—2DIP 7 FLXIE 1192168101 324 X—=T D [THHEEHREDET| H#BR) [ctv b+
ENEITH. DBEEEREICT O REEIFTNTCEDONET,

TIHBHEERREICGREER )y LT, VT4 7 L— 3 rvEKRWNCRWNEE, Eg0Y b O—25BRHL T, BEFDRBIOXKEINT:
INTw b EFY TF v T RDICAZ T 77— AL TLIEEN, ARP/X7 Y b ART. GO FO—SD LANA V2 71— 7 KL%
BHLET,
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Dty bR V%ZFERALE. IRHGERSREDER

AISHDEBATERIY PO—FOFBA V2T T —RITVEATEGRWVGE, BEE/N\RILD Uy bR2VER LT, TEHERREEETL
ESER

INCDFREEY )7 LT TEHEROREBEETT 57574k
1. DEEDI5ME. Uty bREVERLEITE T,
2. Uty bREVERLET., BESEIIHEIRICTETLET,

TIRWEBRERTTRD. BT FO—S50 LAN IP 7 L ADZIMMEE [19216810.1) T 054 > 1—FROMIBEE Tadminl,
aOJ4 > )NAT— ROPHAEIE Tadmin) T,

B{t & BRICE T %R

[Date and TimeJ’X—=< (Maintenance > Administration > Date and Time) CIZIRAD B EBLERTLE T, EE> b O—S & NTP (Network
Time Protocol) ZFEARALT. A V2—% v McbBZY FT—082A4 LY—/)\D 1 DHSEEZERELET., OVRDEZI Y ~UJICIEBRT &R
DEEEEENE T,

HRDA A Y THER CEWC EZHRE LIBA, BIEOY bA—S01 Y 2—3 Y MIBETEST EMER L TLZEL,

T7O9VARLY MMcBEATET 1 XAAHNY)EE
RO FO—oH, TIVERARAY FOWTNH. FRIGTRNTEXERE LEWES

1. \RI2 FO—SHO LAN [CERIL WA T & &R L T EEL, (305 X—=2) TLAN R— b LED AVENT | B8)

2. TUERARAYIHERGED VAN TEWEL TLBDN 1 DD IP Y TRy FRETICHBD. ElER2Y R7AYE- R TEEL TV 2HE. &
Pz 1P 7 FLREEEAT LT EEmERLTLIEEY, 2B X=D [FIE1:DHCP H—/\DEE (F T~ 3>) | BR)

3. J7AT7IF—IVEERRBLTWAIBEE. J7A 7 04—V TETVLARAY MADUDP R— h&ESZ IOV Y LIEWTLIZEW,

4, BT VLIRSV EDEBDIPT7 FLAZFRLTWVWAD T &R L TLEEV, (2X=DD AP 71 ZH/N\UFH] BR) 1 DUEDT
TARAYEDELCIPT FLRAZEFRDIHBE. TNHDOHEHLS 1 DEFHERINE T, COBFE. BBUAMITVEARA Y b EML T,
ZOIPT7RLRAZEELTHOS, BETARAAHN)ZRTLT ZDIPT FLRAZERDRDT 7 EARA Y b 2RI LTIREL, 25—
D [FIBBET L7V ELARA > bDER) BER)

HEGTRE

77 ARA > ~H [Standalone)] E— FH'5 TManaged) E— RICE#BENSE. A2 T4 v U7 IP 7 FLAIEDHCP H—/\ (R hT—71CdH
260, FRFEEIY PO—JTREINZEDDOWVIND) BAEITTSIP 7 RLAITEDYFY, hick. EFEEBEXARDT I ARA > b+
WEEBEDIP 7 FLREFDC LITEVET,

DHCP H—/\HN 1 DEIGWVDN 7T RRA > O DHCP H—/NICERETERGRWE, 77 XRA Y ME P 7 FLADEE RIS [Connecting
REEITELCFUET, 2 T—TICDHCP H— /B2 mWNEE. S0 FO—2 EICRELTEEL, (B3 X—=2 [FBE 1: DHCP #—/\D
ik (AT 52) 1) BER) DHCP U —/\HRAEAIEEICE D & 77 XRA > bi& TConnecting | SREEH S [Connected ] JREEICHFEIT L E T

FLWLSSID ZBnLfzdic, ZdD SSID A5 FLIAIC Wi-Fi & T —27 FICBNEWNMEE. UTFOFIECEED Y rO—>%2BesLE T,
1. Maintenance > Firmware > Soft Reboot DJEICAZ2—%= 27 ) v U LET

2. [SoftReboot] Ra2>EI v o LET,
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Y bIT—IDEREFRET VL ARA Y bDIRH

REBRT ICARAY b DBREZEEMNCT DL 77 LARA Y MME WimITEBECF v > RIVDEAZFIELE T, Thudxy T —7 k8
ICRELE T, B2 LOERHLRY FT—IHBELVEETHNIE. RERT 7 CARAY FOREEBNT HIEDNTEXT ., Ry FT—ThEE
H&ee FDOEREIVBEETHNL. —FRICRELRT 7 LARA Y S OBREEENCT 5 EDTEXT,

EEO bO—SIcHITBEY—IVOER
IP7 KL X® Ping

Maintenance > Management > Diagnostics > Network Tools X =1 —
IS DY bO—ZOBMEEDO—ERE LT, IP7 FLAZ Ping TEEFY, |EREIAV MO—JEEROY FO—JICERT SRy bT—7 LDOFID
TINA ABDEFEE T AT 2DICAEREEEFERATEE T,

1. Maintenance > Management > Diagnostics > Network Tools DJBICAZ21—& 27w L, LTFOEEEZFRRILET,

0° Maintenance

Maintenance » Management » Diagnostics » MNetwork Tools 0 °

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Mame ‘www.dlink.uom |

Command CQutput

10-1  Network Tools B

2. [Command Output for Ping and Traceroute] |24 % [P Address / Domain Name] | IP 77 L AEfeld FAA >V 2EATILE T,

3. [Pingl R&>%&%21)wod%&, [Command Output] |ITHERHIARREINETD,

Oﬂ Maintenance

Maintenance » Management » Diagnostics » MNetwork Tools o @

Operation Succeeded

Network Tools | Capture Packets | System Check

This page can be used for diagnestics purpose. This page provides user with some diagnestic tools like ping, dns lookup and traceroute.

Netvrork Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www.d\ink.uom |

Command Qutput PING =

: 56 data bytes
om 192.1€3.1.
192.168.1.

¥ | : seq=0 ttl=€4 time=5.985 ma

p |
192.168.1.

s |

|

3
b
1: seg=l ttl=t4 time=0.43% ms
1: seg=I ttl=&4 time=0.514 ms
¥
X

192 163.1.
64 bytes from 192 _163.1._

: seq=3 ttl=64 time=0_431 ms
© seq=4 tol=E4 time=0_ 477 ms

--—- 132.1£3.1.1 ping statistics ——-
5 packets transmitted, 5 packets zeceived, 0% packet loss
zound-tzip min/svg/mex = 0.433/1.530/5.385 ms

1

10-2  Network Tools EiE
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Traceroute DfEFA

Maintenance > Management > Diagnostics > Network Tools X = 1 —

ERO bO—FE. Ry bT—0DINREINT ) W T RA MR Y TEES Traceroute A IR L £ 97, AB|IEI > O—F L3EAOBICIE
THRAI@ETHIAY bO—F (Ffeld TRy 7)) BARREINET,

1. Maintenance > Management > Diagnostics > Network Tools DJBICA =2 —%2 ) v o L. U TFOBEEERRLET

Q" Maintenance

Maintenance » Management » Diagnostics » MNetwork Tools o @
A

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www.mink.wm ‘

Command Qutput

10-3  Network Tools [EIH
2. [Command Output for Ping and Traceroute (&% [P Address/Domain Name] |ZIP 77 KL AEKTeld KAV &2E AT LET,

3. [Traceroute| RZ>&7 1) w29 %E. [Command Output] ITHEERENRTIEINE T,

E Security .QP Maintenance

Maintenance » Management » Diagnostics » Network Tools o @

Operation Succeeded

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute

IP Address / Domain Name ‘www.dlink com |
.
Command Qutput -
tracercute to 192.168.1.1 {192.168.1.1), 10 hops max, 40 byte packets
1 % e
2 %o
3 %o
4 %o ow
E %% W
E % % %
7w e
g %o
g %o ow
10 % % 54
)

10-4  Network Tools EE
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DNS REDRIT
Maintenance > Management > Diagnostics > Network Tools X =1 —
BIEO> bO—2F A2 =%y b ED Web, FTP. X—/b. EZDMDT—/\D IP 7 FLAHIRER TES DNS 5 [ =M L £ 7,

1. Maintenance > Management > Diagnostics > Network Tools DJBICA =2 —%&2 27 ) v L. LTFOEARZFRRLET

ﬂ° Maintenance

Maintenance » Management » Diagnostics » Metwork Tools o o
w &

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute
IP Address / Domain Name ‘www.dllnk.uom |

Command Cutput

DNS Lookup
Domain Name ‘

Command Output

10-5 Network Tools EiE

2. [DNS Lookup) @ Domain Namel| 71 —JURITA > 2—%v caEATILET,
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3. TlLookup) Ra>&V U wod 5L, [Command Output] ICIERDNFRRENET T, RAMERIERAA VIV NIAEET SHBE. P77 FL
REHITEEREFRRLE T, Host Unknown A v E—IFRRENIHBE. TOA U 2—2 v FRAIFEELETA.

Maintenance » Management » Diagnostics » MNetwork Tools 0 @

Operation Succeeded

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lockup and traceroute.

Metwork Tools

Command Output for Ping and Traceroute
IP Address / Domain Name |www.d|ink com |

Command Qutput

DNS Lookup

Domain Name |

0.0.0.0
Address 1: 0.0.0.0

Command Qutput Server:

10-6  Network Tools EE

AINTy bDF ¥ TF v

Maintenance > Management > Diagnostics > Capture Packets X —1—

EIRO PO—ZICEKVLANA VR T T —REBEBT 2INTCD/INTY baeF v TF v T EHTENTEEXT, /INVry FOML—RIEF ¥ TFrzy
2 aveHic) IMBDT—RICHRENE T, Fv TFv 770U TFA XA IMBEBASE. BENICHIBRINTIHLWLF v TF v 7 7 1 IUHER
TNET,

N7y bDFvTF v
1. Maintenance > Management > Diagnostics > Capture Packets DJEICAZ1—& 27 ) v o L, UTFOBEEFRRLET

.a.u Maintenance

Maintenance » Management = Diagnostics » Capture Packets o @

Network Tools | Capture Packets | System Check

This page provides user packet sniffer as a diagnostic tool.

Capture Packets

Interface | Default '|

Start Trace Stop Trace

10-7  Capture Packets B

2. Tlinterfacel DT IVRT A= 1—h5 TLANJ Efcid Optionl] #FEIRLE T,



NS a—Tay

3. [StartTrace] RE>EIUYvITEHE INTy bOF+ TFvZRIBLE T,

£° Maintenance

Maintenance » Management » Diagnostics » Capture Packets

Packet Capturing started. Click the Stop button to

stop packet tracing

Network Tools | Capture Packets | System Check

This page provides user packet sniffer as a diagnostic tool.

Capture Packets

Interface | Default v |

Start Trace Stop Trace

10-8  Capture Packets B

INT Y R DF v TF v EEIET BICiE TStop Trace] RE2V&EV 1) v LET,

Ou Maintenance

Maintenance » Management » Diagnostics » Capture Packets

Packet Capturing stopped. Click the Download

button to view the capture logs.

Network Tools | Capture Packets | System Check

This page provides user packet sniffer as a diagnostic tool.

Capture Packets

Interface | Default v |

Start Trace Stop Trace

10-9  Capture Packets [

MDownload] RE>%ES ) wIF5HE FL—RERELTVO-RTEEY, BELIL. 770507 74)LbDETYAO—RT 4 )LA|

n&ds

—=

AT

o)
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PATLF TV DRENE

Maintenance > Management > Diagnostics > System Check X Z 1 —

BRI bO—ZDOZMHEEDO—ERE LT IP 7 FLAZ Ping TEEFT, BRIV FA—JE\ERO> FO—SICERT SRy bT—7 LDRID
TINA ABDEFMEE T AT 2DICAEERFERATEEL T,

1. Maintenance > Management > Diagnostics > System Check DJBICAZ21—%& 27 ) v o L. U TFOBEAZFRRLET

£° Maintenance

Maintenance » Management » Diagnostics » System Check o e
b

Network Tools | Capture Packets | System Check

This page display the controller’s static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command Output

10-10 System Check EjE

2. [Display IPv4 Table] F7zl& Display IPv6 Table] K2 >%& 7 1) w7 d%&. TCommand Output) ITIERARREINE T,

'o" Maintenance

Maintenance » Management » Diagnostics =» System Check o e

Operation Succeeded

Network Tools | Capture Packets | System Check

This page display the controller’s static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command Qutput [Kernel IPv4 Routing Table]

Destination Fateway Fenmask Flags Metric Ref Tse Iface
182 163.1.0 0.0.0.0 255 255 _255.0 o a a 0 bdgl

10-11 System Check EIE (IPv4)

£° Maintenance

Maintenance » Management = Diagnostics = System Check

©
©

Operation Succeeded

Network Tools | Capture Packets | System Check

This page display the controller’s static and dynamic routes.

System Check

Display |Pv4d Table Display IPv6 Table

Command Qutput [Kernel IPvé Routing Table]

Destinaticn Next Hop Flags Metric Ref Use Ifzace
t:1r1z8 44 o a 1 1 1o
feB80::/128 o a a 1 1o
fed0::/128 u a a 11lo
feg0::/128 u a o 1lc
fegl::/128 u a a 1lo
feg0::/128 u (1] o 1 lo
feg0 28 u i} o 11lo
fe80::/128 o a o 1 1le

10-12 System Check EI&E (IPv6)
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AOJ8%E

SO FO—2 Tl O X Vv —IFREBITEHCENATELET, IV FO—JFOTAVvE—I%BHT S, EFEI FO—SF@EABT S+
ST4wIBATHEZZ— LT, BENGRELIEIS—ICDVOEHT A ENTEET, UTDOEI7Y avdOrBREEEcns0Ay
77 v RS BHEZHBLTWVNET,

AJHNDES
Maintenance > Logs Settings > Facility Logs X Z 21—
lFacility Logs] N—YTlE BRI bO—SHS5RMETHATDILNIVERET DT ENTEET, [Select Facility] TT7 7 U 74 &BFEIRLE T,

1. Maintenance > Logs Settings > Facility Logs DJBICA =21 —%& 2w L. LTFOEEZFRRILET,

D Status Wireless B Network 2 Security £ Maintenance

Maintenance = Logs Settings » Facility Logs o e
This page allows user to configure logging severity levels for different logging facilities.
Facility Logs
Facility
Select Facility ® Kernel System

For Event Log

Event Log Syslog
Emergency [ e [ e
Alert [ e [ e
Critical [ Tor [ e
Error [ Tor [ e
Warning [ e [ e
Notification [ e [ o
Information [ o [ e
Debugging [ Tor [ e

10-13  Facility Logs EIE

UTOEENSHYET,

HE Bz
Facility
Kernel Linux A—%J)e TOT 7T AT DO A vE—Ild T7AT7 T +—IVEllERy NT—U X2y 0%
BLTCHZ T4y ITHELET,
System I=v b EBETZOICCOEREI Y SO—F TR T r—2 3 VB KUBE LN VDREE,
For Event Log
Emergency 2 AT NS ERAEE
Alert BEIT. 77V avETOHRENGYET,
Critical 7 V)T 4 HIVIEIREE
Error IS—JRRE
Warning ARTAERRE
Notification IBETIZH HDFET NEIREE
Information 155
Debugging TINY T LANIVD Ay 72—

BI7VITAIBVTC ARV b (BRLEDIE) pAJICEIENE T,
2, J7VUTADELENY T DT TONJ (B%h) Fizld TOFF) (&%) LT, ISave] Ra &7 Uv I LET,
07 DERTIE. B THERT 2OIcOTHEETN DR, Web RDA N> fO4E1—7 (Status > System Information > All Logs > Current

Logs X—) £feldUE—b Syslog H—/NCEDWTHRAR A XENK T, iy a>rTadEnsd A—)baJiE, Syslog B —/\CERE
TNeOYJ EECRENREE T,
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FST7avoDEH/ V-T2 0T

Maintenance > Logs Settings > Routing Logs X — 1 —

T7AT 04—V M EZHSS e TRIEFHELIENCEDWT NS T4 v I EBHT 22 EANTEEXT, DoS (Denial of Service) BE.,
—MEHEEIER. QT 1 Y DFEH WEIN/NTy MaEDARY e, TEBREICKDHERDHICERRT ST ENTEET,

004 73V EBMCT BE. ABDOYA Y t—IRERT BEIEEA G B8, 7/\y JBNRFICERET 52 LEbBH LET,

1. Maintenance > Logs Settings > Routing Logs DJBICAZ—a2—% 7 w7 L. UTOBEEmEZFRRLET,

F )
9 E

Status Wireless == Network = Security ,up Maintenance

Maintenance » Logs Settings » Routing Logs o @
The table lists all the available routing Logs in the system.

Routing Logs

Routing Log
Accepted Packets Dropped Packets
LAN to WAN oFF | oFF
WAN to LAN oFF (&=

Save Cancel

10-14 Routing Logs EIH

TromBELHYET,
EE | 39
Routing Log
LAN to WAN B CHBHE. LAN=WAN £/zld WAN = LAN JU—FT 1 7 Daodh s o710 v 7 &EBHLET,
WAN to LAN - Accepted Packets - BNCT HE. bT v Ty bTHNE £T A MEBUTeErXlc I Liz/ oy M aBRFL £ o,
- Dropped Packets- B#ICT &, €I A Y b EBUeEmEh S 7Oy v Enfz/\ry b aBRLE T,

2, REE. [Savel Ra>&ED ) vy LTERZFRET SH. [Cancel] R2>%0 1) w7 LT, IOKREITRY T,

Syslog O %

Maintenance > Logs Settings > System Logs X — 31—

Syslog. A—)bOAJ HfeldFA XY bEI—TNDORRDHIC. OJICENTHEEIY b O—SEZFBLIE NS T v DR TERELET,
AR—TE, DoS (denial-of-service) BB, —ARIENEBIBR. 071 > Dadr WELIZ/NT v b BLUBELDANY M DLW F 7 7o
ET 1 &5Fv TFvI20OEMMLET., 77470+ — VDT bERZIFGS D FIFHELIEMNCEDWT NS T4 v I ZBIT 5 &
HTEET,

1. Maintenance > Logs Settings > System Logs DIEICA Z2—% 7w/ L. UTFOBEAZRRLET,

7y Status Wireless ecurity £¥* Maintenance

Maintenance » Logs Settings » System Logs o Q
This page allows user to configure system wide log settings.

System Logs

ALl Unicast Traffic [ ]ee
All Broadcast / Multicast Traffic [_] OFF
FTP Log [ Te®
Redirected ICMP Packets [ Jrere
Invalid Packets [—| OFF

10-15 System Logs EIH
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MTOmEENSGYET,

UEIE| Bz
All Unicast Traffic BT HE BRIV bO—Jlcmitfe/ Ny N EBIFLE T,
All Broadcast / Multicast Traffic | B0icd 2 &0 |G FO—JICAEIFTEIRNTOTA—FF v A MERIERIVFFv ANy b EBIHFLE T,
FTP Logs BMCTBHE OJERE FIPOJIGKELE T,
Redirected ICMP Packets BT BE. VAL LY FERNT ICMP (Internet Control Message Protocol) /347w M BEFL £ 9,
Invalid Packets BT BE RE LN/ Ty MBI LE T,

2. RSTqwIDRATEERE. [Savel REVES YW LTEBERELET,
JE—HOY

Maintenance > Logs Settings > Remote Logs X~ a1—

A=IVT7 FLAICOVEZRETAEDICERIY PO—FERETHTENTEXT, X—/bAJIE BEZIFUHITERTZET. ERLEX
TIA-JVCEDVCGEEENET, - K B, B

RO FO—2TIE 3 DDA —IVRERICRER I ZIXET DT ENTERT,

1. Maintenance > Logs Settings > Remote Logs DJEICA Za2—%& 2 v 7 L. UTOEEREZRRLET,

Maintenance » Logs Settings » Remote Logs

This page zllows user to configure the remote logging options for the router,

Femote Logging

Remote Log Identifier

E-fhail Log

E-iail Server Address

SATP Port

Return E-Mail Address

Send to E-Mail Address (1)
Send to E-Mail Addrezs (2)
Send ta E-Mhail dddrezs (3)
huthentication with SMTP

Reszpond to Identd from SMTP

[owic-1000 |

[Range: 1 - £5BA35]

Cptional

EX ]
|
1
|
|
|
|

|
| Ciptional
|

® HNone

[ o

Plain Login CRA M- DS

E-Mail log by schedule

Unit

® Never Hourly Daily Weekly

Cancel

10-16 Remote Logging EIE

2,

TDEEZRTER. [Save] R22%&20 ) vy LTEBZREFELET,

HE

g&ll

]

Remote Log Identifier

Ay =Y DFETEHNT D2DIERENDE T L T4 v I REANILET, TOFEFIFIE A=)V & Syslog X v 2—
IMA DB SN TVET,

E-Mail Log

A—IVBT%EB. KleldEHICLET,
« ON-A=)bO 7 EBMLET, TOX=JDEIDT 4 —)LREATILET,
« OFF-A—)bOJ%EMCLET, TOR—JDEYDT 1 — )V FIFFIBTEE LA,

E-Mail Server Address

'E-Mail Log| ZH&#hE LIcBE. SMTP (Simple Mail Transfer Protocol) H—/ D IP 7 KL A K feld 1 v 2 —%w
LHEANLET, BEISECT. EEOY bO—SETOY—/\TEFH L TA—IVATEXELE T, SMTP F—N\
&, ZIET 2 A—IVBHICH L CIRIERTRE CHARNENDH U E T,

SMTP Port

FE-Mail Log) & E LIcizma. A— IV —/\D SMTP R— b Z AT LE T,

Return E-Mail Address

E-Mail Log] ZBZhE LITHESMTP T —/\HD S DISENEEENZEA—ILT7 RLAZAALET, KX vt—
INIRBEENET,)

Send to E-mail Address (1-3)

lE-Mail Log] ZB%hE LiciBa, A,

I

EDREEND AT FLAZRAR3IDECASNILET,
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B ]

Authentication with SMTP [ TE-Mail Log)] AZB#E LIcHE. BEREZ T ANSHIIC SMTP Y —/\HEREENNE ThUE, FRaEAERL £,
None - SREEE AR ENE A, [User Namel KT Password] 7+ —JU K i%lﬁﬁf*iﬁ/\,

. Logm Plain - 3EEEB(LDBE v 3> ETBaseb4 Ik I— MMeEnfz/\RT— R&aEFERLTO/ 1T 5

DIERENDREL, Basebd TOA— F{bEI N/ SR T — RTIk. CABBESDRELRE LAV D, HEE

ZIFPILEVET,

« CRAM-MD5 - HMAC-MD5 MAC 77)L3 1) ZAITEDERFC 2195 CEHBSNF v LI L ARV AFREEA D=
A Lso TCRAM-MDS5J 1&. TLogin Plainl & W &BEWLANJLDREFE IR L £ T

S‘ujl:l

User Name l'Authentication with SMTPJ (< TLogin Plain] £7zl& TCRAM-MD5] #RE L3546, RALCERT 51— 4%
ANLET,
Password l'Authentication with SMTPJ Z TLogin Plain) & 7zl& TCRAM-MD5 | #E&E LB & EREEICERT 5/ 27— R (K

XF I FDEFD ) EATILET,
Respond to Identd from SMTP | lE-Mail Logl&EBIC LIZIZE BRI bO—5H SMTP H—/\H 5D IDENT BRICISET 5D EIHDREL T T,
- ON-#EEO> FA—Z1E SMTP 9 —/\H 5D IDENT BRICHELF T,
- OFF-#80> FO—ZI& SMTP H—/\H 5D IDENT ZRZEHRLE T,
E-Mail Logs by Schedule

AT 1= )UCEDWTA—IVOTEZET BTl A7 Y 21— IVEREATTVWE T, [E-Maillog) ZBMICT & RV a— I3 T 3
UOEMTTEYET,
Unit A7 DREHIREEREZZRLET., AT TV aVEA—ILTATEZELGEWVD. A=A T 3V DORER
REFLIEWSAIEF TY, lEventlogl Ea1—TX—2®D [Send Log] HReZ BT 2 LD TEXT,

+ Never- O DR EZ M LET,

« Hourly-1Rfic & lcOyaxELE T,

- Daily-BHIEEELHBICOVZXELET,

+ Weekly - BBIEE LTcBBR EBREICO/ 2R ELE T,

Day [Unit) & [Weekly) ICRELTeIBE. OV AXET 2BHEERLET,
Time Unit) % Daily) F7zld 'Weekly] CEQE Licipa. AV =R EY 2BEERLET,
Syslog ¥ —/\t&Rk

Maintenance > Logs Settings > Syslog Server X Z 1 —

NEBD Syslog H—/NE, BIEO> bO—SH 500 EEDH T REFEITHDICERY FT—VEEEICL>TERICERINE I, COUE— LT
AATIE, B, #EO FO—Z20OWeb BEA V271 —RCHLTA—AINGEANRNY FE2—TRVEARUFHRBEHNDELEZ>TVWET, 7
Dfed. FHFEHBFRIC. Z2<OOJZEHBHTENTEET, TNE 2y FT—IBEOT/NN\Y JPRIBIY O35 5701 v EEZ2—
FTHDITRICIIBE T,

AR~ O—ZIEEEFIC 8 BF TD Syslog —/\EHR— b LET, &Y —/\Udl TRemote Logs] XN—IY&FEA LT, €\ T 1+ DEGSHHA
BATIT7II)TAAvE—IVEZETEHLDICEHEINE T, T5IT. AN—ITIE 3 DDA IVRERICHREATZXETHTENTEET,

1. Maintenance > Logs Settings > Syslog Server DIBIC A Z21—% 7 1) v/ L. L TFOBEEEZFRRLET,

D Status = Wir etwork f by £ Maintenance

Maintenance » Logs Settings » Syslog Server o e
Thiz page allows user to configure the syslog server logzing options for the router.

Syslog Server Configuration

Swslog Serwer 1 F ™ f

FQON / IP Address | |

Facility [ v
Severity |AII '|
Swilog Serwer 2 f_|orr
Syslog Serwer 3 f_|orl
Swslog Serwer 4 f—|on
Syslog Serwer § f_| OFF
Syslog Server 6 r_|orl
Swslog Serwer 7 f_|orr
Syslog Serwer 8 r_|°ﬁ

Cancel

10-17 Syslog Server Configuration [BIE
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2. KT OEEZRER.

Savel Ra>%&Y ) vy L TEEZRFLET,

1BH Bilis
Syslog Server (1-8) Syslog H—/\=EBMITT BTzsdlC. Syslog H—/ D TON/OFF) X1 v F%& 7 1) w7 L, Name] #ICIP 7 FL A%
& FODN Z AL E T, TORER—VOREZRE LIEIC. RE L (BLUBMICLTD) Syslog H—/NITHEIREN
77274 EENU T4 LNVDA Y —IDREENE T,
FQDN/IP Address Syslog F—/\DA > 2 —%y b4 /IP 7 FLAZEELET,
Facility % Syslog H—/\. OV HABADEBD T 7<) 7« (All Kernel, System) Z3&RLE T, 77> 7 Bl RFC 3164
TEZINET,
Severity BY)E Syslog DENU F 4 Z#IRLE T, ENU T Z#IRT D& BRENENI T UEDERNY T 4 ZHDT
NTDANY FHEFRAEHD Syslog H—/NicAd=HEAILET,
< All
- Log Debug
- LogInfo
- Log Notice
+ Log Warning
- Log Error
- Log Critical
- Log Alert
- Log Emerg
fa Y=

Maintenance > Logs Settings > Event Logs X~ 1—

R FO—ZD Web

BEEA V27T —AlE, [Status] X Z21—TCHRELCAVAYvEL—IFFRRLET, RO FO-FH5 (N) DR

7 4 v %71 Maintenance > Log Settings > Facility Logs X—< (313 X—=J ) [OJ5R7FE | BI8). Fzld Maintenance > Log Settings > Routing

Logs X\—2 QUANR=ID [+ 5T v DB/ Ib—=7 1> 707 | BR) ROREIC—HTHE. WSTHATAYE—IH 2ALAZYT

EHITHNENET,

1. Maintenance > Logs Settings > Syslog Server DIBIC A Z2—%2 v/ L, LTOBEEZFRRLET,

Status = Wireless Network % Security 'a'# Maintenance
Maintenance » Logs Settings = Event Logs o 9
This page allows user to configure the available event Logs in the system.
Event Logs
Bandwidth Limit |nrl
Cap tive Portal OFF
Wireless Logs | OFF

Save Cancel

10-18 Event Logs &/

2. LITOEEZRER.

Savel Ra>%&Y ) vy L TEEZRFLET,

BH

Bz

Bandwidth Limit

BINCT B EmEABIRICEHE LIRS 7> bOBREOJICHENLET,

Captive Portal

BWTHZE A O—SRBF v T T4 TR—2)ERBALEG SA7 > bOOJ A YEL0ATT7 T ML
BhEY HEHREOJICHALET,

Wireless Logs

BNCTHBHE AV MOA—JIFEIET VT ET «(CBET BIFWHREDVICHILET,

ZE=0 005Xy t—IBBET B, FBEIENTP H—N\&URE REREY X7 ABERER DT L AESICEETT,

317



NS IWa—TaT

REOOQT
Status > System Information > All Logs > Current Logs X Z1—
IV bO—FTRELEATAvE—IERRLET, FOJE. Y FO—IHRE LIERBICE S TRETNE 24 LR Z Y TEHITRREN

£9, Syslog T—/N\ETelEA—)VATHAGEDY E— bATHADREENZ L I TRREND TR ALY ZVE— A2 T 1—
ATHEELET,

Status > System Information > All Logs > Current Logs DJBICA =2 —% 7 )wv 7 L. UTOEEmEZFRRLET,

£ Status

Status » System Information = All Logs » Current Logs o °

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SSL VPN Logs | WCF Logs | Captive Portal Logs

This page displays the captured log messages of the router activities.

Current Logs
Show entries [Mo right click options] ‘ a, '|

Mo data available in table

Showing 0 to 0 of 0 entries | || First || .| Previous | Mext , || Last |

Clear All Send Logs

10-19 Current Logs EImE
O7mn) 7Ly agfcldgX—=I00a— RDfedlcid, g' R=TY0H[) 7AA>EI UV LET,

[Clear All) R2>%Z21) w7 LT BEADINCDIY ) ZT )T LET,

Send Logs) R4 2% 1) w7 LT, BEANDINTDIY b EREEHDA—)VZEBITKELET,

WLAN O%

Status > System Information > All Logs > WLAN Logs X =1 —

WLAN A > 27 1 —RICH BV PA-FTRELEAT Ay E—Y%ZFRRLET, FOJE 32 O—IHRE LB > TREETN S 2
ALRZY T EHRICRRENE T, TTITRTEINDWIAN A V27 1 —XICE LAV EXELET,

Status > System Information > All Logs > WLAN Logs DJBICA Z2—%7 ) v o L. UTFDOBE@EmARRLET,

Status

Status » System Information = All Logs =» WLAN Logs o o

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SSL VPN Logs | WCF Logs | Captive Portal Logs

This page displays the captured log messages of the router activities on WLAM interface.

Current WLAN Logs
Show entries [Mo right click options] | a, |

Mo data available in table

Showing 0 to 0 of 0 entries

Clear All Send Logs

10-20 Current WLAN Logs B

|} First || .| Previous || Next , || Last ,|

070U 7Ly agfzldgX—2r0) O— RDfslcid, g R=2VER) 74>z vy LEY,
[Clear All] R2>%ZZ 1) vy LT BERADINCDIY ) EZ )T LES,
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Firewall O %

Status > System Information > All Logs > Firewall Logs X = 21—

I bO—FTRELE T 7AT7 04— )bOT A vE—I%FKRLET, FOJETY FO—FDIRELRRBICZ A TRX2 > T LslcRRnEn
£, 207 —/RIEmal OF > J1GENBETNTVAHBAEFRINTVWAOTEEALATINAUE— P V27 T —XITHREETNE T,
ABBEIBEIS 1 £ 2 [DWC-1000-VPNJ AEHIDIBEI DHFIBEHETT.

Status > System Information > All Logs > Firewall Logs DIBICAZ—a2—% 7 ) w7 L, UTFOBEEEZFRRLET,

Status

Status » System Information » All Logs » Firewall Logs o °

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SS5L VPN Logs | WCF Logs | Captive Portal Logs

This page displays the captured log messages of the router activities for Firewall events.

Current Firewall Logs
Show| 10 [+ || entries [No right click options] | e |

, |

Ho data available in table

Showing 0 to 0 of 0 entries .| First

| Previous || Next , || Last /|

10-21 Firewall Logs E/m
O7n) 7Ly agfldgR—Inlo— RO, g' R=Y0aMR) 7A4aA>=I v LET,
[Clear All} RE>Z7 1) w7 LT BEERODINTCOIY FZE7 )7 LET,

IPSecVPN O %
Status > System Information > All Logs > IPSec VPN Logs * — 21—
IV A= TREL IPsec VPN O Ay v —IFFKRLET, KOJIEIY FO—SDIEELEBICZ A TRAZ Y TELEICRRENE T, [~
AQTY—/\ P TEmaill AF> 7] BEHARETNTVDHE. RARENTVWBAJEALATHY E— b V2T 1 —RITKEENET,
EESY  AMAEIGENS >R TDWC-1000-VPN) SEMDERAICDHFIBEETT.
Status > System Information > All Logs > IPSec VPN Logs DJEICAZ1—% 7 v o L. UTOBEEAFRRLET,

Status ”f_“"‘ Wireles

Status » System Information » All Logs » IPSec VPN Logs (2 (<)

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SSL VPN Logs | WCF Logs | Captive Portal Logs

This page displays the captured log messages specifically for IPsec events.

Current IPSec VPN Logs
Show| 10 [<]| entries [No right click options] B a |

Mo data available in table

Showing 0 to 0 of 0 entries |.| First

| Previous || Next , | Last ,|

10-22 IPSec VPN Logs &
AJDU 7Ly aFEgR—In) d— RDfzdichd, g‘ R=YDEMR) 7aaAvEI7 )y LET,
[ClearAlll R2>%&2 v o LT, BERADINCOIY MZET)T7LET,
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SSLVPN O %
Status > System Information > All Logs > SSL VPN Logs X —Z 21—

IV bO—FTRELSSLVPN O A Yyt —IERRLET, FAJIEOY FO—SDEE LIERBICZ A TR2 > TEEBICRREINET, [V
AATF—/\] P TEmaill IF > 7] BEPREETNTLEHE. RRENTVLEATLEALATHRUE— V2T 1T —RIGKEENET,

AMEEGENS A 4> 2 [DWC-1000-VPN) SEHOHE IcOHFIBEIRETT,
Status > System Information > All Logs > SSLVPN Logs DJEICA Z2—% 2V ) v o L. U TFOBE@EmARRLET,

€D status "?

Status » System Information » All Logs » SSL VPN Logs (2 (=)

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SSL VPN Logs | WCF Logs | Captive Portal Logs

This page displays the captured log messages specifically for S5LVPHN events.
Current SS5L VPN Logs

Show . 10 E| entries [Mo right click options] | a

[

Mo data available in table
Showing 0 to 0 of 0 entries

Clear All Send Logs

10-23 SSL VPN Logs B

|.| First || .| Previous || Mext , || Last ,|

O7nU7LyyaEfzldgX—2o0) O— RDfsblcid, g R=2Vaf) 74>z vy LEY,
[Clear Alll RE>Z2 w2 LT BEROINTOTIY M)ZE7)T7LET,

WCF B ¥
Status > System Information > All Logs > WCF Logs X Z1—

IV FA=—ZTHRELWCFOI XA vt—Y%RRLET, BAVE Y FA—ZDIBE LERBICR A TAA2 Y TEELICRTENE T, [0

9=\ TEmall AF > 7] GEDNRETNTWVDIHE. RRENTWBO7EACATHAUE— M V27 T —RISEEENET,
AHEEISBIIS A £ 2 TDWC-1000-WCF-12) SEMDBEICOHFIBETRETT .
Status > System Information > All Logs > WCF Logs DIBIc A Z—a2—% 7 v 7 L. UTFOBEEERRLET,

Status

Status » System Information » All Logs » WCF Logs o @

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SSL VPN Logs Captive Portal Logs

This page displays the captured log messages specifically for WCF events.
Current WCF Logs
srm«|"1"n' E| entries [Mo right dlick options) [ a |

Mo data available in table

Showing 0 to 0 of 0 entries

Clear All Send Logs

X 10-24 WCF Logs B
OIOUTLY Y15 RiER—Y0O— korsick. (@) (X—YDER) TAaAVEIU Y LET,
MClear Alll REY%E4 w4 LT, BEKNDINTOIY KJES YT LET,

|| First || .| Previous || Next , || Last
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Captive Portal O %

Status > System Information > All Logs > Captive Portal Logs X = 21—

O> ha—>THREL Captive Portal O A v =Y FRRLET, £OJEY FO—SDIRE LIEEREICZ A TRZ Y TE LB ICHRREINE T,
22074 —/)\] ® [Email AF > 7] GENRETNTVBIHFE. RRENTWEAYVERLATHNUE— b V2T T —RIGEEENET,

Status > System Information > All Logs > Captive Portal Logs DJEICA =2 —% 7 v o L. UTFOBEEARRLET,

Status = System Information = All Logs » Captive Portal Logs

Current Logs | WLAN Logs | Firewall Logs | IPSec VPN Logs | SSL VPN Logs | WCF Logs | Captive Portal Logs
This page displays the captured log messages specifically for CAPTIVEPORTAL events.
Current CAPTIVE PORTAL Logs
Show | 10 |:| entries [No right click options] | Q|
No data available in table
Showing 0 to 0 of 0 entries |.| First || .| Previous || Next , || Last |

10-25 Captive Portal Logs [EiE
noOUTLy Yy 1giER—voun—roreics. @) R—Y0BR) FAavES Uy LET,
[Clear Alll K% 2% ) v o LT, BENDINCOTY MUY UTLET,

321



fH4RA BAFHBOT—o>— b

15 A BEAXRHEDT -7 —F

RFETETCIE. BT 2 Wi-Fi A/N\Ly VDEEERECEE T, BIMDT 7V ERARA Y b anEE T2/ Y IRy T BESOERICSH 2B

©7y KRRy M@ Wi-Fi /8Ly VR LET,

STEIDER Y I A (RES B TDITIE. TONFORSBERAEDT—7 ¥ — MKW, LUTFDT U T4 AIViEERENETEET,

EILDIRE
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