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Chapter 1.l nt roducti on

D-Link Wireless Controller (DWC), DW€L000, is a fulfeatured wireless LAN
controller designing for small network environment. The centralized control function
contains various access point management functions, such asofasing, intersubnet
roaming, automatic channel and power adjustmeselfhealing etc. The advanced
wireless security function, including rouge AP detection, captive portal, wireless
intrusiondetectionsystem (WDS), offers a strong wireless network protection avoiding
attacks from hackersAfter license upgradeptimal network security is provided via
features such as virtual private network (VPN) tunnels, IP Security (IPsec),-®eint
Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and Secure
Sockets Layer (SSL). Empower your road warriors with miiess remote access

anywhere and anytime using SSL VPN tunnels.

There arethreetypes of licenses available to activate increased functionality for the

DWC. These licenses are not activated by default.

1. VPN licenseupgradeenables the followingeatures:ISP Connection types
(PPPoE, PPTP, L2TP, NAT/Transparent mpd®©ption2/DMZ port, IP
Aliasing, Dynamic Routing (RIP), VPNPPTP client/serverL.2TP client
/server, SSLVPN, OpenVPN), Intel AMT, Dynamic DNS, Website Filter,
Application Rules, Fiewall Rules, UPNP, IGMP proxy, and ALG/SMTP
ALG

2. AP licenseupgrades the umberof APs controller can manage. You can
upgradeup to3 AP licenses. By default DW-C000 can managep to6 AP's.

You increase the number by 6 upon each AP license.

3. WCF Licenseis a powerful dynamic web filtering function that can be used
in many places. It is ideal for companies that want to ensure that employees
arendét wasting time online, school s that
viewing questionable online materialr Gbraries and small businesses like
coffee stores that want to limit customers from accessing certain sites on
their network. You can filter up to 32 categories of websites in total, such as
pornography, gambling, online shopping, and many others. Youeeesily
block or unblock these categories in just a few clicks. The dynamic WCF

also has a logging feature. Whenever a user tries to access a website that is
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blocked, or the time stamp of login/logout, the corresponding event will be
logged.

1.1 About this User Manual

This document is digh level manuato allow newD-Link Wireless Controlleusers

to configure connectivityWLAN configuration setup VPN tunnels, establish firewall
rules and AP managementnd perform general administrative task3ypical
dedoyment and use case scenarios are described in each selfetiomore detailed
setup instructions and explanations of each configuration parameter, refer to the online
help that can be accessed from each page ircoméroller GUI.

@ For this user manual all screenshots are taken with an activated VPN lic ense
which enables VPN / Firewall features.

1.2 Typographical Conventions

The following is a list of the various terms, followed by an example of how that term
is represented in this dament:

T Product NameD-Link Wireless Controller

o Model number DWC-1000

1 GUI Menu Path/GUI Navigatioii Monitoring > Controller Status

1 Important note @
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Chapter 22.Conf i g¥oungNet wor

To enablemanagement acce$sr the browser basedet GUI accessor SNMP managey

you must connect theontrollerto the network. The default IP address/subnet mask of
the controller management interface 692.168.10.1 255255.255.0 and DHCPserver

on the LANis disabledby defaut on thecontroller. You must connect theontrollerto
a192.168.100 network.

After you configure network information, such as the IP address and subnet mask, and
the controlleris physicallyand logically connected to the network, you can manage and
monitor the controller remotely through Web browser, or an SNNBsed network
management systendnce the initial setup is completthe DWC-1000can be naneged

throughwired interface connected to controller.

@ Accessthee nt r oGUI frmarsagemenby using any web browser, such
as Microsoft Internet Explorer or Mozilla Firefox

Go to http://192.168.10.1 (default IP address) to display theontrolle® s

managemenltogin screen
Default login credentials for the management GUI:
1 Usernameadmin

M Passwordadmin

@ If thecontrolle®ds LAN | P addr ess Waaddresshirathey e d , u
navigation bar of thédrowser to access thmntrolle® s mana g.e me nt Ul

2.1 LAN Configuration

Setup > Network Settings > LA etupConfiguration

By default,in the controllerthe Dynamic Host Configuration Protocol (DHCP)ode

is set to fANoneo. The DHCP mode can be set a
DHCP mode is DHCP servethe controller fustions asa DHCP serverto assignlP

address leases to hosts on WeAN or LAN. With DHCP,PCsand other LAN devices
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can be assigneld® addresseghe default gateways well as addresses for DNS servers,
Windows Internet Name Service (WINS) servefdie PCs in the LAN are assigned IP
addresses from a pool of addresses specifiethis procedure. Each pool address is

tested before it is assigned to avoid duplicate addresses on the LAN.

For most applications the default DHCP and TCP/IP settings are satisfattoryu

want another PC on your network to be the DHCP server or if y@unaanually

configuring the network settings of all of your PGse t the DHCP mode to
DHCP relay can be used to forward DHCP lease information from another LAN device

that is the networkds DHCP server ;tssthis is p

Instead of using a DNS server, you can use a Windows Internet Naming Service (WINS)
server. A WINS server is the equivalent of a DNS server but uses the NetBIOS protocol
to resolve hostnames. Th@ntrollerincludes the WINS server IP address in thd@P

configuration when acknowledging a DHCP request from a DHCP client.

You can also enable DNS proxgr the LAN. Whenthis is enabled thecontrollerthen
as a proxy for al | DNS requests and communi c
disabled all DHCRlients receive the DNS IP addresses of the ISP.

To configureLAN Connectivity, please follow the steps below:
1. Inthe LAN Setumpage enter the followindnformationfor your controller.

IP address (factory default: 192.168@.1).

@ If you change the IPaddressand click Save Settingghe GUI will not
respond. Open a new connection to the new IP address and log in aga n. Be
sure the LAN host (the machine used to managectitéroller) has obtained
IP address from newly assigned po@r has a static IP daress in the
controlle®d s L AN $afobenaedegsing theontroller via changed IP
address.

Subnet mask (factory default: 255.255.255.0).
2. Inthe DHCP section, selettte DHCP mode
None:thecontrolle®s DHCP ser ver is disabled for t he

DHCP Server. With this optionthe controller assigns an IP address within the
specified range plus additional specified information to any LddVicethat requests

DHCP served addresses

If DHCP is being enabled, enter the following DHCP server parameters:
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DHCP Relay: With this option enabled, DHCP clients on the LAN can receive IP
address leases and corresponding information from a DHCP server on a different
subnet.Specify the Relay Gateway, and when LAN clients make a DHCP request it

will be passed along to the s®r accessible via the Relay Gateway IP address.

Starting and Ending IP Addresses Enter the first and lastontinuous addresses in

the IP address pool. Any new DHCP client joining th%eN is assigned an IP address

in this range. The defdustarting address is 192.168.1100. The default ending
address is 192.16801254. These addresses should be in the same IP address subnet
as thecontrolle® s L AN | PYowmrday wishst® save part of theubnet range

for devices with statically assigned IP adsises in the LAN

Default Gateway (Optional): Enter the IP address of tle@ntrollerwhich you want
to make it as a default other than D\WI©0O0

Primary and Secondary DNS serverslIf configured domain name system (DNS)

serversareavailable on the LAN entetheir IP addresses here.
Domain Name Enter domain name

WINS Server (optional): Enterthe IP address for the WINS server or, if present in

your network, the Windows NetBios server.
Lease Time Enter the time, irhours for which IP addresses are leadedclients.

Enable DNS Proxy To enable theontrollerto act as a proxy for all DN&quests

and communicate with the | SP6s DNS server s,

Relay Gateway Enter the gateway address. This is the only configuration parameter

required in this section when DHCP Relay is selected as its DHCP mode

3. Click Save Settings to apply all changes
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Figure 1. Setup page for LAN TCP/IP settings(DHCP server)

DWC-1000 // | SETUP | ADVANCED STATUS |

WLAN Global Settings ||| LAN SETUP LOGOUT

AP Management The LAN Configuration page allows you to configure the LAN interface of the router including the DHCP
Server which runs on it.

WLAN Visualization

[ Save Settings ] [ Don't Save Settings ]
Internet Settings

Metwork Settings LAN IP Address Setup

IP Address: 192.168.15.1
Subnet Mask: 255255 255 0
DHCP
DHCP Mode: OHCP Server »
USH Settings
Starting IP Address: 152 168.15.100
Ending IP Address: 192.168.15.152

Default Gateway (Optional):
Primary DNS Server:

Secondary DNS Server:

Domain Name: DiLink
WINS Server:

Lease Time: 24
Relay Gateway:
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Figure 2: Setup page for LAN TCP/IP settings (DHCP Relay)

USE Settings DHCP Mode: DHCF Relay -

Starting IP Address: |'| §92.163.10.200

Ending IP Address: |‘I 92.163.10.254

Default Gateway (Optional): |

Primary DNS Server: |

Secondary DNS Server: |

Domain Name: Cilaink

WINS Server: |

Lease Time: [24

Relay Gateway: 192 168.105
# Host Hame IP Address
1 Adminstraticn 152.168.10.30
2

When DHCP relay ismabled, DHCP clients on the LAN can receive IP address leases
and corresponding information from a DHCP server on a different subnet. Specify the
Relay Gateway, and when LAN clients make a DHCP request it will be passed along to

the server accessible viad Relay Gateway IP address.
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Figure 3: Setup page for LAN TCP/IP settings (continued)

Lease Time: 24
Relay Gateway: |
DNS Host Name Mapping
# Host Name IP Address

1
2
3
4
5
&
7
8
Enable DNS Proxy: =

List of Available DHCP Pools

‘Start IP Address End IP Addresss

192.168.10.100 192.168.10.254

| Add

2.1.1 LAN DHCP Reserved IPs

Setup > Network Settings EAN DHCP Reserved IPs

The controller DHCP server can assign TCP/IP configurations to computers in the LAN
explicitly by adding client's network interface hardware address and the IP address to
be assigned to that client in DHCP server's database. Whenever DHCP server receives
a request from client, hardware address of that client is compared with the hardware
address list present in the database, if an IP address is already assigned to that computer
or device in the database , the customized IP address is configured otherwiBe an

address is assigned to the client automatically from the DHCP pool.

IP Addresses The LAN IP address of a host that is reserved by the DHCP server.

MAC Addresses The MAC address that will be assigned the reserved IP address when
it is on the LAN.
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The actions that can be taken on list of reserved IP addresses are:
Select Selects all the reserved IP addresses in the list.

Edit: Opens the LAN DHCP Reserved IP Configuration page to edit the selected

binding rule.
Delete Deletes the selected IP addsereservation(s)

Add: Opens the LAN DHCP Reserved IP Configuration page to add a new binding rule.

Figure 4. LAN DHCP Reserved IPs

DWC-1000 // | SETUP | ADVANCED TOOLS STATUS |

Operation succesdead
WLAN Global Settings

DHCP RESERVED IPS (LAN)

AP Management
This page alliows user to configure the reserved IF Addresses for the DHCF Server configuration.

DHCP Reserved IPs (LAN)

1 IP Address MAC Address

WLAN Visualization

Internet Settings

Metwork Settings

| 192.168.10.233 00:00:00:00.00:67

LG

2.1.2 LAN DHCP Leased Clients

Setup > Network Settings AN DHCP Leased Clients

This pageprovides the list of clients connect to LAN DHCP server.
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Figure 5: LAN DHCP Leased Clients

DWC-1000 n.l SETUP | ADVANCED TOOLS STATUS

WLAMN Global Settings

DHCP LEASED CLIENTS

AP Management
This table displays the lst of DHCF clients connected to the LAN DHCF Server and to whom DHCP Server
has given keases.

DHCP Leased Clients (LAN)

IP Address MAC Address

192.168.10.233 00:00:00:00:00:67

IP Addresses The LAN IP address of a host that matches the reserved IP list.
MAC Addresses The MAC address of a LAN host that has@ntigured IP address

reservation.

2.1.3 LAN DHCP Pools

Setup > Network Settings EAN DHCP Pools

Upon enabling DHCP, you can define a set of
which to assign LAN clients IP addresses. Each LAN on the router caisded

into 8 pools. The subnet and network of each pool must be within that of the LAN,
configuredon the LAN Settings page. Most importantly, pool IP addresss must not

overlap on another.

New LAN DHCP c¢clients wil.l be assignkkd | P ad
address in the first pool in the list of pools. Clients will continue to receigeeetial

I P addresses wuntil the AENndd | P address of
configured, the next LAN client to join the domain of this router will receive the

AStarto | P address of the second configured
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Figure 6: LAN DHCP Pool configuration

2.1.4

DWC-1000 tz.l SETUP | ADVANCED TOOLS STATUS

LAN DHCP POOLS LOGOUT

This page allows us to create new LAN DHCP pocls for DHCP server on LAN

| Save Settings | | Den'tSave Settings |

LAN DHCP Pool

Start IP Address:

End IP Address:

Once confirgured, the list of DHCP Pools at the bottom of the LAN Setup
Configuration page (Figur8d) is updated with the new pool range.

LAN Configuration in an IPv6 Network

Advanced > IPv6 > IR6 LAN > IPv6 LAN Config

In IPv6 mode, the LAN DHCP server is enabled by default (similar to IPv4 mode).
The DHCPV6 server will serve IPv6 addresses from configured address pools with the
IPv6 Prefix Length assigned to the LAN.

@ 1Pv4 / IPv6 mode must be abled in theAdvanced > IPv6 >Routing
modeto enable IPv6 configuration options.

LAN IP Address Setup

The default IPv6 LAN address for the routerfex0::1. You can change this 128 bit
IPv6 address based on your network requirements. The other field that defines the
LAN settings for the router is the prefix length. The IPv6 network (subnet) is
identified by the initial bits of the address called the preBy.default this is64 bits

long. All hosts in the network have common initial bits for their IPv6 address; the

number of common initi al bits in the net wor

field.
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Figure 7: IPv6 LAN and DHCPv6 configuration

DWC-1000 // SETUP | ADVANCED | STATUS |

Peer Controllers IPV6 LAN CONFIG LOGOUT

AP Profile This page allows user to IPvE related LAN configurations.

G [ Save Settings ] [ Don't Save Settings ]

LAN IP Address Setup
Captive Portal k
IPv6 Address: affd:1
Client
IPv6 Prefix Length: 64

Application Rules »

Website Fitter » || DHCPvE

Firewall Settings r DHCP Status: Enable DHCPvE Server «
DHCP Mode: Stateful -

Advanced Network » Domain Name: dlink com

server Preference: 255
DHNS Servers: Use below
Primary DNS Server: 5858:1

Radius Settings Secondary DNS Server: 5875::1
Lease/Rebind Time: 86400 [Seconds)
Prefic Delegation

List of IPv6 Address Pools

[l Start Address End Address

[ 4ffd::2 442255

@ If you change the IP address and click Save Settings, the GUI will not
respond. Open a new connection to the new IP address and log in aga n. Be
sure the LAN host (the machine used to manage the router) has obtair 2d IP
address fromnewlp s si gned pool (or has a <tatic
LAN subnet) before accessing the router via changed IP address.
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DHCP v6

As with an IPv4 LAN network, the router has a DHCPvV6 server. If enabled, the router
assigns an IP address within the specifiange plus additional specified information

to any LAN PC that requests DHCP served addresses.
The following settings are used to configure the DHCPVG6 server:
DHCP Status This allow to Enable/Disable DHCPv6 server.

DHCP Mode: The IPv6 DHCP server is either stateless or stateful. If stateless is
selected an external IPv6 DHCP server is not required as the IPv6 LAN hosts are
auto-configured by thiscontroller. In this case theontrolleradvertisement daemon
(RADVD) must be cofigured on this device and ICMPv6ontroller discovery
messages are used by the host for azgnfiguration. There are no managed addresses
to serve the LAN nodes. If stateful is selected the IPv6 LAN host will rely on an

external DHCPv6 server to providequired configuration settings
The Domain Nameof the DHCPv6 server is an optional setting

Server Preference To indicate the preference level of this DHCP server. DHCP
advertise messages with the highest server preference value to a LAN host are

preferrel over other DHCP server advertise messages. The default is 255.

DNS servers: Thedetails can be manually entered here (primary/secondary options

An alternative is to allow the LAN DHCP client to receive the DNS server details

from the ISP directly. Byaslecting Use DN3roxy, this router acts as a proxy for all

DNS requests and communicate wi t h t he | SP 6 8 opliohas serve

configuration parameter).

Primary and Secondary DNS serversif there are configured domain name system

(DNS) servers availaklon the LAN enter the IP addresses here.

Lease/Rebind time It sets the duration of the DHCPv6 lease from this router to the
LAN client.

IPv6 Address Pools

This feature allows you to define the IPv6 delegation prefix for a range of IP addresses
tobeseved by the gatewayds DHCPv6 server. Usii
automate the process of informing other networking equipment on the LAN of DHCP

information specific for the assigned prefix.
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Prefix Delegation
The following settings are used tmnfigure the Prefix Delegation:

Prefix Delegation Select this option to enable prefix delegation in DHCPv6 server.
This option can be selected only in Stateless Address Auto Configuration mode of

DHCPVG6 server.
Prefix Address: IPv6 prefix address in thBHCPv6 server prefix pool

Prefix Length: Length prefix address

2.1.5 DHCPv6 Leased Clients

Advanced > IPv6 > IPv6 LAN > DHCPv6 Leased Clients

This page provides thiéest of DHCPV6 clients connected to the LAN DHCPv6 Server
and to whom DHCPvV6 Server has givieases.

Figure 8. DHCPv6 Leased Clients

Peer Controllers

AP Prdfile

DHCPVe LEASED CLIENTS LOGOUT

This table displays the list of DHCPvé clients connected to the LAN DHCPve Server and to whom
DHCPvE Server has given leases.

DHCPv6 Leased Clients(LAN)

IP Address DUID IAID
5005::8/64 00:01:00:01:16:52:18:9a:00: 0F: 1f: &d:fO: 70 579395824

ed Metwork — p

IP Addresses:This isthe DHCP serverlP address.

DUID: Each DHCP client and server has a DUID. DHCP servers use DUIDs to

identify clients for the selection of configuration parametard & the association of
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IAs with clients. DHCP clients use DUIDs to identify a server in messages where a

server needs to be identified.

IAID: An identifier for an IA, chosen by the client. Each IA has an IAID, which is
chosen to be unique among all IAlDsr 1As belonging to that client.This is the
DHCP serverlP address.

2.1.6 Configuring IPv6 Router Advertisements

Router Advertisements are analogous to IPv4 DHCP assignments for LAN clients, in
that the router will assign an IP address and supporting network information to devices
that are configured to accept such details. Router Advertisement is required in an IPv6
network is required for stateless auto configuration of the IPv6 LAN. By configuring
the Router Advertisement Daemon on this router, BA®C-1000 will listen on the

LAN for router solicitations and respond to these LAN hosts with router advisements.
RADVD
Advanced > IPv6 > IPv6 LAN > Router Advertisement

To support stateless IPv6 auto configuration on the LAN, set the RADVD status to

Enable. The following settings are used to configure RADVD:

RADVD Status: You can enable the RADVD process here to allowedess auto

configuration of the IPv6 LAN network.

Advertise Mode: Select Unsolicited Multicast to send router advertisements
( RADBS) to all interfaces i n t well-kmwh ti cast
IPv6 addresses on the LAN, and thereby reduce overall network traffic, select

Unicast only.

Advertise Interval: When advertisements are unsolicited multicast packets, this
interval sets the maximum time between advertisements from the interface. The
actual duration between advertisements is a random value between one third of
this field and this field. The default is 30 seconds.

RA Flags: The router advertisements (RAOB8s) ca
flags. Chose Managed to use the administereatésul protocol for address auto
configuration. If the Other flag is selected the host uses administered/stateful

protocol for noraddress auto configuration.

27



Wireless Controller User Manual

Router Preference this low/medium/high parameter determines the preference
associated with thRADVD process of the router. This is useful if there are other
RADVD enabled devices on the LAN as it helps avoid conflicts for IPv6 clients.

MTU : The router advertisement will set this maximum transmission unit (MTU)
value for all nodes in the LAN that @auto configuredy the router. The default
is 1500.

Router Lifetime: This value is present in RAOGs
this router as a default router for the interface. The default is 3600 seconds. Upon
expiration of this value, a new RADVEBxchange must take place between the
host and this router.

Figure 9: Configuring the Router Advertisement Daemon

DWC-1000 n.ml ADVANCED | TOOLS STATUS |

Peer Controllers

AF Profile

Client
Application Rules
Website Filter

Firewall Settings

Advanced Metwork

Routing

Certificates

Please Set IP Mode to IPw4/IPve in - Routing Mode Page  to configure this page.

RADVD LOGOUT

This page allows user to configure Router Advertisement Daemon (RADVD) related configurations.
Save Settings Don't Save Settings
RADVD Status: [Disable [~
Advertise Mode: | Unsolicited Multicast
Advertise Interval: |3D—
RA Flags:
Managed
Other
Router Preference: |High—
MTU: [s00
Router Lifetime: 3600 {Seconds)

Advertisement Prefixes

Advanced > IPv6 > IPv6 LAN > Advertisement Prefixes

The router advertisements configured with advertisement prefixes allow this router to

inform hosts how to perform stateless address auto configuration. Router
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advertisements contain a list of subnet prefixes that allow the router to determine

neighbors andvhether the host is on the same link as the router.
The following prefix options are available for the router advertisements:

IPv6 Prefix Type: To ensure hosts support IPv6 to IPv4 tunnel select the 6to4 prefix
type. Selecting Global/Local/ISATAP will Edw the nodes to support all other IPv6

routing options

SLA ID: The SLA ID (SiteLevel Aggregation Identifier) is available when 6to4
Prefixes are selected. This should be the

used for router advertisements.

IPv6 Prefix: When using Global/Local/ISATAP prefixes, this field is used to define
the IPv6 network advertised by this router.

IPv6 Prefix Length: This value indicates the number contiguous, higher order bits of
the IPv6 address that define up the network jortof the address. Typically this is
64.

Prefix Lifetime: This defines the duration (in seconds) that the requesting node is
allowed to use the advertised prefix. It is analogous to DHCP lease time in an IPv4

network.

Figure 10: IPv6 Advertisement Prefix settings

DWC-1000 // SETUP | ADVAMNCED | TOOLS STATUS |
ADVERTISEMENT PREFIXES LOGOUT

Description. ..

Save Settings I Don't Save Settings I

Advertise Prefizes Configuration

1Pv6 Prefix Type: | Btod =l
SLA ID: |

IPv6 Prefix: |

IPv6 Prefix Length: I—

Prefix Lifetime: I— (Secands)
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2.2 QoS

2.2.1 LAN QoS Configuration

Setup >QoS> LAN QoS> Trust ModeConfiguration

Enabling QoS on LAN is an advanced configuration, which is required only if you
expect congestion on the traffic on the LAN ports. This page allows you to eQade
andconfigure each port to trust a CoS or DSCP values inptket.

Figure 11: LAN QoS Configuration

DWC-1000 tz.l SETUP | ADVANCED TOOLS STATUS

Please enable QoS for LAN ports to set Trust Mode to LAN ports
WLAN Global Settings
AP Management
WLAN Visualization »

Enabling QoS on LAN is an advanced configuration, which is required only if you expect congestion on the traffic on the LAN ports,

| Save Settings H bon'tSave Settings |

Enable QoS for LAN ports?: v

LAN QoS Configuration

QoS D

»

»

»
External >
Authentications

»

»

LAN Port Classify Using
1 [pscp v |
VPN Settings 2 CoS v
VLAN Settings » 3 CoS v
DMZ Setup 4 CoS v
USB Settings » 5 s v

LAN Port: This list out the available LAN ports

Classify Using: This provide the list of QoS services available on the port

2.2.2 801.P Priority (CoS to Port Mapping)

Setup >Qo0S> 801.P Priority

Port CoS Mapping enables you to change the priority of the PCP value
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Figure 12: 801.P Configuration

DWC-1000 tz.| SETUP | ADVANCED TOOLS

WLAN Global Settings || PORT COS MAPPING LOGOUT
AP Management » Port CoS Mapping enables you to change the priority of the PCP value.
WLAN Visualization b || IR Settings | | Don't Save Settings |
Internet Settings »
Network Settings > CoS to Port Priority Queue Mapping
CoS Value Priority Queue

QoS D

0 Highest v
GVRP

) v

Captive Portal L Loy
External - Medium ¥
Authentications

3 [Lowest v |
VPN Settings

4 Low ¥
VLAN Seitings
DMZ Setup 5 Low ¥
USB Settings 6 Low v

7 Low Y-

CoS Value value of theCoSin the PCP part of the LAN traffic.

Priority Queue: Priority for the particular CoS value

2.2.3 DSCP Configuration

Setup >QoS> |IP DSCP Configuration

This page allows configurintP DSCP values to which you can map an internal traffic

class
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Figure 13: Port DSCP Mapping

DWC-1000 tz.'

SETUP | ADVANCED TOOLS STATUS

LOGOUT

WLAN Global Settings || PORT DSCP MAPPING
AP Management » This page defines the map between the DSCP value in the packet and the associated priority it gets while traveling through the LAN
switch.
WLAN Visualization »
| Save Settings | | Don't Save Settings |

Internet Settings 4

Network Settings  » |} peep to Port Priority Queue Mapping

QoS D|| psce Queue DSCP Queue DSCP Queue DSCP Queue

0 Medium v 1 Highest ¥ 2 Lowest ¥ 3 lﬂignest v |

Captive Portal 4 4 Low o 5 Low v ) Low v 7 Low v

External

Authentications 4 8 Low v 9 Low v 10 Low v 11 Low v

VPN Settings » 12 Low v 13 Low v 14 Low v 15 Low v

VLAN Settings » 16 Low ¥ 17 Low ¥ 18 Low v 19 Low ¥

DMZ Setup » 20 Low v 21 Low v 22 Low v 23 Low v

USB Settings »
24 Low v 25 Low v 26 Low v 27 Low v
28 Low v 29 Low v 30 Low v 31 Low v
32 Low v 33 Low v 34 Low v 35 Low v
36 Low v 37 Low v 38 Low v 39 Low v
40 Low v 41 Low v 42 Low v 43 Low v
4 Low v 45 Low v 46 Low v 47 Low v
438 Low v 49 Low v 50 Low v 51 Low v
52 Low v 53 Low v 54 Low v 55 Low v
56 Low v 57 Low v 58 Low v 59 Low v
60 Low v 61 Low v 62 Low v 63 Low v

DSCP: Lists the IP DSCP values to which you can mapimternal traffic class.

values range from-®3.

Queue: This provides the priority of the queue

2.2.4 Port Queue Scheduling

Setup >QoS> Queue Scheduler

This pageallows the admin to determinthe queuingscheduling algorithm

The
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Queuing scheduling algorithm: The scheduling algorithm for the LANontroller
can be configurethere. The supported algorithms are strict and weighted roahbuh
only. The device will be programmed to handle the traffising the algorithm

configured here

Figure 14: Port Queue Scheduér

DWC-1000 lz.' SETUP | ADVANCED TOOLS STATUS

PORT QUEUE SCHEDULING

WLAN Global Settings

AP Management [}| | The scheduling algorithm for the LAN switch can be configured here. The supported algorithms are strict and weighted round robin only.

WLAN Visualization » ‘ Save Settings ‘J Don't Save Settings ‘
Internet Settings »

Port Queue Scheduling

Network Settings >
Queue Scheduling Algorithm: | Strict v

Weighted Round Robin
Captive Portal »
|

2.2.5 Port Queue Status

Setup >QoS> QueueManagement

This page shows the current queue management algorithm that is used in the LAN

controller

Queuing Management algorithm: Display the current queue management algorithm

that is used in the LANontroller
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Figure 15: Port Queue Status

DWC-1000 tz.' SETUP | ADVANCED TOOLS STATUS
WLAN Global Settings

PORT QUEUE STATUS LOGOUT

AP Management [§| | This page shows the current queue management algorithm that is used in the LAN switch.

Port Queue Status

WLAN Visualization »
Internet Seffings 4 Queue Management Algorithm: Tail Drop
Network Settings »
QoS D

2.2.6 Option QoS Configuration

Setup >Qo0S> Option QoS Configuration

This page allows configuring the Option QoS and defining the bandwidth for Option
interfaces
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Figure 16: Option QoS Configuration

“ DWC-1000 | SETUP | ADVANCED TOOLS STATUS

Please enable Bandwidth Management to perform Add / Edit / Delete Operations

WLAN Global Settings
OPTION QOS LOGOUT

AP Management »

_ Bandwidth management controls the rate and priority of the traffic on your Internet link, allowing you to effeciently utilize the Internet
WLAN Visualization b ||JEREGIGS

Internet Settings »
Option QoS

Network Settings 4
e Do you want to enable Bandwidth

QoS D3 Management?:

GVRP | Apply H Reset 7\
Captive Portal »

External
Authentications 4 Option Interface Upstream Bandwidth in Kbps Downstream Bandwidth in Kbps

VPN Settings 14 Option1 1000000 1000000

VLAN Settings » Option2 1000000 1000000

DMZ Setup » ‘ )

owzsew v e

USB Settings »

Option Configuration

Name Bandwidth Range Priority

Option QoS: To enable Bandwidth management select the check box and click Apply.

Option Configuration: Define the upstreanmand downstream for bandwidth for

Optionl and Option 2 interfaces.

Bandwidth Profile: Click Add to define bandwidth profile

Bandwidth Management
Profile Name: Allows defining a profile name
Priority: Select the priorit of profile.
Maximum Bandwidth: Provide the maximum allowed bandwidth of the profile
Minimum Bandwidth : Provide the minimum allowed bandwidth of the profile

Option Interface: Select the interface Option1/Option2
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Figure 17: Bandwidth Profile Configuration

DWC-1000 tz.| SETUP | ADVANCED TOOLS STATUS
WLAN Global Settings BANDWIDTH MANAGEMENT LOGOUT

AP Management (3| | Configuring bandwidth management will allow you to control the rate and priority of the traffic going to the internet, ensuring that high

priority traffic ,such as voice, are assured of certain quality of service, and also limit low priority traffic.
WLAN Visualization »

| Save Settings | | Don't Save Settings ‘
Qos D[ Profile Name: B ]
GVRP Priority: Urgent v

e E Maximum Bandwidth:

External
Authentications Minimum Bandwidth:

VPN Settings Option Interface: | Option1 ¥

VLAN Settings

2.2.7 Traffic Selector Configuration

Setup >QoS> Traffic Selector Configuration

After you create a bandwidth profile, you can associate it with a traffic.flow
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Figure 18: Traffic Selector Configuration

|

DWC-1000 // | SETUP ADVANCED TOOLS STATUS
Wizard »

WLAN Global Settings TRAFFIC SELECTORS LOGOUT

AP Management » —

[ Save Settings ] [Don'l Save Settings ]

WLAN Visualkzation »

Traffic Selector Configuration
o '

QoS D Service: ANY -
Traffic Selector Match Type: P -
ol

MAC Address: |

USB Settings » .

Port Name: [Poa 1S
Available VLANs: ]
DSCP Value: i

Available Profiles: Select one of the previously configured bandwidth profiles to
associate this traffic selector.

Service Select one of the services from the available services.

Traffic Selector Match Type: Choose the method foidentifying the host thais
controlled by this traffic Selector: IP Address, MAC Address, Port Name, VLAN Name,
DSCP value or BSSID.

IP Address: Enter IP Address of LAN host, if you chose IP as the Match Type.

MAC Address: Enter a valid MAC Address, if you chose MAC Address as lhatch
Type.

Port Name: Select the LAN port number, if you chose Port Name as the Match Type.
Available VLANs: Select a VLAN, if you chose VLAN Name as the Match Type.

DSCP value Enter a valid DSCP value between 0 and 63, if choose DSCP as the Match
Type.
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2.2.8 Remark CoS to DSCP

Setup > QoS> Remark CoS to DSCP

Remarking CoS to DSCP is an advanced QoS configuration, where the Layer 2 quality
of service field is translated to a Layer 3 QoS field in the packet, so that upstream

routers can make a QoS decisibased on the DSCP field set in the packet

Figure 19: Remark CoS to DSCP

DWC-1000 tz.l SETUP | ADVANCED TOOLS STATUS

Please enable CoS to DSCP Marking to map CoS to DSCP Remark
WLAN Global Settings

PORT COS MAPPING LOGOUT
AP Management >
Remarking CoS to DSCP is an advanced QoS configuration, where the Layer 2 quality of service field is translated to a Layer 3 QoS field
WLAN Visualization » in the packet, so that upstream routers can make a QoS decision based on the DSCP field set in the packet.

Internet Settings 14 \7 Save Settings | [ Don't Save Settings |
Network Settings »
QoS >

0
Captive Portal »
Remark CoS to DSCP
External N
Authentications

Remark CoS to DSCP

Do you want to enable CoS to DSCP
Marking?:

CoS DSCP

: ]

4 2v
5 a0 v
6 a8 v
7 S6 v

Once you enabl€oS to DSChnarking by choosing the check box, you can choose the

appropriate value of the DSCP for a given CoS value.

2.3 VLAN Configuration

The controllersupports virtual network isolation on the LAN with the use of VLANS.

LAN devices can be configudeto communicate in a subnelefined by VLAN
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identifiers. LAN ports can be assigned unique VLAN IDs so that traffic to and from
that physical prt can be isolated from the general LAN. VLAN filtering is particularly

useful to limit broadcast packets of a device in a large network

VLAN support is disabled by default in tle@ntroller. In the VLAN Configuration page,
enable VLAN support on theontroller and then proceed to the next section to define

the virtual network.
Setup > VLAN Settings > Available VLAN

The Available VLAN page shows a list of configured VLANs by name and VLAN ID.
A VLAN membership can be created by clicking the Add buttonohethe List of
Available VLANS.

A VLAN membership entry consists of a VLAN identifier and the numerical VLAN ID
which is assigned to the VLAN membership. The VLAN ID value can be any number
from 2 t0255. VLAN ID 1 is reserved for the default VLAN, whidk used for untagged
frames received on the interface. By enabling Inter VLAN Routing, you will allow
traffic from LAN hosts belonging to this VLAN ID to pass through to other configured
VLAN IDs that have Inter VLAN Routing enabled.
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Figure 20: Adding VLAN memberships to the LAN

DWC-1000 a.l SETUP | ADVANCED TOOLS STATUS

Operation succeeded
WLAN Global Settings

AP Management ]
WLAN

Internet Settings

AVAILABLE VLANS LOGOUT

This page shows a list of available VLANs which a user can edit or delete. A user can add a new YLAN from this
page as well,

List of available VLANS

Metwork Settings

] Name i)
[l Default 1
] VLAN1 2

WLAM Seftings

Edit Delete Add
DMZ Setup »

LISB Settings

2.3.1 VLAN Configuration Options

Setup>VLAN Settings> VLAN Configuration

As part of VLAN configuration, the user can enable specific features for clients within

that network.

Inter VLAN routing allows clients with that VLAN ID to communicate to other
clients in different VLANS, as long as the other VLAN also has ifM&AN routing
enabled. Without this option, VLAN clients are isolated and cannot communicate

between each other.

Another feature that can be enabled and configured on a/h&N basis is the captive
portal. While the captive portal profiles and display are defined inSektup >
Captive Portalsection, this configuration page allows the admin to add Captive
Portal support fothat VLAN by choosing a Captive Portal type.
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Figure 21: VLAN Configuration Options

DWC-1000 a.l SETUP | ADVANCED TOOLS STATUS
AVAILABLE VLANS LOGOUT

AP Management (8| | This page allows user to enable/disable VLAN support on the LAN.

WLAN Global Settings

WLAN Visualization » [ Save Settings ] [Don't T Settingsl

VLAN Configuration

Name: vbn

Id: 5

Inter VLAN Routing Enable: O

Captive Portal Type: () Free (O SLA (@ PermanentUser () Temporary User
Enable Redirect: O

Url: I

Captive Portal Config

Authentication Server: k () Local User Database () Radius Server () LDAP Server
@ POP3
Authentication Type: | |

Captive Portal Profile: default | < | Create a Profile

WIRELESS CONTROLLER

Captive Portal Type: Select any of the 4 types of access types Free, SLA, Permanent

User, and Temporary User.

A Free: No authentication isequired for users connected to this VLAN . This
option means that the VLAN does not have Captive Portal in use for joining this

network.

A SLA: SLA stands for Service Level Agreement. If this is selecte€Cagtive
Portal type, then users connected tosth/LAN needs to accept Service Level

Agreement before accessing anything outside this VLAN.

A Permanent User When this option is selected users need to get authenticated
before accessing data outside this VLAN. Only permanent Captive Portal users can
login from this VLAN. Administrator can create Permanent Captive portal users, only

those users can login from captive portal to access data outside VLAN

A Temporary User: When this option is selected, users will get authenticated

before accessing data outsittés VLAN. Only temporary Captive Portal users created
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2.3.2

by front desk user can login from this VLAN. Administrator can create front desk user
and front desk user will login to front desk page and he will generate Temporary users.
Only Temporary users cread by front desk user are allowed to access data outside
VLAN

Enable Redirect Selecting this option will enable redirection for captive portal user
after login to the captive portal page successfully. This is available for SLA,
Permanent User, and Tempmaoy User types. For the SLA type, the user will be
redirected to the SLA page or the logout page based on the user agreement on the re

directed page.

URL: This field accepts the redirection URL

the site that the ser will be taken to after success portal login.

Authentication Server: This lists the available authentication servers among which
one can be selected for this VLAN. All users login into the captive portal for this
VLAN are authenticated through the seled server. This option appears only if
Captive Portal type is selected as Permanent user. The list of available authentication
servers is Local User Database, RADIUS Server, LDAP Server and POP3. Whenever
a Permanent user tries to login to the captivetglothe user will be authenticated
based on the Authentication server type selected by the admin while configuring
VLAN.

Authentication Type: This option is available for RADIUS authentication servers.
The available authentication types are PAP/CHAP/MS®HMASCHAPV2. Based on
Authentication type configured by the admin in VLAN, the portal user will be

authenticated.

Captive Portal Profile: The configured and available captive portal login profiles are

shown here. Any of the available profiles can be usedte configuring VLAN.

Create a profile: This is a link to create a new captive Portal Login profile. Upon
clicking the link the admin will be taken to the configuration page to create new login
profile and configure the VLAN with that profile.

Associating VLANs to ports

In order to tag all traffic through a specific LAN port with a VLAN ID, you can

associate a VLAN to a physical port.
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Setup > VLAN Settings > Port VLAN

VLAN membership properties for the LAN and wireless LAN are listed on thgepa
The VLAN Port table displays the port identifier, the mode setting for that port and
VLAN membership information. The configuration page is accessed by selecting one

of the four physical ports or a configured access point and clicking Edit.
The edit mge offers the following configuration options:

T Mode: The mode of this VLAN can b&eneral, Access or Trunk. The

default is access.

1 In General mode the poris a member of a user selectable set of VLANS.
The port sends and receivéata that is tagged or untagged with a VLAN ID.
If the data into the port is untagged, it is assigned the defined PVID. In the
configuration from Figure6, Port 3 is a General port with PVID 3, so
untagged data into Port 3 will be assigned PVID 3. All adgjglata sent out
of the port with the same PVID will be untaggethis is mode is typically
used with IP Phones that have dual Ethernet p&&ta coming from phone
to thecontrollerport on thecontrollerwill be tagged.Data passing through

the phone fom a conne&d device will be untagged
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Figure 22: Port VLAN list

WLAM Global Settings

USB Seftings

DWC-1000 // |

SETUP

| ADVANCED TOOLS STATUS |

PORT VLANS LOGOUT

This page allows user to configure the port VLANs. A user can choose ports and can add them into a VLAN.

Port Name Mode PVID VLAN Membership
Port 1 Access 1 1
|:| Port 2 Access 1 1
|:| Fort 3 Access 1 1
|:| Fort 4 Access 1 1

In Accessmode the ports a member of single VLAN (and only one). All
data going into and out of the port is untagged. Traffic through a port in
access mode tiks like any other Ethernet frame.

In Trunk mode the ports a member of a user selectable set of VLANs. All
data going into and out of the port is tagged. Untagged coming into the port
is not forwarded, except for the default VLAN with PVID=1, which is
untagged. Trunk ports multiplex traffic for multiple VLANS over the same
physical link.

Select PVID for the port when the General mode is selected.

Configured VLAN memberships will be displayed on the VLAN Membership
Configuration for the port. By selectijrone more VLAN membership options
for a General or Trunk port, traffic can be routed between the selected VLAN

membership IDs
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Figure 23: Configuring VLAN membership for a port

DWC-1000 // | | ADVANCED TOOLS STATUS |

WLAN Global Settings [j VLAN CONFIGURATION LOGOUT

AP Management |8l | This page allows user to configure the port VLAN.

3

SETUP

VLAN Configuration

Internet Settings

Port Name: Port 1
Metwork Seftings
: L Mode: Access w
PVID: 1
Apply l [ Cancel

WLAM Settings

DMZ Setup 3

JSB Settings

VLAN Membership Configuration

VLAN Membership: 1

Apply Cancel

2.3.3 Multiple VLAN Subnets

Setup > VLAN Settings Multiple VLAN Subnets

Each configured VLAN ID can map directly to a subnet within the LAN. Each LAN
port can be assigned a unique IP address and a VLAN specific DHCP server can be

configured to assign IP address leases to devices on this VLAN.

VLAN ID : The PVID of the VLAN that will have all member devices be part of the
same subnet range.

IP Address: The IP address associated with a port assigned this VLAN ID.
Subnet Mask Subnet Mask for the above IP Address
The following actions are supported from tlpage

Edit: The Edit button will link to the Port VLAN Configuration page, allowing you

to make changes to the selected port VLAN attributes.
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Figure 24: Multiple VLAN Subnets

DWC-1000 // | SETUP | ADVANCED TOOLS STATUS |

MULTIVLAN SUBNETS

WLAN Glaobal Settings

AP Management This page shows a list of avaiable mutti-vian subnets. User can even edit the multrvians from this page.
WLAN Wis
MULTIVLAN SUBMNET List
Internet Settings
_ Vian ID IP Address Subnet Mask

b LE O i 192.168.10.1 9E5.955.955.0
LAN Qo5

- @ 2 192.168.2.1 2585.285.255.0
VPN Settings

Edit

VLAN Settings

DMZ Setup

2.4 Configurable Port: DMZ Setup

This controllersupportsone of the physical port@ption Ports)to be configured as a
secondary Ethernet port or a dedicated DMZ port. A DMZ $&u1b networkthat is open

to the public but behind the firewall. The DMZ adds an additional layer of security to
the LAN, as specifiservices/ports that are exposed to the internet on the DMZ do not
have to be exposed on the LAN. It is recommended that hosts that must be exposed to
the internet (such as web or email servers) be placed in the DMZ network. Firewall
rules can be allowedtpermit access specific services/ports to the DMZ from both the
LAN or Option. In the event of an attack to any of the DMZ nodes, the LAN is not

necessarily vulnerable as well.
Setup > DMZ Setup > DMZ Setup Configuration

DMZ configuration is identical tahe LAN configuration. There are no restrictions on
the IP address or subnet assigned to the DMZ port, other than the fact that it cannot be

identical to the IP address given to the LAN interface of this gateway.
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Figure 25: DMZ configuration

DWC-1000 / / | SETUP | ADVANCED TOOLS STATUS |
DMZ SETUP LOGOUT

The De-Militarized Zone (DMZ) is a network which, when compared to the LAM, has Fewer firewall restrictions,
by defadlk, This zone can be used to host servers and give public access ko them,

Save Settings I Don't Save Settings I
DMZ Port Setup
IP Address: 1751821
Subnet Mask: |255.255.255.0

DHCP for DMZ Connected Computers

DHCP Mode: I OHCP Server -I

Starting IP Address: f175.16.2100

Ending IP Address: |1?E.1E.2.254

Primary DNS Server: |

Secondary DNS Server: |

WINS Server: |

Lease Time: |24

Relay Gateway: |

Enable DNS Proxy: v

@ In order to configure a DMZ port, theontroller configurable port must b
set to DMZ in theSetup > Internet Settings > Configurable Poptge.

2.5 Universal Plug and Play (UPnP)

@ The followingfeature is available upon licensed activatmiVPN / Firewall
features for the system.

47



Wireless Controller User Manual

Advanced > Advanced Network > UPnP

Universal Plug and Play (UPnP) is a feature that allowsdbetroller to discovery
devices on the network that can communicate with ¢batroller and allow for auto
configuraton. If a network device is detected by UPnP, tbatrollercan open internal

or external ports for the traffic protocol required by that network device.

Once UPNP is enabled, you can configure toatroller to detect UPnFsupporting
devices on the LANdr a configured VLAN). If disabled, theontrollerwill not allow

for automatic device configuration.
Configure the following settings to use UPnP:

Advertisement Period: This is the frequency that theontroller broadcasts UPnP
information over the networkA large value will minimize network traffic but cause

delays in identifying new UPnP devices to the network.

Advertisement Time to Live: This is expressed in hops for each UPnP packet. This is
the number of steps a packet is allowed to propagate before being discarded. Small
values will limit the UPnP broadcast range. A default of 4 is typical for networks with
few controllers
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Figure 26: UPnP Configuration

DWC-1000 / / | ADVANCED | TOOLS STATUS

Please enable UPRP to refrash UPRP Portmap Table.

Peer Controllers »

AP Profile

uUPnP LOGOUT

UPnP (Universal Plug and Play) is a feature that allows for automatic discovery of devices that can
communicate with this security appliance

[ Save Settings ] [ Dont Save Settings ]

Captive Portal

UPnP Enable
rJ
T Do you want to enable UPnP? [
Website Filter LAN: AN
Firewall Settings » Advertisement Period: |1EDD {In Secs)
IPvE L4 Advertisement Time To Live: |4 (In Hops)

UPnP Port map Table

Advanced Metwork  [»
3

Active Protocol Int. Port Ext. Port IP Address

Certifi
Refresh

UPNP Port map Table

The UPnP Port map Table has the details of UPnP devices that responccomtiler

advertisements. The following information is displayed for each detected device:

Active: A yes/no ndicating whether the port of the UPnP device that established a

connection is currently active

Protocol: The network protocol (i.e. HTTP, FTP, etc.) used by BNV C
Int. Port (Internal Port) : The internal ports opened by UPnP (if any)
Ext. Port (External Port): The external ports opened by UPnP (if any)
IP Address: The IP address of the UPnP device detected bydbigroller

Click Refresh to refresh theort maptable and search for any new UPnP devices
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2.6 Captive Portal

2.6.1

The captive portal technique forces HTTP client on a network to see a special web
page (usually for authentication purposes) before using the Internet normally. A

captive portal turns a web browser into an authentication device.

LAN users can gain internet access via web portal authemitatith the appliance.

Also referred to as Ruifime Authentication, a Captive Portal is ideal for a web café
scenario where users initiate HTTP connection requests for web access but are not
interested in accessing any LAN services. Firewall policidsbyethe administrator

will define which users require authentication for HTTP access, and when a matching
user request is made the appliance will intercept the request and prompt for a
username / password. The login credentials are compared againstutiten®

Authentication users in user database prior to granting HTTP access.

A user can use captive portal for guest and registered users at the same time. A captive
portal presents a web page which requires action on the part of the user before network
access is granted. The required action can be simply viewing and agreeing to an
acceptable use policy, or entering a user ID and password which must be validated

against a database of authorized users.

@ Captive Portal is available for LAldnd WLAN users ony and not for DMZ
hosts.

Captive Portal Setup

Setup> Captive Portal > Setup

Captive Portal profiles are the grouping of display settings that are pushed to the
WLAN client that hits a particular portal. The Captive Portal Setup page allows for
managemenof these profiles, and this setup page displays configured custom Captive

Portal profiles and indicates which are in use.
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Figure 27: Captive Portal Setup

Product Page: DWW Hardware

DWC-1000 a.l | ADVANCED TOOLS STATUS

CAPTIVE PORTAL PROFILE

Captive Portal Login page is used for authentication on Captive Portal enabled interfaces.

List of Available Profiles

N ProfileName Status Action
0 st i v

ez

WIRELESS CON

List of Available Profiles

Any one of these profiles can be used @aptive Portal Login page while enabling

Captive Portal.
Edit: Can edit the added profiles. The default Profilnnotbe edited.

Delete Will delete the profile selected. You cannot delete the default profile and the

current profile being used.

Add: Will let you add a new profile. Maximum allowed number of profiles are 5

excluding default.

Show Preview Will show preview of the page, if a profile is selected.
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Figure 28: Adding or Editing a Custom Captive Portal

DWC-1000 tz.l SETUP | ADVANCED TOOLS STATUS

WLAN Global Settings || CUSTOMIZED CAPTIVE PORTAL SETUP LOGOUT
AP Management (3| | Captive Portal Login page is used for authentication on Captive Portal enabled interfaces.

WLAN Visualization » ‘ Save Settings | | Don't Save Settings |

Internet Settings »

General Details
Network Settings >
Profile Name:
Captive Portal 3 Page Background: Image ¥

External N
Authentications °

- i =
Page Background Color: White ¥
Custom Color: (#) [— {CFOOCF)
Minimal page for mobile devices: v
Header Details
Background: | Image ¥
]
Defauft Add Add Add Add Add
Header Background Color: White v
Custom Color: (#) [— (CFOOCF)
Header Caption:
Caption Font: Tahoma v
Font Size: Small ¥
Font Color: Red v

Managing an gisting or creating a new captive portal profile will direct the admin

to the Customized Captive Portal Setup page. This page defines what the wireless
client will see (messages, color, background, page titles, web page headers etc.) as
part of hitting theCaptive Portal page.

After customizing the profilethe admin has access to tipiofile to configuring
captive portal on VLAN orfor a particularSSID. This customized profile will be
shown in captive portal login page.
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2.6.2 Captive Portal SSID Setup

Setup> Captive Portal > Captive Portal SSID Setup

This feature allows the administrator to configure existing SSIDs with Captive Portal

aut hentication. These SSI D6s can be those hec
by this WLAN controller. By default thipage contains 16 SSIDs to configure. If

needed, the appliance supports another 48 SSIDs to enable for Captive Portal vial the

SSIDs page in the advanced settings.

Figure 29: L i st of SSI Déds associated with Capt.

DWC-1000 ‘!.l SETUP | ADVANCED TOOLS STATUS

Wizard

CAPTIVE PORTAL SETUP LOGOUT

WLAN Global Settings

AP Management Captive Portal is a security mechanism to selectively provide authentication on certain interfaces . You can use this page to manage the

Policies and Profiles of CaptivePortal.

O SsID Captive Portal AuthServer

O sim Enabled Local User Database

O diink2 Disabled None
Disabled None

Captive Paﬁal SsSID Disabled None
Setup 1

Disabled None
Disabiled Naone
Disabiled None
Disabled Naone
Disabiled None

O diink 10 Disabled None

O dlink 11 Disabled None

] dlink12 Disabled Mone

O diink13 Disabled None

] dlink 14 Disabled Mone

O diink 15 Disabled Mone

] dlink 16 Disabled MNone

- =

.cgi?

19‘2. i-68. 10. l;piatfo p;ge=cp§5id5etup.htm
Selectng an SSID and clicking Edit will allow that SSID to be associated with a
Captive Portal profile. The Captive Portal Configuration page will be available for
that SSID.
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Figure 30: Associating a Captive Portal to a specific SSID

DWC-1000 a.l SETUP | ADVANCED TOOLS STATUS
CAPTIVE PORTAL CONFIGURATION (Relclell) §

This page allows you to add a new captive Portal Policy or edit the configuration of an existing Policy. The details will then be displayed
in the List of Captive Portal Poiicies table on the Captive Portal Setup page.

[ Save Settings ] [Don't Save Eettings]

Captive Portal Configuration

SSID : sim
GVRP

Captive Portal Type: () Free (O SLA () PermanentUser (@ Temporary User
Captive Portal

Enable Redirect: ]

url: [cricinfo.com ]

Captive Portal Authentication Configuration

‘

Captive Portal Profile: default2 | & | Create a Profile

WIRELESS CONTROLLER

The fields of this configuration page match that of the VLAN Configuration page.

2.6.3 Captive Portal Session

Setup> Captive Portal >Captive Portal Sessions

The Active Runtime internet sessions through tlatrollerfirewall are listed in the
below table. These users are present in the local or external user database and have
had their | ogin credentials approved for int

the DWC-1000admin to selectively drop an authenticateser.
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Figure 31: Active Runtime sessions

[}wc—luuuml ADVANCED | —

CAPTIVE PORTAL SESSIONS LOGOUT

Website Filter

Firewall Settings This page displays a list of active run time sessions on your router,

List of Captive Portal Sessions

|:| Username IP Adress

Roudting k
& - T

Certificates
[l

Wireless Settings

Advanced Metwork B

sivakumar 192,168,17.41

Radius Settings
Captive Portal

Switch Settings

Intel® AMT

2.6.4 Service Level Agreement (SLA)
Setup>Captive Portal>SLA
This section allows the administrator to modify the Service Level Agreement, which is

the set of rules to be accepted befole fappliance grants internet access in case of
temporary and SLA type captive portal users.
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Figure 32: Defining the Terms of Service for a Portal

DWC-1000 tz.l SETUP | ADVANCED TOOLS STATUS
WLAN Global Settings TERMS OF SERVICE RULE LOGOUT

AP Management » Service Level Agreement are the set of rules temporary Captive Portal user needs to accept before accessing internet or other

services, This page is used to help admin set SLA rules
WLAN Visualization »
- Terms Of Service Rules
Internet Settings 4

< 1.Changes
Network Setlings » We may cccasicnzlly change the Terms, sc we encourage you to

review the terms pericdically, the most current version of
» the Terms[zleong with their effective date] will be linked

IiHEiIIIIIIIIIIII
£from each of services. If yocu continue to use the service
GVRP

after we change the Terms, you accept all the changes.
Captive Portal D 2_.Registration and access centrols

You are responsible for maintaining the ceonfidentiality of
External » your login names and passwords and you accept responsibility
Authentications for all activities, changes and damages that cccur in your

account. If you have reascn te believe that somecne is using
|your accecunt without your permissicn, ycu should contact us
immediztely. We will not be responsible for any loss or
VLAN Settings » damage resulting from your failure to notify us of bh

DMZ Setup » [
Edit
USB Settings » 7

2.6.5 Billing Profiles

Setup>Captive Portal>Billing Profiles

This feature allows thadministrator to create customized accounting and billing types
using billing profiles. All profiles created here are displayed to front desk user on their
homepage. The front desk user has administrative privileges to generate temporary
captive portal uses for a profile and those users will be having these accounting and
billing properties applied.
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Figure 33: List of Configured Billing Profiles

Wizard

DWC-1000 a.l SETUP | ADVANCED TOOLS STATUS
BILLING PROFILES LoGouT

This page shows a list of available biling profiles for temporary CaptivePortal Users. We can add, delete and edit the profiles

List of Billing Profiles

O MName Billing Status

Begin/End Duraticn

Description

a

WIRELESS CON

Adding or modifying a billing profile willopen theselected® r o f i |

e 0s

setup
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Figure 34: Billing Profiles Configuration Settings

BILLING PROFILE LOGOUT

This page allows us to create new billing profile for temporary Captive Portal user

[ Save Settings ] [Don't Save Settings]

Profile Details

Profile Name: [ ]

Profile Description: [ ]

Allow Multiple Login: (]
Allow customized account on Front Desk: O
Allow batch generation on Front Desk: O
Session Idle Timeout: [10 ] [Minutes)

Show alert messsage on login page while rest of 0

usage time/traffic under : | [Hour| % |

Basic limit by duration

Valid with Begin and End time: O

Valid Begin: %/ Start while account created | I

Start while account login [ [

Bagin From |

Allow Frontdesk to Modify
Duration

Basic limit by usage

Maximum Usage Time: O | |

Maximum Usage Traffic: O | |

Allow Frontdesk to Modify Usage

WIRELESS CONTROLLER

Profile Name: Each profile uses a unique Name to identify itself. This profile name
will be displayed whenever the front desk user login to the front desk page to create

tempoary users.

Profile Description: A helpful description of the purpose / intent of this profile can be

noted here for future administrator reference.

Allow Multiple Login : Selecting this option will allow multiple wireless users to
employ the same captive pgal login credentials created for this profile to login

simultaneously.
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Allow customized account on Front Desk This option will let the front desk user
(who can administer captive portal credentials) to give customized account name to the

captive portalusers being created on this profile.

Allow batch generation on Front Desk Selecting this option enables the front desk

user to generate a batch of temporary CP users at one click.

Session Idle Timeout This defines the Idle timeout for CP users generdtedthis

profile.

Show alert message on login page while rest of usage time/traffic undeEnter a
value here in Hours/Days/MB/GB to get an alert message when usage time/traffic left
reaches the desired limit. By default if O is entered it implies no atezssage is

required.

Basic Limit by Duration

This is section is used to configure the parameters required in limiting the user access

on duration basis.
Valid Begin: There are 3 types of limiting user access by duration.
Start While Account Created: Thisoption is to activate account when user is created

Start While Account Login: This option is to activate account when user first login

using his credentials.
Begin From: This option is to activate account from this date

Allow Frontdesk to modify duration: Checking this option enables the Frontdesk user

to modify duration limits.

Basic Limit by Usage
This section is for limiting user on Usage basis.

Maximum Usage Time used to set maximum time user can stay login before his

account expires

Maximum UsageTraffic : used to set maximum traffic user can use before his account

expires. Only inbound traffic shall be considered towards bandwidth usage.
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Allow Frontdesk to modify usage Checking this option enables the Frontdesk user to

modify usage limits.

2.6.6 Block MAC
Setup>Captive Portal>Block MAC

This feature allows the administrator to add a MAC address and description of the

corresponding device to a fAblack Iisto for t|

the list will result in denying access to the clishaving these MAC address.

Figure 35: List of MAC addresses not allowed to authenticate via the

Captive Portal

DWC-1000 a.l SETUP | ADVANCED TOOLS STATUS |

Wizard
BLOCK CLIENTS LOGOUT

This page shows a list of clients MAC addresses blocked by admin

Block Clients Mac List

Description

Add |

- Block hAC
WIRELESS cONTRH -

2.6.7 Hotspot

Hotspot support is a feature that offetaternet acces®ver awireless local area
network (WLAN) throughthe use of aouterconnected to a link to almternet service
provider. Hotspots typically us&i-Fi to offer clients internet service via approval

through the captive portal.
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The typical Hotspot application is an administrator at a front desk or reception granting
temporary user accounts for internet access through a captive portal. This portal will
have an SLA and associated billing profile. Whenever the front desk admiresreatv
temporary user accounts, the admin will have to push these temporary accounts to the

peer controller manually via the DWC GUI.

However in a clustering setup, temporary users created in one controller will be pushed
automaticallyto the peer combller. The billing profiles associated witthat user will
have to be pushed manually to peer controllersadvance. This will allow the auto

synchronization of temporary users to take place between peer controllers.
Example:

1 In a hotel, the controlleadministrator creates a set of billing and captive portal

profiles and pushes them from the DWC controller to all peer controllers
I The front desk administrator creates temporary accounts for a new guest

1 The temporary accounts will be pushed automaticédlyall peer controllers so
that guests can have access to the portal and be authenticated for internet access

from any floor, any peer controller.

The front desk administrator has the ability to create 256 temporary users. Each peer
controller can manage024 total temporary users. For the atstynchronization to work
it is a requirement that each controller in the cluster have synchronized time settings,

to enable timebased billing or accounting for the user.

@ Note: accounting is on a peontroller basis This means that a temporal y
user authenticated on one controller will not have its usage statistics s ared
among controllers in the evehat the same user credentials are usec to
authenticate via another peer or cluster controller.

2.6.8 Captive Portal Front Desk

The Front Desk user has the ability to create temporary user accounts for internet access
thorugh the Captive Portal. This user does not have full administrative priviledges, but

instead will be able to create a user based ond@féned billing pofiles.
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All created Billing Profiles (described in Section 2.6.5) are available for display on the
Front De s k u s eRrdnsthisapage, cneat® & lew temporary user ID and
associate a prdefined Billing Profile to this usefThe Front Desk usewill b able to
leverage the features like batch user generation, customized account names, or
modifying usage limits for these temporary CP users if the admin has enabled the

Billing Profile with this support.

Section 2.6.2 outlines how to associateS®ID for Captive Portal authentication. For
users given access by the Front Desk, the Captive Portal Type needs to be a temporary
user. This will allow for the usage limits to have control on the amount or duration of

internet access.

The last step to learage this feature is to create a Front Desk group and assignh a user

to this group (i.e. username = HotelAdmin). The Front Desk user (HotelAdmin) will be

all owed t o access t he applianceds managemen
<Controller_LAN_IP>/fronndesk. With the defined login credentials the Front Desk

user can now create and customize temporary accounts for internet access through the

selected Billing Profile.

@The entered URL of <Controller LAN_IP>/frontdesk will redirect to
<Controller_LAN_IP>/patform.cgi?page=billingDeskLogin.html.e. if the
LAN IP address is the default92.168.10.1 t hen t he Fr on De sk
of 192.168. 10. 1/t heint debsrkoows e nod s URL wi | |
http://192.168.10.1/platform.cgi?page=billingDeskLogin.htm

@ Opening the Front Desk page from the same browser as the current ¢ dmin
session will not autaedirect to the correct page.

Figure 36: Login prompt for Front Desk users

FRONT DESK LOGIN

User Name: |

Password:
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In the Front Desk configuration page, attributes enabled in the Billing Profile are
available for management, such as batch user generation, customized account names,
or modifying usage limits. The Generate button is required to create the Temporary
User accounts, and théew Accounts section has a summary of all users generated by
this Front Desk User.

2.7 WLAN global configuration

Setup> WLAN Global Settings
Following are the options available to enable the WLAN function on DWOO0

Enable WLAN Controller: Select this option to enable WLANontroller
functionality on the system. Clear the option to administratively disable the WLAN
controller. If you clear the option, all peeontrollerand APs that are associated with
this controllerare disassociatedDisabling the WLANcontrollerdoes not affect non

WLAN features on theontroller, such as VLAN or STP functionality.

WLAN Controller Operational Status. Shows the operational status of the

controller. The status can be one of the following values:
A  Bled
A E n-randing
A Disabl ed
A

Di <Pankihge
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Figure 37: WLAN global configuration

DWC-1000 tz.l SETUP | ADVANCED TOOLS STATUS

GLOBAL STATUS LOGOUT

WLAN Global Settings

AP Management »
WLAN Visualization »
Internet Settings »
Network Settings »
»
: »
»

i »

»

This page will guide you through common and easy steps to configure your DWC-1000 router WLAN global settings.Make sure that
WLAN controller is being enabled.

1 Save Settings | | Don't Save Settings \

Wireless Global Configuration

Enable WLAN Controller v
WLAN Controller Operational Status Enabled
IP Address: 10.10.10.206

QoS
Authentications

AP Validation

AP MAC Validation: | Local ¥

Require Authentication Passphrase:

DMZ Setup
USB Settings »

Manage AP with Previous Release Code

RADIUS Server Configuration

RADIUS Authentication Server Name: Default-RADIUS-Server
RADIUS Authentication Server Status: Configured

RADIUS Accounting Server Name: Default-RADIUS-Server
RADIUS Accounting Server Status: Configured

RADIUS Accounting: E

Country Configuration

Country Code: US - United States v

IP Address: This field shows the IP address of the WLAN interface ondbetroller.

If the controllerdoes not have the Routing Package installed, or if routing is disabled,
the IP address is the network interface. If the routing package is installed and enabled,
this is the IP address of the routing or loopbackeiface you configure for the

controllerfeatures.

AP MAC Validation Method : Add the MAC address of the AP to the Valid AP
database, which can be kept locally on tleatrolleror in an external RADIUS server.
When thecontrollerdiscovers an AP that is not managed by anotleceontroller, it

looks up the MAC address of the AP in the Valid AP database. If it finds the MAC
address in the database, tbentroller validates the AP and assumes management.
Select the database to use for AP validation and, optionally, for authentication if the

Require Authentication Passphrase option is selected.
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A Local: If you select this option, you must add the MAC address of
each AP to the local Valid AP database.

A RADIUS: If you select this option, you must configure the MAC

address of each AP in an external RADIS&ver.

Require Authentication Passphrase Select this option to require APs to be
authenticated before they can associate withadetroller. If you select this option,

you must configure the passphrase on the AP while it is in standalone mode as well
asin the Valid AP database.

RADIUS Authentication Server Name Enter the name of the RADIUS server used
for AP and client authentications. The name can contain up to 32 alphanumeric
characters. Spaces, underscores, and dashes are also permittednirioéer acts as

the RADIUS client and performs all RADIUS transactions on behalf of the APs and

wireless clients.

RADIUS Authentication Server Configured: Indicates whether the RADIUS

authentication server is configured.

RADIUS Accounting Server Name Enterthe name of the RADIUS server used for
reporting wireless client associations agidassociations. Theame can contain up to

32 alphanumeric characters. Spaces, underscores, and dashes are also permitted.

RADIUS Accounting Server Configured: Indicates whther the RADIUS accounting

server is configured.
RADIUS Accounting: Select to enable RADIUS accounting for wireless clients.

Country Code: Select the country code that represents the country where your
controllerand APs operate. When you click Submitpap-up message asks you to

confirm the change. Wireless regulations vary from country to country. Make sure
you select the correct country code so that your WLAN system complies with the

regulations in your country.
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2.8 Wireless Discovery configuration

Thewireless controllecan discover, validate, authenticate, or monitor the following

system devices:
A Peer owntrollesd es s
A APs
A Wireless clients
A Rogue APs
A Rogue wireless clients
Setup> AP Management > Poll List

The wireless controllecan disceer peer wirelessontrollerand APs regardless

of whether these devices are connected to each other, located in the same Layer
2 broadcast domain, or attached to different IP subhetstder for thecontroller

to discover other WLAN devices and establisommunication with them, the
devices must have their own IP address, must be able to find other WLAN
devices, and must be compatible. When tloatroller discovers and validates

APs, thecontrollertakes over the management of the AP. If you configure th

AP in Standalone mode, the existing AP configuration is replaced by the default

AP Profile configuration on theontroller.

L3/IP Discovery: Select or clear this option to enable or disablebE3ed
discovery of access points and peer wirelesmtroller When the L3/IP
Discovery option is selected, IP polling is enabled and tbatroller will
periodically poll each address in the configured IP List. By default, L3/IP

Discovery is enabled.
List of IP Address Shows the list of IP addresses configureddacovery.

To remove entries from the list, select one or more entries and click Delete.

Hol d the "shift" key or HfAcontrol o key to

IP Address Range This text field is used to add a range of IP address entries
to the IP List. Entethe IP address at the start of the address range in the From

field, and enter the IP address at the end of the range in the To field, then click
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Add. All IP addresses in the range are added to the IP List. Only the last octet

is allowed to differ betweerhe From address and the To address.

Figure 38: Configuring the Wireless Discovery

DWC-1000 lr.l SETUP I ADVANCED TOOLS

LOGOUT

This page contain all the nformation about TP Address & Vian value wiich can be configuresd] Tor peer
contrallers & controllsrs: The 1P Disoowery E=i can oontain e TP sdtdnesss of pesr conbmoller and AP
Tar the LAWS to decover and as=ockate with == part of Hhe WLAN

[ Submi ] [ Refresh ]

L3/IP Discovery
L2/ VLAN Diseevery

Lissk of TP et

152 168.10.101 .

Lisst axf TP Wikauries

1-gefzult

I 1] ]

L2/VLAN Discovery: The DLink Wireless Device Discovery Protocol is a good

discovery method to use if the controller and APs are located in the same Layer 2
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multicast domain. The wireless controller periodically sends a multicast packet

containing the discovery message on each VLAN enabled for discovery
The following actions arsupported from this page
Add: Adds the data in the IP Address or VLAN field to the appropriate list.

Delete Deletes the selected entry from the IP or VLAN list.
2.8.1 Wireless Discovery Status

Status> Global Info > IP Discovery

The IP Discovery list can contain the IP addresses of peetrollerand APs for the
DWC-1000to discover andissociate with as part of the WLAN

IP Address: Shows the IP address of the device configured in the IP Discovery list
Status: The wireless discovergtatus is in one of the following states:

1 Not Polled: The controllerhas not attempted to contact the IP address in the

L3/IP Discovery list.
1 Polled: Thecontrollerhas attempted to contact the IP address.

1 Discovered The controller contacted the peecontroller or the AP in the

L3/IP Discovery list and has authenticated or validated the device.

9 Discovered- Failed: The controller contacted the peesontrolleror the AP
with IP address in the L3/IP Discovery list and was unable to auit@te or

validate the device.

If the device is an access point, an entry appears in the AP failure list with a failure

reason.
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Figure 39: Wireless Discovery status

DWC-1000 // SETUP ADVANCED | STATUS |I

Dashboard ]

Global Info '3l 1P DISCOVERY

Device Info
The IP Discovery Status page shows information about communication with the devices in the IP discovery
Access Point Info » list on the St up = AP Management = Poll List page.

LAN Clients Info ] 1p Discovery

Wireless Clie 0 id
Wireless Client Info  » = —

Traffic Monitor ]
Active Sessions

Active WVPNs

The following actions are supported from this page

Refresh: Updates the page with the latest information

2.8.2 AP Profile Global Configuration

Advanced> AP Profile

Access Point Profile Summary page, you &ad, Copy, Edit, Delete AP profilesTo
adda new profile,click Add in AP Profile Summary pageln the AP Profile Global
Configuration pageenterthe name of the profile in the Profile Name fielklect
Hardware type and enter the valid VLAN l@&nd then clickSubmit.
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Figure 40: AP Profile Global Configuration

o TN s | e
AP PROFILES SUMMARY LOGOUT

Peer Controllers r

AP Profile
This page is used tp configure a variety of global settings for a new or existing AP profile.
[ Submit ] [ Don't Save Settings ]
Profile Hame: Default
Hardware Type: DWL-8600AF Dual Radio a/big/in »
Wired Network Discovery VLAN ID: & (1 to 255)

Profile Name: The Access Point profile name you added. Use 0 to 32 characters. Only

alphanumeric characters are allowed. No special characters are allowed.

Hardware Type: Select the hardware type for the APs that use this profile. The hardware
type is determined, in partylthe number of radios the AP supports (single or dual) and the
IEEE 802.11 modes that the radio supports (a/b/g or a/b/g/n). The option available in the
Hardware Type ID is:

1 DWL-8600AP& DWL-6600APDual Radio a/b/g/n
1 DWL-3600AP& DWL-2600AP Single Radiob/g/n
1 DWL-8610AP Dual Radio a/b/g/n/ac.

Wired Network Discovery VLAN ID : Enter the VLAN ID that thecontrolleruses to send

tracer packets in order to detect APs connected to the wired network.
AP Profile

Advanced > AP Profile

Access point configuration profiles are a useful feature for large wireless networks with
APs that serve a variety of different users. You can create multiple AP profiles on the
Controllerto customize APs based on location, function, or other criteniafiles are

like templates, and once you create an AP profile, you can apply that profile to any AP
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Figure 41: AP Profile List

DWC-1000 / / | ADVANCED | TOOLS STATUS

AP PROFILES SUMMARY LOGOUT

Peer Controllers

AP Profile
From Access Point Profile Summary page, you can create, copy, or delete AP profiles. You can create up to 16
AP profiles on the Unified Wireless Controller.

Acoess Point Profile List

] Profile Profile Status
1-Default Configured
[F] 2-Default Configured
[ Edit | [ Delete | [ Add | | copy | [ Apply |
[ Configure Radio ] l Configure 551D ] l Configure QoS ]

For each AP profile, you can configure the following features:
A Profile settings
(Name, Hardwardype ID, Wired Network Discovery VLAND)
A Radio settings
A SSID settings

A QoSsettings
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Profile: The Access Point profile name you added. Use 0 to 32
characters.
Profile Status: can have one of the following values:

A Associated The profile is configured, and one or more APs

managed by thecontrollerare associated with this profile.

A AssociatedModified: The profile has been modified since it
was applied to one or more associated APs; the profile must-be re

applied for thechanges to take effect.

A Apply Requested After you select a profile and click Apply,

the screen refreshes and shows that an apply has been requested.

A Apply In Progress: The profile is being applied to all APs that
use this profile. During this proceghe APs reset, and all wireless

clients are disassociated from the AP.
A Configured: The profile is configured, but no APs managed by

the controllercurrently use this profile.

@ Associate a profile with an AP. Entry of the AP is valid and available in
database of the controller.

The following actions are supported from this page

Edit: To edit the existing AP profile

Delete To delete the existing AP profile

Add: Add a new AP profile

Copy: Copytheexisting AP profile.

Apply: Update the AP profile configuration details entered

Configure Radio: Allows configuration ofthe AP profile Radiaconfiguration
Configure SSID: Allows configuration ofthe AP profile VAPconfiguration

Configure QoS: Allows configuration ofthe AP profile QoS configuration

72



Wireless Controller User Manual

Radio Configuration

Radio Mode: From this field, you can select the radio that you want to
configure. By default, Radid operates in IEEE 802.11a/n mode, and Radio
2 operates in IEEE 802.11b/g/n modeyou change the mode, tHabels for
the radios change accordingly. Changes to sle¢tings apply only to the
selected radioThe DWL-3600AP is a singleadio AP. Any settings you
configure for Radio 1 (802.11a/n) are not applied to the DSGIOOAP. If the
selected Hardware Type lBor the AP profile is DWL3600AP, the radio

selectors are not available.

State: Specify whether you want the radio on or off by clicking On or Off. If
you turn off a radio, the AP sends disassociation frames to all the wireless
clients it is currently spporting so that the radio can be gracefully shutdown

and the clients can start the association process with other available APs

Radio Schedulerif you have configured a time of day active schedule in the
Tools > Schedules menu, it will be available fotesgion in this drop down
menu. You can associate a padefined schedule with this radio to turn on /

off radio functionality during desired times of the day / week.

@ Ensure that firmware v4.2.0.6_B101 or above for DVWW@DO, 4.2.0.1_BO0O¢
or above for DWL2600AP, 4.1.0.11 _B015 or above for DWW3600AP,
4.2.0.9 B009 or above for DWB600AP, and 4.1.0.14 RFsc or above 1or
DWL-8600AP are being used to leverage the above feature.
RTS: Threshold Specify a Request to Send (RTS) Threshold value between 0
and 2347. Tie RTS threshold indicates the number of octets in an MPDU,
below which an RTS/CTS handshake is not performed. Changing the RTS
threshold can help control traffic flow through the AP, especially one with a
lot of clients. If you specify a low threshold wa, RTS packets will be sent
more frequently. This will consume more bandwidth and reduce the
throughput of the packet. On the other hand, sending more RTS packets can
help the network recover from interference or collisions which might occur
on a busy netork, or on a network experiencing electromagnetic

interference.

Load Balancing: If you enable load balancing, you can control the amount of

traffic that is allowed oreach of the activéPo6 .s
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Load Utilization: This field allows you to set a threshold fdre percentage
of network bandwidthutilization allowed on the radio. Once the level you
specify is reached, the AP stopscepting new client associations. Enter a

percentage of utilization from 1 to 100.

Maximum Clients: Specify the maximum number of sians allowed to
associate with this access poattany one time. You can enter a value between
0 and 200.

RF Scan Other Channels The access point can perform RF scans to collect
information about other wireless devices within range and then report this
information to theDWC-1000wirelesscontroller. If you select the Scan Other

Channels option, the radio periodically moves away from

the operational channel to scan other channels. Enabling this mode causes the
radio to interrupt user traffic, which maye noticeable with voice
connections. When the Scan Other Channels option is cleared, the AP scans

only the operating channel.

RF Scan Sentry Select this option to allow the radio to operate in sentry
mode. When the RF Scan Sentry option is selected, rétgo primarily
performs dedicated RF scanning. The radio passively listens for beacons and
traffic exchange between clients and other access points but does not accept
connections from wireless clients. In sentry mode, all VAPs are disabled.
Networks thatdeploy sentry APs or radios can detect devices on the network
quicker and perform more through security analysis. In this mode, the radio
controllersfrom one channel to the next. The length of time spent on each
channel is controlled by the scan duratidrhe default scan duration is 10

milliseconds.

Mode: The Mode defines the Physical Layer (PHY) standard the radio uses.

Select one of the following modes for each radio interface.

A IEEE 802.11ais a PHY standard that specifies operating in the 5 GHz U
NIl band using orthogonal frequency division multiplexing (OFDM). It
supports data rates ranging from 6 to 54 Mbps.

A |EEE 802.11a/n operates in the 5 GHz ISM band and includes support for
both 802.11a and 802.11n devices. IEEE 802.11n is an extension of the
80211 standard that includes multipleput multipleoutput (MIMO)
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technology. IEEE 802.11n supports data ranges of up to 248 Mbps and
nearly twice the indoor range of 802.11 b, 802.11g, and 802.11a.

5 GHz IEEE 802.11n is the recommended mode for networkth wi
802.11n devices that operate in the 5 GHz frequency that do not need to
support 802.11a or 802.11b/g devices. IEEE 802.11n can achieve a higher
throughput when it does not need to be compatible with legacy devices
(802.11b/g or 802.11a).

IEEE 802.11b/goperates in the 2.4 GHz ISM band. IEEE 802.11b is an
enhancement of the initial 802.11 PHY to include 5.5 Mbps and 11 Mbps
data rates. It uses direct sequence spread spectrum (DSSS) or frequency
hopping spread spectrum (FHSS) as well as complementary laadag

(CCK) to provide the higher data rates. It supports data rates ranging from
1to 11 Mbps. IEEE 802.11g is a higher speed extension (up to 54 Mbps)
to the 802.11b PHY. It uses orthogonal frequency division multiplexing
(OFDM). It supports data rateanging from 1 to 54 Mbps.

IEEE 802.11b/g/n operates in the 2.4 GHz ISM band and includes support
for 802.11b, 802.11g, and 802.11n devices.

2.4 GHz IEEE 802.11n is the recommended mode for networks with
802.11n devices that operate in the 2.4 GHz freqyehat do not need to
support 802.11a or 802.11b/g devices. IEEE 802.11n can achieve a higher
throughput when it does not need to be compatible with legacy devices
(802.11b/g or 802.11a).

IEEE 802.11a/n/ac operates in the 5 GHz ISM band and includes suppor
for 802.11a, 802.11n and 802.11ac devices.

IEEE 802.11n/ac operates in the 5 GHz ISM band and includes support
for 802.11n and 802.11ac devices.

DTIM Period: The Delivery Traffic Information Map (DTIM) message is an

element included in some

Beacon frames. It indicates which client stations, currently sleeping in {ow

power mode, have data buffered on the access point awaitingupick he

DTIM period you specify indicates how often the clients served by this access

point should check for buffered datalstin the AP awaiting pickup.
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Specify a DTIM period within the given rangei(@55). The measurement is
in beacons. For example, if you set this field to 1, clients will check for
buffered data on the AP at every beacon. If you set this field to 10, clients

will check on every 10th beacon.

Beacon Interval: Beacon frames are transmitted by an access point at regular
intervals to announcehe existence of the wireless network. The default
behavior is to send a beacon frame once every 100 milliseconds (orrl0 pe
second). The Beacon Interval value is set in milliseconds. Enter a value from
20 to 2000.

Automatic Channel: The channel defines the portion of the radio spectrum
that the radio uses fdransmitting and receiving. The range of channels and
the defaultchannel are determined by the Mode of the radio interface. When
the AP boots, each AP radio scans the RF area for occupied channels and
selects a channel from the available rioterfering or clear channels.
However, channel conditions can change duringeogtion. Enabling the
Automatic Channel makes the radio of APs assigned to this profile eligible
for autochannel selection. You can automatically or manually run the
autochannel selection algorithm to allow tB&/C-1000 controllerto adjust

the channel onAPs as WLAN conditions change.

Automatic Power: The power level affects how far an AP broadcasts its RF
signal. If the power level is too low, wireless clients will not detect the signal

or experience poor WLAN performance. If the power level is too high RF

signal might interfere with other APs within range. Automatic power uses a
proprietary algorithm to automatically adjust the RF signal to broadcast far
enough to reach wireless clients, but not so far that it interferes with RF
signals broadcastybother APs. The power level algorithm increases or
decreases the power level in 10% increments based on presence or absence of

packet retransmission errors.

Initial Power: The automatic power algorithm will not reduce the power
below the number you seh the initial power field. By default, the power
level is 100%. Therefore, even if you enable the automatic power, the power
of the RF signal will not decrease. The power level is a percentage of the

maximum transmission power for the Riynal.

76



Wireless Controller User Manual

APSD Mode Select Enable to enable Automatic Power Save Delivery
(APSD), which is a power management method. APSD is recommended if

VolP phones access the network through the AP.

RF Scan Interval: This field controls the length of time between channel

changes duringhe RF Scan.

Long Retries The value in this field indicates the maximum number of
transmission attempts oftame sizes greater than the RTS Threshold. The

range is 1255.

Rate Limiting: Enabling multicast and broadcast rate limiting can improve
overall nework performance by limiting the number of packets transmitted

across the network. This feature is disabled by default.

@ Note: The available rate limit values are very low for most environments, so
enablingthis feature is not recommendedcept for advanakusers.

A To enable Multicast and Broadcast Rate Limiting, clEkabled.

A To disable Multicast and Broadcast Rate Disabled, chikabled.
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Figure 42: AP Profile - Radio configuration (Part-1)

DWC-1000 / / “| ADVANCED | TOOLS STATUS
Peer Controllers »

AP Profile

| Save Settings \ | Don't Save Settings \
AP Profile Radio Configuration
AP Profile: AP Profile 1-Default
Radio Mode: ® 1-802.113/n
2-802.11b/a/n
Radio Configuration

State: ® 0On

Advanced Network  » Off
Radio Scheduler ErT
Certificates RTS Threshold: 2347 (0 to 2347) (Bytes)
Load Balancing o
Load Utilization: 60 (1 to 100) (%)
Maximum Clients: 200 (0 to 200)
Intel® AMT
RF Scan Other Channels: v

AP PROFILES SUMMARY LOGOUT

This page contains several fields that are not available for the default AP Profile.

RF Scan Sentry:
Mode: IEEE 802.11a/n v

DTIM Period: 10 | (1t0255) (= Bsacons)
Beacon Interval: 1100 (20 to 2000) (Msscs)
Automatic Channel: L4

Automatic Power: v

Initial Power: {100 (1 to 100) (o)
Minimum Power: [100 (1 to 100) (%)

Transmit Lifetime: Shows thenumber of milliseconds to wait before

terminating attempts to transntlhe MSDU after the initial transmission.

Rate Limit: Enter the rate limit you want to set for multicast and broadcast
traffic. The limitshould be greater than 1, but less than 50 pescjer second.
Any traffic that falls below this rate limit will always conform to and be
transmitted to the appropriate destination. The default and maximum rate limit
setting is 50 packets per second. This field is disabled if Rate Limiting is
disabled.
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Receive Lifetime: Shows the number of milliseconds to wait before
terminating attempts to reassemble the MMPDU or MSDU after the initial
reception of a fragmented MMPDU or MSDU.

Rate Limit Burst: Setting a rate limit burst determines how much traffic
burss can be before all traffic exceeds the rate limit. This burst limit allows
intermittent bursts of traffic on aetwork above the set rate limit. The default
and maximum rate limit burst setting is 75 packets per second. This field is
disabled if Rate Linting is disabled.

Station Isolation: When this option is selected, the AP blocks communication
between wireless clients. It still allows data traffic between its wireless clients
and wired devices on theetwork, but not among wireless clients. This featur

is disabled by default.
A To enable Multicast and Broadcast Rate Limiting, clEkabled.
A To disable Multicast and Broadcast Rate Disabled, cDikabled.

Channel Bandwidth: The 802.11n specification allows the use of aMBz-

wide channel in addition tthe legacy 20MHz channel available with other
modes. The 4MHz channel enables higher data rates but leaves fewer
channels available for use by other 2.4 GHz and 5 GHz devices. T-h#40
option is enabled by default for 802.11a/n modes and 20 MH80&r11b/g/n
modes. You can use this setting to restrict the use of the channel bandwidth
to a 20MHz channel.If the selectednodeis 11la/n/ac or 11ln/ac thethe
80MHz bandwidth option is available.

Primary Channel: This setting is editable only when aarmel is selected
and the channel bandwidth is set to 40 MHz. A-MBlz channel can be
considered to consist of two 20Hz channels that are contiguous in the
frequency domain. These two 20Hz channels are often referred to as the
Primary and Secondary chaels. The Primary Channel is used for 802.11n
clients that support only a 20Hz channel bandwidth and for legacy clients.
Use this setting to set the Primary Channel as the upper or lowdfH0
channel in the 40MHz band.
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Figure 43: AP Profile - Radio configuration (Part-2)

Minimum Power:
APSD Mode

RF Scan Interval (secs)
Frag Threshold (bytes)

RF Scan Sentry Channels

Rate Limit (pkts/sec)

100 (1 to 100) (%)
Enable v |

60 (30 to 120)
2346 | (256 to 2346)

¥ 802.113 ¥ 802.11b/g

Short Retries 7

RF Scan Duration (msecs) |10 (10 to 2000)
Long Retries 4

Rate Limiting

Transmit Lifetime (msecs) 512

50 (1 to 50)

Receive Lifetime (msecs) 512

Rate Limit Burst (pkts/sec) 75 (1to 75)
Station Isolation

Channel Bandwidth 40 MHz v
Primary Channel Lower v |
Protection Auto ¥
Short Guard Interval Enable ¥
Space Time Block Code Enable ¥
Radio Resource Management Enable ¥
No ACK Disable ¥
Multicast Tx Rate (Mbps) Auto ¥

cn

Supported Channels Auto Eligible
36 v
44 v

-

Protection: The protection feature contains rules to guarantee that 802.11
transmissions do natause interference with legacy stations or applications.
By default, these protection mechanisms are enaphedo). With protection
enabled, protection mechanisms will be invoked if legacy devices are within
range of the AP. You can disable (Off) these protection mechanisms; however,
when 802.11n protection is off, legacy clients or APs within range can be
affected by 802.11rtransmissions. 802.11 protection is also available when
the mode is 802.11b/g. When protection is enabled in this mode, it protects

802.11b clients and APs from 802.11g transmissions.
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Short Guard Interval : The guard interval is the dead tim@& nanoseconds,
between OFDM symbols. The guard interval prevents h&embol and Inter
Carrier Interference (ISI, ICI). The 802.11n mode allows for a reduction in
this guard interval from the a and g definition of 800 nanoseconds to 400
nanoseconds. Rleicing the guard interval can yield a 10% improvement in

data throughput. Select one of the following options:

A Enable: The AP transmits data using a 400 ns guard Interval when
communicating with clients that also support the 400 ns guard

interval.
A Disable The AP transmits data using an 800 ns guard interval.

Space Time Block Code Space Time Block Coding (STBC) is an 802.11n
technique intended to improve the reliability of data transmissions. The data
stream is transmitted on multiple antennas so theixicg system has a better
chance of detecting at least one of the data streams. Select one of the

following options:

A Enable: The AP transmits the same data stream on multiple

antennas at the same time.

A Disable The AP does not transmits the same datanuuitiple

antennas.

Radio Resource ManagementRadio Resource Measurement (RRM) mode
requires the Wireless System to send additional information in beacons, probe
responses, and association responses. Enable or disable the support for radio
resource measement feature in the AP profile. The feature is set

independently for each radio and is enabled by default.

No ACK: Select Enable to specify that the AP should not acknowledge frames

with QoS-NoAck as the service class value.

Multicast Tx Rate (Mbps): Selet the 802.11 rate at which the radio
transmits multicast frames. The rate is in Mbps. The lowest rate in the 5 GHz
band is 6 Mbps.
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SSID Configuration

The SSID Configuration page displays the virtual access point (VAP) settings
associatedvith the selectd AP profile. Each VAP is identified by its network

number and Service Set Identifier (SSID).

Figure 44: AP Profile - SSID configuration

DWC-1000 lz.“l ADVANCED | TOOLS STATUS
Peer Controllers »

bl This page displays the virtual access point (VAP) settings associated with the selected AP profile. Each VAP is identified by its network
number and Service Set Identifier (SSID).
]7 Save Setﬁngs ] 17 Don’t Save Setﬁngs i

AP PROFILES SUMMARY LOGOUT

AP Profile VAP Configuration

AP Profile: AP Profile 1-Default
Radio Mode: ® 1-802.113/n

2-802.11b/a/n

E—
Network VLAN Hide SSID Security Redirect
Advanced Networ - .
4 1 - dlink1 v | | Edit | 1-default Disabled None None
J 2-dink2___ v | | Edit | 1-default Disabled None None
=
[3-aink3 v || Edit | 1-default Disabled None None

IPMMAC Binding 4 - dlink4 v Edn \ 1-default Disabled None None
5 - diinkS v | | Edit | 1-default Disabled None None

Intel® AMT
(8] 6 - diink6 v | | Edit \ 1-default Disabled None None

7 - diink? v | Edit | 1-default Disabled None None
8 - diink8 ol \ﬂ\ 1-default Disabled None None
9 - diink9 v | | Edit | 1-default Disabled None None
10 - diink10 ¥ ,ﬂ\ 1-default Disabled None None

Radio Mode: From this field, you can select the radio that you want to
configure. Bydefault, Radiol operates in IEEE 802.11a/n mode, and Radio
2 operates in IEEE 802.11b/g/n modeyou change the mode, the labels for
the radios change accordingly. Changes to $leétings apply only to the
selected radioThe DWL-3600AP is a singleadio AP. Any settings you
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configure for Radio 1 (802.11a/n) are not applied to the D3GIOOAP. If the
selected Hardware Type ID for the AP profile is DVB600AP, the radio
selectors are not available.

Network: Use the option to the left of the network to eteor disable the
corresponding VAPon the selected radio. When enabled, use the menu to
select a networks to assign to the VAP. You can configure up to 64 separate
networks on thecontroller and apply them across multipladio and VAP

interfaces. By dfault, 16 networks are preonfigured and applied in

order to the VAPs on each radio. Enabling a VAP on one radio does not

automatically enable it on the other radio.
VLAN : Shows the VLAN ID of the VAP. To change this setting, click Edit.
L3 Tunnel: Showsvhether L3 Tunneling is enabled on the network.

Note: When L3 tunneling is enabled, the VLAN ID configured above is not
used. Infact, thecontroller puts the management VLAN ID, if any, on the
tunneled packetdestined to the AP.

Hide SSID: Shows whethethe VAP broadcasts the SSID. If enabled, the
SSID for this network isiot included in AP beacons. To change this setting,
click Edit.

Security: Shows the current security settings for the VAP. To change this
setting, click Edit. Redirect Shows whether HHF redirect is enabled. The

possible values for the field are &sdlows:
A HTTP: HTTP Redirect is enabled
A None HTTP Redirect is disabled

Edit: Click Edit to modify settings for the corresponding netwokikhen you
click Edit, the Wireless Network Configutian page appears.
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QoS Configuration

Quality of Service (QoS) provides you with the ability to specify parameters on
multiple queues for increased throughput and better performance of
differentiated wireless trafficdifferent types of audio, video, and streaming

media as well as traditional IP data over fth@&/C-1000.

Figure 45: AP Profile - QoS configuration (Part-1)

DWC-1000D // SETUP | ADVANCED | TOODLS STATUS

AP PROFILES SUMMARY

Peer Controllers ]

AP Profile
Drescription goes hens...

[ Submit ] [ Don't Save Settings ]

AP Profile (oS Configuration

AP Profile 1-Default

Radio Mode: @ 1-zp2.113/n ) 2-802.11b/g/n
Template: Custom -

AP ED(CA Parameters

Data O (Voice)

ATFS (msecs)
cviMin (meecs) ER—
cwMax [msecs) 7 -
Max. Burst {usecs) 1500
Data 1 (Video)
Radius Settings AIFS (msecs)
cwMin (msecs) 7 -

. cwMax [msecs) 1o T
s, B e 3000

Data 2 (Best Effort)

ATFS (msecs) 3
cwMin [msecs) 15 -
owMax {msecs) 63 -

Configuring Quality of Service (QoS) on thPWC-1000 consists of setting

parameters on existing queues for different types of wireless traffic, and
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effectively specifying minimum and maximum wait times (through Contention
Windows) for transmission. The settings described here apply to data transmission
behavior on the access point only, not to that of the client statisZs’&sEnhanced
Distributed Channel Access(EDCA) Parameters affect traffic flowing from the
access point to the client statioftation Enhanced Distributed Channel Access
(EDCA) Parameters &ct traffic flowing from the client station to the access
point. You can specify custom QoS settings, or you can select a template that
configures the AP profile with prdefined settings that are optimized for data

traffic or voice traffic.

Radio Mode: From this field, you can select the radio for which you want to
configure QoSsettings. Settings for each radio are configured separately. By
default, Radio 1 operates in IEEE 802.11a/n mode, and Radio 2 operates in
IEEE 802.11b/g/n mode. If you change thede, the labels for the radios
change accordingly. Changes to the settings apply only to the selected radio.
The DWL--3600AP is a singleradio AP. Any settings you configure for
Radio 1 (802.11a/n) are not applied to the DMWA600AP. If the selected
Hardware Type ID for the AP profile is DWE3600AP, the radio selectors

are not available.

Template: Select the QoS template to apply to the AP profile. If you select
Custom, you carchange the AP and station parameters. If you select Voice
or Factory Defaulf, thecontroller will use the predefined settings for the

template you select.
AP EDCA Parameters

Queue Queues are defined for different types of data transmitted from AP

to-station:

A Data 0 (Voice): High priority queue, minimum delay. Timgensitive
data such as VolP and streaming media are automatically sent to this
queue.

A Data 1 (Video): High priority queue, minimum delay. Timgensitive
video data is automatically sent to this queue.

A Data 2 (besteffort): Medium priority queue, medium throughput and

delay. Most traditional IP data is sent to this queue.

85



Wireless Controller User Manual

A Data 3 (Background): Lowest priority queue, high throughput. Bulk
data that requires maximum throughput and is not igaasitive is sent
to this queue (FTP data, for example).

AIFS (Inter-Frame Space): The Arbitration InterFrame Spacing (AIFS)
specifies a wait time for dataframes. The wait time is measured in slots. Valid
values for AIFS are 1 throug®55.

cwMin (Minimum Contention Window) : This parameter is input to the
algorithm that determines the initial random backoff wait time (window) for
retry of a transmission. The value specified here in the Minimum Contention
Window is the upper limit (in milliseconds) of a range from which the initial
random backoff wait time is determined. The first random number generated
will be a number between 0 and the number specified here. If the first random
backoff wait time expires before the data frame is sent, a retry counter is
incremented and the random dkaff value (window) isdoubled. Doubling

will continue until the size of the random backoff value reaches the number
defined in the Maximum Contention Window. Valid values for the cwmin are
1, 3,7,15, 31, 63, 127, 255, 511, or 1024. The value for cwmist be lower
than the value for cwmax.

cwMax (Maximum Contention Window): The value specified here in the
Maximum Contention Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is reached.
Once the Maximum Contention Window size is reached, retries will continue
until a maximum number of retries allowed is reached. Valid values for the
cwmax are 1, 3, 7, 15, 31, 63, 1235 511, or 1024. The

value for cwmax must be higher than the value for cwmin.

Max. Burst Length: AP EDCA Parameter Only (The Max. Burst Length
applies only to traffic flowing from the access point to the client station.) This
value specifies (in milliseends) the Maximum Burst Length allowed for
packet bursts on the wireless network. A packet burst is a collection of
multiple frames transmitted without header information. The decreased
overhead results in higher throughput and better performance. Valiccwva

for maximum burst length are 0.0 through 999
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WMM Mode : Wi-Fi MultiMedia (WMM) is enabled by default. With WMM
enabled, QoS prioritization and coordination of wireless medium access is on.
With WMM enabled, QoS settings on tH2WC-1000 wirelesscontroller
control downstream traffic flowing from the access point to client station (AP
EDCA parameters) and thegpstream traffic flowing from the station to the
access point (station EDCA parameters). Disabling WMM deactivates QoS
control of station ED®@ parameters orupstream traffic flowing from the
station to the access point With WMM disabled, you can still set some
parameters on the downstream traffic flowing from the access point to the
client station (AP EDCA parameters).

1 To disable WMM extensionslick Disabled.
1 To enable WMM extensions, clicknabled
Station EDCA Parameters

Queue Queues are defined for different types of data transmitted from
stationto-AP:

A Data 0 (Voice): High priority queue, minimum delay. Timgensitive
data such as VolP and streaming media are automatically sent to this

queue.

A Data 1 (Video): High priority queue, minimum delay. Timgensitive

video data is automatically sent to this queue.

A Data 2 (besteffort): Medium priority queue, medium throughput and
delay. Most traditional IP data is sent to this queue.

A Data 3 (Background): Lowest priority queue, high throughput. Bulk
data that requires maximum throughput and is not tgaasitive is sent
to this queue (FTP data, for example).

AIFS (Inter-Frame Space) The Arbitration IntefFrame Spacing (AIFS)
specifies a wait time for datbames. The wait time is measured in slots.
Valid values for AIFS are 1 throug?b5.

cwMin (Minimum Contention Window) : This parameter is used by the
algorithm that determines the initial random backoff wait time (window) for
data transmission during a period of contention for The value specified in the
Minimum Contention Window is the upper limit (in milliseconds) of a range
from which the initial random backoff wait time is determined. The first
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random number generated will be a number between 0 and the number
specified here. If the first random backoff wait time expires before the data
frame is sent, a retry counter is increnth and the random backoff value
(window) is doubled. Doubling will continue until the size of the random
backoff value reaches the number defined in the Maximum Contention
Window. cwMax (Maximum Contention Window): The value specified in

the Maximum Contetion Window is the upper limit (in milliseconds) for the
doubling of the random backoff value. This doubling continues until either
the data frame is sent or the Maximum Contention Window size is reached.
Once the Maximum Contention Window size is reachedries will continue

until a maximum number of retries allowed is reachEJOP Limit : Station
EDCA Parameter Only (The TXOP Limit applies only to traffic flowing from
the client station to the access point.) The Transmission Opportunity (TXOP)
is aninterval of time when a WME client station has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in
milliseconds) the Transmission Opportunity (TXOP) for client stations; that
is, the interval of time when a WMM cli¢rstation has the right to initiate

transmissions on the wireless network.
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Figure 46: AP Profile - QoS configuration (Part-2)

Station EDCA Parameters

Data 0 [Voice)

ATFS (msecs)

cwiMin [msecs)

cviMax {msecs)

THOP Limit (32 usec units)
Data 1 [Video)

AIFS (msecs)

cwMin [msscs)

ez [meecs)

THOP Limit (32 ussc units)
Data 2 (Best Effort)

AIFS (msecs)

cwMin {msecs)

cviMan: (msecs)

THOP Limit {32 usec units)
Data 2 [Background)

AIFS (msecs)

owiMin [msecs)

cviMane (msecs)

THOP Limit (32 usec units)
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Chapter . Conf i gWrregess LA

3.1 WLAN Setup Wizard

Setup>Wizard>WLAN Settings

The WLAN controll er can manage external AP b s
LAN clients. The Wireless Wizard is a user friendly approach to configure a wireless

LAN connection using the controllero6s built
wireless adapter, measure network performance and quickly identify and fix wireless
broadband problems. The Wizard includes aMianalyzerto easily identify the best

channel and resolve interference issues. One can even compare the performance of
his/her hoadband network to networks around the world.

Figure 47: The Wireless LAN setup Wizard launch

DWC-1000 n.| SETUP | ADVANCED TOOLS STATUS I
Wizard [+ WLAN Management
Settings
WLAN Global Settings LOGOUT
AP Management
VPN Wizard
WLAN Visualization # |y
Internet Settings WLAN Configuration Setup Wizard
Metwork Settings If you would like to utilize our easy to use Web-based Wizards to assist you in connecting your new D-Link
Wireless Controller, dick on the button below.
WLAN Setup Wizard
VPN Settings bl
VLAN Settings Note: Before launching these wizards, please make sure you have followed all steps outiined in the Quick
Installation Guide induded in the package.
DMZ Setup
LUSB Settings

Wireless Network Setup Wizard helps user to get wireless network up and running via

easy steps:
Step 1: Wireless Global Configuration

Step 2: Wireless Default Profile Configuration
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Step 3: Wireless Default Radio Configuration
Step 4: Wireless Default VAP Configuration
Step 5: Valid Access Point Summary

Step 6: Save Settings and Connect

Wireless Global Configuration

Country Code: Select the country code that represents the country where your
controller and APs operate. Make sure you select the correct country code so that your

WLAN system complies with the regulations in your country.

@ Changing the country code disables anderabks the controller. Any
channel and radio mode settings that are invalid for the regulatory do nain
are reset to the default values. The country code (IEEE 802.11c) is
transmitted in beacons and probe responses from the access points.

Wireless Default RadioConfiguration

AP Profile Name: AP Profile Name can be alphanumeric identifier that can contain a

maximum of 32 characters. This profile name is associated to default profile 1.

State: Here the admin indicates whether to enable or disable the radioefftusns
off a radio, the AP sends disassociation frames to all the wireless clients it is currently
supporting so that the radio can be gracefully shutdown and the clients can start the

association process with other available APs.

Mode (802.11a/n):The Mode defines the Physical Layer (PHY) standard the radio uses.

Select one of the following modes for radio interface.

1 |IEEE 802.11a is a PHY standard that specifies operating in the 5 GIN#l U
band using orthogonal frequency division multiplexing (OFDM)uUpports data
rates ranging from 6 to 54 Mbps.

1 |IEEE 802.11a/n operates in the 5 GHz ISM band and includes support for both
802.11a and 802.11n devices. |IEEE 802.11n is an extension of the 802.11
standard that includes multipi@put multipleoutput (MIMO) technology. IEEE
802.11n supports data ranges of up to 248 Mbps and nearly twice the indoor range
of 802.11 b, 802.11¢g, and 802.11a
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|l

5 GHz IEEE 802.11n is the recommended mode for networks with 802.11n
devices that operate in the 5 GHz frequency that doneed to support 802.11a
or 802.11b/g devices. IEEE 802.11n can achieve a higher throughput when it
does not need to be compatible with legacy devices (802.11b/g or 802.11a).

Mode (802.11b/g/n):The Mode defines the Physical Layer (PHY) standard the radio

uses. Select one of the following modes for radio interface.

il

IEEE 802.11b/g operates in the 2.4 GHz ISM band. IEEE 802.11b is an
enhancement of the initial 802.11 PHY to include 5.5 Mbps and 11 Mbps data
rates. It uses direct sequence spread spectrum $P D% frequency hopping
spread spectrum (FHSS) as well as complementary code keying (CCK) to provide
the higher data rates. It supports data rates ranging from 1 to 11 Mbps. IEEE
802.119g is a higher speed extension (up to 54 Mbps) to the 802.11b PH¥sIt us
orthogonal frequency division multiplexing (OFDM). It supports data rates

ranging from 1 to 54 Mbps.

IEEE 802.11b/g/n operates in the 2.4 GHz ISM band and includes support for
802.11b, 802.11g, and 802.11n devices.

2.4 GHz IEEE 802.11n is the recommendmode for networks with 802.11n
devices that operate in the 2.4 GHz frequency that do not need to support 802.11a
or 802.11b/g devices. IEEE 802.11n can achieve a higher throughput when it
does not need to be compatible with legacy devices (802.11b/g02rlla).

WirelessDefault VAP Configuration

SSID: Wireless clients identify a wireless network by the SSID, which is an

alphanumeric key that uniquely identifies a wireless local area network. The SSID can

be up to thirtytwo characters in length, andeite are no restrictions on the characters

that may be used in an SSID.

Security: The default AP profile does not use any security mechanism by default. In

order to protect your network, -Rink strongly recommends that you select a security

mechanism so #t unauthorized wireless clients cannot gain access to your network.

The following WLAN network security options are available in WLAN wizard.

1 None: No security
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1 Static WEP: security require is StatWEP. Authentication as "sharddey", type

"ascii" and kength "128"(bits) are used for setting Static WEP key through the
WLAN wizard

1 WPA Personal : This type of security supports version WPA and WPA2, with
ciphers ccmp and tkip , bcakey-refreshrate 300 are used for setting WPA
Personal Key througthe WLAN wizard.

Valid Access Point Summary

MAC address: This field shows the MAC address of the AP broadcast by this controller

@ Note: Experienced WLAN administrators can input all the settings in »ne
page via the Manual Wireless Network Setup.

3.2 WLAN Visualization support

3.2.1

Setup>WLAN Visualization

WLAN Visualization is a tool that provides a graphical representation of the wireless
network through a Web browser. The WLAN Visualization graph does not have a
background image of its own, and so the adnthaitor can upload a static graphic image

that provides the wireless topology of the APs and controllers in the wireless network.

Download Image

User can upload one or more images, such as your office floor plan, to provide
customized information for the WAN Visualization feature. Images file formats that

are recommended to upload should be in one of the following formats:

1 GIF (Graphics Interchange Format)

1 JPG (Joint Photographic Experts Group)
It is also recommended that you do not esd¢or images sincelte WLAN components
might not show up well. Once user uploads an image file and save the running

configuration, the image remains on the switch and you can assign it to an existing

graph using the WLAN Visualization application.
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Figure 48: WLAN Visualization Image import

Wizard

DWC-1000 / / | SETUP | ADVANCED TOOLS STATUS

WLAN Global Settings || DOWNLOAD IMAGE

AP Management

WLAN Visualization [ EnLEUaGEGITEnT

Network Settings Image File Selection:

[ Stant File Transfer ]

Settings

VLAN Settings

DMZ Setup

USB Settings

3.2.2

Deleting Images

This option is available only if images are already loaded onto the controller. To delete
all images loaded onto the switch, click Delete All Images. Deleting background images
is not recommendeddowever, if user uses has to delete the images user will need to

refresh the WLAN Visualization tool after deleting images.

Visualization Launch
To dart the WLAN Visualization toh the Launch Menu undeWLAN Visualization
has to be used This opens a new browser window and starts the Java applet that allows
the AP and WLAN controller network to be presented asmologydiagram (with or

without a custom background image).
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Figure 49: The launched visualization page

DWC-1000 / /

— Controllers
152 168.1.50 -

— Managed AP —————

— RF Scan APs

IRELESS CONTROLLER
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Chapter 4. Moni t ori ng Status

Stati sti cs

4.1 System Overview

The Status page allows you to get a detailed overview of the system configuration. The
settings for the wired and wireless interfaces are displayed irDW€-1000 Status

page, and then the resulting hardware resource eowtroller usage details are
summarized on theontrollerDashboard.

4.1.1 Dashboard

Status >Dashboard> General

TheDWC-1000dashboargage gives a summary of titPU and Memory utilization

Figure 50: Dashboard

DWC-10:00 // SETUP ADVANCED | STATUS

Dashboard [

Global Info ]
\avrics 0 ¥

Device Info This page displays the rescurces being used in the system currenthy. This page also shows the bandwidth
used in form of bar graphs.

DASHBDARD LOGOUT

Access Point Info r

LAN Clients Info ]
Wireless Client Info  »
CPU usage by kernek 3 %
WLAN Info ]
CPU idle: 95 %

CPU waiting for I0: 05

CPU Utilization

CPU usage by user: 2%

Traffic Monitor ]

Active Sessions

Memory Utilization

e Total Memory: 247916 KB
Active WVPNs
Used Memory: 201676 KB
Free Memory: 45240 KB
Cached Memory: 60744 KE
Buffer Memory: 17146 KB




Wireless Controller User Manual

4.1.2

CPU Utilization
This section displays the router's processor statistics.

CPU usage by userPercent of the CPU utilization being consumed currently by all

user space processes, such as SSL VPN or management op&ration

CPU usage by kernel percent of the CPU utilization being consumed currently by

kernel space processes, such as firewall operations.

CPU idle: percent of CPU cycles that are currently not in use.

CPU waiting for 10 : percent of CPU cycles that are ad&ded to input/output devices.
Memory Utilization

This section displays memory status of system.

Total Memory: Indicates total available volatile physical memory.

Used Memory. Indicates memory used by all processes in system.

Free Memory: Indicates avdable free memory in system.

Cached Memory: Indicates cached memory in system.

Buffer Memory : Indicates buffered memory in system

Device Status

Status > Device Info > Device Status

The DWC-1000Status page gives a summary of duntrollerconfiguration settings
configured in the Setup and Advanced menus. The static hardware serial number and
current firmware version are presented in the General sectionOptien and LAN
interface information shown on this page are based on the administatfiguration
parameters. The radio band and channel settings are presented below along with all

configured and active APs that are enabled on thistroller.
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Figure 51: Device Status display

1]

DWC-1000

Dashbocard

Global Info J | LB

This page displays the cwment settings and displays a snapshot of the system information,

LOGOUT

System Name:

Firmware Version:

Serial Number:

DWWC-1000

L.O1B41_Wwv

QBAALACDDDOTI

Optionl Information
MAC Address:

Active VPNs 1Pv4 Address:

IPvE Address:

Dption State:

HAT (IPv4 only):

IPv4 Connection Type:

IPvE Connection Type:

Link State:
Option Mode:
Gateway:
Primary DNS:
Secondary DNS:

Primary DHNS({IPvE):

Secondary DNS(IPvE):

IPvw4 Connection State:

IPvE Connection State:

1A:00:2B:10: 1C:45

0.0.0.0 f 255,255, 255.0

feB:: 1800: 26 :fel0: 1045 [ &4
DOWWN

Diszbled

Dynamic IP (DHCP)

Drynamic IP {DHCPE)

Mot Yet Connected

Mot Yet Connected

LIME DOWWN

Use only single Crption port: Optionl
0.0.0.0

0.0.0.0

0.0.0.0

Option2 Information

MAC Address:

1A4:00:2B:10:1C:45
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Figure 52: Device Status display (continued)

OptionZ Information

MALC Address: 18:00:2B:10:1C:45

IPv4 Address: 0.0.0.0 f 255,255,255.0

IPvE Address: fefl:: 1800: 26 fel0: 1od6 [ &4
Dption State: DA

MAT (IPwv4 only): Disablad

IPv4 Connection Type: Crynamic IP (DHCP)

IPwE Connection Type: Drynamic IP {DHCPWE)

IPv4 Connection State: Mot Yet Connected

IPvE Connection State: Mot Yet Connected

Link State: LINK DOWWN

Option Mode: Use only single Option port: Oplionl
Gateway: 0.0.0.0

Primary DNS: 0.0.0.0

Secondary DNS: 00,000

Primary DNS{IPvE):
Secondary DNS(IPvG):

LAN Information

MALC Address: 14:00:2B:10: 1C:44

IP Address: 1%2,168.10.1 f 255,255, 255.0

IPvE Address: gﬂmlab?-%ﬂfelﬂm [ &4, fell: :200:f:feD0:0 /
DHCP Server: Enabled

DHCP Relay: Disabled

DHCPvE Server: Disabled

4.1.3 Wireless LAN AP information

Status > Device Info 3Wireless LAN AP Information

The Managed AP statugpagesallows to access configuration and association

information about managed APs and their neighbors
View AP Details: Shows detailed status information collected from the AP.

View Radio Details Shows detailed status for a radio interface. Use the radio button

to navigate between the two radio interfaces.
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View Neighbour APs: Shows theneighbourAPs that the spefied AP has discovered

through periodic RF scans dhe selected radio interface.

View Neighbour Clients: Shows information about wireless clients associated with
an AP or detected by the ARdio.

View VAP Details: Shows summary information about the tuigl access points
(VAPSs) for the selected AP and raditerface on the APs that tlo®ntrollermanages.

View Distributed Tunneling Details: Shows information about the L2 tunnels

currently in use on the AP.

Figure 53: Wireless LAN AP information

DWC-1000 // SETUP ADVANCED TOOLS | STATUS |.

MANAGED AP STATUS

Device Info

. Show all the details related to selected AP.
Access Point Info

LAN Clients Info

List of Managed APs

lient Info MAC Address (*) Peer

Managed IP Address Age Status Profile Radio Interface
1-802.11a/n,

@ 1c:aff7:1f:24:40 192.168.10.101 0Od:DX:01:33 Managed 1-Default 2-802.11big/n
m 1 bd: bSrS5:a6:00 192.1668.10.102 Od00:00:03 Managed 1-Default RPN
---- Se8 A LR a4 2-802.11big/n

Active VPNs

View AP Details View Radio Details View Neighbor APs

View Neighbor Clien View VAP Details View Distributed Tunneling Details

Refresh

MAC Address: The Ethernet address of tkentrollermanaged AP. If the MAC address
of the AP is followed by an asterisk (*), it is managed by a paartroller.

IP Address: The network IP address of the managed AP
Age: Time since last communication between ttentrollerand the AP.

Status: The current managed state of the AP. The possible values are:
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1 Discovered The AP is discovered and by tlentroller, but is not yet
authenticated.

1 Authenticated: The AP has been Vidated and authenticated (if

authentication is enabled), but it is not configured.

1 Managed The AP profile configuration has been applied to the AP and

it's operating in managed mode.

1 Failed: Thecontrollerlost contact with the AP, a failed entry willmain
in the managed AP database unless you remove it. Note that a managed

AP will temporarily show a failed status during a reset.

@ Note: When management connectivity is lost for a managed AP, then joth
radios of the AP are turned down. All the clients asated with the AP get
disassociated. The radios become operational if and when that AP is ma i1aged
again by acontroller.

Profile: The AP profile configuration currently applied to the managed AP. The

profile is assignedo the AP in the valid AP database

Radio Interface: Shows the wireless radio mode that each radio on the AP is using.

4.1.4 Cluster information

Status > Device Info >Cluster Information

The PeerController Status page provides information about other wireless controller

in the network.Peer wirelescontrollerwithin the same cluster exchange data about
themselves, their managed APs, and clients. ddwrollermaintains a database with

this data so you can view information about a peer, such as its IP address and software
version. If thke controller loses contact with a peer, all of the data for that peer is
deleted.

One of the controllerin a cluster is elected as a Cluster Controller. The Cluster
Controller collects status and statistics from all the ott@mtrollersin the cluster,
including information about the APs peer controller manage and the clients associated

to those APs.

101



Wireless Controller User Manual

Figure 54: Cluster information

DWC-1000 // SETUP ADVANCED TOOLS STATUS I

Global Info PEER CONTROLLER STATUS
e The Peer Controler Status page provides information about other Unified Wireless Controllers in the network.
Point Info Feer wireless Controliers within the same cluster exchange data about themselves, their managed APs, and
clients. The Controller maintains a database with this data so you can view information about a peer, such as
itz IP ackress and software version. If the Controler kbses contact with a peer, all of the data for that peer is
deketed.
Peer Controller Status
Cluster Controller IP Address: 192.168.10.1
Peer Controllers: 1
List of Peer Controllers
Vendor Software Protocol Discovery Managed AP
o 1D Version Version Reason Count Age
192.168.105 D-Link 4.00.1 2 L2 Pall 1 0d:00:01:39
Refresh

Cluster Controller IP Address: IP address of theontrollerthat controls the cluster.
Peer Controllers: Displays the number of peer controllers in the cluster.

IP Address: IP address of the peer wirelessntrollerin the cluster.

Vendor ID: Vendor ID of the peer controller software.

Software Version The softwae version for the given peer controllers

Protocol Version: Indicates the protocol version supported by the software on the
peer controllers

Discovery Reason The discovery method of the given peer controller, which can be
through an L2 Poll or IP Poll

Managed AP Count Shows the number of APs that the controller currently manages.

Age: Time since last communication with theontroller in Hours, Minutes, and
Seconds.
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4.1.5

Resource Utilization

Status > Dashboard Interface

The Dashboard page presents hardward asage statistics. The CPU and Memory
utilization is a function of the available hardware and current configuration and traffic
through thecontroller. Interface statistics for the wired connections (LAQptiond,
Option 2/DMZ, VLANS) provide indicationof packets through and packets dropped
by the interface. Click refresh to have this page retrieve the most current statistics.
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Figure 55: Resource Utilization statistics

DWC-1000 SETUP ADVANCED | STATUS "
[

Drashboard

Global Info » || PASHBOARD LOGOUT

Device Info This page displays the resources being used in the system currenthy, This page also shows the
bandwidth used in form of bar graphs.
Bandwidth Usage
Select Interface: ALL -
HTTP (112%.0)
10 o ).
Traffic Monitor e
Active Sessions
750
Active VPNs
(in KB)
250
o
Applications
Used Applications
Select Interface: ALL -
HTTP(B6%)
HTTPS{0%)
M| DNS(14%)

Figure 56: Resource Utilization data (continued)
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Interface (LAN)

Incoming Packets: : 16662
Qutgoing Packets: 17841
Dropped In Packets: 4]
Dropped Out Packets: 0

Interface (Optionl)

Incoming Packets: : 1]
Qutgoing Packets: 24
Dropped In Packets: 4]
Dropped Out Packets: 4]

Interface (DMZ [/ Option2)

Incoming Packets: 0
Qutgoing Packets: 7
Dropped In Packets: 4]
Dropped Out Packets: 4]

Interface (VLAN)

Port Incoming Packets Outgoing Packets Dropped In Packets Dropped Out Packets
LANZ 1] [ 1] o

WLAN Statistics

Packets Bytes
- - Transmit Receive - - Transmit Receive
Transmitted Received Dropped Dropped Transmitted Received Dropped Dropped
1] 1] 1] 1] 1] 1] 1] /]

ICMP Received: &01
Active VPH Tunnels: 1]
Available VLANs: 2
Active Interfaces: &

4.2 Traffic Statistics
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4.2.1 Wired Port Statistics

Status > Traffic Monitor > Device Statistics

Detailed transmit and receive statistics for each physical port are presented here. Each
interface Optionl, Option2/DMZ, LAN, and VLANS) have port specific packet level
information provided for review. Transmitted/received packets, port collisions, and
the cumulating bytes/sec for transmit/receive directions are provided for each
interface along with the port up timH.you suspect issues with any of the wired ports,

this table will help diagnose uptime or transmit level issues with the port.

The statistics table has autefresh control which allows display of the most current
port level data at each page refresh. The default -aefieesh for this page is 10
seconds.

Figure 57: Physical port statistics

DWC-1000 // SETUP ADVANCED | STATUS

The page will autc-refresh in 7 seconds

Global Info
DEVICE STATISTICS LOGOUT
Device Info
This page shows the RxTx packet and byte cownt for all the system interfaces, It also shows the up
time for all the interfaces,

Access Point Info

LAM Clients Info System up Time : 0 days, 9 hours, 50 minutes, 3 seconds
Wireless Client Info p (| Port Statistics
P Tx R - Tx Rox .
VLAN Info Port Pkts Plts Collisions B/= B/s Up time
Logs . Mot Yet
Optionl 121 o 1] o o Available
Traffic Monitor -
Cunflgure! ble Port 298 o o o o Mot Yet
{Option) Available
Active Sessions e
LAN 33972 26089 o o o W=
Active VPNs 09:48:22
Poll Interval: |10 fr— Start
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4.3 Associated Client Status/Statistics

4.3.1 Managed AP Statistics

Status > Traffic Monitor> Managed AP Statistics

The managed AP statistics page shows information about traffic on the wired and
wireless interfaces of the access point. This information can help diagntserke
issues, such as throughput problems. The following figure shows the Managed Access
Point Statistics page with a managed AP.

MAC Address: This field shows the MAC addresd the client station
Interface: This field shows the interface type WLAN or Ethmet.

Packet Transmitted: This field shows thgacket transmitted tthe client station
Packet Received:This field shows theacket received tthe client station
Bytes Transmitted: This field shows thdoytes transmitted tbhe client station

BytesReceived:This field shows thédytes received tohe client station
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Figure 58: Managed AP Statistics

DWC-1000 l!. SETUP ADVANCED TOOLS | STATUS
Global Info »

Device Info

MANAGED AP STATISTICS

Description goss here...

Managed Access Point Statistics

Packets Bytes

i e s
Transmitted Received Transmitted Received

Traffic Monitor b
WLAN 36019 433 4285367 129837
[T lcatminesdo
Ethernet 2279 17385 1120043 1972000
View Details | View Radio Details |  View VAP Details
Refresh I

The following actions are supported from this page:
View Details: Shows detailed status information collected from the AP.
View Radio Details: Shows detailed status for a radio interface

View VAP Details: Shows summary information about the virtual access points (VAPS)

for the selected AP and radio interface on the APs that the controller manages

Refresh: Updates the pagwith the latest information

4.3.2 LAN Associated Clients

Status > Traffic Monitor> Associated Clients Statistics AN Associated

Clients

The controllertracks thetraffic the clientconnected wireless controller.
Name: The LAN host name if available througtetBIOS.

IP Address: The LAN device's IP address.

MAC Address: The MAC address of the connected LAN client.
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Figure 59: LAN Associated Clients

DWC-1000 l!. SETUP ADVANCED TOOLS STATUS I
Global Info 3

Device Info

ASSOCIATED CLIENTS STATISTICS

Description goes here. .

Associated Clients Statistics

Packets Bytes

MAC Address
Transmitted Received Transmitted Received

I_ =0:a6:70: Be: bl 67 4 37 684 6554

Refresh I

The following actions are supported from this page:
Refresh: Updates the page witthe latest information

View Details: Shows detailed status associated client.

4.3.3 WLAN Associated Clients

Status > Traffic Monitor> Associated Clients Statistics > WLAN Associated

Clients

Thewireless client can roam among APs without interruption in WL#eNvice. The
controllertracks thetraffic the client sends and receives during the entire wireless
session while the client roams among APs tihatcontrollermanages. Theontroller
stores statistics about client traffic while it is associated withnglsi AP as wells

throughout the roaming session.
MAC Address: This field shows the MAC addresd the client station
Packet Transmitted: This field shows theacket transmitted tthe client station

Packet Received:This field shows theacket receivedo the client station
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Bytes Transmitted: This field shows théytes transmitted tthe client station

Bytes Received:This field shows théytes received tohe client station

Figure 60: WLAN Associated Clients

DWC-1000 lz. SETUP ADVANCED TOOLS STATUS I
Global Info 3

Device Info

ASSOCIATED CLIENTS STATISTICS

Description goes here...

Associated Clients Statistics

Packets Bytes

MAC Address
Transmitted Received Transmitted Received

I_ e0:ab 70 Be bh.67 4 37 G684 B664

Refresh

Active VPNs

The following ations are supported from this page:
Refresh: Updates the page with the latest information

View Details: Shows detailed status associated client.

4.4 Active Connections

4.4.1 Sessions through the Controller

Status > Active Sessions

This table lists the active internet sessions through abaetrollers firewall. The

sessionbs protocol, stat e, |l ocal and remote
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Figure 61: List of current Active Firewall Sessions

DWC-1000 // SETUP ADVANCED TOOLS | STATUS

Global Info ACTIVE SESSIONS LOGOUT
Device Info This page displys a list of active sessions on your router.
Access Point Info
T
LAM Clients Info
Local Internet Protocol State
lientInfo »
192 168.10.103: 35034 74,125 236 9580 tcp ESTAELISHED
VLAN Info ’ 192.168.1,155:16733 192.168.1.2:53 uclp none
192.1688.1.155:17846 192.1688.1.2:53 udp none
Traffic Moni 192.168.10.103:80232 74.125.236.87:443 top ESTABLISHED
Active Sessions 192.168.10.103; 33502 74,125 236.83.80 top ESTAELISHED
192.168.1.165:17846 192.168.1.18:53 udp none
192.168.10.103:6088 3 74,125 236.84:80 top ESTAELISHED
192.168.1.155: 16793 192.168.1.16:53 udp none
192.168.10.103.52079 74.125.23693:443 top ESTAELISHED
192.168.10.103:45197 74,125,235 86:443 tcp SYN_SEMT
192.168.10.103: 33429 74,125 236.83.80 top ESTAELISHED
192.168.1.155: 2745 192.168.1.16:53 udp none
192.168.10.103: 4561965 74.125.236.86:443 top SYN_SENT

4.5 LAN Client Info

45.1 Associated Clients

Status >LAN Client Info > Associated Clients

Theclients that are associated with the APs the controller managessplayed.
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Figure 62: Associated Clients

DWC-1000 n. SETUP ADVANCED TOOLS | STATUS

ASSOCIATED CLIENTS STATUS

Global 1nfo

Device Info
Yiou can view a vansty of inlormafion about fre wireless dients fhat are associated with e AP3 fhe controllar
Access Point Info manages.

LaM Clents Info
List of Associated Clients
MAC

wireless Client Info

- Address () AP MAC Detected IP
Logs [ ]

Associated

Traffic Monitor

Active Sessions 011 1:1die2d 1cafdf1f1240 wdai-1 lcaffm1f12:50 19216810102 Awvfhenficals

Active VPNs 00:1b:11:1d3#e35 1cafim1tibB0 wdai-1 1catim1fib8d 19216810107 Authendicale

| Refresh |

MAC Address: The Ethernet address of the client stationtHé MAC address is
followed by an asterisk (*), the client is associated with an AP managed by a peer

controller.
AP MAC Address: The Ethernet address of the AP.
SSID: The network on which the client is connected.

BSSID: The Ethernet MAC address for theamaged AP VAP where this client is

associated.
Detected IP Address Identifies the IPv4 address of the client, if available.

Status: Indicates whether or not the client has associated and/or authenticated. The

valid values are:
A Associated The client iscurrently associated to the managed AP.

A Authenticated: The client is currently associated and authenticated

to the managed AP.
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4.5.2

A Disassociated The client has disassociated from the managed AP. If
the client does not roam to another managed AP withirckileet roam

timeout, it will be deleted.
Disassociate Disassociates the client from the managed AP.

View Details: For each client associated with an AP that¢batrollermanages, you
can view detailed status information about the client and its adsociavith the

access point.

View Neighbour Status. The associated client stataBows information about access
points that the client detects. The information on this page can helpgsgteumine the

managed AP an associated client might use for roaming.

View Distributed Tunneling Status: The associated cliestatus shows information
about access points that the client detects. TheARPtunnelling mode is used to
support L3 roaming for wireless clients without forwarding any data traffic to the

wirelesscontroller

View SSID Details: Each managed AP care fromdifferent networks that each have

a unique SSID. Although several wirelesBents might be connected to the same
physical AP, they might not connect by using the same SSID. The WLEAN
Monitoring > Client > Associated Clients > SSID Status page lists the SSIDs of the
networks that each wireles$ient associated with a managed AP has used for WLAN

access.

View VAP Details: Each AP haset ofVirtual Access Points (VAPS) per radio, and
every VAP has a uniqgue MAC address (BSSIDhis displays the VAP Associated
Client Statugpage which shows information about the VAPs on the managed AP that

have associated wireless clients.

LAN Clients

Status >LAN Client Info >LAN Clients

The LAN clients to thecontroller are identified by an ARP scan through the LAN
controller. The NetBios name (if available), IP address and MAC address of

discovered LAN hosts are displayed.
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Figure 63: List of LAN hosts

DWC-1000 n.m ADVANCED TOOLS | STATUS

Global Info » || LAN CLIENTS LOGOUT
Device Info This page displays a list of LAN dients connected to the router.
5 Point Info
e List of LAN Clients
LAM Clients Info Hame 1P Add MAC Add
Wirele lientInfo » WORKGROUP 192,168, 10, 100 FO:4D:A2:59:28:E1

Traffic Monitor b

Active Sessions

Active VPNs

45.3 Detected Clients

Status >LAN Client Info > Detected Clients

Wireless clients are detected by the wireless system when the clients either attempt
to interact with the systeror when the system detects traffic from the clienibe
Detected Client Status page contains informatabout clients that have authenticated
with an AP as well information about clients that disassociate and ar®nger

connected to the system.
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Figure 64: DetectedClients

DWC-1000 // SETUP ADVANCED TOOLS | STATUS
Global Info DETECTED CLIENT STATUS LOGOUT

Device Info

The Detected Client Status page contains informaticn about clients that have authenticated with an AP as well

Access Point Info information about clients that disassociate ar&are no longer connected to the system.

LAN Clients Info

List of Detected Clients
Wireless Client Info [»

MAC Address Client Name Client Status Age Create time
0gs
- B 00:0f:3d:ae:af bb Detected 0d:00:00:18 0d:00:04:27
Traffic Monitor 3

Act ] 00:11:95bd:c7:23 Detected 0d:00:00:18 0d:00:04:27
Achwve
. . _ 00:17:7c:09:db:1e Detected Od:00:04:58 0d:00:04:58
Active VPMs
B 00:1b:11:1dfe27 Detected 0d:00:01:19 0d:00:01:19
B 00:1b:11:1dfe:35 Authenticated 0d:00:00:01 0d:00:04:58
B 00:1b:11:1dfe48 Detected 0d:00:00:49 0d:00:04:58
B 00:1e:e52b4abd Detected 0d:00:00:49 0d:00:04:27
B 00:22 fb:b3:ed:Bc Detected 0d:00:01:57 0d:00:03:57

MAC Address. The EthernetMAC address of the client.

Client Name: Shows the name of the client, if available, from the Known Client
Database. If clients not in the database then the field is blank.

Client Status: Shows the client status, which can be onehef following:
1 Authenticated. Thevireless client is authenticated with the wireless system.

1 Detected. Thewireless client is detected by the wireless system but is not a
security threat.

1 Black-Listed. Theclient with this MAC address is specifically dexi access
via
1 MAC Authentication.

1 Rogue. Theclient is classified as a threat by one of the threat detection
algorithms.
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Age: Time since any event has been received for this client that updated the detected

client database entry.

Create Time: Time since ths entry was first added to the detected clients database.

45.4 Active VPN Tunnels

@ The followingfeature is available upon licensed activation of VPN / Firew all
features for the system.

Status > Active VPNs

You can view and change the status (connect or drop) oddh&ollersIPsec security
associations. Here, the active IPsec SAs (security associations) are listed along with
the traffic details and tunnel state. The traffic is a cumulative measure of

trangmitted/received packets since the tunnel was established.

I f a VPN policy state is Al Psec SA Not Estab
Connect button of the corresponding policy. The Active IPsec SAs table displays a

list of active IPsec SAs. THe fields are as follows.

Policy Name IKE or VPN policy associated with this SA.

Endpoint: IP address of the remote VPN gateway or client.

Tx (KB): Kilobytes of data transmitted over this SA.

Tx (Packets) Number of IP packets transmitted over this SA.

State: Status of the SA for IKE policies: Not Connected or IPsec SA Established.

Action: Click Connect to establish an inactive SA (connection) or Disconnect to

terminate an active SA (connection).
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Figure 65: List of current Active VPN Sessions

DWC-1000 / / “ ADVANCED TOOLS | STATUS

The page will auto-refresh in 2 seconds

ACTIVE VPN

This page displays the active VPN connections, IPSEC as well as S5L.

Active IPsec SAs

Policy Name Endpoint tc(KB) e { Packets ) State Action

Active 55L VPN Connections

User Name IP Address Local PPP Interface Peer PPP Interface IP Connect Status

Active PPTP VPN connections

Active WPMNs Connection Status Action

Disconnected Connect

Poll Interval: |10 {Secands) Start

All active SSL VPN connections, both for VPN tunnel and VPN Port forwarding, are
displayed on this page as well. Table fields are as follows.

User Name The SSL VPN user that has an active tunnel or port forwarding session
to this controlle.

IP Address: IP address of the remote VPN client.

Local PPP Interface The interface (Option lor Option2) through which the session

is active.
Peer PPP InterfacelP: The assigned IP address of the virtual network adapter.

Connect Status Status of theSSL connection between this controller and the remote
VPN client: Not Connected or Connected.
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4.6 Access Point

4.6.1 Access Point Status

Status> General >Access Point
The Access Point Status page shows summary information about managed, failed,

and rogue accegmints the controller has discovered or detected.

Figure 66: AP Statistics

DWC-1000 / / “ ADVANCED TOOLS | STATUS l

Dashboard >

s ront o
The Access Point Status page shows summary information about managed, failed, and rogue access paints the controller has discovered

or detected,

Total Access Points Utilization - Data

Total Access Points: 0

Managed Access Points: 0

Discovered Access Points: 0

Connection Failed Access Points: 0

Access Points Utilization

Standalone Access Points: 0
Rogue Access Points: 0
Authentication Failed Access Points: 0
Unknown Access Points: 0
Rogue AP Mitigation Limit: 16
Rogue AP Mitigation Count: 0
Maximum Managed APs in Peer Group: 96
WLAN Utilization: 0

Total Access Points Utilization PIE CHART

Total Access Points Utilization

Total Access Points Total number of Managed APs in the database. This value is
always equal to the sum of ManagAdcess Points, Connection Failed Access Points,

and Discovered Access Points.
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Managed Access Points Number of APs in the managed AP database that are

authenticated, configured, and have an active connection with the controller.

Discovered Access PointsAPs that have a connection with the controller, but haven't
been completely configured. This value includes all managed APs with a Discovered

or Authenticated status.

Connection Failed Access PointsNumber of APs that were previously authenticated

and mamged, but currently don't have connection with the controller.
Access Points Utilization

Standalone Access PointsNumber of trusted APs in Standalone mode. APs in

Standalone mode are not managed by a controller.

Rogue Access PointsNumber of Rogue APs ctently detected on the WLAN. When
an AP performs an RF scan, it might detect access points that have not been validated.

It reports these APs as rogues.
Authentication Failed Access Points:
Number of APs that failed to establish communication withabatroller.

Unknown Access PointsNumber of Unknown APs currently detected on the WLAN.
If an AP configured to be managed by the controller is detected through an RF scan

at any time that it is not actively managed it is classified as an Unknown AP.

RogueAP Mitigation Limit : Maximum number of APs for which the system can send

de-authentication frames.

Rogue AP Mitigation Count: Number of APs to which the wireless system is
currently sending dauthentication messages to mitigate against rogue APs. A value

of 0 indicates that mitigation is not in progress.

Maximum Managed APs in Peer Group Maximum number of access points that can

be managed by the cluster.

WLAN Utilization : Total network utilization across all APs managed by this

controller. This is basedn global statistics.
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4.6.2 AP Summary

Status> Access Point Info>APs Summary

The List of AP page shows summary inform@an about managed, failed, and
rogue access points tlo@ntrollerhas discovered or detectefihe status entries can
be deleted manuallylo clear all APs from the All Access Rub status page except
Managed Access Points, clidkelete All.

To configure anAuthentication Failed AP to be managed by tluntrollerthe next
time it isdiscovered, select the check box next to the MAC adslcfshe AP
andclick Manage. You will be presented with theaNd Access Point Configuration

page.

Figure 67: AP status

DWC-1000 lz. SETUP ADVANCED TOOLS | STATUS
Global Info »

Device Info

ACCESS POINTS SUMMARY

Description goes here...

List of APs

MAC Add IP Add Age Status Radic Channel
[« lc:affi1f:24:40 192.168.10.100 Oh:0m:10s Mo Database Entry A A
Delete All I Manage I Acknowledge I View Details I Refresh I

MAC Address: Shows the MAC address of the access point.

IP Address: The network address of the accessnt.

Age: Shows how much time has passed sinte AP was last detected and the
information was last updated.

Status: Shows the access point status
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A Managed The AP profile configuration has been applied to the AP

and it's operating in managed mode.

A No Database Entry. MAC address of the AP does not appear in the
local or RADIUS Valid AP database.

A Authentication (Failed AP): The AP failed to be authenticated by
the controller or RADIUS server. Since AP is not configured as a
valid AP which the correct lad or RADIUS authentication

information.

A Failed: The controller lost contact with the AP; a failed entry will
remain in the managed AP database unless you remove it. Note that a

managed AP will temporarily show a failed status during a reset.

A Rogue The AP has not attempted to contact the controller and the
MAC address of the AP is not in the Valid AP database.

Radio: Shows the wireless radio mode the AP is using.
Channel: Shows the operating channel for the radio.
The following actions are supported fraimis page

Delete All: Manually clear all APs from the All Access Points status page except

Managed Access Points.

Manage: Configure an Authentication Failed AP to be managed by the controller
the next time it is discovered. Select the check box next to the MAC address of the
AP before you click Manage You will be presented with the Valid Access Point
Configuration page. Yogan then configure the AP and click Submit to save the AP
in the local Valid AP database. If you use a RADIUS server for AP validation, you
must add the MAC address of the AP to the AP database on the RADIUS server.

Acknowledge Identify an AP as an Aclowledged Rogue. Select the check box next
to the MAC address of the AP before you click Acknowledge. The controller adds
the AP to the Valid AP database as an Acknowledged Rogue.

View Details: To view the details configured APSelect the check boxextto the
MAC address of the AP before you clidkew Details.

Refresh: Updates the page with the latest information
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4.6.3 Managed AP Status

Status > Access Point Info> Managed AP Status

In the Managed AP Status page, you can access a variety of information about

each AP that theontrollermanages.

Figure 68: Managed AP status

DWC-1000 lz. SETUP ADVANCED TOOLS | STATUS
Global Info 3

Device Info

MANAGED AP STATUS

Access Point Info [ Description goss here...

List of Managed APs

MAC Address (*) Peer

Traffic Monitor Managed IP Address Age Status Profile Radio Interface
Active Sessions 1-802.11a’n,
|_ lc:affif24:40 192.168.10.100 Od00:00:03  Authenticated 1-Default
2-802.11bfg/n

| |
Refresh |

MAC Address: The Ethernet address of tltentrollermanaged AP.

IP Address: The network IP address of the managed AP.

Age: Time since last communication between tl®ntrollerand the AP.
Status: The current managed state of the AP. The possible values are

A Discovered The AP is discovered and by the controller, but is not

yet authenticated.

A Authenticated: The AP has been validated and authenticated (if

authentication is enabled), but it is not configured.
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A Managed The AP profile configuration has been applied to the AP

and it's operating in managed mode.

A Failed: The Controller lost contact with the AR, failed entry will
remain in the managed AP database unless you remove it. Note that a

managed AP will temporarily show a failed status during a reset.

Profile: The AP profile configuration currently applied to the managed AP. The
profile is assigned tohte AP in the valid AP database.

Radio Interface: Shows the wireless radio mode thedch radio on the AP is

using.

The following actions are supported from this page

Delete Manually clearexisting APs

View AP Details: Shows detailed status informati@ollected from the AP.
View Radio Details: Shows detailed status for a radio interface

View Neighbor Details: Shows theneighbourAPs that the specified AP has
discovered through periodic RF scans on the selected radio interface

View Neighbor Clients: Shows information about wireless clients associated
with an AP or detected by the AP radio

View VAP Details: Shows summary information about the virtual access points
(VAPs) for the selected AP and radio interface on the APs thatctmeroller

manages

4.6.4 Authentication Failure Status

Status > Access Point InfoAuthentication Failure Status

An AP might fail to associate to theontrollerdue to errors such as invalid packet
format or vendor ID, or because the AP is not configured as a valid AP with the
correct local or RADIUS authentication information The AP authentication failure
list shows information about APs that failed to establcgmmunication with the
DWC-1000 wirelesontroller

The AP can fail due to one of the following reasons:
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A No Database Entry The MAC address of the AP is not in the local Valid
AP database or the external RADIUS server database, so the AP has not
been véidated.

A Local Authentication: The authentication password configured in the

AP did not match the password configured in the local database.

A Not Managed The AP is in the Valid AP database, but the AP Mode in

the local database is not set to Managed.

A RADIUS Authentication: The password configured in the RADIUS

client for the RADIUS server was rejected by the server.

A RADIUS Challenged The RADIUS server is configured to use the
ChallengeResponseauthentication modewhich is incompatible with
the AP.

A RADIUS Unreachable The RADIUS server that the AP is configured

to use is unreachable.

A Invalid RADIUS Response The AP received a response packet from the

RADIUS server that was not recognized or invalid.

A Invalid Profile ID : The profile ID specified in the RADIB database
may not exist on theontroller. This can also happen with the local
database when the configuration has been received from a peer

controller.

A Profile Mismatche -Hardware Type: The AP hardware type specified in
the AP Profile is not compatibleith the actual AP hardware.

Figure 69: Authentication Failure Status

DWC-1000 l“ SETUP ADVANCED TOOLS | STATUS |
Global Info »

AP AUTHENTICATION FAILURE STATUS

Device Info
K The AF authentication failure list shows information about APs that failed to establish communication with the

Access Paintinfo Unified Wirekess Contralkr,
LAN Clients Info

List of Authentication Failure APs

MAC Address IP Address Last Failure Type Age
| lcafi71f.24:40 192, 168.10.200 Mo Database Entry 0d:00:05:42
Delete Al Refresh

Active VPNs
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MAC Address: The Ethernet address of the AP. If the MAC address of the
AP is followed by an asterisk (*), it was reported by a peamtroller.

IP Address: The IP address of the AP.

Last Failure Type: Indicates the last type of failure that occurred, which can

be one of the following:

A

> > > > > > D

A

Local Authentication

No Database Entry

Not Managed

RADIUS Authentication
RADIUS Challenged
RADIUS Unreachable
Invalid RADIUS Response
Invalid Profile ID

Profile MismatchHardware Type

Age: Time since failure occurred.

46.5 AP RF Scan Status

Status > Access Point InfoAAP RF Scan Status

The radios on each AP can periodically scan the radio frequency to collect

information about othe APs and wireless clients that are within range. In

normal operating mode the AP always scans on the operational channel for the

radio.

MAC Address: The Ethernet MAC address of the detected AP. This could be a
physical radio interface oWAP MAC.
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SSID: Service Set ID of the network, which is broadcast in the detected beacon

frame.
Physical Mode Indicates the 802.11 mode being used on the AP.
Channel: Transmit channel of the AP.

Status: Indicates the managed status of the AP, whether this is a valikn&@Rn to

the controller or a Rogue on the network. The valid values are:
1 Managed The neighbor AP is managed by the wireless system.

I Standalone The AP is managed in standalone mode and configured as a valid
AP entry (local or RADIUS).

1 Rogue The AP is clasified as a threat by one of the threat detection

algorithms.

1 Unknown: The AP is detected in the network but is not classified as a threat

by the threat detection algorithms.

Age: Time since this AP was last detected in an RF scan. Status entries for the RF
Scan Status page are collected at a point in time and eventually age out. The age

value for each entry shows how long ago the controller recorded the entry.
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Figure 70: AP RF Scan Status

DWC-1000 lz. SETUP ADVANCED TOOLS | STATUS
ard >

board

Access Point Info B APs Summary
Physical Mode Channel Status Age

netgear-1 802.11big 1 Unknown  Oct00:00:10

FWS318M_1 802.11big 2 Unknown  OctO0:00:10

_____ : — FWS318M_1 802.11big 1 Unknown  OctO0:00:10

l_ 000 Be 2005 40 rlinx presoft0 802.11big 1 Unknown  Och00:00:10
l_ 0002 8e:20:10: b5 rlinx prosoftQ 802.11big 1 Unknown  OciD00:10
l_ oo12:21:12:21:18 clBCo_WC 802.11big 1 Unknown  OciD00:10
l_ [0 3SR e o w220 1 802.11big 1 Unknown  OciD00:10
l_ 00;18:27:89:29.d0 DSR-1000N_1 802 11hbig 1 Unknown  Och0000:10
[ 00:1 b: 2f:fd:ff: 58 METGEAR WERE14 802.11b/g 11 Unknown  OctO0i02:10
[T 00e:Zab3:20bi srinlite 802.11b/g 1 Unknown  OctO0:00:10

4.7 Global Info

4.7.1 Global status

Status > Global Info> Global Status

The DWG1000 controller periodically collects information from the APs it manages
and from associated peer controller. The information on the Global sfames status

and statistics about the controller and all of the objects associated with it.
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Figure 71: Global Status (Part 1)

Global Info

DWC-1000 ﬂ!- SETUP ADVANCED TOOLS | STATUS

The information on the Global page shows status and statistics about the Controlier and all of the objpcts
associated with it.

WLAN Controller Operational Status: Enabled

IP Address: 192.168.10.1
Peer Controllers: 0

Cluster Controller: Yes

Cluster Controller IP Address: 192.168.10.1

Access Points

Total Access Points: 2
Managed Access Points: 2
Standalone Access Points: 0
Rogue Access Points: 8
Discovered Access Points: 0
Connection Failed Access Points: 1]
Authentication Failed A Points: 1]
Unknown Access Points: 46
Rogue AP Mitigation Limit: 16
Rogue AP Mitigation Count: 0

Maximum Managed APs in Peer Group: 96

WLAN Utilization: 17 %
e

Total Clients: 0

Authenticated Clients: 0

802.11a Clients: 0

802.11big Clients: 0

802.11n Clients: 0
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Figure 72: Global Status (Part 2)

Maximum Pre-authentication History

Entries: 500

Total Pre-authentication History 0

Entries:

Maximum Roam History Entries: 500

Total Roam History Entries: 0

Packets Bytes
~ _ Transmit Receive _ . Transmit Receive

Transmitted Received Dropped Dropped Transmitted Received Dropped Dropped
21299 351 0 0 1616128 58183 0 0

Distributed Tunneling

Distributed Tunnel Packets

Transmitted: 0
Distributed Tunnel Roamed Clients: 0
Distributed Tunnel Clients: 0
Distributed Tunnel Client Denials: 0

Refresh Clear Stal

WLAN Controller Operational Status: This status field displays the operational
status of tis controller (a WLAN controller) The WLAN Controllermay be configured
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as enabled, but is operationally disabled duedaofiguration dependencies. If the

operational status is disabled, the reasah e displayed in the following status field.
IP Address: IP address of theontroller.
Peer Controller: Number of peer WLANcontrollersdetected on the network.

Cluster Controller: Indicates whether thisontrolleris the Cluster Controller for the

cluster.

Cluster Controller IP Address: The IP address of the peeontrollerthat is the

Cluster Controller.

Total Access Points Total number of Managed APs in the database. This value is
always equal to the sum of Maged Access Points, Connection Failed Access Points,
and Discovered Access Points.

Managed Access PointsNumber of APs in the managed AP database that are

authenticated, configured, and have an active connection withahgoller.

Standalone Access Poirst Number of trusted APs in Standalone mode. APs in
Standalone mode are notanaged by @ontroller.

Rogue Access PointsNumber of Rogue APs currently detected on the WLAN. When
an AP performs an RFscan, it might detect access points that have not bieeeda It

reports these APas rogues.

Discovered Access PointsAPs that have a connection with thentroller, but haven't
been completely configured. This value includes all managed APs with a Discovered or
Authenticated status.

Connection Failed Acceas Points Number of APs that were previously authenticated

and managed, but currently don't have connection with the UnQGiemtroller.

Authentication Failed Access PointsNumber of APs that failed to establish

communication with the Unifie€ontroller.

Unknown Access Points Number of Unknown APs currently detected on the WLAN.
If an AP configured to be managed by the Unifi@dntrolleris detectedhrough an RF

scan at any time that is notactively managed it is classified as an Unknown AP.

Rogue AP Mitigation Limit : Maximum number of APs for which the system can send

de-authentication frames.
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Rogue AP Mitigation Count: Number of APs to which the wireless system is currently
sendingthe authentication messages to mitigate against rogue APs. A wdlQOe

indicates that mitigation is not in progress.

Maximum Managed APs in Peer Group Maximum number of access points that can

be managed by the cluster.

WLAN Utilization : Total network utilization across all APs managed by this

controller. This is basean global statistics.

Total Clients: Total number of clients in the database. This total includes clients with

an Associated, Authenticated, or Disassociated status.

Authenticated Clients: Total number of clients in the associated client database with

an Authenticated status.
802.11a Clients Total number of IEEE 802.11a only clients that are authenticated.
802.11b/g Clients Total number of IEEE 802.11b/g only clients that are authenticated.

802.11n Clients Total number of clients that are IEEE 802.11mpa&hkle and are
authenticated. Thesaclude IEEE 802.11a/n, IEEE 802.11b/g/n, 5 GHz IEEE 802.11n,
2.4GHz IEEE 802.11n.

Maximum Associated Clients Maximum number of clients that can associate with the
wireless system. This is the maximum number of entriesaeed in the Associated

Client database.

Detected Clients Number of wireless clients detected in thaeless network

environment

Maximum Detected Clients Maximum number of clients that can be detected by the

controller. The number is limited by thez of the Detected Client Database.

Maximum Pre-authentication History Entries: Maximum number of Client Pre

authentication events that can be recorded by the system.

Total Pre-authentication History: Entries Current number of prauthentication

history erries in use by the system.

Maximum Roam History Entries: Maximum number of entries that can be recorded in

the roam history for all detected clients.

Total Roam History Entries: Current number of roam history entries in use by the

system.
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AP Provisioning Count: Current number of AP provisioning entries configured on the

system.

WLAN Bytes Transmitted: Total bytes transmitted across all APs managed by the

controller.

WLAN Packets Transmitted: Total packets transmitted across all APs managed by the

controller.
WLAN Bytes ReceivedTotal bytes received across all APs managed byctrgroller.

WLAN Packets Received Total packets received across all APs managed by the

controller.

WLAN Bytes Transmit Dropped: Total bytes transmitted across all APs managed by
the controllerthat were dropped.

WLAN Packets Transmit Dropped: Total packets transmitted across all APs managed

by thecontrollerthat were dropped.

WLAN Bytes Receive Dropped Total bytes received across all APs managed by the

controllerthat were dropped.

WLAN Packets Receive Dropped Total packets received across all APs managed by

the controllerthat were dropped.

Distributed Tunnel Packets Transmitted: Total number of packets sent by all APs via

distributed tunnels.

Distributed Tunnel Roamed Clients Total number of clients that successfully roamed

away from Home AP using distributed tunneling.

Distributed Tunnel Clients: Total number of clients that are associated with an AP

that are using distributed tunneling.

Distributed Tunnel Client Denials: Total number of clients for which the system was

unable to set up a distributed tunnel when client roamed
The following actions are supported from this page:
Refresh: Updates the page with the latest information.

Clear Statistics Reset all counters on the patgezero

4.7.2 Peer Controller Status
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Status > Global Info> Peer Controller > Status

The Peer Controller Status page provides information about other Wireless
Controllers in the network. Peer wireless controllers within the same cluster
exchange data about theeiges, their managed APs, and clients. The controller
maintains a database with this data so you can view information about a peer, such
as its IP address and software version. If the controller loses contact with a peer, all
of the data for that peer iseteted. One controller in a cluster is elected as a Cluster
Controller. The Cluster Controller collects status and statistics from all the other
controllers in the cluster, including information about the APs peer controllers

manage and the clients assdeié to those APs.
Cluster Controller IP Address: IP address of the controller that controls the cluster.
Peer Controllers: Displays the number of peer controller in the cluster.
List of Peer Controllers
IP Address: IP address of the peer wirelessntroller in the cluster.
Vendor ID: Vendor ID of the peer controller software.
Software Version The software version for the given peer controller.

Protocol Version: Indicates the protocol version supported by the software on
the peer controller.

Discovery Reason The discovery method of the given peer controller, which
can be through an L2 Poll or IP Poll

Managed AP Count Shows the number of APs that the controller currently

manages.

Age: Time since last communication with the controller in Hours, Mésy and
Seconds.
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Figure 73: Peer Controller Status

DWC-1000 // SETUP ADVANCED TOOLS | STATUS

Global Info Ml PEER CONTROLLER STATUS LOGOUT

Device Info b

Point Info

The Peer Controler Status page provides information about other Unified Wireless Controlers in the network.
Peer wireless Controlers within the same cluster exchange data about themselves, their managed APs, and
clients. The Controller maintains a database with this data so you can view information about a peer, such as
itz |P address and software version. If the Contraller kses contact with a peer, all of the data for that peer is
celketed.

LAN Clients Info

Peer Controller Status

Cluster Controller IP Address: 192.168.10.1

Peer Controllers: 1

Active VPNs

List of Peer Controllers

Vendor Software Protocol Discovery Managed AP
IP Address (o] Version Version Reason Count Age
192.168.10.5 D-Link 4.0.0.1 2 L2 Poll 1 0d:00:01:39
Refresh

The following actions are supported from this page

Refresh: Updates the page with the latest information

4.7.3 Peer Controller Configuration Status

Status > Global Info> PeerController > Configuration

You can push portions of the controller configuration from one controller to another
controller in the cluster. The Peer Controller Configuration Status page displays
information about the configuration sent by a peer contraliethe cluster. It also

identifies the IP address of each peer controller that received the configuration

information

Peer IP Address Shows the IP address of each peer wireless controller in the cluster

that received configuration information.
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Configuration Controller IP Address: Shows the IP Address of the controller that

sent the configuration information.

Configuration: ldentifies which parts of the configuration the controller received

from the peer controller.

Timestamp: Shows when the configuratiowas applied to the controller. The time
is displayed as UTC time and therefore only useful if the administrator has configured
each peer controller to use NTP.

Figure 74: Peer Controller Configuration Status

DWC-1000 // SETUP ADVANCED TOOLS | STATUS

PEER CONTROLLER CONFIGURATION STATUS

Global Info

Device Info
The Peer Controler Configuration Status page displays information about the configuration sent by a peer
Controler in the cluster.

Connected Peer Controllers

LAN Clients Info

Configuration
bl Controller IP Configuration Timestamp
Address
X X Address
Traffic Monitor
Global, Channel'Power, AP Database, AP Profiles, Hov 16
Active Sessions 192.168.10.5 192.168.10.1 Known Client, Wds Group, Device Location, 13:28:32 2011

RADIUS Client Configuration, QoS ACL

Refresh

The followingactions are supported from this page

Refresh: Updates the page with the latest information

4.7.4 Peer Controller Managed AP Status

Status >Global Info > Peer Controller > Managed AP

The Peer Controller Managed AP Status page displays information about the APs that
each peer controller in the cluster manages. Use the menu above the table to select
the peer controller with the AP information to display. Each peer controller is

identified by its IP address

MAC Address: Shows the MAC address of each AP managed by the peer controller.
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Peer Controller IP: Shows the IP address of the peer controller that manages the
AP. This field displays whaownim@du.l 6 i s sel ec

Location: The descriptive location configured for the managed AP.
AP IP Address: The IP address of the AP.
Profile: The AP profile applied to the AP by the controller.

Hardware ID: The Hardware ID associated with the AP hardware platform

Figure 75: Peer Controller Managed AP Status

DWC-1000 lz. SETUP ADVANCED TOOLS STATUS I

Global Info B3} FEER CONTROLLER MANAGED AP STATUS

The Peer Controler Managed AP Status page displays information about the APs that each peer Controler in
the cluster manages.

MAC Address Location AP IP Address Profile Hardware ID

1c:bd:b9:95:a6:00 192.168.10.101 1- Default hw_dw 8600

Refresh

4.7.5 IP Discovery

Status >Global Info > IP Discovery

The IP Discovery list can contain the IP addresses of peatrollersand APs for

the wireless controller to discover and associate with as part of the WLAN
IP Address: Shows the IP address of the device configured in the IP Discovery list.
Status: The status is in one of the following states:

A Not Polled: The controllerhas not attempted to contact the IP address in

the L3/IP Discovery list.

A Polled The controller has attempted to contact the IP address.
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A Discovered The controller contacted the peer controller or the AP in the

L3/IP Discovery list and has authenticatedvaldidated the device.

A Discovered- Failed The controller contacted the peer controller or the
AP with IP address in the L3/IP Discovery list and was unable to

authenticate or validate the device.

@ Note: If the device is an access point, an entry appeaithée AP failure list
with a failurereason.

Figure 76: IP Discovery

DWC-1000 / / ADVANCED TOOLS STATUS I

Global Infa 4| IP DISCOVERY

The IP Discovery Status page shows information about communication with the devices in the IP discovery list
on the Set up = AP Management = Poll List page.

Ip Discovery

IP Address Status
192.168.10.200 Folled
192.168.10.201 Polled
192.168.10,202 Polled

4.7.6 Configuration Receive Status

Status >Global Info > Config Receive Status

The Peer Controller Configuration feature allows you to send the critical wireless
configuration from one controller to all other controllers. In addition to keeping the
controllers synchronized, this function enables the administrator to manage all
wireless controllers in the cluster from one controller. The Peer Controller
ConfigurationReceived Status page provides information about the configuration a

controller has received from one of its peers

Current Receive Status:Indicates the global status when wireless configuration is

received from a peer controller. The possible statusemlare as follows:
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A Not Started

A Receiving Configuration

A Saving Configuration,

A Applying AP Profile Configuration
A Success

A Failure- Invalid Code Version

A Failure- Invalid Hardware Version
A Failure- Invalid Configuration

Last Configuration Received Peer controller IP Address indicates the last

controller from which this controller received any wireless configuration data.

Configuration: Indicates which portions of configuration were last received from a

peer controller, which can be one or more of thédwing:
1 Global
1 Discovery
1 Channel/Power
1 AP Database
1 AP Profiles
T Known Client
1 Captive Portal
1 RADIUS Client
1 QoS ACL
1 QoS DiffServ

If the controller has not received any configuration for another controller, the value

is None.

Timestamp: Indicates the last timéhis controller received any configuration data
from a peer controller. The Peer Controller Managed AP Status page displays

information about the APs that each peer controller in the cluster manages. Use the

138



Wireless Controller User Manual

menu above the table to select the peer colgratith the AP information to display.
Each peer controller is identified by its IP address

Figure 77: Configuration Receive Status

DWC-1000 n. ADVANCED TOOLS | STATUS

CONFIGURATION RECEIVE STATUS LOGO!

‘

Global Info [»

Device Info
The Peer Controller Configuration Received Status page provides information about the configuration a
controller has received from one of its peers.

Current Receive Status

Current Receive Status Mot Started

Last Configuration Received

Peer Controller IP Address: 0.0.0.0
Configuration: MNone

Active VPMNs
Timestamp: Jan 1 00:00:00 1970

4.7.7 AP Hardware Capability

Status >Global Info > AP H/W Capability

Thecontrollercan support APs that have different hardware capabilities, such as the
supported number of radios, the supported IEEE 802.11 modes, and the software
image required by the AP. From the AP Hardware Capability tab, you can access
summary information about ¢hAP Hardware support, the radios and IEEE modes
supported by the hardware, and the software images that are available for download
to the APs

Hardware Type: Identifies the ID number assigned to each AP hardware type. The

controllersupports up to six dierent AP hardware types.

Hardware Type Description: Includes a description of the platform and the
supported IEEE 802.11 modes.

Radio Count: Specifies whether the hardware supports one radio or two radios.

Image Type Specifies the type of software the hardware requires.
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Figure 78: AP Hardware Capability

DWC-1000 / / “ ADVANCED TOOLS | STATUS

Glabal Info )| AP HARDWARE CAPABILITY

Device Info
From the AP Hardware Capability page, you can access summary information about the AP Hardware support,
the radios and IEEE modes supported by the hardware, and the software images that are available for
download to the APs,

List of Hardware Capabilities Supported by APs

Hardware Type Hardware Type Description Radio Count Image Type

Traffic Monitor 3 DWL-8600AP Dual Radio a/b/gfn

Active Sessions ‘

LAN Clients Info

Wireless ClientInfo  »

Active VPNs

Each Radio wil./ allow you to find out mor e
Det ai | s dhelollawinginformation is captured for eachdio:

802.11a Support Shows whether support for IEEE 802.11a mode is enabled.

Radio Type Description. Displays the type of radio, which might contain

information such as the manufacturer name and supported IEEE 802.11 modes.
802.11bg Support: Showwhether support for IEEE 802.11bg mode is enabled.
VAP Count: Displays the number of VAPs the radio supports.

802.11n Support Shows whether support for IEEE 802.11n mode is enabled.

802.11ac Support Shows whether support for IEEE 802.11ac mode is enabled
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4.8 Wireless Client Status

4.8.1 Client Status

Status> General > Clients

This page shows information about all the clients which arenected through our
managed AP.

Figure 79: Client Statistics

DWC-1000 / / “ ADVANCED TOOLS | STATUS |
Dashboard >
Global Info » CLIENT STASTICS LOGOUT
Device Info »

This page shows information about all the dlients which are connected through our managed AP.

Access Point Info »
LAN Clients Info »
= ; 19 802.11a Clients :0
Wireless Clientinfo » 802.11b/g Clients :0

WDS Managed APs P Il 802.11n Clients :0

Traffic Monitor » ~
No.of Clients

Active VPNs

802.11 Clients BAR Graph

Types of Clients

802.11 Clients - Data

802.11a Clients: 0
802.11b/g Clients: 0
802.11n Clients: 0
Clients - Data
Total Clients: 0
Authenticated Clients: 0
Maximum Associated Clients: 200
Detected Clients: 0
Maximum Detected Clients: 0
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802.11 Clientsi Data
802.11aClients: Total number of IEEE 802.11a only clients that are authenticated.

802.11b/g Clients Total number of IEEE 802.11b/g only clients that are

authenticated.

802.11n Clients Total number of clients that are IEEE 802.11n capable and are
authenticated.These include IEEE 802.11a/n, IEEE 802.11b/g/n, 5 GHz IEEE
802.11n, 2.4GHz IEEE 802.11n.

Clients 1 Data

Total Clients: Total number of clients in the database. This total includes clients

with an Associated, Authenticated, or Disassociated status.

Authenticated Clients: Total number of clients in the associated client database with

an Authenticated status.

Maximum Associated Clients Maximum number of clients that can associate with
the wireless system. This is the maximum number of entries allowed in the

Associated Client database.
Detected Clients Number of wireless clients detected in the WLAN.

Maximum Detected Clients Maximum number of clients that can be detected by

the controller. The number is limited by the size of the Detected Client Database.

Maximum Pre-authentication History Entries: Maximum number of Client Pre

Authentication events that can be recorded by the system.

Total Pre-authentication History Entries: Current number of prauthentication

history entries in use by the system.

Maximum Roam History Entries: Maximum number of entries that can be recorded

in the roam history for all detected clients.

Total Roam History Entries: Current number of prauthentication history entries

in use by the system.
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4.8.2 Associated Client Status

Status> Wireless Client Info> Associated Clients > Status

You can view a variety of information about the wireless clients that are associated

with the APs the controller manages.

MAC Address: The Ethernet address of the client station. If the MAC address is
followed by an asterisk (*), the client is associated with an AP managed by a peer

controller.
AP MAC Address: The Ethernet address of the AP.
SSID: The network on which the client is connected.

BSSID: The Ethernet MAC address for the managed AP VAP whhare ¢lient is
associated.

Detected IP Address Identifies the IPv4 address of the client, if available

Figure 80: Associated Client Status

DWC-1000 // SETUP ADVANCED TOOLS | STATUS

ASSOCIATED CLIENTS STATUS

You can view a variety of information about the wireless clients that are associated with the APs the controlier
manages.

List of Associated Clients

MAC
Address (")
Peer
Associated

Detected
MAC Address AP MAC Address SSID BSSID [
Address

] edec:10:52:0d0a 1c:bd:E9:85:E58:00 JJJJIIIIIIIIIIIIS) b BS:95a610 0000

Active VPNs .

The following actions are supported from this page
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Disassociate Disassociates theelected client from the managed AP.
View Details: Display associated client details.
View AP Details: Display associated AP details.

View SSID Details Lists the SSIDs of the networks that each wireless client

associated with a managed AP has usedN@AN access

View VAP Details: Shows information about the VAPs on the managed AP

that have associated wireless clients

View Neighborr AP Status: Shows information about access points that the

client detects.
4.8.3 Associated Client SSID Status

Status> Wireless Client Info> Associated Clients > SSID Status

Each managed AP can have up to 16 different networks that each has a unique SSID.
Although several wireless clients might be connected to the same physical AP, they

might not connect by using the same SSID
S9D: Indicates the network on which the client is connected.

Client MAC Address: The Ethernet address of the client station

Figure 81: Associated ClientSSID Status

DWC-1000 lz. SETUP ADVANCED TOOLS | STATUS
Global Info »

Device Info

SSID ASSOCIATED CLIENT STATUS

Description goss here...

List of SSID Associated Clients

SSID Client MAC Address
|_ MARIZLIANA e0:at: 70 Be: bf. 67
Disassociate I View Client Details I Refresh
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The following actions are supported from this page
Disassociate Disassociates the client from the manaderl
View Client Details: Display associated client details.

Refresh: Updates the page with the latest information

4.8.4 Associated Client VAP Status

Status> Wireless Client Info> Associated Clients > VABtatus

Each AP has 16 Virtual Access Points (VAPSs) per radio, and every VAP has a unique
MAC address (BSSID).The VAP Associated Client Status page which shows
information about the VAPs on the managed AP that have associated wireless clients.
To disconneta client from an AP, select the box next to the BSSID, and then click

Disassociate

BSSID: Indicates the Ethernet MAC address for the managed AP VAP where this

client is associated.
SSID: Indicates the SSID for the managed AP VAP where this client iscéestsal.

AP MAC Address: This field indicates the base AP Ethernet MAC address for the
managed AP.

Radio: Displays the managed AP radio interface the client is associated to and its

configured mode.
Client MAC Address: The Ethernet address of the clienttsia.

Client IP Address: The IP address of the client station.
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Figure 82: Associated ClientVAP Status

DWC-1000 lz. SETUP ADVANCED TOOLS | STATUS

VAP ASSOCIATED CLIENT STATUS

Description goes here. ..

List of VAP Associated Clients

AP Client Client
BSSID SsID MAC Radio MAC 1]
Address Address Address

[T cafff:1f:2451 MARIZUANA 1caff7:1f:24:40 2-802.11big/n  eDiaB70:8e:blEF  189.254.36.132

Active VPNs Disassociate Refresh

The following actions are supported from this page
Disassociate Disassociates the client from the managed AP.

Refresh: Updates the page with the latest information

4.8.5 Controller Associated Client Status

Status> Wireless Client Info> Associated Clients > Controller Status

This shows information about theontrollerthat manages the AP to which the client

is associated

Controller IP Address: Shows the IP address of the controller that manages the AP

to which the client is associated.

Client MAC Address: Shows the MAC address of the associated client.
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Figure 83: Controller Associated Client Status

DWC-1000 // SETUP ADVANCED TOOLS | STATUS

CONTROLLER ASSOCIATED CLIENT STATUS

Description goes here..

List of Controller Associated Clients

Controller IP Address Client MAC Address
[ 192.168.1.185 e0:af:70:8e:bf 67
Disassociate Wiew Client Details Refresh

The following actions are supported from this page
Disassociate Disassociates the client from the manadl
View Client Details: Display associated client details.

Refresh: Updates the page with the latest information

4.8.6 Detected Client Status

Status> Wireless Client Info> Detected Clients

Wireless clients are detected by the wireless system when the clients either attempt
to interact with the system or when the system detects traffic from the clients. The
Detected Client Status page containaformation about clients that have
authenticated with an AP as well information about clients that disassociate and are
no longer connected to the system.

MAC Address: The Ethernet address of the client.

Client Name: Shows the name of the client, if dalable, from the Known Client

Database. If client is not in the database then the field is blank.

Client Status: Shows the client status, which can be one of the following:
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A Authenticated: The wireless client is authenticated with the wireless

system.

A Detected: The wireless client is detected by the wireless system but is

not a security threat.

A Black-Listed: The client with this MAC address is specifically denied

access via MAC Authentication.

A Rogue The client is classified as a threat by one of the#lirdetection

algorithms.

Age: Time since any event has been received for this client that updated the detected

client database entry.

Create Time: Time since this entry was first adde

Figure 84: Detected Client Status

DWC-1000 // SETUP ADVANCED TOOLS | STATUS

DETECTED CLIENT STATUS

Description goes here...

List of Detected Clients

MAC Address Client Name Client Status Age Create time
) ) [ 00070 b3 76 8 Detected Odi00:02:16 Odi00: 1702
Traffic Monitor
) ) [ 000eBe20:10:a4 Detected Odi00:00:15 Odi00: 1708
Active Sessions
_ [ 00:0f 3d:aa 46:a9 Detected 0di00:03:46 Odi00:03:46
Active VPNs
I_ 00:13:02:8a:a7 bf Detected Oc:00:00:45 Od:00:16:10
I_ 00:13:28:da:22:85 Detected Oc:00:00:45 0001708
I_ 0014l c1:1:35 Detected Od0o:12:38 Odi00:13:38

The following actions are supported from this page

Delete Delete the selected client from the list. If the client is detected again, it will
be added to the list.
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Delete All: Deletes all nomuthenticated clients from the Detected Client database.

As clients are detected, they are added to the database and appear in the list.

Acknowledge All Rogues Clear the rogue status of all clients listed as rogues in
the Detected Clientlatabase, The status of an acknowledge client is returned to the
status it had when it was first detected. If the detected client fails any of the tests

that classify it as a threat, it will be listed as a Rogue again

Refresh: Updates the page with tHatest information.

4.8.7 Pre-Authorization History

Status> Wireless Client Info> PreAuth History

To help authenticated clients roam without losing sessions and needing- to re
authenticate, wireless clients can attempt to authenticate to other APs withia rang
that the client could possibly associate with. For successfulaptbentication, the
target AP must have a VAP with an SSID and security configuration that matches
that of the client, including MAC authentication, encryption method, andspeged
key o RADIUS parameters. The AP that the client is associated with captures all

pre-authentication requests and sends them to the controller.
MAC Address: MAC address of the client.

AP MAC Address: MAC Address of the managed AP to which the client has pre

authenticated.

Radio Interface Number: Radio number to which the client is authenticated, which

is either Radio 1 or Radio 2.

VAP MAC Address: VAP MAC address to which the client roamed.

SSID: SSID Name used by the VAP.

Age: Time since the history entry was del.

User Name:Indicates the user name of client that authenticated via 802.1X.

Pre-Authentication Status: Indicates whether the client successfully authenticated

and shows a status of Success or Failure.

149



Wireless Controller User Manual

Figure 85: Pre-Auth History

DWC-1000 / / SETUP ADVANCED TOOLS | STATUS
Global Info [

Device Info

DETECTED CLIENT PRE-AUTHENTICATION HISTORY SUMMARY

Description goss here...

Detected Client Pre-Authe ntication History

No preauthentication-history entries to display.

Refresh |

Active Sessions

Active VPNS

This page includes the following button:

Refresh: Updates the page with the latest information.

4.8.8 Detected Client Roam History

Status> Wireless Client Info> Roam History

The wireless system keeps a record of clients as they roam frormanaged AP to

another managed AP.
MAC Address: MAC address of the detected client.

AP MAC Address: MAC Address of the managed AP to which the client

authenticated.

Radio Interface Number: Radio Number to which the client is authenticated.
VAP MAC Address: VAP MAC address to which the client roamed.

SSID: Name used by the VAP.

New Authentication: A flag indicating whether the history entry represents a new

authentication or a roam event.

Age: Time since the history entry was added.
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Figure 86: Detected Client Roam History

DWC-1000 n. SETUP ADVANCED TOOLS | STATUS
Global Info [

Device Info
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Detected AP
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AP MAC Address Radio VAP MAC Address SsID Status Time Since Event
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Refresh Purge History

This page includes the following button:
Refresh: Updates the page with the latest information.
Purge History: To purge the history when the list of entries is full.

View Details: Shows the details of the detected clients.
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Chapter 5. AP Management

The AP Management contains links to the following pages that help you manage and
maintain the APs on your DWKZ00O wireless controller network:

1 Valid Access Point Configuration
1 RF Management

1 AccessPoint Software Download
1 Local OUI Database

1 AP Provisioning

1 Manual Management

5.1 Valid Access Point Configuration

Setup> AP Management > Valid AP

MAC Address This field shows the MAC address of the AP. To change this field,
you must deletehe entireValid AP configuration and then enter the correct MAC
address from the page that lists ¥Hlid AP 6 s

Location: To help you identify the AP, you can enter a location. This field accepts
up to 32 alphanumeric characters

AP Mode You can configure the AP toebin one of three modes:
1 Standalone The AP acts as an individual access point in the network.

1 Managed If an AP is in Managed Mode, the Administrator Web Ul and
SNMP services on the AP are disabled.

1 Rogue Select Rogue as the AP mode if you wish tonlo¢ified (through an
SNMP trap, if enabled) when this AP is detected in the network.

Profile: If you configure multiple AP Profiles, you can select the profile to assign to
this AP
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Figure 87: Valid Access Point Configuration

DWC-1000 lz.| | ADVANCED TOOLS STATUS
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SETUP
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AP Management

Internet Settings

[ MAC Address Location AP Mode Profile

[ lc:aff7:1f:24:40 mani Managed 1-Default
bkl |
DMZ Setup 4

MAC Address |00:00:00:00:00:00
USE Settings
| | _ase |
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The following actions are supported from this page:
Edit: To edit AP details in Valid AP page.
Delete To delete a valid AP provide valid MAC address in Valid AP page.

Add: To add an AP in Valid AP page.

Figure 88: Add a Valid Access Point

DwC-1000 n. SETUP | ADVANCED | TOOLS STATUS

Peer Controllers 3

AP Profile

Controller Settings

VALID AP LOGOUT

Description goes here...

[ Submit ] [Don't Save Settings]

MAC address: k 00:00:00:00:00:08

AP Mode: ‘Managed ¢ |

Location: [admin ]
Authentication Password: [..... ] =
Profile: 1 - Default| & |

Expected SSID: |

Expected Channel: I

Expected WDS Mode: I
Expected Security Mode: I

MAC Address: This field shows the MAC address of the AP. To change this field,
you must delete the entire Valid AP configuration and then enter the correct MAC

address from the page that lists all Valid APs.
AP Mode: You can configure the R to be in one of three modes:

1 Standalone The AP acts as an individual access point in the network. You do
not manage the AP by using tlo®ntroller. Instead, you log on to the AP itself

and manage it by using the Administrator Web User Interface (Ul), CLI, or
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SNMP. If youselect the Standalone mode, the screen refreshes and different
fields appearFor Standalone mode the following fields are enabled Expected
SSID, Expected Channel, Expect®dDS Mode, Expected Security Mode and
Expected Wired Network Mode.

1 Managed The AP is part of the BLink WirelessController, and you manage
it by using the Wireless Controller. If an AP is in Managed Mode, the
Administrator Web Ul andENMP services on thAP are disabled.

1 Rogue Select Rogue as the AP mode if you wish to be notified (through an
SNMP trap, if enabled) when this AP is detected in the network. Additionally,
the whenthis AP is detected through an RF scan, the status is listed as Rogue.
If you selectthe Rogue mode, the screen refreshes, and fields that do not apply

to this modeare hidden.

Location: To help you identify the AP, you can enter a location. This field accepts

up to 32 alphanumeric characters.

Authentication Password You can reqire that the AP authenticate itself with the
controllerupon discovery. Edit option and enter the password in this fiehe. valid
password range is between 8 and 63 alphanumeric characters. The password in this

field must match the password configuredtbe AP.

Profile: If you configure multiple AP Profiles, you can select the profile to assign to
this AP

Expected SSID:Enter the SSID that identifies the wireless network on the standalone
AP.

Expected Channel: Select the channel that the standalone Adesu If the AP is
configured to automatically select a channel, or if you do not want to specify a

channel, select Any

Expected WDS Mode Standalone APs can use a Wireless Distribution System
(WDS) link to communicate with each other without wires. The meontains the

following options:

1 Bridge: Select this option if the standalone AP you add to the Valid AP

databases configured to use one or more WDS links.

1 Normal: Select this option if the standalone AP is not configured to use any
WDS links.
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5.2

5.2.1

1 Any: Sekct this option if the standalone AP might use a WDS link.

Expected Security Mode Select the option to specify the type of security the AP

uses:
1 Any: Any security mode
1 Open: No security
1 WEP: Static WEP or WEP 802.1X
T WPA/WPA2: WPA and/or WPA2 (Personal dnterprise)

Expected Wired Network Mode: If the standalone AP is allowed on the wired
network, select Allowed. If the AP is not permitted on the wired network, select Not

Allowed

Channel: The Channel defines the portion of the radio spectrum that the restie
for transmitting and receiving. The range of channels and the default channel are
determined by the Mode of the radio interface and the country in which the APs

operate.

Power: The power level affects how far an AP broadcasts its RF signal. If thepo
level is too low, wireless clients will not detect the signal or experience poor WLAN
performance. If the power level is too high, the RF signal might interfere with other

APs within range.

RF Management

RF Configuration

Setup > AP Management RF Management> RF Configuration

The radio frequency (RF) broadcast channel defines the portion of the radio spectrum
that the radio on thaccess point uses for transmitting and receiving. The range of
available channels for an access pointéermined bythe IEEE 802.11 mode (also

referred to as band) of the access point.

The controllercontains a channel plan algorithm that automatically determines which

RF channels each AP should use to minimize RF interference. When you enable the
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channel plan algoritm, thecontroller periodically evaluates the operational channel

on every AP it manages and changes the channel i€theent channel is noisy

Channel Plan: Each AP is duaband capable of operating in the 2.4 GHz and 5
GHz frequencies. The 802.11a/n aB82.11b/g/n modes use different channel

plans. Before you configure channel plan settings, select the mode to configure.

Channel Plan Mode:This field indicates the channel assignment mode. The mode

of channel plan assignment can be one of the following:

1 Fixed Time: If you select the fixed time channel plan mode, you specify
the time for the channel plan and channel assignment. In this mode the

plan is applied once every 24 hours at the specified time.

1 Manual: With the manual channel plan mode, you cont&and initiate the
calculation and assignment of the channel plan. You must manually run

the channel plan algorithm and apply the channel plan to the APs.

1 Interval: In the interval channel plan mode, tientroller periodically
calculates and applies th@annel plan. You can configure the interval to
be from every 6 to every 24 hours. The interval period begins when you
click Submit.

Channel Plan Interval: If you select the Interval channel plan mode, you can
specify the frequency at which the channel rplaalculation and assignment
occurs. The interval time is in hours, and you can specify an interval that ranges

between every 6 hours to every 24 hours.

Channel Plan Fixed Time If you select the Fixed Time channel plan mode, you
can specify the time athich the channel plan calculation and assignment occurs.
The channel plan calculation will occur once every 24 hours at the time you

specify.
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Figure 89: RF configuration

DWC-1000 SETUP ADVANCED

WLAN Global Settings
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AP Management

WLAN Visualiz

| Save Settings | | Don't Save Settings |

RF CONFIGURATION LOGOUT

Throwgh this page we can configure AP radic frequency related values like channel configuration & Power Adjustment Configuration

TOOLS STATUS

Channel Plan:

Channel Plan Mode:
Channel Plan Interval:
Channel Plan Fixed Time:
Ignore Unmanaged Aps
Channel Change Threshold

Managed AP CH Conflict Threshold

Channel Configuration

(610 24) (Hours)
. (Hours) : (Minutes)
| Enable + |
-82 | (9910-1)
-56 |(-9910-1)

@ 5GHz (802.11 a/n) ) 2.4 GHz (802.11 big/n)

Fixed Time @ Manual ' Interval

Power Adjustment Mode

Power Threshold (dBm)

Power Adjustment Configuration

® Manual ) Auto

-85 (9910 -1)

Ignore Unmanaged APs:Enable this option to exclude unmanaged APs from the

channel plan configuration settings from this section.

Channel Change Threshold:This is the thresholdtrength in dBm, for neighbor

to be considered

run.

"noi syo. I f tPlanwillbehr es hol

Managed AP CH Conflict Threshold: This is the threshold, in dBm, below

which managed APs that have a conflicting channel compared to the Channel Plan

will have their channel updated.

Power Adjustment Mode: You can set the power of thePAradio frequency

transmission in the AP profile, the local database or in the RADIUS server. The

power level in the AP profile is the default level for the AP, and the power will

not be adjusted below the value in the AP profile. The settings in the local

database and RADIUS server always override power set in the profile setting. If

you manually set the power, the level is fixed and the AP will not use the

automatic power adjustment algorithm. You can configure the power as a
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5.2.2

percentage of maximum powewherethe maximum power is the minimum of
power level allowed for the channel by thegulatory domain or the hardware
capability.

A Manual: In this mode, you run the proposed power adjustments manually

from the Manual Power Adjustments page.

A Auto: In this mode, the controller periodically calculates the power

adjustments and applies the power for all APs automatically

Power Threshold (dBm): The threshold, in dBm, below which Power

Adjustment Mode takes effect.

@ This setting gets applied to both radiostbé AP.
The following actions are supported from this page:

Submit: Updates theontrollerwith the values you enter.

Channel Plan History

Setup > AP Management RF Management> Channel Plan History

Thewireless controllestores channel assignment information for the APs it manages.

The Cluster Controller that controls the cluster maintains the channel history

information for allcontrollersin the cluster. On the Cluster Controller, the page shows
information about the @ios on all A°s managed byontrolles in the cluster that are

eligible for channel assignment and were successfully assigmedvachannel.

Channel Plan: The 5 GHz and 2.4 GHz radios use different channel plans, so the
controller tracks thechannel history separately for each radio. The channel

information that displays othe page is only for the radio you select.

Operational Status This field shows whether theontroller is using the

automatic channel adjustmealtgorithm on the AP radios.

Last Iteration: The number in this field indicates the most recent iteration of
channel plaradjustments. The APs that received a channel adjustment in previous
iterationscannot be assigned new channels in the next iteration to prevent the

same APs fronbeing clanged time after time.
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Last Algorithm Time : Shows the date and time when the channel plan algorithm

last ran.

AP MAC Address: This table displays the channel assigned to an AP in an

iteration of the channel plafLocation Radioglteration Channe)

Figure 90: Channel Plan History

WLAN Global Settings
[

WLAN Visualization »

AP Management

Internet Settings

VLAN Settings

DMZ Setup 3

USE Settings

DWC-1000 ‘!.l

SETUP

Description goes here..

| ADVANCED TOOLS STATUS I

CHANMNEL PLAN HISTORY

Channel Plan

Channel Plan:

¥ 5GHz (802.11 am) {7 2.4 GHz (802.11 big/n)

Channel Plan History
Operational Status
Last Reration

Last Algorithm Time

Active

0

Jan 1 00:00:00 1970

5.2.3

List of kerations

No Channel Plan history entries exists.

Manual Channel Plan

Setup > AP Management RF Management> Manual Channel Plan

If you specify Manual as the Channel Plan Mode on the Configuration tab, the Manual
Channel Plan pagellows you to initiate the channel plan algorithm. To manually run
the channel plan adjustment feature, select the radio to update the channelStén (5

or 2.4 GHz) and click Start.

Channel Plan: The 5 GHz and 2.4 GHz radios use different channel planshe
controller tracks thechannel history separately for each radio. The channel

information that displays othe page is only for the radio you select.

Channel plan algorithm (Current Status)Shows the Current Status of the plan,

which is one of the following states:
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1 None The channel plan algorithm has not been manually run since the
lastcontrollerreboot.

1 Algorithm in Progress: The channel plan algorithm is running.
1 Algorithm Complete: The channel plan algorithm has finished running.

A tabledisplays to indicate proposed channel assignments. Each entry shows the
AP along with the current and new channel. To accept the proposed channel
changeclick Apply. You must manually apply the channdbln for the proposed
assignments to be applied.

1 Apply In Progress: Thecontrolleris applying the proposed channel plan
and adjustinghe channel on the APs listed in the table.

1 Apply Complete: The algorithm and channel adjustment are complete

ProposedChannel Assignments:if no APs appear in the table after the algorithm

is complete, the algorithm does not recommend emynnel changes.

i Current Channel: Shows the current operating channel for the AP that

the algorithm recommends forew channel assignemts.
1 New Channet Shows the proposed operating channel for the AP.
The following actions are supported from this page:

Start: To initiate thechannel plaralgorithm
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Figure 91: Manual Channel Plan

DWC-1000 ‘!.l SETUP | ADVANCED TOOLS STATUS

WLANM Global Settings

MANUAL CHANNEL PLAN LOGOUT

AP Management [

WLAN Visualization Description goes here..

Channel Plan
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Channel Plan Algorithm

Current Status: None

Start |

USE Settings

Proposed Channel Assignments

No proposed channel plan entries exist.
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5.2.4

Manual Power Adjustment Plan
Setup > AP Management RF Management> Manual Power Adjustment
Plan

If you select Manual as the Power Adjustment Mode on the Configuration tab, you
can manually initiate thepower adjustment algorithm on the Manual Power

Adjustments page
Current Status: Shows the Current Status of the plan, which is one of the
following states:

1 None The power adjustment algorithm has not been manually run since

the lastcontrollerreboot.
9 Algorithm In Progress: The power adjustment algorithm is running.

1 Algorithm Complete: The power adjustment algorithm has finished

running.

1 A table displays to indicate proposed power adjustments. Each entry

shows theAP along with the current and new power levels.

1 Apply In Progress: Thecontrolleris adjusting the power levelsdhthe

APs use.

1 Apply Complete: The algorithm and power adjustment are compléte.
MAC Address ldentifies the

AP MAC address: ldentifies the AP MAC address.

Location: Identifies the location of the AP, which is set in the Valid AP database.
Radio Interfa ce: Identifies the radio.

Old Power: Shows theearlierpower level for the AP.

New Power. Shows theproposed power level for the AP

The following actions are supported from this page:

Start: To initiate the power adjustment algorithm.
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Figure 92: Manual Power Adjustment Plan
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USB Settings

Mo proposed power adjustment entries exist.

5.3 Access Point Software Download

Setup > AP Management Software Download

The wireless controlleican upgrade software on the APs that it manages.

@ The AP firmware version must as same as DWIDOWLAN module version

Server Address:Enter the IP address of the host where the upgrade file is located.

The host must have a TFTP server installed and running.

File Path: Enter the file path on the TFTP server where the software is located.

You may entewp to 96 characters.

File Name: Enter the name of the upgrade file. You may enter up to 32 characters,

and the file extension .tar must be included.

Group Size: When you upgrade multiple APs, each AP contacts the TFTP server
to download the upgrade file.oTprevent the TFTP server from being overloaded,

you can limit the number of APs to be upgraded at a time. In the Group Size field,
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enter the number of APs that can be upgraded at the same time. When one group

completes the upgrade, the next group beghesgrocess

Image Download Type Type of the image to be downloaded, which can be one

of the following:
1 Allimages (img_dwl8600, img_dwl3600/6600 and img_dwI8610)
1 img_dwl8600
1 img_dwl3600/6600
T img_dwl2600

T img_dwl8610

@ To download all images, make sure yspecify the file path and file nam :
for both images in the appropriate File Path and File Name fields

Managed AP: The list shows all the APs that the controller manages. If the
controlleris the Cluster Controller, then the list shows the APs manageallby
controllersin the clusterEach AP is identified by its MAC address, IP address,
and Location in the<MAC - IP - Location> format. To upgrade a single AP,
select the AP MAC address from the drop down list. To upgrade all APs, select
All from the topof the list. If All is selected, the Group Size field will limit the

number of simultaneous AP upgrades in order not to overwhelm the TFTP server
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Figure 93: Access Point Software Download
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USB Settings 4 File Name:
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SOFTWARE DOWNLOAD LOGOUT

The Unified Wireless Controller can upgrade software on the APs that it manages. The Cluster Controller can update code on APs
managed by peer wireless controllers.

File Path:
File Name:
Img_dwi2600 DLink 2600 AP Radios

File Path:

File Name:

Group Size: 8 (1to 6)
Image Download Type: Allimages v |

None

Managed AP:

5.4 Local OUIlI Database Summary

Setup > APManagement >Local OUI Database

To help identify AP and Wireless Client adapter manufacturers detected in the
wireless network, the wirelescontroller contains a database of registered
Organizationally Unique Identifiers (OUIs). This is a reauwly list with over 10,000

registrations. From the Local OUl Database Summary page, you can enter up to 64
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userdefined OUIs. The local list is searched first, so the same OUI can be located in

the local list as well as the reanhly list.

OUI Value: Enter the OUI tht represents the company ID in the format XX:XX:XX
where XX is a hexadecimal number between 00 and FF. The first three bytes of the

MAC address represents the company ID assignment.

@ The first byte of the OUl must have the least significant bit set todd. F
example 02:FF:FF is a valid OUI, but 03:FF:FF is.not

OUI Description: Enter the organization name associated with the OUl. The name

can be up to 32alphanumeric characters..

Figure 94: Local OUI Database

DWC-1000 ‘z.l SETUP | ADVANCED TOOLS STATUS

WLAN Global Settings
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LOCAL OUIDATABASE SUMMARY

AP Management

Description goss here...

Noter No eninias curently exisi in the Local OUI Database If desired, you can add new QU enirias .

| | Refresh |
Add to Database
Oul Value IOU:OU:OO
USE Settings OUI Description l—

Add

5.5 AP Provisioning Summary

Setup > AP Management AP Provisioning Summary Status

The AP Provisioning feature helps you add new APs to an existomgrollercluster.
With AP Provisioning, you carconfigure the access points with parameters that are
needed to connect to theireless networkUse AP Provisioning to connect devices
to a network enabled for mutual authentication. If a network isematbled for mutual

authentication then APs can be attached to the network by properly configuring the

167



Wireless Controller User Manual

local Valid AP database or RBIUS AP database and discovery options. The
provisioning feature can optionally besed on networks not enabled for mutual

authentication to simplify AP attachment to the cluster.
MAC Address: MAC address of the AP
IP Address: IP Address of the AP.

Primary IP Address: The IP address of the primary provisionszhtrolleras reported
by the AP.

Backup IP Address The IP address of the backup provisiorsmhtrolleras reported
by the AP.

New Primary IP Address: Enter the IP address of primacpntrollerto which the

AP should try toconnect.

New Backup IP Address Enter the IP address abntrollerto which the AP should

try to connect if it is unable to connect to the primaontroller.

Status: Status of the most recently issued AP provisioning command, which has one

of the following values:
1 Not Started: Provisioning has not beestartedfor this AP.

I Success Provisioning finished successfully for thisontroller The AP

Provisioning Status tablshould reflect the latest provisioning configuration.
1 In Progress Provisioning isin progresdor this AP.

1 Invalid Controller IP Address: Either primary or backupcontroller IP
address is not in the cluster or the mutual authentication mode is enatiled a

the primarycontrollerIP address is not specified.

1 Provisioning Rejected AP is not managed and is configured not to accept

provisioning data in unmanaged mode.

1 Timed Out: The last provisioning request timed out.
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Figure 95: AP Provisioning Summary Status

DWC-1000 ‘!.l SETUP | ADVANCED TOOLS STATUS

AP PROVISIONING SUMMARY STATUS

WLAM Global Settings

AP Management [

AF Provisioning Summary Status page shows information about all provisioned APs. The AP Provisioning

WLAN Visualization - ) . X
WLAN Visualization b Summary and Detail pages display data only when the controler & configured as the Cluster Controlier.
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*- Only Unmanaged APs can be deleted.

The following actions are supported from this page:
Delete Remove the selected AP from the AP provisioning list.
Delete All: Remove all APs from the AP provisioning list.

Provision: Initiate provisioning for the selected AR.ou can provision an AP only
from the clustercontroller. After the AP is provisioned, it should become managed
by the controller with the configuredPrimary IP Address and appear in the AP
provisioning database as a managed AP.

Edit: Edit theparameter®f selected AP from the AP provisioning list

Refresh: Updates the page with the latest information

5.6 Manual Management

Setup > AP Management Manual Management

When the AP is in Managed mode, remote access to the AP is disabled. From the
ManualManagemenpage, you can also manually change the RF channel and power

for each radio on an AP. Thmanual power and channel changes override the settings
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configured in the AP profile (including automatic channel selection) and take effect

immediately. The manual chael and power assignments are not retained when the

AP is reset or if the profile is reapplied to the AP, such as when the AP disassociates

and reassociates with the controller.

Figure 96: Manual Management
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WLAN Global Settings MANUAL MANAGEMENT
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USE Settings
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| Managed AP Debug | | Edit Channel/Power Refresh

MAC Address: Shows the MAC address of the AP.

Location: Shows the AP location, which is based on the value configured in the
RADIUS or local Valid AP database.

Debug: To help you troubleshoot, you can enable Telnet access to the AP so that

you can debug the devideom the CLI.The Debug field shows the debug status

and can be one of the following:

A

A
A
A

Disabled
Set Requested
Set in Progress

Enabled

To change the status, select the AP and click the Managed AP Debug button.
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Radio Interface: ldentifies the radio to whichhie channel and power settings

apply.

Channel: Select the AP and click the Edit Channel/Power button to access the

Managed AP Channel/Power Adjust page. From that page, you can set a new
channel for Radio 1 or Radio 2. The available channels depend oadiemode

and country in which the APs operate. The manual channel change overrides the
channel configured in the AP profile and is not retained when the AP reboots or

when the AP profile is reapplied.

Power: Select the AP and click the Edit Channel/Povrrtton to access the

Managed AP Channel/Power Adjust page. From that page, you can set a new
power level for the AP. The manual power change overrides the power setting
configured in the AP profile and is not retained when the AP reboots or when the

AP prdile is reapplied
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Chapter 6.Connecting to the
Option Setup

This controller has twoOption ports that can be used to establish a connection to the
internet. The following ISP connection types are supported: DHCP, Static, PPPoE, PPTP,
L2TP.

It is assumedhat you have arranged for internet service with ybutrernet Service
Provider (SP). Please contact your ISP or network administrator for abefiguration

informationthat will be required to setup theontroller.

@ The ISP Connection types: PPPoE, PPTIRTP, NAT/Transparent modt
featureareavailable upon licensed activation of VPN / Firewall features or
the system.

6.1 Internet Connection Setup Wizard

Setup > Wizard > Internet

The Internet Connection Setup Wizard is available for users new to networking. By
going through a few straightforward configuration pages you can take the information
provided by your ISP to get youWption connection up and enable internet access for

your network.
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Figure 97: Internet Connection Setup Wizard

DWC-1000 n.l SETUP | ADVANCED TOOLS STATUS

Wizard

INTERNET CONNECTION LOGOUT

This page will gquide you through common configuration tasks such as changing the password, timezone and
setting up of your internet connection.

Internet Connection Setup Wizard

If you would like to utiize our easy to use Web-based Wizards to assist you in connecting your new D-Link
Systems Router to the Internet, dick an the button below,

Internet Connection Setup Wizard

Mote: Before launching these wizards, please make sure you have followed all steps outlined in the Quick
Installation Guide incuded in the package.

Manual Internet Connection Options

If you would like to configure the Internet settings of your new D-Link Systems Router manually, then dick on
the button below.

[ Manual Internet Connection Setup ]

You can start using the Wizard by logging in with the administrator password for the
controller. Once authenticated set the time zone that you are located in, and then choose
the type ofinternetconnection type: DHCP, Static, PPPoE, PPTP, L2TP. Depending on
the connection type a username/password may be required to registeotitisller

with the ISP. In most cases the default settings can be used if the ISP did not specify
that parameter. The last step in the Wizard is to click the Connect button, which
confirms the settings by establishing a link with the ISP. Once connected, you can move

on andconfigure other features in thontroller.

6.2 Option Configuration

Setup > Internet Settings ©ptionl Settings >Optionl Setup

You must either allow theontrollerto detectOption connection type automatically or

configure manually the following basi@tings to enable Internet connectivity:

Connection type Based on the ISP you have selected for the primary Option link for this
controller, choose Static IP address, DHCP client, PoHtd-Point Tunneling Protocol

(PPTP), Pointo-Point Protocol over Etheet (PPPoOE), Layer 2 Tunneling Protocol
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(L2TP). Required fields foithe selected IS®Bype become highlighted. Enter the following

information as needed and as provided by your ISP:

PPPoE Profile Name This menu lists configured PPPoE profiles, particylarseful when
configuring multiple PPPoE connections (i.e. for Japan ISPs that have multiple PPPoE

support).

ISP login information. This is required for PPTP and L2TP ISPs.
1 UserName
1 Password
1 Secret(required for L2TP only

MPPE Encryption: For PPTP link, your ISP may require you to enable Microsoft Point
to-Point Encryption (MPPE).

Split Tunnel (supported for PPTP and L2TP connection). This setting allows your LAN
hosts to access internet sites over t@jstion link while still permitting VPN traffic to be

directed to a VPN configured on th@3ption port.

@ f split tunnel i s enabl ed, DWC wonot e
server.In such case, user has to take care of routing manually by configt ring
therouting from Static Routing page.

To keep the connection always on, cli€kep Connected To log out after the connection is idle
for a period of time (useful if your ISPostsare based on logon times), click Idle Timeout and

enter the time, in minutesptwait before disconnectinign the Idle Time field

6.2.1 Option Port IP address

Your ISP assigns you an IP address that is either dynamic (newly generated each time

you log in) or static (permanent). The IP Address Source option allows you to define
whether tke address is statically provided by the ISP or should be received
dynamically at each login. If static, enter your IP address, IPv4 subnet mask, and the

| SP gatewayés | P address. PPTP and L2TP | SP
and subnet to confige, however the default is to receive that information

dynamically from the ISP.
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6.2.2 Option DNS Servers

The IP Addresses oOption Domain Name Servers (DNS) are typically provided
dynamically from the ISP but in some cases you can define the static IP aglsliafss
the DNS servers. DNS servers map Internet domain names (example:
www.google.com) to IP addresses. Click to indicate whether to get DNS server
addresses automatically from your ISP or to use-$pEcified addresses. If its latter,
enter addresses fdhe primary and secondary DNS servers. To avoid connectivity
problems, ensure that you enter the addresses correctly.

6.2.3 DHCP Option

For DHCP client connections, you can choose the MAC address ofah&ollerto
register with the ISP. In some casesyounnag ed t o <c¢cl one the LAN
address if the ISP is registered with that LAN host.
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Figure 98: Manual Optionl configuration

DWC-1000 / / | SETUP | ADVANCED TOOLS STATUS

WLAN Global Settings [ OPTION1 SETUP LOGOUT

AP Management [ This page allows you to set up your Internet connection. Ensure that you have the Internet connection

information such as the IP Addresses, Account Information etc. This information iz usually provided by your
WLAN Visualization ISP or network administrator,

Internet Settings l Save Settings ] l Don't Save Settings ]

Metwork Settings

Connection Type

Connection Type: Dynamic IP {DHCP) -

VLAN Settings Host Name:

DMZ Setup 3

Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP«

Primary DNS Server: |D.I}.D.D
Secondary DNS Server: |D.D.D.D

MAC Address

MAC Address Source: Use Default Address -

MAC Address: IDD:DD:DD:I}D:DI}:DD

6.2.4 PPPoE

Setup > Internet Settings Optionl Settings > OptionBetup

The PPPoHSP settings areefinedon theOption Configuration pageThere are two
types of PPPoE | SBPWG1080utlestandared wserrame/pagsword
PPPoE and Japan Multiple PPPoE.
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Figure 99: PPPOE configuration for standard ISPs

DWC-1000 ll.l SETUP | ADVANCED STATUS |
d ]

WLAN Global Settings ||| OFTION1 SETUF LOGOUT

AP Management » This page allows you to set up your Internet connection. Ensure that you have the Internst connection
information such as the IP Addresses, Account Information etc, This information is usually provided by

WLAN Visualization your ISP or network administrator.

Internet Settings [ Save Settings ] [ Don't Save Settings ]

Network Settings

PPPoE Profile Configuration

LAN QoS
Connection Type: PPPoE {Username/Password)
VPN Settings
Address Mode: ) DynamicIP () StaticIP
V0LAN Settings
~ IP Address:
DMZ Setup
USB Settings IP Subnet Mask:
User Name:
Password:
Service: (Crptional)
Authentication Type: Auto-negotiate -
Reconnect Mode: @ AlwaysOn () OnDemand

Maximum Idle Time: |

Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP«
Mo s t PPPOE | SP6s wuse a single control and d
password credentials to login and authenticateDMéC-1000with the ISP. The ISP
connection type for this case is APPPoOE (Use

you for authentication, service, and connection settings in order to establish the
PPPoOE link.

For some | SPOs, mo st popul ar in Japan, t he
required in order to establish concurrent primary and secondary PPPoOE connections
betwean theDWC-1000and the ISP. The Primary connection is used for the bulk of

data and internet traffic and the Secondary PPPoE connection carries ISP specific (i.e.
control) traffic between th®WC-1000and the ISP.
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Figure 100: Optionl configuration for Japanese Multiple PPPoE (part 1)

DWC-1000 // | SETUP | ADVANCED STATUS
d ]
OPTION1 SETUP LOGOUT

WLAN Global Settings

AP Management This page allows you to set up your Internet connection. Ensure that you have the Internset connection
information such as the IP Addresses, Account Information etc, This information i usually provided by
WLAN Visualization your ISP or network administrator.
Internet Settings [ Save Settings ] [ Don't Save Settings ]
Connection Type: Japanese muliple PPPoE -
Address Mode: @ DynamicIP () StaticIP
1P Address: |
1P Subnet Mask: |
User Name: diink
Password: PE—
Service: (Opticnal)
Authentication Type: Auto-negotiate
Reconnect Mode: @ AlwaysOn () OnDemand
Maximum Idle Time: |
DN5S Server Source: lUze These DNS Servers  »
Primary DNS Server: 192.168.1.2
Secondary DNS Server: 192.158.1.16

There are a few key elements of a multiple PPPoOE connection:
1 Primary and secondary connections are concurrent

1 Each session has a DNS server source for domain name lookup, this can be assigned by
the ISP or configured through the GUI

1 TheDWC-1000acts as a DNS proxy for LAN users
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T Only HTTP requests that specifically identify
(for example *.flets) will use the secondary profile to access the content available
through this secondary PPPoE terminal. All other HTTP / HTTPS requests go through
the primary PPPOE connection.

WhenJapanesenultiple PPPoE is configurednd secondary connection is up, sopredefined
routes are added on that interfaddese routes areeeded to access the internal domain of the
ISP where he hosts various servicdhese routes carvenbe configuredthrough the static
routing pageas well.

Figure 101 Optionl configuration for Multiple PPPoE (part 2)

Secondary PPPoE Profile Configuration

Address Mode: @ Dynamic IP () Static IP

1P Address: 0.0.0.0

1P Subnet Mask: [0.0.0.0

User Name: | dlink

Password:

Service: {Optional)
Authentication Type: Auto-negotiate [ |

Reconnect Mode: @ Always On () On Demand
Maximum Idle Time: Is

Secondary PPPoE Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP IZ]
Primary DNS Server: 0.0.0.0

Secondary DNS Server: [0.0.0.0

MAC Address Source: Use Default Address (]
MAC Address: {00:00:00:00:00:00

6.2.5 Russia L2TP and PPTP Option

For Russia L2TPOption connections, you can choose the address mode of the

connection to get an IP address from the ISP or configure a static IP address provided
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by the ISP. For DHCP client connections, you can choose the MAC addfdabkg o
controllerto register with the ISP. In some cases you may need to clone the LAN
host 6s MAC address if the | SP is registered
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Figure 102 Russia L2TP ISP configuration

ey | | o s |

OPTION1 SETUP LoGOUT

SETUP

This page allows you to set wp your Internet connection. Ensure that you have the Internet
connection information such as the IP Addresses, Account Information etc, This information is wsualhy
provided by your ISP or network administrator,

[ Save Settings ] [Don‘tSavESettings]

Internet Settings

Network Settings Lt U

Connection Type: Russizn dusl scoess LITP -

VPN Settings Address Mode: (@ DynamicIP () Static IP

VLAN Settings IP Address: |

IP Subnet Mask:
DMZ Setup as |

USB Settings P Ga ay |
Server Address:

User Name:

Password:

Secret:

Split Tunnel: |:|

Reconnect Mode: i@ AbwaysOn () On Demand

Maximum Idle Time: [

Domain Hame System [DNS) Servers

DNS Server Source: Get Dynamically from ISP

Primary DNS Server: |'..'.'..'.'..'.'..'

Secondary DNS Server: [c.o00

6.2.6 Option Configuration in an IPv6 Network

Advanced> IPv6 > IPv6 Optionl Config

For IPv6Optionconnections, thigontrollercan have a static IPv6 address or receive
connection information when configured as a DHCPv6 client. In the case where the
ISP assigns you a fixed address to accesdrternet, the static configuration settings

must be completed. In addition to the IPv6 address assigned tocpwmudroller, the

181



Wireless Controller User Manual

IPv6 prefix length defined by the ISP is needed. The default IPv6 Gateway address is

the server at the ISP that thaentroller will connect to for accessing the internet. The
primary and secondary DNS servers on the | SF
internet addresses, and these are provided along with the static IP address and prefix

length from the ISP.

When the ISP ldbows you to obtain theOption IP settings via DHCP, you need to

provide details for the DHCPv6 client configuration. The DHCPv6 client on the

gateway can be either stateless or stateful. If a stateful client is selected the gateway

will connect to the ISBs DHCPVv6 server for a |l eased add
there need not be a DHCPv6 server available at the ISP, rather ICMPv6 discover
messages will originate from this gateway and will be used for auto configuration. A

third option to specify the IP adéess and prefix length of a preferred DHCPv6 server

is available as well.
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Figure 103: IPv6 Optionl Setup page

DWC-1000 // SETUP | ADVANCED | STATUS I

IPVE OPTION1 CONFIG LOGOUT

Peer Controllers

AP Profile This page allows user to IPvE related WANL configurations,

[ Save Settings ] [Dc-n‘t Save Settings]

WIDS Security - "
nternet Address

IPvE: DHCFvE o

Static IP Address

IPvE Address: |
Website Filter

IPw6E Prefix Length: |54_
Firewall Settings

Default IPvE Gate“ray: |

Primary DNS Server: |
Advanced Metwork b

Secondary DNS Server: [

Routing 3

DHCPwE

Certificates Stateless Address Auto ]

Configuration: @
IF/MAC Binding ﬁmr‘:::nm Auto
Radius Settings Enable Prefix Delegation D
Controller Settings
Intel® AMT User Hame: [z2min

Password: [s00ns

Authentication Type: Im

Dhcpws Options: | disable dhopvE

Primary DNS Server: |

Secondary DNS Server: [

Prefix Delegation: Select this option to requesntrolleradvertisement prefix from

any available DHCPvV6 servers available on the ISP, the obtained prefix is updated to
the advertised prefixes on the LAN side. This option can be selected only in Stateless
Address Auto Configuration mode of DHCPv6 Client.

When IPv6 is PPPoOE type, the following PPPoE fields are enabled.

Username Enter the username required to log in to the ISP.
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6.2.7

Password Enter the password required to login to the ISP.

Authentication Type: The type of Authentication in use by the profil&uto-
Negotiate/PAP/CHAP/MSCHAP/MS-CHAPV2.

Dhcpv6 Options The mode of Dhcpv6 client that will start in this mode: disable
dhcpv6/stateless dhcpv6/stateful dhcpv6/stateless dhcpv6 with prefix delegation.

Primary DNS Server: Enter a valid primary DNS ServéP Address.
Secondary DNS ServerEnter a valid secondary DNS Server IP Address.

Click Save Settinggo save your changes.

Checking Option Status

Setup > Internet Settings ®ptionl Settings >Option 1 Status

The status and summary of configured setsirfgr bothOption 1land Option 2 are
available on th®ption Status page. You can view the following key connection status

information for eachOption port:

MAC Address: MAC Address of the Option port.

IPv4 Address: IP address of the Option port followdxy the Option subnet.
Option State: Indicates the state of the Option port (UP or DOWN)

NAT (IPv4 only): Indicates if the security appliance is in NAT mode (enabled) or

routing mode (disabled).

IPv4 ConnectionType: Indicates if the Option IPv4 addressdbtained dynamically
through a DHCP server or assigned statically by the user or obtained through a PPPoE
(Username/Password)/PPTP (Username/Password)/L2TP
(Username/Password)/Japanese multiple PPPoE/Russian dual access PPPoE/Russian

dual access PPTP/ Rsian dual access L2TP ISP connection.

IPv4 Connection State: Indicates if the Option is connected to the Internet Service
Provider.

Link State: Detects if a link is present on the Option Interface
Option Mode: Indicates if Optionl or Option2 is in use

Gateway: Gateway IP address of the Option port.

184



Wireless Controller User Manual

Primary DNS: Primary DNS server IP address of the Option port.

Secondary DNS: Secondary DNS server IP address of the Option port. If the
Connection Status indicated that the association with the ISP igeacthien the Option

can be disconnected by clicking the Disable button.

If the Connection Status indicated that the associawih the ISP is active, then the

Option can be disconnected by clicking tbesable button.
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Figure 104: Connection Statusinformation of Optionl

DWC-1.0000D n.l SETUP | ADVANCED STATUS |

DOPTION1 STATUS LOGOUT
The page provides asrent information reganding the WAN1 interface. Along with the information a
usar can enzble or dissble his Internet connection from this page.

MAC Address: 14:00:2E:10:1C:45
IPw4 Address: 0.0.0.0 f 255.255.255.0
Dption State: DA
MAT (IPv4 only): Disabled
IPv4 Connection Type: [nynamic IP (DHCP)
IPw4 Connection State: Mot Yet Connected
Link State: LINK DOAWWN

USB Settings Option Mode: Use onhy single Orption port: Optionl
Gateway: 0.0.0.0
Primary DNS: 0.0.0.0
Secondary DNS: 0.0.0.0

[ Rensw ] [Release ]

Optionl Status (IPwvE)

MAC Address: 14:00:2E:10:1C:45

IPvE Address: fe: 1 1800: 2bfF:fa10: 104564
Dption State: DO

IPw6E Connection Type: Drynamic IP {DHCP)

IPveE Connection State: Mot Yet Connected
Gateway:

Primary DNS:

Secondary DNS:

TheOptionstatus page allows you to Enable or Disable st@ptionlinks. ForOption
settings that are dynamically received from the ISP, you can Renew or Release the

link parameters if required.
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6.3 Features with Multiple Option Links

6.3.1

This controller supports multipleOption links. This allows you to take advantage of
failover and load balancing features to ensure certain internet dependent services are

prioritized in the event of unstabl@ption conrectivity on one of the ports.
Setup > Internet Settings ®ption Mode

To use Auto Failover or Load Balancingption link failure detection must be
configured. This involves accessing DNS servers on the internet or ping to an internet
address (user defidg. If required, you can configure the number of retry attempts when
the link seems to be disconnected or the threshold of failures that determittes if

Optionport is down.

Auto Failover

In this case one of youdption ports is assigned as the primanternet link for all
internet traffic. The secondai@ptionport is used for redundancy in case the primary
link goes down for any reason. Bo@ption ports (primary and secondary) must be
configured t o connect t o t he r feadupee The i v e
secondaryOption port will remain unconnected until a failure is detected on the
primary link (either port can be assigned as the primary). In the event of a failure on
the primary port, all internet traffic will be rolled over to the backpgrt. When
configured in Auto Failover mode, the link status of the prim&gption port is

checked at regular intervals as defined by the failure detection settings.

Note that bothOptionl and Option2 can be configured as the primary internet link.
i Auto-Rollover usingOptionport
I Primary Option: SelectedOptionis the primary link Optionl/ Option2)
1 SecondaryOption: SelectedOptionis the secondary link.

Failover Detection Settings: To check connectivity of the primary internet link, one

of the followingfailure detection methods can be selected:

1 DNS lookup usingOption DNS Servers DNS Lookup of the DNS Servers

of the primary link are used to detect primadption connectivity.

187



Wireless Controller User Manual

1 DNS lookup usingOption Servers DNS Lookup of the custom DNS Servers

can be pecified to check the connectivity of the primary link.

1 Ping these IP addressesThese IP's will be pinged at regular intervals to

check the connectivity of the primary link.

1 Retry Interval is: The number tells theontrollerhow often it should run the

above configured failure detection method.

1 Failover after: This sets the number of retries after which failover is initiated.
6.3.2 Load Balancing

This feature allows you to use multip@ptionl i nks (and presumably mi
simultaneously. After configimg more than one)ption port, the load balancing

option is available to carry traffic over more than one link. Protocol bindings are used

to segregate and assign services over Ompion port in order to manage internet

flow. The configured failure deteicin method is used at regular intervals on all

configuredOption ports when in Load Balancing mode.
DWC-1000currently suppodthree algorithms for Load Balancing:

Round Robin: This algorithm is particularly useful when the connection speed of one
Optionport greatly differs from another. In this case you can define protocol bindings
to route lowlatency services (such as VOIP) over the highpeed link and let low

volume background traffic (such as SMTP) go over the lower speed link. Protocol

binding isexplained in next section.

Spill Over: If Spill Over method is selecte@ption 1 acts as a dedicated link till a
threshold is reached. After thi@ption 2 will be used for new connections. You can

configure spillover mode by usin@ollowing options:

9 Load Tolerance It is the percentage of bandwidth after which ttentroller

controllers to secondar@ption.

1 Max Bandwidth: This sets the maximum bandwidth tolerable by the primary

Option.

If the link bandwidth goes above the load tolerance value of maxwialth, the

controllerwill spill-over the next connections to second&ption.

188



Wireless Controller User Manual

For example, if the maximum bandwidth of prima@ptionis 1 Kbps and the load
tolerance is set to 70. Now every time a new connection is established the bandwidth
increases.After a certain number of connections say bandwidth reached 70% of
1Kbps, the new connections will be spilleder to secondar@ption. The maximum

value of load tolerance is 80 and the least is 20.
Protocol Bindings: Refer Sectior6.3.3for details

Load balancing is particularly useful when the connection speed ofOgt®n port
greatly differs from another. In this case you can define protocol bindings to route
low-latency services (such as VOIP) over the highpeed link and let lowolume

backgound traffic (such as SMTP) go over the lower speed link.
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Figure 105 Load Balancing is available when multipleOption ports are

configured and Protocol Bindings have been defined

DWC-1000 n.l SETUP | ADVANCED STATUS |

OPTION MODE LOGOUT

This page allows user to configure the policies on the two WAN ports for Internet conmection.

[ Save Settings ] [Dr.:un‘t SaveSettings]

Port Mode

Internet Settings

Network Settings Auto-Rollover using Option port: Option
Load Balancimng: Round Robin
VPN Settings Use only single Option port: -@-- Optiond

VLAN Settings
i Option Failure Detection Method

None: @

UISB Settings DHNS lookup using Option DHS
Servers:

DHS lookup using DNS Servers:

Optionl: [o.0.00

Option2: [c.o00

Ping these IP addresses:

Option1:

Option2:

Retry Interval is: 20 (Smrmnde)
Failover after: |4— (Faiburms)
Load Tolerance: [20

Max Bandwidth: [z132

6.3.3 Protocol Bindings
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Advanced > Routing >3Protocol Bindings

Protocol bindings are required when the Load Balancing feature is in use. Choosing
from a list of configured services or any of the uslefined services, the type of
traffic can be assigned to go over only one of the avail@pgonports. For increased
flexibility the source network or machines can be specified as well as the destination
network or machines. For example the VOIP traffic for a set of LAN IP addresses can
be assigned to on®ptionand any VOIP traffic from the remainind’ laddresses can

be assigned to the oth@&ptionlink. Protocol bindings are only applicable when load
balancing mode is enabled and more than Op¢ionis configured.

Figure 106: Protocol binding setup to associate a service ardr LAN

source to an Option and/or destination network

DWC-1000 t!. SETUP | ADVANCED | TOOLS STATUS
PROTOCOL BINDINGS LOGOUT

This page allows user to add a new protecel binding rule for the WAN interfaces.

[ Save Settings ] [ Don't Save Settings ]

. Protocol Binding Configuration
Captive Portal ]
Service: ANY -

Local Gateway: Option1 »

Source Network: Any -

Start Address: |

End Address: |

Destination Network: Any -

Routing Start Address: |

Certificates

Service Select one of the various services available for protocol binding

End Address: |

Local Gateway: select the port that sets the local gateway for this protocol
binding (either optionl or option2)
SourceNetwork: Select one of the following:

Any: No specific network needs to be given.
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Single Address Limit to one computer. Requires the IP address of the computer
that will be part of the source network for this protocol binding

Address Range:Select if youwant to allow computers within an IP address
range to be a part of the source network. Requires Start address and End address
Start Address: IP address from where the range needs to begin, or the single
address if that is the source network selected.

End Address IP address where the range needs to end

Destination Network: Select one of the following:

Any: No specific network needs to be given.

Single Address Limit to one computer. Requires the IP address of the computer
that will be part of the destinationetwork for this protocol binding

Address Range Select if you want to allow computers within an IP address
range to be a part of the destination network. Requires Start address and End
address

Start Address: IP address from where the range needs tormegi the single
address if that is the destination network selected.

End Address. IP address where the range needs to end

6.4 Routing Configuration

Routing between the LAN an@ptionwill impact the way thisontrollerhandles traffic
that is received on angf its physical interfaces. The routing mode of the gateway is

core to thebehaviorof the traffic flow between the secure LAN and the internet.

6.4.1 Routing Mode

Setup > Internet Settings > Routing Mode

This device supports classical routing, network address translation (NAT), and

transport mode routing.

1 With classical routing devices on the LAN can be directly accessed from the
internet by their public IP addresses (assuming appropriate firewall gs}tilh
your ISP has assigned an IP address for each of the computers that you use, select

Classic Routing.
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1 NAT s atechnique which allows several computers on a LAN to share an Internet
connection. The computers on the LAN use a "private" IP address range while
the Option port on thecontrolleris configured with a single "public" IP address.
Along with connectio sharing, NAT also hides internal IP addresses from the
computers on the InternellAT is required ifyour ISP has assigned only one IP
address to you. The computers that connect througtcoiméroller will need to

be assigned IP addresses from a privaibnet

1 Transparent routing between the LAN andOption does not perform NAT.
Broadcast and multicast packets that arrive on the LAN interface are switched to
the Optionand vice versa, if they do not get filtered by firewall or VPN policies.
To maintain tle LAN and Option in the same broadcast domain select
Transparent mode, which allows bridgingtodiffic from LAN to Optionand vice
versa, except focontroller-terminated traffic and other management traffidl
DWC features are supported in transpdrerde assuming the LAN andption

are configured to be in the same broadcast domain.

@NAT routing has a femitrumiengadl tlreat AANIAITO WS
network users on the LAN and DMZ to access internal serverg. @&n
internal FTP server) usindgheir externallyknown domain name. This is als >
referred to as ANAT | oopbacko since L AN
through the firewall to reach LAN servers by their external name.
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Figure 107: Routing Mode is used to configue traffic routing between

Option and LAN, as well as Dynamic routing (RIP)

=) | o e

ROUTING MODE LOGOUT

SETUP

This page allows user to configure different routing modes like NAT, Classical Routing and Transparent.
This page also allows to configure the RIP (Routing Information Protocol)

[ Save Settings ] [ Don't Save Settings ]

Routing Mode between Option and LAN

NAT:
Classical Routing: @

Transparent

Dynamic Routing (RIP)

USE Settings RIP Direction: MNone o

RIP Version: Oizabled

Authentication for RIP-2B/2M

Enable Authentication for
RIP-2B/2M:

First Key Parameters

MD5 Key Id:
MD5 Auth Key:

Mot Valid Before: | Ilr| Ilr| _| :| :|

Not Valid After:
e Y/ B R B

Second Key Parameters
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6.4.2 Dynamic Routing (RIP)

@ The followingfeature is available upon licensed activation of VPN / Firew all
features for the system.

Setup > Internet Settings > Routing Mode

Dynamic raiting using the Routing Information Protocol (RIP) is an Interior Gateway
Protocol (IGP) that is common in LANs. With RIP thtontroller can exchange
routing information with other supportedontrollersin the LAN and allow for
dynamic adjustment of routg tables in order to adapt to modifications in the LAN

without interrupting traffic flow.

The RIP direction will define how thisontroller sends and receives RIP packets.

Choose between:

1 Both: Thecontrollerboth broadcasts its routing table and also processes RIP
information received from otherontrollers This is the recommended setting

in order to fully utilize RIP capabilities.

I Out Only: The controller broadcasts its routing table periodicalbyt does

not accept RIP information from otheontrollers

1 In Only: The controlleraccepts RIP information from otheontroller, but

does not broadcast its routing table.

1 None Thecontrollerneither broadcasts its route table nor does it accept any
RIP packetsrom othercontrollers This effectively disables RIP.

i The RIP version is dependent on the RIP support of other routing

devices in the LAN.
9 Disabled This is the setting when RIP is disabled.

RIP-1 is a classhased routing version that does not includersat information. This

is the most commnly supported version.

RIP-2 includes all the functionality of RIPv1l plus it supports subnet information.
Though the data is sent in RIPformat for both RIP2B and RIR2M, the mode in
which packets are sent is tBfent.RIP-2B broadcasts data in the entire subnet while

RIP-2M sends data to multicast addresses.
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6.4.3

If RIP-2B or RIR-2M is the selected version, authentication between ¢tbistroller

and othercontrollers (configured with the same RIP version) is reqdireMD5
authentication is used in a first/second key exchange process. The authentication key
validity lifetimes are configurable to ensure that the routing information exchange is

with current and supportecontrollersdetected on the LAN.

Static Routing

Advanced > Routing > Static Routing
Advanced > IPv6 > |IPv6 Static Routing

Manually adding static routes to this device allows you to define the path selection of
traffic from one interface to another. There is no communication between this
controllerand dher devices to account for changes in the path; once configured the

static route will be active and effective until the network changes.

The List of Static Routes displays all routes that have been added manually by an
administrator and allows several em@tions on the static routes. The List of IPv4
Static Routes and List of IPv6 Static Routes share the same fields (with one

exception):
Name: Name of the route, for identification and management.

Active: Determines whether the route is active or inactive. A route can be added to
the table and made inactive, if not needed. This allows routes to be used as needed
without deleting and readding the entry. An inactive route is not broadcast if RIP is

enabled

Private: Determines whether the route can be shared with atbetrollers when RIP
is enabled. If the route is made private, then the route will not be shared in a RIP

broadcast or multicast. This is only applicable for IPv4 static routes.
Destination: the route will lead to this destination host or IP address.

IP Subnet Mask This is valid for IPv4 networks only, and identifies the subnet that

is affected by this static route

Interface: The physical network interfac®fptionl, Option2 DMZ or LAN), through
which this route is accessible.
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Gateway: IP address of the gateway through which the destination host or network

can be reached.

Metric : Determines the priority of the route. If multiple routes to the same destination

exist, the route with the lowest metric is chosen.

Figure 108 Static route configuration fields

DWC-10:00 // SETUP | ADVANCED | TOOLS STATUS

obal ]

Peer Controllers 3 || STATIC ROUTE CONFIGURATION LOGOUT
AP Profile This page allows user to 2dd a new static route.

[ Save Settings ] [ Don't Save Settings ]

Static Route Configuration
Captive Portal ]
Route Hame:

Active: [

Application Rules

Private:
Website Filter ] D

Destination IP Address:

Firewall Settings

IP Subnet Mask:
Interface: Optioni -

Routing Gateway IP Address:

Certificates Metric:

6.5 OSPF

Advanced > Routing XOSPF
Advanced >IPv6 > OSPF

This page shows the OSPFaBdOSPFB parameters configured on tleentroller. You

can also edit the configured paramet&iesm the OSPF configuration page.
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Figure 109: OSPFv2 statusi IPv4

DWC-1000 l!. SETUP | ADVANCED | STATUS |
0SPFV2 LOGOUT

AP Profile This page showis the OSPFv2 parameters configured on the router.User can also edit the OSPRY2
configured parameters,

Interface Status Area Priority HelloInterval DeadInterval Cost Authentication Type

Peer Controllers

LAN  Disabled 1 10 40 10 Mone
[[] optiont Disabled 1 10 40 10 None
[[] optionz Disabled 1 10 40 10 None

ced Metwork

Routing [

Figure 110: OSPFv3 statusi IPv6

DWC-1000 // SETUP | ADVANCED | STATUS |

Flease Set IP Mode to IPv4/IPve in - Routing Mode Page  to configure this page.

05PRV3 LOGOUT

This page shows the OSPFv3 parameters configured on the router.User can also edit the OSPFY3
configured parameters

0SPRV3

Interface Status Priority HelloInterval DeadInterval Cost
LAMN Disabled 1 10 40 10
Optionl Disabled i 10 40 10
Website Filter Option? Disabled 1 10 40 10
Firewall Settings
) 9 Edit
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Figure 111: OSPFv2 Configuration

DWC-1000 lz. SETUP | ADVANCED | STATUS |

Global k
Peer Controllers ¢ || OSPFV2Z CONFIGURATION LOGOUT

AP Profile This page allows the user to update the configured OSPFY2 parameters

[ Save Settings ] [ Don't Save Settings ]

0spfv2 Enable: =
Interface: LAN

Area: |

Priority: [

Hello Interval: | 10
Advanced Network Dead Interval: |J’-C-
Routing Cost: | 10

B Authentication Type: Nane
o
Authentication Key: |

IP/MAL Binding

Md5 Key Id: |

Radius Settings

Md5 Authentication Key: |

OSPRv2 Enable: A check box to enable/disab@SPFv2
Interface: The physical network interface on which OSPFv2 is Enabled/Disabled.

Area: The area to which the interfatelongs. Entervalues from 1 to 255.Two routers
having a common segment; their interfaces have to belong to the same area on that

segment. The interfaces should belong to the same subnet and have similar mask.

Priority : Helps to determine the OSPFv2 designated router foreawork. Therouter
with the highest priority will be more eligible to become Designated Router. Setting the
value to 0, makes the router ineligible to become Designated Router. The default value

is 1.Lowervalue means higher priority.

HelloIlnterval : The number of seconds for Hellolnterval timer value. Setting this value,

Hello packet will be sent every timer value seconds on the specified interface. This

199



Wireless Controller User Manual

value must be the same for all routers attacheddommon network. The default value

is 10 seconds.

Deadlnterval: The nunber of seconds that a devisehello packets must not have been
seen before its neighbors declare the OSPF rodivern. Thisvalue must be the same

for all routers attached to a commaetwork. Thedefault value is 40 second®SPF
requires these intervals to be exactly the same between two neighbors. If any of these

intervals are different, these routers will not become neighbors on a particular segment
Cost: Thecost of sending a packenh an OSPFv2 interface.

Authentication Type: This column displays the type of authentication to be used for
OSPFv2.1f Authentication type is none the interface does not authentio&feF
packets. IfAuthentication Type is Simple the@SPF packets are ahenticated using
simple text key.If Authentication Type is MD5 then the interface authentic@®BF

packets with MD5 authentication.

Authentication Key: Assign a specific password to be used by neighboring OSPF
routers on a network segment that is usMghentication. Routers in the same area that
want to participate in the routing domain will have to be configured with the same key.
Md5 Key Id: Input the unique MB5 key ID to be used by neighboring OSPF routers on

a network segment that is using Authieation. Type as MD5

Md5 Authentication Key: Input the autknticationkey for this MD5 key to be used by
neighboring OSPF routers on a network segment that is using Authentication Type as
MD5

6.6 6to4 Tunneling

Advanced >IPv6 > 6to4 Tunneling

6todis anlnternettransition mechanisrfor migrating fromlPv4 to IPv6, a system that
allows IPv6 packets to be transmitted over an IPv4 netw8eect the check box to
Enable Automatic Tunneling and allow traffic from an IPv6 LAN to be sent over a

IPv4 Option toreach a remote IPv6 network.
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Figure 112: 6to4 Tunneling

DWC-1000 // SETUP | ADVANCED | STATUS

6 TO 4 TUNNELING LOGOUT

Peer Controllers

This page allows user to enable/disable the &to 4 tunneling.

[ Save 5ettings ] [Don't Save Settings

Enable Automatic Tunneling

Enable Automatic Tunneling (|

IPvE [»

6.7 |IPv6 Tunnels Status

Advanced>IPv6>IPv6 Tunnels Status

This status page displays the IPv6 tunnels (6to4 and ISATAP) status in the GUI.

Figure 113: IPv6 Tunnel Status display
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DWC-1000 // SETUP | ADVANCED | TOOLS STATUS
Peer Controllers » || IPV6 TUNNELS STATUS LOGOUT

AP Profile This page shows the status of IPvE tunnels.
IPvé Tunnels Status
Tunnel Name IPvE Addresses
Application Rules ELReT.
s isatapi-LAN 64 ::5efexc0al:all / 64, 2192.168.10.1 / 128, feB0::Sefe:c0al:all / 64
Website Filter
isatap2-LAN 89::5efe:101:101/ 64, =1.1.1.1/ 128, feB0:Sefe:101:101 / 64
Firewall Settings
:23.3.3.3 /128, ::Defe:303:303 / 64, feBl::Defe:303:303 / 64

Advanced Metwork  » | IPvE Optionl Config

P Tunnels

WIRELESS CO

Tunnel Name The active IPv6 to IPv4 tunnel identifier.

IPv6 Addresses the source IPv6 address(es) in your LAN that have data being sent
over this tunnel.

6.8 ISATAP Tunnels

Advanced>IPv6>ISATAP Tunnels

This feature allowshe administrator to configure ISATAP (Int&ite Automatic Tunnel
Addressing Protocol) is an IPv6 transmission mechanism meant to transmit IPv6 packets
between duaktack nodes over an IPv4 network. Unlike 6to4, ISATAP uses IPv4 as a
virtual non broadcasmultiple-access network data link layer, so that it doesn't require
the underlying IPv4 network infrastructure to support multicast. To configure ISATAP

tunnel administrator needs to configure the following fields:
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ISATAP Subnet Prefix: This is the 6dit subnet prefix that is assigned to the logical
ISATAP subnet for this intranet. This can be obtained from your ISP or internet registry,
or derived from RFC 4193.

Figure 114: ISATAP Tunnel Configuration

DWC-1000 // SETUP | ADVANCED | TOOLS STATUS
ISATAP TUNNELS LOGOUT

This page allows user to configure a new isatap tunnel.

[ Save Settings ] [Don't Save 5etting5]

ISATAP Tunnel Configuration

ISATAP Subnet Prefix: | J

End Point Address: (an 2]

IPv4 Address:

Intel™ AMT

WIRELESS CONTROLLER

End Point Address This is the endpoint address for the tunnel that starts with this
router. The endpoint can be the LAN interface (assuming the LAN is an IPv4 network),

or a specific LAN IPv4 address.

IPv4 Address. The end point address if not the entire LAN.

6.9 IGMP Setup

@ The fdlowing feature is available upon licensed activation of VPN / Firew all
features for the system.
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Advanced >Advanced Network> IGMP Setup

Active IGMP snooping is referred to as IGMP proxy. When in use IGMP packets
through the LAN are filtered in order to reduce the amount of multicast traffic in the

network..

Figure 115 IGMP Setup

DWC-1000 / / SETUP | ADVANCED | TOOLS STATUS |

Operation succeeded

Peer Controllers

IGMP SETUP LOGOUT

The IGMP Proxy page allows the user to enable IGMP proxy on a LAN interface.

| Save Settings | | Don't Save Settings |

- Hetwork Address Mask Length
.| 192.168.20.0 24
Edit Delete Add

Advanced Metwark [+

Enable IGMP Proxy: Check thisto enable IGMP proxy on this LAN

Allowed Network Addresses: All the IP network addresses/host addresses of the

multicast sources are listed here.
Network Address: The IP network or the host address of the multicast source.

Mask Length: The length of the danet mask.

The following actions are supported from this page
Add: To add a network/host addreabng withmask length.
Edit: To edit a network/host addressong withmask length.

Delete: To delete a network/host addresl®ng withmask length..
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6.10 Option Port Settings

Advanced > Advanced Network Option Port Setup

The physical port settings for ea€ptionlink can be defined here. If your ISP account
defines theOption port speed or is associated with a MAC address, this information is

required by thecontrollerto ensure a smooth connection with the network.

The default MTU size supported by all ports is 1500. This is the largest packet size that
can pass through thenterface without fragmentation. This size can be increased,
however large packets can introduce network lag and bring down the interface speed.
Note that a 1500 byte size packet is the largest allowed by the Ethernet protocol at the
network layer.

The pot speed can be sensed by tduntrollerwhen Auto is selected. With this option

the optimal port settings are determined by ¢batrollerand network. The duplex (half

or full) can be defined based on the port support, as well as one of three port speeds:
10 Mbps, 100 Mbps and 1000 Mbps (i.e. 1 Gbps). The default setting is 100 Mbps for
all ports.

The default MAC address is defined during the manufacturing process for the
interfaces, and can uniquely identify thisntroller. You can customize eac@ption

portébés MAC address as n Omidngart assemettheecurrertiy | et t
LAN hostdéds MAC address or by entering a MAC
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Figure 116: Physical Option port settings

DWC-1000 n. ADVANCED | TOOLS STATUS

OPTION PORT SETUP

AF Profile This page allows user to configure advanced WAN options for the router,
D

Peer Controllers b

[ Save Settings l [ Don't Save Settings

Options Ping

Captive Portal
Respond to Ping: [

Client

Application Rules  » [| @Ptionl Port Setup

MTU Size: Default
Custom MTU: I‘IEDD
IPvE Port Speed: Auto Sense

-

Advanced Network Option2 Port Setup

MTU Size: Default
Custom MTU: |15DD
Port Speed: Auto Sense
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6.11 IP Aliases

@ The followingfeature isavailable upon licensed activation of VPN / Firews Il
features for the system.

Setup > Internet Settings P Aliases

The List of IP Aliases displays the configured IP Aliases ondbetroller.

Figure 117: IP Aliases

DWC-1000 // | SETUP | ADVANCED TOOLS STATUS |

Operation succeeded

WLANM Global Settings

IP ALIASES

This page displays the configured IP Allases on Option interfaces.

List of IP Aliases

I Interface Name IP Address Subnet Mask

] CPTIONA 192.168.2.1 255.255.255.0

] CPFTIONZ2 192.188.111 255.255.285.0
| Add |

Interface Name: The interface on which the Alias was configured.
IP Address: The IP Address of the configured IP Alias.

Subnet Mask The Subnet Mask of the configured IP Alias.

The following actions are supported from this page
Edit: Opens the IP Aliasonfiguration page to edit the selected IP Alias
Add: Opens the IP Alias configuration page to add a new IP Alias.

Delete Deletes the selected IP Aliases.
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Chapter 7. Securi ng the Priv

Net wor Kk

@ The followingfeature is available upon licensed activation of VPRrewall
features for the system.

You can secure your network by creating and applying rules that gomuirolleruses to
selectively block and allow inbound and outbound Internet traffic. You then specify how

and to whom the rules apply. To do so, yousihdefine the following:

1 Services or traffic types (exam@eweb browsing, VolP, other standard services and

also custom services that you define)

1 Direction for the traffic by specifying the source and destination of traffic; this is
done by specifyinghe A Fr om ZoQOpw#oo/ PMAN/and ATo Zoneo
Option/DMZ)

1 Schedules as to when tleentrollershould apply rules

1 Any Keywords (in a domain name or on a URL of a web page) thatomeroller

should allow or block

1 Rules for allowing or blocking inbund and outbound Internet traffic for specified

services on specified schedules
1 MAC addresses of devices that should not access the internet

1 Port triggers that signal theontrollerto allow or block access to specified services

as defined by port number
1 Reports and alerts that you want tb@ntrollerto send to you

You can, for example, establish restrictadcess policies based on timéday, web
addresses, and web address keywords. You can block Internet access by applications and
services on the LANsuch as chat rooms or games. You can block just certain groups of

PCs on your network from being accessed by@ption or public DMZ network.
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7.1 Firewall Rules

Advanced > Firewall Settings > Firewall Rules

Inbound Optionto LAN/DMZ) rules restrict access to traffic entering your network,
selectively allowing only specific outside users to access specific local resources. By
default all access from the insecudptionside are blocked from accessing the secure
LAN, except n response to requests from tBetionor DMZ. To allow outside devices

to access services on the secure LAN, you must create an inbound firewall rule for each

service.

If you want to allow incoming traffic, you must make thentrollersOption port IP
addd ess known to the public. This is called e
address known depends on how ption ports are configured; for thisontrolleryou
may use the IP address if a static address is assigned tOpghen port, or if your

Option address is dynamic a DDNS (Dynamic DNS) name can be used.

Outbound (LAN/DMZ toOption) rules restrict access to traffic leaving your network,
selectively allowing only specific local users to access specific outside resources. The
default outbound rulés to allow access from the secure zone (LAN) to either the public
DMZ or insecureOption. On other hand the default outbound rule is to deny access
from DMZ to insecureOption. You can change this defaubehaviorin the Firewall
Settings > Default Outbund Policy page. When the default outbound policy is
allow always, you can to block hosts on the LAN from accessing internet services by

creating an outbound firewall rule for each service.
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Figure 118: List of Available Firewall Rules

DWC-1000 / SETUP ADVANCED | TOOLS STATUS

Operation succeedad

Peer Controllers 3

FIREWALL RULES LOGOUT
AF Profile
A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules
spedcified by network administrators. You can use this page to manage the firewall rules that control traffic to
and from your network, The List of Available Firewall Rules table includes all firewall rules for this device and
allows several operations on the firewall rules.

Captive Portal 3

List of Available Firewall Rules

Client

From To _ _ Dest Local Internet
Application Rules O # States 5o, zone SeVicE Action SourceMosts b coryer  pest L0
ann . . ALLOW  192.168.17.15 -
Website 1 :
Vebsite Filter [7] 1 Enabled LAN DMZ AMY always  192.168.17.50 Any Always
Firewall Settings [»

Edit Enable Disable Delete Add

nce twork  » Move To:  First » Mowve

7.2 Defining Rule Schedules

Tools > Schedules

Firewall rules can be enabled or disabled automatically if they are associated with a
configured schedule. The schedule configuration page allows you to define days of the
week and the time of day for &@w schedule, and then this schedule can be selected in

the firewall rule configuration page.

@ All schedules will follow the time in the o nt r adnfigeredtisne zone
Refer to the section on choosing your Time Zone and configuring IITP
servers for morenformation.
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Figure 119: List of Available Schedules to bind to a firewall rule

DWC-1000 / / m ADVANCED | TOOLS | STATUS

Operation succeeded
Date and Time
SCHEDULES LOGOUT
Log Settings »

When you create a firewall rule, you can spedify a schedule when the rule applies. The table lists all the
Available Schedules for this device and allows several operations on the Schedules.

List of Available Schedules

[ Name Days Start Time End Time

[ Guest Tuesday, Wednesday, Thursday 09:00 AM 05:00 PM

| Sales Department All Days 12:00 AM 11:59FPM
E dit Delete Add

7.3 Configuring Firewall Rules

@ The followingfeature is available upon licensed activation of VPN / Firew all
features for the system.

Advanced > Firevall Settings > Firewall Rules

All configured firewall rules on theontrollerare displayed in the Firewall Rules list.
This list also indicates whether the rule is enabled (active) or not, and gives a summary
of the From/To zone as well as the servicesisers that the rule affects.

To create a new firewall rules, follow the steps below:
1. View the existing rules in the List of Available Firewall Rules table.
2. To edit or add an outbound or inbound services rule, do the following:

A To edit a rule, click the checkbox next to the rule and click Edit to reach

that rulebés configuration page.

A To add a new rul e, click Add to be talk

page. Once created, the new rule is automatically added to the original
table.
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3. Chose the From Zone to be the source of originating traffic: either the secure LAN, public

DMZ, or insecuréDption For an inbound rul®ptionshould be selected as the From

Zone.

4. Choose the To Zone to be the destination of traffic covered by thidfrthe From Zone

is theOption the To Zone can be the public DMZ or secure LAN. Similarly if the From
Zone is the LAN, then the To Zone can be the public DMZ or ins€2ption

5. Parameters that define the firewall rule include the following:

il

Service: ANY means all traffic is affected by this rule. For a specific
service the drop down list has common services, or you can select a

custom defined service.

Action & Schedule: Select one of the 4 actions that this rule defines:
BLOCK always, ALLOW always, BOCK by schedule otherwise
ALLOW, or ALLOW by schedule otherwise BLOCK. A schedule must be
preconfigured in order for it to be available in the dropdown list to assign

to this rule.

A Source & Destination users: For each relevant category, select the users

to which the rule applies:
1 Any (all users)
I Single Address (enter an IP address)
1 Address Range (enter the appropriate IP address range)

Log: traffic that is filtered by this rule can be logged; this requires

configuring thec o nt r dolgding fedtiwe sepately.

QoS Priority: Outbound rules (where To Zone = insecOg#ion only)
can have the traffic marked with a QoS priority tag. Select a priority

level:
1 NormalService: ToS=0 (lowest Qo0S)
1 Minimize-Cost: ToS=1
1 Maximize-Reliability: ToS=2

1 Maximize-Throughput: ToS=4

A Minimize-Delay: ToS=8 (highest QoS)
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6. Inbound rules can use Destination NAT (DNAT) for managing traffic fronOghon

Destination NAT is available when the To Zone = DMZ or secure LAN.

A With an inbound allow rule you can entéretinternal server address that

is hosting the selected service.

A You can enable port forwarding for an incoming service specific rule
(From Zone =Option) by selecting the appropriate checkbox. This will
allow the selected service traffic from the intetrneo reach the
appropriate LAN port via a port forwarding rule.

A Translate Port Number: With port forwarding, the incoming traffic to be

forwarded to the port number entered here.

A External IP address: The rule can be bound to a spe®©ifttconinterface
by selecting either the primar@ptionor configurable porOptionas the

source IP address for incoming traffic.

@ This controller supports multiNAT and so the External IP address does ot
necessarily have to be th@ption address. On a singl®ption interface,
multiple public IP addresses are supported. If your ISP assigns you more than
one public IP address, one of these can be used as your primary IP ai dress
on theOption port, and the others can be assigned to servers on the LA or
DMZ. In this waythe LAN/DMZ server can be accessed from the internei by
its aliased public IP address.

7. Outbound rules can use Source NAT (SNAT) in order to map (bind) all LAN/DMZ traffic
matching the rule parameters to a specftioninterface or external IP addregsually
provided by your ISP).

Once the new or modified rule parameters are saved, it appears in the master list of
firewall rules. To enable or disable a rule, click the checkbox next to the rule in the list

of firewall rules and choose Enable or Disab

@ The controller applies firewall rules in the order listed. As a general rtle,
you should move the strictest rules (those with the most specific servic s or
addresses) to the top of the list. To reorder rules, click the checkbox ne xt to
a rule and cli& up or down.
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Figure 120: Example where an outbound SNAT rule is used to map an

external IP address (209.156.200.225) to a private DMZ IP
address (10.30.30.30)

www.example.com

Public IP Address
209.165.200.225
(outside interface)

DMZ interface

Source Address Translation
209.165.201.225—> 10.30.30.30

Inside interface

192.168.10.1 10.30.30.1
Inside DMZ
—' —I
=) =
A— —
User Web Server

192.168.10.10

Private IP Address: 10.30.30.30
Public IP Address: 209.165.200.225
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Figure 121: The firewall rule configuration page allows you to define the
To/From zone, service, action, schedules, and specify

source/destination IP addresses as needed.

[N/ | v | oo | o |

Peer Controllers » [| FIREWALL RULES LoGOUT

AP Profile This page allows you to add a new firewall rule or edit the configuration of an existing firewall rule. The details

will then be displayed in the List of Available Firewall Rules table on the Firewall Rules page.

ADVANCED

[ Save Settings ] [ Don't Save Settings ]

Firewall Rule Configuration

From Zone: SECURE (LAN) -
Available VLANSs: [Defauk [~

To Zone: INSECURE ([Option)
Available VLANs: [Defaut [~ |

Searvice: ANY -
Action: Always Block

Select Schedule: [Guest |-
Source Hosts: Ay -
From I—
To: I—

Destination Hosts:

From:
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7.3.1

Firewall Rule Configuration Examples

Example 1: Allow inbound HTTP traffic to the DMZ

Situation: You host a pblic web server on your local DMZ network. You want to
allow inbound HTTP requests from any outside IP address to the IP address of your

web server at any time of day.

Solution: Create an inbound rule as follows.

Parameter Value

From Zone Insecure (Option 1/ Option2)

To Zone Public (DMZ)

Service HTTP

Action ALLOW always

Send to Local Server (DNAT IP) 192.168.5.2 (web server IP address)
Destination Users Any

Log Never

Example 2: Allow videoconferencing from range of outside IP addresses

Situation: You want to allow incoming videoconferencing to be initiated from a
restricted range of outside IP addresses (132.177.88L32.177.88.254), from a

branch office.

Solution: Create an inbound rule as follows. In the example, CUSeeMe (the video
conference service used) connections are allowed only from a specified range of

external IP addresses.
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Parameter Value

From Zone Insecure (Option 1/ Option2)
To Zone Secure (LAN)

Service CU-SEEME:UDP

Action ALLOW always

Send to Local Server (DNAT IP) 192.168.10.11

Destination Users Address Range

From 132.177.88.2

To 134.177.88.254

Enable Port Forwarding Yes (enabled)

Example 3: Multi-NAT configuration

Situation: You want to configure multNAT to support multiple public IP addresses

on oneOptionport interface.

Solution: Create an inbound rule that configures the firewall to host an additional
public IP address. Associate this address with a web server on the DMZ. If you arrange
with your ISP to have more than one public IP address for yeer you can use the
additional public IP addresses to map to servers on your LAN. One of these public IP
addresses is used as the primary IP address oédhg&oller. This address is used to
provide Internet access to your LAN PCs through NAT. The otheédresses are

available to map to your DMZ servers.
The following addressing scheme is used to illustrate this procedure:

9 OptionIP address: 10.1.0.118
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T LAN IP address: 192.168.10.1; subnet 255.255.255.0
T Web server host in the DMZ, IP address: 192.168.22.2

1 Access to Web server: (simulated) public IP address 10.1.0.52

Parameter Value

From Zone Insecure ( Option 1/ Option 2)

To Zone Public (DMZ)

Service HTTP

Action ALLOW always

Send to Local Server (DNAT IP) 192.168.12.222 ( web server local IP address)
Destination Users Single Address

From 10.1.0.52

Option Users Any

Log Never

Example 4: Bloc

Example 4: Block traffic by schedule if generated from specific range of machines

Use Case:Block all HTTP traffic on the weekends if the request originates from a
specific group of machines in the LAN having a known range of IP addresses, and

anyone coming in through the Network from tB@tion (i.e. all remote users).
Configuration:

1. Setup asschedule:
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1 To setup a schedule that affects traffic on weekends only, navigate to

Security: Schedul e, and name the schedul

T Define Afweekendo to me an 12 am Saturda)y

morningi all day Saturday & Sunday

1 Inthe Scheduled daysols, check that you want the schedule to be active for

Aispecific dayso. Select fASaturdayo and

T I'n the schedul ed t i methis Will ap@yythe sshedule c t i al

between 12 am to 11:59 pm of the selected day.

1 ClickapplyTnow s c h eedeukleen dioW i sol at es al | day Se¢

from the rest of the week.

Figure 122 Schedule configuration for the above example.

DWC-1000 / / m ADVANCED | TOOLS | STATUS

SCHEDULE CONFIGURATION LOGOUT

Date and Time

This page allows user to configure schedules, These schedules then can be applied to firewall rules to achieve
schedule based firewall,

[ Save Settings ] [ Don't Save Settings ]

Schedule Name

Name:

Scheduled Days

Do you want this schedule to be
active on all days or specific days?

All Days -

Monday:
Tuesday:
Wednesday:
Thursday:
Friday:

Saturday:

Sunday:

2. Since we are trying to block HTTP requests, it is a servite 7o Zone: Insecuredption

1/Opton2) that is to be blocked according to sct
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3. Select the Action to ABlock by Schedule, oth
schedule and make sure the rule is a blocking rule during the defined dates/times. All

other times outsidthe schedule will not be affected by this firewall blocking rule

4 As we defined our schedule in schedule fiWeek
menu
5. We want to block the | P range assigned to th

192.168.10.20a 192.168.10.30. On the Source Users dropdown, select Address Range

and add this IP range as the from and To IP addresses.

6. We want to block all HTTP traffic to any services going to the insecure zone. The

Destination Users dropdown should be fAanyo.

7. Wedon 6t need to change default Qol&ingapplyor ity o
will add this firewall rule to the list of firewall rules.

8 The |l ast step is to enable this firewall rul

list to make sur¢he firewall rule is active

7.4 Security on Custom Services

Advanced > Firewall Settings > Custom Services

Custom services can be defined to add to the list of services available during firewall
rule configuration. While common services have known TCP/UDP/ICMP ports for
traffic, many custom or uncommon applications exist in the LANQgrtion. In the
custom serice configuration menu you can define a range of ports and identify the
traffic type (TCP/UDP/ICMP) for this service. Once defined, the new service will

appear in the services list of the firewall rules configuration menu.
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Figure 123 List of user defined services.

DWC-1000 // | ADVANCED | TOOLS STATUS

Operation succeedad

Peer Controllers 2

AP Profile
When you create a firewall rule, you can spedfy a service that is controlled by the rule.. Common types of

5 services are available for selection, and you can create your own custom services, This page allows creation
of custom services against which firewall rules can be defined. Once defined, the new service will appear in
the List of Available Custom Services table.

CUSTOM SERVICES LOGOUT

WwIDS

Captive Portal

List OF Available Custom Services

[l Name Type ICMP Type / Port Range
Application Rules »
[l DocServer TCP 4554 - 4555
Website Filter
Edit Delete Add

Firewall Settings

IPvE

Metwork  »

7.5 ALG support

Advanced > Firewall Settings > ALGs

Application Level Gateways (ALGs) are security component that enhance the firewall
and NAT support of thisontrollerto seamlessly support application layer protocols.

In some cases enabling the ALG will allow the firewall to use dynamic ephemeral TCP/
UDP ports to communicate with the known ports a particular client application (such
as H.323 or RTSP) requires, without which the admin would have to open large number
of ports to accomplish the same support. Because the ALG understands the protocol
used by the specific application that it supports, it is a very secure and efficient way of

introducing support for client applications through the n t r didlewad.r 6 s
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Figure 124: Available ALG support on the controller.

DWC-1000 / / ml ADVANCED | TOOLS STATUS

ALGS LOGOUT

Peer Controllers

Application Level Gateway allows customized NAT traversal filters to be plugged into the gateway to support

address and port translation for certain application layer “control/data” protocols such as TFTR, SIF, RTSP,
IPsec, PFTF etc, Each ALG provides spedial handling for a specific protocol or application. A number of ALGs
for comman applications are enabled by default.

] [ Save Settings ] [ Don't Save Settings ]
Captive Portal b
Application Rules 3 PPTP: A
Website Filter IPsec: A
Firewall Settings [» RTSP: |
Adv ed Network  » H.323:

-

Certificates

=}
=
w
=

3

u b
Bl inding

7.6 VPN Passthrough for Firewall

Advanced > Firewall Settings > VPN Passthrough

Thisc o nt r dilewad sefiisgs can be configured to allow encrypted VPN traffic for
IPsec, PPTP, ahL2TP VPN tunnel connections between the LAN and internet. A
specific firewall rule or service is not appropriate to introduce this passthrough support;

instead the appropriate check boxes in the VPN Passthrough page must be enabled.
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Figure 125: Passthrough options for VPN tunnels

DWC-1000 n.ml ADVANCED | TOOLS STATUS

Peer Controllers VPN PASSTHROUGH LTETTE
AP Profile This page allows user to configure VPN (IPsec, PPTP and LZTP) passthrough an the router. Enabled
pazsthrough checkboxes have higher priority than firewall rules based on the same service.
[ Save Settings ] [ Don't Save Settings ]
IPsec:
PPTP:
L2TP:

Routing

Cerificates

7.7 Client

Advanced > Client

The Known Client Summary shows the wireless clients currently in the Known Client

Database and allows you to add new clients or modify existing clients to the database.
MAC Address: Shows the MAC address of the known client.

Name: Shows the descriptive name configured for the client when it was added to the
Known Client database.

Authentication Action: When MAC authentication is enabled on the network, this field

shows the ation to take on a wireless client. The following options are available.

Grant: Allow the client with the specified MAC address to access the network.

Deny: Prohibit the client with the specified MAC address from accessing the network.
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Global Action: Use the global whitelist or blacklist action configured on the

Advanced Global Configuration page to determine how to handle the client.

Figure 126: List of Known Clients

DWC-1000 lz. SETUP | ADVANCED | TOOLS STATUS |
KNOWRN CLIENTS LOGOUT

The Enown Cliert Summary shows the wireless clients currertly in the Enown Client Database and allows
you to add new clients or modify existing clients to the database.

Peer Controllers

AP Profile

List of Known Clients

- MAC Address Name Authentication Action
=) 00:00:00:00:00:02 glokal Global Action
&) 70:00:00:60:00:00 cliert-cleny Deny

|00:00:00:00:00:00

Edik: Delete Add

The following actions are supported from this page

Add: Add a client with the MAC address you enter in the field to the Known Client
database.

Delete Removes the selected client from the Known Client database.

Edit: changes the setting of particulstAC address

7.8 Application Rules

@ Thefollowing featureis available upon licensed activation of VPN / Firew: I
features for the system.

Advanced > Application Rules > Application Rules

Application rules are also referred to as port triggering. This feature allows devices on
the LAN or DMZ to request one or moprts to be forwarded to them. Port triggering
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waits for an outbound request from the LAN/DMZ on one of the defined outgoing ports,
and then opens an incoming port for that specified type of traffic. This can be thought
of as a form of dynamic port forwairty while an application is transmitting data over

the opened outgoing or incoming port(s).

Port triggering application rules are more flexible than static port forwarding that is an
available option when configuring firewall rules. This is because atpiggering rule

does not have to reference a specific LAN IP or IP range. As well ports are not left
open when not in use, thereby providing a level of security that port forwarding does

not offer.

@ Port triggering is not appropriate for servers on theN,Asince there is ¢
dependency on the LAN device making an outgoing connection be ‘ore
incoming ports are opened.

Some applications require that when external devices connect to them, they receive data
on a specific port or range of ports in order to fuaotproperly. Thecontroller must

send all incoming data for that application only on the required port or range of ports.
The controller has a list of common applications and games with corresponding
outbound and inbound ports to open. You can also spexiport triggering rule by
defining the type of traffic (TCP or UDP) and the range of incoming and outgoing ports

to open when enabled.

Figure 127 List of Available Application Rules showing 4 unique rules

DWC-1000 // ml ADVANCED | TOOLS STATUS

Peer Controllers b [| APPLICATION RULES LOGOUT
AP Profile The table lists all the available part triggering rules and allows several operations an the rules.

List of Available Application Rules

Outgoing Ports Incoming Ports
. [l Mame  Enable Protocol Interface
Captive Portal b Start Port End Port StartPort End Port
D ¥boxUDP Tes TCP LAM 88 88 83 a3
Application Rules [ Edit Delete Add

Website Filter
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The application rle status page will list any active rules, i.e. incoming ports that are
being triggered based on outbound requests from a defined outgoing port.

7.9 Application Rules Status

Advanced > Application Rules > Application Rules Status
This page allows displaying the list of available application rules and corresponding

status

Figure 128: List of Available Application Rules and corresponding status

DWC-1000 lz. SETUP | ADVANCED | TOOLS STATUS
APPLICATION RULES STATUS LOGOUT

This page lists the application rules currently configured.

Application Rules Status
Time Remaining [Sec.)

LANDMZ IF Address Open Ports
192.168.10.100 400 - 600 B85
Refresh

[

7.10 Web Content Filtering

The gateway offers some standard widbering options to allow the admin to easily
create internet access policies between the secure LAN and ing@ption. Instead of
creating policies based on the type of traffic (as is the case when using firewall rules),

web based content itself can be used to determine if traffic is allowed or dropped.
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7.10.1 Content Filtering

@ The followingfeature is available upon licensadtivation of VPN / Firewall
features for the system.

Advanced > Website Filter > Content Filtering

Content filtering must be enabled to configure and use the subsequent features (list of
Trusted Domains, filtering on Blocked Keywords, etc.). Proxy sesyvahich can be

used to circumvent certain firewall rules and thus a potential security gap, can be
blocked for all LAN devices. Java applets can be prevented from being downloaded
from internet sites, and similarly the gateway can prevent ActiveX controits being
downloaded via Internet Explorer. For added security cookies, which typically contain

session information, can be blocked as well for all devices on the private network.
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Figure 129: Content Filtering used to block acces to proxy servers and

prevent ActiveX controls from being downloaded

DWC-1000 / / ml ADVANCED | TOOLS STATUS

Peer Controllers » [| CONTENT FILTERING LOGO

AP Profile This content filtering option allows the user to block access to certain Internet sites. Up to 32 key words in the

site's name (web site URL) can be spedified, which will block access to the site. To setup URLs, go to Approved
IURLs and Blocked Keywords page.

‘

[ Save Settings l [ Don't Save Settings l

Captive Portal

Client

Content Filtering Configuration

Enable Content Filtering:

=

Application Rules

Proxy:
Java
ActiveX:

Cookies ]

7.10.2 Approved URLSs

Advanced > Website Filter > Approved URLSs

The Approved URLs is an acceptance list for all URL domain names. Domains added

to this |ist are allowed in any for m. For ex:za
i st t hen al | of t he foll owing URL 6s ar e
www.yahoo.com yahoo.co.uk,etc. Import/export from a text or CSV file for

Approved URLsis also supported

228



Wireless Controller User Manual

Figure 130: Two trusted domains added to the Approved URLS List

DWC-1000 l!.ml ADVANCED | TOOLS STATUS

APPROVED URLS LOGOUT

This page displays the approved URLs.

Approved URLs List

[ Trusted Domains
www.yahoo.com
O www, facebook.com

Edit | | Delete | [ Add |

Import Approved URLs

Add Approved URLs from File:

Advanced Network P

Cerificates

7.10.3 Blocked Keywords

Advanced > Website Filter > Blocked Keywords

Keywordd ocki ng all ows you to block al/l website
the keywords in the configured list. This is lower priority than the Approved URL List;

i.e. if the blocked keyword is present in a site allowed by a Trusted Domain in the
ApprovedURL List, then access to that site will be allowed. Import/export from a text

or CSV file for keyword blocking is also supported.
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Figure 131 One keyword added to the block list

DWC-1000 / / ml ADVANCED | TOOLS STATUS

Operation succeeded

Peer Controllers [ 2

AP Profile

BLOCKED KEYWORDS LOGOUT

You can block access to websites by entering complete URLs or keywords, Keywords prevent access to
websites that contain the specified characters in the URLs or the page contents The table lists all the Blocked
keywords and allows several operations an the keywords.

[ Save Settings l [ Dont Save Settings ]

Blocked All URL Configuration

Block All URL: (]

Blocked Keywords

[F] Status Blocked Keyword
[ Enabled explosive
Edit Enable Disable Delete Add

Import Blocked Keywords

IPIMAC Binding Add Blocked Keywords from File:
e

7.10.4 Export Web Filter

Advanced > Website Filter > Exgot

Export Approved URLs: Feature enables the user to export the URLs to be allowed to
a csv file which can then be downloaded to the local host. The user has to click the
export button to get the csv file.

Export Blocked Keywords: This feature enables theser to export the keywords to be
blocked to a csv file which can then be downloaded to the local host. The user has to

click the export button to get the csv file
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Figure 132 Export Approved URL list

DWC-1000 n.ml ADVANCED | TOOLS STATUS |

EXPORT WEB FILTER LOGOUT

Peer Controllers [

AP Profile
In:

Export Web Rlter

Export Approved URLs:
Export Blocked Keywords:

Client

Application Rules

Website Filter

Firewall Settings

7.11 Content Keeper Support (Web Content
Filtering)

Web Content Filtering (WCF) is branded as Content Keeper. It monitors, manages and
controls all web traffic and fully examines new and/or unknown sites in real time as the
data passes through the appliance. It manages and controls downloads and desktop
access to web content. Content Keeper has support for content list blocking and

category filtering (considered Dynamic WCF).

Syslog support for Content Keeper permits the appliance to continuouslpadflog
files as the data is accumulated, rather thdng up the users network with one huge

daily log file off-load.

7.12 Dynamic WCF

Advanced>Website Filter>Category Filtering

This feature allows the administrator to block access from a range of web content
categories The system needs the WCF licensee amhtRontent Filtering option,

which allows the user to filter out internet sites, needs to be enabled.
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The Dynamic Content Filtering configuration page will let the administrator choose

from a range of pralefined categories to be blocked. When enabledess to a website

belonging to one of these configured categories will be blocked with an error page.

1

Adult Content: Sites that host explicit sex content, nudity and sites that use

profanity.

News: Sites that offer news and information on current evemsluding

newspapers, broadcasters and other publishers.

Job Search: Sites that offer job listings, interview coaching and other

employmenirelated services.
Gambling: Sites that offer online gambling or information about gambling.

Travel/Tourism: Sites wit travel and tourism information like city maps and
services including planning trips, reservations for bus/train/airlines, hotel

booking etc.
Shopping: Online shops, catalogs, auction sites and classified ads etc.

Entertainment: Websites for TV, moviegntertainment news etc. and sites

hosting video content of movies, TV streaming etc.
Chatrooms/IM: Social networking sites, chartrooms and instant messaging sites.

Dating Sites: Online dating, matchmaking, relationship advice, personal ads and

web pages fated to marriage.

Game Sites: Sites that offer online games, MORPG and information about

computer games, cheat codes etc.

Investment Sites: Sites for brokerages, trusts, insurance and other investments

related organizations.

E-banking: Sites providing oie banking services offered by financial

institutions

Crime/Terrorism: Sites providing information on astcial activities like

murder, sabotage, bombing etc.

Personal Beliefs/Cults: Sites about religion, places of worship, religious groups,

and occultsm.

Politics: Sites about politics, elections and legislation and sites that promote a

politician or political party.

Sports: Sites about sports teams, fan clubs, and generally about all kinds of

sports.
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1 www Email Sites: Websites that allow users to sand/or receive email through
a web accessible email account.

Figure 133. Category Filtering options

BT - s

CATEGORY FILTERING LOGOUT

Peer Controllers »

AP Profile This page displays the list of categories to be blocked. You can block access to certain category of websites based on this configuration.

[ Save Settings ] [ Don't Save Settings ]

WIDS Security »
Select the categories to be blocked

Adult Content: O www-Email Sites: O

News: E Violence/Undesirable: (|
Job Search: | Malicious: (]
Website Filter > Gambling: O Search Sites: O
Firewall Settings ~ » Travel; Tourism: O Health Sites: O
_ Shopping: O Clubs and Societies: (|
Entertainment: | Music/ Video: O
m Chatrooms/IM: O Business Oriented: O
Dating Sites: | Eit;:?rnment Blocking 0
Game Sites: O Educational: O
Investment Sites: O Advertising: [
E-Banking: O Drugs/ Alcohol: O
Crime/ Terrorism: O Computing/IT: O
Personal Beliefs/Cults: O ‘/Slr‘ll::;n;selils't/ Lingerie O

Politics: O RemoteControl/Desktop: O

Sports: O Reserved: O

7.13 IP/MAC Binding

Advanced > IP/MAC Binding

Another available security measure is to only allow outbound traffic (from the LAN to

Option) when the LAN node has an IP address matching the MAC address bound to it.
This is | P/ MAC Binding, and by enforcing the
IP address with the unique MAC Address of the configured LAN node, the administrator

canensure traffic from that IP address is not spoofed. In the event of a violation (i.e.
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the trafficds source | P address doesnot mat cl

the same IP address) the packets will be dropped and can be logged for diagnosis.

Figure 134: Examplebindinga L AN host 6s MAGervedl®r ess tc

address

DWC-1000 / / ml ADVANCED | TOOLS STATUS |

Operation succeeded

Peer Controllers

AP Profile

IP/MAC BINDING LOGOUT

The table lists all the currently defined IP/MAC Bind rules and allows several operations on the rules.

List of IP/MAC Binding

Captive Portal » [l Hame MAC Address IP Address Log Dropped Packets

[ testipmacl AA: 1Z:AAAAAAFE 97.0.0.8 Enabled

Application Rules 4 Edit Delete Add

Website Filter

Firewall Settings

In the above example, if there is an IP/MAC Binding violation, the violating packet

will be dropped and logs will be captured

7.14 Switch Settings

Advanced > Switch Settings

This page allows user to enable/disable power saving, jumbo frames in the router.
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Figure 135 Switch settings

DWC-1000 // SETUP | ADVANCED | STATUS |

Global 3

Peer Controllers p || SWITCH SETTINGS LOGOUT
AP Profile This page allows user to enable/disable power saving, jumbo frames in the router,

[ Save Settings ] [ Don't Save Settings ]

Power Saving Options

Power Saving by Link Status:

Power Saving by Cable Length:

Jumbo Frames Option

Enable Jumbo Frames: [l

IP/MALC Binding
Radius Settings

Sweitch Settings

Power Saving State\When enabled, the total power to the LANnNtrolleris dependent

on the number of connected ports. The overall current draw when a single port is

connected is less than when all of the available LAN ports have an active Ethernet

connection.

Length Detection State: When enabled the LANontroller will reduce the overall

current supplied to the LAN port when a small cable length is connected to that port.

Longer cables have higher resistance than shorter cables and require more power to

transmit packets over that distance. This option will reduce the power to a LAN port if

anEthernet cable of less than 10 is detected as being connected to that port.

Jumbo Frames Option: When enabled, LAN side devices can exchange traffic

containingjumbo frames
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7.15 Protecting from Internet Attacks

Advanced > Advanced Network > Attack Checks

Attacks can be malicious security breaches or unintentional network issues that render
the controller unusable. Attack checks allow you to manag@ption security threats

such as continual ping requests and discovery via ARP scans. TCP and UDP flood
attack checks can be enabled to manage extreme usd@etioh resources.

Additionally certain Denialof-Service (DoS) attacks can be blocked. These attacks,
if uninhibited, can use up processing power and bandwidth and prevent regular
network services from running normally. ICMP packet flooding, SYN traffic flooding,
and Echo srm thresholds can be configured to temporarily suspect traffic from the
offending source.
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Figure 136: Protecting the controller and LAN from internet attacks

DWC-1000 / / | ADVANCED | TOOLS STATUS |

Peer Controllers » [| ATTACK CHECKS TR

This page allows you to specify whether or not to protect against common attacks from the LAN and WAN

networks.

[ Save Settings ] [ Don't Save Settings ]

Option Security Checks

Enable Stealth Mode:

=l

Block TCP flood:

=l

LAN Security Checks

Block UDP flood:
UDP Connection Limit: 25
Advanced Metwork  [»
Allow Ping from Lan:
Certificate ICSA Settings
= 5 Block ICMP Notification:
PAVAC Binding Block Fragmented Packets: |
; eftings Block Multicast Packets: [
Block Spoofed IP Packets:

DoS Attacks

SYN Flood Detect Rate [max/sec]: 128
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Chapter 8.1 Psec [/ PPTP [ L2

@ The followingfeature is available upon lknsed activation of VPN / Firewal
features for the system.

A VPN provides a secure communicati on channe

controlleror a remote PC client. The following types of tunnels can be created:

1 Gateway-to-gateway VPN to connect tw or more controller to secure traffic
between remote sites.

1 Remote Client (client-to-gateway VPN tunnel): A remote client initiates a VPN
tunnel as the IP address of the remote PC client is not known in advanceafEney

in this case acts as a respend

Remote client behind a NAGontroller. The client has a dynamic IP address and is behind a NAT
controller. The remote PC client at the NAJontrollerinitiates a VPN tunnel as the IP address

of the remote NATcontrolleris not known in advance.hle gaewayOptionport acts as responder.
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Figure 137: Example of Gatewayto-Gateway IPsec VPN tunnel using two

DWC controllers connected to the Internet

Outside Outside
209.165.200.226 209.165.200.236

.......................................................................

! Site A : { Site 8
i DWC : : bwc :
Inside : Inside
: 10.10.10.0 : 5 10.20.20.0 :
: 7 @ Printer
E Personal Personal

computers ' computers

.........................................................................
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Figure 138 Example of three IPsec client connections to the internal

network through the DWC IPsec gateway

240

























































































































































































































































































































































