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EEBEESATLEN .
Z7—LDIF7)\—>3> VYU—ZBH | EFI N—ROI7)—>3>
DGS-3630-28TC
S5/ :v2.10.022 | 2019/3/1 DGS-3630-28SC Al
DGS-3630-52TC
ZYIIL—RFIE

v ITTL—REITDS(CIE. CLI(EZUPILR—MNERTS. 5ULKIE Web-UIDBIT5ENTEET,
CLI (S UZ)IR—b) ZERLEFZYIIL—R

1. RAYFODORS-232>UT)LiR— bk~ (OA>YV—JLiRk— ) EPCHEEHRLU. A—=FHILV I NI
VEEEUES, I—ZHILY I NI TFOEREITEROBEDTY, (RFIFETIFHI—ZFILY
J DT 73 Tera Term Z{FERALTULET,)

Tera Term: SUPNAR—F HE x|
- JR—L—bk:115200 e cone Il
_ ;_\_gtu\y ~:8 oL —ME:  [IKEEN -
o ' T 5D 3 bit - FeIL
- J\UZ~« : none A
. £ Fr0a none -
- RbhvZEvh:1 AvHe [ E T
- jl:l—%ﬁﬁl] . hone ZO—hlEE: none -
RISIERE

0 =R [0 SURATL

2. EEANEBCITONDE I-—5&E/XRXDT—-ROANERDOSNFT T, BEBEDI TR/
R T— R YEBRRETEERSN TOWERADT lenter] F—1EZ#HL, OJ1>ULFET.

3. OJA2#EFTFROINY REFERL. J7—LADT 707y ITF— hITVET,

aXR>UR B

enable BFELANILICBITUED.

configure terminal 2J0—-)0UL3> T« JFE—RICADET,

oxit BUED > T« JE—-RZHETL. REICERALZE—
RICEDZFT,

copy tftp: //LOCATION/SOURCE-URL flash:

REIDEFECAA—T7AILEUTERESND T 7

poctimacs CILEISELET.

show boot WEDT — A ERET 7 AILEERRUET,
reboot 2y FEUT—-rUET,

Show version AAVFDIN=3 >R RUET,

UTFOHESECT7—LADT DTV IF— a7 TS,
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(1) AAYFICT7—LDT7EASI>O—RULET,
Switch>enable
Switch#copy tftp: //10.90.90.100/DGS3630_Run_2_10_B022.had flash:
DGS3630_Run_2_10_B022.had

Address of remote host [10.90.90.100]?

Source filename [DGS3630_Run_2_10_B022.had]?

Destination filename [DGS3630_Run_2_10_B022.had]?
Accessing tftp://10.90.90.100/DGS3630_Run_2_10_B022.had...
Transmission start...

Transmission finished, file length 15479892 bytes.

Please wait, programming flash.............. Done.

(2) T—MA—SEIEBELFT,
Switch#
Switch#configure terminal
Switch(config)#boot image DGS3630_Run_2_10_B022.had
Switch(config) #exit
Switch#show boot

Unit 1
Boot image: /c:/ boot image DGS3630_Run_2_10_B022.had
Boot config: /c:/config.cfg

3) A1y FEBEEHLET.
Switch#reboot
Are you sure you want to proceed with the system reboot?(y/n) y

Please wait, the switch is rebooting...

IR
AAYFOFP VIV L — RARVEREHRIC. BRZEZVNSRVNTLESV., EREWS3 &, EBEICKKU. E£ET
ERLKBRBTELHDET, BMEDEHEBZDEFIDT. JEBESIEEL.
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(4) N—=>3>hPyvIIL—RENTWBR EZHERLET .
Switch>show version

System MAC Address: xx- XX - XX - XX - XX - XX

Unit ID Module Name Versions

1 DGS-3630-28SC H/W:A1
Bootloader:1.00.007
Runtime:2.10.B022

Switch>

Web-UI ZERLEFYIIL—R

1. Java SE runtime environment 45> 00— RUT. PBEHRDOPCICA>>AM=ILUET,

2. SRTLADIPVRLAZEBELVTCRAYFICFICALEY, TIAIBDISIAFALAIP 7 RLX
(£ 10.90.90.90 T3,

3. PCETTFTPH—/\ZBMCLET. WITEHDPCICTFTPH—)\DA > A M—=)LEITDOT
PNTLIEE)

4, BEFEDOPCHSRIESHRY NI—05—TJIILEBERATRAAYVFICTITCATEDRZ &R L. Web
BEE@HNSOT > UTLIESEL, BIBEOI—HEE/\RD— R(E, ¥IBHARETEERSINT
WERBADT [EA] TOJ1>%1ToTLESL,

5. AAMYFDI7—ALDITT7EFHFHZITDIC(E. Tools > Firmware Upgrade & Backup >
Firmware Upgrade from TFTP DIE(CO VYO L. wEREHRZ AN%E. [Upgradel R5>
ZOUYOIUET,

TFTP Server IP [ e

E—
Source File [p4 chars ]
Destination File [64 chars ]

- TFTP Server IP: IPv4 U I(EIPv6 ZEIRU, TFTPH—/NDIP 7 RLRZADULET,

- Source File : TFTP H—/\L(CREFLIEA DT> O— RBEHFDI7— LD 7 I 7AILEEAD
UET

- Destination File : JSw>a RSATICT7—ALADT7%20O— RIBEHIC. INRET7A
IW2ZAPDLUET, @l :c:/DGS3630_Run_2_10_B022.had)
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6. RF—HRBENFERSNET, [Done. (%7)] AF—oRahR. ABEZHCET,

irmware Upgrade from TF IP

Done.

AR J7—LDIFPDYU>0— RS IV Y FOBEREP(IC, BREVSBNTLSEZL,

BRZ3 L., BECKBMU, BEITERLRDZIZEDNHDEY ., MEORELRXDTIDT, JF
B<EE W,

7. REIDAAYFUT— KT — 7Y ITZITOIAA-HNEIRT D/2H(C. Management >
File System DIECO UV O ULFET,

Path S |
Drive ‘ Media Type ‘ Size (MB) File System Type \ Label ‘
¢ Flash 1015 FFS

8. Drivefd C: Z#OUYIUET,

9. EEIBDIAMA-—ZDTICHD [Boot Upl RF>&=IUYIL. T—bhPYITT7AILEUTHE
LET.

I Previous | I Create Directory | | Copy

Boot Up Rename Delete
l Boot Up | Rename Il Delete I

Boinp Rename I Delete -
__8ootUp [ Rename

1064828928 bytes fotal (1019252736 bytes free)
(*) -with boot up info

XInfo B * (F, WET— bFYITITFAILICIEESN TV S EEZRLET,

10. T— I 7AILDIEFEICHKINT B & [Success] EXRRSNDDOT. BEOD [OK] Z0Uw O UE
9,
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11. RAvFDUT—bETVWET, UT—bZETDICIE. Tools > Reboot System =2 w I UE

a—o

DGS-3630 Series 77— LT )—R/—F

[

W DGS-3630
@ System

B @

ﬁ Commg|
% User Ad
% Passwof
ﬁ Passwdf
i Login M
8 SNMP
[ RMON

Fi Upgrade & Backup

Configuration Restore & Backup
Log Backup

Ping

Trace Route

Reset

Reboot System

2 Telnet\

DLMS Settings

12. [Rebootl RF>%&T1)w %, [Are you want to reboot?| EFRKRESNBDT [OK| RF> %
OUv oL, AAvFZBESHLTIIZEU,

Do you want to save the settings ? (@) Yes () No

If you do not save the settings, all changes made in this session will be lost.

AR Ay FOBRHP(C. BRENSBNWTSEZ. BEFPICEFRZNS L. RBEICKK
U, BBTERRBIZENHDFET . BEOREAELRZDEIODT, TERSEZL.

13. SRAFLAOBRBRICOTA>U. TJ7—LADITT7ON-3 > 7yvIJdL—Rentunda s
R UET
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IEDNHEEE

IJ7—LDI7 | BhEE
N—s3>

PoE EF/)LZBR—REULFE U
PD Alive ##gE(CXIEER L F LTz,
CLIOX> ROI—YEERIA 7 AEECHEEUE LR,
US> ORAF7—A AOOTEE(CHILELE U,
Telnet/SSH &0 /177/)\w IO A Y Z—ZORTE (CHEE L E LTz,
CLI @ Exec /\F—DEE (CHIGEILE LTz,
VLAN Translation #88T C-tag DTS AU T+ SKE(CHIEE L E LTz,
v 3> AL LTI RTHEEZOEY S I ICHISERUE U,
ARP Spoofing Prevention TOJ DF&E (S UE UTz.
. IPv6 X X—E > /D Data-Glean JE (CHIGE LE L.
. U>o70 )4 —3 3 >0 Load Balance Algorithm 5%7E T MPLS SA)LICHE L E
Uiz,
12. CLI (CKBRIFT 1 w2 MLD DIL— T DHEICHIEERUE U,
13. PIM-DM for IPv6 (CXEE L E LTz,
14. OSPFv2 T process ID F#EICHBELE Uz,
15. IP:)L?ZFVX N—TIUILY 07V T TIPE— RIMAC E— RDRE (CHIEEUE
Ui,
16. Super VLAN T IPV6 (CXEE L E LTz,
17. Zone-Defense ¥gRE(ICHTIEEILE U Tz,
18. LSA MY+ X% 4032bytes H5 16383bytes (CHLEREXLFE LTz,
V2.10.022 19. IP Source Guard #45ET VLAN « >4 J T — AR E IS LE L.
20. SFTP Client (CXEE L E LTz,
21. ;R— MB®D 802.1p F 1 — TR (CHEEUE Uz,
22. TLS 1.2 [CHISELE Uz,
23. RFC4884 (Extended ICMP to Support Multi-Part Messages) (CXISERUE U,
24. LDP Hello Xwt—=® Source IP 77 RL Z&E (TG UE U,
25. HTTP ##Z#ehED) (X D — REES{LICHEE UE Uz,

26. OSPFV3 ([CBWT, V—RXIPA>AITT—XRELTOIL—TI)I\NwOA>HFTT—R
DB HIEEUE U

27. show running config IX > RETROHEH IA - v hZ2ZEEHUEU,

28. PIM control message ([CHBIFD1I=F v+ XA MRUNILFF AN IP 7 RLR(THIGEL
LEU.

29. EERAVFHEWEU>DOT7IU4S5 -2 3> (M-LAG : Multi-Chassis
Link-Aggregation) (CXSEILE LT,

30. SIM @ MROZEE T Java Applet DERZEEIEL. Java ROV T h=ERT LD
[CEFHHUF U,

31. SSH T SHA 256 ([CXHE UE U,

32. Radius F—E®D FR%* 254 XF (AR UE LT,

33. TACACS+ 7 HI>F« > D)\rw hTJA4—<w KT Service-Type (CHIEELEL
e

34. MAC 7 RLZD I A —RIT— 2 IEEICHIERUE U,
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35. SSH DY —X 7 RL REEE
36. OpenFlowl.3 FRE(CHISERUE LTz, (CLI DFH)

(CHRERLE LT,

MIB $ KU D-View T2 1—)LDZEEA :

DLINKSW-OSPFV2-MIB

I27—LD MIB 771l ZEHEI
TT7IN—->
>
POWER-ETHERNET-MIB . .
PoE EF/LZHR— MEULEL,
DLINKSW-POE-MIB
DLINKSW-POE-MIB PD Alive B48E(CHIGE UL E LTz,
SR —HFE ) 57 ZE%FE (TS
DLINKSW-CLI-ALIAS-MIB ;LL:;_?/ ROI—TEET AU T AEECHIEE L
DLINKSW-SWITCHPORT-MIB >R —AAOOTEEICHIEEUE U,
Telnet/SSH 1EHD O /5 )\w IO A vt — 0%
DLINKSW-SYSLOG-MIB ISR LE L.
VLAN Translation #£8E T C-tag DT 51 A U5+ D&
DLINKSW-VLAN-TUNNEL-MIB T CHER LE Lie.
ARP Spoofing Prevention T D&E (CXIEE L E
DLINKSW-ASP-MIB L.
DLINKSW-IPV6-SNOOPING-MIB | IPv6 AX—E > D Data-Glean %€ (CHHE LE LTz,
U>741)4 —< 3 >0 Load Balance Algorithm 5%
DLINKSW-LACP-EXT-MIB ET MPLS SARILICHIGEULE U,
— o W j —_ B =l G Ca
DLINKSW-MGMD-EXT-MIB CLICKBRIT« v MLD JIL—T DFRIE (CHEE
LEUE,
PIM-STD-MIB
IPMCAST-MIB PIM-DM for IPv6 (CXISERLFEUTE,
V2.10.022 DLINKSW-PIM-EXT-MIB
OSPE-MIB

OSPF process ID ([CXBEUE Uz,

DLINKSW-IPMCAST-EXT-MIB

IPIILFFvvAST—TIVILYOT7YVITIPE—R
IMAC E— ROEEE(CHIEEHUEL.

DLINKSW-SUPER-VLAN-MIB

Super VLAN T IPv6 (CHISELE LT,

DLINKSW-IP-SOURCE-GUARD-
MIB
DLINKSW-IPV6-SRC-GUARD-MI
B

IP Source Guard #£HET VLAN -1 >4~ J 1T — X&TEIC
M LUE L.

DLINKSW-SFTP-CLIENT-MIB

SFTP Client [CHIGEUE UTz.

DLINKSW-QOS-MIB

R—bEBD 802.1p F 1 —HstFRCHEELFE LI,

DLINKSW-SSL-MIB

TLS 1.2 (CHISEUFE U,

rfc1213

VREA>AJT—ADIP 7 RLARRICHISELE
Uiz,

DLINKSW-STACK-MIB

AEYVIDIP T B REHECHEERUE U,

DLINKSW-MPLS-MIB

LDP Hello XwtZ—=® Source IP 77 R L X F&E (CXT it
BUFEUE.

DLINK-MLAG-MIB

BEAAYvFEEEWEU > OT7IUG—2 3>
(M-LAG : Multi-Chassis Link-Aggregation) (ZxtiSEX
LEUE.
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DLINKSW-SSH-MIB SSH T SHA 256 (CHIEELE LT,

DLINKSW-AAA-SERVER-MIB Radius F—E®D_LR% 254 XF (TR UE Uz,

DLINKSW-SFTP-CLIENT-MIB SSH DY —XX 7 RLUZAKEICHISEUFE LTS,

DLINKSW-IP-EXT-MIB MAC 7 RLZAD I A —RAT— > EICTIGE L
FU.

AR RFAAITI—ADEER .

IJ7—ALAD1I7 ZEER
N—=3>

terminal J<X> RT monitor A>3 > (CHIEERUFE U,

banner X2 RT exec AT 3 > (CHIEEUE U,

ipvé mid <> RT static-group A>3 > (CRISELFE LT,

show ipv6 mid groups 1< > RT static A>3 > (CHEEUE Uz,

show mls qos interface 1< > RT queue-statistics A>3 > (CHEEUFE UTz,.
discovery hello 1< > R source-address A>3 > (T UE U,

show running-config AN¥> ROEH T A - v hEEEHUE U,

arp. no ipv6 neighbor. show arp. ipv6 neighbor. no ipv6 neighbor. show ipv6 _1
<> RT force-aging-addr A>3 > (CRIEELE L.

9. ip ssh <> RT source-interface A>3 > (CHISEULE U,

10. ip arp spoofing-prevention 1< > R logging A 7> 3 > ([CHIGERULE UL,

V2.10.022

© N o ok~ wdhPE
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EEEEUEHES :

IJ7—LD
TT7IN—>
a>

ZIEUTcH—ER

V2.10.022

10.
11.
12.

13.
14.

15.

16.

17.
18.

19.
20.

21.
22.

23.

24.

25.

26.

dPoelfMaxPower MR DEHE(C 0 ERXDEEEEBERLE U,

DHCPv6 UL —ESEICHLT. UE— M ID @ UDF % [Hex] TIEEURIZEIC ASCI
NFH(CEBR SRV EREEEIERUE U,

DEM-431XT/C1 ¥&#hs. IEREICYU>O7 v T URVBEREZEERULE U,

DHCP X X—E >4 D Station Move " EZLESNTWBIBE(IC. IBER— M LEDOED
VLAN ID XU MAC 77 RL Z%&HF DS A F =W DHCP AX—E>IONNA>F 4> 0T
> NUDMBOR— MABE TERVBEZEERLUE U,

iISCSI 1> T —45—%=FALTI7AIEREZITD EF/ A AN BRI DRIETE
FEUEUE.

VRF ZZFIFADMR(C. D VLAN Interface B9 3 IP Subnet #1895 &. VLAN
Interface fl> ARP T> FUNIE UK FRRSNRVEIEZEERUE U,

LACP (CHBWTIP bS5 T v woHEYICHBULIBESNAVEEZEBERUE LR,

BGP D%y hDJ—207 RL (T LT 27bit A EDH TR RYR T TRE TR
EEEERUELE,

clear counter all <> R&EZEFT UZFRIC linkchange 170 > AHHIBR S N/QRV\RIEEAEIE
BUEULE,

10G 7R— KT iflnDiscards 1> 5 DIEH B < IR DEEEEERUE U,

Q-in-Q MBENELENTULBIHBEIC VLAN D outer O HNNBREIBEEEERLUE U,

running-config & lidp run I > ROEIFERICH UV T, lldp management-address DB
NERDEEZEERLUE L.

IPv6 %7 (C UV T Global unicast address "BV T/ WVWVEBEEEBERUE U,

DoS Prevention #8E(CH UV T. "dos-prevention blat"ZEBM(C UIEHE(C. UDP HIERIC
12D TWLVEh D TR ZIEIEE L E LTz,

MPLS #EEFIAEF, X v FRTDEHZITD & pause E— RICRDZ ENHDETEZ
EIEERULE U,

WCMP D' FRIEZBX EEOIS —Awvt—h CLI & WebUl TRIQXDBIEEIEIFE
LEUE,

CLI [CB1FD channel-group s ERFDIT S — AV Z—ZEERULF U,

SNMP (ZH U T dDdmlfInfoCurrentTxPower/dDdmlfinfoCurrentRxPower OEHYIE U < BX
BTERVWSGEN D BBBEXTEBERUEUE,

port-channel DA > FHMEN UL/RWBEREZIEIEE UE LTz,

EED Vian ZE&TE UTE Trunk Interface (CXF U, flex-link DF&EXEITOIEHE. BiEEHE
(CERENHK T DHEEEBERUE U,

VRF #8(CHUT. Radius H—/\EDBENEE (CITHNRVEBEEEERUELUE,

copy log tfitp: AN > RICKDERXEMND log [BIRICDVT. MBUIRXFI—RHANSE
NCWeHEBEZEIERUE U,

copy log rep: IX > RICKDERXEIND log [BIRICDVT. NEYIRXFI— RAEE
NCWeHEBEZEEIERUE U,

copy sftp: running-config N> RCHBWT, TS5—Dfsh. EITSHRV\BREZIEIEEL
LEU.

MgmtO (C IP Address D'EI D BTSN TUVVRVIREE(CH LT, Telnet 51772 SOVEME
UV EREZBIEE UE LTz,

mac-auth #8E(CH T, FREFIBEIRICEI I D SNMP Trap M OID D—EPH R > TLV/ERRE

S
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27.

28.
29.
30.

31.

32.
33.
34.
35.
36.
37.

38.
39.
40.
41.

42.

43.

ZIEIEERUFE U,

Stack 1Bk CZFIHADIZE(C. Stack Master M1 D1 S Z & T Link Aggregation #2HD
BENT ERDMEZEBERUFE U,

VPLS 1> 7T —XICHSWLWT LBD AMEECEELIRVEIEEEERUE U,
DHCP Z—JLIC MAC 77 RL AZERE CERWSEN S DB L ETERUE U,

PTP E— RH' boudary DIHFE(CH A LR THEE(CEE TERVBEEEBIERUE
(Y=

sh runinterface vian <Y > REEITI B E PNV —SENHIBR SN DHEEEIETER L
FU,

XY IRERKICHUNT NLB D ARP T hUSMHBENRVEBEZIEERLUE U,
R IRRRICHBUVNT NLB /Ty hDIL—THRE T IMBEEIEERUE U,
Trunk X >) UR— NIX U T ERPS ZB3ME TERVBIEREERUE U,

b U7z Community 5REMN. XA v FHBIEENMR(ICIEET DREZEERLUE LR,
Egress ACL T/\Jw RANELC T 1 )L TNIRVEEEREERUE U,

VPLS O—HJL AC IRIBICH T, VLAN RTEEEED—EB(CERIX SRV \EEZEIEE L
FUT,

show run Y>> RICKD LLDP [BERHMELU <K BB TERVEBEEEERUELUE.
VRF A2 RIADIP 7 RLRZHIBFR T DBFRDES AV EZ—ZEBIMEUEUR.
CPU BAZXNGS<RBCENGBHBEZIEERUE U,

Box_ID A" Auto (CERESNTWLDIBE. 7 — MNF(C LAG NIERE(CEMEE T IL—THhREE
IR ENDDEBEEBIERUE U,

BRZIRY ND—=0ZNUTIL—F 1 >0 {TDBR. OSPF (CKDIL—F« > HiE)
([CIBENRWNGEN D DEBEZIEERULE U,

Membership Query X EENRWGEN B DBBZEIEE UL FE U,

Wy
N7z
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BEXNDNERE :
J7—LD | BRAOHE
IPNR-S
3>

1. copy running-config ftp: 1~ > RICHLVT. DGS-3630 ' IDENT ZiEET DIzHICESE
BT 9 DMERE,

MATFE  ATFOON > ROBEA EHERZIT O TIEE,
Switch#configure terminal
Switch(config)#no network-protocol-port protect tcp
Switch(config)#end

Switch#show network-protocol-port protect

TCP Port protect state: Disabled
UDP Port protect state: Enabled
2. MSTP #EE(CHUT. instance vlans H' 512 THEI LU TR RSN BRIE,
3. R1.00.B060 & R2.10.022 01> T« J BHiRHORRE, (FIREIH)
(1) R1.00.B060 H'5 R2.10.022 ADEED5IHME (Fa]ge (77w I L — RRUU R KJ7)
(2) R2.10.022 K*5 R1.00.B060 NF&ESIMME (FAT] (FU>TJL— RRUVUR KT7)
4. Vlan Interface Z#2H LT Mgmt 0 D IP address 5B (CiBIEZ 1T D BN HFRA VR E,

5. LACP/STP/ERPS/.1x/IMBA DHEEE(C KD T/ ROERENFIRETNTLBIBETH.
v2.10.022 TX O Mirroring H¥T1HON 2 fERE,

6. Broadcom D Chipset limitation (C&kD. 10Mbps/Half Duplex T Link Up U7XV R, (7l
PREEIH)

7. 10G T® auto-negotiation EIRZE TR C /AL \EE, (FIRSEIR)
8. 10G /R— hT® auto-downgrade ZH7R— MUV \EIRE, (FIBRSEIA)

9. MPLS QMEZH/E Connected f2i&(d MPLS table [CETE D & (FHEFDVEIE, (RS
18)

10. Cable Diagnostic 23479 3 & JHRD Port (CIHLVT Link Down Z 45 B, (HIFREIE)

11. IGMP Snooping (C3U\T Querier Emulation %z CFIFBMIRIE T, Specific Query DEFEN
REMBLDE<RDRE. (FIREIR)

12. DEM-431TX-DD/A1 = FIFAMDIZE(C. "TX power high warning threshold exceeded"®
log MEEFRENDRIE,

MT5E : MEMBH S FEEEICEELTLIZS,
Switch(config)#transceiver-monitoring tx-power ethernet 1/0/25 high alarm dom O
Switch(config)#transceiver-monitoring tx-power ethernet 1/0/25 high warning dbm -1

WARNING: A closest value 0.7943 is chosen according to the transceiver-monitoring
precision definition.

Copyright 2006-2019 D-link Japan K.K.
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