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TwITL—R&EITSICE. CLI(ZUTILIR— R)ERTS. EULK(E Web-UL 5752 ENTEET,

CLI (SUZIIR—b) Z#ERLEFZYIIL—R

1. ZXAVFOERZEYID, RS-232>UF7J)LR— bk (OA>Y—)Lik— ) TPC &L, 9—=F
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3. EBHEANAEECITONDE, I—Y&2E/I\XRT— ROADERDSNFIN, EEBEEOI—TERS
IR D — R(Z, FHBRREET(EIBER SN TULELRADT lenter] F—%= 2 @RL, OT1>ULZET,

4., OJA>HETEROOYY REFERL. J7—ADTT7DT7YIF— MaiTWET,

R R Bz

download firmware_fromTFTP <ipaddr> AAYVFICT7—LDTT7ZEFII>O0—-RUE

src_file <path_filename 64> dest_file 9,

<pathname 64>

config firmware image <pathname 64> Boot up A XA—T7AILDEEZE LET .

boot_up

show boot_file WIEDT — MMA—EREIF7MIVEEFRRL
F9,

reboot AMwvFrEUT—-KUET,
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UTFOBESECT 7 — LTI TDT7YITT— &7 TS,

f1:

(1) RAYFII7—ADIFPEAI>OO—-RULET. PV IBROBER. allATS 3> MITRTUTIEZ.
DGS-3620-28TC:admin#download firmware_fromTFTP 10.90.90.91 src_file DGS3620_Run_2_70_B016.had dest_file
DGS3620_Run_2_70_B016.had

Command: download firmware_fromTFTP 10.90.90.91 src_file DGS3620_Run_2_70_B016.had dest_file
DGS3620_Run_2_70_B016.had

Connecting to server................... Done.
Download firmware...........cccceeunee Done. Do not power off!
Please wait, programming flash......... Done.

Success.

<RE W OREREFD T > RG>

download firmware_fromTFTP 10.90.90.91 src_file DGS3620_Run_2_70_B016.had all dest_file
DGS3620_Run_2_70_B016.had

FER I CLIICKBRIYVIIBRDOTZYIT I L—RE, AL—J1=v bOFZYIIL—RHEmTUTLR
WZEIHIH59, XF—F XD TDone.] ERRENBIEEHNHDFET, UTOFIEEREL., 7V
IO —RHOBERICITONBLSICUET,

(2) RAYVOBERDBE. MTFOIY> RERFTU., E1=Y MOFPYIIL—RHERTUTWSICEEBRBUET. RV
BRETRWMEAR}, PYTIOL—RRETH#., FIE (4) [CEATSEZL,
DGS-3420-28TC:admin#sh log

Command: show log

Index Date Time Level Log Text

13 2017-07-18 08:17:41 INFO(6) Unit 1, Firmware upgraded by console successfu
lly (Username: Anonymous)
12 2017-07-18 08:17:37 INFO(6) Unit 2, Firmware upgraded by unkown successful

ly (Username: Anonymous)

(3) ZYTIOL—RHhEBMUTWRI1ZY bhSB315&GE. 1=v FMIDEBEL TP YD JIL—REBERTUEI. @ADL
ZY hTPYTIL—RDBEECET UTWSHBRSEFIE (4) (CEATLIEZL.

DGS-3620-28TC:admin#download firmware_fromTFTP 10.90.90.91 src_file DGS3620_Run_2_70_B016.had unit 2

dest_file DGS3620_Run_2_70_B016.had

Command: download firmware_fromTFTP 10.90.90.91 src_file DGS3620_Run_2_70_B016.had unit 2 dest_file

DGS3620_Run_2_70_B016.had




DGS-3620 Series 77— LT )—R/—k

(4) T—RPYTAA—SHRIBELVET RIVIEBREKIEI=Y NIDZEEUVT.IZY ML — I 7 VERELET .
DGS-3620-28TC:admin#config firmware image DGS3620_Run_2_70_B016.had boot_up
Command: config firmware image DGS3620_Run_2_70_B016.had boot_up

Success.

<RA W OO > RI>
config firmware image unit 1 DGS3620_Run_2_70_B016.had boot_up

(5) REODT—RNI7AINEHERLET,
GS-3620-28TC:admin#show boot_file

Command: show boot_file

Bootup Firmware : /c:/DGS3620_Run_2_70_B016.had
Bootup Configuration : /c:/config.cfg

(6) RHYUBBROBER.dirdV> REFEALTIZY MIDE RSATEIEBEL. IZY MEICT - NI 7AWV EERULE T,
(R Y VB TRWVESRIFFIREFTETY, )
GS-3620-28TC:admin# dir unit 1 C:

Command: dir unit 1 C:

Directory of /C:

Idx Info Attr Size Update Time Name

1 RUN(b) -rw-8090340 2018/01/12 10:40:28 DGS3620_Run_2_60_B047.had
2 CFG(b) -rw- 37935 2016/08/29 08:56:38 config.cfg

3 CFG(*) -rw- 44088 2018/01/09 14:50:11 20130324-SLH-SNJK-SWO01.cfg
4 RUN(*) -rw-8281172 2018/01/11 13:09:25 DGS3620_Run_2_70_B016.had
5 d---0 2018/01/12 10:25:33 system

16477KB total (188802 KB free)
(*) -with boot up info (b) -with backup info

(7) A1y FzEEHLET,
DGS-3620-28TC:admin#reboot

Command: reboot

Are you sure you want to proceed with the system reboot?(y/n)y

AR AV FOBEERIC,. BRZUSBRNTLS LSV, BEBRICERZND L., EEHICKM
U, BBITERKRBIZELNHDFET . BEOREELBZDEIODT, JERSEEL.
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5. EEEOUT— MMTONE#EIC, “show switch’ A > REEITLUTC, J7—ADT7)\—>3>
PNEULLK 7Y ITITL—RENTWB T EEERZL TSRS,

Web-UI ZERULEFYIIL—R

1. Java SE runtime environment =45 >O0— RUT. PBHRDOPCICA>>AM—=ILUET,

2. SRTLADIPVRLAZEBEVCRAYFICTFICALEY, TIAIBDIAFTALAIP 7 RLX
(£ 10.90.90.90 T3,

3. PCETTFTPH—/\ZAE®ICLET. T TFTP H—/\ETHEAHDPC (CA> A M—ILETDT
PNTLIEEN)

4, BEFEDOPCHSRIESHRY NI—05—TJIILEBERATRAAYVFICTICATEDRZ &R L. Web
SBEER@NSOT>UTLIESEL, BIBEDOI—HEZE/I\RD— READE. VIEHRETETER
SNTVERADT IZEH] TOJA>%ITo>TLIESL,

5. ZAYVFDOI7—ALADTT7E#HEITDICIE. Tools > Download Firmware >From TFTP D&
[COUvIL. HBRIERE A%, [Download] RY>HEDIIUYVIULET, XYW IEKRDE
&, [Unit] TAI&ZIEELZET,

Download Firmware from 2 L

Download Firmware From TFTP

TFTP Server IP | | @ 1pva
[ | O 1pve
| | O Domain Name
Source File | |
Destination File [ |
Boot Up

Download

- Unit: RV ID ZIBELET. (RYVINEIMEESNTVRISEEDH)
- TFTP Server IP: IPv4 UL (X IPVv6 ZiEIRL. TFTPH—/XDIP P RLAZE AN ULET,

- Source File: TFTP H—/\L(CRFLIEA DT> O— RBEHFDI7— LD 7 I 7A1ILEEAD
UET

- Destination File : ISV a RSATICT7—ADT 72 0O—RIBEDHIC. I\RET7A
IWEBZANDUET, #:c:/DGS3620_Run_2_70_B016.had)

- BootUP: CCICFIvIEIWNDE, BREBERICT -7V IAA—T70ILEUTER
=NZE9d,

6. Current Status MfEN Done. ERRESNDETHEHFBET,

Current Status : Done.
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7. REIDAAYFUIIT—RRCT— TPV ITZITOIAA—SHNERESN TV ORI DI28(C,
Network Application > Flash File System Settings DIEICOUY O ULFT,

ds lle Sysiem Settings .

Current Path: |

| Go |

Previous. I Create Directory: Copy Maove

Media Type

8. RootdDC: #ZUOUwIULET,

File System Type

das e system Settings ‘

Current Path: |

| Go |

Previous I Create Directory Copy Move

Media Type

File System Type

9. —ADITPHEECHI>O—-REN, TP YTA A EUTEIRENTLINENZ
EED [\ LJ gs a_o
lle"system Settings 1
Current Path: H | | Go |
| Previous | | Create Directury| | Copy | | Maove | [ List Boot Up Files Only
Index Name Altr  Size (byte) Update Time
1 DGS3620_Run_2 7. RUN(™) -rw- 8281172 2018/01/11 13:09:25 Boot Up Rename Delete
Boot Up Rename Delete
g DGS-3620_v2.00... RUN -rw- 7534960  2016/03/03 09:21.00 Boot Up Rename Delete
_ Active | BootUp | Rename | Delete
DGS3620_Run_2 6. RUN -rw- 8051752 2016/07/07 01:56:17 Boot Up Rename Delete
Boot Up Rename Delete
7 config.cfg CFG(b) -w- 37935 2016/08/29 08:56:38 Active Boot Up Rename Delete
Boot Up Rename Delete
g9 viani45 drw- 2014/10/04 12:30:58 Rename Delete
Boot Up Rename Delete
11 20130324-SLH-SM... CFG(®) -rw- 44038 2018/01/09 14:50:11 Active Boot Up Rename Delete
Rename Delete
126253 KB total (78850 KB free)
(*) -with boot up info
(b) -with backup info
T—hPYTARA=—ZEUTIT7—LDITHRESNTORNES(E, ZEHI DA A—ZDIT(CHD

[Boot Upl RY>=ITUvIL, T—=hFPYITIT7AILELTHRELEY.

AW IERDIBZE(E [Current Unit] ZiEBIRL. TNTNDOILZY bTT— PV TAA—ZDETE
MIELULITON TV EDHERULET .

\"h
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10. RAAMYFDUT — b ZITRWVWET, UT— h&ITRADICIE. Tools > Reboot System z=77')w
OUFT,

: DGS-3620-28 Licenze Management

- Sy=tem C

H ﬁ yEiEm Lo Download Firmware [
- Manageme l
ﬁ L2Featurs | jniad Firmware 3
[+ L3 Featurs;

ﬁ Qo3 Download Configuration  » |
ﬁ ACL "
ﬁ Security Upload Configuration 3
- Network A

! [-fj DHCP Uplead Log 3

(- i DNS
H-f@ONS Ry Reset

Reboot System

11. [Reboot] M&>%= w4, [Proceed to save the configuration and reboot the switch? |
EFRRSNDBDT [OKIl RF>ZDTIYIUL. RAAYvFZBEESLTIIZE,

Do you wantto save the settings 2 ™ Yes T No Reboot

Ifyou do not save the settings, all changes made in this session will be lost.

AR Ay FOBRHP(C. BREVNSBNWTLEZV. BEBPICERZNS L. EEICKK
U. BEITER<KRBZCEDNHDEY, MEOREERXDTIDT, JERSESL.




D-Link |

IEDNHEEE

DGS-3620 Series 77— L x7J)—R/—k

J7—A9DI
FIN—3>

IEhnHHEE

V2.70.B016

0o NOUL AWM

Tl
N R O

MAC RX—X 77Ot RX 1> bO—)LT LACP [CHISERULFE U,
ERPS T> hJUDEA#Z 26 (CHLREULFE U,
DHCP Server Manual Binding I > MNURAEZ 250 (CHRAREULFE U=,
NTP &%7E (XS LE LTz,
AT 4w I)L— hDEKREZ 1024 (CHBREULE U,
Flex Link 5%7E (CXIEELFE LT,
Super VLAN #8ET IPv6 (CXIEELEUTZ,
TLS1.1 & TLS1.2 (CHISEUEU,
Power Saving #EE(CH ULV T. Time Range M&mAfEZ = 20 B (CHRRER U FE LTz,
. DHCPv4 B —)NDixH 7 R L X Z &z K 50 {8 (CHEREI U E LTz,
. Auto Surveillance VLAN v1.4 (CHISELE U,
. B#) Voice VLAN &KX OUI #& 10 E(CIHEEEULE Uz,

MIB &L U D-View ES1—)LDEEA :

I27—LD MIB 7 71)L EER
IT7IN—->
a>
. VVLAN 739> 4 KU VLAN 7700 >4 Dffst &R (R
VLANCounter.mib SR LE LT,
. MR— MRS FITCBEBNTTITATA)UR—
L2mgmt.mib DERICHBELE LI,
FlexLink.mib FlexLink (CHELE LU,
. LACP J)L—TBOMHEtR=R E D >4 DHIBR T KIS
L2mgmt.mib HLELE.
V2.70.8016 | SPCardmgmt.mib I\ D77y TEIBHERE (CHIEE L E LTz,

SSL.mib

TLS1.1, TLS1.2 (CHisELFE LIz,

QinQ.mib VLAN ZHACRT D AT T U b2 EFHBMLE LU,
QoS.mib 802.1p F 1 —HiETOFRICHEER L FE LTz,
NTP.mib NTP HEICHIGERLE U,

SuperVLAN.mib

1. IPv6 ([CHEELE L.

2. Super VLAN [CBWTNILFA>FTT—RAD/\
A>T 4 BB UE Uz,
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AN RSA A HITIT—ADEER :

J7—ALDT
FIN—=3>

TER

V2.70.B016

1.

show fdb Y > RT VLAN ZEBDFRREKTEICHILERLUE LI,

2. show packet/error/utilization/counter 1< > RT LACP JIL—TBODRRE DT>

S DHIBRICHITER L E LTz,
create vlan_translation <> R® VLAN ZHaOZEHIETEA TS 3> (CH LT outer
vid/inner vid 8K svid/cvid (CHIEEILE Uz,

config access_profile 1> RT redirect A>3 > (CHIEEUE Uz,

EEEEUEHES :

IJ7—LD
T7IN—>
>

BIEUEZBER

V2.70.B016

10.

11.
12.

13.

14.
15.

16.
17.
18.
19.

20.

D> O =ER U, FDB T—J)LANUtY h&and, $iLLVR— T MAC 77 R
LANEZSNRVEEREERUELUE.

R IKERRIF (CZEDR— NI U T VLAN SREZTVLER LIRS, X2/ UR—
HEULEESNAVEEREBERUELUE.

SNTP SREICHUT. poll-interval FE(CLDTEHIAUH—)ID IP 7 RLANEEDT
B SNIBEZEERUE U,

Web GUI TOJ A >4 A A7 DI MERINR RSNV REBEEEBERUE LR,
A= MU OFD B ENDBIBEEREBIERUE LR,

ethernet_oam /R— NCHBF DT —TILEIRID-A K> RS, Critical Event DFEER & LT
S TERVEBEEREIERUE U,

ESEHNER VLAN BT IP 2R ETERVEBEEREBERUE L.

IOy IRE (LI BMEHEMHEREBERUE U,

DHCP_local_relay BEMERF(C DHCP AT 7 =W J 1 LI ETNDBBZIEERLUE L
1e.

BEDOKERA> T4 T7AILICDNT, TFTP EEOF7ZY IO— RIFD>O—RH
KT DEEEEERUE U,

CVE-2015-7547 DRSS = EERUE LT,

CLI [CKBR— RIS IT—23>DRFT—HARSRNIE U <ITHONR O EREZEEER
LEULE.

Restricted TCN J\S X —45Di&FE#. show log ¥ > RTOJHEANIE L <fTHNRN
RIEEEIERUE U,

Q-in-Q KU IGMP Snooping BAMEEF. ##HHE U <A THhNRVWREEZEERUE U,
TFTP (CKNDO> T4 0% U RNFURBE. RAMYFHREDITOY IDGERIXE
URVWEBEEEBIERUE LU,

DDM #EE(CH T, BEDFEHEDAE L ITHONRVEBEZEEERUE U,
SNMP (CLD BGP EF7 757« EST 4 DFREHN TS — ERDMBEEEBIERUE U,
Subnet Vian :%EHIE U < IRESNQVEIEZEBIERUE U,

—EBD UDP 7R— NI U TRED/ Uy MR ESNTZIHBE(C. Ping 1 Telnet iIBEN
FPOTARG] ERBEBEEERUE U,

PBR Z{ER L CL\BIHE(C. VRRP DORIE MAC FEDEEZ IR C =20\ EREE(EIE L

S
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FU,

21. CPU EAENE RO EFEEXFTASRVWCENDDEEZEERULE U,

22. QNQREELY > ITIULT -2 3> ZREUEBEC. Ping IGENARR] &R MREE
BIEEUE U,

23. D-View 7 fEBIF. > T4 0D\ o7V ITHKRET BB ZEERUE U,

24. 57713Z @D BPDU MMIEU EESNLBVEIBEZEBERUE U,

25. =5—YUJDHI—-5y bMR—=KEUT. U O T ARRED LACP 7/R— hZIBE LT
BARICIS—TRET DEBEZEERUE U,

26. AW IRERKICHUWT. VLAN IO INEU<SIHELRVBBEZEERULE U,

27. %NM; (:?-SWC‘ U>O70US -3 > DREDENE U < BUS TERVBEZELE

LEUE

28. Syslog. SNMP Trap #£(C. source-interface (C3ETE U 7Tz Interface O IP HMERAEN 3R
BZEEERUEUR,

29. NEA/R MIB OID WM FE1E 9 DEIEZIEIEE LE LTz,

30. OSPFv3 ERF(C CPU AN S < RIREEEERLE LR,

31. IPv6 ND I &RBE(C K DARIE/R) Uy MEE SRV BBZEBIERUE UL,
32. QinQ BANLi&. IGMP AX—E> TN EEUIR<IRDMEZEBERUFE U,

33. Box_ID ' Auto (CERTESNTULDIHZE. T — MEFIC LAG INEE(CEEETIL—THHE
9B ENDDIMBZEERLUE U,

34. SNMP Trap (CDUVT. ARP table ZfREF U CLVRMEE ([CXESHVRV\BREZEIELE
Uiz,

35. AV IRBRED I 7 — LD T PVEFHICHBWNT, 7vITL— REBIRKRDAT—5 X
A EEEN/RVBREZIEIEE UE LTz,

36. SSH Server #EE(C DUV T, Maximum Session DS ENRRENRAVBEIEEIEERUE
Uiz,

37. ISV a1AD T 7AILABEREITENTUE S CENGIMERBIERUE L.

38. WebUI (CK D VLAN @D Port s EEDEENHRBWGEN D > ERIBEZEBERUE U,

BIAN DG =S :
S7—LoT | BAIOHE
FR=—S3>

1. O>RR— BMTHUVT.SFP D RX MMEBZEZE L TULVBIREE T, SFP 7/R— I~ Copper
MR—rEEBYUSOITY T LR ORI,

2. T—TI)LEZHERECHWNT, ETPRCU>IF D> I BRIE,

3. T—T)LEZWEEEICH T, Link REHN 100Mbps(@EN FE DAHHR— R PHY)
DIFE(CEZMIERN "Short" ER RSN BRIE.

4. DHCP Relay "&%h7& VLAN Interface ([C3HU\T. Broadcast ™ DISCOVER packet
%z flooding U7XV \REIRE.

V2.70.B016 | 5. RFC2328 & UTEHESINTLYD OSPF O M IJLNICEBOEENTEET DI, 7
2w F—H1E L <72 LSA(Link State Advertisement) 00 b )L ZRETJEE LIRS
R,
FERD:OSPF D MD5 FREE = BIIC LTS ES0,
FERD:0SPF /N> T A > A —TJ 1 —R%&BFC L. OSPF ([CEAZR LRV >SS —T T
—ALETT7YVIT—RhENBIL—FT 4 20T —TILDOXRZEZIEHTLLIZELN,
R : MAC-based Access Control ZBMCL. R ND—TEBIET DFEIICT/N
A REREELTLIESUY,

6. IPv4 OSPF HSE(CHSU\ T, ECMP £ERICL TV BIBAIC. SHOEIX NMEBHIEIE
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