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— hEITSTENTEFT.

CLI (UZIiR—b) #ERTZIF7YIIL—R

1. RAYFDORS-232>UF7)ILik— b~ (OA>YV—JILik— ) &EPCEEHRU. I—=FHILV I NI T
ZEREUET., Y—ZFHILY I NI VOREILTEEOEDTY, (RFIBEETEHY—ZFHILY I D
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3.

#1:

_.‘{“‘;’:.
. oNVs
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OJA>#TFTROONY REFERL. J7—LADIFPOF7YTF— hEITVET,

N>k AR

download [ firmware_fromTFTP <ipaddr> | RAYF(CT7—ALADTTF7=2SFI>O0—-RUET,

src_file <path_filename 64> dest_file <
path_filename 64>} ]

config firmware image <path_filename64> | Boot up 1 X—>TJ 7 ()L EZEULE T,

boot_up
reboot 2AVvFEIUT - UET,
show switch BHEDT —hMMA—SERET7MILEEERRUET,

¥ CLI OV RO CLINZ=a1 7 IL=ZSBT =0\,
UFOBIESECT7—LDTTDTYIFT— MaiTo TS0,

1. J7—ADIFPEFRRCHYI>O0-RULET,

DGS-3000-20L:admin#download firmware_fromTFTP 10.90.90.91 src_file DGS3000_Bx_FW4_16_B007.had
dest_file DGS3000_Bx_FW4_16_B007.had

Command: download firmware_fromTFTP 10.90.90.91 src_file DGS3000_Bx_FW4_16_B007.had dest_file
DGS3000_Bx_FW4_16_B007.had

Connecting to server................... Done.
Download firmware...........c.cceeunee Done. Do not power off!
Please wait, programming flash......... Done.

Success.

2. 90>0—-RUEI7—ADIFPZT—bPYITRICERTI I 7IILEUVUTRELET .
DGS-3000-20L:admin#config firmware image c:/DGS3000_Bx_FW4_16_B007.had boot_up
Command: config firmware image c:/ DGS3000_Bx_FW4_16_B007.had boot_up

Success.

3. 2y F&EUIT—LFET,
DGS-3000-20L:admin#reboot

Are you sure you want to proceed with the system reboot?(y/n) y

AR My FOBRBPRIC, EBRZNSBRVTLSESV. BEBDICERZND &, RECKBRL.
BBTERLRDICENBDET, BMIBEOREELRDFIDOT, JERSESL.
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4. BiEE%, J7—ADIT7IN\->a3a>EERLET,
DGS-3000-20L:admin#show switch

Command: show switch

Device Type

MAC Address

IP Address

VLAN Name
Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial Number
System Name
System Location
System Uptime
System Contact
Spanning Tree
GVRP

IGMP Snooping
MLD Snooping
VLAN Trunk
Telnet

Web

SNMP

SSL Status

SSH Status
802.1X

Jumbo Frame
CLI Paging

MAC Notification
Port Mirror

SNTP

HOL Prevention State

Syslog Global State

Single IP Management

: DGS-3000-20L Gigabit Ethernet Switch

T XX=XX=XX=XX=XX=-XX

: 10.90.90.90 (Manual)

: default
: 255.0.0.0
:0.0.0.0

: Build 3.00.001
: Build 4.16.B007
:B1

- XXXXXXXXXXX

: 0 days, 0 hours, 0 minutes, 48 seconds

: Disabled
: Disabled
: Disabled
: Disabled
: Disabled

: Enabled (TCP 23)

: Enabled (TCP 80)
: Disabled

: Disabled

: Disabled
: Disabled
: Disabled

: Enabled
: Disabled
: Disabled

: Disabled
: Enabled

: Disabled

: Disabled

Password Encryption Status : Disabled

DNS Resolver

: Disabled




- ®
D.Llnk | DGS-3000 Series 77— L7 )—R/—hk

Web GUI ZERI37vIIL—R

1.

2.

Java SE runtime environment #4535 >0O—RUT. BBHRDOPCICA>AM=JLUET,

SATLADIP 7 RLRZIBEUTCTRAAYFICTIEALET.
FTIAIBDIAFAIP 7 RL-X(410.90.90.90 TY,

PC LT TFTP H—/\&B%ICLET.
(W TFTP Y —/)\ECHERD PC (CA > A M=ILET>THUNTLIEE,)

BEKRD PC M5 RIA5 Ry NI —OT —T)UEBTRAA Y FICTICATED I L=zHE L. Web
EEEEANSOTA> LTS,

XEEBEDI-YEE/(RDT—RZANE YHRETEEFRENTULEEA.
[ZEl] TOJa>%7>TLIEE,

AAYVFDI7—IJ TV EFZ(TDI(C(E. Tools> Download Firmware DEICOUw I ULET,

Download Firmware
Upload Firmware
Download Configuration
Upload Configuration
Upload Log File

Reset

Reboot System

6. J7—LADIT7HFI>O—- ROFBEZITVET,

AW
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A>0— ROFEE. [TFTP] [FTP] THTTP] OWINAZEIRTEET,

<TFTP #HTAH U >O—RETIIBE>
® [Download Firmware From TFTPJ (CFTwO%ZLWNET,
@ UTFoEETREEBZADULET,

Download Firmware

® Download Firmware From TFTP
) Download Firmware From FTP
© Download Firmware From HTTP
TFTP Server IP - | | ®@1pva
\ | Oipve
‘ | ) Domain Name
Source File : | |
Destination File : | |

TFTP Server IP : TFTP B —/XD IP 7 RL XAZAD ULET,
Source File : AO2O—-RIBI7—ALADTTDIF7AILEZEANDUET,
Destination File : 4> 0— REDRFBAE T 7 (ILZEANDULET,
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(51 : c:/DGS3000_Bx_FW4_16_B007.had)

<FTP #HTHDU>O—RETSHBE>
® [Download Firmware From FTP] (CFTwIZEIWNET,
@ UToEETHEEBZANULET.

) Download Fimware From TFTP
(®) Download Fimware From FTP
) Download Fimware From HTTP

FTP Server IP: |

User Name : |

Top Port (1-65535): |
Source File : |
Destination File - |

|
|
Password : | |
|
|
|

[ 1 Boot Up

FTP Server IP : FTP H—){D IP 7 RLXAZANUET,
User Name : FTP B —/\01—H&Z AN ULET,
Password : FTP B —/{D/{RX DT — REANDLET,
Tep Port (1-65535) : TCP 7K— hDBEEZ AN LUET,
Source File : #9>0—-RIBDIT7—LDITTFDI\RET7AIEEANDULET,
Destination File : #0> 00— REDRFHRE T 7 A ILEEANDLET,
(f1 : c:/DGS3000_Bx_FW4_16_B007.had)

T — 7w ITIT7AIVICHEET BHBEF. [Boot Upl (CFTVIZELWNET.

<HTTP #HTAH DU >O—REFTSEE>
® [Download Firmware From HTTP] (CFTwvo%ZL\WNET,
@ HUTFoBRECTHEEBZALLEY,

Download Firmware

O Download Firmware From TFTP
) Dawnload Firmware From FTP
(®) Download Firmware From HTTP
Destination File: | |
Source File: I 258 |

Destination File : ¥ >0— REDRFEHFAE I 7 MILEEZ AT UET,
(f1 : c:/DGS3000_Bx_FW4_16_B007.had)
Source File : [ D7 A)L&E&EIR] 20w OLT. 99> O—RIBIT7—LADT 7 EBEIRLET.

7. [Downloadl Z220Uvy o UFET,

% Download] RH>&IVUYOUTSESD O RBRBENEITY, RF—HARFEEICEBTSIET
BHPEEREZEIIEANHDET. EDFTEH/HELSL.

8. RFT—HRAFRN 100%(C12D. FD>O—-RNTET IBDFTHHSEE,
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9. FU>0O-RURI7—LADIVZ. REEEFDT — 7Py ITI7AILITHEELET.
XFTP Y—)UEHATH D >0O—RIBEIC, [Boot Upl ICFTYIEDITIBAREERETT .

® [Network Application] > [Flash File System Settings] DIECA—1—&20Uv O UET,
@ [Root] #d IC:] #OUWOUET,
F7z(& Current Path:] (C [C:/] &A= [Gol Z#OUWOULET,

as e oystem oettings

Current Path: [ | |

Previous Create Directory | Copy || Move |
Media Type File System Type

Q@ T—hFPYIIT7AIIIBET DT 7-1)LD [Boot Upl ZHOUYIULFET,

ds € Sysiem Setliings

Current Path: e | |

| Previous | | Create Diret:l:ory| | Copy | | Move | [ List Boot Up Files Only
Attr  Size |b',-1e} Update Time
00_B1_FW4_ _RUN(b) w- 10153772 2020/03/25 14:05:53

XInfo D * (F. MET—bFYITTF7AILITHEESNTVD S LERUET,

@ J—hI7AILDEEICHKINY D EMNZER T DEEMRRSNDDT, [0Kl 20UvILFET,

10. Ry FDUT — hZITVET,

@® [Tools] > [Reboot System] DIETCAZ1—%TUvIULET,
@ [Do you want to save the settings ?| @ [Yes] ([CFITwo%&L . [Reboot] #TUwIULET,

AR A Y FOBEERIC, BRZVNSBRNWTLS LTV, BEBRICERZNS L. EEHCKBKUL.
BEBTERLRDICENBDET, BMIBEOREELRDFIDT, JERSESL.

11. BiE#E T#&(ICOT 1> U, [Device Information] BB CI 7 —AD T 7H 7YV IF5— hEnizC
EEERUET,
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J—pgs | Ene
1. DGS-3000-28XS ®DJ/\— RO T 7){—=3> B2, DGS-3000-52X D/ \— R T 77)\—
3> B3 E#H/R—hEUELUR,
2. IGMP XRX—E>J v3 ®HR— MILE U
3. MLD XAX—E>Jv2Z=HR—rULFELE.
4. WebGUIDOJ A > EEZEHFHUFE U, CRY T 7Y TEHENS A > BEHEICEE)
5. IP-MAC /R— N\ >F o > OREBEIC DT, UTOREICHEEUE U,
(1) DHCPv6-PD AX—E>ITKET. I\A>FT«4>0JIT>NIDOUT, KRRI>
NUEDIETE. HLEE— ROIBE (S UE LIz, (CLI DF)
(2) ND > ZARD 3> ERTET precise/Fuzzy E— RICHIEELUZE U, (CLI D)
(3) IPv6 data gleaning sXEICIEELE Uz, (CLI DFH)
@) v )‘/OD—D)LIQEJJE&“ET RL XD permit/deny & E (X IEELFE LTz, (CLID
&
(5) DHCP AX—E>JDKET. VANUSAT. L— IR, 723> 0DKE
[CHIEEUELRE. (CLIDFH)
6. DHCP UL —ICDW\WT. UTDREICHEEUE UE. (CLI DFH)
(1) R—PBOKE - TRICHIGEULEUI,
(2) AT>3> 125 DEREICHEEHUE U,
(3) Q-n-QZE\MRIBDATS 3 VREICHEEEUE Uz,
(4) 7?’95 >820TJOT7AIb. R—b. MAC J#—< v hORE(CHEEUE
Uiz,
7. IGMP XR—E>T[CDVWT. TAT—RILYyT7YvTE—R (IPIMAC) DERTE(CH
V4.16.8007 GBI UE Uz, (CLIDF)
8. R— NEIHRD Media Type T GBIC ARAEDIEH (TS LE U,
9. ERPS & QinQIRILFFARITAILFUTICDNT, ARFSHERTI DAYV EZ—Z%
BMEUELEZ. (WEB)
10. /R— MERTEIC DUV T, Auto Downgrade 35 K Tf Capability Advertised 5% 7E (C XSGR L =
Uiz. (CLI D)
11. DDM #4BE CTREE N BEMIDRTE (CHEE UE LTz, (CLI D)
12. MAC) R=RATF7OtXI> hO—=ILTI\RAT— R TDEE(CHITELUE U, (CLI
DFH
13. OpenFlow (CHIEERLE Uz, (CLI DH)
14. 2w KD =270 R JJ)LR— MREDKE (TCP/UDP) (CHEELFE Uz, (CLI D)
15. Java %& Java XU T MNMCEBSBRI E U,
16. BilLBIR > 1 —JLODFE (CHEBUE U,
17. ACL 7O TJ 7 ILT IPV6 iX{ETT IP 7 RLABKUFEEL IP 7 RL AZE—FEICERTET D
CENTIBEICIRDE U,
18. = X5 /A0 T ERPS O/R— hRXF— MEEDOOJ (CHIEEUE Uz,
19. HTTPS Brute Force INE{REDIEEZEFULUE U,
20. SSL B EZIIAEDOEmERE T BIIELE U,
21. HTTP O A >F v oD+ UFT 1 BRERITVE U,
22. DoS Attack Prevention #£8EM Blat Attack -1 ' (C DU\ T. TCP/UDP DIETE (CHTIHEL

LEULE. (CLIDH)

Sz
U=

dlinkigreen




» ®
D .Llnk | DGS-3000 Series 77—LTFJ)—R/—k

23. TCP Selective ACK DFETE (CHISEILFE LTz, (CLI DF)
24. ICMPV6 RA J 1 )LADOJAvt—EEHBMUE U,
25. AAA B — )\, 7O RERERY S — D) (R D — REESALRTEICHEEUE Uz, (CLIDH)
26. bounce-port/disable-port D A5 —4 ZFETE (CHISELFE LIz, (CLI DFH)
27. Radius 25 CLU T OMEE (CEEILUE Uz, (CLI D)
(1) AAFZVORCHERHRUE U,
(2) ZRUE21—h55DRAFT—HZEECHEEHLUE U,
28. T—TJH—RI>=Z> D ARP RESTE (CHIEEULFE LIz, (CLI DFH)
29. ICMPV6 J )L IHEBEICH T DL — MHIBRICHISE LU E U, (CLI D)
30. 802.1p F 1 —fEstOERRICHIEBULE L.

MIB DZER :

IJ7—LD17
N—>3>

V4.16.B007 BCIRU

EES

AN RSA A G ITI—ADEER :

I7—LDI7
N—sa> | EER

1. IP-MAC 7R— R\ 25« > JHEEEIC DT, UTFDEREICHIGE L FE Uz,

(1) DHCPV6-PD AX—E>THRET. NA>F 1 >JIT> MUDHIRR. &RAI> KUY
HOIEE. HRE— ROEBECHISEUE U,
® clear address_binding dhcp_pd_snoop binding_entry ports
® config address_binding dhcp_pd_snoop ports <portlist> max_entry
® config address_binding dhcp_pd_snoop mode

(2) ND 1> AT 3 FKTET presise/Fuzzy E— RICHIEELUE U,
® config address_binding nd_inspection_mode

(3) IPv6 data gleaning (&E (CXISER L FE LTz,
® enable address_binding data_glean
® disable address_binding data_glean

4) U>2o0O—HIUIBEERTE T RL XD permit/deny 5%7E (CHIEELE LTz,
® config address_binding global_autoconfig
® config address_binding link_local

(5) DHCP RRXR—E>JDHRET. UH/INULHAT., L— IR, 702 3> DKREIC
MEELFE LTz,
® config address_binding dhcp snooping recovery_timer

V4.16.B007

® config address_binding dhcp snooping ports <portlist> limit rate <value 1-2048>
mode [drop | shutdown]

® show address_binding dhcp_snoop limit_rate
2. DHCP UL —(CDWT. HUTOEREICHIGELFE U,
(1) R—bBOFE - TRICWEELFE U,
® config dhcp_relay ports
® show dhcp_relay ports
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3.

4.

5.

N o

10.

11.

12.

13.

14.

(2) AT>3> 125 DFEICHISELUE U,
® config dhcp_relay option_125
® show dhcp_relay option_125
(3) Q-in-QEMRAI DAT > a3 ECHICELFE LI,
® config dhcp_relay ignore_qing_setting
(4) 7fj°/5|/82 DTIOT 7). IR— b MAC A4 —<W hOFRE(CHIEEUEL

config dhcp_relay option82_profile
config dhcp_relay port_option_82

config dhcp_relay option_82 mac_format
show dhcp_relay option82_profile

show dhcp_relay port_option_82

show dhcp_relay option_82 mac_format

IGMP XX—E>JICDNT. TADT—RILY TPV TE—R (IPIMAC) DIERTE (3t
BB UFE U,

® config igmp_snooping forward_lookup _mode
® show igmp_snooping forward_lookup_mode

R— REREICDULT. Auto Downgrade 8 KU Capability Advertised 5% 7E (CXTSEIL L
Uiz,

config ports [<portlist> | all] {auto_speed_downgrade [enable | disable]}
config ports [<portlist> | all] {speed auto {capability _advertised}}
DDM #BE TS BN BEAIDEE ([CHEEI LE LTz,
® config ddm power_unit
® show ddm
HFEEROIER (C power unit Z3EH0
MAC R—X72tX3> bO—ILT/IXRDT— RIATOFE (IS LFE L.
® config mac_based_access_control password_type
OpenFlow [CXIEEILE U,
® enable openflow

e &6 6 06 0 0

® disable openflow
v hD—=070 hJ)LIR— MREDIRTE (TCP/UDP) (CHISERLE LTz,
® config network_protocol_port
® show network_protocol_port protect
BESAT 1 —ILOFECHIGELUFE U,
® config reboot schedule
® delete reboot schedule
® show reboot schedule
SSL BCE&iREDEMKEEZBMELFE U,
® config ssl certificate generate

DoS Attack Prevention #£8EM Blat Attack 4/-1 Z(C DL\ T. TCP/UDP MIETE (CHIIEEX
LEULE.

® config dos_prevention dos_type [blat_attack {tcp | udp}
TCP Selective ACK MERTE (CXIGER L FE LTz,

® enable tcp_sack

® disable tcp_sack

dllnkrgreen
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® show tcp_sack

15. AAAH—)\| 7O ERIRU S —D/\AD— REEES{LREICHIEEUE UL,
® enable aaa_server_password_encryption
® disable aaa_server_password_encryption
® enable authen_policy_encryption
® disable authen_policy_encryption

16. bounce-port/disable-port D A5 —4 ZAF&TE (X IEE L FE LTz,
® config authentication command bounce_port
® config authentication command disable_port
® show authentication command

17. Radius F25E CTLAT OHERE (CHEE LFE LTz,

(1) FAF =Y OREECHEEUE Uz,
® config radius dynamic_author
® show radius dynamic_author
(2) 7hUE1—b55DRAFT—HREECHIGELELI,

® config radius server attribute 55

18. T—TJH—RI>Z> D ARP RERTE (CHIEEUE U,
® config safeguard_engine arp_protect

19. ICMPV6 T+ )L IHEEE(ICH 1T DL — MEIBRICHISELFE ULz,
® config filter icmpv6_ra_all_node rate_limit

20. 802.1p F1 — st DFRICHEELEUTz,
® show 802.1p queue statistics port
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TR ENGDEBEEIEBERUELE.
3. FDBI> RUJICHHDHOSY . 1=F+ A~ DHCP UUIR Ny MHETOR— ~
[CEmR SN DEBEZELEUE LU,
4. FDB > NUI(CHH1D5T". DHCP DECLINE /(4w MANEG] (CERX SN2 \RIEZA(E
EBHUEUE,
5. IGMP X RX—E>ZJHEEE(CDUVT. WebGUI LD RFT—AHRAKRRE XVHENEL)(C
EMELRRVBEEREBERUELE.
6. R—hEFIUFTA(CHNT, BAI>Y NUBHETEEEZBZ IMBEIEERLUEL
1=
7. DHCP /v MSRETTR— MIXDIRESNDBBEEEERUE L,
8. FDBDOI> NUHIBRICDWT, I—>>045 A ADKEMBEHEY) (CEE LRV \RER
BERUEUE,
9. DULD /R— rRF—HIANEULL ANV REEZIEERUE U,
10. MAC R—ZZREFEMEBED) Ty MIEFENB3 7 RUE 21— MEZEFRBRULE U,
1. XE/)Ty hOBAZIHA > T T —D ip_mtu MBICREDIRVBEREZEERUE L
V4.16.B007 1z
12. RADIUS H—/\AD IGMP ZBEFU T X MMEIE L. 547> MVILFFr X~
ZARJ)—=ACSMTERVNEEN D DIBBEREERLUE U,
13. SDK @ Pool Memory @ Leak (CKD. = AFLFED IP BIEICKHE U< /RDREE
BERUEULE,
14. S ZFAO00CHNT, BENE> THAOSNIGEbDIBBEEEERLUE L,
15. WebGUI h'5® Ping h'kB 9 Bi5Eah' b DREEEBIER LE U,
16. XEVEIDYETORBEICKDBIEBERLN) Y ML—F« 20N RA] &2 BI5E
M 3EEZEBERUELE,
17. Radius Z7HI>F+ 1B ULT. Acct-Session-Id h'g DR UfER SN DEEEE
NE{OEI 0 =N
18. SFP Z/Rh— R XA W F(CHUL\T. CPU BT & BB ERNORIBENRET DIHEEN
HBDEEEEBEHUE U,
19. T—JILEZMOFERNELWVL T A —T W R TRERSNRBRVSEN D DRIEEIEIER L
FU.
20. BEDRVVAETEE LD CPUBEHAELLRBIBENbBREZEBLERUE L.
21. SRASTLABEEFOH ERECSTRVEEZEBERUE LU,
22. P ITOL—REBICAU I 7AILICEEEZTITBEENTIEEN D DREBERIEEL
FU.
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BX5NDRSIRE :

I7—LDI7
N—==>3>

BEENDRERE
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