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IJ7—ADITF7)\—=3>: R2.10.B006
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DGS-1250-28XMP | Al
DGS-1250-52X Al
DGS-1250-52XMP | Al
F41TH: 2025/6/16
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ARIYU—RJ—KICE D-Link BRAYVFDI 7 —ALAD T FEFHICEAITIEERBERNASENTULET,
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- HULKUYU—RESNEIT7—LATTT7\DOTYVITIT L — REFTDI5EEF. “T7v I — RFIE"DIE
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EEBEESATLEN :
Z7—LDIF7/)\—3> | UU-ZBHF | EFN N—ROIF)—>3>
DGS-1250-28X Al
_ DGS-1250-28XMP Al
5>/ 1 R2.10.B006 | 2025/6/16
DGS-1250-52X Al

DGS-1250-52XMP Al

%R2.10.B006NADFY I DL — R, SSLHFT I AL FTEMICRDZET . https://<IPFP RLA>TEREHICHE
mUTSEEL,

PYvIDDOL—RFIA :
7w ITTL—RiE CLI(EZUZILiIR—R)BEULLIE Web GUI SEEI D ENTEET,
CLI (SUFIK— ) 2ERALEPYTIL—K

1. RAYFDORS-232>U7I)ILiR— bk (O>V—ILiR—K) & PCEEHRLU. A—=ZFH)ILYINDIT
TEREHUEXEIT., Y—ZFHILYI N ITTFOREETFILDBEDTY ., (KFIEETIFY—=ZFILY
JRIT7(E Tera Term ZFEALTLET,)

Tera Term: U= b SE x|
. H—h(p cong -
- /R—=L—1h:115200 L e R~
- F—4AEwhKk:8 F 5D EETE s
© J— AT none ~
- J\UZ~« :none F I S [yvam RN
- AbvTEwWhHK:1 TO—HEE: e =
- JO—#4 : none HEE

0 SUR/Z |0 SURATL

2. A—Z=ZFI)ILAY-ILLETHF—R—RLEONINHDF—ZRLET.

3. 1—YRE)RT—-ROANZRDSNEIDT, 7HI> MEFRZASDL [Enter] Z#UET.
HMEMED 7 DD > B XV/RXDT— R (& Tadminl TT.

4. OJA>#ETFROONY RZFERL. J7—LADIT7DT7YITFT— REITVET,

N>k Bz

show boot WEDT— b A—DERET7AILEZRRUET,

copy tftp://location/filename flash: TFTP B —)\MSRAVFICTF7—LDT7ESFD>0O—-RU
{Imagel|Image2} *z9,

configure terminal 2J0—)UL> T« JE—RICADFET,

boot image g}%gﬁfiii«:{x—i“jT{)bc‘: ULCERAENS 71U
end WEDI> T4 JE—RZEHETL. EXECE—RICRDFT,
reboot A1y FeUIT—K~UET,

show version AAYVFDI\—=3 >R RUET,
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UTFOH&SZCT7—LDTT7D7YTFT— hEiTo TS,

1)
(1) AAYFODI1—TZHE)IRD—REABDLTOIIOULET,
1—Y%&E)\RT— ROYERER Tadmin] TY.

(2) BEDT — MM A—SZHERBUET,
XBUEDHITIE, REDT — M A= EBRIDA A—SIDICHUT 7 —LD T FOEHETVNET,
Switch#show boot

Unit 1
Boot image: /c:/Imagel

Boot config: /c:/Configl

(3) AAYFICT7—LDTF7EAI>O—RLET,
Switch#copy tftp: //10.90.90.100/DGS1250_Ax_FW2_10_B006.had flash: Image2

Address of remote host [10.90.90.100]?

Source filename [DGS1250_Ax_FW2_10_B006.had]?

Accessing tftp://10.90.90.100/DGS1250_Ax_FW2_10_B006.had...
Transmission start...

Transmission finished, file length 9433360 bytes.

Please wait, programming flash.............. 100 %

Please wait, programming flash for language files ............. Done.

(4) T—MMA—SZEBELET,
Switch#configure terminal
Switch(config)#boot image Image2
Switch(config)#end
Switch#show boot

Unit 1
Boot image: /c:/Image2

Boot config: /c:/Configl
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(5) A1V FzBREUET .
Switch#reboot
Are you sure you want to proceed with the system reboot?(y/n) y

Please wait, the switch is rebooting...

FEc:
AAYFOTYVIIL— RBARUVEBIREPIC, BRENSRANTLESV, ERZE3 &, BEICKBRU., ET
ERRBIEDLHDET, MEOFERERDFEITDT. JEBESEZL,

EE
PoE MIEEFIVLICHSLT,. R2.03.B010 H5 R2.04.B012/R2.10.B006 ANDF7 v II L —REITSIHES. PoE
a>hO-5SO7YvIIL—RETONBIZS. 5 PEEOREIEELEY.

(6) N=2a>hPyITIL—RENTNBZ LE2HRELET .

Switch#show version

System MAC Address: XX-XX-XX-XX-XX-XX

Module Name DGS-1250-52XMP

H/W A1l
Runtime 2.10.B006

%R2.10.B006 NDTFwTTL— R, SSLHNFITAIL N THEICTRDET,

X SSLHEEIC(F v2.10.B006 [CHWVCEIAMDARSIENFELER Y. SSLEEEZER(CI D RUU—XJ — D [BIXIDRIE]
ZETHERNZIEE. MISHRERBL TSN,
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Web GUI #ERULEPZYITIL—R

1.

e,
LY 142
N

Java SE runtime environment 245> 00— RUT. BEERDPC (CA> X M—JLUET,

TFTP Y —/)WBHRTr7 v I JL— RZET5HE(IE. PCETTFTPY—/ZEHCLET. (I
fER®D PC(CTFTP B —)\DA > A b—JLZITOTHWTLTZEN)

BEKRD PC EXA W F%Z R-45 32w NI—O5—TILTHEHRLET .
PCERAYFDIP 7 RLRFACHIRY MAICHEL T ZEU,
(5 : AAwFDIP 7 RL XA 10.90.90.90 D&, PCI(E10.90.90.100 72 &)

AAYFDIP 7 RLX (FHAE : 10.90.90.90) 2T S THFDF77 RLX/\—=(CAH L. Web GUI
(CT7OTALET,

Web GUI (cOJ1>U%EY,
[User Name] (BIE&®DI1—Y%&)E Password] (JXXD— R)DO¥EAMEIE Tadmin] TY,

Management > File System 7Zi#iRL. [Boot File] Z0Uwv2JOU%ET,

File System
pa = |

[ Copy ] [ Boot File ]

o swis

Flash 44

WEDT — b A== ([Tmagell F7z(& [Tmage2l) ZERELET .

pan e |
Boot File
Boot Image Image 1 v
Boot Configuration Configuration 1 [ Apply Il Cancel |
Boot Image Boot Configuration
fc/image Ici/Coniig1
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8. J7—ALDxIFr7vIIL—RI(& Tools > Firmware Upgrade & Backup h'5EiTUET .
TV IIL—ROBEE THTTPL [TFTP] hS&RUET,

HTTP BHTP VI I L —RETSIES
Tools > Firmware Upgrade & Backup > Firmware Upgrade from HTTP z=&RUZE T,

Firmware Upgrade from HTTP

Source File [Zzruzsr EREnTLEZEA |

Destination File Image 1 v

- Source File: [J7AIEER] #OUY oL, TJ7—LATIT7I7AIVEERUET
- Destination File : 77 —ADIT PDRFHRELUT. [Image 1] F/zl& [Tmage 21 #IBELEY,

TFTP —)\ERTPZ YT I L —R%Z{T515S
Tools > Firmware Upgrade & Backup > Firmware Upgrade from TFTP %z&RU%E Y,

Firmware Upgrade from TF TP

. Jows

Source File |64 chars

Destination File Image 1 A

Upgrade

- TFTP Server IP: IPv4 UL IPV6 &i#IRL., TFTPH—/)\DIP 7 RLAEADUET,
- Source File : TFTP =N EICREFELZD 7 —LDI 7 I7AMILBZEANDUET
- Destination File : J7 —AJIT 7 DRFHXELT. [Image 1] F/zlE Tmage 2] ZI/ELET,

9. [Upgrade] Z#0UwOUZET,

10. AF—AABEHIEFRRSNET,
7w IO—R5ETHEIC [Done.] ERRSNBETHELET,

AR IJ7—A9I 700 >0—-RPSLVF7YIIL—RAC, BREVNSBVTLSEZWL. &
Fzths L., BEBICKBMU. BHTERIRDICLENHDET, MEDORELRDIEIDT, JER
<EZEL.

XTFTP (CRB YT I L — ROBEFRY Ty TEEMNFRENEIDT. [Done.] Ay E—JFRFEICHED ]
Z0Jy O U TERZRUET.
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11. REIDZAAWVFUT— RFICT— KNPV T ZITOIAA—HNEIRT B/2H(C. Management >
File System DIECOYUY I ULZET,
XBEDT - A—ID TV IITL—REEUVTIBELESRE., T—MA—OZEEFARETY, F
g 11~14 Z2XFvFU. FIB 15 DX FLBRETEATLEEU,

pan |c: |

[ Copy ] [ Boot File ]

I I O L R
c Flash 44 swis

12. [Boot File] #OUwOULZET,

13. [Boot Image] THLWAA—=1ID &IBEL. [Applyl ZOUYVOULET,

Pain k& |
Boot File
Boot Image
Boot Configuration [Image 1 | [ Apply ] [ Cancel ]
Image 2
Boot Image Boot Configuration
lc-imagel IciConfig1

14. J— I 7AILDIBEICHINT D& [Success.] Xwt—IhHFRRESNET, BED [OK] =2
Uw2OUZEYT,

15. Tools > Reboot System =0 Uw 2L, AA(vFaEUT—-rULET,

16. X TFDEET [Yes] Z&RL [Reboot] Z0UwWIULET,
[Are you sure you want to reboot?] EFRRESNBDDT [OK] RF>ZIUVIL. RAYF

ZHRES LTS,

Do you want to save the settings? @ Yes (O No

Ifyou do not save the settings, all changes made in this session will be lost.

AR Ay FOBRHP(C. BREVNSBRNWTSESV. BEBPICERZVS L. RENICKK
U, BEITERKRBZCEDNHDEY, MEOREERXDTIDT, JERSEZL.

#E : POoE MISEFIVLICHBUWLT, R2.03.B010 h'5 R2.04.B012/R2.10.B006 NDFP VI DL
— RZETSIBEA.POE I MO—SDOF7 VIV L —RETONBZH.5 DEEDKEZELET .

17. SRS LAOBEHEICOTA>U. T/AREREE T I 7 —ATTTDN\==3 >R 7y T T

—RENTNB T EZHRUET,
%R2.10.B006 NDT7 Y TJL— R, SSLAT T4l NTHEMCRADET. https://<IP 77 KL > CEREE(CHEHL
TLIES),

X SSL HEE(C (3 v2.10.B006 (CHUWNTEIADAESSIENFELE T . SSLIREEER(C I DN RUU—XJ— D [EEFD
] ZZHERZREE. MISREREL TS0\,
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IEDNHEEE

IJ7—LD17
N—>3>

TER

DGS-712/G1 Z#HR— ML FE LTz,

GBIC [E#RDFRZET/R— ML FE Uz,

BRERT 1 —ILEREZYR— MILE U,
non-WAC Radius CoA/DM ZH7R— REILFE LTz, (CLI)
SSH TVILIJUXLDEEZETIR— M LE LTz,
jQuery v3.5.0 LU= H/R— RELE U,

OpenSSL ZEFHEULE U,

R2.10.B006

N o o r~wbdPRE

MIB 8&LTU D-View ES1—J)LDEEA :

27—A917
N—=3>
R2.10.B006 DGS-1250_R2.10_MIB_Files_20240417.zip

e

AR RSA A FITIT—ADEER :

I7—AhD

IPN-S EER

3>

1. Non-WAC Hge

(1) RADIUS CoA&DM (RFC5176)D V> RZEEMEBULE U,
aaa server radius dynamic-author
no aaa server radius dynamic-author
client { IP-ADDRESS | HOSTNAME } server-key [ O | 7 ] STRING
no client { HOSTNAME | IP-ADDRESS }
port PORT-NUMBER
no port
radius-server attribute 55 include-in-acct-reqg

R2.10.B00

6 no radius-server attribute 55 include-in-acct-req
(2)  NAS-Identifier (RADIUS Attribute 32)(D 1< > RZEBINELEL.
radius-server attribute 32 include-in-access-reqg STRING
no radius-server attribute 32 include-in-access-req
(3)  NAS-IP-Address (RADIUS Attribute )1~ > RZEBMNELE U,
radius-server attribute 4 IP-ADDRESS
no radius-server attribute 4 IP-ADDRESS
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(4)  Tunnel-Private-Group-ID (RADIUS Attribute 81)
U] N9

(5) RADIUSEETA>HIT—RADIN> RZBIMELFEUE.
ip radius source-interface INTERFACE-ID

no ip radius source-interface

ip tacacs source-interface INTERFACE-ID
no ip tacacs source-interface

ipv6 radius source-interface INTERFACE-ID
no ipvé radius source-interface

ipv6 tacacs source-interface INTERFACE-ID

no ipvé tacacs source-interface

(6) Network Accounting® I~ > RZBHN - BIHEUELZ.
UFOOX> REEMBRUFE LU,
aaa accounting network default {start-stop METHOD1 [METHOD2...] |
none}

no aaa accounting network default

UFOOX> REERBUFE L,
radius-server host {IP-ADDRESS | IPV6-ADDRESS } [auth-port
PORT] [acct-port PORT] [timeout SECONDS ] [retransmit COUNT ] key [O
| 7] KEY-STRING

GBIC IB¥DFRIN > RZEBMELE U,

|show interfaces [INTERFACE-ID [, | -]] gbic

BRERT>1—ILOOR> REEMELE U,

reboot schedule {in MINUTES | at HH:MM [DDMTHYYYY]} [save before reboot]

no reboot schedule

show reboot schedule

SSH OV > RaEmMBLE LT,

ip ssh server algorithm encryption { [aesl28-cbc]

[aesl92-cbc] [aes256-cbc] [3des-cbc] [blowfish-cbc] [twofishl28-cbc]
[twofishl92-cbc] [twofish256-cbc] [arcfour] [castl28-cbc] [aesl28-ctr]
[aesl92-ctr] [aes256-ctr] [aesl28-gcm@openssh.com] [aes256-—
gcm@openssh.com] [chacha20-polyl1305@openssh.com] }

no ip ssh server algorithm encryption { aesl28-cbc | aesl92-cbc |aes256-cbc
| 3des-cbc | blowfish-cbc | twofishl28-cbc | twofishl92-cbc |
twofish256-cbc | arcfour | castl28-cbc | aesl28-ctr | aesl92-ctr |
aes256-ctr | aesl28-gcm@openssh.com | aes256-gcm@openssh.com |
chacha20-polyl305Q@openssh.com}
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ip ssh server algorithm key-exchange

{[{diffie-hellman-groupl-shal}] [{diffie-hellman-groupl4-shal}]
[{diffie-hellman-groupl4-sha256}] [{diffie-hellman-groupl6-shab512}]
[{diffie-hellman-groupl8-shab5l2}] [{diffie-hellman-group-exchange-shal
}]1 [{diffie-hellmangroup-exchange-sha256}]

[{ecdh-sha2-nistp256}] [{ecdh-sha2-nistp384}] [{ecdh-sha2-nistp521}]
[{curve25519-sha256}]}

no ip ssh server algorithm key-exchange {diffie-hellman-groupl-shal |
diffie-hellman-groupl4-shal | diffie-hellman-groupl4-sha256 |
diffiehellman-groupl6-shabl12 | diffie-hellman-groupl8-shabl2 |
diffiehellman-group-exchange-shal |
diffie-hellman-group-exchange-sha256 | ecdh-sha2-nistp256 |
ecdh-sha2-nistp384 |ecdh-sha2-nistp521 |curve25519-sha256}

ip ssh server algorithm mac { [hmac-shal] [hmac-shal-96]
[hmac-md5] [hmac-md5-96] [hmac-sha2-256]}

no ip ssh server algorithm mac {hmac-shal| hmac-shal-96 | hmac-md5 |
hmac-md5-96 | hmac-sha2-256}

ip ssh server algorithm hostkey {ssh-dss| ssh-rsa}

no ip ssh server algorithm hostkey {ssh-dss| ssh-rsa}

SSL OV > RZEMELELE.

no ssl-service-policy <string 1-32> [ { version [ { tlsl.0 } ][ { tlsl.1 } ]
[ { t1sl.2 } ] | ciphersuite [ { dhe-dss-3des-ede-cbc-sha } ]

[ { rsa-3des-ede-cbc-sha } ] [ { rsa-rc4-128-sha } 1 [ { rsa-rc4-128-md5 } ]
[ { rsa-export-rc4-40-md5 } ] [ { rsa-aes-128-cbc-sha } ]

[ { rsa-aes-256-cbc-sha } 1 [ { rsa-aes-128-cbc-sha256 } ]

[ { rsa-aes-256-cbc-sha256 } ] [ { dhe-dss-aes-256-cbc-sha } ]

[ {

[

dhe-rsa-aes-256-cbc-sha } ] [ { ecdhe-rsa-aes-128-gcm-sha256 } ]
{ ecdhe-rsaaes-256-gcm-sha384 } ]
session-cache-timeout } ]

| secure-trustpoint |

ssl-service-policy <string 1-32> [ { version [ { tlsl1l.0 } 1 [ { tlsl.1l } ]
[ { tlsl.2 } ] | ciphersuite [ { dhe-dss-3des-ede-cbc-sha } ]

[ { rsa-3des-ede-cbc-sha } 1 [ { rsa-rc4-128-sha } ] [ { rsa-rc4-128-md5 } ]
[ { rsa-export-rc4-40-md5 } ] [ { rsa-aes-128-cbc-sha } ]

[ { rsa-aes-256-cbc-sha } ] [ { rsa-aes-128-cbc-sha256 } ]

[ { rsa-aes-256-cbcsha256 } ] [ { dhe-dss-aes-256-cbc-sha } ]

[ { dhe-rsa-aes-256-cbcsha } ] [ { ecdhe-rsa-aes-128-gcm-shaz256 } ]

[ { ecdhe-rsa-aes-256-gcm-sha384 } ] | secure-trustpoint <string 1-32> |
session-cachetimeout <value 60-86400> } ]
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ﬂ%IE Uk :

jT_A'jIT = BH 5
R=—s3> {EIEUHRES
1. IPSG (IP Source Guard) +IMPB (IP-MAC-Port Binding) Z&3MLLIc&. =T
1 W I ERE SRV RBIBEEEIERUE U,
2. AAABEBE(ICHUVT. Ty ahEQRDIHBETEH Acct-session ID INECEIU ID &
SERDEBEREBERUELURL.
3. IP 7 RLRAZBRLL IBHEEIFREADULY MEBRUESETH. IPv6 7 RLX
R2.10.B006 MUty RENTUESHEZEERUE U,
4. SSLIEEECHNT. /\IRT— REESNCPAER LT SAR—rF—DIT 71
LA iR— MMTRIS U TULRD D TERBEEEIER UE UL,
5. O>Y—)U#ERT IPv6 Y — XX — REREZTTL ). show running-config 22 X417 UTZER
(COSvS 19 RBENGIMBEEREBIERUE LU,
6. DSCP CoS Y E>J TESAHITHAE (CEE LRV BEERIEERUE U,

BEFNDfE) R

J7—ALD17
N—>3>

BEAIDREE

R2.10.B006

1.

RILFFv AT )LD IEEBED Filter Unregistered E— RICHWVT. FHIE
HIP 7 RLR (239.%** 224.0.0.*, 224.0.1.*, FFO*:** FFO0*:DB8:0:0) N7
« )L ETNIRERE,

SSL t#BER T SSH H#4EE (C (FBFANDIEES N FIELE T . CNOSDMEEZFRAT D
BEIE. UTOMGREERBLTIZE0,

® LITDSSH 7ZILTUXLEREEZEMELET,

ESE7ILTUR A
[aes128-ctr]
[aes192-ctr]
[aes256-ctr]
[3des-chc]
[blowfish-cbc]
[twofish128-cbc]
[twofish192-cbc]
[twofish256-cbc]
[twofish-cbc]
[arcfour]
[cast128-chc]
[aes128-ctr]
[aes192-ctr]
[aes256-ctr]

MAC 77JLOUX A
[hmac-sha1l]
[hmac-shal-96]
[hmac-md5]
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[hmac-md5-96]

IRA NEERETILIUX A
[ssh-dss]

BRIV T X
[diffie-hellman-groupl14-shal]
[diffie-hellman-groupl-shal]
[diffie-hellman-group-exchange-shal]
[ecdh-sha2-nistp256]
[ecdh-sha2-nistp384]
[ecdh-sha2-nistp521]
[curve25519-sha256]

o LIFDTLS AT>a>z=E\MbUET,
TLS/\—>3>

[TLS 1.0]

[TLS 1.1]

EEEX1— b
[DHE_DSS_WITH_3DES_EDE_CBC_SHA]
[RSA_WITH_3DES_EDE_CBC_SHA]
[RSA_EXPORT_WITH_RC4_40_MD5]
[RSA_WITH_RC4_128 MD5]
[RSA_WITH_AES_128 CBC_SHA]
[RSA_WITH_AES_256_CBC_SHA]
[DHE_DSS_WITH_AES_256_CBC_SHA]
[DHE_RSA_WITH_AES_256_CBC_SHA]
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