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FAZE XA vFEEBICDWNT
FA4E XMV FERITOWVWT

- Web GUIZ K 2BE

- SNMP [CL B ERE

- CLHc&k2ER

- AV —IVR— S D

Web GUI [c & 2 ETH

AAA v FDERETE 1 #. Microsoft Edge. Mozilla Firefox (&#7/\—=7 3>) . Safari (&#1/\—> 3 >) B KU Google Chrome (&#/\—2 3 V) Ic k>
TAERAA Y FDRE. LEDDEZZ, BLUHEHERE Y 77« HIWIRRT BT EDNTEE T,
Web GUI DEERBICDWTIE 58 Web XN—RXDAA v FEE| ABBLTIIZEL,

SNMP | X 5 EE

SNMP (Simple Network Management Protocol) (&, OSIBREFIVOE7E (F/Ur—a @) O7ar)LTY, v MI—7IT#EiEh
foB(EIBR DB PR ETVE T,

SNMP DFFERIC DULNTIE TSNMP (SNMP 327E) | ZZBRLTLIREW,

CLl K2 ER

AAYFDEZZ) VT ERBEDDICTRIA5 AV —)VR— b EBHLTVET, 32V —)UR— baERT 2HIE LT E AR REL,

« B—ZFIVW T NEBRIET A VT IVR— MEEOmREIEFAE1—4
- RJ-45/RS-232C &g r — T b



FAZ A vFEEBICDWNT

a2V —IViR— b DS

AAYFDEZZY VT EREDICDICRIA5 IV —)UR— b EEBH L TVET, A7V —)LR— b EERT 27oHIE UTE AR EL,
« B=IFIVT P EBRIET BV )T IVR— MEEOERE IO E1 -~
- [AIRD RJ-45/RS-232C ¢ r— )b

wREIAVY —IVR— MCERT S

T—7 VDS

1. RI-45/RS-232C Z#ar — 7 VD RS-232C A7 2%, ) 7 JVR— MEEDIGRE IV — 2R LE T,
2. RJ-45/RS-232C & — T )LD RI-45 OAx 7 2%, AEGOAVY —JVR— MUEGLE T,

2—3FIVY T FDFRE
1. VIO DI Zal—Y 3V alaaE—IF /LY 7 b aEs L&,
2. BYETUTIVR—F (COM 1758) Z&RLE T,

3. B—ZFILVTFDEREEAAYFDITIVR—FDREICEDEET,
AAYFDOI T IVR— FDFREFLLTDEY) TY,
. AE—FK: 1115200
. F—2# : [8bit
« JXUF 4 =L (none) ]
- by ke Mbity
- 7O—HE: T/ L (none)

Qg4 >&Q977 b

1. FEREBEBPCZT—JIVTHERE. ARROBERZVONET,

2. BEPCERAMYFHELLEREND S, BEIC Press any key to login...] WD AV E—IHRRINET,
F—AR—FEODVWTNHDF—EFLET,

3. REEHDI-FRESAT— REBDEEE. BELEI-—TRE/SAT—READL (Enter) #HRLET,
MEBOT AY > FBET/IZT— RiE Tadming T,

ZE=1 /ST — ROANZENTFERIENET,

4. IRV EEAAL. RBLHREETOET,

ARV FOELUEFBRELANIVDT 7 AEDRETY,
EEELANIVOT AT Y MERBICOWTE TI—T7H72 b/ INAT—FOHRE] 2R LTIEEL,
CUDOFE@ARU AR Y FUXMIDWTIE, CURZ 27 /bEsRLTIREW,

5. OJ7 793541 logout AR Y FERATAHN. 2—ZFILV T MEKTLET,
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FAZ XA vFEEBICDWNT

A—YT7HIY b INXT— FOEE
EBELALOI—HTHYY b ENRT— FERET BHAOVTHALET.
TIREFEROL—F7HY > FHET/SRT— Rl Tadmin) TF.

FCHTATA Y LIEBRIE RAA Y FICTHT BARET 7 L AZBA eIl =PRI L TRTH LWL IR T — FZREL TLREL,
CDINRT = RIFENEVE DICREHRL TEWNTLEEL,

1. [configure terminal] WX RZAJIL. Global Configuration E— RICAW KT,
2. [username NewUser password 12345] AN RAEAJSIL. 1—5%& NewUser] . /NAT— K [12345] ZiIgEL £,

Switch# configure terminal

Switch(config)# username NewUser password 12345

Switch(config) #

Z8=1 /ST — FOAXFZ LI FIFRRENET,
YR E ISR T— Rid 32 TFLINDEABEMT TIEE L T REEL,

280 CLIOREITY RERITPRORE T 7 1 IVORETH Y 21 v FHABRE LI5S, [EIdEEINE LA,
BERNBEZBDLLEFREFEICDOVTIE. lcopy running-config startup-config] OX Y REFEALT. RITFROERET 7 1)L E X
A= FREORET7AIVELTIAE—TE2HEBAHVE T, LI CUTZa7IVEBSRBLTIETL,

IP7 FLADEE
CUEBALTANYFDIPT RLAZERET H5HECDOVTCHRALET,
- IP7 L RDHIHAE : 10.90.90.90/8

1. [lconfigure terminal] OX > F&EAJIL. Global Configuration E— FICAWET,
2. [linterface vlan 1] OAX > RHEANL. 774Uk VLAN @ VLAN Configuration E— RIC AW, VLAN 1] ZIEELE T,

3. [ip address xxx.xXXX.XXX.XXX YYY.VyY.vyy.yyyl ZASIL. P7 RLRAEZELET,
xxx.xxx.xxx.xxx . P77 RLXA

yYY.yyy.yyy.-vyy - P77 RLRITHSTBTTXY fAY

Switch# configure terminal
Switch(config)# interface vlan 1
Switch(config-if)# ip address xXxx.XXX.XXX.XXX YYY.YVY.YYY.-YYY

Switch (config-1if)#
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B5F WebN—RDRA1 v FEHE

- Web X=X DEEICDWNT

- Web X2 —TvADAYA >

- Smart Wizard 3%7&

- Web X—=ZXDI1—HA B2 T 11—
- Web Yx—IvDAZ 1 —18M

Web N—XADEEIcDOWT

AAAYFDINTDY T b T 7RI, REINTOS Web X=X HTML) 4 > 27 T —XIBHTEE, RESLUEZLTEF T, 2ENE
Web 75 o5 %&ERA L T, HTTP &72id HTTPS (SSL) 701 b 2 UIERETT Web N— X OEBEM@EICT 7 AL E T,

Web R %—YvADOT1 >

AV FOBEBETOIE FELHICAVEI—2TTSUOTEREHL. KXY FICEELZIPT FLAZANLET, 750507 FLX/N—
ICLTFDELSITURLZATILE T, Bl :http//10.90.90.90 & fzlF https://10.90.90.90 (10.90.90.90 I XA v FD IP 77 KL Z,)

(£ 10.90.9090

< 5 FEREY p-E3IX

5-1 URL DA

X

TIBERRETIZ IP 7 FLR 109090901 % 7% v b T4 [255000) ARESNTVET, BARDIP 1> 27 T~ X&KL v
FICEDE B, KA v FEUMKED P A 287 1—AIEDETLED,

F/W N—2) 3> 2108006 WM. 774U b T SSL (HTTPS #:45%) HEREHY ET,
% SSLHEICIZBERIDIRBIAEIE LE T, [SSL Service Policy (SSLH—E ZKY S —) ) ICEEBEN TV BMGHEEEIEL T T,

MFDA—YREEEEANRTENE T,

User Name |admin |
Password ||un |
Language | English [v |

| Login | | Reset |

52 BYJ4VER

A—YRERT— FEAALTOSA Y LET,

TIEHERRE TR 14 fadminl, /SAT—F Tadmin) ARESNTNET,

CEIUT A Dfeth. 1—HRENAT— RERET BT L 5B BEIHLET,
fr2 L. BET A b THB admin 7H Y F OBIRIEREICRRENG s, ERED 5 HBROREE EHTH LI
admin 7H 7> MEBEINE T,

\
LT ASMEIE ASC SXEDREH R—F LES,
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E58 WebNX—XDAAvFEE

1. AX— b4 P —RFE@EHAFRREINEKT,
AR — b4 = RDRETHEICEKRT S Web GUI DE— K& LT, IStandard Mode | E7zi& Surveillance Mode] Z3RLE T,

. [Standard Mode] (RZVAZ—RE—=R) : A(VvFDV T b7 1 7HEEEERTE. B, PLUEZLRTBIZEDE—RTY,
. [Surveillance Mode | (F—NAZVXE—FR) : Xy b T—T EDBERTINA A (R 8 T—0HASE) DHEREBEDDOITHERER K >
fcE—RT9,

Welcome to Smart Wizard

User Account and SNMP. If you are not changing the settings, click on "Exit" to go back to the main

The wizard will guide you to do basic configurations on 4 steps for the Web Mode, IP Information,
@ o

Step 1 of 4: Choose the web interface mode.

5-3  Smart Wizard EIiE
FEECORELEIE, WebGUIICT 7 A LTVS1—TH 1 ADBAICDHEFTTEET,
2. AT kYUY FEERBT HBAK MNextl, AZ— k91— FE@EBLAVSEIE, MU E5 Uy o LES,

U4 = FBEECIE. Web E— FOZIRP®IP 7 FLR - JNXT—F - SNMP DFEREZEITOCEDTEET,
VP — NEFERLTRET 2HBEIE [Smart Wizard 38E ] #2RBLTIIEEL,



E58 WebX—XDRAvFEHE

Smart Wizard :87E&

[Smart Wizard] T Web B— ROBIRPEXN G AT LERE (P77 KLAL /XAT— K, SNMP) 7 &7,

HE Web Y2— v A4 E@ED [Smart Wizard | H 5. Smart Wizard BIEICEEN CEE T,

Hlixet llgnore the wizard next time] ICF = v 7 &N cHZEIE. REIDO Y A VBT Smart Wizard BEARTENE S A

Web £— FD:#EIR (Smart Wizard)

KA wFIF [Standard Mode] (R4 2 —RKE—FK) & [Surveillance Mode] (F— XA S5V XE—FK) AHR—FLTWET,
ABZUE—=RE—-RTIEV T b DT 7HEDHRTE. BEF. HEDEZ2 VIGHEEFTVET,

P—ARNAZVRE— RIEERRAA Y FTHR— M L TWBERKEICRET BREIHFLLIEE—RTY,

IO 15 Web GUI T 7 ¥ LTV BIBAIE. Web E— ROEBATEE LA,

1. Web ®E—FAZIRLEY,

Welcome to Smart Wizard

The wizard will guide you to do basic configurations on 4 steps for the Web Mode, IF Information,
User Account and SMMP. If you are not changing the settings, click on "Exit" to go back to the main
page.

Step 1 of 4: Choose the web interface mode.

5-4  Web Mode EHE

1. [Standard Mode] (X% & —RKE—R) £zl lSurveillance Mode] (F—X14 52 XE—FR) B&ERLET,
2. Next) #)wo LEY,

ERAE. ZEZREL Web GUINRZHZEIE. [Exit) 27Uy I LET,

=
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E58 WebNX—XDAAvFEE

P77

2. P

1.

2.

Ean—}

FLZADRE (Smart Wizard)

7 RLADREEZTNET,

Welcome to Smart Wizard

Step 2 of 4: The wizard will help to complete settings for System P address, Netmask, and
Gateway.

8 (255.0.0.0)
Back

0 - 8 - %0 - 9
o - 0 - 0 -0
| eit | Back f| et |

5-5  System IP Information [EjmE
[Static] TDHCP) mWghh=RIRLE T,
- [Static) - EEIP 7 FLAEFETHRELE T,
- [DHCPJ : DHCP H—/\H5 IPv4 7 KL A& BEIMICES LE T,

[Static] %33R LTz, 1P Address| [Netmask | [Gateway| ZASLET,
IPv4 77 R L RADHEEERTRET T,

Next] &2 1w LET,

FENB., ZBZHKEL Web GUINRZHZEIE TExit] 2271 v 7 LET,
BIDN—INRBHEIE. [Back] #2717 L&Y,

e

]

AAYFDIPT FLAZEEEY BE BED PC ERXA Y FORGTOIMTLE T,
Web 75 IHFICELWIP 7 FLREAADLT, S TERADIVE1—2E2XA v FERLET TRy MERELTIZEL,

AA Y FIEF=RNA T VAT INA ADOWEERE 30 WBITVET, T—RASURXTINAZADBRA v FERMETF TRy MMIBEWEE. BE)
TIFBEEINE B ONVIF AASTEET—RA SV AKERE T — N1 SV AE— F Web GUI ICEEFINICGEINTY B1cdlcid. A1y FE
BIP7 FLRAZEZNSOKEEERICT TR Y MCTERENHVET,
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A—-HY7HU 2 FOFRE (Smart Wizard)

3. I—Y7AHIYFDOREETVET,
Welcome to Smart Wizard

! Step 3 of 4: Configure User Account for management.

5-6  User Accounts Settings (Bl

BEEICRTENDIEE !

15H B
User Name I—Y7HUYMAERAT A1 —YR2EATILET,
Password Type INRT— R4 T&IBELET,
« Nonel - A—H7 AT MSRT—REERELFE A,

- TPlainText | - 7L—>F7F AP TNNAT—REIRELET,

- TEncrypted-SHA1] - TSHA-1] ZERBLT/NAT— RZBS{ELE T,
- TEncrypted-MD51 - TMD5) =R L T/S\XT— REBESLLE T,
Password A—HYT7HI Y bDINAT—REASLET,

REND. BEZEZEL Web GUNRSHBEIE. TExitl 27U v 7 LET,
AIDON—INRZ%HEIE. [Back] 27wy L&,
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SNMP Di&E (Smart Wizard)

4. SNMP DEREZITVE T,

Welcome to Smart Wizard

! Step 4 of 4: Enable SNMP for management.

5-7  SNMP EH

1. [Enabled) (B%h) Ffcld Disabled) (Exh) H#RIRLET,
2. TApply&Savel 7 1) w7 LET,

READ. BEZEL Web GUINRBIHZEIE. TExit] 27 v 7 LET,
FIDN—INRZHEE. [Backl Vv I LET,



E58 WebX—XDRAvFEHE

Web X—XD1—HAL /2T x—R

Web =512 2T 1 —ATERA Y FOREETOED INT+ =RV ZRARV AT LIRKEET ST 1 v VRRTCERTEET,

A—HAL V2 TI—ARDEIVT (REVHE—FE—F)
Web X—Z 1 >27 1 —XMD [Device Information | EE ClZUTDIBERESEBI S ENTEET,

I)7®

Reifresh Interval

D-Link x TR

Building Networks for People

T I) 712\/\ . Surveillance Mode L[ I "' Logged in as: Administrator, .. B Logout
evice ormaton
W DGS-1250-52X Device Information
@ system
& Management Device Type DGS-1250-52X Gigabit Ethernet Sm. MAC Address VT VORI
@ L2 Fealures System Name Switch IP Address 10.90.90.90
[ L3 Fealures System Location Mask 255.0.00
B aos System Contact Gateway 0.0.0.0
@ acL System Time 10/04/2025 11:27-06 Hardware Version Al
5 Security Runtime Version Build 2.10.8006 Serial Number T PR
@ oam
& Monitering Utilization
@ Green
~ CcPU Average: 55% Switch Storage
G 7(2)
U706 e IU7@
100 > 10020-70 @ 100
0-20 m
75 > 75
50 > 5
25 > 25
0
15:02:30 15:02:36  15:02:42  15:02:48 Flash Memary

X] 5-8 Device Information B

7 Bz
TUT7® AT T TIEAA Y FORIE/ SRIVDIRENZE ) T IVEA LT ST 4 AIVERRINET,
A Y FDR— b, HEEEY 1 —IVAKRTENE T, [D-Linki O3d%%2 1 v 23 5E D-LinkWeb 1 b (H3E) ~\#E)
L%,
TUT7® Ay FOBRE). 20717 L—a3>DN\w o7y TEVANT 77—LT T T7DOFH. —XAZ 2V ZXE— RN
DT REDTHULEERETTS [Tool) AZa1—&. REDREFEZETTD [Save)] AZ1—HbYUET,
V—)UI\—=DABICIE. BEBEGETOI—FREXANYFDIPT7 RLAL A7 T NRZUHDNERRINET,
TUT7G Web GUI Z{EH L CEREARELMEED Y ) —E1—hAFRREINET, VIU—BEZY v o L TEEEDRTEmICEE)
LEY, 8RaEr v odsrE. 7)1 AERE@mHERTREINE T,
Fle. AZa1—EBREAFT—T7— R CRETDHODBERT 1 — IV REBEETNTVET,
TUT7@ TUT7@DY)—E1—CER LR EEDREEEA R RENE T,

%u

Ay FRERLE LIS, WebGUIY—IL/A—D [Save] A= 1~ CREEGFET BRBLBY £T.

\
ITE  Web GUI #RR 9 2BBOMUEEIE [1280x 1024 £ 4ILTT,
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1YLV E2T1—ZARADEINT (F—RLS5VRXE—F)
P—RASVRE—~RTWebGUIHZT 7 LA LTFE. UTFOBEEIRRENET.

TU7®

Survelllonce Mode

[ save (P tHep @ OnlineHelp () Standard Mode

&

S veiiane Uvervicw

surveillance Topology | | Device Information ‘

B:..x0 B2 x2 Hwx1 ax0 @ x1

TU7@ Sisiete) E’-%%% mEE .
I\ J
TU7®
M59 H—~A5YAE— FYHEE
TU7 B
TU7® AAYFOBRE. AV T4 L—23 DN I T7 v TEVARNT T 7—LT T T7DEHAZEZ—RE—
RAD(T. BEDTEHLEEETD [Tool) XZa1—&. BEDFREETTD [Savel] XZa1—HHJET,
W UN—DBEBICIE. BEBEEROI—FR2EAAVFOIP 7 RLA, Q7Y FREVARTENE T,
TUT7® Y—RAZ AT~ R CHREABEGHEEDY ) —E 1 —HFRREINK T,
W —EEEY Uy L TEMEDRTEEICRE LET, . AZ1—BEFF—T— RTRRTBH
DRI 14—V FEAEINTVET,
TUT7® TUT7QDY)—E1—CEIR LR EEDREBEEARTINE T,
ZA W FMBEILETINA R IPAAS. NNRDRT—ZAETDIY FICRRENET,

P—ARAS5YRE— FORMITOVTIE, [E178 Y-S5V RE— R #BBLTREL,




E58 WebX—XDRAvFEHE

Web RRx—I v DA Z 1—18m%

Web YR —I ¥ TRRA v FICERL, OV VEECAI—YRAENRT— FEADLTERA v FOBRE—-FIIT7I7EALET,
Web Y2 —2 v CREABEEHAEZ RCEHERBLE T,

= YA 5%
System System Information Settings AA Y FOEKRERZRTLET,
Peripheral Settings VAT LOEEREPREN DY TOREETVERT,
Port Configuration R—MRE. Vv VRTL—LREGEEFTVET,
Interface Description BR—PDAT—ER, EERT—ZAPHELERRLET,
PoE DGS-1250-28XMP/52XMP @ PoE SREETWNE T,
System Log AAVFDY AT LOTREETVNET,
Time and SNTP XAy FORFEREETVET,
Time Range AAYFDRALLYIHFRELET,
Management | User Accounts Settings A—FT7 A0V FOERRERERTVWET, BNEI—F7 A0V b ERRAIETT,
Password Encryption INAT— RS LRET 7N IVIRELE T,
Login Method REBA VAT T —RATOATA VHEDOVWTHRELET,
SNMP SNMP Z(ER L TCRA v FEEEBLET,
RMON AA Y F O SNMP BEEEICHT B E—FEZR U >Y (RMON) X7—2 A EBME & EIC
LET,
Telnet / Web AA Y FIC Telnet E E Web s8EZE LE T,
Session Timeout Yy aVRALT I NORERELET,
DHCP AAYFDDHCP J L—H—ERICDWTHRELE T,
DHCP Auto Configuration DHCP BENE EEEDREZTTLER T,
DNS AAYFDDNS B—ERICDWTCERELE T,
File System 7w aTdT7AIV AT LERELET,
D-Link Discovery Protocol D-Link 7« XA/N) 70O b 2L (DDP) DFR. REZFTVET,
Reboot Schedule Settings AW FOBRART Y 12— IVEREETVET,
L2 Features | FDB AZ2T 4w FDB, MACT FLRFT—TIWiEEERELET,
VLAN VLAN £, BEETTWVET,
STP ZINZ2 Y1) —DREERTVET,
Loopback Detection =TI\ VIEHREATVE T,
Link Aggregation BHOR— b EEE LTI DOLEREHDOT—2/\1 751> LTRIBLET,
L2 Multicast Control RIFFLY ALY bO—ILOREETVET,
LLDP LLDP (Link Layer Discovery Protocol) D&EEZEITTLNET,
L3 Features | ARP ARP DFTE. REZITLET,
Gratuitous ARP Gratuitous ARP DERE. #REZITVET,
IPv6 Neighbor IPv6 %A /\DREZITNET,
Interface IPv4/IPv6 77 L ADA > 27 T — ADHREETTVE T,
IPv4 Static/Default Route IPv4 7 RLADART « w7 | FIHAIL— b DEREZETVERT,
IPv4 Route Table IPvd DJV— b 7 —TIVDEREEITVNET,
IPv6 Static/Default Route IPv6 77 RLADRX 2T « v / IAIL— b DREETVET,
IPv6 Route Table IPv6 DJL— b 7 —TIVDEREEITVNE T,
IP Multicast Routing Protocol IP Multicast Routing Protocol (IP XJLFF v+ X bLb—FT 4> 7 7A ML) DFREEITVET,
QoS Basic Settings QoS DEARFEZITVNEKT,
Advanced Settings QoS DFFMREZITLNE T,
ACL ACL Configuration Wizard DA REFERLTT7 7R Ta7 7))L EIV—IVEIERLE T,
ACL Access List ACLT7 72X ANDERERLET,
ACL Interface Access Group ACLA VR TI—RT VR T IV—TDREETVET,
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i HIA =2 e
Security Port Security R—btFa1UT1OREETVET,
802.1X 802X BRALDERTEZITVE T,
AAA AAA DEBREZEITVE T,
RADIUS RADIUS DEREZITWVNE T,
TACACS+ TACACS+ D EEITWVNE T,
IMPB IP-MAC R— b1 > T« VT DREETVET,
DHCP Server Screening DHCP H—N\R 7 ) —Z VDR EXETVNET,
ARP Spoofing Prevention ARP R 7—T 4 VIBHIEREATTVE T,
MAC Authentication MAC BREEDREZTTVNE T, MAC EREEREEEIL. MAC 77 RLXICTR Y T — 0 DFREEARET
B5HECTT,
Network Access Authentication | % T —2 7 7 AFREFREZITTVE T,
Safeguard Engine =T H—-RI VI VEREETVET,
Trusted Host FIAMKRANREETVET,
Traffic Segmentation Settings NS DAV I TAYT— a3 VEREETVE T,
Storm Control Settings A =LY bO—/VDFREZTVE T,
DoS Attack Prevention Settings | DoS WEMSIEEREEITVE T,
SSH SSH (Secure Shell) DFREZFTVNET,
SSL SSL (Secure Socket Layer) DFREEITNET,
Network Protocol Port Protect | TCP/UDP /R— h Dy b T —2 70 JJUR— MRERELZITTVE T,
Settings
OAM Cable Diagnostics T—7IVEBMETVET,
DDM Digital Diagnostic Monitoring (DDM) #8E%RITLE T, AV FICHALZSFP £ 2—)LD
DOM REDEER, EBRE (V5 —LRE. EEXRE. BELEVMERTE. BELEVMEHRE.
INA T AEBRLEVMERE. Tx GXE) BHLEMERE. BLURx () EALEVMERE)
EIDTENTEET,
Monitoring | Utilization R— hOBEEREERRLET,
Statistics INTY MREHEIRE T st ERERRLE T,
Mirror Settings R—brI5—UVIOREETVET,
Device Environment HERERBEDRRATVE T,
Green Power Saving HERDEBNIRELZITTVET,
EEE Energy Efficient Ethernet/ &1 —HY X v FDREZITVE T,
Toolbar Save A2 T4 7= a>OREGEETVET,
Tools T7—=LOIT Ty TIL— RN\ o7y AV T4 L= 3DV NT NI T Y
THEERTVET,
Wizard AR— b 74— FZRBLET,
Online Help D-Link DY R— b Web 1 b (&EB) / £fald1—YHA K &EEER) #FRRLET, 12—

v ERDMETT,

Surveillance Mode

Web E—FERZVE—RE—FDOSTFT— AT VRE-RICBITLET,

Logout

Web GUI 50777 b LET,
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System (VA7 L

=~

axX AE

)

E6ZE System (ATLIERE)

LUFIE. System B 7 AZ 2 —DRATY ., HEITHLC T,

HWE /BB /MBEZETTOTLIEEL,

PIAZ 21—

Biis

Device Information (7/\f X I&%R)

Ay TOIRREBREFRTLET,

System Information Settings (3 X7 L\ 1E%R)

AA Y FOERBFRERRLET,

Peripheral Settings (3R3BR7E)

Ay FOREREZTVET,

Port Configuration (ZFR— ~E&7E)

R—FRE. Vv VRTL—LREREZTVET,

Interface Description (- >2 7 = — X&)

BER—PDRT—RR BEAT—2APHEZRTLET,

PoE (DGS-1250-28XMP/52XMP)

PoE DEREZITLVNE T, (DGS-1250-28XMP/52XMP (D)

System Log (X7 A7)

JAT LAY DREETVET,

Time and SNTP  (B5ZI| - SNTP 5%7%E)

Ay FICHLUERELET,

Time Range (24 LL > VERTE)

AA v FDACLEEER ECHRABI 2RV 1— )l eE&ELE T,
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Device Information (5/\1 X1&ER)

fDEmEH S [Device Information | BEEICE5%HEE. BEm&Ezr ) v LET,
[Device Information]) BEIEICIET /A RADO—MRAEIER (VAT L% B YATLAMACT RLA YATLEZLIPT7 RLA, 77—LT 17,
BEUON=FRO T T7DN=I 3 VEREE) BhERRENET,

V)1 —0®EE2EI Uy L. UTOBEEEZRRLET,

Refresh interval

Building Networks for People

# DGS-1250-52X
@ @ System
® @ Management
E [ L2 Fealures
@ @ L3 Features
[ QoS
B E@ACL
E @ security
@ @ oAM
[ @ Monitoring
E @ Green

v 9 5
English  + " Logged in as: Administrator, ...
Device Information
Device Type DGS-1250-52X Gigabit Ethernet Sm.. MAC Address VT PSRN
System Name Switch IP Address 10.90.90.90
System Location Mask 255000
System Contact Gateway 0000
System Time 10/04/2025 11:27:06 Hardware Version Al
Runtime Version Build 2.10.B006 Serial Number THT VRS
Utilization
CPU Average: 55% Switch Storage
=70 Wl
100 > 10020-70 EB| | 100
0-20 W
75 » 75
50 > 3 50
25 » 25
u T T T 0
13:02:30  153:02:36  15:02:42  15:02:48 Flash Memory

6-1 Device Information EIE

BEEICRTINSER !
EE | 9
Device Information
Device Type IS CERINHBR A ERTLET,

System Name

A—FHERLCVATLEEZFRRLET,

System Location

AT LDREEEL TV AERERTILET,

System Contact

BHERERRLET,

System Time

AT LOENEFRRLEY, H/B/FTRRLET,

Runtime Version

TINAADT 7 =L TT7N\—T 3 ERRLET,

MAC Address TINA RICEN) HTHENEMAC T RLAZFRRLE T,

IP Address TINAXICEIETENEIP 7 RLRAERRLET,

Mask TINA AT HTENH TRy bRV EFRRLET,
Gateway TINARICEIETONET 74 IV NS — DA ZFRRLET,

Hardware Version

FTINAADN—=RO 7N\ —I 3 vHERRLET,

Serial Number

TINAZADV) T IVEBSERRLET,

Utilization
CPU CPU DERAEAHRRLET,
Flash TV aDEREERRLET,
Memory AEUDFRAERERRLET,
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System Information Settings (> X 7 L 1&#R)
YT LERREEACH. ¥ AT LBROREETOET,

System > System Information Settings DIEICY v L. LFNOEEZFRRLET,

System Information Settings

System Name |Switch |
System Location P55 chars |
System Contact P55 chars |

6-2  System Information Settings [EIH

HEICRRENSIER !
1EH Bz
System Name AAYFDYVRATLAERELET, 2v b T—VNTOHERBEGVEKT,
System Location VAT LHOBEHL TV AEREEERELED,
System Contact Ay FOEBEBFREANDNLET,

TApply) %51 v LT, RENEEERLET.

[System Name) DFEXFHHT / BEICRET ST LIETEEL A
Peripheral Settings (BRIRERE)

YRF LOBEREDEE Sy TOREETVET.

System > Peripheral Settings DIEIC7 w7 L. LTFOBEEZHRLTLE T,

eripheral Settings

Environment Trap Settings

Fan Trap (Enabled  (eDisabled

Power Trap (Enabled

Temperature Trap (JEnabled  @Disabled
Environment Temperature Threshold Settings

High Threshold (-100-200) fo |™Defaut

6-3  Peripheral Settings EIE

BEEICRTINSER !
bi=[= B
Environment Trap Settings
Fan Trap T7VEEARYS O7VI5—%EEE) Oy TE2BYW/ ENCERELET,
Power Trap BRESANY N (BRI7—FLIEEE) DNy TZ2ER/ ENHERELTT,
Temperature Trap BEEEANV L (BELEVMEDBBEIZEIE) DT v 728/ EMERELE T,
Environment Temperature Threshold Settings
High Threshold BREELEVMEZIEELE T,

- SRTERIREEEE - [-100°C) - 200°C
[Default] #F T v 79 % EMEREICRY £,

Low Threshold EEEELEVMEZIEELE T,
- SRTEPIREEEE - [-100°C) - 200°C
[Default] #F T v 7 9% EMEREICRY £,

Mpplyl 271w LT, RHENBZBERBLET,
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$6E  System (VAT LERE)

Port Configuration (FR— FE&E)

BR—POREETVET,

Port Settings (;R— FE&7E)
R—hOFMERELET,
System > Port Configuration > Port Settings DJEICY w7 L. LUFOBEEZFRRLET,

Port Settings
From Port To Port State MDIX Flow Control
[eth1/0/1 [eth1/0/1 [v] [Enabled [v] [Auto ] |off V]
Duplex Speed Capability Adverfised Description
[ Auto [Auto [~ ]| 10M [ 100M [/ 1000M [p4 chars

athA N Iin Craklad Avdn RANIY Baskr_rdvimla Aubn_onaad

6-4  Port Settings [E/mE
ElICRRENDIEE :

FIM Control
Link Status Description
EOTN

HE Btz
From Port/To Port |&&RET HKR— FD&EEAZIBELE T,
State YIER— NDRT— 2 REB/ EHRELET,
MDIX MDIX DFREZLULTHS5FEIRLE T,

- TAutol - 877 — 7 ) Vi z BEIMICRELE T,

(MDI E—F) [CE#iCEXRT,

br—=TIVTRIDAA Y FOR—E (MDIX E—R) ICERT AT ENTEET,

Z5=1 AIEEIE 10/100/1000 Mbps RJ45 R— b TDIMERTEE T,

- [Normall - BEDT —7IVEGRDIBEIE. TOF TV a3V EERLET, TOF TV aVEERTSHE.
E-RIZGEY. AbL— b= EBALTPCONICICEST 50, VORT—TILEN L THIDAA Y FOR— b

— ~ & MDIX

. [Cross)- 7 ARA—IN—r—TVEROBEIE. TOF T2 avEFRLET, A—MEMDIE— &Y AL—

- TAuto] THalfJ TFullJ

Flow Control fon) (Z7Eo—#lEdY) Ffcid TOff) (7a—#IEEL) ##IRLET,
Full-Duplex MR— kTl 802.3x 7A—2> b O—/UIC L BHEETVET, TAuto) DR— MIBEBMICOITNDEFERLE
3—0

Duplex Duplex E— FOEREZUTHSRIRLET,

BFORRICEDEC. RELEEZTOLOBEHNICHRILET.
BERAY

¥ BV ETNET,
< OMJ - R— bREZ 10Mbps [ITIEE LT,
- M100MJ - R— FRE% 100Mbps |TIEEL £ T,
« [1000MJ - R— bREZ 1 Gbps [TIRELET,

« 110GJ - R— FRE%E 10 Gbps [TIRELF T,

DET, TNUANDOREETOE AR— MO VI AT %S| ERILET,

Speed R—hOREEERLET, REZRET 5L BEDKR— h CHERENEEL TV T, Auto) =I5

- [1000M Master] - R— FRE%Z 1Gbps ITHEE L. ERMEDZ A IV JHIEICEITHY A2 ELTEELE T,
- [1000M Slave] - KR— ~iRE% 1Gbps [TIEE L. EREDR A IV JHICHBIF 2 AL —T & LTEE

EI D& i

- TAuto] - Copper R— hDIFE. #— bRV I—Y 3 VEBBRLTU Y= —ERE, 70—-2> bO— VDR
BEFTVET, KT 7/ VR—FDBE, A— IV I—YavE@EBLTY Yo/ —rF—&o0y o, 70—

L&,

o Y AREHTE (1000M Master) - ZHR— b Duplex SREEEL 1 V214 FICDNWTT RINZA XETVWE T, £l
BSNIEL A VEDOR AR - AL—TBEHRTZRELE T, INSOBRIE. 2 DDYEL A VEDZ A>T
ALY BIeOICRETY, 24 2V 7%E,. O—AILY =L >TRAZDYERBICt Y hENET,

« AL—7TFRE (1000M Slave) - V=T 2 A =2 & ERLET, XAZDSRELT—2A M —LlLKY R =2
VO mEHEET, —HDEFIC [1000M Master] ZFRE LIZBE. A DESEL [1000M Slave] & 2H4ENDH

Capability &2 MSpeed) A TAutol ICRREITNTWVWARHE. IBELBENFT — bRIYI— 3 VOBICT RN\ZA XENET,
Advertised
Description R—OFBAEANLET, (64 XFLUN)

TApply) %% U w5 LT, RENEZEMLET,
10G SFP+ 20 M EEEAC— RICRET BICIE. [Speed) & [Duplex) DA% Auto LUNDEEE— K

—=n
“BX.

EIBHENHIET,




$6E  System VAT LEKE)

Port Status (R—FRXF7—42X)
K— kOREE. BEICOVTERLET,

System > Port Configuration > Port Status DJEIC7 1) v 7 L. LUTFOBEEERRLET,

(a

Port Status
Lo e e [enjFERREE o e | |
MAC Address VLAN Speed Type
R

eth1/0/1 Connected [ER PR 1 Off off Auto-Full Auto-1000M 1000BASE-T
eth1/0/2 Not-Connected E3T T 1 off off Auto Auto 1000BASE-T
eth1/0/3 Not-Connected [ PR 1 off off Auto Auto 1000BASE-T
eth1/0/4 Not-Connected E3T T 1 Off off Auto Auto 1000BASE-T
eth1/0/5 Not-Connected (St s AR T 1 off off Auto Auto 1000BASE-T
eth1/0/6 Not-Connected FETE LR 1 Off off Auto Auto 1000BASE-T
eth1/0/7 Not-Connected [EVEE N 1 Off off Auto Auto 1000BASE-T
eth1/0/8 Not-Connected E3 O | T 1 Off off Auto Auto 1000BASE-T
eth1/0/9 Not-Connected [ PR 1 off off Auto Auto 1000BASE-T
ath1/0/10 Not-Connarted (55 . BY N TN 1 off off Autn Auta 1DONRASF-T

6-5  Port Status B

Port GBIC (R— bk GBIC)
BYFER— b D GBICIBERICOWVWTERRLET,

System > Port Configuration > Port GBIC DJEIC 7 1) v 7 L. UTFDBEARRLE T,

- B
@ -
Ed 3
H o
H @ ©

N

»

Interface Type 1000BASE-T
eth1/0/2
Interface Type 1000BASE-T
eth1/0/3
Interface Type 1000BASE-T
eth1/0/4
Interface Type 1000BASE-T

&
2
s
o

Interface Type 1000BASE-T

[
5
=
S

Interface Type 1000BASE-T

2
3

Interface Type 1000BASE-T

6-6  Port GBIC EIE

Port Auto Negotiation (R— kA —FRXd>I—232)
F—hrROVI—2 3 VOFMBERERRLED,

System > Port Configuration > Port Auto Negotiation DJEICY w7 L. UTFOBEEAZERRLET,

Fort Auto Negotiation
Port Auto Negotiation
Mote: AN: Auto Negotiation, RS: Remole Signaling; CS: Config Siatus; CB: Capability Bits;CAB: Capbility Advertised Bils;
CREB: Caphility Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received

eth1/0/1 Enabled - Complete 10M_Half, 10M_Half, 10M_Half, - -
eth1/0/2 Enabled - Configuring 10M_Half, ... 10M_Half, ... - - -
eth1/0/3 Enabled = Configuring 10M_Half, ..  10M_Half, ... - = =
eth1/0/4 Enabled - Configuring 10M_Half, ... 10M_Half, ... - - -
eth1/0/5 Enabled - Configuring 10M_Half, .. 10M_Half, ... - B -
eth1/0/6 Enabled - Configuring 10M_Half, ..  10M_Half, ... - - -
eth1/0/7 Enabled - Configuring 10M_Half, ... 10M_Half, ... - - -
eth1/0/8 Enabled - Configuring 10M_Half, ... 10M_Half, ... - - -
eth1/0/9 Enabled - Configuring 10M_Half, ..  10M_Half, ... - B -
etht/nrMn Fnahled - Caonfinuring 100 Half 10M Half - - -

6-7  Port Auto Negotiation [EIH
10G SFP+ RO A — bR IV T—3 3 Y OERERE Y K—F LTOE A,
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Error Disable Settings (L5 —F 1 £— 7 IVE&E)

T 5—Disable (3. b=\ 7R EDT S —HFE LTzR— h % Disable (%)) RAEICT 2H48EC T,
ANEE Cld. TZ7—0DREP Disable REDR— DU AN\ BRORER EZITVET,

System > Port Configuration > Error Disable Settings DJEIC”7 v~ L. U TFOEEAFRLET,

mor Disable setungs

Error Disable Trap Settings

Asserted Disabled
Cleared Disabled

Notification Rate (0-1000) O

Error Disable Recovery Settings

ErDisable Cause Al State Disabled Interval (5-86400) [ |sec
I O T
Port Security Disabled 300
Storm Control Disabled 300
Dynamic ARP Inspection Dizabled 300
DHCP Snooping Disabled 300
Loopback Detect Disabled 300

Interfaces that will be recovered at the next timeout:

6-8  Error Disable Settings [EIH

BEICKRRENDEE :

BE PR
Error Disable Trap Settings
Asserted IZ—Tat—TIVREITGE e & EOBAXEDBYN / ENEBELE T,
Cleared IZ—Tat—TIVREHL SEE LT & EOBAREDER / ENEiEELE T,

Notification Rate 136D Ty THEANDLET, IBELELEWMEBA /T Y MIFEINE T,
- EREFJREEIF 1 0- 1000
- FHAE 0
WHBED T0J ICRELIBE. EMREHNZEINSTZUICSNMP b oy THERENE T,

Error Disable Recovery Settings

ErrDisable Cause IZ—Ta4t—TIVORERELTHSERLET,
- BERAET - TAll) TPort Security] ['Storm Control] TDynamic ARP Inspection] TDHCP Snoopi

ng. TLoopback Detect]

State BELRRRAICED IS —T 1 t—TILR—bDBEN A\ EEEBR / ENICLET,
Interval R=bUAN) ERITT2ERERELE T,

- REFREEA [ 5-86400 ()

TApplyl &4 U w4 LT, BEREEERLET,
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Jumbo Frame (¥ + VR 7 L—LEE)

T RTL—LAlE 1,518Byte ZBZ BT L— LY A REE®RLET, Vv RTL—LAICKY. BLT—2EDEWT L—LATEHEXT ST EH
TEEY, DGS-1250 TlE. AT L—LYAZADN12288 /31 FETDI ¥V RTL—LEZFR—FLTWVWET,

System > Port Configuration > Jumbo Frame DIEICY v o L. LIFOEEZRRILET,

Jumbo Frame
From Port To Port Maximum Receive Frame Size (64-12288)
[eth10i1 [~] leth1/01 [~] [1536 |bytes
eth1/01 1536
eth1/0/3 1536

6-9  Jumbo Frame EI&

BEICRTENDIER !

1EH

S&II

LE

From Port/To Port |5&%E Y HR— ~DEHEAEIEELE T,

Maximum Receive | R4 Y FDI vV RT L—LEEDEAEZIEELE T,
Frame Size - RTEFJREHIF 1 64-12288 (bytes)
- FERME 1 1536 (bytes)

TApply) %251 w 5 LT, RENSEEA LET,
Interface Description (1 27 = —AHE)
SR— hDRTF—H R, BEIAT—HAPEEERTLET,

System > Interface Description DJEICY ) w7 L. UTFOBEmAZFRRLET,

Interface Description

Total Entries: 30

enabled
—___
ethlio/3 enabled
—___
eth1.0/5 enabled
—___
eth1.0/7 enabled
—___
eth1.0/9 enabled

[e] [0 Km213] T Tedl

6-10  Interface Description E|H

BHDOR—IDEFET 556, N—VBESERELT [Go) 27 v 7T 5T ETREDN—INEH TCEELT,
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PoE (DGS-1250-28XMP/52XMP)

DGS-1250-28XMP/52XMP &«
9 ARTD Pok R—

KAA Y FTIELLTD PoE #pE% R TEE Y,
- Auto-discovery BgEIZ. PD (2EHERR) |
- Auto-disable #8ElZ. DEEENN TV AT LE

ELE T,

- Active circuit protection H8E|

IEEE 802.3af / at [ICEEDE. &I

IEEEB02.3af $34&45 K U° IEEEB02.3at #RH& (D PoE #aEx R —
ME. =R 30W DENEMETEELT,

R—NME A7TU 5 EfadA73Y 3D UTP Ethernet 7 — 71L& N LT, 9 48VDC (DEEJ?%
A A Fl& PSE (Power Sourcing Equipment) pinout Alternative A [CE#HLL TH W

IBNDORRDE CTHE
IRODEAIE > TG / RETNE T,

FLTLET,

I TEE T,
n&ds

EHESS (PD/Powered Devices)

FE> 1020 30 BLU 6 ZBLTHIEE

CEHFMICENZMELET.

BROU Iy FEBITVW2AHE] & [BR—FOEEEN 2 v FEBITWV2HE] IKBLTH

. BENIOR— N EENICT HEEET Y, MDR— FDOBIMEIZEDY T A,

Class REHBRDRAZES AA Y FDRABHEGES
0 1295W 154 W
1 3.84W 4W
2 649 W 7W
3 1295W 154W
4 255W 30W

PoE System (PoE ¥ X7 L\5R7E)
TINA AD PoE EHRESBELUVUEELET,
System > PoE > PoE System DIEICY w7 L, LTFOBEEZFRRLET,

PoE System
Usage Threshold (1-95) Paolicy Preempt Trap State
I Disabled ]
Shcw Detail
Disabled Disabled
6-11  PoE System E|H
EICRRENDIER
BE Eilis
Usage Threshold O DERCBEDBHXEERTI A LEVMEEIRELE T,

PIREERE © 1-99 (%)

Policy Preempt

RIY—=TUIVT =B/ BN LET,
RUD=TIIVT M BIHFRLTVWBRETH LS T/ \47\7&}%% LITBEIC,
T FIROBEEOSWNT /A RITHIET 2B EMIRT DHEAE

BREDENT /A XZM L

Trap State

PoE DERIX{EZ B / EMNC L LT,

[Applyl Z2 U w o LT, &

ERAREEALET,

[Show Details] Z7 1) w79 2L TOEBHAFRRIEINET,

PoE System
Usage Threshold (1-99) Paolicy Preempt Trap State
TH Disabled|V] Disabled[V]
Show Detail
Delivered {W) Power Budget (W) Usage Threshold {%) Paolicy Preempt Trap State
Disabled Disabled

PoE System Parameters

24 E121 30

6-12  PoE System (Show Detail) EIE
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PoE Status (PoE X 5F—% X5BE)
BR—FDPOEAT—ZAAEERRLEY, e BR— FOFEMIBEREASNITEET,

System > PoE > PoE Status DIEICY U w7 L, LTFOEEZFRRLET,

“PoES@®EE .

PoE Status
From Port To Port Description
[eth1/0/1 [v] [eth1/011 [v] B2 chars |
I S T S
eth1/0M1 Searching Server
efh1/v2 Searching WA on nn Nelete Nescriptinn
oth1/niM Soarchinn LAY nn nn Nalsta Nacrrintinn
6-13  PoE Status [BIHE
EICRRENDIER
HE B
From Port / To Port FET HR— bOEEETIEELE T,
Description POE A >R T T —RAICEHENTWVWDPD (BET/IN\AR) ITDVWTODRBEEAILE T, (32 XFUA)

Mpplyl Z2 1) w2 LT,

RENBZBEARALET,

[Delete Description] &2 w2 LT, SEBEHBRLES,

PoE Configuration (PoE 5%7E)
POE K— M DESEE, BHR. 21 LLYIEE, PoE DREEFTVET,

IEEE802.3at PD (&

BT /A R) NDIBICKHT B551E. LUTERHS. RTLTIREL

- SFRD PD H IEEEB02.3at [ICTEM L TWL B HEERT 5
* WROR— b ZFENT 30W ICRET S

System > PoE > PoE Configuration DJEICY ) w7 L. LUTFOEEmAZFRRLET,

PO onngurataon

From Port

PoE Configuration

To Port Priority Legacy Support Mode Max Wattage (1000-30000) Time Range

[eth1/01 [¥]

[eth1or V]  [Low [v] [Disabledv]  [Auto [¥] | [mi [ 1o

Apply

I T N S

eth1/0M1
eth1/0/2 Auto Low
eth1/0/3 Auto

Disabled Delete Time Range

iabed Woekdars

Low Disabled Delete Time Range

6-14  PoE Configuration EIE

HEICRTENDIEE !

B[ =] Bk
From Port / To Port E%TE@"%) R—bOEEEIEELXT,
Priority —bPDOBREEIEELE T, R— MBEEIEY AT LDNEDKR— MUBANICEARBETONERELE T,
. i%?RH?Z : [Critical) THighJ ow
Legacy Support L7J>—PD (28R OYR—baBEW/ EMCLET,
Mode PoE R— FDENEBEE— FEERLET,
- 3EIREY : TAuto] INever
Max Wattage AIEHIE Mode] T lAuto)] ZERLIEBEICRREINE T, F v IRV I RICFTvIZAN. BEMEE PD NME
R HRAE 7]722? ELET, MEERELEWVGEE. PDDY AL > T ARG EANBEMITAEEINE T,
- EXTERIREEREA 1000 - 30000 (MW)
Time Range AIBEHIE Mode) T lAuto] ZBRLIEBEICRRENE T, FTVvI/ARYIRICFTVIRAN, ZRALLYI"A
NLET, BALL I, R— D PoE #eEAEBMITT BBERIAIEELE T,

MApplyl Z2Uw o LT, RERABZBEALET,
Delete TimeRange| 27 w7 d5E24 LY IDEIBRENE T,
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PD Alive (PD 754 7)

PD 751 THEEDREEITVE Y. PoE R— ML TL\% PD (ZEHER) DIRAEE [Ping) ZEAL THERLE T, PDHEMEL TV EWNEE.
POE R— hD U4y ., EBHEEETVET,

System > PoE > PD Alive DJEICV/ U v 7 L. UTOEEZRRLET,

PD Alive Configuration
From Port To Port PD Alive State  PD IP Address
[etht/0/1 [v] [eth1/0/1 [v] [Disabled~] | - - . ]
Poll Interval (10-300) Retry Count (0-5) Waiting Time (30-200) Action
I o Jsec [Both [v]
eth1/0/1 Disabled 0.0.0.0 30 2 90 Both
eth1/0/2 Disabled 0.0.0.0 30 2 a0 Both

6-15 PD Alive BIE

BEICERRENDIEE :

BEE SEA
From Port / To Port RET HR— bOFEEEZIEELET,
PD Alive State PD 7 51 TR B / T LE T,
PD IP Address PDDIP 7 RUAZEIBELET,
Poll Interval AU IBRERELET, K—U 2 JRRIL. IBED PD DIRTERRT 5250 Ping ZX(E7 2B T,

. EREPIEEERE © 10-300 (B)
- FIHRME 30 (B)

Retry Count U SAEBERELET. U bTIEEIE. IBED PD L SRELGED D 2B Ping ZEIXET HEETT,
- REFRERME 1 0-5
- FIHME 1 2
Waiting Time B (Uy 772 a vHRTENER. TDPDICT ping X v E—IVEIXET BFICY AT LT 285H)
EHEELET,

. EBTEETAEEDE C 30-300 (W)
. WIHAME 1 90 ()

Action ETTLEMEEIEELE T,

- TReset|-PoE R—bEUtL Y FLET, (—BPoEZEAFTICL. BEAVICLET,)

- INotify) - BEBEIOBNT 207 & boy TEFELET,

. [Both|-EEEICEMNITHAO7E Ty TAERXREL, POER—bEULY FLET, (—BPoEZF7ICL. BEA
TLEd,)

TApplyl Z2 w2 LT, RERBZBEALET,

Time Range % PD Alive & 4678 LT2#5&. PD Alive |85 L %€ A,

PoE Statistics (PoE ##&5t)
PoE D#fetiEHRERRLE T,

System > PoE > PoE Statistics DBV v L. UTOEEARRLET,

POE Statistics Table
I T e B R
eth1/0/1 0 0 0 0 173  Clear |
eth1/0/2 0 0 0 0 151  Clear |
th1/0/3 0 0 0 0 170 Clear
eth1/0/4 0 0 0 0 172  Clear |
eth1/0/5 0 0 0 0 172  Clear |

6-16  PoE Statistics BT

[Clear Alll &2 1)w o d2%ELKR— KD PoE HEtBERIEEINE T,
[Clear] &% 1)w o425 ENMRAR— bD PoE FEtEHRNEEINE T,

KEBOK— M Tl [RIEABS /Invalid Signature] DAH Y AR LR LETH, BETIES Y EEA.
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PoE Measurement (PoE 5+il)
PoE DEHAIEHRERRLEY,
System > PoE > PoE Measurement DJEICY ) w7 L. UTDEEZFRRLET,
PPOE TIERBUTRERE

PoE Measurement Table

N/A NIA INA A

eth1/0/1

N/A N/A NFA

eth1/0/3 NJA

NIA NIA NA

eth1/0/5 NIA

6-17  PoE Measurement EIH

PoE LLDP Classification (POELLDP 57 4 —>37)

PoE O LLDP #ElEHRZRTLF T,

System > PoE > PoE LLDP Classification DJBIC7 ) w7 L. LU TOBEEZFRRLET,
PoE LLDP Classification

PoE LLDP Classification Table

Port eth1/0/1

||

Port eth1/0/2

|

Port eth1/0/3

6-18  PoE LLDP Classification EE
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54

System Log (¥ R

FLAa%y)

VAT LB DREETVET,

System Log Settings
VAT LOTHED AT —

(Y AT LATHRE)
ZRR, OYDREREEEERELET,

System > System Log > System Log Settings DIEICY ) w7 L. LUTFOEEEZFRRLET,

Log State

Log State Enabled [v]
Buffer Log Settings

Buffer Log State Enabled ﬂ

Severity 4{Warnings) ﬂ

Discriminator Name

6-19  System Log Settings EI

BEICERRENDIEE :

HE |

Eiis

Log State

Log State |

AT LBTDTA—INVAT =R A%EBW / BHIEELE T,

Buffer Log Settings

Buffer Log State

Ny 77707 0—NIVAT—2AERBELET,
- 3EIRAEY © TEnable] [Disabled] [Default]
MDefault] ZRINTZE/\y 770707 O—/\VVRAT— MIFERRED L EEMELEF T,

Severity

BT ENBEROL AN EFRLET,

- BRE
F0:Emergencies] (82). M:Alerts] (7Z— k). I2:Critical) (EX). 3:Errors] (TZ—). 4:Warnings] (&

). T5 : Notifications) G&%1). 6 : Informational) (1E¥). 7 : Debuggingl (F/\w %)

Discriminator Name

FABEANLET, (15 XFUR)
FpalE., TOT7 7 AIVRTIRESNIE 7 4 IV R )V TREICEDNTNYy 7 7AT A v —IF T 1)V 7T B

lcERENET,

Write Delay

T7ovyalkaF v I N\y T 7 a ERNICESACERERELE T,
Mnfinite) |2F T v 7% AN D EARBRIIEMICIZY TS,

- ERTEPTAEERA 1 0- 65535 (#)

- FJHAME 1 300 (B)

MApplyl 2 1Uw 7 LT,

REABZBALET,
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System Log Discriminator Settings (> 2 7 L0 7 5RIERE)

Y RT LOTHENED

FE. RENBORTZTVET,

System > System Log > System Log Discriminator Settings DJEIc7 ) v 7 L. UTOEEAFRRLET,

stem Log Discriminator Settings

Discriminator Log Settings
Discriminator Name
Action
sys [CJPORT CsTP CJLAC ] VOICE_VL...
[JLLDP [_JPORTSEC [_]DHCPV6 [JSTORM_CT. []SSH
Ocu [CJWEB N [JDDM CJAAA
[]DoS [CJDEVICE DAl [JSURVEILL... JRADIUS
[JDOT1X [CJPOE JLBD CJMAC [ SAFEGUAR ..
[C]cFG ("] FIRMWARE [(JREBOOT_S... ]IPVe [JAUTQ_SAV.
[CJIPsG [CJDNSRESOV.. [CJDHCP_SNO...
Severity
[ 0 (Emergencies) 11 (Alerts) T2 (Critical) 13 (Errors)
(T 4 (Wamings) [T 5 (Notifications) 16 (Informational) [C]7 (Debugging)
Total Entries: 1
Name Drops sYs Drops 3

6-20  System Log Discriminator Settings [EIH

BEEICRTENDIEE !

HE

g&ll

]

Discriminator Name

#Fnlae AN LET, (15 XFLUR)

Action EEx Drops) (B&Z). lncludes] (&) HoBRIRLET,
EEICRIEDII B 7 7T A ZATDF T v IRy 7 AEFERLEY,
Severity R 7o (BEE) OFEFE%E [Drops) (BEZ). lncludes) (L) HSERLET,

OISR ENBBEROEEAF v IRy I ATEIRLET,

- EIRE
[0:Emergencies] (BB2). M :Alerts] (77 Z— ). I2:Criticall (&A). 3:Errors] (ZZ—). T4:Warnings] (&
). 5 : Notifications] GE&0). 6 : Informationall (%), 7 : Debuggingl (F/\v %)

Mpplyl Z#21) w2 LT,

RENBZBEARLET,

Delete] 22V Uy U F2EIBEDIY MUHHIBRENE T,
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System Log Server Settings (¥ X7 LAY —/\E&E)
VAT LOTDREEITVET,

System > System Log > System Log Server Settings DJEICZ v o L. LUTFOBEEEFRRLET,

stem Log Server Settings
Log Server
(@) Host IPv4 Address - - () Host IPv6 Address
UDP Port (514,1024-65535) Severity 4(Warnings) v/
Farility 23 ﬂ Niscriminator Nama
Total Entries: 1
worrer |
10.90.90.1 Wamings [ Delete |

6-21  System Log Server Settings [EIH]

BHICRTENDER !

== B

Host IPv4 Address VAT LATY—/\DIPv4 7 RLAEHRELET,

Host IPv6 Address AT LATT—/\DIPv6 7 RLAEHRELET,

UDP Port VAT LAY —/N\D UDP R— +EFRELE T,
- RTEAIBEENE © 5140 1024-65535
- ERME 1 514
Severity A7 HENENZEROLNIVEEIRLET,
- BEIRE

). 5 : Notifications) G&0). 6 : Informationall (%), 7 : Debugging] (F/\v %)

0 : Emergencies) (B82). I : Alerts] (77Z—b). 2 Criticaly (8X). 3 :Emors) (ZZ—

). T4 :Warnings] (&

Facility OJHNENZ 7720 74 DEBSTERLEY,
SREPIBEERA 1 0-23

Facility 1& Facility %4 Facility #12
0 kern A=V Ay —T
1 user A—FLN)W Ay 2=
2 mail A=)V AT I\
3 daemon > A7 I\ daemon
4 auth1 ¥ T4 /HERA Y=
5 syslog Syslog |lC & WASEMENEA v E—D
6 Ipr SAVTIVEG TV RT
7 news Xy NI)—0 =2 =AY TIRT I
8 uucp UUCPH TV XT L
9 clockl 270w 77 daemon 1
10 auth2 Fa1)T 4 /HERAYE—T2
11 ftp FTP daemon
12 ntp NTP 7 X7 s
13 logaudit OJBE
14 logalert OJ%s
15 clock2 270w %7 daemon 2
16 local0 a—7/UEA 0 (local0)
17 locall O—7J)UER 1 (locall)
18 local? O—7J)UER 2 (local2)
19 local3 O—AJ/U#EA 3 (local3
20 local4 A—7A/UER 4 (local4)
21 local5 A—7AJ/UEA 5 (local5)
22 local6 O—7AJ/UER 6 (local6)
23 local7 a—7A/UER 7 (local?)

Discriminator Name | #BI%EASILET T, (15 XFUA)
FAalE. O —/NIGXESNeA Y=V T 4 )V R2 T BRICERINE T,

TApplyl Z2 w2 LT, RERBZBEALET,
Delete] &V 1) w U 2EAEBEDIY MDHIRENE T,
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System Log (Y ZX7L0O%)
AT LBYTOME /HEETVET,
System > System Log > System Log DJBICV ) v o L. UTFDOBEEARRLET,

System Log
Total Entries: 5
e | e
5 2018-01-01 00:00:46 CRIT(Z) Systemn started up
4 2016-01-01 000046 CRIT(2) Systern wartn start
3 2000-01-01 00:52:26 WARM ) | Safeguard Engine ent
2 2000-01-01 00:00:48 CRIT(Z) | Systern started up
1 2000-01-01 00:00:48 CRIT(Z) Systern cold start
EENBEE =
6-22  System Log B
[ClearLlog) #2Jwv 7 LT, RRBEEIADITNCDOIY M ETZ )T LET,
BEOR—IDFET 256 N—IVESZIEELT [Go) BV v I T ETHEDR—INBHTELT,
System Attack Log (¥ X7 LIEQOY)
VAT LHEOTDBEE. BHEETVET,
System > System Log > System Attack Log DIEICY ) w7 L. U TOEEmAEFRRLET,
ystem Attack Cog
System Attack Log
Total Entries: 0

I S T S
6-23  System Attack Log EE

[Clear Attack Log) =2 1w LT, RRBEIADINTCODIY MU ETZ T LET,
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Time and SNTP (B5%l - SNTP 587%€)

A FORRREZEITVNE T, FEEIE SNTP F—/NICEVERIERET 5 EDNTEXT,

Clock Settings (Bf%ZIERE)
AA Y FORBREETVET,

3

System > Time and SNTP > Clock Settings DJBIC 7 1) v o L. UTFDOBEARRLET,

Clock Settings
Time (HH:MM:SS)
Date (DD / MM / YYYY)
6-24  Clock Settings EBIE
BEICRREINAIER !
5H =5iPH
Time WA ZASILET, T7+—< v bE B2 %) T, {5 11830:30))
Date WEODENEANLET, 74— v bid TH/B/HF) TY. () 30/04/2015]

TApplyl Z2 w2 LT, RERNBZBEALET,

Time Zone Settings (21 LY —/58%5E)
SNTP DR A LYV —> EH—45 4 L (Daylight Saving Time) DFREZITVE T,

System > Time and SNTP > Time Zone Settings DJEICT ) v o L. LLFOREBEmAEFRRLET,

Summer Time State Disabled
Time Zone + 0 0

Recurring Setting

From: Week of the Month Last
From: Day of the Week

From: Time (HH:MM)

=
=
[<]
=
[<]

To: Week of the Month Last

To: Time (HH:MM)

=
=
[<]
=
[<]

orse TR
Date Setting
From: Date of the Month
From: Month
From: Year ]
From: Time (HH:MM) 00w 00[v]
To: Date of the Month
To: Month Jan
To: Year ]
To: Time (HH:MM)
Offset

P 1]

Apply

6-25 Time Zone Settings [EIE
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BEICRTENDER !

BH Biis

Summer Time State TINARICERET B — 21 LOEBEARELE T,

. [Disabled|- < —%2 1 LEENLE T, (HIHHBE)

« [Recurring Setting] - X —42 A LZEFRNICEMICLE T, TDOF T 3> Tl IBEADIEE
BEHICTR—2 A1 LB /T LK,

- [Date Setting] - <X —2 4 LZHMIEETEMICLE T, TOA S 3> Tld. I8EEBHICHY
=541 LHhRE /T LET,

Time Zone O—HIVEA LY =D UTCHSDA 71y b EIBELEY,

Recurring Setting

Recurring Setting E— FZERAT 2 & R—2 A4 LDREZIEE LICHBCEEMNICAR CES L DICEYET,
) FR—214 L% ABDE2BEDLEANS. 10 BEORKBEDHERE CITIEE

From: Week of the Month BOSBMEANSYI—214 L ZBRT A5 ERELE T,
From: Day of the Week YR—2 4 LZFET 2EAZIEELE T,

« SBIREY : TSunJ TMond Tue) TWeb] ITues| TFriJ TSat]
From: Month YR—2A LR T 5B ZEELE T,

- EREY - ManJ TFeb] Mar) TApr) MMay] Munl Mull TAugl Sepl FOctl TNov] IDec/
From: Time (HH:MM) YR—2A LR T 2EEEELET,
To: Week of The Month BOSBMATH =21 LD ERELET,
To: Day of the Week Y= LR TITLEAZERELE T,
To: Month YR—2A L& TTH5RZEELET,
To: Time (HH:MM) Y= LER T 2EEEZEELET,
Offset Y —2 A LITEMT 2EEZIRELE T,

- HHAME 1 60 (99)

Date Setting

Y-/ LZMwm/KTT5HE (B/B/KEE) ZEELET,
From: Date of the Month YRY—2 A LR 2BHEREELET,
From: Month YRY—2A LzBIET 2B ZEELET,
From: Year YX—2 1 LERRT H2FEIEELET,
From: Time (HH:MM) YX—2 1 LEFRT AEEZIRELE T,
To: Date of the Month P-4 LERTIHBAZERELE T,
To: Month PR—2ALERTIHRERELET,
To: Year YR—2 A LERT T HFERELET,
To: Time (HH:MM) YR—2 A L &7 T 5EEEEELET,
Offset TPR—2 A4 LITEMNT 2-EZIEE LE T,

. FIEAME 1 60 ()

MApply] 22U w o LT, REABZBEAHALE T,
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SNTP Settings (SNTP 3&7E)

AA Y FD SNTP REZEITVE T,

SNTP (Simple Network Time Protocol ) &, A >Z—%v MEHTOAYE21—20 70y 7ICRAET SOV TT,

IZEERS & AIREIZEEY — EANDT VA H—INETZAT > FDSNTP H T2y OERGIF. BRUSEEMEBOY AT L7 Oy 7 DFEE
TOTHENEADZRLERELET,

System > Time and SNTP > SNTP Settings DEICY ) v o L. UTOEEAEFRRLET,

SNTP Global Settings

Current Time Source System Clock
SNTP State Disabled
Pol nerval 20 90999 T [ ao ]
SNTP Server Settings
@) IPv4 Address - ] () IPvG Address 0131
Add
Total Entries: 1
e e e
009035

6-26  SNTP Settings [BIE

HICRRENDER ¢

EE | B9
SNTP Global Settings
Current Time Source WEDBNERHORETERTLET,
SNTP State SNTP Z=B% / 3Nl LK T,
Poll Interval FHEd AR EIEE L X T,

. SRTEPIREERAE 1 30-99999 ()
- FIERME 1 7207

SNTP Server Settings
IPv4 Address SNTP 1BEFRDEVFTT T D SNTP H—/ XD IPv4 7 KL A ERELE T,
IPv6 Address SNTP 15ERDEVFTT T D SNTP H—/ XD IPv6 7 KL AERELE T,

TApplyl &4 U w4 LT, BEREEEHELET,
rAdd) %4 w4 LT SNTP $—/\EemLEd,
MDelete] %% 1) w4 LTHEDT > b U EHIKLET,
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Time Range (Z A LL >V IERE)
A Y FDEA LUV IERELETS,
DGS-1250 l& U 7IL R A Lo Ay 7 B> TWEW s, 21 LYY ORERBUIORII®IT> T REL,

System > Time Range DJEICY v 7 L. U TOBEEZRRLET,

Time Range
From: Week Sun To: Week Sun [[] End Weekday
From: Time (HH:MM) To: Time (HH:MM)
Total Entries: 1
I N O O N e
test Sun 00:00 Sun 00:00 Delete Periodic Delete
bal [BE B EE T &

6-27 Time Range [EI@E

BEICRTENDIES !

HE Btz
Range Name BALLYYOTOAT7A)VAEATILET, 32 XFLUR)
From Week / LA LLYIIERTS MAEY ) & &by ) OBEEZEELE T,
To Week MDaily) ICFzvrZEANSE [BH] B2ALLYYELTIREENET,
FEnd Weekday | ICF v 7 HEANDE THAE Y ) ITIBESNEELSBEDRELT THRA LL Y IICEY TT,
FromTime/ToTime | 24 LL > VICERT S MAFY ] & &b OBBEZEELET. FOVIAT U AZ1—HSEBENTEELET,

Mpplyl 27 1)w o LT, RENBZBERBLET,

BHDODR—IDEFEET 556, N—VESEERELT [Go) 27 v 7T 5T ETREDN—INEH TCEELT,
BEBEHREZASNILT [Findl 27 U v I F2LEEDTY M ERKTCELT,

I kYDA
Bk 2T b UKD Delete] 0w dhHERETY MJIFHIBRINE T,
HIBRT BT D [Delete Periodic] #7217 d5EFMIT MJISHBRENE T,
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%72 Management (X1 FDEIR)

BT

LUFIE. Management 7 A =21 —T9, HEITGLT.

Management (XA v FDELR)

HE /BB /BEZE{TOTLIEEL,

HIAZ 21— Bils
User Accounts Settings (1—H7A0 > hag | =7 AT bOEREREZTVWE Y., BGEI—T7HV Y M ERREIBETT,
7E)

SNMP (SNMP 527E)

SNMPZFIBL T =~ U xA V=2 BXOZDMDRY b T—0 7/ ADFEREZHESR
FRIFEBLEY, £fce SNMPZRIB L TRA Y FRRAA Y FBE EleldRry h 7= L.
EBGEBFEEITOIRDDY AT LFRE. /N7 4+ -V ADER. BMEOREHEZITVNET,

RMON (RMON 5&7€)

AA v FD SNMP HEEICH T AU E—FEZRU>Y (RMON) DFREETTVE T,

Telnet / Web (Telnet /Web %)

Telnet REE Web 3REEX LE T,

Session Timeout (v 3> ZA LT T N)

LAV RALT T NOREE LET,

DHCP (DHCP 7€)

DHCP J L—H—EXICTDWTCERELE T,

DHCP Auto Configuration (DHCP BE1ERE)

DHCP BFIEREMBEEDREZITTVE T,

DNS (RFAAYVR—=LYVATL)

DNS DEREZTVNE T,

File System (7 71 IV A7 L)

72w aTd7AIVY AT LORERETVNET,

D-Link Discovery Protocol (D-Link 7« 27
NUZ7akai)

D-Link 7+ 2A/3) 7O k)b (DDP) DFR. HEAEITVET,

Reboot Schedule Settings (B8 A7~ 1—
JVERTE)

HEER 7Y 12— )VEREZEITVET,




%72 Management (A1 FDEIER)

User Accounts Settings (1—H7H 7 > FERE)

A=YT7AIY bOEREEFZTVE T, 77T 4 JBRA— YDy 3 VeI 5L TERT,
Web GUI CHIERTREGRES 7> a>id. 7HD Y POMERLANIVICE > TREV FT,

Management > User Accounts Settings DJEICT w7 L. XOBEEZFRRLET,

User Accounts Setlings

| User Management Settings | Session Table
User Name
Password Type  [None [~] Password I:I
Total Entries: 1
I R
acmn =
(] L0 T el

7-1 User Accounts Settings - User Management Settings [EIH

BEICERTENDIEE !

BH Biis

User Name I—HYEEEELET. B2XFLUA)

Password Type THOY N TCERT LSO AEEERLET,
- None - A—F7HT > MR T—REEELEEA.
- MPlainText) - 7L—>7F A M TCINAT— REIELE T,

Password INZAT—REATT PlainText] B&IRLIHE. I—HT7H0 Y b CERT 2/ AT —REAHDLET,

[Applyl #21) v LT, RERNBZEHALET,
BkRe 2T UKD Delete] #0)wv o3 5EZHYT Y MJIFEIBREINETY,

BHDR—IDEFEET H5E6. N—VESEEREL T [Go) 27 v 7T 5 ETREDN—INEH TELT,

BEET A R THB admin 7H D> b OBIRREICRBE N0, THIRED S BEHOREE EHEH LIEA. admin 77
DY NEEEENET.

B Session Table
[SessionTable] 27% 7 1) w0 d5E1—FT7 AT FDREDKRENFRRIINET,

User Management Settings | Session Table |

Total Entries: 2

Type User Name Login Time IP Address

-console admin 2ZH15M278
“web admin 9128 : 10.90.90.14

EEmEE =

7-2  User Accounts Settings - Session Table [EIE

BHDRX—IDEET B556. N—VBSZRELT 1Go] 27 v 7T 5 ETREDN—INEH TELT,

Password Encryption (/\27— RE§EE1L)

AT = R=EESLTERET 7 IVIRFELE T,
Management > Password Encryption DJIEICY w7 L. XOEEAEFRLET,

Password Encryption Settings

Password Encryption State (") Enabled (@) Disabled

Password Type
7-3  Password Encryption EIH
BEEICRTENDIER

L= ELiG

Password Encryption State A2 74 77 7 IVRERD/INR T — RISt E B3/ BN ELE T,
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bi=[= Bk
Password Type ISRAT— RS bEEMCT HE. ROF T 3 VHEIRAIRET Y,

+ [Encrypted-SHATJ - SHA-1J ZEALT/NAT— REBES{LLET,
- [Encrypted-MD5] - TMD-5] AL T/\XT7— REES{ILLET,

TApply) &% 1w & LT,

RENBZBEALEY,

Login Method (OY 1 > 5ik)

BEBA VAT I—ANDOTA VHEICDWTCHRR RELET

Management > Login Method DJIEICV ) v 7 L. ROBE@EEZFRRLET,

ogin Method

Enable Password

Login Method

svicaion s eon I

Console Login Local
Telnet Login Local
SSH Login Local
Login Password
soptcaton [Gonsole V] passworaType [Plain et V] passwor

soiaion T

Consoe ==

7-4  Login Method &[]

BEICKRRENDIEE

BH

| i

Enable Password

Password Type

BEOREEERLET,
- TPlainText) -/S\RT7—=RIE7L—r7F AN TRESNE T, @HIE)
« [Encrypted-SHA1J - TSHA-1) ZERLT/SARAT— RZBES{LLE T,
« [Encrypted-MD5]J - TMD-5]) ZfERLT/SARAT— RZBES{LLE T,

Password

A—YT7HIY bDINAT—REANDLET,
« [Plain Text] #REs | 32 XFLUR (ANFE/NXFEXBL AN—XEZEDHD)
- TEncrypted-SHAT] B&iREE : 35 /31~ (AXFEENXFHEXF])
- TEncrypted-MD5] EIRES 31 /31 b (AXFENXFHEXF])

Login Method

Login Method

Edit] 227 v LTINS A—ZDOREEITVET, BEDT T Tr—23oA\OOTA VEEEERLET,
- Nologinl -#8E7 7TV Tr—2a AT EATBHOO07 A VFRHIARETT,
« Tloginl 187 7V —2 a7 7 €A BIKE/INRAT— R E AN 2REN D E T,
- lloginlocall -18E7 7V 47— a7 V€A BIEI—TBE/NRT— FOATDBEILZVET,

Login Password

Application

RETDT7 TV r—avmERRLET,
. 2R : TConsole TTelnet) 'SSH.

Password Type

ESbDEEZEERLE T,
« FEIREL © TPlain Text] TEncrypted-SHA1] TEncrypted-MD5 ]

Password

BRLET7 T —2 3> AT/ NAT— R A LET,

BEDT T r— 3 >v0ad 4 VED Tloging ICRESNTWBED/SAT— RIcEYET,
- [Plain Text] #REF | 32 XFLUR (ANXFE/NXFEXP AN—XEZEDHD)
- TEncrypted-SHAT] #&REF 1 35 /31 ~ (AXZFEENXFEXF])
. TEncrypted-MD5 | 3RES : 31 /31 b (AXFE/NXFEEXF))

[Applyl &2 1w LT,
[Edity #O Vv o dBHE

I YOI

RENBZERLET,
RENBEMRECTELT,

HIFRd 2T~ URED Delete] 27 1) vy LT, ZETY FUZHBRLE T,
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SNMP (SNMP :87€)

SNMP (Simple Network Management Protocol) (&, OSIZRBETFILDE7E (77— 3 vE o7OrI)VTT, Ry M T—7ICERETN
OB EHBOEEDERTITVET,

SNMPICE 2T Ry hT—UBBRT =23 V@7 — b ARV —2GEDRY T =0 T)\A ADFFEREDHER - BEEETHIENTER
T, BUGBEEDTOICY AT LEREERTE. N7+ =X VAZERL. RAAYFRAAvFII—TELUFR Y bT—0 DBENGEIBZSEE L
£,

SNMP ZHR— b F57/NA RId. SNMP T—I 1> MEMENEY T b2 7HERELTVET,

EEINCER EEGRA TV ) BDINMP I—I Y MIURIFEN, 7/\A ADBRBICERETNE T, INSOEBA TV 17 MHEMB
(Management Information Base) PIICEZRIN. SNMP T—Y = MK BEEINSEREATODEELZEBEIA T~ 3 VIURAET T,

SNMP (&, MIBOAARTZ +#—< v b BRURY T —URBBTHERICT VAT HHIERT SO LOmEAZEERELTVET,

B SNMP D/N\—T 372DV T
SNMP (&, TSNMPv1] TSNMPv2c) TSNMPv3] D 3 DD/N—2 3 > hdb ) £9,
INBEDIDDN=I 32Tl Ry bT—=VEBAT—3a>vexy bT—=0T7N\A ABICBRENSGEF 2T DLNIVHERGD ET,

ARBHHH— kLTS SNMP D=3 VI viL vae, V3 T

@® SNMPv1 & SNMPv2c

SNMPv1 & SNMPv2c CTldk. SNMP DO 1 =7 4 2% FER L CRAEZTTVE S,

JE—rDI—FDSNMP 7 U —2 3 XAy FOSNMPIZBICOZ 1 =27 2AEFB T BHELDY £, FBEEATTHNTLIEL SNMP /X
Tv b EZELGE. TD/INTy MIWEINEKT,

SNMPV1 & SNMP v2c Z (RS 2356, FEMEO I 2 27 1 AU TDEB Y TY,

- public: BB TF—>avid. MBA TV 1Y bDRIMIHNTEET,

- private ! BB 7—>aVIE MBA TV 17 FDFHIRY EEFAHDNTELT,

@® SNMPv3

SNMPV3 Cld, 2 DD/\— FTHERENS. LUBELGRIEETVEY,

BID/N\— I SNMP XX =D v E LTCENFT A2 EDTEZI—VEZTORBMEBH LU A M ERIFLTVET, RD/S—FTIEJ X bLED
A—YDSNMP X Rx— v & LTOMERZER&HL TLVET,

A—FDIIN—TZ ) AMIE LD, HERERETCEET, £fee UAPLED SNMPRR—I v DV )L—FTH LT SNMP /N—2 3 VIERZ B
AIBEC Y, [SNMPV1 ZEA L (AR FRDERE STV TOREDHERREICT 57 )Vb—71 . [SNMPV3 ZER LT+ U7 1 LA
WEEZ SiHEETRICT 2V IV—T1 IRE TIV—TTEICEGARELEETRTHTEHDTEET,

ERD L= SNMP X2 —2 v 7 JL— I SNMPV3 Z BT 5 & KED SNMP EIBHEEZ TR £ ldHIR CES L SITHEVET,
EIREEDPIEIEE MIB ICEE(SIF 5112 OID (Object Identifier) ZERA L TEZELE T, SNMPV3 TIESNMP A vt —IZBES(ET 5T Llck .,
EOICREGEF IV T ZRIRTELT,

cSv 7

RSy A, RAYFETRELIANY MEZ Y F T — 0 BEREICEET DDA Y £—ITT,

ARV MTE. BieE (Bo A Y FOBREYSTLE>f) HEDEALGLDA S, K— FOREZ(LENS U 2EM5EDE CIEAVES
PHBYET, AAVFIE RSy THEER L. BRICREINE P 7 RLACEHELET., FS5v TOAICE. REDEK. FROVOEBEEL S
WET,

MIB
MIB (Management Information Base) (Cik, BEERP LD TV 2 BERIMENINTNOET,

AR IIZE MBIl BV 2—)VAEFERL. MBA 7T 27 FDfER SNMP X—=XDxwy NTJ—08BY 7 bz 7ICEVEREBLEYT, ARRIE 1Z
ZEMIB-ITMA T HEEMIB & L TRV ABEBEDMIB Y R—FLTVET MBOID DIEEICE > TERNVABEEDMB EEIST 5T EHTEET,
MIB DIEICIE TFRAHERDER] [FHRHBEAEE Hd £ T,
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SNMP Global Settings (SNMP ¥’ O—/\JVE&E)
SNMP 7 0—/NVEREE b oy TREZTVET,

Management > SNMP > SNMP Global Settings DJEICY v o L. UTOB@EARRILE T,

[]Port Link Up
[] Port Link Down
[] Coldstart

[ warmstart

SNMP Global Settings

SNMP Global State (®) Enabled () Disabled
SNMP Response Broadcast Request () Enabled (e Disabled
SNMP UDP Port (1-65535) 161

Trap Settings
Trap Global State (@ Enabled (") Disabled

["] SNMP Authentication Trap

Apply

7-5  SNMP Global Settings /@

BEICFRRENDIEE :

BH

| 58

SNMP Global Settings

SNMP Global State

SNMP 157 5% / ERNICREL £,

Request

SNMP Response Broadcast | SNMP GetRequest /3y FD T H— FF+ X MIHIST 25—/ \ZE% / EMITIBELE T,

SNMP UDP Port

SNMP UDP R— hESZIBELEF T,
- REFAEHEMAE [ 1-65535

Trap Settings

Trap Global State

SNMP 5w 7ZER / B LK,

SNMP Authentication Trap | SNMP EREEREI DB A BMICT BIClE. A TV 3 vIcF v I Hm AN,

FEERONE L CERREE N TULVRUL SNMP Ay v —I %59 5 &, authenticationFailuretrap b= v 7HERINE T,
FRREAEIEER L TLA SNMP D/N—2 3 VTR > TRG WV KT, SNMPvT E7zld SNMPv2c D4, RIEEIZ 1
T ANXFINCK TNy O EN TV AEHCERERICARR L F T,

Port Link Up

R=bMU2O Ty TBHEBNCT BITE. BF TV aVIcFzv I EANET,
BIED 7 DVITNODEET B L. linkUp bS5y THERENE T,

Port Link Down

R— U YA VBNEBMNCT BICE. AA T avicFrv 7 EANET,
BIE7DNITNODET T BHEL linkDown + 5w THERENE T,

Coldstart coldStart BHZBMICT BITIE. AT TV avIcFv I HEANEK T,
Warmstart warmStart BRIZ BT BIciE. AF TV avicFov vHEANE T,

[Applyl &2 1) w2 LT,

REANBZBEALET,
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SNMP Linkchange Traps Settings (SNMP U9 F Y b5 v T8RE)
SNMP U Fx oI bZw THRELET,
Management > SNMP > SNMP Linkchange Trap Settings DJEIC 7 ) v 7 L. UTOBEEAFRRLET,

SNMP Linkchange Trap Settings

From Port To Port Trap Sending Trap State
lethtion ] [ehiorn [v] [Disabled [v] Disabled
I T R R T S
eln1/0/1 Enabled Enabled
eth1/0/2 Enabled Enabled
eln1/0/3 Enabled Enabled
eth1/0/4 Enabled Enabled
eln1/0/5 Enabled Enabled
eth1/0/6 Enabled Enabled
eth1/0/7 Enabled Enabled

7-6 SNMP Linkchange Traps Settings Bl

BEICERTENDIEE !

1aE Bilis
From Port / To Port RETDR— FOBEATIEELET,
Trap Sending SNMP 3@H0 ~ 5w TEEDER / B EEE LE T,
Trap State SNMP linkChange ~Z v 7&8B%) / BICERELE T,

TApply) B2 w4 LT, BENEEERELED.

SNMP View Table Settings (SNMP £ 2—5—7b)
JdZaZFqalcdlea— TOEATEBMBATIVTY FOESR) ZEIVHT, UE—FSNMPIR—TJvHREDMBATI TV MMCT Y
TR O EEERT HOHIFERBLET,

Management > SNMP > SNMP View Table Settings DIBICZ v 7 L. LTFOE@mAFRRLET,

NMF View Table Settings

SNMP View Setfings
Subtree 0ID
View Type Included
Add

Total Entries: 8

I . N
restricted 1361211 Included
restricted 13612111 Included
restricted 1361631021 Included
restricted 1361631121 Included
restricted 1361631511 Included

CommunityView 1 Included

7-7  SNMP View Table Settings [EIH

BEICERTENDIEE !

1EH BiE

View Name Ea1—%2%ZANLET. FHARETF 32 XFLUR)
SNMP & 2 —% 5 d BBITERLE T,

Subtree OID Ea1—m0ID (Objectldentifier) B 1) =& AHLET,
oDk, #7707 bY— (MBYI—) BNSNMPIXR—Iv(ICL>T 7V L RABREREELN ESHEHFILET,

View Type [Subtree OIDJ THEELTZOID A SNMP XX —J v H 7Vt AnJgelasE Ch2hEIELE T,
+ lincluded-SNMP X2 =TI v NP IV ZRTERA TV IV FDURAMCTDATI T b EEHET,
« IExcluded] -SNMP XX —J v BT VA TEZATIT U FDUANMICDFTI T b EEDHE Ao

FAdd] #27 1)wv 27 LTSNMP E2—%ZBMMLET,
Delete] &2 Uy 7§ 2LIBEDTY MUHHIBRENE T,
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SNMP Community

Table Settings (SNMP 32X 2 =7 1 7—7IV&RE)

SNMP XX =T v ET—V 1Y POBRFREEERT 5 NMP I 1 =7 4+ BOFHETVET,
22127148 RAAYFOI—IV 1Y bADT IR ETOBEDINAT— FOREZEBNET,
22127 RICEET ST 7L AHIRIGLLTOBEY TY,

c TURAVAMUEI AT 2270 2EFEBLTRAAYFOSNMP T—I 2 MCT V2R ETD SNMP R 2=V v DIP 7 RLANEENE T,

« SNMPO=a2=7+«

d MBA 7217 bDY Ty bEEHETZMBELI—ICTVEATEET,

c AT 2ZFARIIF L. MIBA 7Y 4 bAD Read/Write £7zl& Read-only LNJLDT 7 AMERHDMIEENE T,

Management > SNMP > SNMP Community Table Settings DJEIc7 1) v 7 L. UTFOEERARRLET,

NMP Communi able Settings

SNMP Community Settings

Key Type
Community Nam
View Name

Access Right

IP Access-List Name

Total Entries: 2

o

7-8

BEICKRRENDIEE :

Plain Text
e
Read Only

public CommunityView
private CommunityView o

SNMP Community Table Settings B

HE

Bl

Key Type

SNMP 232 2 =7 s OF—DFESEIL [Plain Text] T,

Community Name

SNMP OZ 2 =7 4 AVN\E#RT D cHDAZ 2 2T+ 2EANILET, (32 XFUA)
AIZa2Z71%lE VE—FDSNMPIRZ—I ¥ HDRAAYFDSNMP T—I 2 MADOMBA TI Y MCTI7HERAT
BEITINRAT— RDESITEREINE T,

View Name Ea—%%ZANLET, (32 XFUA)
JE—FSNMPRZ—I v D7 7R TBHIEDTES MB ZIL—TOHINERBLET,
View Name 5° TSNMP View Table] TEZEIN TV BRELH Y T,

Access Right TR AR THOOERLET,

- TRead Only ] - 8E LI 227 4 ZAMEHET S SNMP I 227 4 A V/N\IE A4 v FD MIB DABRDFHER Y DIETHE
T,

- TRead Write ] -8 € L1c A2 2 =7 4 &&FLAET S SNMP A= 2 =7 1 X\ E. A4 v FD MB DRBDFHEY &
KUEEAHDARETT,

IP Access-List Name

I—HHFHIRT BIeDIERT B 77 R A SDEZBTEATILET,
FEENAI—HIE. 22274 XFEHEBHLTCSNMPITT7 Vv AT BT EHNTEET,

TAdd) 27 w7 LTHLLWI Y FUEEMLET,
Delete] Z71)wv 7 LT, T M) ZHEKRLET,
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SNMP Group Table Settings (SNMP %' Jb— 77— 7 IVERE)

SNMP Z)L—THER LE T,

R )V— Tl SNMP 1—4 (TSNMP User Table Settings (SNMP 21— 7 —7)LE%E) 1) & SNMP £ 2—7— 7L (TSNMP View Table Settings (SNMP
Ea—7—7/V)]) TRET2L1—=MEBEMTET,

Management > SNMP > SNMP Group Table Settings DIEICY ) v o L. UTOBEAFRRILE T,

SNMP Group Settings

User-based Security Model Write View Name
Security Level Notify View Name
IP Access-List Name
Add
Total Entries: 5
I e e B T e
public CommunityV. . CommunityV... vi
public CommunityV... CommunityV... v2c
initial restrictad restricted v3 NoAuthNoPriv
private c ityV. c CommunityV_.. v
privale © ityV... c ityV... CommunityV... v2e
7-9  SNMP Group Table Settings EimE
BEICRRINSIER !
BHE Bils
Group Name TI—TEEELET, B2XFUR. AX—XERRH)
User-based Fa) T ETIVEBEIRLET,
Security Model - TSNMPV1J-SNMP /N\— 3> 1 AERLET,

« [SNMPv2c])-SNMP /N\— 3 > 2c &fEAR LE Y,
« TSNMPV3J-SNMP /N—T 3> 3 %#EARALET,

Security Level

SNMP N—2 2 > 3 @RLIEHBEICEF 21U T4 LNV ERELE T,
« INoAuthNoPriv] - R wF & U E— b SNMP X Rx—2 v BD/ 7w MEGREELRESIEL ENEEA,
- TAuthNoPriv] - X v F & E— b SNMP X2 — v D/ 7w MMCDWTL ERREFITON K THBESLIFI TONE A,
« TAuthPriv) - A4y FEUE— b SNMP XRX—=Y v D/ v MTDOWTL SREEBESIEDMTTONE T,

IP Access-List Name

TOCRTBHBDIP 77X bO—/LUX S (ACL) OBEIZEATILET,

Read View Name

TIW—=TDOA—FH7 7t XFlEEl Read B2 —2ZE AN LET,

Write View Name

JI—TDA—FHT7 7 XAJgehHE Write K2 —2Z AN LE T,

Notify View Name

TI—=TDA—TFHT - AFJEe% Notify B2 —BZ AN LE T,

JI—=TA—FIHL b Sy TINTy MERTAT — 2 ADBHMNAIEEA TV 17 T,

FAdd) 27w LC FiLLWIY R ZEMLET,
Delete] Z7 Uy LT, T2 HUZHBRLET,

SNMP Engine ID Local Settings (SNMP >~ ID O—#IVi&TE)
IV IDIE SNMP/N—=2 3> 3 TERTNAEBDHBIZ T,

Management > SNMP > SNMP Engine ID Local Settings DJEICY v 7 L. UTOBEEFRRLET,

SNMP Engine ID Local Settings

Engine ID

800000ab03f4&ceb6ded

Default |

Apply

# Engine |D length is 24, the accepted character is from 0 to F_

7-10  SNMP Engine ID Local Settings EimE

BEEICRTENDIEE !

HE

Bz

Engine ID

ALY FDNMP TV IV DHMBIFEEELET, (24 XFLUNW)

FLOIYVIDZEASIL, TApply) 27 U7 LET,
Default] #20Jw o $2H5ETVIY IDIFHHABICRY £9,
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SNMP User Table Settings (SNMP 1 —H'7— 7 JVE&E)
SNMP 1 —HDERR. RnETVET,
Management > SNMP > SNMP User Table Settings DJEIC7 ) w7 L. UTOEEEFRRLET,

NMP User Table Settings

SNMP User Settings

User Name

Group Name

SNMP Version

SNMP V3 Encryption None ﬂ

Auth-Protocol by Password Password (8-16 chars) l:l
Priv-Protocol by Password None ﬂ Password (2-16 chars) l:l
Auth-Protocol by Key Key (32 chars) [ ]
Priv-Protocol by Key MNone ﬂ Key (32 chars) I:I
IP Access-List Name

Total Entries: 1

vor e o o | SecurtyWose | Aubontcaton ool | vy rooc | Engneld | e i ame | |

initial initial V3 MNone None 800000ab03...

X 7-11

BEICERRENDIEE :

SNMP User Table Settings EIE

EE Bz
User Name SNMP 1—H2Z AN LET, 32XFLUA)
Group Name A—YHET S SNMP JIL—T2%Z AN LET, 32XFLUR)
SNMP Version SNMP /N—2 3 > BIRLE T,

o FRET vl Tv2cl Tv3)

SNMP V3 Encryption

[SNMP Version) T v3] ZZR L1355, SNMP v3 DBES{LDEREZITLNER T,
- 2RAE  [None] TKey] lPassword |

Auth-Protocol by

FSNMP V3 Encryption] T lPassword] ZER LB EIcEMITZY £,

Password LUFASEREET O b D)V E#EIRE. IBESNEXXFHRO/INRT— R2ASILE T,
- [MD5] - HMAC-MD5-96 FBEE L NJUAMERENE T,
« [SHAJ-HMAC-SHA S8EE 700 b ) UAMERTNE T,

Password SREE O R VDN R T — RELLTFOXFEHTANDLET,

- TMD5) Z&#RLIHE  8-16 XF
. [SHA Z R LB E 1 8-20 XF

Priv-Protocol by

FSNMP V3 Encryption] T lPassword] ZZR LB ElcEMIcZY £,

Password LIFDOSTZ4\>—70 b )V EERE. IBESNEXXFHO/INRT— R2ATILET,
- TNoneJ-385E70 b JUIEERENE LA,
. [DES56 - CBC-DES (DES-56) 1Z#E(cE D DES56 £ MESILARIMERINE S,
Password ToANY—=TORVDINAT— RELTOXFH TAILET,

- [DES56) ZERLTI5E 1 8-16 XXF

Auth-Protocol by Key

[SNMP V3 Encryption] T lKey) Z:#RLIEBEICEMNICEUET,
LUFASERRET O b )V EBERE, IBESNEXXFROF—EANLET,
« [MD5] - HMAC-MD5-96 FREE L NJUAMERENE T,
+ [SHAJ-HMAC-SHA 885 700 b JJUDMERENE T,

Key

RO R L DF—EUTOXFHTCASILET,
- ITMD5) &38R LT5E 132 XF
« [SHAI ZIR L2156 1 40 XF

Priv-Protocol by Key

[SNMP V3 Encryption] T lKey) Z:ZERLIEBEICEMICE VT,
LIRS T SN\ =70 b DV EFERE. BESNEXXFHOF—Z2ANLET,

« NoneJ - 58sE 700 b Y VISERENE YA,

. [DES56 - CBC-DES (DES-56) 1Z#E|cHE DL DES56 £ MESILARIMEREINE T,

Key

To5ANY—=OrDF—EULTFOXFEH AN LET,
- IDES56) @R L2156 132 XF

IP Access-List Name

I—HICEREF DBEE P 772X bO—)L) A FOZETEASILET,

fAdd) 227w o LCHRLLWIY MU ZBEMLE T,
MDelete] Z#7Jw o LT, T hUZHBRLET.




7% Management (A1 FDEIER)

SNMP Host Table Settings (SNMP R X b F7—7IVE&%E)
SNMP ~Z v T DREHREERLET,

Management > SNMP Settings > SNMP Host Table Settings DJEICZ ) v 7 L. UTOEERAFRRLET,

NMP Host Table Settings

SNMP Host Settings

(@ Host IPv4 Address ]

() Host IPv6 Address

User-based Security Model

Security Level

UDP Port (1-65535) [i62

Community String / SNMPv3 User Name Add

Total Entries: 1

o mars— owpvron | unpron | conmum stma s vwrram |
10.90.90.20 Vi 162 public

7-12 SNMP Host Table Settings EI

BEICRTENDIES !

HH

Bz

Host IPv4 Address

AAYFDSNMP KRR M EGBUE—MBEXT—>3 Y (FZvTDRER DIPVAT RLAEATILET,

Host IPv6 Address

AAYFDSNMP KRR~ EGBUE—MEEBEXAT -3y (FZvTDRER DIPV6 7 RLAZEATILET,

User-based Security Model

SNMP N—2 3 & Z#IRLE T,
« TSNMPV1]-SNMP /N\— 3> 1 R LET,
« TSNMPv2c|-SNMP /N— 3> 2c H#ERLE T,
« ISNMPV3]-SNMP /N\—2 3> 3 %R LE T,

Security Level

[SNMPv3] ZHELfcHE. TF 274 LNIVERELE T,
+ INoAuthNoPriv] - X1 wF & U E— b SNMP Xx—I v D/ MIDWTL SREELBESEDITONE L A,
« TAuthNoPriv] - X+ v FEUE—k SNMP XX—2 v D/ 7w MEDWT, SBEEE ThNE I HESIET
HnE Ao
- TAuthPriv) - X1 v F & UE— b SNMP X2 —2 v D/ V4w MTDWT, B85E/ BS(EHThNE T,

UDP Port UDP R— FEBEZANILE T, R— FEBICL>TIOTO NIV EFET HABEENH U KT,
. FRTERIREERH - 1-65535
- FIHAME 1 162

Community String /SNMPV3 | D= 2 Z7 4 & Feld SNMPv3 1—H&%Z AN LE T,

User Name

TAdd] Z#27 Uy LTI U ZEBMLET,
Delete] 227 J w7 LTIV M) ZHIBRLET,
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7% Management (X1 v FDEEE)

RMON (RMON 8%&)

ZA Y FDSNMP HEEICHT B LR/ FTRLEWMEN S Y TOUE—FEZ2U 2T RMON) R 7 —2 A BME 2 IEEMc LE T,

RMON Global Settings (RMON 4" O0—/\)UE&%E)

Management > RMON > RMON Global Settings DJEICY ) v 7 L. UTFOBEEEZRRLE T,
RMON Global Settings

RMON Global Settings

RMON Rising Alarm Trap (®) Enabled (") Disabled
RMON Falling Alarm Trap (® Enabled () Disabled
7-13  RMON Global Settings [EIT
EHEICRRINDIER !
BE A
RMON Rising Alarm Trap FRMON Rising Alarm Trap] =BT LE T,
RMON Falling Alarm Trap FRMON Falling Alarm Trap) ZB#ICLE T,

[Applyl 2w o LT, RENBZEALET,

RMON Statistics Settings (RMON #%5+3%7E)
RMON #fsteHz&n. &RELEKT,

Management > RMON > RMON Statistics Settings DIBICAZ1—% 7 v L. UTOBEEEZFRRLET,
RIMON a [ ettl

RMON Statistics Settings

Port Index (1-65535) Owner
eth1/0/1 [ | [127 chars | Add
1 enion owner

(] [ W 0 T el

7-14  RMON Statistics Settings &/

BEICKRRENDEE

I5H B!
Port R—hrEIEELET,
Index RMON 7= Ib1 > T v o R ATILET,
- ERIEAIBEEHA [ 1-65535
Owner F—FEANDLET, (127 XFLURW)

fAdd) &2 Uy o LTITY MUZBMLET,
Delete] 7 )w 7 LTIV FUZHBRLET,
BHOR—IDNEFET 258, N—VBESZEELT [Go) 27 ) v TB5ETREDRN—INBETELT,

BER— FOFEERERTY 158
IShow Detail] Z27 w7 L&Y, UTFOBEELSRTENET,

RMON Statistics Table

Data Rec. | Rec. | Broadcast Undersize | Oversize CRC Drop 64 65127 | 128-255 512-1023 (10241518
| Fragmentslabbers Collisions
Source | Octets | PKTs PKTs PKTs PKTs Emor Event |Octets| Octets | Octets Octets | Octets
1 0 L] 0 0 0 0 0 0 0 0 0 0 0 0 0 0

eth1/0M1 0
Back

7-15  RMON Statistics Settings - Show Detail EIE
BIDEMEICRACIE. Back] BV U w I LET,
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7% Management (A1 FDEIER)

RMON History Settings (RMON & X k UJ3%7%E)
R—FTCUIEENZRMONMIBDE X M (BEF) #etzFn. RELET,

Management > RMON > RMON History Settings DJEICZ Jw o L. UTFOBEEZFRRLET,

RMON History Setlings

Port Index {1-65535) Bucket Number (1-65535) Interval (1-3600) Owmer

|eth1fﬂ."1 :Z" | | |50 | |1800 |sec |12? chars |
R N s
1 50 5 800 Owner

eth1/072

7-16  RMON History Settings EIE

BEICRRINSIER !

I5H B

Port AREZBAT HR— bERELE T,

ER NI —TTF—=TIDA VT v ABESHEIRELET,
. ERTEFJRESDM 1 1-65535

Bucket Number EHCHT B RMON IREEE R MU Ib—T DNy MIUEIRELE T,
. ERTEFJRESIM 1 1-65535

- FJHEAME : 50

Index

Interval K= ERAERELET,
- ERTETTRESRE © 1-3600 (B
Owner F—FTDOXFHNEASILET, (127 XFLUR)

fAdd) 22 w2 LTI bUEEBIMLET,

Delete] Z2 Uy LTI U ZAIRLET,
BHDR—IDEFEET 556, N—VESEZEREL T 1Go)] 27 v 7T 5 ETREDN—INEH TELT,

EER— FDBEEERZRTY 555
Show Detail) Z27Uw 7 LEY, UTOBEENRTENET,

RMON History Table
mw Rec. Uctets Broadcast PKTs | Multicast PKTs m Undersize PKTs CRC ErrOI Drop Event
Back

7-17  RMON History Settings (Show Detail) [BIE

AOBEICRSICIE, Backl #2Uv 7 LET,
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7% Management (X1 v FDEEE)

RMON Alarm Settings (RMON 775 — L5%7%E)
AVRITI—REEZZTHDDT7Z7—LI Y M) aHRn. #HELET,
Management > RMON > RMON Alarm Settings DIBICZ ) v 7 L. UTOEEARTLET,

RMON Alarm Settings

Index (1-65535) |:| Interval (1-2147483647) |:| sec
Variable Type Absolute
Rising Threshold (0-2147483647) 1 Falling Threshold (0-2147483647) L ]
Rising Event Number (1-65535) 1 Falling Event Number (1-65535) L ]
ounee
Add
Total Entries: 0

mm LastValue | Rising Threshold Falling Threshold Rising Event No. Falling Event No. | Startup Alarm m

7-18  RMON Alarm Settings [EIE

BEICERRENDIEE :

HE SHEA
Index To—LDA YTy I ABSEEELET,
- ERTEABEEH [ 1-65535
Interval TEHOY > T THELOLENMEICHTDF v 7 OBREEELE T,
- ERECTREEEF 1 1- 2147483647 ()
Variable YT TTEBERDA T 0 bERFEASILET,
Type TR ITDEATEEIRLET,

- TAbsolute] - > 71UV BN L EWMBE BB ENE T,
« [Delta) -2 DD@EH LI > TIVBEDERH LEWNMEE HERENE T,

Rising Threshold FRLEMBEEZRELET,
- ERIEFEEEE [ 0- 2147483647
Falling Threshold ThELEMBERELET,
- ERIEFREEE [ 0- 2147483647
Rising Event Number FRLEVMBEBALEEICHBT 2N MDAV Ty I XABBEEBELE T,

- SREFJREEMA 1 1-65535
EELEWEA, ERLEWMERBA L7730 ZRTLELA.

Falling Event Number TRELEMBEBA & EICHIBT ANV bDA 2Ty ABESEIBELET,
- ERTERTREHDFH ¢ 1-65535
BELGEWEAE, TRLEWMEZTE>TLT7 VY 3V ERTLEYA,

Owner F—FEANLEST, (127 2LUR)

FAdd) Z2 w2 LTIV MUZEMLET,
Delete] 27 )y LTI M ZHIBRLET,
BHOR—IDEET 258 N—VESZIEELT [Gol 27U v I TBH5ETHEDN—INBETCEXT,



7% Management (A1 FDEIER)

RMON Event Settings (RMON 1 N>/ F3&7E)

RMON A > b DRREZETVE T,

Management > RMON > RMON Event Settings DIBEICZ v 7 L, LUTOBEEAFRRILEY,

RMON Event Settings

RMON Event Settings

Index (1-65535) 1
Descpton
Communty
Ourer
Add
Total Entries: 1
I I e R
1 Log owner 0d:0h:0m:0s
B EE HEE =
7-19  RMON Event Settings [BIE
EEICRRINDIEER !
BH ]
Index ARV DA VT VI ABSHEIBELE T,
. ERAEPIBEEIF [ 1-65535
Description RMON 4> b T b DFBAZEASILET, (127 XFLUR)
Type AN b2ATEEBELET,
« TNone - A XY MEHEELT LA,
- Mogl-OJ&EHADLET,
- Mapl- b2y TEFELET,
- TlogandTrap)-AJ&HAL. FSv THEEELET,
Community X274 XFHEEELET, (127 XFLUW)
Owner F—=FDFNEASILET, (127 XXFUA)

Add] &2 Jwv 27 LTI bUEEBMLET,
Delete] Z7 w7 LTI MU ZHIFRLET,
BHEONR—IDNGFAET 258, N—VESEZIRELT [Gol 27 ) v/ T5H5TET. FEDRN—INBETELT,

BEIV M) OOVERERTT 558
View Logs] Z#2 )v 7 d5&. UTOBEEARRENETT,

vent Logs Table

Event Logs Table

Event Index: 1

Total Entries: 0

a i Loaesrpion

7-20 Event Logs Table &[]

AIOBEICRSICIE,. Backl #2Uv 7 LET,
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572 Management (X1 v FDEEE)

Telnet / Web (Telnet /Web :&5%E)
Ay FD Telnet/Web 5&EXTTWVNE T,

Management > Telnet/Web DIEIc7 ) v o L. LTFOBEEEZFRRLE T,

Telnet Settings

Telnet State (@) Enabled () Disabled

Port (1-65535)
Web Settings

WWeb State (@) Enabled () Disabled

Port (1.65535) CR—

7-21  Telnet/Web B

BEICERRENDIEE :

e | Eres

Telnet Settings

Telnet State | Telnet & —/ \i&REE BN / EHIKRELE T,

Port AA v FD Telnet EEICEART 2 TCP R— FESEANLE T, Telnet 70O+ JUSEBREERAENS TCP R— M 23 TT,
+ ERTEFIREEEH [ 1-65535

Web Settings
Web State Web "= I A DB/ BhaRELET,
Port AA Y FDWeb YRI AV MERENS TCP R— b ESZERELE T,

Web 701 b JJVITEREEA I NS TCP R— M 80 T,
- EREFIREERM [ 1-65535

TApply) &4 w4 LT, RENSEBALET.

Telnet & 51 7> Meids ) F ¥ A,



7% Management (A1 FDEIER)

Session Timeout (v a2 A4 LTI k)
gtwv3> (Web. OV —)b. Telnet. SSH) DR A LTI rDOHFEELET,

Management > Session Timeout DJEICV ) v L. UTOEEmAEFRRILET,
"Session Tmeodt T

Session Timeout
Web Session Timeout (60-36000) sec [ Default
Console Session Timeout (0-1439) min [/] Default
Telnet Session Timeout {0-1439) min (7] Default
SSH Session Timeout (0-1438) min [ Default
7-22  Session Timeout E|E
BEICRRINSIEER !
HE SEA
Web Session Timeout Web w3 >4 L7707 NEE B) #RELET,

[Default] ICF T v I EAND EHHBEICRY £,
. SREFIREEEE © 60 - 36000 (F4)
- WHAME 1 180 ()

Console Session Timeout |V —)bt w3 >DE2A L7707 MR () #RELET,

MDefault) ITF T v I EAND EPEBEICRY £9, 0ITIBET BERALT TN LEEA
- SRTEFIREEEE 1 0- 1439 (9)
- UIHRME 3 ()

Telnet Session Timeout Telnet v > a>DRA LT MERE () ZHRELET,

MDefault) ITF T v o EBAND EPEICRY £9, 0ITIBET BELALT TN LEEA
- SRTEFJREEIFE 1 0-1439 (7))
- UHRE 3 ()

SSH Session Timeout SSHY w3 >vDRA LT NER (99) BRELET,

MDefault) ITF v o EBAND EPBEICRY £9, 0ITIBET BERALT TN LEEA
- ERTEFJREEIFE 1 0- 1439 (9)
- UHRE 3 ()

Mpplyl 21w 7 LT, RENBZBEBLE,
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7% Management (X1 v FDEEE)

DHCP (DHCP 5%%E)

Service DHCP (DHCP H—EX)
AAYFDDHPP H—EXITDWVWTRELE T,
Management > DHCP > Service DHCP DJiEIC 7 1) w7 L. U TOBEEAEZFRRLET,

Service DHCP
Service DHCP State ()Enabled (@) Disabled
Service IPv6 DHCP
Service IPv6 DHGP State ()Enabled (@) Disabled

7-23  Service DHCP BE
BEICRREINDIER

BH Bis

Service DHCP State DHCP H—EREB® / EMHRELE T,

Service IPv6 DHCP State | IPv6 DHCP 4 —E X &B%h / ERHICRE L F T,

lApplyl Z2 1w o LT, RERNBZERALET,

DHCP Class Settings (DHCP 7 5 X&)
DHCP 72X &, VT RICHT B DHCP A S 3 DRy F I I\2—ICDWTHRR. RELET,
Management > DHCP > DHCP Class Settings DIEICY ) v~ L. UTFOBERZRTLET,

DHCP Class Settings

Total Entries: 1
DHPCias
sy 1 s

7-24  DHCP Class Settings EIE
EEICRTEINDIER !

BH Eilis)

Class Name DHCP 7 2 XR&&IgE LT T, (32 XFURA)

MApplyl #ZUw o L, RENBEBERBLET,
BEOR—IDNZET HIBE. R—IVEBBAIBELT [Gol BV wvITEHTETHEEDR—INBHTELT,
[Delete] #7)woZ LTIV M)EHIBRLETD,

EEIY M) DREEEITSHE
lEdit) 27U v 7 L&Y, UTOEEHSRTENE T,

DHCP Class Option Settings

DHCP Class Option Settings

Class Name DHCPClass

opten (1250 I

Hox . o

simask R
Total Entries: 0

- = == R

7-25 DHCP Class Option Settings &



%72 Management (A1 FDEIER)

BEICRTENDER !

e[S AR
Option DHCP 4 7> 3 v &B%EIEELE T,
- ERERIREHDE | 1-254
Hex 1EE LIEDHCP 4+ 7 3 VD 16 EBBEREANLE T, FUCF T v I EANDEEY DA TV 30 DE Yy MERETNE L A
Bitmask 16y PRI EANLES, YRIEN/2—2DE Yy FHBETNET,
12 LBEWNEA. THex) TASAILIZ 16 ERDTNTOE Y FAF T v I ENET,

TApplyl &% w4 L, BERNEEEHELET,
MDelete) 41w LTI kUEHBLET,

BIOBEICRESICIE, Backy Z22Uv 7 LET,

DHCP Relay (DHCP Y L—)
DHCP UL —T—Y 1V bDAR— U L—HEEERELET,

DHCP U L—HE%DIHE. discover /3w kHSFER VLAN I flooding TN EH A

DHCP Relay Pool Settings (DHCP |J L. —7—JUs&5E)
DHCP UL —I—Y x> bDDHCP U L—F—)LDF R REZTVET,

Management > DHCP > DHCP Relay > DHCP Relay Pool Settings DJEICZ 1w o L. UTFOBEEEFRRLE T,

DHCP Relay Pool Settings

DHCP Relay Pool Settings

Total Entries: 1
pvanmen o~
pool Edit Edit Edit Delete
EEEEE =

7-26  DHCP Relay Pool Settings EiE

BEICRTENDIAR !

BH Eilis)

Pool Name DHCP 7—)la%isE L E T, (32 XFUR)

Mpplyl 27 1)w o LT, RENBZBERBLET,
Delete] Z2 vy o LT, T HUZHIRLETY,
BHONR—IHEFET 556, N—IBESEIBELT [Gol Z7 Vv TH5TETREDN—INEHTEET,

B E7-IVI ) DREETS
ZIT > hJD lSource] IDestination] Class| T3 TEdit] #71)v 7 LT, FNETNDOARABERELE T,

® [Source| DIREETTOHE
[Source] T lEdit] #2 U w2 LET, UTFOEEIARTINET,

DHCP Relay Pool Source Settings

Pool Name Pool

Total Entries: 1

10.90.90.254 255.0.0.0

Back

7-27  DHCP Relay Pool Source Settings [EIE
BIEICRTENSEE !

EH Biis

Source IP Address | 747> My DY =G TRy FEASILET,

Subnet Mask V=AY TRy bDXy FRATEASTILET,

Mpplyl 27 1) v L. RERNBZERALET,
Delete] Z7 Uy LT, T2 HUZHIBRLET,
MBack] =22 w09 5 LROBENRY &I,
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7% Management (X1 v FDEEE)

@ [Destination] DIFEZEITOHE
[Destination] ~® [Edit] Z#7 Jwv o LEd, UTOBE@EARTIENET,

DHCP Relay Pool Destination Settings

DHCP Relay Pool Destination Settings

Pool Name

RotyDesaton ]

Total Entries: 1

o I

Pool

Back

7-28  DHCP Relay Pool Destination Settings [EIE

BEICERRENDIEE :

BH

SiEA

Relay Destination

1) L—585% DHCP F—/\D IP 7 KL AZ AT LE T,

MApplyl Z27 w7 L, REANBZBEALET,
[Delete] #2Jwo LT, TV MUZEHBRLET,
[Backl Z2 w4 BLDEENEY £,

® [Class| DIRERETTO>HE
[Class] T TEdit) &2 v o LET, UTFOEEHIAFRRINET,

DHCP Relay Pool Class Settings

DHCP Relay Pool Class Settings

Pool Name

Class Name

Total Entries: 1

g e

Fool

Please Select Apply

Class Edit Delete
Back
7-29  DHCP Relay Pool Class Settings [EIE
BEEHICRTINSER !
THHE B!
ClassName |DHCP 7/ 5 AD%p1aERLE T,
Mpplyl #7Uv o L. BRENBZEALET,
Delete] &#7Uv o7 LT, T hUEHIBRLET,
Backl #2792 LRDEENREY ET,
7S ABDOED TEdit) 27 v 795 EUTOEENRRENET,
DHCP Relay Pool Class Edit Settings
DHCP Relay Pool Class Edit Settings
FPool Name Pool
Class Name Class
Relay Targt R
Total Entries: 1
10.90.90.250
Back

7-30  DHCP Relay Pool Class Edit Settings [EiE

EREICRRINDIER !
bi=[=] Bkl
Relay Target DHCP VS ATHRE LA Y a>DfE/N\2—> =T 25/ y b &) L—9 25 DHCP U L—%2—4%v bEATILET,

TApplyl Z2 w0 LT, RERBZBEALET,
Delete] &#7 )wo LT, TV M) ZHRLET,
[Back) =0 v/ I 5LpDBENEY XY,




7% Management (A1 FDEIER)

DHCP Relay Information Settings (DHCP 1) L—4A > 7 #+ A—< 3 V&&E)
DHCP U L —1EHROBREETTVE T,

Management > DHCP > DHCP Relay > DHCP Relay Information Settings DJBIC 7 v o L. UTFOBEEAZFRRLET,

DHCP Relay Information Global

Information Trust All Disabled [~] Information Check Disabled [~]
Information Palicy Replace [v] Information Option Disabled [~]

DHCP Relay Information
Total Entries: 1
T R T
viani Disabled Not Cenfigured Not Configured Not Configured
f] [T M 1T T

7-31  DHCP Relay Information Settings [EIfE]

BEICRRINSIER !
1HH A
Information Trust All IARTDAVRTT—ATDHCPP U L—I =TI MTKBIPDHCP U L—A VT 4 A= 3 UN\DEBEEE / ENTRE
LET,
Information Check DHCP UL —I—Y 1 MMI&kB. ZELEDHCP UL—/\7y MIEENB ) L—TI—I 1V MM VT A= 300K
AEEWEABY/ EHICRELE T,
Information Policy DHCP UL —I—Y 1>V bDF T 3> 82 BomER ¥ —m&RLET,
- [Keep ] -DHCP 7 547> bHOBRELTZ/NT Y FADEIED ) L —1EREZFFLE T,
. TDrop)-DHCP 754 7> b BZME LT/ v FRICEHC Y L—I8RHA B o 1B AIEF 0/ P EBIBRLE T,
« [Replace|-DHCP 7 214 7> bhBZELT/ Ny NADEHED ) L—1ERE A1 FD DHCP U L—BRICBELRR
£9,
Information Option DHCP UV TR My b L—ENZDY L—T—I 1> MEHR (Option82) DEAEER/ EMNIHRELET.

TApply) B4 w4 LT, BREmaEEmELET.
(Edit) &4 U w4 LTHISE 51 V47 T —ADEEETS T EATEET,

BHDODR—IDEFET 556, N—VESERELT [Go) 27 v 7T 5T ETREDN—INEH TEELT,
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572 Management (X1 v FDEEE)

DHCP Relay Information Option Format Settings (DHCP JL—A Y7 # A= 3473 > 7+— v MRE)
DHCP 1B 7+ —< v FDFR. REEATVET,
Management > DHCP > DHCP Relay > DHCP Relay Information Option Format Settings DJEIC7 ') v 7 L. UTFOBEEAFRRLET,

DHCP Relay Information Option Format Global

Information Format Remote |D Defaut il

Information Format Circuit 1D Defaut [v]
DHCP Relay Information Option Format Type

From Port To Port Format Type Value

[eth1/0/1 '~ [eth1i0/1 [v] [Vendor3  [v] [RemoieID [v] [2chars |

eth/0M
‘efht/0/2

7-32  DHCP Relay Information Option Format Settings [EIE&

BEICKRRENDIEE :

HE

58

DHCP Relay Information Option Format Global

Information Format
Remote ID

[DHCP information remote ID] DY TH 7 3 v E#EIRLE T,
. [Default]- JE—FIDELTRARAYFDOVRTLMACT RLAEFERBLEY, (FIHHE)
- [UserDefine]- JE—HFID & LTA—HEEDOXFHEFERLET, (32 XFLUR)
- Vendor2|-JUE—FIDEL TRV A 2EFRALEY,
- Vendor3|-UE—FIDELTRUA 3 EFERLETS,

Information Format
Circuit ID

[DHCP information circuit IDJ DY 74 7> 3 V= ERLE T,
. [Default] - EHEDY —F v D AEFERLEY., (#IEHE)
. [UserDefine - I—HFEEDT—Fv b IDEFEALET, (32 XFURA)
- [Vendorl-—Fv b IDELTRVZ T AEFERALET,
- [Vendor2)-—Fv b IDELTRVRZ2ZfFRALET,
- [Vendor3/-—Fv b IDELTRVZ3ZFALET,
- [Vendord|-—Fv b IDELTRVRZ4%FRALET,
- [Vendor5)-—Fv b IDELTRYZ S5 ZFRALET,
- [Vendor6|-—Fv b IDELTRVRZ 6 ZFRALET,

DHCP Relay Information Option Format Type

From Port / To Port

RETHR— FDOBEZEBELE T,

Format Vendord] 7#—<v bZIEELE T,
Type U L—1ERA 7 a v 0EEERIRLET,
« BEIRAEL © TRemote IDJ [Circuit ID]
Value F7a3v8BHRELT. UE— N/ H—F Y DY TF T aVICEENAINVATEEDNFIZANLE T, (32

SFLR)

MApplyl 21w LT,

RENBZEALET,

DHCP Local Relay VLAN (DHCP O—#JbY L— VLAN)
VLAN, £7zlgZIb—FVIAN DO—A)Lb) L—REZITVE T,
Management > DHCP > DHCP Relay > DHCP Local Relay VLAN DJEIC 7 1) v 7 L. U TOEEEFRRLET,

DHCP Local Relay VLAN Settings

DHCP Local Relay VID List [ All VLANS state  [Disabled ~]

DHCFP Local Relay VID List

7-33  DHCP Local Relay VLAN [&jm

BEICERRENDIEE :

HE

Eis

DHCP Local Relay VID List

DHCP B—A/LY) L—%ZBAY 2 VLANID ZAHLET,
TAIIVLANS ) leF T I ANDE. TNTDVLAN BIRICIZD E T,

State

&7 L e VLAN @ DHCP O—7#)L ) L—H#aE= B3N / NCRE L E T,

MApplyl &#21 w7 LT,

DHCP 1 L—#—

82

RENBEZBEHALET,
FOMEINDIZE. R— MMEZME DHCP /Ny bD U L—/ A=AV L—ZfTVEE A,




7% Management (A1 FDEIER)

DHCPv6 Relay (DHCPv6 ') L—)

DHCPv6 Relay Global Settings (DHCPv6 ') L —%'O0—/\IVERE)
ZA W FDDHCPV6 U L—HBEERELE T,

Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Global Settings DIE(CV 1) w7 L. UTFOEEARTLET,

DHCPv6 Relay Global Settings

DHCPv6 Relay Remote ID Settings

IPv& DHCP Relay Remote |D Format
IPvé DHCP Relay Remote ID UDF
IPvé DHCF Relay Remote |D Policy
IPv6 DHCP Relay Remote ID Option

DHCPv6 Relay Information Option MAC Format

Case
Delimiter
Delimiter Number

Example

Standalone Unit Format [0 [V]
[ascll [v] [128 chars |
Uppercase [v]

AABBCCDDEEFF

Apply

7-34  DHCPv6 Relay Global Settings [EimE

BEICRTENDIES !

1BH

Bilis

IPv6 DHCP Relay Remote ID Format

IPVv6 DHCP U L—UE—FID 74— b #EIRLE T,
- #IRFY © Default) I'CID With User Define TUser Define | [Expert UDF |

Standalone Unit Format

lExpert UDFJ Z#IRLIcHE. A2 R7OY A2y DT+ —< v bEZERLET,
« EREL 10 1]

IPv6 DHCP Relay Remote ID UDF

JE—H IDDOI—YERIER (UDF) DASFER 22 RLE T,
- NoneJ - UE—hF IDD UDF ZZEDERICLET,
- TASCIl - ASCI SZZHTAFILE T, (128 XA
« [Hex|- 16 EHIFHITATILE T, (256 XFUR)

IPv6 DHCP Relay Remote ID Policy

DHCPV6 U L—I =V x> bDA T3> 37 T4 T—T 4 VIR —HEFERLEKT,
- [Keep -DHCP 7 5147 > b O BRAELT/\ 7w FADEBIFEDA 7232 37 U L—1EREZRFLET,
« [Dropl-DHCP 7 51477 > bHBRAE LT/ 7w bAICRHICA T2 3> 37 ) L—IBRH & o 1imE1E
ZDINT Y b ERELET,

IPv6 DHCP Relay Remote ID Option

DHCPIPV6 U7 ZX ~/Nry b L—DBED) L—I— > MEFR (Option37) DEAZBR/ EMIC
mELE T,

DHCPv6 Relay Information Option MAC Format

Case MAC 7 FLADFEHZEIRLE T,
- TLowercase] - /WX FZ=ERALE T, (] : aa-bb-cc-dd-ee-ff)
- TUppercase] - AXF#{ER LEY. (ff : AA-BB-CC-DD-EE-FF)
Delimiter MAC 7 RL A& AT BEBORGI) ZFIRLE T, XU XFEIFGWEEITIE None) Z#IRLE T,

ZIEEDOAIIRDEY TY,
- THyphenl (/\«77>) - TAA-BB-CC-DD-EE-FF
. [Colony (Z@>) - TAABB:CC:DD:EE:FF
-« Dot) (K k) - TAABB.CC.DD.EEFF]
- None| (% L) - TAABBCCDDEEFF |

Delimiter Number

MACT KL AICHIF XY B #ERLET, KEEDOFIIRDEY T,
- [11- TAABBCCDDEEFF
- 21- TAABB.CCDD.EEFF
- 5]- TAABB.CCDD.EEFF]

Mpplyl 22 1) v LT, RERNBZEARALET,
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7% Management (X1 v FDEEE)

DHCPv6 Relay Interface Settings (DHCPv6 ') L—4 > 2 7 1 —A&RE)
DHCPV6 ) L—A 22T T —ADHREZETTVE T,

Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Interface Settings DJEICZ ) v 7 L. UTOEEmAFRLET,

DHCPv6 Relay Interface Settings

nertaco VLAN (14084 —
Destination IPv6 Address [2012-100

Output frace VAN (1-4094) =
inerace VLAN (1-4094) —

Total Entries: 1

viani 2019::10 wiani

EEREE =

7-35  DHCPv6 Relay Interface Settings B

BEICKRRENDIEE :

HH Bk
Interface VLAN DHCPv6 IJ L—M VLAN Z38E L £ T,
.- ERTERIREEE 1 1-4094
Destination IPv6 Address DHCPv6 ) L—D3E5%E 7 FLAZASILE T,
Output Interface VLAN ) L—3BHDEEAN 27T —AEEELE T,
- EXERIREEE 1 1-4094

MApplyl 22w o LT RERNBZBRLET,

Find) 227Uy LT ADLIBRICEDREDTI Y M ZRELET,

Delete] 27 1J v LT HEDI Y hUZHIKRLET,

BHOR—IDNMFET 258, N—VBESZEELT [Go) 27 v TB5TETREDRN—INBETELT,

DHCPv6 Relay Remote ID Profile Settings (DHCPv6 ') L—1) E— bk ID 707 7 1 JVERTE)
DHCPv6 J L—UJE—FID AT 7 A IVEREEITWVE T, DHCPV6 U L—74 7> 3> 820 7O7 7 A ILDIERIEREINE T,

Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Remote ID Profile Settings DIBICZ v 7 L. LUTOBEEAFRRLET,

DHCPv6 Relay Remote ID Profile Settings

DHCPV6 Relay Remote ID Profile Settings
Profile Name: [ Apply [ Find |
Total Entries: 1

[A] 0ET W O T fesl

7-36 DHCPv6 Relay Remote ID Profile Settings




7% Management (A1 FDEIER)

BEICRTENDER !

1EH Blis)
Profile Name TO7 740 EATILET, 32XFUR)
Format String lEdit) #7 U wo L, A—YPEEDA T3> 82 74— v bXFHEIBELE T, (251 XFLR)

JV—IVIEZRDEY T,
o KRINTA=ZIE 16 ER ASCI XXFF, FTzid 16 EEE ASCI XEFDEHFEDETIEET DT EDNTEET,

ASCI SFFNER T IV a—T—2 3> (") THSNZ "Ethemet' DX SGRICHVET, 4 7)VA—7— a3 IcdE
SNEVFIE 16 EHE LTRAINE T,

« DAY MENF—NXFANENT Y MTERENSFICERENSUENHVET, 74— v bENfeF—X

FHE %" +"5"+"1-32"+"keyword"+""] DK DIC ASCI XFF), £lelE 16 EBDELS5EEETENTEE T,

- (%) BOXFINET =<y bENcF—XFIZERLET,
< IS ERIE M0 BIAIA 2T r—2TY, XFRA TV a LTI =Xy b F—XFHIOMISHEEH

ELET, 8] IFAXR—Z%E (0x20). [0) 1 (0) ZBHET, [0 KMHRETT., (AT 3a>)

- M1-32] BXFRA T3V TT, ENKBVDXFER/N\A SDF—XFINEBRENSDDZIRELE T, HLLE

BEHF—XFIDRBEDXFERONAS T2 a VIHEEENXFREVBEWEE. 711V T 17 —2ICE
IBHSNET, ZOTHRWEE. XFERF T3V ET IV T« r—2IEEFEN. REOXFENZDE
EHRATNET. FT¥3Y)

« Tkeyword] 1&¥ X7 LORBOEHEEICEREINE T, XD [Keyword] B R—FENTWET, !

- Tdevtype] I3HERDETILATY, Ishowversion] AR RDEY 12— /LABEHDSEREINE T, ASCIXF
FDHENTT

- Tsysnamel [ERA Y FOYRTLAEERLE T, RAXFEIL 128 TY, ASCI XFFDHEMNTT,

- Tifdescr) & TifDescrd (IF-MIB) BS%ERMENE T, ASCI XFHIDHEIN T,

- Tportmac) I&R—FDMAC T FLRAZEEKRLE T, ASCIXXFA. £fld 16 EHETRRINE T, ASCI X
FHT+— v bDFE. MACT RLADT +— v MIFEDIRY RTHRZLENE T, i, lipdhcp
relay information option mac-format case] % &), 16 #EH T + —< v FDHFE. MAC 7 FLRIE 16 E#HE L
TIENE T,

- Tsysmacl & AT LD MAC 7 RLAEERLE T, ASCI XFEFTERRINET, MACT RLADT74#—< v
MIBEDITY RTHREZLENE T, A, lip dhep relay information option mac-format case 7%&), 16
EH T +—< v DA, MACT RLRIE 16 #E8 & L TRMENE T,

- Imodule] IFEY 21—V IDESEZERLET, ASCIXFF £fld 16 EHIBETHRREINE T,

- Tport) 1 EO—AILR— FEBEBEKRLE T, ASCI XTI, F7zld 16 EHETRREINE T,

- Tsvlang (&7 72 VLAN ID #EBRLE T, ASCIXXFH /el 16 B THRREINE T,

- Tevlan] (&> F VIANID #EZBK L E S, ASCIXFF). £zl 16 EBETRRINE T,

Ty PR DD EBERLE T, 74—V FXFHHAIATR Y RORED/INSA—2DFE ()

FEREEINET, (%) & ] OEDAR—X (0x20) IFEBREN, MOAN—RIF/ V7w MEENE T,

« ASCI SZ5Fi& T0-9] Ta-z) TA-ZJ Ty T@) T#) TS1 o) TAY T&y Ty () N Ty T+ Ty M=) T=1 I\J Ty Ty Ty

Ty Gy Ty My /g2y Ty Ty Ty Ty M) ERR—R, 74—V FF—XFHDOWNHTEBEHEDEE ATEE
TYo NNEIRT—TF v 20 2—tlxVET, N LUBDENGF ¥V 2—dF v S0 2—FDEDITHEIFT,
BIZIE NG E %] ZERLE T, T+ —< v MF—XFHDREA > T A7 —2TlEdb U E8he 74—V MF—
NXFEFNHRDANR—=AEEK /Ty MBI NE T,

< 16 ERUEIL T0-9) TAF] Taf] EAR=RETH—T Y FF—XFHIHSHYET, 74+—< v FF—XFFI 16

ERETR— b I2F—T—FOHTR—ELET, 74—V bF—XFFNDAN-RIFEEENET,

MApplyl] 22U w o LT, REANBZBALET,

[Delete] Z#7 Jw o9 5E4E

EDITVhUZHBRLET,

Findl 227w 27 LT, ABDLEBRICEDKFEDT Y M ZREHLE T,

BHONR—IDEEYT DBA.

N=VFESZHEELT 1Go) 20 v 7T 5T ETREDN—INEHTELT,
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7% Management (X1 v FDEEE)

DHCPv6 Relay Format Type Settings (DHCPv6 1) L—7 #—< v k21 T5&7E)
DHCPV6 U L—T 4= v b2 A TREDFRREFELITVET,
BR— b D Texpert UDF] XFHID DHCPVE #7232 37 &4 T2 3> 18 #H/ELE T,

Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Format Type Settings DIBIC7 v o L. UTFOBEEZFRRLE T,

DHCPv6 Relay Format Type Settings

From Port To Port Type Format Type Expert UDF

[eth1/0/1 [v] [eth1/01  [v] [Remote ID [v] [22 chars |

T e o et 0t

eth1/0/1
eth1/0/2
etn1/033
etn1/0/4
eth1/0/5
eth1/0/8

ath4 7

7-37  DHCPv6 Relay Format Type Settings [EIEH

BHICRTENDER !

5H PR
From Port / To Port BETHR— FDHEELZEELET,
Type B4 778 ELE T,
- TRemote IDJ - Texpert UDF) 7 #—< v b & A TXXF5)%& DHCPv6 # /> 3> 37 TIREL XY,
Format Type Expert UDF EEAR— M CHEET % lexpert UDF] XFAIDT+—< v b EBRELET,

lApplyl 22w LT RERNBZBRALET,

DHCPv6 Local Relay VLAN (DHCPv6 O0—#JLY) L — VLAN &%7E)
DHCPv6 O—AJLJ L — VLAN BREZITWVE T,

DHCPv6 O—AIL ) L—DBDHZE TV A7 > oD U T TA NNy MeA T2 3237 £ 18&EMLET . AT 3V 37DF v I AT —
EOBEMDIZE. V74T bOSDU I TR NNy bEFTy 7 Lo 77232 37DHCPVG | L—BED G EN2IHE. /Ty b EELE T,
FT23av3TDF Ty I RAT— bHENOBE. O—A/LY L—iEeldA 7> 3> 37 DB/ Edichbbod. BlcA T3> 377UV TR

by MITBILE Y, DHCPv6 B—AL U L—iBRId T —/\D oD/ b ZBE#EY 5147 > MIdrxLE T,

Management > DHCP > DHCPv6 Relay > DHCPv6 Local Relay VLAN Settings DIBEICZ ) w7 L. UTOBEEARTLET,

DHCPv6 Local Relay VLAN Settings

DHCPY6 Local Relay VID List ] All VLANS State  [Disabled ~]

DHCPv8 Local Relay VID List

7-38  DHCPv6 Local Relay VLAN Settings [EIE

BEICKRRENDIEE

HH ELiE

DHCPv6 Local Relay VID List DHCPv6 H—73)LJ L—VLANID ZAHLE Y, 1 DLULED VLANID B ASIBIRET Y,

TAIIVLANS | #7232V ZIBET HE. TNTD VAN BRICG U ET,

State

$87E VLAN O DHCPv6 O—7JL Y L —iaE= B2 / BnCEREL £ T,

lApplyl 227w LT RERNBZBRALET,




7% Management (A1 FDEIER)

DHCP Auto Configuration (DHCP BHENERE)
DHCP BEB1T> 7 « JHEDREETVE S,

Management > DHCP > DHCP Auto Configuration DJEIC7 v o L. U TOEEmAEFRRILE T,

DHCP Auto Configuration

Auto Configuration State (") Enabled (@) Disabled

Mote: If autoconfig state enabled, it won't take effect until reboot

7-39  DHCP Auto Configuration [EIE

BEEICRTENDIRE !

HE LG

Auto Configuration State | DHCP BENREE B/ EHIL KT,

Mpplyl] 22w o LT, REANBSZBALET,

DNS (FAA Y R—LY AT L)

DNS (Domain Name System) (&, FAAVZEIP 7 FLADEEMIFZ IV E1—2BOBETITVET,
DNS #—/\l& name-to-address| EBIRRERIT L. RAAVRET FLRADZHET S fedICWV DHDI— LT —/\NEBERENZRENDH I ET,

RAA Y R—LHY—EXZT5 7/ ADT R L A& DHCP E£7z1& BOOTP H—/\H SEE T 158 & VIHARERICFEN T OS ITHRET 2HBEN

HIET,

DNS Global Settings (DNS 4'O0—/\JVSR7E)
DNS @Y 00—/ \VEREETWE T,
Management > DNS > DNS Global Settings DIBICZ ) w7 L. UTOEEARTLET,

DNS Global Settings

1P Domain Lookup Disabled [~]

IF Name Server Timeout (1-60) :l sec

7-40  DNS Global Settings &

HEICRTENDIRE !

EH A

IP Domain Lookup P RAAVILYy DTy THBR EHHRELET,

IP Name Server Timeout |#8EX— L —/\Hh5DEEEF OFEERIAIEELE T,
- ERTERIBEEE [ 1-60 ()

MApplyl 22U w o LT, READRZBEALET,
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7% Management (X1 v FDEEE)

DNS Name Server Settings (DNS &—LH—/\5R7E)
AAYFITDONSDIP 7 FLRAERELET,
Management > DNS > DNS Name Server Settings DJEIC 7 ) v 7 L. UTDOBEEAFRRLET,

DNS Name Server Settings

DNS Name Server Settings

(O Name Senver IPv6 2233:1
Total Entries: 1

I

7-41  DNS Name Server Settings &[]

BHICRTENDER !

HE B

Name Server IPv4 [ iR LT DNS —/\D IPv4 7 KL XAZ AL E T,

Name Server IPv6 | 323R L C DNS H—/\D IPv6 7 KL AZ A LET,

MApplyl Z#2Jw o LT, RERARZEBLET,
[Delete] #2Jw 27 LT, BEZ> MU AEBBRLET,

DNS Host Settings (DNS KX &)
RART—=TIWDRAG/IP T RLADRAZ T4 v IRy EVTEFR RELET,

Management > DNS > DNS Host Settings DJEICY )7 L. UTOEEZFRTLET,

DNS Host Settings

Static Host Settings

Host Name 255 chars
) IPv6 Address 72331

Clear All

Static Total Entries: 1
Dynamic Total Entries: 0

T e T s e samrie

Host 172222 forever
EEEEE =

7-42  DNS Host Settings [EIHE

BEICTRRENDEE :

1HE Bl
Host Name RAMBEASNLET,
IP Address RAMDIPVAT RLRAEATILET,
IPv6 Address RAMDIPVE 7 RLRAEATILET,

MApplyl 2271y o LT RENBZBHALET,
Delete] 27 ) w7 LT, EETY FUZHBIBRLE T,
[ClearAlll 27 Vw73 2EANLETI Y M) LT )T LET,

BEONR—IDEFET B8, XN—VBESEIBELTC [Gol 27 v I T 5 ETREDRN—INBEH TELT,
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%72 Management (A1 FDEIER)

File System (7 7 AIVLY R T L)
AAYFDIT 7AWV AT LEZRE BBELURELET,

Management > File System DJEICY U v 7 L. U TOEEZRRLET,

patn B |

| Copy | | Boot File |

[ ome e  smm® | essent Loe
£ Flash 44 swis

7-43  File System B

BEICRTENDIEE !

HE A

Path INAD e ASILET,

[Gol 2V Vv I HEANLINNRICERLET,

[Copyl V)W I T BEEEDT 7A IV EAA Yy FANIE=LET,

lBootFile] ZV Vv U g 5L, EFBRADT— b7y TAA=IEAV T4 T L—2 3 VEIBELET,
el U>oms)woddE [Cl FoATITBBLET,

el V>oas)vod s LWTOEEHNRTENET,

Path e | | Go |
| Previous | | Copy | | Boot File |
R R
1 - 2624928 Jan 01 2019 00:52:48 Image
2 - 8442960 Jan 01 2019 00:03:34 Image2
= - 2960 Jan 01 2019 00:07:16 Configl
4 -w 1451 Jan 01 2019 00:18:08 Config2
5 d- 1432 Jan 01 2019 00:00:00 system
46305280 bytes total (20611072 bytes free) i R EE T E

7-44  File System (Drive) B
BEEICRRINDIER !

B85 B!
Go AFI LT RICHEELET,
Previous FIDXR—VICRY £,
Copy BET77AIVBEEAA v FICIE—LET,
Boot File REBEDT— b7y TAA=DEDY T4 L= 3 VEIEELE T,
Delete T7AIWY AT LDSIEET 7 A IVEHRLE T,

T AT T2 2V TP VBBIEL TV BEA. A1 v FIREBMICIIIREICRY £,
T b A A=D T 7 AR L TV BEE. A1y FIREBKIC/ Ny 5Ty TA A= 7 7 A VERDT— 7 TEIERLES,

Z71IbDaE—
[Copyl #71) w0 d5E UTFOBEEHARRENET,

ca g |
Copy File
Source startup-config [ v|
Destination running-config [V Replace
‘ Apply | | Cancel

7-45  File System (Copy) EIE

89



7% Management (X1 v FDEEE)

EmICRRENSIEE !
HE Bile)

Source =D 7 7 A IV OFEEER LT T,
« ZEIREY ¢ [startup-config] Tmage 1] lmage 2] ['Configuration 11 'Configuration 2

Destination AE—EDT 74 )V DBEEERLET,
- ZIRE : lrunning-config | lstartup-config] lNmage 11 lNmage 2 Configuration 11 [Configuration 2.

Replace FIvIRYIRFIvIHEANDE BERTHFOAY 747 L—r 3> EigELEdY 707 L—avym AN

EEER

MApplyl Z#ZUwo LT, OE—%FBRLET,
[Cancel) #2250 BIIWEINET,

BT 7 A IVDIEE
[BootFile] #7Jw o d 5L, LUFOEB@mHARRIEINET,

pat E |
Boot File
Boot Image Image 1 [~]
Boot Configuration Configuration 1v] [ Apply I Cancel |
Boot Image Boot Configuration
/cfimage fc:/Config1

7-46  File System (Boot File) &I

BEICERRENDIEE :

(S Bz
Boot Image T—hA=TIT 710 IVEHEIRLE T,
« SERE - MNmage 11 TNmage 2
Boot Configuration T— 22740770V EFERLET,
« 3ERE © [Configuration 11 Configuration 2

TApply) 41U w4 LT, BEFBEALET,
[Cancel) 2% 1) v o9 5EANNEEHESNET,

D-Link Discovery Protocol (D-Link 7r XA/\1) 7700 F2aJb)
D-link 7« XA\ 78 h3JL (DDP) DF R HEETVET,

Management > D-Link Discovery Protocol DJEICY v~ L. UTFDOEEZFRRLET,

D-LInK Discovery Frotoco

D-Link Discovery Protocol
DDP Global Seftings
D-Link Discovery Protocol State (@ Enabled () Disabled
Report Timer 30 M SEC
DDP Port Settings
From Port eth1/0/1 [v] ToPort  [eth1/01 V] Stae  [Disabled [v]
Port State
eth1/0/1 Enabled
o2 Enabled
eth1/073 Enabled
eth1/0/4 Enabled

7-47  D-Link Discovery Protocol [EiE

BEICERRENDIEE :

EE | B9

D-Link Discovery Protocol

D-Link Discovery Protocol State | DDP DI O—/NIVAT—R A EEH / FNCHELE T,




7% Management (A1 FDEIER)

B PR

Report Timer DDP LAR— b Xy —TV DX ERERRE L TH SIBELE T,

. 1304 T604 M90J 120 MNever) (F

MNever] ZEIRGTBE. AAVFIELR— AV E—IDEEXEFELELET,

DDP Port Settings
From Port / To Port RETHR— FDEEXIBELET,
State F8ER— b D DDP H#EEA BN / EMICRELE T,

MApplyl] 22U w2y LT, RERNBZBALET,

Reboot Schedule Settings (B8R 7Y 1 —IVERTE)
24 v F OBEHRT Y 1 —VBEETNET,

Management > Reboot Schedule Settings DJEICA —a2—%& 2 v7 L. UTOEEmEZRRLET,

Reboot Schedule Settings

(@ Time Interval (1-43200) [ ]mn

() Time (HH:MM)
Date (DD / MM/ YYYY) 271122013

Save Before Reboot | ]

Apply Delete

Reboot Schedule Information

Reboot schedule in 30 minutes (at 2/1/2019 01:06:09)
Save before reboot: No

7-48  Reboot Schedule Settings &

BEEICRTENDIRE !

bi=[= Bk
Time Interval AIBEEEEIR LGS, BEDRBIEBRICA A v FOBREHERITINET,
- SRTETTAEEEM : 1-43200 (9) (30 H)
Time/Date REETERLCHE. BEHAT Y 1—)VEHBCIEELE T,

A1y FHERET ZE%%E THHMM] Fext (f1) : 21:30) CIEELE T,

- [Date]- XA v FHEEETHHAMNEZIBELE T, AJFERIE TDD/MMAYYYY] () : 23/12/2015) T,
BIAMEEENTULWIEWEE. XD 24 BRELIANDIRERBICBESHIRITINE T,
Save Before Reboot AA T2 avIcF v & ANIEE. BRBETHIIC. ZREINEINTORERNBTZRELET,
Mpplyl] Ra2>&E7 1) v LT, RENBZEALET,
MDelete] R2>&EZ U w7 LT, IBEDI Y M EHIKRLET,

91



92

%8E L2 Features (L7 21%8E

E)

B 8E L2Features (L 1V 2 H&BEDRTE)

L2 Features A Z a1 —%FER L. ARA VFICL AV 2IEEARET BT ENTEET,

LURIE L2 Features U 7 X Z— 2 —MEHEATY, HEITG LT,

RIE /EE /MEEZETOTCLIIEL,

YIAZa21— PR
FDB (FDB &%) FDB (Forwarding DataBase) 7#7T—7 « > 7 —ZN—ADHKREETVET,
VLAN (VLAN E27E) VLAN OF R, HEZTVET,

STP (RINZ> 7)) —DEFRTE)

ANZooy)—=Jora)b (STP) REEFTWVET

Loopback Detection (Jb—F/\w 7 #H1RTE)

V=T 1Ny 7150 (LBD) HEEDHREEITVET,

Link Aggregation (U> 2777145 =2 3>)

Link Aggregation (U >0 77 ) 75— 3>/ R— b MoV F T8 OREZTVE T,

L2 Multicast Control (L2 <JLFF+ A~ baO—)b)

IGMP  (Internet Group Management Protocol) Snooping #gEaa& & L7z L2 Multicast
Control (R RJIVFF+RA I bO—/V) OFREETVET,

LLDP (LLDP

;n,;—H)

X AE

LLDP (Link Layer Discovery Protocol) DFREHETTVNE T,




8% L2 Features (L1 Y 2#48EDEE)

FDB (FDB 5%7E)

Static FDB (X271 'v % FDB 3%7E)
Unicast StaticFDB (1= + A F X271 v ¥ FDB 5%7E)
AAYFIKRBZT A Y IRAZF Y AN I DT A VI HKRELET,

L2 Features > FDB > Static FDB > Unicast Static FDB DJEIc~ ) w7 L. UTOBEEER-LET,

J at DB
Unicast Static FDB
[Pot [~] [ethtion ~] vb(4089 [ | MAC Address  [00-84-57-00-00-00
Total Entries: 1 Delete All
00-11-22-33-44-55 eth1/02
IS aEER =

8-1 Unicast Static FDB &2&

HICKRREINAIER !
=) B
Port/Drop FDBICAA T 1 v THERT B MACT FLADKR— hESZFEIR. £reld. TDMACT FL A% Drop § 5_EZIT
WEY,

- TPort] - TPort) #3IRL. BEFEMAC T RLADKR— FESHEIEELE T,
- [DropJ - TDrop) Z&ERL. B MACT7 KL X% Drop § 5K DICRELE T,

Port Number Port) Z#RLIBE. BT 2 MAC T RLADEB AR § 5 R— FESHERIRLET,

VID MAC 77 R L ZICREEAfIF 5 VLAN I EE L E T,

MAC Address grXF fzlE Drop § MAC 77 FLAZANDLE T, IZF v A M MACT7 RLAEIBELET,

Mpplyl #7Uw oL, RENBEERLET,
Delete] #71)v o g 5EIBEDIY N AEHIBRLETY,
[Delete All] 21w 325EITNTHOIY MEHBRLET,

BHDOR—IDEFEET H56. N—VBESE/EL T [Go) 27 v 7T 5T ETREDN—INEH TCEELT,

MAC Address Table Settings (MAC 77 FL A 7—7IVE&E)
21 v FDMACT RLAT— 7 IVOBEEFTVET,

L2 Features > FDB > MAC Address Table Settings DIEICA Z1—%7 1) v o L, UTFOBEEARRLET,

Global Settings (/' B—/\IVEREZ 7)

| Global Settings | MAC Address Learning
Aging Time (0, 10-1000000) sec

8-2  MAC Address Table Settings - Global Settings EjmE

BEEICRTRENDIEE !
HE

EIUII:I

B

MAC 7 RLRAT—TIVWDI—I V724 LE AN LET,
R LB RIC 7 7t ADEWHERICDWNT, FELIEMACT RLAAE MAC T RLRAT—TILDSHIBRLE S,
. EREEIAREEE : 10-1000000 (7
- WJHAME 300 (F)
0ICRELHZE. FELIEMACT RLRIFHBREN T A,

Aging Time

EEDI—VV o84 L. TREME) H5 TREED 2 ) ORI ET.

Mpplyl 27 1)w o LT, RENBZBERLET.



$E8FE L2 Features (L1 2#&EEDEE)

MAC Address Port Learning (MAC 77 KLRAR—b+S5—=2254%27)

VIAC Address Table Setlings
Global Settings | MAC Address Learning |

From Port To Port Status

eth1/01 [v] eth1/0/1 [v] Enabled [v]
eth1/0/1 Enabled
ez Enabled
ath1/0/3 Enabled
‘eth1/0/4 Enabled

8-3 MAC Address Table Settings - MAC Address Port Learning [EiE

BEmICRRENDEE !
HE SRR
From Port/ToPort  |&RET HKR— FD&EEAZIEELFT T,
Status BELIER—FDMACT RLRS—Z 0 0%B% / ENICRELE T,

TApplyl 22w o LT, RENBZEALET,

MAC Address Port Learning DSESIRRERS, $EEHT FLART—I>9 79 b E RIS, RFBORETMAC T RLAD/ Vv b iE
75vFa v LET,

MAC Address Table (MAC7 FLXF—7I)
2L Y FOMACT RLR T+ T—F 1 07— T IESBLET,

L2 Features > FDB > MAC Address Table DJBICAZ1—% 21w L. U TFOEEERRILET,

Vi~ Add ple

MAC Address Table

Port eth1/01 E |Clear Dynamic by Port” Find |
VID (1-4094) [ [clear Dynamic by vLAN| Find |
MAC Address [clear Dynamic by Mad| Find |
Total Entries: 6 [ clearan [ showan |
m MAC Address | Type Port

1 00-11-22-33-44-55 Static eth/0/2

1 10-BF-48-D6-E2-E2 Dynamic eth1/011

1 10-BF-48-D6-E3-38 Dynamic eth1/0/1

1  5C-33-BE-43-B3-68. Dynamic eth1/0/1

1 DO-AE-EC-DI-9E-5E Dynamic eth1/0/1

EEREE =

8-4 MAC Address Table EIH

BEEICRTEINSIER !
B 7P
Port KRIAHLYMJDR— M ESEEBELET,
VID FRIDIVEFJDVLANID ZASILET,
MAC Address FRIHIVMIDMACT FLRAEASILET,

IV hUDBR/RR
[Find] #27 J w2 LT EELIEA— b VLAN £zl MACT7 RLRZF—& L THRELE T,
[Show Alll #2 J w2 LT 7 RLAT—=TILDINTDOIY b)) azRRLET,

4TIy T M) DI
['Clear Dynamic Entries (by Port/by VLAN/by MAC) ] =2 w2 LT, 7 RLAT—=TILDRAFZv oI b UZHBRLE T,
[ClearAlll Z#7J)wv 27 LT, 7RLAT—=TILOITNTHOIY MU ZHEBRLET,

BEONR—IDEET 558 X—VESEIBELC [Gol 27 vI T 5 ETREDRN—INBEH TCEXT,



8% L2 Features (L1 Y 2#8EDEE)

MAC Notification (MAC :BHIZ%E)
MAC Notification GBHFI) DOFF. HEEITWVET,

L2 Features > FDB > MAC Notification DJE(c A =2 —%2 ) w7 L. UTFOBEEER-LET,

| MAC Notification Settings | MAC Notification History

MAC Notification Global Settings

MAC Address Notification (_Enabled (eDisabled

Interval (1-2147483647) sec

Hislory Size (0-500)

MAC Nofification Trap State (_Enabled (e Disabled

e Type

From Port To Port Added Trap Removed Trap

T T R T
eth1/0/1 Disabled Disabled
eth1/0/3 D.isable.d Di.saihled
eth1/0/4 Disabled Disabled

8-5  MAC Notification - MAC Notification Settings [EBIiE

BEEICRTENDIEE !

HE

EIUII:I

B

MAC Address Notification | 21w F_ED MACEBAIAEBR / ESHITRELE T,

Interval BT OERERELE T,
- RTEAJREEER 1 1- 2147483647 ()
- YIERMBT (#)

History Size

BHRICHERTAEANATDRAT Y FBAERELET,
- ERTERIBEEE - 0-500
- FHERME

MAC Notification Trap State | MAC @A k2 FHER / EMNICRELE T,

Trap Type

bow T e TEERLET,
- [Without VIDJ - b v TERICVLANID ZE2&HF A
- TWithVIDJ - F 5w 71BHRICVLAN ID Z 28 E T,

From Port /To Port

MAC BRI EZ BN E BN T 5 R— b EIRELEF T,

Added Trap

BERLUIR— b OB T v T2B3 / ENCRELE T,

Removed Trap

BRLUCR— LOHIBR b S v TZER) / ERNICRELE T,

MApplyl Z#2 1w LT,

REABZEBERALET,

MAC Notification History 2 7'

MAC Notification Settings | MAC Notification History |

Total Entries: 0

| i Cones e

8-6  MAC Notification - MAC Notification History B

MACBHA v =Y DBENRTENE T,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

VLAN (VLAN 5%87%€)

AA v FDVLAN BEZITVNER T,

VLAN Configuration Wizard (VLANSREY « ¥ — F)
U4 — F&EFER LT VLAN DIER EREZTVE T,

L2 Features > VLAN > VLAN Configuration Wizard DJBICZ v o L. XOEEZFRTLE T,

VLAN Configuration Wizard

(@) Creals VLAN

T R e—

(") Configure VLAN

A e—

Next

8-7  VLAN Configuration Wizard &[]

HICERREINDIER !
=[S AR
Create VLAN #HL < VLAN 2R 9 2188108 IRLE T,

- RIEDJAEEH - 2-4094
VID 1 (& default VLAN Luxi*ﬂ'(b\éﬁ&) AIEETIEANITET B A,

Configure VLAN YEREFHD VLAN ZRET 2HAalERLE T,
- ERTERIREEIF [ 1-4094

Next| Z27 1) w7 L. UTFOBEE CREZTVWET,

Create VLAN

viD 2

VAN Name

—_nlanlnlnnmmmmmmmmmm
jldtgae f'\r\r'\r'\l’
Untagged All C‘e 5 J C'_) L L') D CJ C‘ C;‘ 'fJ @ 8 & & @ D
Not Member All (. @ @ (0 @ (@ (8 (0 (@ ® @ @ (& (® (@

Native VLAN (PVID) All [] HE EEEEEEEEEREREN

VLAN Mode H HHHHHHHHMHHHHHH

A-Access; H-Hybrid; T-Trunk
Note: The selected member pori(s) will be mandatory configured to Hybird mode.

Access Mode: The port will be an untagged member of VLAN.

Trunk Mede: The port is either a tagged port or an untagged member port of it's nafive VLAN and can be a tagged member of other VLANs configured.
Hybrid Mode: The port can be an untagged or a tagged member of all VLANs configured.

T
8-8  VLAN Configuration Wizard &

Apply

BEICRTEINSIER !
BE AA
VLAN ID ERLEEVID ARRENE T,
VLAN Name VLAN & ATILET,
Port BR—FELTDEY VIANDAVINE LTEZELET,

- [Tagged)-R— & 8021Q 2/ HEEL LTEELE T, ZIFELTBR—MDRYIREFT VI LET,
- lUntagged|- R— & 8021Q 20 LELTEELE T, 209G LETHR—FDRYIREF TV I LET,
- Not Member] - & R— D VLAN AN\ THEWT EEEELE T,
- Native VLAN (PVID) | - R—brZ A7+ TVIAN & LTEZELE T,
TAl) 7w o dBE. INTDR— MNEIRENET,




HE8E

L2 Features (L 17 284BEDERTE)

== nE

BR—FDVLAN E— FARRENE T,
TIVT 7Ry FOFRRIEUTDE—RFZEXRLET,

VLAN Mode

« Al Access E— R
R—=MIVLAN DR T LA VNITEY E T,
- H:Hybrid E— K

« T:Trunk E—F
R—=MEZA T4 TVIAN DZ TRFER—MEEZ T LAV INVR—=bOWITNHOTH Y

VLAN D2 TREAVINCT BT ENTEET,

R—hIBREETNTOVDINTDOVIAN DR VG LEEZ TN EAVINCT BT EDTEELT,

BESN VSO

View Allowed VLAN PRI SN VLAN O—ED BT o« >~ RO THRREINE T,

TApply) &2 w4 L, BEm@mLEd.
MBack) %% w49 3 EHMOE@ICRY £7.

802.1Q VLAN (802.1Q VLAN 3&7E)
802.1Q VLAN #37E L7,

L2 Features > VLAN > 802.1Q VLAN DJEICZ U v 7 L XOBEEZFR KL E T,

802.1Q VLAN
802.1Q VLAN

VID List [ apply ][ Delete |
.Find VLAN

VID (1-4094) [ ] | Find |[ showan |

Total Entries: 2

default eth1/0/1-1/0/28

(oo anrane | eroson | Togekenerpos | mcgeatiemerros | wiwe |
1

Delete

Edit

|| Delete |

2 VLAN0002 |

8-9  802.1QVLAN Em

BEICRTENDER !

EEEEE =

EE | A
802.1Q VLAN
VID List | #ER%S B VLAN ID % 721 VLAN ID OEEE# 35 LE T,
Find VLAN
VID FRIBVIAND HZASLEY,
VLAN Name BELY FUD TEdit 22Uy o LIk AN BERET BT LN TEET,

Mpplyl] Z#21J w2 LT, VLANIZ> b UZEERLET,

Delete] 22Uy UF2EIBEDT Y MU ZHIBRLET,

Findl 227w 27 LT, ABDLEBERICEDFEDT Y M ZRELE T,
[Show Alll 27 ) w7 LT, INTDOIY ) ERRLET,

RELY FUNR=—IHBERSZHE. N—IVESZRELT 1Go) 27 v I T2HLHEDRN—INEHLET,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

VLAN Interface (VLAN 1427 1 —RBE)
VLAN 4 > 27 1 —ADHREETVNE T,

L2 Features > VLAN > VLAN Interface DJEIC A Z2—%& 27 v LET,
AEmEICIE. TVLAN Interface Settings) %2 7 & [Port Summary] 2 7H&% W £,

VLAN Interface (VLAN A 27 = —X5&7E)
['VLAN Interface Settings) 2 7 Tl&. &R—FDVLAN A 232 T 1 —AREDHEDR. PLUREERTTEEI,

| VLAN Interface Settings || Port Summary |
eth Hybrid Enabled Admit-All [show Detail || Edit |
- [ [show petai eae [
I [ show etail edit | _
: T [showperil][ eae |0
athiiom Huhrid i Fnahlad Acdmit-All i [=how Detail Fdit |

8-10  VLAN Interface @

[Show Detail] #2 Jw 7 LT, 38EA V2T T —ADVLAN [T DWW TEHIBRICOWTERRLE T,
lEdit) 227 v LT BETY MU DIFEZ LET,

B VLAN FEROERT
IShow Detail] 227w 79 2L, UTOBEECER—FDVIAN A 22T T —AREEHIE CEE T,

VLCAN Interface Information

- VLAN Inferface |

|

|
8-11  VLAN Interface Information [EIE
Back] #2Uw o9 %ELRTEEICEY FT,
W Edit (VLAN 1> 27 1 —XREDIRE)
[Edit) Z#0)w o dBHE. ER—FDVIANA V2T I —ARELRETEELT,
BEEICRTENSEBIE. [VLAN Mode] TEE LT VLAN E— FICK>TEETVE T,
BIRTES VLAN E— FIFL T T,
+ TAccess] Hybrid] TTrunkJ
® VLAN £—F TAccess) Z#EIRLTIFSE !
Configure VAN Interface
| Configure VLAN Interf:
Port eth1/0/2 [] Clone
VLAN Mode Access From Port To Port
Acceptable Frame Untagged Only [ethiion [+] [ethi/0/1 [¥]
Ingress Checking (@) Enabled ) Disabled
D 4094 P
Back | apply |

8-12  Configure VLAN Interface - Access EIfH



HE8E

L2 Features (L7 2#%&5E

RE)

BEICRTENDER !

5H Bz
Port BIRLER— MHAFREINE T,
VLAN Mode VLAN E— RAEBIRLET, < TlE MAccess] #RIRLET,

Acceptable Frame

Al 57 L— LOBEEERLET,
- BERAY © [Tagged Only] Untagged Only| TAdmit AllJ

Ingress Checking AVTUVAF T v IR R/ BNIIEELE T,
VID VLANID Z8ELE 7,
- ERTERIREEIF [ 1-4094
Clone 70— HEEEEBNIC LT REABEZMOR—MMIE—LET,

From Port / To Port

BENDE AE—T H5R— FOBEZEEELET,

Mpplyl] 22U w2 LT, REANBZBALET,
[Back) &7 v v dALFEmMICRYET,

® VLAN £— F THybrid) Z&RLTBE :

Configure VLAN Interface

Port
VLAN Mode

Acceptable Frame

Ingress Checking
Native VLAN

VID (1-4094)
Action

Add Mode

Allowed VLAN Range

Current Hybrid Untagged VLAN Range
Current Hybrid Tagged VLAN Range

eth1/0/2
Hybrid

[] Clone
From Port

I

To Port
Admit All eth1/0/1 [¥]
() Enabled [ Disabled

[ Mative VLAN

[

I

Add
(e) Untagged () Tagged

HIL

Back \ | Apply

8-13  Configure VLAN Interface - Hybrid [EiH&

BEICRTENSER !

IEHH &R
Port BIRLER— MHAFREINE T,
VLAN Mode VLAN E— REZIRLE T, T Tl MHybrid) #8RLET,

Acceptable Frame

HAT AT L —LOEEERRLET,
- BREL : [Magged Only Untagged Only] TAdmit AllJ

Ingress Checking AVTUVAF T v IHEERRY / BNIEELE T,
Native VLAN Native VLAN ZB#HIC LE T,
VID Native VLAN ZEZhIC LT35EIE. RET S VLANID ZHEEL KT,
- EREFREEE 1 1-4094
Action ETITLHEEFEEIRLET,
- 3EIREY - TAdd] Remove ] lTagged] Untagged]
Add Mode FAdd Mode] D/STX—=2E LT, ZBINEERIE2VGLERELE T,

- BRAEL : NUntagged Tagged

Allowed VLAN Range

SFR) N5 VLAN BBEZIEE L E T,

Clone

70— VEEEEMIC LT RERNBZMOR— M OE—LET,

From Port / To Port

HENBZEAE—T H5R— hOBAZEELE T,

Mpplyl 22 1) vy LT, RENBZERLET,
Back) Z27 U v U9 2LEEEICRY &Y,
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F8E L2 Features (

LA V2HBEDRTE)

® VLAN —F Trunk) &&RLIES

onfigure VLAN Interface

Configure VLAN Interface

Port eth1/0/2 [[] Clone
VLAN Mode Trunk [v] From Poit To Port
Acceptable Frame Admit Al [v] [eth1/0/1 [v] sth1/0/1 [V]
Ingress Checking (@) Enabled _; Disabled
Native VLAN % Sm’;gih“i‘ e
VD (14004 —
Action None ﬂ
Alowed VLAN Range —
Current Allowed VLAN Range
Back | Apply
8-14  Configure VLAN Interface - Trunk EIE
EEICRRINDIER !
HE Bz
Port BIRLIER— PARRENE T,
VLAN Mode VLAN BE— RZ&EIRLET, T THE IMrunk) Z&#RLET,

Acceptable Frame

SRl T AT L— LOEEEERLE T,
- EIRAEY : [Magged OnlyJ Untagged Only] TAdmit All

Ingress Checking AV LAF Ty KEEE B/ BNITRELE T,
Native VLAN Native VLAN =BT LE 9, [Untagged] F/zld Magged) 7L —LZHEIRLET,
VID Native VLAN ZBZIC LTi5EIE. RET S VLANID ZIEEL KT,
- EREFJEEERE 1 1-4094
Action RITT HEMEEEIRLEKT,

« SEIRET C TAIl) TAddJ TRemovel TExcept]) Replace]

Allowed VLAN Range

SFRIENS VIAN BEZIRE L& T,

Clone

7 O—ieeE B LT REABZMOR— McIE-LET,

From Port / To Port

RENBZ AE—T H5R— hOBEZEELE T,

MApplyl 22 Uw o LT &E

NaZERLET,

Back] Z7 v U9 2LAEEICRY T,

Port Summary (R— rH<

)

[Port Summary] 27 Cld. FR—FDVLAN A > 27 1 —ARELAHRTEELT,

“VCANWREeface T/

VLAN Interface Settings |

Port Summary |

eth1/041 Hybrid 1

eth1/0/2 Hybrid 1 1

eth1/0/3 Hybrid 1 1

eth1/0/4 Hybrid 1 &k

ethiink Huhrid + 1
8-15  VLAN Interface - Port Summary B

“ VLAN Mode Native VLAN Untagged VLAN Tagged VLAN Dynamic Tagged VLAN
1




8% L2 Features (L1 Y 2#8EDEE)

Asymmetric VLAN (Asymmetric VLAN £&7E)
Asymmetric VLAN  (GESFR VLAN) DEREATTVNE T,

Asymmetric VLAN (&, ZNZENEGOTEVIANICFTB T 50 247V b6, =)\ 7 747 04— )iz EDY Y —XAHBF T HHEETT,

L2 Features > VLAN > Asymmetric VLAN DJEICZ U v 7 L. ROBEZFRLE T,

Asymmetric VLAN
Asymmetric VLAN State (Enabled (@ Disabled
8-16  Asymmetric VLAN EE
BEE SER
Asymmetric VLAN State Asymmetric VLAN ZB%) / EICERE L E I,
MApply) Z2 1) v o LT, RERABZBEBLET,
L2VLAN Interface Description (L2 VLAN 1 > %7 = — X E)
L2VLAN 4 > 2 7 1 —RITDWVWTERR. REZTVET,
L2 Features > VLAN > L2VLAN Interface Description DJEICY w7 L. XOEEEFR-LET,
[OVLAN Interface Description
Create L2ZVLAN Interface Description
L2VLAN Interface Description
[ ]
. Find L2VLAN Interiace Description
L2VLAN Interface
[ Find |[ showan |

[ 1]

Total Entries: 2

L2VLAN 1 up enabled
L2VLAN 2 down enabled

8-17  L2VLAN Interface Description [E|mE

BIEICRTENDES !

Delete Description
 |Delete Description| |

al DR =

HHE

ELiE

L2VLAN Interface L2VIANA V271 —AD D Z_ELE T,

Description L2VLAN A > 27 1 —ZDBE=E A LE T,

Mpplyl #7Uwv o L. RERBEZBEALET,

lFind) Z2Jw o LT, AALFBEBRICEDFEDI Y MU ARKRHELET,
[Show Alll #Z J w7 LT INTOIY FERRLET,

[Delete Description] &2 1) w7 ¢ 2 EIEED L2 VLAN OBEZHIFRLE T,

REIY M UR—IDERS 56, N—VBESZERELT [Go) 27 vrd5EY

FZDOR—INBELET,
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$E8FE L2 Features (L1 2#&EEDEE)

Auto Surveillance VLAN (B&jH—~ 4> >, X VLAN)

BEH —NAZ 2 ZVLAN (&, IP =AU AY—ERA &80T B dDIERE T,

TR VLAN EERE. D-LinkIP AXSHSDETH F ST 0 v ZIS L TEBMICVIAN E7H 1> LET, BEENSLT & ETfERID VLAN %
FRTAHCET. XA ZT70voDREELF 1) T HRIELET,

A v Fld. HTTP/HTTPS/RTSP 42T IPCICHESE LR A FENVR EFELET, AA v FldE. TOR—FTCNREZFBL, FUA—TNT—Y
I AR ZZXLDERRRTINITE DO LAN S —TIVARUNEND E T, BEMNIT NVR ZH—1 S X VLAN (CBEMICEEILE T,
RARDNARP U T A MHIPCISEKET BHE. AA Y FIFRAMENR ELTERHLEITH. CDHBEIF—ENITH—XA S X VLAN (CFB81d 2
7217 Cd, NVR &ELTERHEING LG STE5E. W30 PEBICKRX MEIEEICH —XAZ VX VLAN ©hSBEENEd,

FLPC. EFA 1 v FORL AN R— MTBHEENTUS PCIE. A1 v FERA w FICEFINTNS P HASEEABICERT 5T
LIRTEE AL,

Auto Surveillance Properties (BE1H— 1> X70/\7 1)
L2 Features > VLAN > Auto Surveillance VLAN > Auto Surveillance Properties DJEICY w7 L. ROBEAXRTLET,

AUto survelllance Fropertues

Global Settings
Surveillance VLAN State @Enabled (" Disabled
Surveillance VLAN 1D (2-4004) B ]
Surveillance VLAN CoS
Aging Time (1-65535) min
ONVIF Discover Port (554, 1025-65535)
Member Poris
Dynamic Member Ports
Note: Surveillance VLAN ID and Voice VLAN ID cannot be the same.
ONVIF Global Status
Surveillance Device Detected (OUI) 0
IP-Camera Detected (ONVIF) 0
NVR Detected (ONVIF) 0
Port Settings
From Port To Port State
eth1/011 [v] eth1/011 [ v] Disabled v
eth1/0/1 Enabled
eth1/02 Enabled
eth1/053 Enabled
elh1/0/4 Enabled
eth1/0/5 Enabled
ath1inNiR Fnahlad

8-18  Auto Surveillance Properties EIE

BEICRRINDES !
HE Bk
Global Settings

Surveillance VLAN State PB—XAZ VXA VIAN ZBR / FENICERELET T,
Surveillance VLAN ID P—RAZ 2 ZAVIAN D VLANID BI8ELE T,
VLAN ZH—~1 5> X VLAN [CEI D YT BHEIIC. BED VLAN & L TR T 2080 H Y 7,

. ERTERIREERE 1 2 - 4094
Surveillance VLAN CoS H—~+1Z > Z VLAN O Class of Service (CoS) B (1B4cfE) #igEL X,
H—AZ U AVLAN BESMEE NI R— F TRELEY— RISV 2w MME, TOCOSETIY—7ENET,
THUTKY, QoS T—E M T T 1 v EIFKBIENE T,

- ERIEFRIBEEIF 1 0-7
Aging Time I— IR LERELET,
AHREIE. T—RATUVRAVIAN ZAF SV I AVINR— I MDI—I 072 LERET BIeHIERENET, T—
NRASGUVATINAZAD NS T4 v VOREERIEL, TOY— XIS VZATNAADMACT RLARI—I 0T 52A
LNTERETDE. T—NATVAVIAN I—I VT 2AIPBREINE T, R—MEIT—XA SV IAVIANDI—
2T BA LBBEICH —NA T A VLAN B SEIBRENE T,
P RATVANZTAVIDNI—I VT2 LRICBRTRE. TV T24UEF v /L ENET,

- ERTEFTBEEIF - 1-65535 (9)
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ONVIF 5D IPC 85 KT ONVIF $355D NVR 1k, WS-Discovery ZFIFB L THDT/\1 2 EBELE T,
IPCHEHEEIND EL XA Y FIENVR & IPCORIT. RTSP/HTTP/HTTPS /N R EIAX—EV T T B L&Y,

558% L2 Features (L 1V 2iEEDHRTE)
== 58
ONVIF Discover Port ONVIF Discover R— b Z&ELE T
THUE. RTSP R b 1J—LRAR—E Y ZDTCP/UDP £— FESERET Bl ERINET,

NVR Z &SI TEE T, TCP/UDP R— A RTSP R— b EBELZELLREWEE. INSD/\T Y hERAI—EY
TIBTEETET A
ST PIREEDE ¢ 554, 1025-65535
Port Settings
From Port/ To Port HRETHR—FDOHEEAZIEELE T,
State fBELfeR— b — /\*4’5‘/7\ VLAN ZB%) / EMICRELE T,
P—RAZ 2V AVIAN BB E. R— MIT7 2T DY—XAZ VX VLAN AVN\NELTENICEFESN, ¥

BELET7 2 TDY— ’\47/X/\’7' v MET—AZ X VLAN [TERX E
7 L AH OUI (Organizationally Unique Identifier) 77 KL XIZ
Ty b ELTEREENE T,

NEI, EL/\T Y FDEET MAC
—HLTVWBRHE. DIy METF—AZ VR

Mpplyl Z7 1w LT,

RERNBZBERLET,

MAC Settings and Surveillance Device (MAC &% & H—~A 5V A F/I\1 ARE)

P—AZ U ATINA ADFRE MAC T

L2 Features > VLAN > Auto Surveillance VLAN > MAC Settings and Surveillance Device DJEIC 2

FLADREZTVE T,

Uy LTUTOEEZERRLES.

User-defined MAC Settings

‘ Auto Surveillance VLAN Summary

To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below.

Component Type

| Other IP Surveillance Device ,_i"

MAC Address

Total Entries: 4

D-Link Device
D-Link Device
D-Link Device
D-Link Device

SEll oo BREl

8-19  MAC Settings and Surveillance Device - User-defined MAC Settings

00-01-02-03-00-00

IP Surveillance...
1P Surveillance....
IP Surveillance...

1P Surveillance...

28-10-78-00-00-00

- 28-10-78-20-00-00

B0-C5-54-00-00-00

F0-70-68-00-00-00

EIliT]

FF-FF-EF-E0-00-00

FF-FF-FF-F0-00-00
FF-FF-FF-80-00-00

FF-FF-FF-F0-00-00

HElcRRENZEE !

Delete
Delete
Delete

Delete

BHE 5rEA
Component Type H—AZ XA VLAN BNEEMRHEAIREG T — XA SV ROV R—% > b a#IRLE T,
. BEIRAR
['Video Management Server| TVMS Client/Remote Viewer] Video Encoder] 'Network Storage.
['Other IP Surveillance Device]
Description IA—5EHED OUINICET 25AZATILE Y, (32 XFLUA)
MAC Address IA—HEED OUIMAC 7 RLAZE AN LE T,
ZEINT Y FDMACT RLAD OUI /R —=2cWd N E—T 2 & D/ MMEF—RAS VRV y ELT
FRENEY,
Mask I—HEEDOUIMAC 7 FLAR RV ZANLE T,

MApplyl 22U w o LT, RERNBZBEAHLET,
[Delete)] #0)w o LT, IBETY MZHBRLE T,

BT —RAZ A VLAN 7 ) DR
l'Auto Surveillance VLAN Summaryl 2 7%&%2 U v LT, UTFOEEAEFRRLET,

User-defined MAC Settings

| Auto Surveillance VLAN Summary |

Total Entries: 1

eth1/0/3 D-Link Device IP Surveillance... 23-10-7B-04-60-EE

8-20 MAC Settings and Surveillance Device - Auto Surveillance VLAN Summary [EiE

o oo wichies S e

2000-01-01 00:05

(] [ I |

Bl e
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$E8FE L2 Features (L 1Y 2#&EEDEE)

ONVIF IP-Camera Information (ONVIF IP 7 X S 1&%R)
ONVIFIP AXAZDIEREFR LTS,

L2 Features > VLAN > Auto Surveillance VLAN > ONVIF IP-Camera Information 27 1) v~ L. U TFOBEEAEERLET,

ONVIF IP-Camera Information

 ONVIF IP-Camera Information

Total Entries Discovered: 1

Throughput
Port IP Address MAC Address Model Manufacturer | Traffic Description
(Mbps}
VS IS0 2HIOTBULNEE | OGSRNL  DCSSIL  Erabes o [ pemn[ e |

Note: System probes IP-Camera every 30s.

8-21  ONVIF IP-Camera Information EBlE

P7RLRADU> &)y I HE IPAATDWeb 4227 T —RITHERLET,

Edit] 227 v I F2EZEDIP AATOER/ BNE. FPRERECEET,

ONVIF IP-Camera Settings

ONVIF IP-Camera Setfings -

Port eth1/0i3

IP Address 192.168.70.110

MAGC Addiess 28-10-TB-04-60-EE
|IP-Camera State Enabled
Descrpton _—

Back | | Apply

B 8-22 ONVIF IP-Camera Information (Edit) B

EmEICRRINDIER !
HE B!
IP-Camera State IPAASEB/ BEMIEELE T,
Description PAXAZOHMEEZATILET,

MApplyl 22U w o LT, RENBZBERBLET,
MBack) ZZ7 v L. BIEEICHEYET,

[More Detail] =72 1) v 79 %& LY FAEBRNARTEINET T,

ONVIF IP-Camera Information

 ONVIF IP-Camera Information

X 8-23  ONVIF IP-Camera Information (More Detail) EIE
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28F L2 Features (L1 V288D

%)

ONVIF NVR Information (ONVIF NVR {&%R)
ONVIF VLAN TH#H Ttz NVR (Network Video Recorder) #gasRRL %9,

L2 Features > VLAN > Auto Surveillance VLAN > ONVIF NVR Information =7 1) v 7 L. L{TFOBEE#XRLET,

TNV NVE

ONVIF NVR Information

Total Entries Discovered: 1

Throughput
IP Address MAC Address IP-Camera Number Description
{Mbps)

eth1/0/6 192.168.70.13 10-BF-48-D6-E3-2B IP—Camem L.lst
Note: System probes IP-Camera every 30s.

8-24  ONVIF NVR Information BIE

NRDIP7Z RLADU %7 1) v dhE, BELTWANRDWeb 1271 —REFRRLET,
MP-Cameralist] £2 1J w235 NVRICEFHELTWSIPAXTDY X MaRRLET,

ONVIF IP-Camera List

“ 1P Address MAC Address Group —

eth1/0/6 19216870110 28-10-7B-04-60-EE

Back
8-25  ONVIF NVR Information (IP-Camera List) B

PAXZDPT7RLRAZEI VY I THEAATDWeb 422 T T —RERRLET,
MBack) ZZ7Uv o L. FIEEICHEVET,

Edit] 22U w79 2EZEDNVRICDVWTOREZTVET,

NV NVE

ONVIF NVR Information

Total Entries Discovered: 1

Throughpurt
IP Address MAC Address IP-Camera Number Description
{Mbps)

eth1/0/6 192 168.70.13 10-BF-48-D6-E3-3B IP-Camera List Apply

Note: System probes IP-Camera every 30s.

8-26  ONVIF NVR Information (Edit) &I

HEICERTENDIEE !

HH Eis

Description NVR DBIEZEZ= ASILE T,

Mpplyl 27w o LT, REABZBERALET,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

Voice VLAN (&7 VLAN)

Voice VLAN Global (&7 VLAN 4 O0—/\/VZRE)
ZE VLAN DEREETWVET, KA1V FOEFRE VLAN (1 DD T,

L2 Features > VLAN > Voice VLAN > Voice VLAN Global DJBICA Z—a2—% 271 v o L. U TFTOEEZF~LET,

Voice VLAN Global

(Enabled  (e)Disabled

8-27 Voice VLAN Global EE

BEICERRENDIEE :

Voice VLAN State

Voice LA 1 (24084 —

Voice VLAN CoS 5 [v]

Aging Tme (165536 I

5H B
Voice VLAN State | &7 VLAN 8 B3 / EICEREL T,
Voice VID EEVIANDOVIANID ZASILE T, 18ET S VLAN (ZEFITIER L TH < BEBLAH Y E T,
- EXTERIREEDE 1 2-4094
Voice VLAN CoS BE VLAN DBEEERE LT T, BF VAN AEMEENER— FTRELEEFR/\7 Y ME. 2D CSETIY—o TN
£9, ThUTLY. QoS T—E b T T 1 v I EIERBIENE T,
- ERTEFJREHIA - 0-7
Aging Time BHFEZINBEET /M REEEVIAN BROI -V I 21 L ZRELE T,
BEETINAADP NS T v 7D EEELEL. TOBFET/NAADMACT RLARI—I V724 LICRET S L. BEFE
VIAN T—=Y 0 02 A RABBRENE T, R— MISZE VAN DIT—I V72 A LB HICER VLAN O SHIBRENE T,
BENSDavIDRI—I VIR LAIKBRTSAE. I—I 7 24EF v IbENET,
. ERTEPJREEDF 1 1-65535 (%))

MApplyl 22U w o LT, RENBZBERBLET,
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28 L2 Features (L1 2#BEDERTE

Voice VLAN Port (&

7 VLAN R—

R— FDBEE VLAN SREZTTVE T,

b ERRE)

L2 Features > VLAN > Voice VLAN > Voice VLAN Port DIBIC A Za—%7 ) v o L. UTOBEmEmERRLET,

Voice VLAN Port
From Port To Port State Mode
[eth1i0/1 [v] [ethtioi1 [v] [Disabled[v]
eth1/0/1 Disabled AutofUntag
eth1i0i? Nisahlzd Alﬂh'lllnl}l_g-
eth1/0/3 Disabled Auto/Untag
eth1i0/4 Disabled Auto/Untag
8-28 Voice VLAN Port EE
HICRRINAHER !
EE B
From Port / To Port BRETHR— FOHEEEELET,
State IBER— M DEE VLAN #EeEAE%) / ENITHRE Liﬁ'o
SEVIAN DEICES L. 2ELEEE/VT Y MEEFE VAN E L CGEEINE T, ZELRERE VLAN /T Y D

X578 MAC 77

FLAKOUI 7 FLAIC—ET 5 &

E VLAN EEBENE T,

Mode

AGAAN'

- TAuto Tagged] - Z /I EDE
. ManualJ -

E-FEBRLET,
- TAuto Untagged] - 2 77 LOEFE VLAN X 2\ THEEMICEE ENE T,
B VLAN X2\ THEEINICEBENE T,

EE VLAN AN\

lAuto Tagged] E— FIZBWT. T/34 XD OUl |
FHE VAN ([CBBMIcBmMLEd, BF
JINT Y BE Port VLAN ID (PVID) CeEmxEnE 9,
lAuto Untagged] E— RICBWT. T/NARAD OUNCK Y BET/INA ADF v TF v ENfHmE. 275 LAVNEL

TEHEVLAN ([cBBICEMLE T, NEZ2INENNT Y FDBERERIEEEINE T, 2775

EFFCTRELET,

BET/IN\AACKYREE

HE VLAN CExEN&Ed5

A4y FHLLDP-MED /N7 v b &ZELTIGE
Fld Tagged 757 BFET ZJICHE

=

BER— N TEHFELEMLEINTWVDIHE. BAE VAN XV /\EEFNICEEEN. I—I7T7LET,
CKYBET A ADF v TFvENTIHEE. ZINEAVNELT
TINARCKVEEENZITRE/NNT Y FOBREREEINET, 27750

. VLANID. Tagged 757, BHXETZI/HF I vIENET, XAV

Mpplyl 22 1) w7 LT, RENBZBEARLET,

Voice VLAN OUI

OUNEER ST 1

& VLAN OUI 3%7E)
I—YPEERODEENZ T4 v 7D 0OUl &

VBB BT

FELET,
ICEREINEYT, 2LDEFEAHOUILGY . BRBITSLCTI—HEED OUl ARETEE T,

A—TEROUNIEREHDOUI LRAILLET BT EIFTEETRA, Fow EFAH OUI DEIRIFTEREA,

L2 Features > VLAN > Voice VLAN > Voice VLANOQUI DJEICA Z—a—% 7 v o L. UTFOBEEERRLET,

\/ VLAN OU

8-29  Voice VLAN OUI

Voice VLAN OUI
0OUl Address
00-01-E3-00-00-00

Total Entries: 8

VU-01-E3-00-00-00
00-02.6B-00-00-00°
00-09-6E-00-00-00
00-60-B9-00-00-00
00-DC-1E-00-00-00.
00-EC-75-00-00-00

[E[il

Mask

FF-FF-FF-00-00-00

FF-FE-H-0U-00-00
FF-FF-FF-00-00-00
FF-FF-FF-00-00-00

Description

FF-FF-FF-00-00-00

FF-FF-FF-00-00-00

FF-FF-FF-00-00-00

Siemens
Cisco
Avaya

Huawei23COM
NEC&Philips
Pingtel
Veritel
3coM

Apply

Delete
Delete
Delete
Delete
Delete
Delete
Delete

Delete
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$E8FE L2 Features (L 1Y 2#&EEDEE)

BEICTRRENDEE

1HE B!
OUI Address A—FEEDOUIMAC 7 RLAZANLE T,
Mask I—HEZEDOUIMAC 7 FLAR RV AN LET,
Description I—TE&HD OUINCEET 28R E AN LET, B2XFLUA)

TApply) &2 w4 L. TN AICREE A LET,
MDelete] 4w LT, $8ETY FUEMKBLET,

Voice VLAN Device (&7 VLAN 7/31 X)
R— MBI 2 EET /1AM AERRLET,

L2 Features > VLAN > Voice VLAN > Voice VLAN Device DJBICA —a—A%7 1) v o L. U TFTOEEEZERLET,

Voice VLAN Device Table

Total Entries: 0

T o oo s sa e I

8-30 Voice VLAN Device EH]

Voice VLAN LLDP-MED Device (&7 VLAN LLDP-MED 7/\ R)
AA Y FICESTS 5EE VLAN LLDP-MED BE7/\1 A2 FRRLE T,

L2 Features > VLAN > Voice VLAN > Voice VLAN LLDP-MED Device DJBIC A =2 —%7 ) v L. UTFOBE@EmEERRLET,

Voice VLAN LLDP-MED Device Table

Total Entries: 0

mm Chassis ID Subtype Chassis ID Port ID Subtype m Remain Time (sec)

8-31 Voice VLAN LLDP-MED Device EEH
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8% L2 Features (L1 Y 2#8EDEE)

Ka

STP (RINZV T V) —DFRFE)

EAA Y FIE3DDN— 3 VDR/N\Z> 7w 1) —70 b 2O)L (IEEE 802.1D-1998 STP. IEEE 802.1D-2004 Rapid STP. &5 KT IEEE 802.1Q-2005 MSTP)
HEHR—FLTWET, 2V M7= EEEOMB TIE IEEE 802.1D-1998 STP AxdH—MEM/A 70 F )b & LTEREENTWLETH. D-Link DRV
A2 b RA v FITIE IEEE 802.1D-2004 RSTP & IEEE 802.1Q-2005 MSTP £BAENTWVWE Y, INSDEIMICDOVWT UATITEEEEBNLET, Ha.
802.1D-1998 STP. 802.1D-2004 RSTP &5 & U 802.1Q-2005 MSTP DFEEFHEIC DWW THFHELE T,

802.1Q-2005 MSTP

MSTP (Multiple STP Protocol) (& IEEE EE LT & W) EHE NIAZEIAE THEHD VLAN £ 1 DDR/NZ VY ) —A YRRV RILR v EY T LRy
D=0 EITIERORRBREZRHELET, O— FN\S UV IDEIREEED T, 1 DDA VA2V RAITEEHNFEE LIHETH. LVEEHEICEELY
SZIEWVWEDIICTBTENTELY, BERERICIE. BEHNKELAVRAZVATRO>THLWLW M ROIHREINEENE T,

VLAN BMEE SN 7 L—LAld. TNS5D 3 DDOR/NZ> /=70 2L (STP. RSTP. MSTP) dWghh &AL, EERINTU vy
2N LCRECEYINEENE T,

MSTIID (MST A > X2 X ID) l& TNEDA VARV A %Y Z AT % ID T, MSTP TlE. EEDR/N=> "/ 1)—% CIST (Common and
Internal STP) T#EELE T, CISTIZBEEMICE MSTP U —2 3 > EZDRAFHEEHEL. 1 DDAV IV —%HERT 51 DORET ) vy
DEDICRBEDITET, ZDfedd. VLAN HBIU HToNET L— LAl FF VLAN DR RIS T 2 R/INZ> TV ) —ICBHRGEL Y TV TR
2RTL—LMMUBMREEINEE R, Ry bT—7 ECEBRICREIN) Y3 VRICBVWTEL S 7T — 2R ABHCENTEET,

Zw b T =27 ETMSTP ZEBLTWERA Y Fid. UTD 3 DOBMEZRD 1 DD MSTP THEBRENTLET,

1. 32 XFETCOHARBFTEZE NI [Configuration & (TMST Configuration Identification | E®E [Configuration Name] TERE)o

2. [Configuration Revision &5 (TMST Configuration Identification] EE® [Revision Level] TEE).

3. 4094 L X b7 —7)b (TMST Configuration Identification] EIEID TVID List] THEE). A1 Y FHYR— b T 5 4094 % TD VLAN &
VAR A EDBEEMITTT,

AA v F ETMSTP #eeZFIB T 2fclcid. LTFOFIEZEITLTLRED,
1. XA VFITMSTPREZITVET, ([STP Global Settings) EIE® [STP Mode] TRE)

2. MSTP A VARV AICEEAINZ VTV ) =T Z5A4F ) 74 ZFRELE T, (TMSTP Port Information. EIE®D [Priority] THRE)
3. #HBJ % VLAN & MSTP Instance ID ITIBINL £ J, (TMST Configuration Identification) B VID List] THRE)

802.1D-2004 Rapid Spanning Tree

AR A wFIE IEEE 802.1Q-2005 (CEZE T 5 MSTP (Multiple STP Protocol) . IEEE 802.1D-2004 (CEEZ 115 RSTP (Rapid STP Protocol) . KT
802.1D-1998 TEZFZ E 15 STP (STP Protocol) M3 DD 7H )L AERELTWET, RSTP (& IEEE802.1D-1998 ZHR— 95 LAY —1488ED
HEHOAEETT A, ZDHEE RSTP Z AT HFRIFIONE T, ABTIE. ANV —0HLW\WIVET e chsn 7O ba/lBnE
IEEWTDOWTERBBLE T,
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%8E L2 Features (L7 21%8E

RE)

R— b DIKEEERE

32070k DVEORANEEESIE. R— FAEDEL DT Forwarding JREEISBIE T BHEWVNDmE. TDREEBBH +
WD RICd ) £9,802.1D-1998 #8748 THER TN T LNz 3 DDIREE Disabled. FBIockng
MENT Y FDOXEEITOEVIRET

%2l (Forwarding/Not Forwarding) {
[Listening AN MSTP XU RSTP Tl&lDiscarding) & WD 1 DDIREITIHEE TN E Lz, WITNDBEE R—
STP @ [Disabled Blocking TListening] T& > T%H.RSTP/MSTP @ [Discarding] TH>TH xw FT—2 MROVATIE MFET7 770 7\47(\%%
Th'). HEEDEEHY T UTOXRTIE. 32070 UICHIF2KR—

FROYVDEEICDWVNTIE

i?é%f’&t:ﬁé%ifﬂiﬁ'o
AlREE D &9, 8021

320N THOTArUTH

Ty VDR TS
-1998 RIS ClE. BT 27 v DRI

ICEDKSISHILT Bh &

FOREEBEDENERLTVET,

WCRBRICITONE T, FE T AV MTUSIV— KTy IAND/INAH 1
TOTY)wITBPDU Ny b w X LET, RSTP/MSTP Tl Jb— k71 wIh 5 BPDU 25 L7 < TH BPDU /N7y AV Hello /N7 b
> DIREZRPIRINT BT ENTEDT2oD,
PLTZDOXSBTERBVIRERNDITONE A,

U2 R DRBVMEE & M RO D OFEEN

— MIREEDLEER
802.1Q-2005 MSTP 802.1D-2004 RSTP 802.1D-1998 STP Forwarding Learning
Disabled Disabled Disabled ROJRE Ralge
Discarding Discarding Blocking RATEE A]RE
Discarding Discarding Listening RATEE A]gE
Learning Learning Learning AIRE BlEe
Forwarding Forwarding Forwarding BIE BlEe

RSTP TlE 2 A REBEENDIEELE L TR

JI)VIDT 4 — I\/\/”]’é?ﬁ%(@%ﬂbi?

NREEBBZRIT H1cdd

Edge Port
TvYR—b

ICERI LTV BR— AT LET, Ty IR—
RECBBLET, TvIR—

P2P Port

PP R— MIBWTLEREIREEB D AIRECY . P2P R—
DRTVEWVRY 228 — FTCEMEL TWVWE TR TDR—

b BPDU /37w b EZZITEL O 1B

YN Forwardmgb: RENDE R B H AL
bME b ROYDZEZRE 71@“

E IV—=THBRELGWNE T AV MCEEER L TV ER—
b & LTEEENTR—
RCZDAT =2 AR

MEIMDT U v D EDEICERENE T, RSTP & MSTP Tl FETE
hERBENET,

M & P2P R—

RETHCENTEXT, FRAE
M. Listening KU Learning DEPEE#E Y|
BEORNZV IV —R— &

75 E LTz RSTPEEHLD 7' v DI MDD RSTPICHENL S B 1)
Forwarding JREENBRE T 5T LN TEE T, <5 Licaiix
« RSTP 700 b YL TIEULTD 2 DDFT LWEEL (Edge Port & P2P Port) AMERENTWLET,

180T —0AT—>3>
<. B# Forwarding

RAYWTDR—

12FEL, I

802.1D-1998/802.1D-2004/802.1Q-2005 D H #:14%

RSTP ® MSTP (£ L /T2 —#k8s S AEEERA AIREC. KEITIG LT BPDU /7w b7 802.1D-1998 FERICEEIMINCEI T 5T ENTEE T, feficl.
802.1D-1998 STP Z £ L T2 F A > kTl MSTP ° RSTP DR CdH % =R RAE J%F%\’b FROVEBOREZZERT 5 EIETEE LA
e, o070V TR BT AT S ETCLAY—HEEDEHICEK Y RSTP ® MSTP ZEAT 2BEICKELLEAEHHAREINTS Y. <
AT L= a3V OBIERENET,

2DDULANIVTCEMET B AN=ZVSYU—TFO kAl
1. RAYFIANILTE, KEKTO—/NVICETENET,
2. R—FLANITIE BEFIR— M—=ZXDOI—FEEDTIV—TITRHLTRITINET,



8% L2 Features (L1 Y 2#8EDEE)

STP Global Settings (STP ¥’ B—/\IVE&7E)
STP &I O—/VUICRELE T,
L2 Features > STP > STP Global Settings DJEICAZ21—% 7 ) v L. UFITRIBEARTLED,

STP State
STP State @ Disabled () Enabled
STP Traps
STP New Root Trap (@) Disabled () Enabled
STP Topology Change Trap (@) Disabled () Enabled
STP Mode
Rste ]
STP Priority
Priority (0-61440) 32768 [v]
STP Configuration
Bridge Max Age (6-40) B0 e Bridge Hello Time (1-2) B sec
Bridge Forward Time (4-30) sac TX Hold Count (1-10) B times
s Hops (640 —
8-32 STP Global Settings EBimE
EEICRRINDIEER !
BE | 397
STP State
STP State |STP DY O—/ IR T —2 2% EM / EicaRE LET,
STP Trap

STP New Root Trap

LWL —F FSY TREEE/ BNICRELET,

STP Topology Change Trap | P RAYVEB b T v TR EEABH / EMCRELE T,
STP Mode
STP Mode AAY FCERATHSTPE—FEERLET,
- 3EREL - TRSTPJ TMSTPJ ISTP
STP Priority
Priority STPELEZIEELE T, ENVNEVWANMELEIFELGYET,
- ERTEAIBEEIF © 0-61440
- HHAME : 32768
STP Configuration
Bridge Max Age Ty IDERARI—IVRAAIERZELET, RERIE. HWVERHIRY FT—TADOTER/ N\ RAEERICTEERL.

LOBEBEROICEEZHIF DB STBITRELE T, COEIFIIV— TV vIlcLY ey bEn, TUvY
THEERINZ LANRDT/INA REEXXA Y FD STP REMBDEEEZRHO>TVWAHT L EMEELET,

- EREFJREEEH : 6-40 (B)

- FHAME 1 20 (B)

Bridge Hello Time

Bridge Hello 24 LEATILE T, Ib— T U v Il MIODX Ay FICBENIL— TV v ITHEI EERT D
ICBPDU /Ny b EIXELE T, AfBIE. BPDU /N7 hDXEBBTY. [STP Mode] T STP F/zld RSTP HYEIR
ENTGZBRICOHFFIBEDNRTENE T MSTP ITDWTIE Hello 21 LAFR— b TEICRETNSHLELH Y T,
- EREFIREERE 1 1-2 (1)
- FEAME 2 (W)

Bridge Forward Time

AA Y F EDTRTDOR— R~ Blocking SREENS Forwarding IREEICHETS BRI, AMETIEE L7BR Listening JRAE%
RE%7,

- RTERIREFEF 1 4-30 (W)

- FEAME D15 ()

TX Hold Count Hello /3w b DRI ERIFZIBELE T,
- FREPIAREM 0 1-10 ([E)
- WHAE 16 ()
Max Hops 2= ) —EBHEDT/INA ABT. A1 v FHRELZBPDU /N Y MHOWEINDETOR Y THEREL

£Y, BHOICHETZ2E T BEXAAMVFIF 1 DT DRy THVY b ERS LTWEET, 0ICEET HE. BPDU
Iy FOBEE N R— MR L OV BRISEBRENE T,

- EXTEFJREEEH © 6 -40

- HEME 1 20

Mpplyl Z27 w7 LT, RENBZBHALET,
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STP Port Settings (STP K—
hTEITERELE T,

STP & R—

L2 Features > STP > STP Port Settings DJE(C Y

k DFRE)

Jw oL, LTFOEmERRLET,

STP Port Settings
From Port eth1/0/1 [v] To Port eth1/0/1 [v]
Cost (1-200000000, 0=Auto) [ ] State Enabled V] Guard Root
Link Type Auto [v] Fort Fast  |Network [v] TCN Filter Disabled [v]
EPDU Forward Disabled [~] Priority 128 [~] HelloTime(12) [ sec
eth1/0/1 Enabled 07200000 Disabled Auto/P2P Edge/Non-Edge Disabled Disabled
ethi/0/2 Enabled 0/200000 Disabled  Aulo/P2P Edge/Non-Edgs Disabled Disabled 123‘
eth1/0/3 Enabled 0200000 Disabled  Auto/P2P Edge/Non-Edge Disabled Disabled 128
/04 Enabled  0/200000 Disabled Auto/P2P Edge/Non-Edge Disabled Disabled 128
8-33  STP Port Setting &
AEHEICFRREINSIER !
5H Bk
From Port/To Port | REd 2 R— b D&EHEEIEELE T,
Cost IBER— MDY MpEA T 2cHDBYI/E AR MERT A M) VvV EIBELE T,
(1-200000000, R—FDOAXMIBEEHD. AUV IDETHRELETT,
0=Auto) - 0 (Auto) - BHRAR— MIAEEGRED/\T v MEXRELZ BEMICRE LTI, @HAE)
A— MR MDOYIERE:
100Mbps = 200000, 1 Gbps = 20000, 10 Gbps = 2000
-+ 1-200000000 - AZPELED X ~ & LT 1 H5 200000000 £ TOEERE L LT,
HFEHNEWNEE/NT Y FERXIFBEIITONE LD ICBEVET,
State EER— N TDSTP 2B / FENICRELE T,
Guard Root Guard Root Z8B% / EMICERELF T,
Link Type U2 DBEERELE T, @28 R— MEPPP R— b LTHBIENE T, Shared BEDIHE. R— MMIBIEFIC Forwarding
RREICIEA Y T A
- #IRF - TAutol TP2PJ TShared ]
- #HB(E : lAutol
Port Fast A= T 7RMF TV a3V HEBEELET,
- INetwork| - R— ME3BEFIER— T 7 X MREEICIERY £97, BPDU AZE SN T EXIREICBIT LIEBE R— T 7
X MRREICIRVE T, ZD%. BPDUZZET HEIFR— b T 7 X MRENRUE T, (WIHAE)
- [Disable] - R— MEEICIER— 77 A MREET Y, FIC lforward-time delay] MBS L. BXIRENBITLET
- TEdge] - R— k& Tforward-time delay | DBRIE ST ICE R STP SmeREEICTET LE T, 127 T —RH [BPDUJ
HERETBHEFR— T 7 AMNBITLET,
TCN Filter TCN (Topology Change Notiﬁcation) TR =GR/ ENHIRELET,
AFA T avhEWNGESEEG. R— b TRELRTCARY MIEHRINE T,
- #JHB(E : [Disabled] (ﬂ?j])
BPDU Forward BPDU /N7y b DERXEBRN / NI LT,
BT BHE. ZELTZSTPBPDUIETNTDVLAN X/ ViR—MT R TR L7 4 —LTEEINE T,
- #JHAME : MDisabled]) (£E5h)
Priority BREZIEELET, BAVNEVWAIMBEEIFSEYET,
’“*Tﬁ‘éﬁﬁl 0-240
- WIEAME :
Hello Time JNEO—72 /l’/_\d)@’é?'éi LEd, COREIFIEER— MIKBEHREA Y t—Y DENZEEDEREEY T,
SRTERJREEA ( 1-2 (B
TApplyl Z2 w2 LT, RERBZBEALET,




8% L2 Features (L1 Y 2#8EDEE)

MST Configuration Identification (MST D3&7E)

AV FEICMST A VRV ADFREETVE T, AREREE MSTI (RIVFTIVRINZV TV =AYV RZ VX)) EBANT 22HDEDTY,

AAy FISHHPREET 1 DD CIST (Common Internal Spanning Tree) ##5%9,
IA—HFIF/INTA—EHZEETELITH. MSTIID DEFE / HIFRIE TEE B Ao

L2 Features > STP > MST Configuration Identification DJEICAZ2—%7 v o L, UTOEEARTLET,

v onfiguration ldentification

MST Configuration ldentification

Configuration Name FO:7D:68:12:50:01
Revision Level (0-65535) P
Digest AC3I61T7F50283CD4B83821D8AB26DEG2

Instance ID Settings

Istance D (132 —
Action Add VID [v]
vID List

Total Entries: 1

CIST 1-4094

8-34 MST Configuration Identification [EIE

BEICRTENDER !

EE | B9

MST Configuration Identification

Configuration Name MSTI (Multiple Spanning Tree Instance) Z #5957z DA EZRELE T,

ZEIDRETNTUVEWVEBE. MSTP AFIEL TWBT/N\1 AD MAC 7 RLABRERRENE T,

Revision Level MST =2 3> DEZERTELET,

- REPTREERAE  0- 65535

Configuration Name & & &1, XA v F EDMSTP U—2 3 > =#HBIT BTdDIERLES,

- FIHEAME O
Instance ID Settings
Instance ID AA v FI Instance ID #FRELE T,
- ERERIRESE 1 1-32
Action MSTHZIT O EFEZERLF T,

- TAdd VIDJ - VID List IERITIEE TNz VID & MSTIID [T L&,
- Remove VIDJ - VID List IBBITIEE SNz VID & MSTIID hh SEIBR L E T

VID List VLAN O VID O ZIEE L £ 9,

MApplyl] 22U w2 LT, REANBZBALE T,
MDeletel &V ) w I3 2EBEDIY M EHRLET,
lEdity #7 U w7 LT BELY M DREETVET,

BHDRX—IDEFEET H556. N—VBESEZRELT 1Go) 27 v 7T 5 ETREDN—INEH TELT,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

STP Instance (STP £ & > XE/7E)
SIPAVRBZVADZREELZELET,

L2 Features > STP > STP Instance =% 1) v 7 L. UTOBEEEFRRLET,

Total Entries: 1
sy )
cisT Disabled 32763(32768 sysid 0)
FHEEHEE =
Instance CIST
I — i oo oot T
Bridge Address F0-7D-68-12-50-01
Designated Reot Address / Priority - 00-00-00-00-00-00/0
Regluﬂal Root B\rldge Address / Priority 00-00-00-00-00-00/ 0

8-35 STP Instance BIE

HICRTENDIER ¢

HH B

Edit] 27 U v 7% IBELA VARV ADSDTZAF VT4 ZRELET,

SXE R REERHE  0-61440

Instance Priority

[Edity &#27 Jw o LT, EE

[Applyl Z#2Uw o LT, &

IV M) DIREATTVETD,
ERAEEALET,

BHON—IDNEET 58, N—IVBESZERELT [Gol £V v I TEHTETRHREDR—INBETEET,

MSTP Port Information (MSTP K— FiE$R)
IBED MSTP R— MMEROF ™. REXTVET,

&R— T MSTP MEBEHTT S ICIE. L2 Features > STP > MSTP Port Information DJEIC A —2—% 271 w7 L. UTOEEERTLET,

MSTP Port Information

|C!ear Detected Pmtocuﬂ Find |

eth1/01

=]

N ., 5 i i s

Port

eth1/0/1 Settings

CIST 200000 Forwarding MNonStp Edat
1] |___|E| [ 1 [ S
8-36  MSTP Port Information [EBIE
EHEICRRINDIER !
BHE Bkl
Port IV hUERRR/HRTHR—MERLET,
Cost lEdit) AR, /T b EEX T H2ORX M ERELE T,
- RTERTREEREA 1 - 200000000
Priority lEdit] Z&ER%E. BERERZBELET T, BHNNTVANMBEEIFECEVERT,
- RTERIBEEE 1 0-240
- PIHAME 1 O
[Clear Detected Protocol] #27 Jw 7 L, BIRLIZR—bOBRELZ7ANVEREEZ Y V7 LT,

Find] 27 v o LT, HER—PDOMSTPREESRLET,
lEdit) Z3IRL T HEDIT Y M ZBRELET,

RELY FIR—IDERSB56. N—VESEERELT [Gol 27 v IT2LEEZDN—IBELET,
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Loopback Detection (Jb—7/\y 7 1&%13&E)

=T\ 7150 (LBD) #EElE. BEDR— MCEMINZIL—THGHT B fcdicEREINE T,

AHREIZ. CTP (Configuration Testing Protocol) /347y b BAAA W FITIL—TIN\w 0T DE. R4y FDR— b E—BHITV Yy b2V LET,
ZAYFONCTP Iy ER— MERIEVIAN TRELIT EARINTZE. XY FT—20b—T Ny IHRRELTVSERBLET, A1V F
& BEMICR— FERIEVIANZ 7Oy 7 LTEEEICT 52— MEXRELE T, lLoopback Detection Recover Time A2 A L7 Mixd & )b—
TN J AR — MBS (Normal IREENEBTS) H1TUVE T,

L2 Features > Loopback Detection DIBEIC A 2 —% 27 v 7 L. UTFOBEEERRLET,

oopback Detection

Loopback Detection Global Settings

Loopback Detection State Mode Port-based ﬂ
Enabled VLAN 1D List Interval (1-32767) sec
Trap State Disabled [v]
Function Version v4.05
Loopback Detection Port Setfings
From Port eth1/0M1 [v] ToPort eth1/0/1 [v] State Disabled [v]
I T ™ YT
eth1/001 Disabled Mormal =
eth1/02 Disabled Normal
eth1/0/3 Disabled Normal
etn1/or Disabled Normal
eth1/0/5 Diabled Normal
et 1/0/6 Diabled [ Normal
eth1/0/7 Disabled Normal

8-37 Loopback Detection EHE

BEEICRTINSER !
B[] | Bk
Loopback Detection Global Settings
Loopback Detection State | /b— 7/ \w 7 i&AEEE B / ENICRELE T,
- #DHB(E : [Disabled]) (fE%N)

Mode IW—TRMDOE— REERLE T,

« BIRAEY © IPort-based] TVLAN-based ]
Enabled VLAN ID List Mode] T IVLANBased| ZZERLHE. VIANID DU X M EANDLET,
Interval IW—TREHERERELE T,

AFTFEDBIRRT Configuration Test Protocol (CTP) /7w HSKEE N, IL—TINy I ARV b ZERHLE T,
- ERTEIREEM 1 1-32767 ()
- HHERME D10 ()

Traps State W=y VRN~ Z v THB / EMICERELE T,

Loopback Detection Port Settings
From Port/To Port REEZBAT 2 KR— FOBATEELET,
State R—=bDIV—=TI\y VIEHAT —2 A%=BW / BEMHELET,

Mpplyl Z#221) vy LT, RENBZBEARLET,

LBD + LAG K. port-channel AT loopback-detection #E#M LT 2 &, CTPIEU Y7y T LTWAREE A V2T T— AL BEHEIN
ES
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$8EZ |2 Features (L 1V 28&EEDERTE)

Link Aggregation (V> 977V 45—>32)

FK=bF32971V=TDWT
K= b FS20 71— TE EROR— M EREE LT DOLREEOT — 2/ TS50V E LTRBT BHIETT. F5>2 77— TdRA 8 A%
TIERFTRECH ) &IV —TITIERA 8 BE TOMBR— F 2RIV HTBTENTEE T,

Vo775 =232 DOfl

A=Y Ry NI R=>
TyTIY

Diink = wmgp'; MANAGANA poomDoo@@ EEECELEE)

oHHHHHEE

[ el P27 l/—7"]

1000 Mbps 1000 Mbps 1000 Mbps

9y 9 %) 4] 4%

838 R—h ST TIL—TDA

bSO —TROIRNTDR—FMETDDR—FERBENE T, HHRA L BEET FLR) NT—REEMTON2EITIE. BlchS5> 7
TIW—THADFEDR— FIMEREND . T—RIETEEENIBTIARA MUICEELET,

Vo705 —2 3 VEBRICK Y EBROR— N1 DDV I—TELTRRSN, 1 20UV ELTEMELE Y., DB 12D 2T DEE
RS NIoR— h iR ENE T,

Uo7 705 —=2 a3 iE Y—IN\GEDLRBHENEETHRY N T—0 T\ A% /Ny 7 R—r 2y T =78 2BRITLSFIRENTL
ESER

RAA Vv FTE 8D > (R—F) DSBRENSERRSED) Y77 ) 5= 3> 7)b—TDEENIETT, FR—MME1D2DU>VY
TN =2 3V I —TICDHRABT B ENTEET, VIL—TADR— FETIEEFNICO— RN\ XD TN, ZIV—TRTDY > 7k
DEELZEE. XY b T—=0 ST 4w &7 )Ib—TROMD Y > 7 IR DlFonEd,

Az gy y=7abal SP) & Uo7 705 =23 7)b—T% 1201027 £ LTHRVET,
AAYFIEARIEN 2 DDV VI TV —=2 3V T —THREENTWVBHE. STPICBWTAADY IV —TiR7aysEngd (TR
VOEFDOR—INTOY I ENDT A EFRR.

e—d ~7V77I—TROVNITNODR= MAEFARNCE S L. TOR— MMUBT 2/ MUY o700 7= 3> (&) JIV—=7
ADHDAR— FETO— R T 7ENET,
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8% L2 Features (L7 2#%8ED

)

L2 Features > Link Aggregation DJEIC7 w7 L. UTFOBEAERRTLET,

System Priority (1-55535) 2768
Load Balance Algorithm [Source Destination MAC[v ||
System ID 32768, FO0-7D-68-12-50-01

Channel Group Information

From Port To Port Group 1D (1-8) Mode
eth1/0/1 [v] eth1/0/1 [v] | | On [v] Add | [Delete Member Port]

Note: Each Channel Group supports up to 8 member ports.

Total Entries: 2

I e e S
Port-channel{ 1/0i10-1/0r13 Delete Channel || Show Detail
Fort-channei2 LA‘CP 8 = 110114-1/0/15 |Deiete Channel”show Detall|

8-39  Link Aggregation EImE
EICRTENDER !
HE B

System Priority

VAT LBHREEREELET,

VAT LBHEREIFEDR— MR b F v RIVICBT BN T LTEDR— FHREZ Y F7AOYE—-RICAZDZRELE T,
@@/J\*UED\ L\{E?EF%/TLETO O EDR—-FTRLELEESZA SNIHBA. R— b ES TERENIRETY ET,

SXTEBIREHERE 1 1-65535
*D,Hﬂﬁ 132768

Load Balance
Algorithm

A— RNV RITERTS7IVI) ALEERLET,
- EIREL
['Source MAC] TDestination MAC] ['Source Destination MAC] [Source IP] [Destination IPJ ['Source Destination IP
- {JERME : M'Source Destination MAC |

Channel Group Information

From Port / To Port

HETHR— hOBAZEIEELE T,

Group ID TI—TDIDBEERELET, R— D TF ¥ ZILTIL—TITBMT B E. BEMITKR— b F ¥ ZIVDMERENE T,
BAVRTT— Xi@@@?vzwﬁw TNICBMT BT EETEE A
- RTEABEEH

Mode FEE— REIEE Lia”o

- #EIRFL 0 TOnJ TActive] [Passivel
fon)] B#IRLIHE. FrRIVITI—TE2ATER 271wy @R ITkYET,
lActive] £7zl& TPassive] NMEEINTWBEHE. FrXIVIIL—T 2 A TIE LACP T,

Fr 27— BESH LLIELACP AV/NDEESHDIH TEMINET ., FrRIVTIV—THRET B E. BDZA
TDAVRTT—=REZFDF v IV T I —TICBMTEE A,

FIEEZANE TAAd) 27U v o L. FrrIIb—TZ2El LE T,

Delete Member Port] &2 w2 LT, BEIIV—TDAVINR—rZHBRLET,
[Delete Channel] Z#21Jw o LT, FrXILEHBRLET,
[Show Detail)] #271) v o9 5&. FvXIVDFRIBERIEZREINET,

EE=1 DGS-1250 (& non-IP Frame & IP Frame I3f L. 3837 L7z Hash ABE SN E T,
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Static 70 k JJLEZEIR LT8G, [Show Detail] 2 1) w 795U TOERNRRIENET,

Port Channel Information

Port Channel 1
Protocol Stafic

Port Channel Detail Information

_ LACP Timeout Working Mode LACP State Port Pnomy R T — _

Port Channel Neighbor Information

Partner System ID Partmer PortNo Partner Working Mode Partner Port Priority

'Note: Back
LACP State:

bndl: Port is attached to an aggregator and bundied with other ports.
indep: Port is in an independent state(not b

dled but able fo switch data traffic).
‘hot-sby: Port is in a hot-standby state.

‘down: Port is down.

8-40  Link Aggregation (Channel 1 Detail) B

LACP 7O k )L E#EIR LT35E. [Show Detaill 271 w792 TFOBEAERREINET,

Port Channel Information

Port Channel s
Protocol LACP

Port Channel Detail Information

_ LACP Timeout 'Norklng Mode LACP State Port Priorty Port Number _

eth1/0/14

Port Channel Neighbor Information

Partner PortNo | Partner LACP Tii Partner Port Priority

'LACP State:

‘bndl: Port is attached to an aggregator and bundled with other ports.
indep: Portis inan i
hot-sby: Port is in a hoi-standby state.
down: Portis down.

but able to switch data traffic).

8-41  Link Aggregation (Channel 2 Detail) EIf

Edit) 20 v 92E TV MUERETEET,
Backl 27 v o3 5L, BIOEMEICREY ET,



%8 L2 Features (L1 72180

)

K=t bSUFVTTIV-TDRE
ledit) =27 U7 L. UFOBEE CREZTVE T,

Port Channel Information

Port Channel 2
Protocol

Port Channel Detail Information

“ LACP Timeout Working Mode LACP State Port Priority Port Number _

s e
eth /0115 “Short | dowm 32768 i) i Edit

Port Channel Meighbor Information

m Partmer System ID Partner PortNo Partmer LACP Timeout Partner Working Mode Partner Port Priofnty

eth1/0/14 0,00-00-00-00-00-00 Passive
LACP State:

bndl: Port is attached fo an aggregator and bundled with other ports.

indep: Port is in an independent state(not bundled but able to switch data traffic).
hot-sby: Port is in a hot-standby state.

down: Port is down.

LACP

8-42  Link Aggregation (Channel 2 Detail) EimE
BEEICRTINSER !
HE Bz
LACP Timeout LACP 2A L7 7 b ERELET,
- IShortl - 345 L7z LACPDU 1B$RDMEN & 52 K TORA LT D MEEZE 3TICIBELE T,
IN— b F—HZE L1 PDU DIERERHT & LACPPDU (&, /271 —RET 1 MERCEEINE T, HIHHEBE)
- Tlong] - %215 L7z LACPDU 1BBROMENE 52K TORA LT D MEEZE 90 MITIEEL £ T,
IN— b F—HZE LTz PDU DIEHRERH T DE. LACPPDU . A2 71 —ALTI30MEROEEINE T,
Working Mode EFE—FZIBELE T,
- TActive] -LACP /N7y b EFEL TRV I - 3 VEBIKRLET,
- TPassive] - LACP /X7 v ADISEDITNE T,
Port Priority R=bTSAF VT4 ZRELET, AREICLY . EOR— HR— b FrZJUTBIMTE. EOR—HRXL2Y 7Oy
E-RFTENFET 20 ZRELE T, NEWVMERREBEENECGEVET,
- EREFJREEA 1 1-65535
- WJERME : 32768

Mpplyl Z2Uw o LTHRERBZBHALE T,
Edity BV U w7 LTBREEATVET,
MBack) =7 v LEIDEEICEY £,
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$E8FE L2 Features (L1 2#&EEDEE)

L2 Multicast Control (L2 ®JILFF¥ X b baO—Ib)

IGMP (Internet Group Management Protocol) Snooping g% 18 & L1z L2 Multicast Control (L2 J)LFF+ X h > bA—)L) OFREETVET,

IGMP Snooping (IGMP A X —E> %)
IGMP (Internet Group Management Protocol) Snooping #EEEFIRT 24, Ay FldRy NT—V X7 —2 3 V& eld7 /31 X & IGMP R X b
MTHEENSIGMP 7 T & IGMP LR— hERHETHELDICHEVET,

IGMP Snooping Settings (IGMP X X —E > J5&7E)

IGMP Snooping 8&E % 7V O—/ N UICEME e lFEMICLE T,

IGMP Snooping #EEEFIR T 2T2®ICIE. FTAMEEE X1 v FRUATENCT 2UELH VKT, Tk, MWIi5d S [Edit) ZZUv I LT &
VLAN |CFHl7R SR EZTTLE T

IGMP Snooping ZBMICT HE . XA v FIET/NA X E IGMP R X FEITEEETNS IGMP X v E—IICEDWNT. BEDRIVFF v AN IV—T
AVINICERT AR — b aAF—TVERIFI7O-XTELLDIBEVET, AAMVFIFIGMP Xy E—IFEZZ2 LT RIVFFv ATy b %
BRLTVWBRR MHEELGELSESBE. IVFF Y ATy FORERERIELET,

L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping Settings DIBICY 1) v 7 L. UTOEEARRLET,

T

Global Settings

Global State (@)Enabled ()Disabled
VLAN Status Settings

VID (1-4004) |:| (Enabled (@)Disabled
IGMP Snuuping Table

vog-oeg[ ] [ Find  |[ showan |

Total Entries: 1

e
1 default Enabled Show Detail Edit

W DR AR =

8-43  IGMP Snooping Settings BT

EICERENBER
BE |

g&l

CE!

Global Setting
Global State IGMP Snooping MY O—/\JVAT—2 R EBEH / EMNCHRELE T,
#ERME : MDisabled | (#E3h)

VLAN Status Settings

VID VLAN %539 % VLAN ID ZAFI L. #8%E VLAN £ IGMP Snooping &% / ENICRELE T,
RERIRESEE 1 1-4094

IGMP Snooping Table

VID IGMP Snooping 7— 7 /UIZ&RT % VLAN D VLAN ID ZHEE L F 7
SXTEPIAEEDE | 1-4094

MApplyl Z#2U w7 LT, RERNBZTEALET,

[Findl #71)wv7 LT #8ELIVIANDDIY b AEFRRLET,

[Show All] %#%1) w2 L. IGMP Snooping Table EDITRTHIT Y U EXRRLET,
[Show Detail| =% 1) w7 LT, VLAN DFHEIEREZFRRLET,

lEdity Z#Z2Jwv o LT, T MJEBRELE,

IGMP Snooping #EEICHLN T, DGS-1250 I Router Port ANRILF+ 4 R bR b U—LETS v 71 5 LELG A
fefe L. Listener BMFIE T B35G D+ Router PO A\RIVFF ¥ A M M —L%E 75w T4 V7 LET,
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8% L2 Features (L7 2#%8ED

o
i

IGMP Snooping VLAN Ds$ITEHRET
BEd % VIAN T kU @D [Show Detail] &% 1) w4 L. 15%E VLAN OFEHRERERTLE T,

VIP Snooping VLAN Parameters

IGMP Snooping VLAN Parameters

viD

Status

Minimum Version
Fast Leave

Querier State

Query Version
Query Interva

Max Response Time
Robustness Value

Last Member Query Interval

8-44

AEE®D Modify] %21 w29 %E TIGMP Snooping VLAN Settings | BIENEI L. IGMP Snooping M VLAN 5RE%1T

£

Enabled

1

Cisabled (pori-based)
Cisabled

=

IGMP Snooping VLAN Parameters &I

TEDTEET,

B IGMP Snooping #REDFHIMERE

BIEd 5 VLAN T2 b U D Modify) &7cld TEdit) 22w o Lo WTFOBEE T VLAN [ L CEHl7RR0E

ZITVET,

VIP Snooping VLAN Settings

IGMP $nooping VLAN Settings

VID (1-4094)
Status

Minimum Version
Fast Leave
Querier State

I

e Enabled  Disabled
1 ]
(_Enabled (®Disabled
(Enabled (e)Disabled

Query Version 3 li]

Query Interval (1-31744) s sec

Max Response Time (1-25) sec

Robustness Value (1-7) :l

Last Member Query Interval (1-25) l:l sec

8-45 IGMP Snooping VLAN Settings (Edit) Ej&

EEICRRINDIEER !

BH 1P
VID IGMP Snooping RE#ZE T % VLAN Z5#5IT 5 VLAN ID ARRENE T,
State VLAN @ IGMP Snooping H&8EDERN / WA T — X ADEKREINE T,

Minimum Version

VLAN [CEFRI SN2 IGMP R R FDBR/INAN—T 3 U EFIRLE T,
< FEIRA My 120 T3]

Fast Leave

IGMP Snooping Fast Leave #&8E%= B % / BNICERE L F T,
B LIBEA. Y AT LD IGMP done Ay E—Y&ZET B AVNT Yy THBEBICHIBRENE T, Ffeo X1
Fi& Specific 7 TV AR LEB A, BN LIEIHBE. XA v Fid Specific 7 TUZARMLE T,

Querier State

U T T HEEE B / ENICRE LE I,

Query Version

IGMP AX—E> 70T T TEEEND T I\ y bON—=TV 3 V= BIRLE T,
o SEIREE T 129 T3]

Query Interval

IGMP A X—E> 577 T 71 General 7 T ZXMEY 2EREIEELET T,
- RTEFIREEFE 1 1-31744

Max Response Time

IGMP R X—E> T T TT7 RNZA RENZBASERBEAILET,
- EREAIREEE 1-25 (B

Robustness Value

Iy bR BZO/NA MR AZEERELE T,
- TEAJREEE 1 1-7

Last Member Query Interval

IGMP R X—E> 57 1) 77h" IGMP Group-Specific 7 T 1) & fzl& Group-Source-Specific (Channel) 7 1) A w4 —
VERET HERERELET,
- EREPJBEEEE 1 1-25 (W)

Mpplyl Z27 1) w2 LT,

RENBZBEARALET,

IGMP Snooping IZ DT, fast-leave 1 IGMPV2 DI R— b LTWET,

Fast-Leave #37E Lfe R— METICHEBOBFRAEE LELTREL,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

IGMP Snooping Group Settings (IGMP Snooping %' Ib— 73&%E)
IGMP XX —EV TR 2T 1 v 7 JIV—TDRRERE. IGMP AX—E>V 77 )V —TDRRETVET,

L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping Group Settings =%~ ) v 7 LT, UTFOEEmAEFRRLET,

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address From Port To Port

\ | [ = = = ] [eth1/0/1 [~ [eth1/0/1 ] [ apply | [ Delee |
VID (1-4094) Group Address

O I ol [ fnd  [[ showan ]

Total Entries: 1

1 224.01.0 1010
i EEHEE =
IGMP Snooping Groups Table
VID (1-4094) Group Address

Total Entries: 0

8-46  IGMP Snooping Group Settings [EIE

Find | [ showan |

BEICERRENDIEE :

BE B
IGMP Snooping Static Groups Settings
VID BRERIFHIRTBTIVFF v A S TIV—TDVIANID EAALET,
- ERTECIREEDE | 1-4094
Group Address BREEFHRT AIVFF v AN TIV—TDIP 7 RLAZEASILET,
From Port / To Port RET HR— bOFEEEZIEELET,
VID Frv I EAN BRRITBIINFFv A TIL—TDVIANID EASLET,
- ERTECIREEDE | 1-4094
Group Address FrvIBEAN BRIBDIIFFr AT —TDIP 7 RLAZANDLET,
IGMP Snooping Groups Table
VID FrvIHEAN BRI BXIVFFr A MTIV—TDVIANID ZEASLET,
- SREPJREEDE 1 1-4094
Group Address FryvIBEAN BRIBDIINFFr A MTI—TDIP 7 RLAZANDLET,

TApply) &4 w s LT, RENSEBALET.
MDelete] &1 w 4 LT, ANUERICESNTIEELY FUEEKRLET,

Find] 227w LT, ADLIBERICEDFEDT Y b ZERHELE T,
[Show All] Z2 v o LT, INTCDEREFIY M ERRLET,

IGMP A X—E> 7 J)b—TDIT b DRICIZULTOEREHAERRENET,

=[S B
VID RIWFFY AR TIL—TDVIANID AR RLET,
Group Address RIVFFYANTI—TDIP 7 FLAZRRLET,
Source Address EKETIP 7 RLAERRLET,
FM TA4I2E—RERRLET,

« TEXJ- 742 E— R lExclude] T9,
« TINJ- 71 JbBZE—RIE Tinclude] TY,

Exp (sec) T UDEARYINICE 2 & CORR (B 1 7)) ZRRLET,

Ports R— b EFRRLET,
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8% L2 Features (L1 Y 2#8EDEE)

IGMP Snooping Mrouter Settings (IGMP Snooping R JVFF + X b IL—ZE&E)
IGMP Snooping XILFF v X b L—Z2DFREZEITVNE T,

L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping Mrouter Settings 7 ') v~ L. UTOBEEARRLET,

WIP Snooping Mrouter Settings

IGMP Snooping Mrouter Settings

VID (1-4094) Configuration From Port To Port

IGMP Snooping Mrouter Table

[Port [~] [eth1/0r1 ~] [eth1/01 [v] apply | [ Delete

Find | [ showan

T —

1/0/10 (Staiic)

8-47  IGMP Snooping Mrouter Settings B

Total Entries: 1

BEICRTINAER !
1BH Bz
IGMP Snooping Mrouter Settings
VID VLANID ZAFILE T,
- ERECIAREEE 1 1-4094
Configuration R— bDEREETVEXT,

- TPort)-R—=bETIVFF v A M—2R—MIIBELE T,
- [Forbidden Port) - R— rEF TV FF ¥ X bR— MIIBELE T,

From Port / To Port RETBHR— FDEHHEZIBELE T,

IGMP Snooping Mrouter Table

VID VLANID ZAFILE T,
- EREAJREEEE 1 1-4094

MApplyl 27 Uw o LT, RENBZBERBLET,
Delete] 27w 7 LT, ANILIIBRICEDVTREL Y MU ZHIRLET,

[Find] 27U v 27 LT, ADLIBERICEDFEDTIY b ERHELET,
[Show All] Z2 1w o LT, INTCDEEREHLIY bUERRLET,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

IGMP Snooping Statistics Settings (IGMP Snooping $f&tE%E)
IGMP Snooping D#fsTIEHRZERTLE I,

L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping Statistics Settings DIEIC A =1 —%2 1) v o L. UTOBEEARRLET,

VIP Snooping Statistics Settings

IGMP Snooping Statistics Seffings

Statistics VID (1-4094) From Port To Port

Al ] — T enion ]
IGMP Snooping Statistics Table

Find Type VID (1-4094) From Port To Port

[VLAN ~] [ | [eth1/0/1 [~] [eth1/0/1 ~] [ Find | [ showan |

Total Entries: 1

C w | ow | w [ w | wm [ w
A A A e R A e R
1 0 0 0 0 0 0 0 ] ] 0 0 0 1] 0

8-48  IGMP Snooping Statistics Settings [BIE

EHEICRTRINDIER !
EE | %198
IGMP Snooping Statistics Settings
Statistics AVRTT—AERRLET,
- JEIRE  TAIL TVLAND TPort]
VID VLAN ID Z48E LE 9, AIBEIE [Statistics] T TVLANY Z5EIRT 2 EREAREICE Y £,

- EREPJBEREE 1 1-4094

From Port/ To Port |&RET 2R — M DEFEZIEE LT, [Statistics] T Port) ZFEIRT 2 EREABEICEVE T,

IGMP Snooping Statistics Table

Find Type AVBRTT—AEERLET,
- BRAEL - TVLAN] TPort]
VID VLAN ID Z38E LEJ ., AIBEEIE [Find Typel T TVLAN] ZEIRT 2 L RERBEICEY £ T,

- REFREERM [ 1-4094

From Port/To Port | &9 2KR— hOEEZIEELET, RIBEEIE [Find Typel T [Port] ZBERT 5 L RERTREICHEY T,

[Clear] Z7)w 79 % ERTENHEHERD Y )7 ENET,

[Find] 27w LT, ADLFEBERICEDFEDI Y M ZBHE LET,
[Show All] Z2 w7 LT, INTCDEFREHLY MU ERRLET,
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8% L2 Features (L1 Y 2#8EDEE)

MLD Snooping (MLD X X—E /%)

Multicast Listener Discovery (MLD) Snooping l&. IPv4 @ IGMP Snooping &[] CH$BERIFD. IPV6 ADRILFF+ X b b5 T 4 v U HIEEBETT
VLAN ECRIVFF ¥ AT —2ZERT HR— b BT H7eOIERINE T, MLD Snooping Tld. FTED VLAN EDFTRTDR— ML
FFRYRAM ST v I0HBRTIDOTIEEL, BRITR— M ETIVFF v A FDRETICK > TERENS MDD 7T & MLD LR— M &R LT,
T=2HEZELIEWR— MR LTOH, IIVFFr A T—a2&&EmELET,

MLD Snooping (& T K./ — K& MLD Jb—42 & DRI CARIEEN S MLD Gl N7y b D LA v 3ERZFANDZ ET/INry P EIBLET, XA v
FIE W= MBIV FF AN T A v BV IIRA ML TWA T EEZBHT L. ZO)— MIEBEERINTVWSR— M IPV6TIVFF+
ART=TINMTEBML, ZOR—MIRIVFF YA ST 0 v ez 20BEHBRLET, IVFFvRAMN—T 4> I7—=TILADI > b
JITIE. #ZHAR— b VLANID, Bh&ET 3 IPv6 JILFF v A T Ib—T7 FLAKREREN. TDOR—MET T 7« 775 Listening R— b & B E
NEY, 77074 774 Listening R— FDHFARIVFF v AT IV—TT—25ZELET,

MLD Snooping Settings (MLD X X —E> J5&7E)
MLD Snooping DEREZTVE T,
L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping Settings DJElc7 ) v 7 L. UTOEEEZZRLET,

iLD Snooping Setangs :

Global Settings
Global State (@Enabled ()Disabled
VLAN Status Settings
VID (1-4004) |:| (Enabled (s)Disabled
MLD Snooping Table
vbg-oe ] [ find  |[ showan |
Total Entries: 1
viD VLAN Name status
1 default Enabled | Show Detail | Edit

AR EEET =

8-49  MLD Snooping Settings Ei&
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$E8FE L2 Features (L1 2#&EEDEE)

BEEICRTINDER !
o | 188
Global Setting
Global State MLD Snooping Y A—/\JVRAT7—2 A %=B% | EHIRELET,
VLAN Status Settings
VID VLAN %5889 % VLANID Z A L. 18 VLAN =0 MLD Snooping Z&%h / ESNCRE LE T,
- ERIEPIBEERF | 1-4094
MLD Snooping Table
VID MLD Snooping 7—7/UIc &9 % VLAN O VLAN ID #H5E L £ 7
- EEFJREEMA 1 1-4094

[Applyl Z2 w2 LT, RERNBZBEALET,

[Findl &7 1J)w o LTIBEDVLANID ZFATIL TIBENDIT Y U AERRLET,
[Show All) &% 1) % LT MLD Snooping Table EDIXTHIY M) EFRRLET,
lEdit) #7Jw o LTIV bUAERELET,

MLD Snooping #EEICEU T, DGS-1250 I Router Port NRJLF+ v Z bR b U—LETS v F 12 LELA,
fef2 L. Listener BNMFHET BIEE D Router Port N\ JVFF v+ A MA M —LE TS5V T4V LET,

MLD Snooping VLAN DE#lERET
BHEd S VLAN T~ UMD Show Detail] Z#71Jw 7 L. $8E VLAN OFHAIBREFR R LE T,

VILD Snooping VLAN Farameters

MLD Snooping VLAN P, 5
VID 1
Siatus Enabled
Minimum Version vi
Fast Leave Disablzd {port-based)
Mrouter Port Learning Enabled
Querier State Disabled
Query Version v2
Query Interva 125 seconds
Max Response Time 10 seconds
Robustness Value 2
Last Listener Query Interval 1 seconds

[ vodty |

8-50  MLD Snooping VLAN Parameters [E]E]
AEMED Modify] #2127 $%E TMLD Snooping VLAN Settings] BEIENNEB)L. MLD Snooping M VLAN BEZITO T EDNTEE T,

MLD Snooping H8EDEFEMERE
BEEd 5 VLAN T M UD Modify) Eifzid Tedit) &2 U w2 Lo LINOBEE C& VLAN (S L Tl EZ TR T,

MLD Snooping VLAN Settings

VID (1-4084)
Slatus @ Enabled | Disabled
Minimum Version 1 [v]
Fast Leave ()Enabled (s)Disabled
Mrouter Port Learning (e)Enabled ()Disabled
Querier State (_)Enabled (w)Disabled
Query Version
Query Interval (1-31744) sec
Max Response Time (1-25) sec
Robustness Value (1-7)
Last Listener Query Interval (1-25) sec

Apply

8-51 MLD Snooping VLAN Settings (Modify) &
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BEICRRINDIEE !

HE =HER
VID MLD Snooping &REZZE T % VLAN 4595 VIANID AR LE Y,
Status $8%F L7z VLAN @ MLD Snooping #EEDBZN / BENA T — 2 A%&FRRLE T,

Minimum Version

VLAN [CEFR] S NTe MLD AR A R DSV 3 VEEIRLE S,
< EREL M1 T2

AZA Y FIE MLDV2 A X—E > 1D TIE Awareness DaHDIHINTHE Y T,

Fast Leave

Fast Leave #geEDER / BN ZERELE T,
AHEDNEDIZE. A1 VFHBMLD Leave A v t—IESETBE. IVFFr AT IV—TDANNEBEBIC
JIV—ThoBBLET,

Mrouter Port Learning

Mrouter ;R— b BHEEEBR) / ERNCRELE T,

Querier State

MLD & T 7 ikge= B85 / ERCREL LT,

Query Version

MLD AX—E T 7T 7ICL>TOEETNS General 7T /Ny bDN—T 3V EFEIRLET,
< BIREE M1 T2y

Query Interval

MLD R X—E> 42 T1) 7H MLD General 7 T X vt —I B XK ET HEBEANLET,
- SRTEFIEEEEE 0 1-31744 (B)

Max Response Time

MLD AX—E> T U T TT R4 XEN2DERAISEREEZEELET,
- EPIREERMA 0 1-25 (W)

Robustness Value

MLD AX—E > TERT 5. /Wy FOXITHTAO/NR h R ABHAEIEELE T,
- RTEAIREEE 1 1-7

Last Listener Query Interval |MLD A X—t>4 % T 1) 77H MLD Group-Specific 7 T ) & fzl& Group-Source-Specific (Channel) 7T Xwvt—

ExEEY 2ERERELE T,
- FETIREERE 0 1-25 (W)

MApplyl &2 w o LT,

HEANBRZBALET,

MLD Snooping |2 DUNT, fast-leave (& MLDVI DaxthK— b LE T,

MLD Snooping Groups Settings (MLD Snooping % )b— 7s%%E)
MLD RAX—EV TR AT 4 v 7 JIV—TORRERE. BLUMD AX—EV I I —TDRRETVET,

L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping Groups Settings &7 J v~ L. LUTOE@EZFRRLET,

VLD Snooping Groups Settings

MLD Snooping Stafic Groups Settings

Total Entries: 1

1

Total Entries: 0

VID (1-4094) Group Address From Port To Port

| | [FFit:11 | [eth1/0/1 ~] [eth1/0/1 ~] [ apply | [ Delete |
VID (1-4094) Group Address

o ] ol — [ e ][ shomar |

MLD Snooping Groups Table

VID (1-4094) Group Address
® ] OFFEN [ Find | [ showan |

FF11:11 1010

fEEE AR =

8-52  MLD Snooping Groups Settings B
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$8EZ |2 Features (L 1V 28&E8EDRTE)

BHICKTENDIESR !

EH

Lz

MLD Snooping Static Groups Settings

VID BREISHBRT D IPV6 RIVFF v A JIV—TDVIANID ZASILE T,
. EXERIBEEFA 1 1-4094
Group Address BRETISHIBRT 2 IPVvo RILFF v A M TIL—TDIPv6 7 FLXZ AN LE T,

From Port / To Port

RETHR— FDOBEEEELET,

VID

FIvIEAN BRI DIVFF Y AN TIL—TDVIANID ZATILET,
- REFIREERM [ 1-4094

Group Address FrvIBEAN ERERTSIPV6IVFF Y AN TIV—TDIPv6 7 KL AEATILET,
MLD Snooping Groups Table
VID FIvIEAN BRITBIIVFFr¥ AT IL—FDVLANID (1-4094) ZASLET,
. ERIEPJREEDE [ 1-4094
Group Address FrvIBEAN BRI DBIINVFFrANTIV—TDIP 7 FLAZANDLET,

MApplyl Z21 w7 LT,

NEZERALET,

Delete] 22w LT, EEIY U ZEHIRLET,

[Findl 27 ) w7 LT, ANDLIBRICEDFEDT Y M ZRE LE T,
[Show All] Z7 Uy I LT, INTDEFRZEHLY M ERRLET,

MLD RX—EV T JI—=TDIT Y ) ORICFUTOEEHNRRENE T,

HE

ElE

VID

RIWFFr A TI—TDVLANID ZRRLE T,

Group Address

PV6 RIVFF v A TIL—TDIPv6 7 FLAZERRLET,

Source Address

XETIP 7 FLAZERRLET,

FM TAIVRE—RERRLET,

« TEXJ- 74 )LZE— RI& TExclude] T9,

< [INJ- 7 )bZE—RIE Tinclude] T9,
Exp (sec) I MULEARYINICZ A K CORRE (B #) A#FRRLET,
Ports R—bhEFRRLET,




8% L2 Features (L1 Y 2#8EDEE)

MLD Snooping Mrouter Settings (MLD Snooping R JVFF + X b L—Z5&R7E)
VLAN A 227 1 =R TRV FF v A M—2KR—hZHEELE T,

L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping Mrouter Settings =7 1) v 7 L. U TFOBE@EmAFRRLE T,

MLD Snooping Mrouter Settings

VID (1-4094) Configuration From Port To Port
\ | [Port ~] [eth1/0r1 ] [eth1/0/1 ~] apoly | [ Delete

MLD Snooping Mrouter Table

T —

Total Entries: 1
|

| Find | [ showan |

1/0/10 (Stafic)

8-53  MLD Snooping Mrouter Settings [/

BEICRTENDIEE !

BE Btz
MLD Snooping Mrouter Settings
VID VLANID ZAHLET,
. REPTARERA © 1-4094
Configuration R— bDOFREEUTHSEIRLET,

- TPort) - RIVFF v X MBIV —2 EEFT HR— MEHEZRELE T,
- [Forbidden Port] - XJUFF+ A b HBERNEIL—2 LG LEWVR— MEREERELE T,
« lLearn PIMv6 ] -387E LTz VLAN [CBWT. NILFF v A MV—2R— FOBEEEEEEMICLET,

From Port / To Port HET ZHR— FOBEATIEELET,
MLD Snooping Mrouter Table

VID VLANID Z A L&ET,

SE PJBeERA 1 1-4094
Mpplyl 27 1)w o LT, RENBZBERLET,
Delete] Z7 v o LT, 8ETY MU ZHIRLET,

Findl 227U w7 LT ANDLEBRICEDRFEDT Y M ZREHLE T,
[Show All] ZZ Uy LT INTCDEZRFHIY M ERRLET,
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MLD Snooping Statistics Settings (MLD Snooping #&1E%E)
MLD Snooping DfftstIERZRT LE T,

L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping Statistics Settings DIBICA Za1—%2 1) v 7 L, UTOEEREZHZRLET,

VLD Snooping Statistics Settings
MLD Snooping Statistics Settings

Statistics VID (1-4094) From Port To Port

I hini 9] ET—I
MLD Snooping Statistics Table

Find Type VID (1-4004) From Port To Port

VLAN ~] [ [eth1/0/1 ~] [etht/0/1 ~] [ Find | [ showan |

Total Entries: 1

X
 ow T w [ ow [ ow |
T B S S N N N
0 0 o 0 0 0 0 0

1

8-54  MLD Snooping Statistics Settings [EIE

BEEHICRTEINSER !
BH | 198
MLD Snooping Statistics Settings
Statistics AT —AEFRLET,
« EIREL 1 TAILL TVLAND TPort]
VID VLANID Z38E LEJ, [Statistics] T TVLAN] Z3BIRT 5 & REAREICEVE T,

- REFIAEERMA [ 1-4094

From Port/To Port | &RET BHR— M DEEZIEE LE T, [Statistics] T Port) Z&IRT 5 EREAREICEVE T,

MLD Snooping Statistics Table

Find Type AVRATI—ADAA THERLET,
- FIRAEL C TVLAN] TPorty
VID VLANID Z#48E LE£ 9, [Find Type) T [VLAN] #ZIRY % L REAEICZ Y E T,

- EREPJBEREE 1 1-4094

From Port/To Port |SREY BHR— M DEEZIBE L L9, [Find Typel T lPort] Z#RYT % L RERBEICAZ Y £,

[Clear)] Z27w 79 3 ERRENHEHERD Y )7 ENET,

[Findl 227 ) w7 LT, ANDLEBERICEDKREDT Y M ZRH LT,
[Show All] Z2 1w o LT, INTCDEREHLY bUERRLET,
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RE)

Multicast Filtering (RIVFF ¥ A b7 1Ib2 ) 5)
LRIIVFFY AN TAIVE )V ITRERTVET,

L2 Features > L2 Multicast Control > Multicast Filtering Mode %% 1) v~ L. UTOBEEAZXRRLET,

Viulticast Filtering Mode

Multicast Filtering Mode

VID List Multicast Filtering Mode Forward Unregistered| v |

Note: Reserved destination IP 239.%*% 224.0.0.%, and 224.0.1.%, IPv6 FF0*:0:* FF0*:*:*, and FF{*::DB&:0:0 cannot be filtered on Filter Unregistered Mode.

Total Entries: 2

default Forward Unregistered Groups

o m | Amuw-“

4G

e ]

8-55  Multicast Filtering Mode EIE

BIEICRTENSEE !
HE Bl
VID List RETAHVIANDVLANID UR bEASLET,
Multicast Filtering Mode RIWFFY AT AIVRZUVTE—REBRLET,

BREINTWEWIVFF v XM MEVIAN RALICT7 5y LK,
. rForward Al -3 RTDORILFF+ A NNy MEVLAN RAAL T TSy RLEY,

FBINTOVEWILFFY AN T Y MET 1 IL2ENET,

rForward Unregistered ] - BERENTERIVFF v AN Y MET AT —7 4 07— TIVITEDWTEXE

- [Filter Unregistered ] - BRRENFEIVFF v A NNy MET+T—7 4 27— T)VCEDEIEEEIN. B

TApply) 21w LT, RENBEBBLET,

BHDOR—IDEFHET H5B6. N—VBESE/EL T [Go) 27 v I T 5T ETREDN—INEH TEELT,

RIVFHF 5 Z T 1 LR 1) > HEED Filter Unregistered E— RICHULNT, FHIEH P 7 KL R (239%%% 22400 2240.1%,

FFO*:DB8:0:0) &7 1)L ENE A,

FRO¥:* *
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$8EZ |2 Features (L 1V 28&E8EDRTE)

LLDP (LLDP 5%%E)

LLDP (Link Layer Discovery Protocol) |&. BT 2iDEHREZINET 572070 )L T,
IEEE 802 % v b T — 7 |TH#K L TV B HDMERICH L. BHOKERIEREZ T FN21XLET,

LLDP Global Settings (LLDP ¥'B—/\JVE&5E)
L2 Features > LLDP > LLDP Global Settings DJBICAZ21—%& 27 v L. LTFOEEmZRRLET,

LLDP Global Settings

LLDP State (JEnabled  (e)Disabled

LLDP Forward State ("Enabled ¢

LLDP Trap State (_Enabled

LLDP-MED Trap State (JEnabled
LLDP-MED Configuration

Fast Start Repeat Count (1-10) o times
LLDP Configurations

Message TX Interval (5-32768) sec

Message TX Hold Muttiplier (2-10) [ see

Relnit Delay (1-10) sec
LLDP System Information

Chassis ID Subtype MAC Address

Chassis ID T ST

System Name Swilch

System Description
System Capabilities Supported
System Capabilities Enabled

LLDP-MED System Information

8-56  LLDP Global Settings [EE

Device Class

Hardware Revision
Software Revision
Serial Number
Manufacturer Name
Model Name

Asset ID

PoE Device Type

PoE PSE Power Source

Gigabit Ethernet Smart Managed Switch

Repealer, Bridge
Repeater, Bridge

Metwork Connectivity Device
Al
2.03.B010
R el
D-Link Corporation

DGS-1250-28XMP Gigabit Ethemnet

PSE Device
Primary

BEHICRTENDEE !
BE B
LLDP Global Settings
LLDP State AA v FOD LLDP Hpe= B3R / FRCHRE LK T,

LLDP Forward State

LLDP B R 7 — 2 A= B / ENRELE T,
[LLDP Status] H\ & T [LLDP Forward Sate] BNEXDIHS. =fE LTz TLLDPDU] /N7 v MEEEENE T,

LLDP Trap State

LLDP + 5w F%BR / ENCRELET,

LLDP-MED Trap State

LLDP-MED kv FHEE% / EMHRELE T,

LLDP-MED Configuration

Fast Start Repeat Count

[LLDP-MED] 77 A hRZ—bUE— AT MBEZIEE L KT,
- EREFJEEREE 1 1-10

LLDP Configurations

Message TX Interval

YIEBA > 2T T—ADLLDP 7 RN A XA Y b ixfEERERELE T,
Default) [CFTv I EAND L. PEMEZERLET,
- RERJREERE 1 5-32768 (F)

Message TX Hold Multiplier

LLDPDU O TTL{E%ZEtE S S fcdIcEREN 2. LLDPDU EnXfEfRIc g 2B MZIsE L7,
Default) [CF TV 7 ZAND L. PEMEZERLET,
- REFAEAE 1 2-10

Relnit Delay LLDP ;R— M ABHIEA L 1T D & CORFEERAEIEE L EJ, Default) (TF T v 7 AHAND & FEMEEFERLET,
- ERTETTREEIE D 1-10 (B)
TX Delay AR 7T —ATLLDPDU Z3X(ET 5K COFEBSEIZIEE LEX T, EXBROIED 1/4 KU AXELTH LI

TEEHh, Default] ICFzvorZEZANDE. WEHEEFERLET,
. ERTETTREEDF : 1-8192 (B)

[Applyl &2 1) w2 LT,

RENBZEALET,




8% L2 Features (L1 Y 2#48EDEE)

LLDP Port Settings (LLDP ;K— FE&7E)
LLDP R— MNTA—2=ZHRELE T,

L2 Features > LLDP > LLDP Port Settings DJEICAZ2—%2 1) v 7 L. UTOEEARTLET,

LLDP Port Settings
From Port To Port Mofification Subtype Admin State IP Subtype  Aclion Address
[eth1/0 [v]  [eth1/0/1 [v]  [Disabled[~] [Local [v] [TXand RX[v] [Default’~] [Remove[v] | |

Note: The address should be the switch's address.

eth1/0/i1 Disabled TX and RX
eth /012 Disabled Local TX and RX
ein1/0/3 Disabled Local TX and RX
elh1/0/4 Disabled ' Local TX and RX
eth1/0/5 Disabled Local TXand RX
einio/6 Disabled Local TXandRX
eth1/0/7 Disabled Local TX and RX

eth1/0/5 Disabled Local TXand RX

8-57  LLDP Port Settings [EI

BEICRTENSER !

s et e
Local

BH Biis

From Port/To Port RETHR— FDOHHEALXIEELET,

Notification LLDP @ & B%) / ENICRELE T,

Subtype LLDPTLY DY T 21 THHERLE T,
- BERET : TMAC Address] Local]

Admin State LLDP 7 L —LDXEREA T a v EBRIRLE T,

< [TXJ-E8—AJVLLDP T—3 1 ME LLDP 7 L — LDFEEDHTNE T,

« RXJ-8—AJVLLDP T— 1 MMELLDP 7 L—LDZEDHTNET,

« [MXandRXJ-B—A)VLLDP T—Y 2 ME LLDP 7 L—LDZESEETVE T, (FIHAE)
- [Disabled|- O@—AJULLDP T—< 1 ME LLDP 7 L — LDRERZEETVEE A,

IP Subtype FETBHIP T RLADEEEZERLE T,
. SBIRES : Default) MMPv4] T1Pv6]

Action RITITEIMEERIRLET,
« BERE : Remove] Add]

Address EETBIPT7RLAEASILET,

MApplyl] 22U w o LT, /REANBZBALET,

EE=0 ANT D IPVA/IPV6 77 KL 2IFEHED LLDP SR IP 7 KL A THERBELB Y £,
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LLDP Management Address List (LLDP E¥7 KL A X I)

LLDPEE7 FLAUX b EFRRLET,
L2 Features > LLDP > LLDP Management Address List DJEICA Z2—% 27 v 7 L. LTOBEZFRRLET,

AL Y]
10.80.60.50{default) Iflndex 1471101

IF"!wib 10.90.90.90 Ifindex.

8-58  LLDP Management Address List E[f

BEICKRRENDIEE

BH Bis

Subtype FRIBHLUDPEE FLADY T 24 T2 #EIRLET,
< TAl-FRTOIV M UERRLET,

« MIPv4]-1Pv4 7 RLAEASTILET,

« MIPv61-1Pv6 77 RLAEATILET,

[Find] #2 J w2 L. LLDP BERIEHREHRLE T,

LLDP Basic TLVs Settings (LLDP X—</'v & TLV 5%7E)

LLDP o Type-Length-Value (TLV) # i%’:ﬁb\iﬁho TVIC& Y. LLDP /N7y PN CTHREDBERAXETEE T,
AAYFDT YT« 7 LLDP R— Ml BE. ZOABEBHNICLEBT —2HBEFENTVET,
RBDT =22 TINE UTDAZATDTWVHEENET, BOT —22 1 TEENCT B LIETET LA,
- end of LLDPDU TLV
«+ chassis IDTLV
« portIDTLV
o TTLTLV
EBIT. ATV a3V TERAEG 4 DDT—2 21 THhbVET,
- R—EREE (Port Description)
- Y R7 L% (System Name)
- Y R7LEHBB (System Description)
« VAT LKEEE (System Capability)

L2 Features > LLDP > LLDP Basic TLVs Settings DIBICAZa2—%7 1) v 7 L. U TOBEEAFRRLET,

[LDP'B v etli
LLDP Basic TLVs Settings
From Port To Port Port Description System Name System Description System Capabilities
leth1/01 [v]  [eth1/011 [v]  [Disabled[v] [Disabled[v]] [Disabled[v]] Disabled|v |
“ Port Description m Systemn Description Systemn Capabilities
eth1/0/1 Disabled Disabled Disabled Disabled
eth1/0/2 Disabied Disabled ; Disabled Disabled
eth1/0/3 Disabled Disabled Disabled Disabled
eth1/0/4 Disabled Disabled Disabled Disabled
eth1/0/5 Disabled Disabled Disabled Disabled
L il ] S [ B el

X 8-59  LLDP Basic TLVs Settings [E/mE

HEICRRENSDER ¢

1EE B!
From Port/To Port BETDHR— FOBHEEZIEELET,
Port Description R— MERRA 7> 3 > EBW/ ENCRELE T,
System Name VAT LBF T A EEN/ ENCERELE T,
System Description VAT LEAF T 3 v mBY / ENICGRELE T,
System Capabilities VAT LEENF T a v ERY/ ENICGRELE T,

MApplyl 27w o LT, RENBZERLET,
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RE)

LLDP Dot1 TLVs Settings (LLDP Dot1 TLV %)
VLAN BHED TLV (2 DWC, ShaE LLDP @RIDBEML / EMLERE L &I,

L2 Features > LLDP > LLDP Dot1 TLVs Settings DIBIC A Z21—% 7 ) v L. UTOBEEEFRT-LET,

[TDP Do Vs Settings
LLDP Dot1 TLVs Ssttings
From Pont To Port Port VLAN VLAN Name Protocol ldentity
leth1/0/1 [v]  [eth1/0/1 [v]  [Disabled v |Disabled[~]| | [Disabled[v]|[None [v]
eth1/0/1 Dlsabled

8-60 LLDP Dot1 TLVs Settmgs [Edfié]

BEICRTENDIEE !

15 Bt
From Port/To Port RETBHR— FDEEAIRELE T,
Port VLAN R—~ VLAN IDTLV O@51%= BN / ENRE LE T,

29 ETL—LITED<R—FVLANID (PVID) Z@BH CEXT,

—FVLAND TV &, A 7Y a>DEER T TY, VLAN TV Y IR— MKW, (72271 Eeld 175447«

VLAN Name VLAN % TLV D851 Z B3N / ENCERELE T, BDMIC VLAN B TLV D VLANID Z A L& T,

Protocol Identity 70 )VERIF TV K070 FDVEOENE G/ ENICRELE T,
WRETZ 7O NIV EUTHSERLET,
- ZERE : TNoneJ EAPOLJ TLACPJ TSTPJ TAll

TApplyl B4 w4 LT, BRENEEBELET.

LLDP Dot3 TLVs Settings (LLDP Dot3 TLV 7€)
A=Yy FEED TV LDV NAE LLDP BHDEM / b 2= E L& J,

L2 Features > LLDP > LLDP Dot3 TLVs Settings DIBIC A Z1—% 7 ) v L. UTOBEEAFRT-LET,

[T DP Dot: Vs Seftings
LLDP Dot3 TLVs Satfings
From Port To Port g{?n?ijgugﬁonfstams Link Aggregation Maximum Frame Size Power Via MDI
[eth/oi1 [¥]  [eth1/0/1 [v]  [Disabled ~] [Disabled[v] [ Disabled[ ]
I S B e S T
eth1/0/1 Disabled Disabled Disabled Disabled
8-61  LLDP Dot3 TLVs Settings Bl
EEICRRINDIEER !
=[S SEA
From Port/To Port HETHR— POHEELEELE T,
MAC/PHY Configuration/Status | MAC/PHY Configuration/Status TLV D@EN%& G / EMNICRE L F T,
MAC/PHY Configuration/Status TLV I&L R E¥IBI L& 9,
(1) 3%{5 IEEE 8023 LAN ./ — R Duplex LT + L— D Capability
(2) X{5 IEEE 802.3 LAN / — FDIRFED Duplex LU E Y b L— MERE
Link Aggregation Uo7 75— 3> TV OBMEEN / EMcRELE T,
Uo7 )= 3 TIVITXLTOERIAEENE T,
- Uo7 IS =2 3 Ve 75‘8575‘
- UYORBRE) YT T =2 a VICRESNTWLAD
- ENR—FOF ¥ RIVID
A=) TI)TF—=2 a VCRESNTOGEWEE, DIF0EGVET,
Maximum Frame Size BATL—LTA X TV OB ZEBR)/ ENIRE Liﬁ'o
TDTLV &, REENTZ MAC/PHY DERAT L— LA A ERLE T,
Power Via MDI MDITLV ZA LTz Eajj@ﬁif.:.%?ﬁxbit FEMCLET,
IEEE 802.3 PMD MRE(C KW B ENIIFBNV AT LD 7 EN L TEIAWIET 2T ENTEEXT,
Power Via MDITLY Z BT 5 & x v b T — 2 EIEL, XS] IEEE 802.3LAN X7 —=/ 3 >, MDI &
MEBEEE T FIN2 A ARUBETEXT,

Mpplyl] 22U w2 LT, REANBZBALE T,
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LLDP-MED Port Settings (LLDP-MED K— k5&5%)
LLDP-MED TLV (3E(E & B30 E T X aIc e L

L2 Features > LLDP > LLDP-MED Port Settings DJEICAZ21—%2 7 v 7 L. UWTOEERAFRRLET,

[ LDP-MED F et

LLDP-MED Port Settings

From Port To Port Motification Capabilities Inventory Metwork Policy PSE

[eth10/1 [v]  [eth1/0/1 [v] |[Disabled[v]  [Disabled[~]  [Disabled[v]  [Disabled[v]  [Disabled[~]

I S O R
eth1/01 Disabled Disabled Disabled Disabled Disabled
eth 1007 Nisahlad Nisahtad Nisahlad Disahlad Nisahlad
eth1/0/3 Disabled Disabled Disabled Disabled Disabled
etn1/0/4 Disabled Disabled Disabled Disabled Disabled
eth1/0/5 Disabled Disabled Disabled Disabled Disabled
i Deables  Dsaed  Dsabied Disabied | Davled
eth1/07 ' Disabled Disabled Disabled ' Disabled Disabled
e 1/0/8. Disabled Disabled Disabled Disabled Disabled
eth1/0/9 Disahle.d Disabled Diséibled Di.sahied Désahled
eth1/00 Disabled Disabled Disabled Disabled Disabled

8-62 LLDP-MED Port Settings BEIE

BEmICRRENDIEE !
BB B!
From Port/ To Port | RE T 2K— OEFAZIEELE T,
Notification ['LLDP-MED notification TLV.] DixE%= B / EMIEHREL T T,
Capabilities ['LLDP-MED capabilities TLV] DixfE%B®/ EHIEREL T T,
Inventory ILLDP-MED inventory TLV] D*E&B / NlcRELE T,
Network Policy I'LLDP-MED network policy TLV] DixE=B®/ BEMICRE LT,
PSE A—A)LTINA D PSE T/ A& Teld PD T/3A ZDIFAIC. TLLDP-MED extended power via MDI TLV.| (3538 PoE 15%R)
DEE=EEH/ EHTHRELE T,

MApplyl ZZ U wo L. BEZEALET,

136



28 L2 Features (L1 2#BEDERTE

LLDP Statistics Information (LLDP #&sHi5%R)
A4V FICHITS LLDP FEHBRESR— FDREEASBTCELY,

L2 Features > LLDP > LLDP Statistics Information DIBICA 21 —A2 27 v o L. U TFTOEEZRRLET,

L LDF at
LLDP Statistics Information
Last Change Tima 0
Total inserts 1]
Total Deletes 1]
Total Drops 0
Total Ageouts 0
LLDP Statistics Ports
Port eth1/01 E | Clear Counter || Clear all |
- Total Transmits Total Discards Total Emmors Total TLV Discards Tofal TLV Unknowns Tolal Ageouts
eth1/0/1 0
e/ 0 0 0 o :'a 0 0
eth1/0/3 0 o 0 0 0 0 i}
eth1/0/4 0 0 0 0 0 0 0
el 1/0/5 i} 0 (1] (i} o (1] o

8-63  LLDP Statistics Information [BI&

BEEICRTENDIEE !

HH Bz

Port ERRIBR— I ZEIRELET,

[Clear Counter] &2 w7 LTHEHBRD AT > 28& 0 )7 LT,
[ClearAlll 2w o LTIXNTDAI2EET )T LET,

LLDP Local Port Information (LLDP A—AJUK— MMEER)
NEED LLDP BRICEENDIERER~LE T,

L2 Features > LLDP > LLDP Local Port Information DJEICA =1 —%2 ) v L. UTFOEEERRILET,

LLDF Local Fort Information

LLDP Local Port Brief Table
Port sth/0/1 [v] [ Find || show Detail |
[ Pt | PortID Subtype PortID Port Description

eth1/011 eth1/0/1 D-Link Corporation DGS-1250-28...

eth1/02 Lﬂw ethi/oz2 D Link Carporation DGS 1250-22...
elh1/0/3 Local ethi/03 D-Link Corporation DGS-1250-28...
etnifoa : Local etn1/0i4. D-Link Corporation DGS-1250-28...

8-64 LLDP Local Port Information &I

BEICRTINDIEE !

HE SR

Port K19 AHR— b EIBELET,

[Findl #Z7)w o L, BREXTLET,
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$E8FE L2 Features (L 1Y 2#&EEDEE)

B SEEROSR
IShow Detail] Z7 v o L. UTOBEEZRRLET,

' DP Cocal Po 'ormation
LLDP Local Information Table
Fort eth1/0/1
Fort ID Subtype Local
Fort ID eth1/0/1
Port Description D-Link Corporafion DGS-1250-28XMP HW A1 firmware 2.01.001 Port 1
Port PVID 1
Management Address Count 0
PPVID Entries 0
VLAN Name Entries Count 1
Protocol Idenfity Entries Count a
MAC/PHY Configuration/Status Show Detail
Power Via MOI Show Detail
Link Aggregaion Show Detail
Maximum Frame Size 1536
LLDP-MED Capabilities Show Detail
Network Policy Show Detail
Extended Power Via MDI Show Detail
8-65 LLDP Local Port Information (Show Detail) EIfE
FIEED [Show Detail] #7 Uv v/ §5&. BET HFHMBEROFTRINET,
[Backl &2 v o dALaBEEICEYET,
LLDP Neighbor Port Information (LLDP - /\iK— F&$R)
2ANDEFER LT LLDP EREFRRLE T,
L2 Features > LLDP > LLDP Neighbor Port Information DJBICAZ2—%2 2 v 7 L. UTOEEmARRLET,
['DP Neighbor Po 'ormation
LLDP Neighbor Port Brief Table
Port [ Find || clear |
Total Entries: 1
porosuooe b | ponoscipion ||
1 MAC Address DO-AE-EC-DI-9E-5E Local 1115
8-66  LLDP Neighbor Port Information [EE
EEICRRINDIER !
i=[=] B
Port FRIHR—bEIEELET,

R—h&EERL, [Find) 27Uy 7 LET, BRABE FDICRTEINET,
Clear] #2 Vw7 LCR—MEREYZ )7 LET,
[ClearAlll 2w LT 7RLAT=TIVDINTDEREZ V7 LET,




8% L2 Features (L1 Y 2#8EDEE)

[Show Detail] &2 1) w0925 EZHER— D

EaE iy k-3

[TDP Neighbor Poi ormation
LLDP Neighbor Information Table

Enfry ID

Chassis 1D Subiype
Chassis ID

Port ID Subtype

Port ID

Port Description

System Name

System Description
System Capabilities
Management Address Entries
Port PVID

PPVID Entries

VLAN Name Enfries
Protecol Identity Entries
MAC/PHY Configuration/Status
Power Via MDI

Link Aggregation
Maximum Frame Size
Unknown TLVs
LLDP-MED Capabilities
Metwork Policy
Extended Power Via MDI
Inventory Management

8-67  LLDP Neighbor Port Information (Show Detail) EIfE

FIEED [ShowDetail] 271y 79 5L, HETS

[Backl] #7 Jw o daLaEmICEY T,

i

MAC Address
DO-AE-EC-DI-9E-5E
Local

115

Show Detail
1]

Show Detail
Show Detail
Show Detail
Show Detail
Show Detail
Show Detail
0

Show Detail
Show Detail
Show Detail
Show Detail
Show Detail

FHBRORTENE T,
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BEO9E L3 Features (L 1V 3 &BEDRTE)

L3 Features A= a1 —%FERL. AR VFICL AV IEEEEARET AT ENTEET,

LUFIE L3 Features Y 7 A= 2 —DRETT,
WEITSE LT, BRE/BE/BEET>TLIETL,

HIAZa— rEA
ARP (ARP E27E) ARP DFRTE. fREZITVET,
Gratuitous ARP (Gratuitous ARP 58 7€) Gratuitous ARP DE&E. fREEITVE T,
IPv6 Neighbor (IPv6 -1/ \Z%7E) IPv6 A N\EREZTTVE T,
Interface (1 >27 T—RAHKE) IPv4/IPv6 77 L ADA > 27 T —ADHREEITTVE T,
IPv4 Static/Default Route (IPv4 X2 7 1w 2 /T 74U b—1F)  |IPVvAT RLADRAZT « v [ FIHIL— b DFREZEITVET,
IPv4 Route Table (IPv4 JL— k7—7)1) IPvd DJV— b 7= T IVDREZEITNE T,
IPv6 Static/Default Route (IPv6 RZ2F7 w0 /774U NIL—F) |IPv6 7 RLADAZT 1w 7 [ FIEIL— FDREEZTVET,
IPv6 Route Table (IPv6 JL— ~7—7)1) IPv6 DJ)L— b T —TIVDREETNET,
IP Multicast Routing Protocol (IP XJVFF+ 2 bb—F4 207 |IPRIVFFYAMN—T4 2770 VDREETVET,
0~ 2VERRE)

ARP (ARP 5%7E)

ARP (Address Resolution Protocol) (&, IP 7 RLRICE>THRyY b T—T EDRA D MAC 7 KL R&EBDIDT KL AERZ7AONIILTY,
BEDT /A XITHT % ARP IBHRAEBHR. RESIUVHIBRT A ENATEEXT,

ARP Aging Time (ARP T—I V45 24 LiRTE)
ARP T —I V724 LOREETVNET,

L3 Features > ARP > ARP Aging Time DJBICV 1) w7 L. UTOBEEAFRRLET,

ARP Aging Time

ARP Aging Time

Total Entries: 1

I S S R
viant 240

nEEEEE =

9-1  ARP Aging Time EIE

BEICKRRENDIEE :

HH ELiE

Timeout lEdit] 22U w7 LT ARPIA IV IRALT U ME (1) ZANILET,
COREMEBET HE. TV bJIET—TILDSEIRENE T,

- EREFJREEHE 1 0-65535 (99)
M0J ICHELIIHE. 24 LT T LERA,

[Applyl Z2 U w2 LT, HEEBALET,
[Editt &#V J)wv o LT, BREETVET,

BHOR—IDNEET 258, N—VBESZHEELT [Go) 27 ) v I TB5ETHEDRN—INBHTELT,

Chip $IRIC LY. #14FS v o ARP I b UKL, BBET 5 12 T b UAT—I7% b LIBaREBENET,

ARP DI—I> 584 LAMAC 7 RLAF—TILDI—I > 584 LEYENSE, MACT RLADI—I 77 Mek ST % ARP
IVNIBI-ITTRLET,
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L3 Features (L7 3#&gED

RE)

StaticARP (X271 v % ARP 5%7E)

ABT AT )% ARP T—

TIVCEZELET,

BT 45 ARP IV b U DRAKIE 384 TT,

L3 Features > ARP > Static ARP DJEIC7 ) v 7 L. UTOEEmAEFRRLET,

Static ARP

Tolal Enbies: 1

1P Address [ - - - |Hardware Address 00-11-22-33-24-A7

10.90.90.90 FO-7D-68-12-50-01 Forever

Edit

Delete

FEEEEEE =
9-2  Static ARP EE
E@EICERREINDIER
5H Bt
IP Address MACT RLRAERZT 4 v IIKEUDIFZIP 7 FLAZRELE T,
Hardware Address ARP 7—TIVTIP 7 RLARERZT 14 v 7IHEUDIFE MAC T RLAZHRELE T,

Mpplyl 22 1)w o LT, RENBZBERLET.
Edit) 27wy LT BEIY U DIREZITVE T,
Delete] Z7 vy LT, T2 HUZHBRLET,

BHONR—IDEET 5558, N\—VESZE

ELT Gol BV v U dBTETHEDR—INEBETELT,

ARP Table (ARP 57— 7 JLDEER)
AAYyFLEDRIFOARP I M) ERRLET,

L3 Features > ARP > ARP Table DJEIc 7w o L. ULTFOEEAFRRLET,

i —

ARP Search

(") Hardware Address

lotal Entries: 2

vian1
viant

9-3  ARPTable

HEICRTENDIEE !

(@ Interface VLAN (1-4094) |:| () IP Address |:| Mask

00-11-22-33-44-55 () Type All &

1090 90 14 10-BF-48-D6-E2-E2
10.90.90.90 FO-7D-68-12-50-01

EIl]

Farmr

T

] [0

Clear All

Interface Name IP Address Hardware Address Aging Time {min) -_

Clear

=l =

bi=[= Bk
Interface VLAN BRI DA VEZTT—ADVIANID ZEASLET,
. ERTERIBEERE 1 1-4094
IP Address ERIBIPT7RLAEANDLET,
Mask FRPT7RLADYRIEIEELE T,
Hardware Address FRITBHMACT FRLRAZASILET,
Type F£TT 5 ARP DiEIEEIEELE T,
- 3REL : TAIl TDynamic

Find] 227 w2 LT, ABDLIERICEDHREDTI Y b EBRRLET,
[ClearAlll 2 U w03 25ET7—TIVEDTY FUHETEEENET,
HIfRT 2T hUD [Clear] 27U w2 32ETY NUDHIBRENET,

BEODR—VDEEY 256, N—VESERE

ELT [Go) 20w I dBIETREDN—INBETELT,
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Gratuitous ARP (Gratuitous ARP 5%7E)

DGS-1250 I Gratuitous ARP &+ #— b L TLNE € A,

Gratuitous ARP 1J 7 TX b/ bd. FETT/ 5K IP 7 RLADEETT /N ADT LA

CREITN. FBEMACT FLADTO—RFF v AT R

LAEBDTWAHARP UV IR Ny TY, @, Gratuitous ARP U7 TR /N bEFBELT. IP7 FLAMIDOTNA ZEHRE L TLELD
ERELIEY. A V2T - ACERENIRAMDARP ¥ v v 2TV MU EBRIO— FERIFEER LY LET,

L3 Features > Gratuitous ARP DJBIC A —1—% 7 1) v LTCUTOEmERRLET,

Gratuitous ARP Global Settings

Gratuitous ARP Trap State () Enabled (@) Disabled

9-4  Gratuitous ARP EIE

BEICKRRENDIEE :

Apply

HE

ELiE

Gratuitous ARP Trap State

Gratuitous ARP ~Z v F B85 / ENICERELE T,

MApplyl 221w LT,

RENBZERLET,

IPv6 Neighbor (IPv6 A /\ZR7E)

AAYFDIPV6 XA NFEZITVET,

L3 Features > IPv6 Neighbor DJBICAZ21—%2 1) v o LT, UTDOBEEARRLET,

IPvE Neighbor Setfings

9-5  IPv6 Neighbor E&

BEICKRRENDIEE :

Interface VLAN (1-4094) [ ] i;veAdies 01321 MAC Address 11-22-33-44-AAFF

Interface VLAN (1-4094) [ | IPvGAddress o131 [ rind || Clear by Interface |

Total Entries: 1
20131 11-22-33-44-AAFF vian1 Stafic

EEEREET =

15H Bk
Interface VLAN IPVv6 A /\NDA 32T T—AVLAN ZIEELE T,
- REABEEH [ 1-4094
IPv6 Address IPV6 77 FLAZE AN LET,
MAC Address MAC 7 FLAZIEELE T,

TApplyl =21 w2 LT,

RENBZEALET,

[Find] #2271 wv 2 LT, AJIAREEICTY M ZBRRLET,
[Clear by Interface] =7 1) w7 LT, #8EDA V27 T—ADERZHPRLE T,
[ClearAlll 7 Uw o LT, 7=7ILOIXRTDEREY )7 LET,

Delete] 27wy LT, EEDIT Y hUZHIRLET,

BHOR—IDNEET 58, N—IVBESZEELT [Go) 27 vV T5ETRHREDRN—INBHTELT,
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%9F L3 Features (L1 Y 3#&EEDETE)

Interface (£ 27 T —RKE)

AAYFDIP AR T T —AREETVET,

IPv4 Interface (IPv4 A2 7 x—2X)
IPv4d A >R T T —ADJREETVET,
L3 Features > Interface > IPv4 Interface DJEICA Z21—% 7 1) v o LT, UFOBEREZFRR~LET,

IPv4 Interface

Interface VLAN (1-4004) [ | | Apply I Find

Total Entries: 1

Enabled 10.90.90.90/255.0.0.0 Manual _ W

i EEEE

9-6  IPv4 Interface [EBIE

EICRRENDIEE :
1HH SEA

Interface VLAN RE. BRI BAVRTT—ADVIANID ZASLET,
- ERTETIREEEA © 1-4094
MApplyl 21w 7 LT, RENBZBERLET,
[Find] #2Uw o LT, AALTEBRICEDFEDIY P ARELET,
lEdit) #27 w2 LT, 8EZY MU ERELE T,
MDelete] &7 1Jwv o LT, BELY MU EHIFRLE T,

IPvé Interface BEICHBV T, /3 & VELH TR Y FRRIBIRET BT LI TEFEL AL
2 8=1 IPInterface ™ MAC Address & System €1 2D7CY,

B IPv4 12271 —ADfREE (IPv4 Interface Settings)
BEIVMUD TRty 227 )y 7 LT MFoBEEEZRRLE T,

Pvd Interface Configure

| IPv4 Interface Settings ‘ DHCP Client
Settings
State Enabled [v]
Apply
1P Settings
Get IP From Static [v]
1 Adtress A
Apply H Delete

9-7  IPv4 Interface Configure - IPv4 Interface Settings I
EICRTENDER !

EE | B9
Settings
State [ZHT FUDIPVA 1 28T T—RE T O—/IUER / Eic LET,
IP Settings
Get IP From 7 RLUADREALEZERLET,

- [Static) - A 27T —RICRET 2 IPv4 7 FLAZFEH THRELE T,
- TDHCPJ - A—AbZy kT—%2 L@ DHCP 4 —/\H 5 BEIMIC IPv4 IEREESLE Y.

IP Address Pv4 A > 27T —XITEIWHTBIPvA 7 KL AZASILET,
Mask IPv4d A > 2T7 1 —XICBIWHTHY T2y NRATVEASILET,

TApply) &2 1Jw 4 LT, RERSEERLET,
MDelete) %% 1) w4 LT, EETY b UEBIBRLET,
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B IPv4 127 2—ADfRE (DHCP Client)
EEIY D TEdit) &2 1) w7 — [Pv4 Interface Configure] EIE® DHCP Client] 2 7% 7 w7 LTUTOEERZFRRLET,

Pvd Interface Configure

IPv4 Interface Settings | DHCP Client |
DHCP Client ClientID (1-4004) [ ]
Cless D Sting e
Lease [ |pas©10000)[00 [v]Hows [00 [v]
Minutes

9-8  IPv4 Interface Configure - DHCP Client 2 7 BEIE

BEICFRRENDIEE :

BH

Bz

DHCP Client Client-ID

DHCP 2 SA4 7> IDZASILE Y, TOIDIEVIAN A V2T 1 —AZR_ELE T,
FEA AT T —RAD 16 EH MAC 77 KL XIE. DISCOVER X v —Y &E—HEITXEEND Y 547> b ID & LTER
TN&ET,

FEPJAEERE 1 1-4094

Class ID String

IS AHABEADLET, (32 XFUA)
MHex) leF T v 72 ANSE 16 EHARITEY £T, (64 XFUR)
DHCP DISCOVER X v —JIcBENDF T2 3> 60 DIELE L THEAENET,

Lease

DHCP H—/\p5B8|URENS IP 7 FLAD —XEEZIBRE L E T,
ATV aVELTRBENZEEBET 5T ELTEFT,
- FREPJEEERE 1 0-10000 (H)

MApplyl 27U w o LT, RENBZERBLET,

IPv6 Interface (IPv6 £ %27 1—2X)
IPv6 A V87 T —ADBEEFTNET,

L3 Features > Interface > IPv6 Interface DIBICA Za1—% 7 ) v o LT, UTFOBEEEZFRRLET,

IPv6 Interface

Tolal Enlries: 1

9-9 IPvo

BEICKRRENDIEE :

Interface VLAN (1-4004) |:| | Apply | Find |

— L= U.,
EE R =

Interface BIE

HE

g&ll

]

Interface VLAN

BE. "I BIPV6AVEZTT—ADVLANID ZAILE T,
+ REFIREERM [ 1-4094

[Applyl Z2 w2 LT, RERBZBEALET,

[Find] #2 Jw 2o LT,

ADLEBERICEDHEDIY M ZRHLET,

[Show Detail] &2 1Jw o LT, IPv6 127 T—RL M DFREETVNETY,

BHOR—IDNEET 58, N—VBESZEELT [Go) 27 ) v I TB5ETRHREDRN—INBIHTELT,



%9F L3 Features (L1 Y 3#&EEDETE)

IPv6 1 27 1 —ADRE
BET> ~JD Show Detail |

(IPv6 Interface Settings % )
&7 1) w7 LT, TIPv6 Interface Settings)] 2 7&&RRLE T,

| IPvE Interface Settings ‘ Interface IPv6 Address Neighbor Discover DHCPv6 Client
Interface vlani
IPv6 State Disabled [~] Back || apoly |
IPvE Address Autoconfig
Slate Disabled [~] Defaull
Static IPv6 Address Settings
IPv6 Address [ ] []EUL64 [ ]LinkLocal
NS Interval Setfings
NS Interval (0-3600000) D ms
ND Settings
Hop Limit (0-255) P ] Reachable Time (0-3600000) b ms
Managed Config Flag Off [v] Other Config Flag Off [v]
RA Min Interval (3-1350) |:| sec  RA Max Interval (4-1800) |:| sec
RA Lifetime (0-8000) Clsec RA Suppress Disabled [v]
9-10  IPv6 Interface - IPv6 Interface Settings [B|E
EEICFRRINDEE
IEH A
IPv6 State FHIVMJDIPV6 A 2T T —X %O~/ \JUICER / BT LE T,
IPv6 Address Autoconfig
State AT7—hLRABEREEERALZIPV6 7 RLADEERREEBN / ENICRELET,
Default) ITIEET D E. TDAYRTT—ATT 7AIVMV—2DNERENTWBIEE. ZDOT 74V MNb—42%
FERALTT7AIV M= DA VA b=IVENE T, T 74V bIL— DR A & SLAAC TT,
Static IPv6 Address Settings
IPv6 Address IPv6 4> 27 T —RICHWHTHIPV6 77 FLAZANILET,
« TEUF641-EUIF64 A > 2T —XIDZERALTA V2T T —ADIPV6 7 RLAZHRELE T,
. TlinkLocal)-IPv6 A 27 T —AIC > AO—HIb7 RLAEFRLET,
NS Interval Settings
NS Interval Neighbor Solicitation (NS) Bfg&EIEELE T,
OIIEE LB E. 1 BWlEREEY. RAXYyE—IITiE 0 CGRIBE) DEHT FINZA XENET,
- ERIEFIAEEREA  0-3600000 (= UF) (1000 DfEH)
ND Settings
Hop Limit Ry TUZwy b EIBELET,

VAT LD SEEEND IPV6 /Ty bE RUIDKRY T Iy MEE LT DEEFERBLES,
- EREPJREEEH] 1 0-255

Reachable Time

IEr e ZRELE Y.
[0 IHBET B &L 1200 EGYU RAXYE—ITIE0 GRIBE) DIENT FINZA XENE T, BHERERRBIE.
IPv6 ./ — RO\ BiEL T3S/ — FORERSZHIITd 285/- T,

- ERERIBEEIF  0-3600000 (= UF)

Managed Config Flag

Managed Config Flag 4 7% 3 > &4&%h / ESNCRELE T, TOTSIDENERAEEETHE. A/ VRR b
WERAT7—F7IVERETO M VEBALTIPVe 7 FLAZEBLE T,

Other Config Flag

Other Config Flag # 7> 3 B3N / EINICRE LEF T, AREZBNCT 5L BRRA MIRAT— N TIVERET
B~V EERLT, IPV6 7 FLAMNDOBERREIFRZEIGELE T,

RA Min Interval

RA X vt —Y DEIXEBROR/IMEZIEELE T,
- REPIRREEAE  3-1350 (M), RAMED 75% KB CHDUENDH ) ET,

RA Max Interval

RASERIDXEREIRORARSE Z A LET,
- REPIRREEE - 4-1800 ()

RA Lifetime RA DB ZIEE LE TR A MEZELIZRAICEEN 2 EMHEOEICEDE R EmIV—42%ET 7+ IV bb—
2ELTHEALET,
- ERTEDPIAEEIE 1 0-9000 (7))
RA Suppress RA HEIkEBEZ B R / ERNICRE L E T,

MApplyl Z2U w2 LT,

HENBZBEARALET,
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IPv6 1 27 = —ADfREE (Interface IPv6 Address 2 )

fgET> ~JD Show Detail] =% 1) w7 LT, linterface IPv6 Address] 2 7R RLET,

IPv6 Interface Settings | Interface IPv6 Address | Neighbor Discover | | DHCPv6 Client
Total Entries: 0
Address Type IPv6 Address

9-11  IPv6 Interface - Interface IPv6 Address [E|H
[Delete] 0w LT, TV MUZHBRLET,

IPv6 1>~ %2 7 1 —AD#RESE (Neighbor Discover 2 7)
BEL> b D Show Detaill &% 1) w2 LT, Neighbor Discover] % 7&#&nRrLET,

IPv6 Interface Settings Interface IPv6 Address | Neighbor Discover | DHCPvE Client
Total Entries: 1
1Pvé Prefix/Prefix Length Preferred Life Time (sec) Valid Life Time (sec) Link Flag Autoconfig Flag _
3FFE:501.FFFF:/64 2592000 Enabled Enabled

9-12  IPv6 Interface - Neighbor Discover EIE
WROTY FJD TEdit] 27Uy 7 L, HREZTVET,

IPv6 Interface Settings Interface IPv6 Address |

Neighbor Discover | DHCPvE Client

Total Entries: 1

1Pvé Prefix/Prefix Length Preferred Life Time (sec) Valid Life Time (sec) Link Flag Autoconfig Flau _
3FFE:501.FFFF: 64 604300 2592000 Enabled Enabled Apply

9-13  IPv6 Interface - Neighbor Discover EIE

BEICRRENDIEE :
BH

B8

Preferred Life Time HWREVHREAEASILE T,
RERIREEIH  0-4294967295 (#)
. *ﬂﬁﬂ{ﬁ 604800 () =7 (B)

Valid Life Time BMEAEE AN LET,

ERERTREENE | 0-4294967295 ()
. *)]ﬁ,ﬁ{‘é 2592000 () =30 (El)

Link Flag U975 THEEDBT / FE ?R L%x9,
Autoconfig Flag BERE T T U A U)ﬁxf]/ﬂﬁ BERLET,
Mpplyl Z#7Uwv o LT, REABRZERLET,

IPv6 1 27 —ADiREE (DHCPv6 Client 2 )
feELT> MDD IShow Detail| =% 1) w7 LT, IDHCPv6 Client] &R RLET,

IPv6 Interface Settings -. Interface IPv6 Address Neighbor Discover | | DHCPv6 Client
DHCPv6 Client
DHCPv6 Client Seftings
Client State Disabled [~] Rapid Commit

9-14  IPv6 Interface - DHCPv6 Client EIE
BEICRRINSHES !

BE Bt
DHCPv6 Client [Restart] &#2Jw o5&, DHCPV6 7547 b —ERXEBHBHHLET,
Client State DHCPV6 7 5 A7 > b EBR / EHICERELE T,

Rapid Commit] ZZEIRL T, 7 FLAEFED 2 DDA Y —IXAERKITLET,
IRapid Commit] A7 3 vidk. 2 A v =YD\ RV 1A U HEBERY B7HD Solicit A v —IICEENET,

MApplyl 2 U w7 LT, RERNBZTEALEY,
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IPv4 Static/Default Route IPVA R 2571 v | F7 IV MIV—F)

IPvd 225 1 v 5 BECFT 41U b b— F DBEEFTNET, PV ICIEA 124 FDRET 1 v 7 )b— F TV b SERT 5T ETEET,

IPvd 287 1 v 7 )— MBREENBE. ALY FICE>TRIZ MRy FI—ZIC ARP U Z TR R34y FASEEETNET, 21 v FIcHLE
52 LRy THS ARP DISEREEND & J— MAEIICAYET, 2720, ARP I F UABHCEE L TLBEAICIE. ARP ERIGHESN
Fth.

ZAVFETO—F A Y IRET A4 v 7 — FEHHE—F LTWET, 1—Hid. BEDZIZ MRy TERORBDR LT 1 v 5 )b— F EERT
BEERTEET, CO2EEDRIZ MRy TFNARDIV— M. TSARUR BT 4w 5 b— FHBED Y LIBADI N 77w TRAZT A v
Sl— FTHBERBENET, TS5 I— FREDNEE. Ny o7 v Tb— CART T« Tl FS5 71 v o Dtk aRa LET,
KA YFDTAT—F 4V IF—TIRDIY FUE. IPT7 FLA. HT2y FRRIBEOL— F 51 A5 EALTERLET,

L3 Features > IPv4 Static/Default Route DJBICAZ1—% 7 1) v 7 LT, UTOEmERRLET,

IPv4 Stafic/Default Route
Backup State Please Select  [v]
Total Entries: 1
o e e
0000 0.0.0.0 10.90.90.1
HEOEHEE =

9-15  IPv4 Static/Default Route BimE

BEEICRTINSIER !
=[S B
IP Address ABZTAYTI—HMICBIVETSIPvA 7 RLAZATILET,
[DefaultRoute] EF v o5& IPVAT7 RLRELTT 74V MNV—bEFERLET,

Mask TDI—bDH T2y FRROZATILET,
Gateway CDIV—bDT—b DA P77 FLAZANDLE T,
Backup State NV O TyTH T avwmRRLET,

- TPrimary] - BEANDTZAUL— &L TIL— M EBELE T,

- Backup]-ZBHAD/I\w 77 v F)b—rELTIV—MEIBELE T,

MApplyl #2Uwo LT, RENBEBEALET,
Delete] #o U w7 LT, TV MUEHBRLETD,
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IPv4 Route Table (IPv4)b— bFF—7)b)
Pva Jb— b F—TILOREEFNET.

L3 Features > IPv4 Route Table DJBICAZ2—% 2w o LT, LTFOEEEFRRILET,

IPv4 Route Table

o e Adaes [ ]
O Network Address = 5 e =
("1 Connected () Hardware (1 Summary __,:;mq

Total Entries: 1

10.0.0.0 255.0.00 Directly Connected Connected

m EE N EE =

9-16  IPv4 Route Table EI&E

HICRTENDIER ¢

EH A

IP Address FRIBDIV—bDBHIP T RLAZBELE T,

Network Address | F&RRd B/L— bDIBHEEZY N T—0 7 FLAZIBELE T,
1 DEOAIFICRY NTD—=0 LT 10 v R 2DBDATMEICRK Y N T—O<RIBEAILET,

Connected BHEIN— DI ERRLET,
Hardware IN—= Rz 7F v ATz TNV — bDHRRINET,
Summary ZA Y FITREETNTVDIV— bV —RADBBEHHRRINET,

MFind) %% U w5 LT, AJILIERICEDCBEDTY R ERELET,

EROX—IDEET 388, N—VBBEIRELT [Go) 271y 5T 50 & TREDS —INBHTEET,
IPv6 Static/Default Route (IPv6 X251 v % /T 7+IVFIL—F)

IPV6 AT A4 w0 [ T7FIL M= FERR RELET,

L3 Features > IPv6 Static/Default Route DJBEICAZ 21— 7 1) v 7 LT, UTFDEEmAEHRRLET,

IPv6 Static/Default Route

|PvG Address/Prefix Length 013::1/64 [v] Deiault Route
iterface Name
Next Hop IPv6 Address 3FE1::1
Backup State Please Select  [v]
Total Entries: 1

s st eon s . s s

3FE1:1 Deleta
n QU Il EEl =

9-17  IPv6 Static/Default Route &I

HICRTENDIER !

HH i

IPv6 Address/Prefix Length | JL—FDIP 7 RLRE TS LT 4w 7 AEZASNILET,
TI7HIVMIL—FrEIPV6 7 RLRE LTHERTY BICIE. [Default Route] &7 3 > #BIRLE T,

Interface Name ZDIV— MCBEEMTBA 2T —ABEANLET,
Next Hop IPv6 Address RUANRYTIPV6 7 RLRAEASILET,
Backup State NV O Ty T T avmFRLET,

- [Primary]) - BEAND T AU )b— b & LTRESNET,
- [Backup]-ZBHADN\Y I 7 v TIb— b ELTHRETNE T,

MApplyl 27U w o LT, RENBZBEBLET,
Delete] Z7Jwv o LT, T FUZHIRLEY,

BHON—IDNEET 258, N—VBESEZEELT [Go) 27 v 7T ETREDRN—INBETEET,
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IPv6 Route Table (IPv6 JbL— FF7—7I1)
D V6 IL—F 1 VP F— TV EERLET,

L3 Features > IPv6 Route Table DJBICA Z21—%2 27 vV L. UTFOEEZFRRLET,

IPv6 Route Table

@ Please Szlect [V [] Database

() Summary

Total Entries: 1 entries, 1 routes

1Pv6 Address/Prefix Length Next Hop Valid Route | Selected Route

3FE1:/B4 Directly Connected viani
[ EEEEE =

9-18  IPv6 Route Table &

HEICERTENDIEE !

=] Bt
Connected TIWET A Z a—h5RBEEERL, BEHINIIL—FDHERLET,
Database FIvIRYIRACF TV IEAMNDE, V=T AT T—ZRN=ADLTY M) EITXCERRLET,
Summary Frv IRy IATF TV IEAIMNDE. TORA Y FTERESNI— bV —ADHELHAERTLET,

Find] 227w 2 LT, ADLIIBERICEDFEDTI Y MU EBRHELET,

IP Multicast Routing Protocol (IP ?JbFF+ X MIb—7 >4 70 FIVEEE)

L3 Features > IP Multicast Routing Protocol
IP Multicast Routing Protocol (IP <JLFF v X bIb—7T« >/ 7OrJV) DFREZEITVET,

IPMC (IPMC 5%7€)

IP Multicast Routing Forwarding Cache Table (IPRIVFF ¥ A MV—FT 42574 T—TaVFFvva7—7I)
IP Multicast Forwarding Cache (IPRIVFF Y AT+ T—T 4 >V JFvva1) 7—2ZN—ADFR, RKELTVET,

L3 Features > IP Multicast Routing Protocol > IPMC > IP Multicast Routing Forwarding Cache Table DJEICAZ1—%7 1) v~ LT, UFOEEA

&RLET,

P Multicast Routing Forwarding Cache Table

IP Multicast Routing Forwarding Cache Table

Group Address I:l Source Address |:| \ Find |[ showan |

Total Entries: 0

voup Address icoring e Ouigong nieace Ls

9-19  IP Multicast Routing Forwarding Cache Table [EI

BEICRTENSER !

1EE Bz
Group Address RIVFFvZANTI—TIP T RLAERELET,
Source Address KETIP7 RLAZERELE T,

Findl 227w 27 LT ABDLEBRICEDFEDT Y M ZREHLE T,
FShow All] Z27 w2 LT INTDIY hUZERRLET,
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IPv6MC (IPv6MC &5E)

IPv6 Multicast Routing Forwarding Cache Table (IPv6 RIVFF+ A 74T —F 1 V5 Fvva7—7TIb)
IPv6 Multicast Forwarding Cache (IPv6 RIVFF v AT+ T—FT 4 7 Fvva) 7—2N—X&xRRLET,

L3 Features > IP Multicast Routing Protocol > IPv6MC > IPv6 Multicast Routing Forwarding Cache Table DJEICAZ a1 —%2 1) v o7 LT, LUFDE
HezRRLET,

1Pv6 Multicast Routing Forwarding Cache Table

Group IPv6 Address FFSE:3:1
Source IPV6 Address 2000:650:1:1:10 [ Find |[ showan |

Total Entries: 0

Source Address Group Address Interface Mame Outgoing Interface List

9-20  IPv6 Multicast Routing Forwarding Cache Table EIE

BEICERRENDIEE :

58 Bk
Group IPv6 Address RIVFFvZMTIL—TIPv6 7 RLRAEIEELE T,
Source IPv6 Address V—XIPv6 7 FLRAZIBELEX T,

Find] 27w LT, ABDLIBRICEDFEDT Y U ZERH LE T,
[ShowAll] Z2 Uy o LT, INTCHOIY hJERRLET,
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B10E QoS (QoS I&XBEMDEETE)

AXA v FlE 802.1p F21—1>% QoS (Quality of Service) ZHR— b LTWET,

FIE QoS YT AZ1—DFHATY, BEICELCT. RE /BB /BEETO>TIREL,

TITAZ 21—

B

Basic Settings (EAE) QoS @ Basic Settings (BEAKE) ZITVET,

Advanced Settings (FFiEE) | QoS M Advanced Settings (FEHEERE

) EFIVET,

Basic Settings (EZA:&7E)

Port Default CoS (K— FF 7 %IV bk CoS :R27E)
BR—MIT T4V b CoS DEREEITVNET,

QoS > Basic Settings > Port Default CoS DJEICAZa—%& 2 vy L. LFOEEEZFRRLET,

Port Default CoS
From Port To Port Default CoS
[eth1/0/1 [v] [eth1i0/1 [v] ® [0[~] ] Overide () None
Port Default CoS Overmide
sth1/0/1 0 No
- ath1/042 o Mo
eth1/0/3 i} Mo
eth1/0/4 (i No
eth1/0/5 o Mo
10-1  Port Default CoS BIE
BEEICRRINDIER !
IE5H B
From Port/To Port  |5&ET 5 R— hDEHEAEIRELE T,
Default CoS R—=brDF7 74U CoSHEIEELET,

(27FE/ 2 LOEA) ISBREINET,

CoS £:BYUET,
- REFAEA [ 0-7

MOverride] ICFTv7EANDE, INTY FDCoSEEEELET, 774V b CoSld. R—bhTRELR2TD/ 7Y b

None] ZEIRT B 2UME/NNTY hDIFEIF/NT Y bD CoSZEFERB L. 275 L/INT Y bOBEIFR—bT 74U b

Mpplyl 27 1)w o LT, RENBZBERLET.

Port Scheduler Method (R—FRTTI2—5AY v FERE)

R—hRTT21—=FAV Y RERELET,

QoS > Basic Settings > Port Scheduler Method DJEICY w7 L. LUTFOBEEZFRRLET,

ro cheduler Method
Port Scheduler Method

From Port To Port Scheduler Method
|eth1|f01f1 E‘ |eth1f0f1 E" ‘WRR EI

eth1/0/1
eth1inr
eth1/0/3
ethifoid
eth1/0/5
eth1/07
10-2  Port Scheduler Method &

e S s

WRR
WRR
WRR
WRR
WRR
WRR
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BEICTRRENDEE

EH

Lz

From Port / To Port |&%E 9 HR— hDEHEZIEELE T,

Scheduler Method [#8ER— MW T BRI 21— VI DHEERELET,

« ISPJ- I RXTDF 21— Strict Priority (MExH85L) X7 22— > 7% FERLET, REEL CoSBREDF 1—hH 5iE
B TIKEENE T,

« [RRJ-IARTDF 1—I& Round-Robin XTI 21— VI AFERLEY, F1—%IBEICEENS. HELEET/\TY
FAMLEENE Y,

+ TWRRJ-Round-Robin AR TC/\7r v baFa1—lcxE LET, RO EF 1 —FAIEDEHELY b LET, CoSFa1—
DEINT Y PRREETNBEIC. EH (Weight) DEHS 1] HELFIHN. XD CoSBEEF 1 —HIEBEINET,
BIHN [0] (5D E. BEHOEREINDETCZTOF 1 —DMEBIFELELET, TNTD CoS Fa1—DEHH 0] (TF
ETBHE F1—DEHDERINET, FHHE)

- TWDRR] - Round-Robin ARV CEEF 1 —ICEBENRMBO Y LYy S ELEBLET, BYIK. FF1—37LYy
bAD YR ERIBEOBEICEY FLET, CoSFa1—D6/\Ty MOIREENDEIL. VLYY bATYELB/NT Y b
PAZXHELFIDN RD CoSBILEF 1 —DMUBENET Y, 7LIv bAYYEH (01 12G55E 7LDy bHHER
TN2ETCTOF1—DIWBIIFLELET, IRXTDCSFa2—DI LIy bATED [0) ICEETDE 7LDy
bATYENERENE T, VLI bATYAD 0 EERATRICE) . RED/INT v BREDTT T 5 CUIEH
TONET, TOE. LYY MIEREINET., VLY v bHERENS L. ECoSFa—DI LIy ATV EIC
TLIY DI FVELDERENE Y, FF1—DIF VAL I-—TEBRICEVEGZDIZEDHVET,

KED CoS +1—% SP E— FICRET 2HA. TNIUBHLEDSL CoSF1—ICDWVWTH SPE— R THEILELN DY &
—a_O

TApplyl Z2 w2 LT, RERBZBEALET,

Queue Settings (QoS &)
Fa1—%HRE. TRLET,

QoS > Basic Settings > Queue Settings DIBICY w7 L. LFOEEZFRRILET,

"Queue Seftings

From Port

Queue Settings

To Pori Queue 1D WRR Weight (0-127) WDRR Quantum (0-127}

e 5] i S] [ | | —

eth1/01

e T amep e W ot
0

N e e s W &
ol Rl o I EEE E
oS | ER L R L R | R

10-3  Queue Settings &[]

BEICERRENDEE

==

5

From Port / To Port

REYTBHR— rOFEEEEELET,

Queue ID

F1-DZEEELET,
- EREFIREERA [ 0-7

WRR Weight WRR DEE AN LE T,
lExpedited Forwarding] (EF) DEMEEHEHIZ T ICIE. RLBFLEDELF 1 —HEIC [Per-hop Behavior] (PHB) (T &t
BIREIN, F2—DRAT I 21— )VE—RRStict 724 H4 )71 THEREHRH W ET, ZDfzs. [Differentiate Service |
AT R—FENTVBIBE. BEOF1—DEML0ICHET ZHELNHYET,
. ERERIRESEMA  0-127
WDRR Quantum F'WDRR Quantum] DfEZASILE T,

- ERTERIBEEIE [ 0-127

TApplyl Z2 w2 LT, RERBZBEALET,




5510Z QoS (QoSHEBEDKTE)

CoS to Queue Mapping (CoS F¥21—I v EVJRE)
CoS-to-Queue X v VI DFRR. BREETVET,
QoS > Basic Settings > CoS to Queue Mapping DJEICY U w7 L. LU TFOBEEZFRRLET,

0 2 [~]
i 0 M,
2 n__ ™
3 [3 }E
4 4 [~
5 15 ]
’ R
i 7 [v].
10-4  CoS to Queue Mapping EBiEH
BElCRRNINSIEER !
HE EA
QueuelD |& CoSTBICR v EYTENDF1—IDEIEELET,
- EREZ 1 0-7

Mpply] 7w o LT, RERABRZEHEALE T,

Port Rate Limiting (;K— b L — MHIPRERE)

R—bL— MIBRDOEREEZTNET,

QoS > Basic Settings > Port Rate Limiting DIBICA =1 —% 7 ) v o L. LUTFOBEEFRRLET,

T Rate Limiting
Port Rate Limiting
From Port To Port Direction Rate Limit
eth1/01 [v] [eth1/0/1 [v] [Input [+] (®) Bandwidth (64-10000000) [ |wops Burst Size (0-64) [ Koyt
() Percent (1-100) = Burst Size (0-64) [ koye
eth1/0/1 Mo Limit No Limit No Limit No Limit

10-5  Port Rate Limiting B

HElcRRENBER !
HE B

From Port/ To Port |RE Y HHR— M DFEEAEIBELE T,
Direction L— MERRDOWREIEELE T,
« Nnput) -4 > LRIy MTRLTL— MIRRZETWVE T,
- TOutput]) - A =2 LRy MTRHLTL— MHBRETVE T,
Rate Limit L— rHIBRDEZIEELE T,
IBESNIHBRIE. IBEA V27 I —ADBARELBA S LIETEELA. SEFHRFROBE. FEFZ T v IH
HIRZBA & T, ZEAILPAUSE 7L —LAFE7O0—FH7 L—LZFKELET,
- Bandwidth] - =15 / FEDFIHBDEE ASMAALET,
- EREAEEEEH - 64-10000000 (Kbps)
- IBurst Size| : 0-64 (Kbyte)
- TPercent] - {5 / FEDHFHB/ NN\ —t > T —IEATBIAALE T,
- EREFTAEEDE  1-100 (%)
- IBurst Size| : 0-64 (Kbyte)
- None] - #8ER—bDL— FIRREHIRLET,
Mpply] 7w o LT, RERABRZEHEALE T,
Chip BIRIC&L Y. Input (A1) DTCP F57 ¢ v HITHT BK— b L— MEIRRKE. Rate Limit) (L— HIBR) OfEA 100Mbps & 1/
BISEREICEEL T8 Ao (DGS-1250-28X/28XMP D)
e Chip #IFRIT K W DGS-1250 DAAL— FRBRIE. FZ 7« v 7BREICRELVEBMETL— MIBRETWVWET, 1~ 2 Wik, &
ELETL— MIBREZTWED,

IN—Z M A RiT 0 w1 LIRA. L— MIRIGHAE L €A
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Queue Rate Limiting (1 — L — MHIPRERE)
Fa1—L—bOHIREREE LET,

QoS > Basic Settings > Queue Rate Limiting DJBEIC A =21 —%2 1) v L, UTFOEEARTLET,

Queue Rate Limiting

From Port To Port Queue ID Rafe Limit

eth1/0/1 [v]  [eth®0/ [v] [0 [¥] @ Min Bandvidth (64-10000000) [ |Kbps  WaxBandwidih (64-10000000)
() MIn Pereent (1-100) |:| G Max Fercent (1-100)
(") None

eth1/0i1 Noli. MNoli. NoLi. Noli. Noli... Noli. Noli. Noli.

—
—

Apply

Clueue?

Queueu Queue(i
Max Max
IIIEIEEI
NoLi..

etht/02 Noli. WNoli. Moli. Noli. Noli. Moli. Noli. Noli. Nob. 'Noli. | :ﬂnkL Mo li.
eth1/0/3 MNoli.. MNoli. Noli. MNoLi. NoLi.. NolLi. NoLi. NoLi. Nol.. Neli.. NolLi. Noli. Noli. Noli.
enii0id Noli. NoL.. NoLi. Noli. MNoLi. Neli. Noli. Noil. NoLi. Noli Noli. MNoli. MNoli. Neli. Noli.
eth1/0f5 Noli:. MNoli. NolLi. NolLi. Neoli. NoLl.. NoLi. NoLi. NoL.. Neli. NoLi. NoLii.. NoLi. Noli.
eth1/0/6 MNoli. Moli. MNoli. MNoLi. Moli. NeLi. MoLi. MNoli. MNoli. Noli. MNoli. Moli. NoLi. Neli. MNoli. MNoLi.
sh1/07 Noli.. i Noli. Noli. Noii. Noli_ Noli. : i Noli. Noli. Noli. Noli. Noli.
elntiois | Noli. ! (Moti. Noli. Noli. NoLi. Noli. |NoLi. NoLi. N (Noli. MNoli. Noli. Noli. Noli.
oth NG Mali Mali Mali Ma i Kbnbi Mati Mali LR o Mali Madi Mali Mnli Mali MnAli KAl Ml
10-6  Queue Rate Limiting BT
BEEHICRTEINSER !
(S| B
From Port / To Port RET HR— bOHEZEELET,
Queue ID Fa—IDZEEELET,
- BRAE 1 0-7
Rate Limit Fa1—L— MROFREZTVNET,

- [Min Bandwidth / Max Bandwidth] - &/]\/ & AD L — M EIFR®EEZ AT LE T,
- ERTEPIBEEEF  64-10000000 (Kbps)

- ['Min Percent / Max Percent ] - /)N / SR RD L— MR/ A—t > 7—I & AT LE T,
- ERAEFTREEIF  1-100 (%)

- MNone] -#8ER—rDL— FEIRRE Mz L] ICTRELET,

SDXE/NT Y MERKHHREBAS T LIEHY A,

<Y,

B MREEBEIE. BEROMIBR— MCE D> TEAT AT EIETERWNHTT,

AERENE 1 DOYPIRR— MM L CDHRERTEE T, K— hF v RIUCH L TUERE TCEEEh.

RNEEOEICEY . F1-D5EEENZ/ Ty FMREEENE T, oo HRBICRBDSHZHEETH F1—H

BF 1 —ORNFEERENMRIEENS L SICT 2o, BRNFERDAFHEA 22T T —AREIED 75% KETH 5
HEDRHVEY, RLBEEDBL Strict 7544 U7« :FJ IS L TlE RMERIEHERZRET 2OEITH Y &
Pho THUE. IRTDF 1 —DR/NFHEHI—F CHADBEIIEIDF1—DFZ 7 1 v IV DRMISVBEN D28

120 CoS IZHBF

MApplyl 27w o LT, RENBZERLET,
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Advanced Settings (G¥#fiz%7E)

DSCP Mutation Map (DSCP EET v 73%7E)

AIEE TlE [Differentiated Services Code PointJ (DSCP) ZEX v JHREETLE T,

AVRATI—RATINTY b ERETHE. QoS BEEDIIEDFIIC, DSCP EET v FITEDESE DSCP HM1iidD DSCP ICEBENE T, DSCP ZFE#
BEIE. E5 5 DSCP B HTERED RAA VERET HHBEICRICIIBEE Y, DSCP-CoS < & DSCP-color < &/ hZA3KD DSCP (THED
WCEMELE T, BED T NTDEMEIFZEE DSCP ([CEDWTIThNE T,

QoS > Advanced Settings > DSCP Mutation Map DJBIC7 1) w7 L. LUTOBEEmAERRLET,

DSCP Mutation Map
Mutation Name Input DSCP List (0-63) Quiput DSCP (0-63)
Bz ohars | e I |

Total Entries: 1

Digit in ones

om0 [ 2[5 (a5 e [0
0o i} 2 % 5 4 B 6 i 8 9

10 TON] N I I R T e 17 [ 15,
20 ThRER i R e e
Mutation 30 T[T R BT T [l B
40 40 4 42 43 44 45 46 4T 48 49
50 NG s T e G A
60 60 61 62 63
i EE N EE | E=E

10-7 DSCP Mutation Map EiE
BEEICRTEINSER !

5H Btz
Mutation Name DSCPEBY Y JREIRELE Y, (32 XFLUW)
Input DSCP List A7y kDSCP )R FDEEANDLET,
. RTEAIRESM - 0-63
Output DSCP 7 NTy kDSCPURMDEEANILET,
. ERECTAEEDE 1 0-63

MApply)] Z2 1) v o L. EEEDEEZERLEY,
Delete] 22wy o LT, BEDIT Y hUZHIFRLET,

BHDRX—IDEFEET 556, N—VESEREL T [Go) 27 v 7T 5 ETREDN—INEH TELT,

Port Trust State and Mutation Binding (R—F FZ X FREKEBI Y INAI VT2 %)
R—MFIRMRE BERY TONA VT4 VITREEATVET,

QoS > Advanced Settings > Port Trust State and Mutation Binding DJEICA Z2—%2 7 v 7 L. UTOEEAFRRLET,

Port Trust State and Mutation Binding
From Port To Port Trust State DSCP Mutation Map
ettt [v] iR (V] Cos ] © O None
Port Trust State DSCP Mutation Map
eth1/01 Trust CoS
eth1/0/2 Trust CoS

10-8  Port Trust State and Mutation Binding &I

BEICRTENDIES !

BI=(S Btz
From Port/ To Port RETBHAR— bOEHHAZBELET,
Trust State R—FNSAMDF TV a3 VERELET,

« 3RAL - TCoS) TDSCP

DSCP Mutation Map  [DSCPEEX v % AN LE T, 32 XFLUR)
None] ZFEIRT B E. DSCPEER Y THR— MIEIWHTENE A,

MApply] 22U wo LT, REABZBEALE T,
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DSCP CoS Mapping (DSCP CoS < v 73&7E)
ERA W FITHIF S DSCP CoS TV TDRE EXTHEITVET,

QoS > Advanced Settings > DSCP CoS Mapping DIEICA —a2—% 2 v o L, LTFOBEEZRRLET,

DSCP CoS Mapping
From Port To Port CoS DSCP List (0-63)
ehitt [v] [emion ] [0 [v] | |
0 07
1 2-15
2 16-23
3 24-31
eth1/0/1
4 32-39
5 2047
6 48-55
0 07
4 8-15
2 16-23
3 2431
eth1/0/2
4 32-39
5 A0-47
6 48-55
10-9  DSCP CoS Mapping [EjmE
BHEICKRREINDIER
I5H A
From Port/To Port |5%Ed 5R— b DEEEZIEELE T,
CoS DSCP U R ME=w E> 4995 CoS faAEE L £ T,
- ERTERIREHDA [ 0-7
DSCP List CoSBEBER YT T2 DSCP A NDEEASILET,
- EAIREEDE  0-63

TApplyl Z2 w2 LT, RERNBZBEALET,

ClassMap (75 AT 7T&RE)

KAV FITHT B TAR Y TOREEFRTIETVET,

QoS > Advanced Settings > Class Map DJBICA =1 —%2 U vo L, U TFOBEAERRLET,
I

Class Map Name Muttiple Match Criteria

Total Entries: 2

s o e e rers —

s it
class-default Match Any Match || Delete

TIREREE 1

10-10 Class Map [EjmE

BEICTRRENDEE

BH Bis

Class Map Name TIAR Y TaEIEELE T, (32 XFUW)

Multiple Match Criteria | =3 &H-DiEEZIEE LT,
BERAL - [Match All) (TRXT—E). Match Any) (WFNHIC—E)

MApplyl 22w o LT, RENBZERLET,
Match] 227 w7 LT, BEDIT Y MU ZERELET,
Delete] 227wy LT, EEDIT Y hUZHIFRLET,

BHON—IDNEET 58, N—IVBESZEELT [Gol 27y I TBH5TETHREDRN—INBEITEET,
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IV hUDERE

Match] &2 ) w09 2L TEOBEIRRENE T,

Class Map Name Class
Match:
(ONone
(®Specify
© ACL Name
O cosList 07
() DSCP List (063) [11Pv4 only
() Precedence List (0-T) [11Pv4 only
() Protocol Name MNone [~]
O ViD List 14094
Back || Apply
10-11 Class Map - Match Rule [EF
BEEICRTENSER !
BHE A
None TDYZAR Y TTCIFREZTVE A
Specify TDUZAR Y TTIEFROWTNH DA T2 3 >V TREZTVET

- TACLName] -7 5 ARy JTCRET BTV LAV A MBEERELE T, (32 XFUR)
« TCoSlList]- VAR Y FTRET S CoS A MEZIBELE T,

- ERIEFIREERMA [ 0-7

- [DSCPList]- 7 5 AR w JTHREY S DSCP U X MEZIEELE T, [Pvdonlyl ICFTvIEANDE, P4/ Y |

DHBELET . TTvIZANBWSE. IPVAN6TIAD/ Ty hZBELET,
- RRIEFTREERE [ 0-63

- [Precedence List] - 7 5 A< FTHREY % Precedence J A MBEEIEELE T, Pvdonly] ICFTvIHEANDE.

Pvad /847y FDIRHBELET, FTvIEANGEWNES. PUN6THD/ VY hEBAELET, IPV6 /37y FDIEA.
IPVoNY RZICEEND N T4 v 77 ZADENM3 EY M Precedence [T £,
- ERTERIBEEIF : 0-7

- [Protocol Name] - 7 S A<y JTCHRET (7O M IIVAEERELE T,

- EERAEZ:TNone] TARPJ TBGPJ TDHCPJ TDNSJ TEGPJ TFTPJ MPv4] T1Pv6] TNetBIOS) INFSJ INTPJ FOSPFJ TPPPOE
IRIPJ TRTSPJ ISSHJ TTelnet) TTFTP

- IVIDList)- 72 AXw T CRET S VLAN U X MEZIEEL KT

- EREFIReE 1 1-4094

MApplyl Z2U w2 LT,
[Backl #0 ) wiod5E

HENBZBARALET,
AIDONR—IICRVET
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5£10Z QoS (QoSHEEDERTE)

Policy Map (K'Y ¥—< v 7ERE)
KA YFIPFBHE) V—< v TORELFTETOET,

QoS > Advanced Settings > Policy Map DJBICAZa2—% 7 1) v L. UTDOBEARRLET,

Create/Delete Policy Map

Polcy Map Name
Traffic Policy

Total Entries: 1

oty g e I

Policy Delete
FEEEEEE =

Class Rules

s o ame I

10-12 Policy Map Eim

BEICERRENDIEE :

EEE

EE | B

Create/Delete Policy Map

Policy Map Name | KUY —< v 7A2ZIBELET T, 32 XFLUN)

Traffic Policy

Policy Map Name | RU>—< v FA2ZI|ELET T, 32 XFLUN)

ClassMapName |75 A< v F&2ZI|ELE T, 32 XFLR)

MApplyl 22w o LT, RENBZERLET,
Delete] 27wy LT, EEDI Y hUZHIRLET,

W ETENTY S AV—IVERSSYT ZIciE. RUS—<y TOITY b JEERLET,
1B TENeY S A)b—Jbi&, TPolicy Rules) fICEREINE T,

R —CE
R —CE

Create/Delete Policy Map

Potcy ap Name
Traffic Policy
Policy Map Name Ciass Map Name

Total Entries: 1
I S R
potey
[ EE b BE =

Policy Rules

Class Map Name
Class Set Adtion

] (T I N T e

10-13 Policy Map i@



5510% QoS (QoSHEBEDKTE)

Class Map DiRE
[SetAction] &7 Uw o L, 77 avEREETVET,

RID=yTDIV IRy T5E BE MBICY AR Y THFRRENE T, [SetAction] &2V v o L. UTFOBEEERRLET,
L —

Policy Map Name Peolicy
Class Map Name Class
Set Action
(None
(@ Sperify
(@®Mew Precedence (0-7) Naone [~]C]1Pv4 only
ONewDs0R (63 [Noe  SJryiveom
(New CoS (0-7) None ™]
(OMNew CoS Queue (0-7) None [v]
Back H Apply
10-14  Set Action B
BEEICRTINSER !
BE B
None 77 avEERTLESA.
Specify REICEDET 7V avERTLED,

- I'New Precedence] - # LU Precedence fE% &R L &9, lPv4only] (CF v o EANDE. IPv4 Precedence D= —

TENE T, FrviEANEWVEE. IPv4/v6 mITD Precedence N —0 ENET, IPv6 /3y bDIFE. IPv6 Ny &
ICBEND ST 10w T 0 ZAD N3 B MH Precedence Iz £9, Precedence MERTEIE CoS F 1 —ZIR(TILFE
LEHA.

- ERECIREEE 1 0-7

- New DSCPJ - /N7 b D#F LWNDSCPEZTEE LE T MIPv4only JICF T v 7 & AND & IPvADSCP DHX—T ENET,

FIvIEANGEWNEE, IPVAN6 THD DSCP AR —7 ENET, DSCP DFFEIE CoS 1 —HRIIIHELE LA,
- EREAJREREE - 0-63

+ New CoSJ-/V7 v bDF LWL CoSBEIEELE T, CoSZHRELTH. CoSFa1—ERITITFELELA, CoSIET—

TENDRIFTY,
- EREFIREERM [ 0-7

- New CoSQueuel- /37w FDFT LU CoS Fa1—ERIEELE T, 5t CoS Fa—&ERIF EEETEINEKT, RUTY—<T v

THA V27 1 —ACERENTVWRHAE. CoS F1—DRENEMHIET,
- RERJREEH : 0-7

TApplyl &% U v 4 LT, RERBEERLET,

Policy Binding (KU ¥—I\1 VT 1 >V J5RE)

RI=INA T 42T

EZTVET,

QoS > Advanced Settings > Policy Binding DIEICA Za2—% 2 1) v L. LFOEEZFRRLET,

Policy Binding Settings

From Port To Port Direction Policy Map Name
[en1/0i1 [~]  [eth1/0A [~]  [input[v] ® () None

e T oy o

eth1/0/1

10-15 Policy Binding &I

BEICRTRENSIEE !

BH

Bz

From Port/To Port

RETBHR— rOBEEEELET,

Direction

FST v DBEBEERELET, Mnputl A>T LANS T 1w 7EiBELET,

Policy Map Name

RIY—v TRERELET., G2XFUA)

MNonel ZEIRTZEARTY MUICRY =<y FEEBEMITSNEE A

Mpplyl 2 U wo LT,

RENBZBEARALET,
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E1E  ACL(ACLEEBEDERTE)

F11E ACL (ACL #EBEDERE)

ACLAZ2—%&FERL. RRAYFITT 72X TOT7AIVE KO —IVDOREZTDIENTEET,

BURE. ACL T T AZ 2 —DERBATY,
WEIGLC T, RE/BE/BEZTO>TIEL,

PIAZa— rEA
ACL Configuration Wizard (ACL 8&%E 7« F'— F) VAP REFERLTT IR Ta7 71IbEI—IVEERLE T,
ACL Access List (ACL 77X X K) ACLT7 7RV ASDERTEELET,
ACL Interface Access Group (ACL A 22 7 1 —AT7 7 AT I—T) |ACLA VBT T—RAT 7R T IV—TDREETVET,

Chip SIBBIC& Y. DGS-1250 d ACL HEETI& TICMPV6 type 133 ~ 137 DERXAIEE CEE A,
ACL Configuration Wizard (ACL &8V « ' — F)

ACL Configuration Wizard (ACL RE 7V 1 H'— FDRLE)
ACLRET A P—Rid. 772X T0774)0E ACLIL—)VDIRE. FHRIERZTVET,

ACL > ACL Configuration Wizard DJEICA Za2—% 2 1) v L. LFNOEEZERRLET,

Al onfiguration Wizard

ACL Configuration Wizard

Access-list Assignment >> Select Packet Type >> Add Rule >> Apply Port
Do you want to create a new ACL access-list or update an existing access-list?

(@) Create
AGL Name
() Update
Mext
Note: The first character of ACL name must be a letter.
11-16 ACL Configuration Wizard @& (Create)
ACL Configuration Wizard
Access List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Do you want to create a new ACL access-list or update an existing access-list?
() Create
® Update
Mext
MNote: The first character of ACL name must be a lefter.
Total Entries: 5
I S B S
® sP Standard IP ACL 1
» EP Exterded IP ACL 0
® E-MAC Exlended MAC ACL 0
® 5IP6 Standard IPvG ACL 0
) E-IP§ Extendad IPv6 ACL 0
HEE B =
11-17 ACL Configuration Wizard @ (Update)
EHElCRREINAIEE !
(S| Bk
Create FLWT O RIV—)VEIERT 2I55E1E& [Create] ZEIRLE T,
ACL Name YER Y 2 ACLBEIRE LE T, 32 XFMUW)
Update BIEDACL7 72 A) A bERRL. TV M EBRET DHBEIGERLET,

Nextl Z7 1w Lo INTw b2ATOERETVET,
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E11E  ACL(ACLHEEEDERTE)

INTY b2 A TEIR (ACLEREV 4 —F)
FACL Configuration Wizard ] IS CERET D ACL T bUAEIEE LR, Ty b 214 THIEELE T,

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type »= Add Rule >> Apply Port
Which type of packet do you want to monitor?

@MAC

(OIPvd

(IPvE

Back || Next

11-18 ACL Configuration Wizard (Select Packet Type) EIE

BEEICRTENDIRE !

HE s
MAC MACACL 2R L E 7, MUREDFRFEIF IMACACL DFEE] 28R LTLIEEL,
IPv4 IPv4 ACL ZZIRL £ 9. LIERDREIE [1Pv4 ACL Rule DRE] BB LT EEL,
IPv6 IPv6 ACL ZBIRLE T, LIEDEREIL TIPv6 ACLRule MERE] BB L T IEELY,

Next] #71)wv o L%,
BRI\ FOREBICKY . RICRRSNZBEEHARGZVET, TO7 71 IVDBEICEDERESEIRVEREETVET,

I—IVEM (ACLRED «¥— )
FACL Configuration Wizard] IZC ACLD/\ry b2 A THEIBE LTz, &/ v FOACLIY M UILHBF S ACLIL—)LDOEMEREZITNE T,

MAC ACL DFEE
MACACLRule #8&E L KT, TMAC) Z#IR — [Next] 7 U v L. LTFOBAE CHELZTTVE T,

L onfiguration Wizard

ACL Configuration Wizard

Access-List Assignment > Select Packet Type >> Add Rule >»> Apply Port

Please assign a sequence number to create a new rule.

@)Sequence No. (1-65535) |:| ()Auto Assign

Assign Rule Criteria

MAC Address ‘ | Ethernet Type | ‘ 802.1Q VLAN |
MAC Address
(® Any (® Any
() Host 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-AT-CC
Source = Destinati
_IMAC 11-DF-36-4B-A7-CC _MAC 11-DF-36-4B-AT-CC
Wildcard [11-DF-36-4B-A7-CC Wildcard [11-DF-36-4B-AT-CC
Ethernet Type
Specify Ethemet Type Please Select ||

Sl I
Etemel TyeMesk 0-0FFFE) [ ]

802.1Q VLAN

Cus Flease Select| v

Y —

Action (@) Permit () Deny

Mext

Back ‘

11-19  ACL Configuration Wizard B (Extended MAC ACL)
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11E  ACL(ACL#%BE

E)

BEICFRRENDEE !

EH

A

Sequence No.

= AEBBEEELED,
FAuto Assign] ZI8ET B&. TDIL—IUITRH L, =TV ABSEZBE T 1 LET,
- ERERIREEMA 1 1-65535

Assign Rule Criteria

Source

FETOMACT RLAEIEELE T,
« TANY -2 TDRET T 7 1 v 71 EEIV—)UIciE > TEHRENE T,
- THost) - XETTRAMDMAC 7 RLAZASILET,
« TMACI - TWildcardl # 72 3 ANEIRATEEICA Y. EETTMACT RLAETA IV R A— REATT BT EN
TEEJ,

Destination

ZEHED MAC 7 RLRAAEIEELE T,
« TANY | -2TDRE ST 1w ZIER)IV—IUIcHE> TEHMESNE T,
- THost) -ZBHEARRA D MAC T RLAEASDLET,
« TMACU - TWildcardl # 7% 3 ANEIRATEEIC AW 3B MAC T RLRET AL RA—REANT BT EHNT
EEE

Specify Ethernet Type

A—Hxy baATEERLET,
- EIRAEL Taarp] lappletalk] Fdecent-iv] l'etype-6000 l'etype-8042 Iat] MMavc-sca F'mop-console] Fmop-dump
lvines-echo | Tvines-ipJ xns-idpJ Tarp.

Ethernet Type

A —Txy b2ATD 16 EHERIEELET,
[Specify Ethemet Typel FOw ATV UR S TA =2y b2AT7TO7 714 )VE&EIRT B & BEUIx 16 #EL
EHNEEMICATIENE T,

- FRTERIBEEIE 1 OxO-OxFFFF

Ethernet Type Mask

A —HZY b EATIATD 16 EREEIEELE T,
[Specify Ethernet Type) ROw ATV U MTA—T Ry b2 TT7O7 74 )VEEIRT &, B 16
BABBMICATIENE T,

- ERIEFIREERE  OxO-OxFFFF

CoS

CoS DfEZE A LE T,
- FRIEFIREEREA [ 0-7

VID

ACL)L—JVICEART B VIANID ALK,
. ERTERIBEEE 1 1-4094

Time Range

ACLIL—IVITBART 221 LL Y V2 EIBELE T, (32 XFLUA)

Action

RIV—IVCRITT BTV 3 v aERLET,
ZARAL - [Permit) [Deny]

[Next] Z271)w o LET,

Back] &7 1) w0 F2LRDN—IICRVET,
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E11E  ACL(ACLKEBED

IPv4 ACL Rule DEF&E
IPv4 ACLRule ZE8E LE T, Pv4] ZZIR — Next] Z7 U v 7 L. UTOBE CHRELZITVE T,

Al onfiguration Wizard
ACL Configuration Wizard

Access-List Assipnment >> Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

(@ Scquence Mo. (1 65535) |:| CiAuto Assign

Protocol Type [TCP I~ | (0-255) Fragments

Assign Rule Criteria

1Pv4 Address ‘ | Port ‘ | IPv4 DSCP || TCP Flag |
1Pv4 Address
®Any (®1Any
Onen  [] Onst [T

Source = Destination =

Port
Source Port

[Please Select [V] | | (0-65535) [Please Select [v] | | (0-85535)
Desfination Port

[Please Select [V] | | (0-65535) | Please Select [V] | | (0-65535)
1Pv4 DSCP

_IP Precedence | Please Select [ v |Value (0-7) l:l
@® =

ToS Please Select |~ |Value (0-15) |:|

()DSCP (063) [Please Select | v]|Value {0-53)|:|

TCP Flag
TCP Flag[_Jack []fin ["|psh [rst ["]syn []urg
Action (®) Permit () Deny

Back i Next

11-20 ACL Configuration Wizard Bl (Extended IPv4 ACL)

BEEICRTINSER !
HE A
Sequence No. = U RESEEELET,

FAuto Assign] ZIEET 5 & CD/L—)bicxt L, Y—Tr VX EBEESZBE T/ LK,
- REAIREERM 1 1-65535
Protocol Type 7OV OBEA LTI SERLE T,
- [TCPJTUDPJTICMPJTEIGRP (88)J FESP (50) JGRE (47)]TIGMP (2) ] TOSPF (89) JTPIM (103)JT'VRRP (112)J [P-in-IP(94) |
IPCP (108) J TProtocol IDJ TNone
- WValue) - 3#RLz 70 M D)VOFBEICK>TE 7O M OJVICEET 28E (D% ZADHRICATIT 2HE
NHUET, TDBE. BOAICHAHHIRE (0-255%) ISFRLTAHILTLLIZEL,

- TFragments) - /N7y b 7S50 A Y T4 VA BEEHBHEITIEELE T,

BHRLZ70 M VTR RRENZBEEHNELG Y £, UTORRBEZBBLTIEEL,

5E SHER

Source RETDT7 RUAERBELET

o TANY -2 TORETN T 7 1 v 7ERIb— IVt > TEHMEENE S,

« [Host) - XETRAMDIP 7 FLRAZADLET,

- NIPJ- TWildcard] # 7 3 VHBIRAJEEICE Y £, TAIVRA—REFERLGEETIP 7 FLAY IV —T%
ANLET, Ev b1 DEHNERIN. 0B INET,

Destination DT NLUAZEIELE T,

< TANY ] -2TD5HE NS T 1 v ZIERIV—IVITHE> TEHMRETNE T,

« THost]) -ZBHRAPDIP T FLAZATILET,

- NP - TWildcard) # 72 3 VHNEIRATEEICEY £9, DAV RA— REBRLTEEIP 7 RLAYZIL—T%EA
ALET, Ev ML 1 OEHIEEIN. 0 HRBINE T,
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11E  ACL(ACL#%BE

E)

EH

A

Source Port

[TCP/UDP 7 2iREsICFRR] RETTR— FDEZIEELE T,
- = -IEEDR— b ESHEREINE T,
« DI-HEER— PEUEREVR-MOEREINE T,
« [<-BER— P RYNEVR— FOBERENET,
- [# - 1BER— MIBA TN ThUANDR— FHMERENET,
- [Range|-18%E LTcth L&) DR— b ESOHEEHNMEREINE T,
FESHEWVSAIFIEERICFE CIERE CEE T,

FOy 7ET )X MERT 58— b

Destination Port

[TCP/UDP 7 2iREFICHRIR] 385K — hDEZIEE LT,
- = -IEEDR— b ESHEREINE T,
« D>I-HEER— PEUEREVR-MOEREINE T,
« [<-FBER— P KYNEVR— DBEREINET,
o [# - 1BER— MIBA TN ThUANDR— FHMERENET,
- TRange] - 5% LIc#ash L&Y DR— b ESOBEMEREINE T, FOv TLT VX MERYT 5KR— b
ESHEVSRIFEERICFE CIEE CEE T,

Specify ICMP Message Type

(ICMP 7 4Rl 2= 7R]
BT ICMP X vt —IDIEEEIEELF T,

ICMP Message Type

(ICMP 7% #&4REF | 2=7R]
ICMP X v & — Y DIEFEZIEE LG WSE. FEITICMP X vt —VBEOMEZIRELE T,
ICMP X — YV DIEENMEE SN TV SI5E. BEICHENATENE T,

- EREPIREERM [ 0-255

Message Code

[ICMP 7 ZEIREF I CRIR)
ICMP X v =Y DIEEZIEE LEWEE. FEITAY—Y0—FEEELE T,
ICMP X v —Y DIEENMEE SN TWVSBEE. BEICHENANTINET,

- ETEAIBEERE 1 0-255

IP Precedence

IPELEEEELEXT,
- 3EIREY 1 0 (routine) ] 1 (priority) | T2 (immediate) | 3 (flash) ] 4 (flash-override) | I'5 (critical) J
6 (internet) J 17 (network) |
- Valuel - IPBREEASILET, (0-7)

ToS IP B ocEA EIR%. £RT S [Mype-of-Service| (ToS) DEXELUTHSIEELE T,
- BEREL © Tnormal (0)J Tmin-monetary-cost (1) M'max-reliability (2)J Fmax-throughput (4)J T'min-delay (8)
- [Value] -ToSfBZ AN LET, (0-15)
DSCP AT % DSCPEZEIRL £,
- Tdefault (0)J Taf11 (10)J Taf12 (12)J Taf13 (14)] Taf21 (18)J Taf22 (20)J Taf23 (22)] Taf31 (26)] Taf32 (28)] laf33
(30)J af41 (34). Taf42 (36)] af43 (38)] I'cs1 (8)J ['cs2 (16)1 Tes3 (24)] T'es4 (32)1 Tes5 (40)] ['cs6 (48) 1 Tes7 (56)]
lef (46)
- [Value) - DSCP e A LE T, (0-63)
TCP Flag (TCP 7% 5&iRES I R)
TCP 750 =RIV—IVICED BHE. ZEADT 2 JICF v I ZANEKT,
- BERAE : Tackd Tind Tpshl Trst) Tsynd Turgl
Time Range ACLIL—IVITER T 5214 LL > IVa%IEELE T, 32 XFLUA)
Action FIV—IVTRITTBT7 7 avx&ERLET,

- FREL : TPermit] Deny]

Next] #271) w0 LET,




o
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E11E  ACL(ACLKEBED

IPv6 ACL Rule DEF&E
IPv6 ACLRule ZE8E LE T, Pv6] ZZIR — Next] Z7Uv 7 L. UTOBE CHRELZITVE T,

. onfiguration Wizard

ACL Configuration Wizard

Access-List Assignment > Select Packet Type >> Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

@Sequence No. (1-65535) [ ] Cwutonssign

Protocol Type |TCP ﬂ| | | (0-255) Fragments

Assign Rule Criteria

IPv6 Address | ‘ Port ‘ ‘ IPv6 DSCP ‘ ‘ TCP Flag ‘ ‘ Flow Label

IPv6 Address
(& Any (® Any

() Host 2012::1 () Host 2012::1
Source _ Destination __
(O IPvE 2012::1 () IPvE 2012::1

Port
Source Port
|Please Select [V]|| | (0-65535) | Please Select [V] | | (0-65535)
Destination Port|Please Select [
[Please Select [v] | | (0-65535) | Please Select [v] | | (0-65535)
IPv6 DSCP
(®) DSCP (0-63) [Please Select  [~v] | |
(O Traffic Class (0-255) |
TCP Flag
TCP Flag[ Jack []fin [ psh [Jrst []syn [Jurg
Flow Label

R —

Action (@) Permit () Deny

Back || Next

11-21 ACL Configuration Wizard EIE (Extended IPv6 ACL)

BEICRRENDIEE !
185 Bz
Sequence No. V= AESERELE T,

TAuto Assign] ZI8ET A& CDIV—IUTH L. =TV ABBSZBI T/ Y1V LET,
. ERERIREEMF 1 1-65535
Protocol Type 7O VOFEBELUTHSEIRLET,
. [TCPJ TUDPJ TICMP] 'Protocol IDJ TESP(50)] F'PCP(108)] 'SCTP(132)J 'Nonel
- Waluel -3BIRL270 FVORBEEICK > TE T 0O b JVICEHET 28E (D) HHDMMICATIT 2HE
NhUET, TOE, MOGICHHHIRME (0-255%) ITERLTAALTLIZEL,
- [Fragments) - /N7y F 7S50 AV N T4 VA ZEHBHBEITIBELE T,

BIRL72 70 M IVCKYRRENZEEHNELG Y £T, UTORTRBERZSBLTIIEEL,
BE PE
Source RETT RLAERELET,

- TAny) -2TORET N Z 7 1 v ZIERIV—)VITHE > TRMES NE 7,

- Host] - F#ETRAMDIPV6 7 RLAZASTILET,

« TIPv6] - TPrefix Length] HMEERIREICAW £, EETIPV6 7 FLRETL T4 v I AEZANILE T,
Destination 5847 FLUAZIBELE T,

- TAny) -2TDEE T 7 1 v TIERIL—)VITR > TEHRENE T,

- Hostl -ZBHARA D IPV6 7 RLAZASTILET,

« TIPv6] - TPrefix Length) DMEERIREICIZ ) F9, 58 IPV6 7 RLRET L T4 vV AREATILE T,
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11E  ACL(ACL#%BE

E)

EH

A

Source Port

[TCP/UDP 7 2iREsICFRR] RETTR— FDEZIEELE T,
- = -IEEDR— b ESHEREINE T,
« DI-HEER— PEUEREVR-MOEREINE T,
« [<-BER— P RYNEVR— FOBERENET,
- [# - 1BER— MIBA TN ThUANDR— FHMERENET,
- [Range|-18%E LTcth L&) DR— b ESOHEEHNMEREINE T,
FESHEWVSAIFIEERICFE CIERE CEE T,

FOy 7ET )X MERT 58— b

Destination Port

[TCP/UDP 7 2iREFICHRIR] 385K — hDEZIEE LT,
- = -IEEDR— b ESHEREINE T,
« D>I-HEER— PEUEREVR-MOEREINE T,
« [<-FBER— P KYNEVR— DBEREINET,
o [# - 1BER— MIBA TN ThUANDR— FHMERENET,
- TRange] - 5% LIc#ash L&Y DR— b ESOBEMEREINE T, FOv TLT VX MERYT 5KR— b
FESHEVGRIFIEERICFE CIEBE CEET,

Specify ICMP Message Type

(ICMP 7 $#4REF | 2=7R]
AT S ICMP X vt —IDIEEEIEELE T,

ICMP Message Type

[ICMP % 3&IRES IC K]
ICMP % vt —Y DRBEAIEE LEWEE. FHTICMP X v —IBEOREEIEE LT T, ICMP Xv4—ID
BEMEESNTVSHBE. BEICHEBENANIEINE T,

- ERERIREFRE 1 0-255

Message Code

[ICMP %3 &IREF IC K]
ICMP 4 vt —Y DIEEARIEE LIEWNEE. FEITCA Y=YV O—REIEELE T, ICMP A vt —I DIBEHETE
TNTWVBHE. BEITHBNIANTNE T,

- SRTERJREFRE 1 0-255

DSCP

{9 % DSCPEAEIRL £ T,
. Tdefault (0)J Taf11 (10)J af12 (12)J Taf13 (14)J Taf21 (18)J Maf22 (20)1 Faf23 (22)1 Taf31 (26)1 Taf32 (28)] laf33
(30)1 Taf41 (34)J Maf42 (36) ) Taf43 (38) 'cs1 (8)1 Tes2 (16) 1 ['es3 (24)1 T'es4 (32) 1 Tes5 (40) ] Tes6 (48) 1 Tes7 (56) )
lef (46)
- ValueJ -DSCP EZ AN LE T, (0-63)

Traffic Class

FoTav I ISREE NS T AT I TADIAVEZATILET,
- ERTEPIREERM [ 0-255

TCP Flag

[TCP % FEIRBFIC R
TCP 72 7RIV —IVICEDZI5E. ZHEDTZ7ICF Ty IZANET,
« ZREL  Tacky Tfind Tpshl Trst) Tsyn) Turgl

Flow Label

7A=NLDEEZADLET,
- REFJAEFEHE - 0-1048575

Time Range

ACLIL—IVICBRT 221 LL Y VREIBELR T, (32 XFUR)

Action

RIV—IVTRITTBT7 73 v EERLET,
- JEIREE : Permit) Denyl

Next] 227w LEXT,




E11E  ACL(ACLKEBED

RE)

R—FERE (ACLEREV Y —F)

F'ACL Configuration Wizard] |

CCBAT SR FOREETVET,

L onfiguration Wizard

From Port

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Which port{s) do you want to apply the Access-List?

To Port Direction

[eth1i0/1

[v] [ethti0rd

4] [in 2]

11-22  ACL Configuration Wizard EIE (Apply Port)

Back ‘ Apply

BEICRTIEINSIER !
HE B
From Port/To Port BET HR— bDEHEEEELET,
Direction FAEEELE T,
« JEREE Ty

Mpplyl Z#21)w o LT,

REABZBERALET,

ACL Access List (ACL7Z7 1AV RFE)

ACLT7 2RV FDFRE. Tna{TW\ET,

ACL > ACL AccessList DIEICAZa2—%=27 v o L, UTFOBEEZFRR-LET,

ACL Access List
M eoauss [ | Oacinme
Total Entries: 5

Standard IP ACL Disabled Edit
Zmﬂ E-].F‘ Extended IP ACL ‘m ﬂ) Disabled Edit Delete
8000 E-MAC Extended MAC ACL 10 10 Disabled
13000 E-IP6 Extended IPv6 ACL 10 10 Disabled
EEREE] 1
S-P (ID: 1) Rule |C!ear All Cnunier“ Clear Counter || Add Rule
m“—
permt
[ EE K EE T =
11-23 ACL Access List EIE
HICKRREINAIER !
5H A
ACL Type ACL 707 74 )VODIEEEERLE T,
- ZIRAEL  TAIL TIPACLY TIPve ACLJ TMAC ACLJ
D ACLID ZASILE T,
RERAEEREA | 1-14999
ACL Name ACLEZEANDLET, (32 XFLIA)

[Find) #7)wv o L, AAALTBEREREICTV M) EBRERLET,
AddACL) 2wy L. ILWACL 707 7 1)L EERLLE T,

Edit) #2Jwv o LT, BE

I Y OREZEITVE T,

Delete] 22Uy U F2EIBEDT Y MU ZHIBRLET,

ACLIL—IVDIERE « B>~ 2 DEIRR
[Clear All Counter] &7 1w o L, #RENEIRNTDOAY > ZIEREEELET,
[Clear Counter] &2 1) w o L, BRENIAEEIV—ILDA TV 2 IERZHEELE T,

ACL 707 7 AU Ib—IVEBINT 235E

 ACL 707 74 )L 3R%E TAddRulel #2717 LET,

BHDODR—IDEFEET 556, N—VBESEZ/EL T [Go) 27 v 7T 5T ETREDN—INEH TCEET,
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BIE

ACL (ACLIREDERTE)

ACL DiRE

BIFED ACL ZiRET 2158lE. 77 EAUX O TRdit) 27U v o Lo LTFOBEE CREZITVET,

ACL Access List
N ca L0 2 R —
Total Entries: 5
= = ——
Standard IP ACL Dlsabled [¥] Apply Delete
m E’P Eﬁt@ﬂﬁﬂﬁ*ﬁm “9 1 m : I ” . I Edit I Delete
6000  EMAC Extended MAC ACL 10 10 Disabled [ Edit Delete
1000 $IP6 StandardPYSACL 0o © Disabled O e ][ oelete |
13000 E-IP6 Extended IPv6 ACL 10 10 Disabled
EEEREE =
P (ID: 1) Rule [Ctear Al counter|[ clear Counter || add Rule
““—
OS] 1 ) |__||_\ &

11-24 ACL Access List (Edit ACL) &

AElICRREINZIEE :
1B SHEA

Start Sequence No. V=TV ADRBESEAILET,

Step V=G URBEBEDATY T (AT IAURN) BEASILEY,
) =7 ADEESH 20, AT v TEH S5 DHEE. BEDY—7 2 AESIE 25, 30, 35, 40 &5V ET,
. %ﬁﬁiﬂﬁ%éﬁ 1 1-32
- HIHAME 1

Counter State VAl VN bﬂ'?"/ IVEBEM/ ENCHRELET,

Remark ACLOF T a3V FREANDLET,

MApply) ZZUwo L, BEEBEBLET,




E11E  ACL(ACLKEBED

o
3

ACL 707 7 1 IVDYER
TAddACL) Z27 Vw79 2E UTOEENARTENET,

Add ACL Access List

ACL Type Standard IP ACL [v]
pateon [
ACL Name

Mote: The first character of ACL name must be a letter.

11-25 Add ACL Access List (Standard IP ACL) &

EECRRNEINSIEE !
=[S Bk
ACL Type ACL 7O 7 71 )ILDREEZFIRLE T,
- BIRE
[Standard IP ACLJ lExtended IP ACLJ [Standard IPv6 ACLJ TExtended IPv6 ACL| lExtended MAC ACL |
D ACLID ZASILET,
Standard IP ACL D354 : 1-1999

- Extended IP ACL @i%u 12000 - 3999

- Standard IPv6 ACL D354 : 11000 - 12999

- Extended IPv6 ACL D354& : 13000 - 14999
Extended MAC ACL D354 : 6000 - 7999

ACL Name ACLEZEANDLET, (32 XFLUA)

Mpplyl] 22U w2 LT, REANBZBALET,

Standard IP ACL GEE IPACL) DRE
ACL 707 74 )LC IStandard IP ACL) AR LIZIBEDREICOWVTERELEY,

ACL > ACL Access List EIE ¢, Standard IPACL T> ~1J® TAddRule] #21J)wv o7 L9,

Add ACL Rule

D 1

ACL Name S-IP-ACL

ACL Type Standard IP ACL

Sequence No. (1-€5535) l:l (Ifitisn't specified, the system automatically assigns.)

Action (@) Permit () Deny

Match IP Address
®) Any ®Any
SN e — Ovest [
Source Desfination
wideara [0 ] | e
Back H Apply
11-26 Add ACL Rule (Standard IP ACL) Eim
BEEICRTINSER !

BE SrER

Sequence No. ACLIV—=IVDY = Y ABBSZIRE LT T, EEEELEVEE. BENICESHIIVIRONE T,
- SRTERJAEHRM  1-65535
Action K=V CERTTSH7 7Y 3 =ERLET,
« JEIREE  [Permit) Deny

Source EETD7 FLAZIBELTT

« TANYI-2TORET N7 « v 7R —)VICRE > TRMEE N E T,

« MHost] -XETTRA D IPT7 FLRAZEATILET,

- [IPJ- TWildcard) # 7% 3 VHNEIRETREICIRV E S, DAL RA— REERL CGXETIP 7 FLRIIV—T%
ABLET, Ev bME T DESMERIN. 0HBHINET,
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E1E  ACL(ACLEEBEDEHTE)

L= i

Destination DT KLU AEIBELET,
« TANY -2 TDRIE ST 1y ZIERIV—IUICHE> TRHMESNE S,
- THost) -ZBHRAMDIP 7 FLAZANDLE T,

HLET, By I 1 DENMBEREN. 0DHEINET,

« NP1 - TWildcard) 772 3 VHOBHRPIRRICEV £ T, TV RA— REFEBLTHEEIP 7 FLAVIL—T%ZA

Time Range ACLIL—IVICBRT 221 LL Y VRZEIBELE T, (32 XFUR)

[Applyl ZZUw o LT, &REEBREALET,

Extended IP ACL (#:3R IP ACL) DF&E
ACL 707 74)U T lExtended IP ACL) HEIRLIIBEDHREICDOWNTEHBALE T,

ACL > ACL Access List BIE C. Extended IPACLDIT> ~J®D TAddRule] 7 1 w7 LET,

Add ACL Rule
1D 2000
ACL Mame E-IP-ACL
ACL Type Extended IP ACL
Sequence Mo. (1-65535) I:I (If itisn't specified, the system automatically assigns.)
Action (® Permit () Deny
Protocol Type |TCP ﬂ” | (0-255) Fragments
Match IP Address
@Any ®@any
ST N e— Ovest [
SO e I T o Tl
wioeaa [ ] whecars [
Match Port
Source Port
|Please Select [V] | | (0-65535) | Please Select [V] | |(0-65535)
Destination Port| Please Select |[v|
[Please Select [V] | | (0-65535)| Please Select [v] | | (0-65535)
TCP Flag [Jack [Jfin []psh [Jrst [ |syn [ |urg

IP Precedence| Please Select E Value (0-7) I:l
.;i;. 5

ToS Please Select [+ Value (D—15)|:|
(ODSCP (0-63) |Please Select [v] Value (MS)l:I

Back

Apply

11-27 Add ACL Rule (Extended IP ACL) [E/mE

BEICKRRENDIEE :

BE B

Sequence No. V=V RABSEIBELE T, BAEELGEWVES. BENICESHEIVIRSNET,
- EREAIBEERE 1 1-65535

Action RIV—IVCRITT BT 02 3 v EERLET,
- EIREY : TPermit] TDeny

Protocol Type 7OV OFEEE LTI SEIRLET,

(94)] TPCP (108) J Protocol IDJ 'None

- TFragments] - /N7y TS TA Y R T4 L2 & BOHEHEICEELE T,

- [TCPJ TUDPJ TICMP]J TEIGRP (88) TESP (50) TGRE (47)J TIGMP (2)J TOSPF (89) TPIM (103)J TVRRP (112) TIP-in-IP

- [Valuel - BHR U770 b )VORBEICK > TII 7O S VICBIET 281E (ID%) ZHDRICANT 24E
BHNET, TOBE WOBICHBHHIRIE (0-255%F) [SEBLTATILTIREL,
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E11E  ACL(ACLEEBEDHRTE)

BERLETONDVCKYRTENSEEDEGZVE T, UTORTEEEZSRLTILEL,

BEICRTENDER !

EH

ELis

Source

KETOT RLAFERELET
< TANY ] -2TOEET NS 7 14 v ZIERIV—IVICHE> TRHBRENE S,
« THost] -3* ST RAMDIP 7 RLAEADLET,
- NP - TWildcard) # 7% 3 VHNEIRATEEICEY £9, DAV RA—REFBLGEETIP 7 RLRYIL—T%
ANILET, v ME T DBENERIN. 0 HDEERINE T,

Destination

FEAEDT L AZIBELET,
< TAnyl-2TD5E 57T « v 7 IERIV—)VITHE> TR NE 9,
« THost] -385ERAFDIPT7 FLAZADLET,
« TIPJ- TWildcard) # 72 3 VHSBIRATREICIZ W £, TAIL RA— REERLTHEIP 7 FLRZIL—TZA
HLET, By ME 1T DEHNEREIN. 00FRHEINET,

Source Port

(TCP/UDP % BHRESICHRIR] X ETTR— hDEZIBELE T,
c [=]-IEDR— FESHEREINET,
« I>I-EER— LV EREVR— IHERAEINET,
< T -FBER— P L YNEWVR— FOMERAEINE TS
< T#]-1BER— MIRAETN. TN UNDOR— FDMERENET,
+ TRange] - #8E LIt L&D DR— hESOBENMEAEINE T, FOY TE2TY U R MGERT H5K— bk
HSHEWSEIZEEMICFIH CIEECEL T,

Destination Port

(TCP/UDP % BREFICHRIR] 3855 R— hDEZIEELE T,
c [=-IEDR— FESHERAEINET,
« I>I-EER— P KV EREVR— POERAEINET,
< T -EBER— P L YNEWR— FOMERAEINE T,
< T+ -1BER— MIRAETN. TN UNDOR— FDERENET,
« TRange] - #8E LIt L&D DR— hESOBENMEAEINE T, FOY TETY U R MERT 5K— b
HSHEWSEIZEEMICFIH CIEECEL T,

Specify ICMP Message Type

(ICMP 7 #4REF | 2=R]
AT ICMP X v =V DRBEEEELE T,

ICMP Message Type

(ICMP 7 $#REF | 2=R]
ICMP X v £ —2 DIEEEEIETE LG WEE. FEICICMP X vt —VEBEOMBEIEELE T, ICMP Ay E—TD
BEMEESN TV SI5E. BEICRENANENET,

- EREFJREERM [ 0-255

Message Code

(ICMP 7 4RI =R]
ICMP X v £ —Y DFEEZIEE LIEWISE. FEICA Y E—II—RFERELE T, ICMP X v —I DIBENEE
ETNTVBIHE. BEICHENATTENET,

- EREFIREERMA [ 0-255

TCP Flag

(TCP 7 & REF I CRR]
TCP 75 VBRIV —IVICEDBIHE. ZEADTZJICF T v I EANET,
- BIREY - Tacky Tfind Tpshl Trst) TsynJ Turg

IP Precedence

P ELBZIEELET,
- EREY 1 T0 (routine) | T1 (priority) | 2 (immediate) | I3 (flash) | T4 (flash-override) | T5 (critical) |
I'6 (internet) ] 7 (network) J
- [Valuel - IPBREBEASDLET, (0-7)

ToS IP BoelE% & IR%E. AT [Mype-of-Service | (ToS) DEXEUTHSIEELE T,
« EIREY - Tnormal (0)J M'min-monetary-cost (1) ] Fmax-reliability (2) Fmax-throughput (4)] min-delay (8)
- [Value) -ToSEZ AN LET, (0-15)
DSCP Y % DSCP B ERL £ 7,
. [default (0)J Faf11 (10)J Faf12 (12)J Faf13 (14)J Taf21 (18)J Taf22 (20)J Taf23 (22)] Taf31 (26) laf32 (28)] laf33
(30) Taf41 (34) Taf42 (36) ] Taf43 (38) cs1 (8)) F'cs2 (16) 1 Tes3 (24)] Tes4 (32) 4 Tes5 (40)J ['es6 (48) 1 Tes7 (56)
lef (46) ]
- [Value) -DSCPEZASILE T, (0-63)
Time Range ACLIL—)VICEAT 221 LL > YaEIBELE T, (32 XFURW)

Mpplyl 2w o LT,

REZBHALET,
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E1E  ACL(ACLEEBEDEHTE)

Standard IPv6 ACL (iZ# IPv6 ACL) D&TE
ACL 707 7 1)L C IStandard IPv6 ACL] %33R LT EDREIC DWW TERBELE T,

ACL > ACL Access List B/E C. Standard IPv6 ACLDOT> kU TAddRule] =7 U w7 LET,

Add ACL Rule
1D 11000
ACL Name S-IPG-ACL
ACL Type Standard IPvG ACL
Sequence Mo. (1-65535) I:l ({If it isn't specified, the system automatically assignz.)
Action (@ Permit () Deny

Match IMvé Address

(@) Any (@) Any
(iHost 2012:1 (JHost o121
Source Destinati _
IPvG ED12‘.'1 (IPvE 201221
prtLangn [ ] promcLengin [ ]

Back |

Apply

11-28 Add ACL Rule (Standard IPv6 ACL) B

BEICRTIINDIER !
1EE B!
Sequence No. V=V RAESEIEELE T, BEEELGAVEE. BENICESHEIVIRSNET,
- EREFIREHMF 1 1-65535
Action KIV—=IVTRITTBT7 7Y avEERLET,
« BEREL : Permit) Deny]
Source KETT FLURAEEELET,

« TAny ] -2TOREET NS T 1w ZIER)V—IVIHE D TRHMERESNE T,
- [Host) - ZFETRALDIPV6 7 RLAEASLET,
- [IPv6] - TPrefix Length) AEERIREICZY £, EKETIPVO 7 RLRAETS L T4 v I ARZASILET,

Destination 47 FLAZIBELE T,

- TAny] -2TDEE NS T 1 v TIERIV—)VITHRE> TEMESNE T,

- THost) -BHARRA LD IPV6 7 RLRAEASILET,

- TIPv6] - TPrefix Length) AMEERIBEICE W £9, 585 IPv6 7 RLAETL T4 v 7V AREANDLET,

Time Range ACLIL—IVICBRT 221 LL Y IVZEIBELE T, (32 XFUR)

MApplyl 227w o LT, RENBZERLET,

172



E11E  ACL(ACLKEBED

Ko

Extended IPv6 ACL (#i3E IPv6 ACL) DEEE

ACL 7O 7 74)LT

lExtended IPv6 ACL| Z3#IRLIZIZEDREICDOWVTEHRBLEY,

ACL > ACL Access List BIE ¢. Extended IPv6 ACLOI> kU TAddRule] #271) v LEY,

TCP Flag

Add ACL Rule
D 13000
ACL Name E-IP6-ACL
ACL Type Extended IPvG ACL
Sequence No. (1-€5535) l:l ({ifitisn't specified, the system automatically assigns.)
Action (@) Pemmit () Deny
Protocol Type |TCP ﬂ” | (0-255) Fragments
Match IPv6 Addrass
® Any @ Any
(_JHost 20121 (_JHost 201221
SOUICE g po12:1 C N Cipve
prebcLengi [ | profLengn [ |
Match Port

Source Port  |Please Select |v|
Destination Port| Please Select [+

@ DSCP (0-63) Please Select |v] Value (0-63) [ ]
OTraficClass (¢285) [ |

Flow Label (0-1048575) |:|
Time Range

[Please Select [V] | | (0-65535) | Please Select [V] | |{0-65535)

[Please Select [v] | | (0-65535) | Please Select [v] | |(0-65535)

[Jack [Jfin [Jpsh [Jret [Jsyn [Jurg

Back ‘ | Apply

11-29 Add ACL Rule (Extended IPv6 ACL) EIE

BEEICRTENDIEE !

HE

Bl

Sequence No.

VU AEBSERELET, BEEELAEVEE. BENICESHEIVIRONET,
- EREFJREEF 1 1-65535

Action

KIV—IVCRITT 277 a7z ERLET,
- EIREY : TPermit] Deny

Protocol Type

7OV 0REBELUTHSEIRLET,
. [TCPJ TUDPJ TICMPJ [Protocol IDJ [ESP (50)1 FPCP (108) | 'SCTP (132)] 'Nonel
- Value) -3BIRL7=70 F2JVDBEICK > TE T O M OJVICEET 2818 (ID%) ZHEDHRICATIT 208
DU ET, ZOB. HMOGICHAHRME (0-255%) ICFELTADLTLREL,
- TFragments] - /N7y TS TA Y R T4 L2 & BOHEHEIEELE T,

BRLEO M VICK Y RRENBZEENEGTVE T, UTOXRTEELZSRL LT,
BEICRRINSIEER !
1BH B

Source EETT FLRAEIRELE T,
< TAny) -2TDXEET ST 74 v 7IERIV— VRS> CTRMEENE T,
- MHost) -XETTRA MDD IPV6 7 RLRAEASILE T,
- [IPv6] - TPrefix Length) DMEERIREICIZ ) &, XETIPV6 7 FLRETL T4 v I AEREANILET,

Destination 57 FLUAZEBELE T,
« TAny) -2TDRE ST T 4 v 7IEFRIV—) VRS> CTRHMBEENE T,
- THost] - ZBHARA D IPv6 7 KL AZASILE T,
- TIPv6] - TPrefix Length] HMEERIBEICHE W E T, 585k IPv6 7 FLAET LT 4 v 7 AREANDLET,
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11E  ACL(ACL#%BE

E)

EH

A

Source Port

[TCP/UDP 7 2iREsICFRR] RETTR— FDEZIEELE T,
- = -IEEDR— b ESHEREINE T,
« DI-HEER— PEUEREVR-MOEREINE T,
« [<-BER— P RYNEVR— FOBERENET,
- [# - 1BER— MIBA TN ThUANDR— FHMERENET,
« TRange] - 5% LTciash L&Y DR— b ESOBEMERENE T, FOv TLT VDX MERYT ZKR— b
FESHEWVSAIFIEERICFE CIERE CEE T,

Destination Port

[TCP/UDP 7 2iREFICHRIR] 385K — hDEZIEE LT,
- = -IEEDR— b ESHEREINE T,
« D>I-HEER— PEUEREVR-MOEREINE T,
« [<-FBER— P KYNEVR— DBEREINET,
o [# - 1BER— MIBA TN ThUANDR— FHMERENET,
- TRange] - 5% LIc#ash L&Y DR— b ESOBEMEREINE T, FOv TLT VX MERYT 5KR— b
FESHEVGRIFIEERICFE CIEBE CEET,

TCP Flag

[TCP 7 #REF T K]
TCP 75 7RIV —IVICEDZIHE. ZHEDTZIICF Ty I ZANET,
- 3EIREY : Tack) Tfind TpshJ Trst) TsynJ Turgl

Specify ICMP Message Type

(ICMP 7% 53Rl 2]
BT ICMP X vt —I DIEEEIEELE T,

ICMP Message Type [ICMP 7% 334REF(C 5=
ICMP X v v —I DIFEAIRE LEWGE. FEITICMP A v v —IEEOBERIEELE T, ICMP X v t—ID
BEMEEIN TV SIHE. BEICHENATIEINEKT,
- EREPIAEERMA [ 0-255
Message Code [ICMP 7% 334REF(C5=RT]
ICMP A v —Y DIEEZIEE LIGEWEE. FETA v —YO— FEIEELET, ICMP X vt —IDIEEHIEE
TNTWBHEG. BEICHEBENATIEINET,
- ERTERIBEEDM © 0-255
DSCP 5T % DSCP 8% ZERL £ 7,
. [default (0)J Taf11 (10)J af12 (12)J Taf13 (14)J Taf21 (18)J Maf22 (20)1 Faf23 (22)1 Taf31 (26)1 Taf32 (28)] laf33
(30)1 Taf41 (34)J Maf42 (36) ) Taf43 (38) 'cs1 (8)1 Tcs2 (16) ) T'es3 (24) ] T'es4 (32) 1 T'es5 (40) ] Tes6 (48) 1 Tes7 (56) )
lef (46)
- IValue |- DSCP A ASILET, (0-63)
Traffic Class NS TA VI RMBESNT T v T T TADIAVEZATILET,
. ERTERIBEFDF © 0-255
Flow Label 7aO—IN)LDEEASILET,
- RTEAIBEEF 1 0-1048575
Time Range ACLIV—IVITERT 2214 LL Y VREEELE T, 32 XFLUA)

MApplyl =21 w2 LT,

REZBERALET,




E11E  ACL(ACLKEBED

RE)

Extended MACACL (#i:3& MACACL) DE&E
ACL 7A7 74U Textended MAC ACL) %3#IR LTIBEDREICDOWNTERBBLE T,
ACL > ACL Access List BIE ¢. Extended MACACL DT> bJD TAddRule) #2 1)wv o LET,

Al A =

Add ACL Rule
1D 6000
ACL Name E-MAC-ACL
ACL Type Extended MAC ACL

l:l {Ifitisn't specified, the system automatically assigns.)

(@) Permit () Deny

Sequence No. (1-05535)
Action

Maich MAC Addiess

®Any (@ Any
(Host 11-DF-36-4B-A7-CC () Host 11-DF-36-4B-A7-CC
Source Destination
(JMAC 11-DF-36-4B-A7-CC (_MAC 11-DF-36-4B-A7-CC
Wildcard |11-DF-36-4B-A7-CC Wildcard [11-DF-36-4B-A7-CC

Match Ethemet Type
Ethernet Type (0x0-0xFFFF) [ ]
Ethernet Type Mask [0x0-0xFFFF) |:|

Specify Ethernet Type

VID(1-4094)

Time Range

CoS Please Select| v |

Back ‘ | Apply

11-30 Add ACL Rule (Extended MAC ACL) EIE&

BEICRTENDER !

==

S&l

2]

Sequence No.

V=V AESEERELET, BEEELZVIZE. BENICESHEIVIRSNET,
- REFBEERMA [ 1-65535

Action

KIV—IVTCRIFTTBT7 0 avaERRLET,
- ZIRE : Permit) Deny

Source

FETDOMACT FLAZIBELE T,
< TANY1-2TORET T 7« v 7RIV — VI > TRMEE N E T,
+ MHost] -FETTRA FDMACT FLAZASLET,
+ TMAC] - TWildcard | 772 3 ANEIRFIBEICR Y. EETTMACT RLRAETAIVRA—FZANT BT LD
TELY,

Destination

5D MAC 7 RLAEIEELE T,
« TANY ] -2TDRHE NS T 1 v ZIERIV—IVITHRE> TRHMESNE T,
- Hostl -FBHARAMDMAC T RLAEANDLET,
- TMAC] - TWildcard] # 7> 3 ANEIRATREIC/Z U B MAC 7 RL X ET AV RA— REANIT BT ENT
TEJ,

Specify Ethernet Type

A=y bRATEERLET,
- EIREY Taarp ] Tappletalk] [decent-iv | etype-6000 ] letype-8042 ] Mat | MNavc-sca | F'mop-console | F'mop-dump |
lvines-echo] lvines-ip] Txns-idpJ larp]

Ethernet Type

A =Ty b2ATD 16 ELHEZ 0x0 D5 OXFFFF DRI CIRE L 7,

Ethernet Type Mask

[Specify Ethernet Typel TIBELTeA —H Ry b 24 FICEDE. BENICETGEBEHOANINE T,
A=Yy bEATRATD 16 EEHERIEE LE T, [Specify Ethernet Type) TIEELfcA —H X w 21 T
BEOE. BEMICBYREIAIENE T,

- RECJBEEEF  OxO-OxFFFF

CoS

CoS DIEZANILE T,
- REFRERA [ 0-7

VID

ACLJL—IVITEBRAY %5 VLANID ZA S L& T,
- EREAJBERCE 1 1-4094

Time Range

ACLIV—IVITEAT 221 LL >y YEIEELET. (32 XFLUW)

MApplyl Z21)w o LT,

REZBERLET,
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E1E  ACL(ACLEEBEDEHTE)

ACL Interface Access Group (ACLA V27 x—ART7 72X T IV—7)
ACLA VR TT—AT I RATIV—TDHRE. BraTVET,

ACL > ACL Interface Access Group DJEICA Z2—%& 27 ) v L. LTFOEEEZRRLET,

“ACCTterface Access Group

ACL Interface Access Group

From Port To Port Direction Action Type ACL Name
[etht01 [v] [eth10 [+ [in [v] [Add ] [lPACL  [¥] | |[ Please select |
e ewa | wea | e |
eth1/0/1
eth1/0/3

11-31 ACL Interface Access Group [EIE

BEICKRRENDIEE :

BH Eilis)

From Port/To Port RETBHR— FOHHEEIRELET,

Direction HEEEELE T,
« TR : MnJ TOutl)

Action ACLA VR ITT—AT IR IV—T%58/8BRLET,
- SERE  TAdd) Deletey

Type ACL OFfEfEA EIRLE T,
. IREE 1 TIP ACLJ TIPv6 ACLJ TMAC ACL

ACL Name TR A A=) A MEEASILET,
[Please Select] &7 v L. BEFEDOACL 7O7 71 IVAIEET DT EEBIRETT,

[Apply) ZZ U w2 LT, HEEZBREALET,

[Please Select] &2 1) w7 ¢ 2 EUTOBEENFRRENE T, fERLIZACL 70771 ILEFIRLET,

_

Total Entries: 2
B = B I~
S-IP-ACL Standard IP ACL
O 2000 E-IP-ACL Extended IF ACL
[ K &

11-32 ACL Access List Bm

BEOR—IDEFET 558, XN—VBESEIRELTC [Gol 27 v 7T 5 ETRHEDRN—INBHCEET,
RETHIVMUEERL 0K Z27Uv o LET,
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Bl125

Security (¥ 1) 7 #48E

=~

aX AE

)

128 Security (LF 21V 7 1 BEEDETE)

Ay avTEI—FT7HI N EEGTNAADEF 1) T A DREICDODVNTHRERLET,

LRI Security 7 A= 2 —0DFHRATT, HEISL T,

RE /BB /EBEZITOTIREL,

YIAZ2—

Bis

Port Security (R—hktF2 17 1)

R—bEF2 )T DREZTVET,

802.1X (802.1X EREF%7E)

802.1X URERREZ1TVNE T

AAA (AAA SB7E)

AAA DEREZETTVE T,

RADIUS (RADIUS 5%7&)

RADIUS DEREZITVNE T,

TACACS+ (TACACS+ &&%7E)

TACACS+ DFREZITVE T,

IMPB  (IP-MAC Port Binding / IP-MAC- K— kA1 > F 1 %)

IP-MAC R— b\ > T4 VT DREXRITVE T,

DHCP Server Screening (DHCP H—/\Z 7 1) —Z > J&7E)

DHCP H—N\RI ) —ZV T DFREETVET,

ARP Spoofing Prevention (ARP 2 /—7 1 > JBALEERTE)

ARP X =T« VI PhLEREZITVE T,

MAC Authentication (MAC 533E)

MAC SRREDREZ TV E T,

Network Access Authentication (v kT —%2 777 2 XE85F)

v RT—0T7 UL AREREETVES

Safeguard Engine (£—7A—FT>I>)

=T A— FI I VRERFVET,

Trusted Host (FZ X FRZ M)

PSS AR MREZTVET,

Traffic Segmentation Settings (> 71w I AV F— 3
»EGE)

FST 4w TAYT =2 3 VREETVET,

Storm Control Settings (A b—/A3d> bO—/LVE&E)

A b=LaY FO—ILOBEETVET,

DoS Attack Prevention Settings (DoS WE[1FERTE)

DoS WM ILREZTTVNE T,

SSH (Secure Shell DE&7E)

SSH (Secure Shell) DEFEHEITVNET,

SSL (Secure Socket Layer)

SSL (Secure Socket Layer) DFREXEITNET,

Network Protocol Port Protection Settings (% k77— 270 b+
VR— MREESRTE)

v hT—=270OF )R- MREREEITVE T,
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DR

B

E

)

Fefa2VU77r)

REZTVET,
M. XS MAC T

Port Security (R—

—hEF2UTaD
—hFa T
CTENTEET,

FLADKREE CHH A E21—RICDWVT, 8BE

R—bDSRY NT—=INTICRT B L%

Port Security Global Settings (R—
R=—btFa2UT DT IV —IVEEETVET,

Security > Port Security > Port Security Global Settings DJIE|C

FeF2UF0 50—\ IVERE)

70w L UTOEEEZRRLET,

12-1  Port Security Global Settings EIE

BHICRTENDER !

Port Security Trap Settings

Trap State () Enabled (s Disabled
Port Security Trap Rate Settings

Tia Rae ¢1000) I
Port Security System Settings

System Maximum Address (1-3328) |:| No Limit

HE |

B

Port Security Trap Settings

Trap State

UFa D2y THEBR/ ENIC

RELET,

P

ort Security Trap Rate Settings

1Mz D Ty T

_}'L.:—'—‘

DX/E
*D,Hﬂfﬁ 0

*D,Hﬂﬁé@ 0 ITERE

Trap Rate

LIzBE

BELET,

BESEF © 0-1000

CINRNTDEFI) T AEBRICSHLUTSNMP b5y THERENE T,

Port Security System Settings

FFRENBERAMACT K

No

System Maximum Address

_}'L:—'—‘

S E AT BEEDF

Limit] 7> avicFzv oz AndE. tF175 MACT
1-3328
. FJERME : TNo Limit) (&R

LAZEANDLET,
FLRADERBEOIERENE T,

L)

TApplyl Z2 w2 LT, RERBZBEALET,
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)

Port Security Port Settings (:;R— Ft+ 2171 K— FERE)
R—btFa1 U7 DR— FRELHEABDRRZITVET,

Security > Port Security > Port Security Port Settings DIBEICAZ21—%7 1) v o LT, UTOERZRRLET,

Port Security Port Settings

From Port To Port State Maximum (0-64) Violation Action Security Mode Aging Time (0-1440) Aging Type

[eth1/0/1 [v] [eth1i01 [v] [Disabled [v] B2 | [Protect [v] [Delete-on-Timeot v | | [Absolute [v]

I ] e R e B Lo e
eth1/0/1 32 Protect Delete-on-Timeout Disabled Absolute
ethiioz 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
eth1/0/3 32 0 Protect = Delete-on-Timeout Disabled o Absolute
eth1/0/4 32 0 Protect = Delete-on-Timeout Disabled - 0  Absolute
eth1/0/5 32 0 Protect = Delete-on-Timeout Disabled 0 Absolute
eth1/0/6 2 0 Protect = Delete-on-Timeout ~ Disabled = 0 Absolute
eth1/0/7 32 0 Protect = Delete-on-Timeout Disabled o Absolute
ethios 32 o Protect = Delste-on-Timeout  Disabled - 0 Absolute
eth1/0/9 32 0 Protect - Delete-on-Timeout Disabled o Absolute
eth/0ii0 32 0 Protect = Delete-on-Timeout Disabled - 0 Absolute

12-2  Port Security Port Settings E[f

HICRRENDIER -
1B B
From Port/ To RETBHR—FOEELZIEELET,
Port
State BER—MIBTZR—bEFa1) T HBEEES / ENIRELE T,
Maximum BER— I‘ THAIENDtF 175 MACT RLUADRREAIEELEY,
BIRESER - 0-64
. fIHAME : 32

Violation Action

BRICHLTCETIS7 73 ZBELEY,

. [Protect] - R—

FFa2 )T DTOACXTRERA MOS0/ y b ETRTIEELFETH

iEhoY hENEEA,

. [Restrict) - R—

FEeFa1UT A DTACATARERA MOSD/INT Y bEITNTHEL, X217 EBRELTHD Y

FLTYRTLOTICRERLET,

« [Shutdown|-tF 1171 BRHODBIFEITR—

TFa1UFTrBRELT

besvy bEDY L0 YRATLAOJICGERLED,

Security Mode

TFIVTAE-FEERLET,

MEED

. [Permanent] - I XTDOFEE L1z MAC 77
. [Delete-on-Timeout] - I XTDHFE L1 MAC 77

FLRAGFETI> M) ZHIRLAEVRVERENEEA.
FLRIEZALT T MK

Y BBRICHIBRE NS DN

FEICL

Aging Time

&

ET hTEEBFEIN RS

PIREEEH

0-1440 ()

BT RLRAIERTZI—I 00214 LEANLET,

Aging Type

I—“/“‘/ '7“@@’%5%?57@ L&ET,

. [Absolute] - R—

FEDTNTDT KL AL

IEES

NEEBZEBED LT FLAY X MY SHIBRENE T,

lApply) 21w o LT, 8&E

NEZEALET,
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Port Security Address Entries (K—brtF2UF 47 FLAIY MJKRE)
= EF1UFA 7 RLRAIY b JORE. BREFNET,

Security > Port Security > Port Security Address Entries DJEICAZ1—% 27 1) v o LT, UTOBEEARRLEY,

RO 1

Port Security Address Enfries

Port MAC Address VID (1-4094)
leth1i0l [v] [po-8457-000000 | []Permanent [

| Add || Delete || Clear by Port H Clear by MAC |
Total Entries: 1 Clear &ll
_m MAC Address Address Type Remaining Time {mins)

eth1/0/10 00-11-22-33-44-55 Permanent

Ih_ililhi_rfm

12-3  Port Security Address Entries [

HICRREINAIEE !
1HE Bl
Port RETHR—FEBELET,
MAC Address MAC7 FLXZAIILET,

[Permanent] # 7> avicFv A ANDE INTOFEE LI MACT FLAEFEHTIY MU AHBRLEWD
FRUBIBREINEE A,

VID VLANID 238 L £,

SYTERIRERDE | 1-4094

FAdd) &2 v o LT, ABLEBRICEDHLLWI Y MU EBMLET,

Delete] &7 1w LT, ADLFEEBERICEDCHLOLIY MU ZHIBRLE T,

[Clearby Port] &7 1w LT, BIRLIER— MEDKBEREBEELET,
[Clearby MAC] 21w o LT, BIRLIEMAC 7 RLRICEDIERAEELET.
[ClearAlll 7w LT, 7=V EDITRTOEREBELET,

BHOR—IDNEFEET 258, N—VBESZEELT [Go) 27 v I T5ETREDRN—INBIHTELT,
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SDICEALET, &

Authentication Protocol over LAN) &EFRHENZ/NT Y b2 ZA 7 N/ H—)\BTU L—LTRRELET
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UM ORIE, EAM7Z EAPOL /N7 b DIERLTY
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FE5k __ 2AT _
seie B
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R IO A Iy MRT A
(M R4 R
EAPOL /N4y b
B 12-4 EAPOL/$%w b

I HEERTE

EEwaw}

IEEE 802 1X ZfERT B & RFBAD T/ A ADEFTR— MERTLAN [CEFR T A EAFRTEER T
EAPOL /¥4 K THICLIEER— MEATERETCELHE—D IS T4 v I TY
802.1

TR A—)VITIEEREI Y —/\. AT —B2 V54T D3 DDER
%ﬂ%hb\/ A7 bA—)bteF ) T OFER. JRREDMERE. BEDz8

Hhb Y ET,
ICEETY,
D247k F—Tar—42 SRSEH—N
NICH—F Xy I—=UKR—b AAA H—/\
A=t 28023 e FHRRKEA EAP H—/\
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SREDEAP oCH Tl
(8023 212 802.11)
5125 8021X D 3 SDEE
TROETIE. 7547 b A=t Ta00—32, BIOTT—/1\DZFNZFNORENCDOWNCELCERBALET

181

TIAT YN T=IWR=RD7 7 LXA> +A—VETIVEFER L. HEDA—HIVT I TRy 8T =7 LOFR/ ERT INA ANDT T2 X%
. L . > &y
DR o
ST ==

K—@DL.\DEE/f Ert KV '\ % /7/\/ ’7’CX3'7°)1—"7”0)M|: ['L RAD'US _'j—_/ \%'fﬁﬁﬁ L/ EAPOL (EXtenS|b|e



128 Security (ZF 1) T HEREDRTE)

ST~
EREET —NE. U A TN A = T4 r—R2EBILR Y NT—VICERENASUE— M T/INA AT,

AL —/N\ETRADIUS H—/\TOJ T LARITEN, REIT—/\DT—2H0F —t T4 75—2 (R4 vF) ICELLEREINTVRZHRENS Y
£, AAVFR—MIBERLTWDBT A7 ME. LAN EOR Ay FHRET BH—EREERT 2801, 800 —/\ (RADIUS) IC&>TER
SEENBHNEND Y FT,

FEET—/\DRRENE, Y b T—=TIT7 R TBHI5A47 2 hDETEREYT 5 £ T, stV —/\ (RADIUS) &0 577> ~ DT EAPOL
Iy MMEKBeF 2 7B ZTDN 75472 bH TLAN PRA Y FOU—ERICHT 277 CRAFRIDH 2D | ZRAA v FITBMLET,
SREEY— N
CIOIIIIT1
(000 )

i g

i........“..---ﬂ--"l-----.. ]| Z*f“/?"

peyew vysvyrys serewry
9347 9547V 9347k 9747k

12-6 EREEY —/N

F—=eoT47—%
A=t T4 5—2 (RAvF) |§ AT —/INET AT bOBEEHRNLET,

BOLIX AT BIHE. A —t T4 —2ITE 2 DDRBINH ) E T,
1T DED®RE !
T5AT > MCEAPOL /N7 B L CEREHERZIRET 5L OBRT B2 & TT,
EAPOL/NTw M AT 2 MIT 7R ABHRIENZRICA —t > T o 7 — 25 BB 5 LD TERH—DER T,
- 2DEHDRA
TSAT 2 OB LT IERESAIY —/\ICHER L TE5 V. ZORERE Y 54147 MURET ST LT,
AA Y FaEF—C T4 —2E LTHRET BICUE. LTOFIEZRTLET,
1. XA v FDI02IXHEREEBIMICLE T, (Security >802.1X > 802.1X Global Settings)
2. WRKR— M B02IX DFREZEITLVET, (Security > 802.1X > 802.1X Port Settings)

3. RA v FITRADIUS H—/\DFEETTNE T, (Security > RADIUS > RADIUS Server Settings)

RADIUSH—/\
GRsEH—1Y)

F—tr745—%)

127 =274 —%
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k
ATV REE AN PR A Y FHRET Y —EANT VAL LD ETBHATT,

T5AT > b EBEBIHERTIE 802X TR M UITEM LY T U2 7 HEREB LTV BHENDH U ET, —HD Windows OS D& DI, OS A
BHCZ DY T b 2 7 DMEHFAENTWVDHBEL DY ETH. TNUND OS EHFBELDIFEIE. 802X V547> bV T U7 ERIFRAET 5
BEDDHIET,

75472 MEEAPOL /N7y ZBALTLANAND 7 7V XZERL. AA v FHLDERIGELET,

- —

_I— ALY F T
F—trT15—%) FREEY—/N
94Tk

128 7247k

AL 7Ot REDWNT

B [EBEEY —/\) T4 —t>F 1 r—21 (05472 b Tk, 8021X A UER Y b T—ONT 2R % 1Y OFBEERENDL D
ZRITVET,

SEESE TRIICIE EAPOL R 57 1 v 7 DHHMEFED K — b DEBZHATENET . TOR— MEBHEI—HRLEART—F (802X DREICL >
TEMACT FLRL) ZRDI ATV M7 7L AEERELTR— OOy VHAERENSE T, Oy I REBEZREET. OvIbHREREN
Bl BEDLS T4 v D R— PEBBTEDLSICBYET,

ABED 802X Tlad. UTFD 2EDT 7 £ 2V FO— VHRIRTEE T,

R ALY F - o
I347 7k = SREEH—IN
(F—tErT05—%) -
CIIIIITD
— e T_
EAPOL-Start
[
- EAP-Request / Identity
EAP-Response / Identity RADIUS Access-Request
> L
EAP-Request / OTP RADIUS Access-Challenge
-« -«
EAP-Response / OTP > RADIUS Access-Request
EAP-Success RADIUS Access-Accept
-« -«
FREEEHR— b
EAPOL-Logoff RADIUS Account-Stop
> >
RADIUS Ack
-«
REGEER— b * OTP(One-Time-Password)

12-9 802.1X EREE /Ot X

AEGD 802X HEETIE. UTFD2DDAATDT7 7 €AY bO— U SEIRT HTEHTEET,

1. R=MR=XD77+€RXa> baO—b
AARCTHE. UE— B RADIUS —/\H R— b &I T ADI—TDHERIT 5 LT BAER—EDZRYOI—THhRy hT—2IC7
TRRATEDLDICLET,
2. RAMR=RAD77+€XA7 ~A—Ib
KA ClE. XA Y FIEAR— b THRA 1000 L TOMACT FLRAZBEICFEFB LT A MIBMLET,
ALY FIEUE— b RADIUS U—N\ZFALT Y N T—I D772 RA%ZFHF S 2RI MACT FLRSE (A—H L) OFREETVET,
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R—IR=ZRDXy NT—0 702X tO—Ib

802.1X (&, 754l LAN £ Pointto Point 70 k )LD EREERT SicHICEREINE LI,

B—0DIAN VT AV MR 2EBEVELDTNA RAEREEWNEE. TINAADEBSHHR T v IR—EBRYET,

Ty IR=ME TV IDI)E— IV RICT V74 TIRTINA ZADEGINT) (7074 TIRTINAZADIET 77« TIREITE > T2 EDANY

FEBRHLET, IN5DANY b R— ~DOFREEREDHIEICHIR L R — FDFFRIA SN TWVEWES T /A ADFBEE /Ot A &R LE T, IhER—
EAR=ZDT7 7R bO—)LERUET,

B R—R—ZAXRY b T7—=9 70X ba—)b

?%%;LT/\’fX?b\w ICAINS & R— bI& TAuthorized ) (BREEAFH) DIRREICHEY T R— bOAKRFBEECHE DL SBANY FHARETDE
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J:UD@L/\"CUD LAN ISR LTT7 72 RZFFA 2 LR ET, DL IETIHA. /T\ PR—=ZARXY bT—=0 772X FO—)UdHEEETH
HEWVWZET,

A=Y RLYF
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) oo e e :I:I:IFI
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b 224 EEREEIRERICE DWW CRIZICHII L E 9. A1y FIFEHT 28T /A ADMACT FLRAZZEB L. TNSDT/\A ADRAA v FHEHR
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802.1X Global Settings (802.1X 4 O0—/\JLER5E)
AEE T 802.1X 7 A—/VEREETWVE T,

Security > 802.1X > 802.1X Global Settings DJBICA =2 —& 07 v LET,

802.1X Global Settings

802.1X Stale

802.1X Trap State

12-12 802.1X Global Settings /&

BEICRTENDIEE !

BH

EiiE

802.1X State

802.1X S8k =B RN / FICERE LK T,

802.1X Trap State

802.1X b T THEER / EANRELET,

MApplyl &2 1w LT,

REABRZTBEALET,

802.1X Port Settings (802.1X ;R— FE&7E)

802.1X BREER— h &K

ELETS

Security > 802.1X > 802.1X Port Settings DIBICAZ21—% 2 v 7 LE T,

802.1X Port Settings

From Port To Port Direction
eth1/011 E] eth1/0/1 El Both E]
Puorl Conlrol Furwaid PDU MaxRey (1-10) PAE Authenlivalur
Auto [v] Disabled [v] B times Disabled ~]
ServerTimeout {1-55535) SuppTimeout (1-65535) TX Period (1-65535)
I e e e T
eth1/01 Disabled
‘eth1/02 m_m- M_h Disabled 2 I\it_)g'le_. '30:_ 30 31;-
e 1/0i3 Both Auto Disabled 2 None 30 30 30
eth1/0/4 Both Auto Disabled 2 Mone 30 30 3

12-13 802.1X Port Settings B

BEICRTENDIES !

1BH

EliE

From Port / To Port

RETBHR— FOFEEEEELET,

Direction

BT HS 70 v I DREERELET,

« MNJ-88ELIER— DA T T« v I DHEHEREGD ET,

- [Both] - R—h DR/ XETBEABD ST 7 1 v Z7ITOVWTIELE T,
MnJ (. Network Access Authentication Port Settings BIEICEHS LN T THost Model A TMulti Host | IZEREEN T35
BICDIHEINTY,

Port Control

R— b OFREERRERIEELE T,
- [ForceAuthorized) (GREER&H!) - MAEDEE CR— MIFHENE L Ao
- TAutol (BE) - HIESGROABEDKR— SADT 7 2 AUSFRAHDREITZY £,
- [ForceUnauthorized] (REZEER&S) - I RDAEDR— bANDT7 7L RET OV 7 ENET,

Forward PDU

PDU Smxtipe = B2 / EMICRELE I,

MaxReq NV TV ROFFERAT— MY VAT Z A 7> Mxt LT Extensible Authentication Protocol (EAP) U2 ZX T L—
LEBETHRACHMAIEELET, CTTRE LRALHOEIC. SR OCALBRINE T,
- REPTAEERE : 1-10
.« FJERME 2
PAE Authenticator PAE Authenticator Z/B%) / ENICIEE LE T,

FREICEY . BER— % IEEE 802.1X Port Access Entity (PAE) A —t>F 44 —2&ELTIELE T,

ServerTimeout

Y—IN\DRA LT ESEEEELET,
- RTEPIREERA : 1-65535 (#)
. FIEAME 1 30 (#)

SuppTimeout

YTUAYE (OSAT 2R ORALT T MREEEGLREEEELE T,
- FREPJEEERE 1 1-65535 ()
- FIEAME 1 30 (#)
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s&ll

HE 2]

TX Period *1.:.?3[%%? ETLET,
SRTEPIBESEM ¢ 1-65535 (7))
*ﬂ,ﬁﬂﬁ 130 (B)

[Applyl Z2 w2 LT, RERBZBEALET,

25=1 EAP OBBDHE Th. Tagged EAP I Untag TEB L E T,

802.1X SREEBE, 41 F 3w & VLAN I MAC R— R VIAN 12 £ B L U T,

Authentication Session Information (GREEt v < 3  DIRKE)
D/L,DJ‘.E‘&//H/@H( %%mbi?o

Security > 802.1X > Authentication Session Information DJEICA Z2—% 7 1) v o LT, UTFOBEEERRLET,

Authentication Sessions Information

Authentication Sessions Information

From Port To Port

eth1/0/1 [v] eth1/0/1 [v] | mitby Port || ReAuth by Port |

Total Entries: 1

[ e MAC Adrss I
eih1/01 BC-AE-C5-75-97-72 Init hy MAC ReAuth by MAC

E EE aEE T =

12-14  Authentication Session Information &I

BEICERRENDIEE :

EH SiEA

From Port / To Port RETHR— FOEHEAIRELET,

Mnitby Port] &2 1w LT, IEER—MIEDI LYY 3 VIEROVELARITLE T,
[ReAuth by Port] &2 1) w7 LT, I8ER— MIED{Y ¥ a VIEHROBIREE (Re-Authenticate) #RITLE T,

Mnitby MAC) &2 U w7 LT, #8E MACT7 FLRICE D v 3 VIOt ZRITLE T,
[ReAuthby MACI %7 1) w7 LT, IEMACT RLRICED v 3 VIEROBESTE (Re-Authenticate) #R1FLE T,

BHON—IDNEET 258, N—VBESZEELT [Gol 27 v I TBH5TETRHREDRN—INBETCEET,

Authenticator Statistics (F#—+t > 7« r—2F%HHER)
FT—t T =2 DFEEREFR R LE T,

Security > 802.1X > Authenticator Statistics DJEICA Z2—% 7 v o LT, UTOBEEEZFRRLET,

Authenticator Statistics
Port eth1/01 El | Find || Clear Counters |
Total Entries: 1
Frames Frames Reqld LogOff Respld Emor
Last Version Last Source
eth1/0/6 00-00-00-00-00-0..
L EEE 1 S EAE

12-15 Authenticator Statistics [B|E

BHICRTENDER !

EH Biis

Port HEtBRERR/ V) 792 R— b EEELET,

[FindJ #271)wv 27 LT, IBELBRICEDCIV M) ERELET,
[Clear Counters] =% 1)o7 LT, BIRICEDIBREBELE T,
[ClearAll] #2 U w o LT, T—7IVEDTRTDBEREHEELET,
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BHOR—IDNEET B58. X—VESZIBELT [Gol VUV ITHTETHEDRN—INEHTEET,

Authenticator Session Statistics (F—t > 7«1 75r—%21 v 3 VFHER)
FT—toTa—R2tyvy avOMkEtEREER~LET,

Security > 802.1X > Authenticator Session Statistics DIBICA 21 —% 7 1) v 7 LT, LTFDEEZFRRLET,

Authenfticator Session Statistics

- Authenticator Session Statisti
Port eth1/0/1 [ Find |[ clear counte
Total Entries: 0
Port | Octets RX | Octets TX | Frames RX ! Frames TX |l[l! AuthenticMethod ! Time ! TerminateCause | User Name

12-16 Authenticator Session Statistics B

BEEICRRENDIEE !

BE B
Port HEtBRERR/ V)T BR— b EEELEY,
Find) 22 w0 LT BELBERICEDSC IV MU ZRELET,

[Clear Counters] &7 1w o LT, FRICEDIBERZBEELXT,
[ClearAlly 2 Jw o LT, 7—7IVEDITXTOEREBEELE T,

Authenticator Diagnostics (F—+t > 7 1 5 —2 M)
F—trTar—2ekERERRLET,

Security > 802.1X > Authenticator Diagnostics DIEICAZ2—% 2 U w7 LT, UTOBEAEFRRTLET,

Authenticator Diagnostics

A thehoator Diannost
Port eth1/0/1 | Find || clear counters |

Total Entries: 1

12-17 Authenticator Diagnostics

BEEICFRRINSEE !
15H
Port SMERART/ VTS BHR— M AEELEY,
[Findl #27J)w 2 LT, EELIBRICEDC IV M) ZBHLET,
[Clear Counters] &2 U wo LT, BRICEDBEREBEELET,
[Clear All] #2 ) w o LT, T—IVEDITXTDBEREHEELET,

%II

23]

HRON—I BT B8, N—VBSEIRELT [Go) B4 v /T BT ETHEDN—INBBTEET, 187
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AAA (AAAEEE)

AAA (Authentication. Authorization, Accounting) DFREZITVE T,

AAA Global Settings (AAA ¥’ —/\IVE&TE)
AAA (Authentication. Authorization, Accounting) %% 00—/ \JUICEX / ENICERELE T,

Security > AAA > AAA Global Settings DJBICAZ2—%7 1) v LT, UTDBEEARRLET,

AAA State Settings

AAA State (®)Disabled () Enabled

12-18 AAA Global Settings EIE

BEICERRENDIEE :

BE i

AAA State AAA DT O—/NVAT—2 X %BR | BMICRELE T,

TApplyl 22w o LT, RENBZEALET,

Application Authentication Settings (7 7V 77— 3 > OBIERE)
074> BBICERT 2R Y FOKRERT S r—>a> (A>Y—)b. Telnet. SSH. HTTP) ZF/ELE T,

Security > AAA > Application Authentication Settings DJBICA Z2—% 7 v 7 LT, U TFOBEEAZFRRLET,

Application Authentication Setfings

Application Authentication Settings

rovcn Logn s v I

Console defaull
Telnet default
SSH defaull
HTTP default

12-19 Application Authentication Settings [EIH
BEIV bUD TRty 27 v 7 LIREZTTVET,

[Edity #7)wod2E, UTFOBEHNERENET,

Application Authentication Settings

Console fetat ]
Telnet default
354 default

12-20 Application Authentication Settings (Edit) EiE

BEICERRENDIEE :

EH i

Login Method List |#&ET> ~U®D [Edit] 27 U v o LTHREZITVWET, AT 2A7 1AV Y RUXMAZEANILET,

TApplyl Z2 w2 LT, RERBZBEALET,

TELNET D&y & 2 V8 BA 4, SSH DLy S 2 VEIERA 8, HTTP Dty 3 VBISEA 4 LY F T,
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128 Security (LF2) T HEBED

Authentication Settings (GB:FE%7E)
AAA XY T —UREETVED,

Security > AAA > Authentication Settings DJBICA Za2—%7 1) w7 L.

MTroBmzERTLET,

AAA Authentication Network ‘

AAA Authentication 802.1X

AAA Authentication MAC-Auth

Status

Vethod 1 Method2

wethod 3 Methos 4

AAA Authentication Exec

12-21 Authentication Settings Ejm -AAA Authentication Network % 7

FAAA Authentication Network] 2 7'
[AAA Authentication Network] 2 JHRDREEITVNET,

BEICRRINSIER !
HE | Bt
AAA Authentication 802.1X
Status ZIEEDOFAEREDER / s aSRELET,
Method 1 -4 AEEHEEDAYV Y FUXMERLET,
- TnoneJ-iBHE. TDAV Y RIFREDAYV Y FELTEELE T, 1 DFIOAY v REEEHCK VB ITNEZWNEES, 1—
PIEEREEZ/NALE T,
- Tlocall -FREElcO—AI T —2ZXN—X & FEBLET,
- Tgroupl-AAA JI—TH—N\TEEIN TV BT —N\JIL—TEZIBELE T, RRENBATIT 1 —IU FICAAA T JL—
TH—N\EEANDLET, 32 XFLA)
- [radius]) - RADIUS Y —/\SRE CEZ SN —/N\ZERALE T,
AAA Authentication MAC-Auth
Status AAAMAC SREER T — 2 R EBH / ENICRELE T,
Method 1 -4

AREREBEEDAY Y FURA M ERLET,

Mone) - BH. DAV Y RIFREDAY Y FELTIEELE T, 1 DRIDOXY v FEREEHC K VBT ENGEWEE. 1—
PIFFEEE/NALE T,

- Tocall - FBEElCO—AIVT—2ZN—AEFEBLET,
- Tgroupl-AAA JI—TH— I\ TEEIN TV BT —N\TIL—TZIBELE T, RRENBATIT 1+ —IU FICAAA JJL—

TH—\azEANLET., 32 XFUA)

- [radius)-RADIUS U —/\RE CEZENY —/\Z@EALET,

Mpplyl &2 1w LT,

802.1X DKEEEITHLN T, Local DB 57 LTIBA

RENBTZEALET,

EAP-MD5 ODHZHR— b~ LET,
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128 Security (ZF 1) T HEREDRTE)

FAAA Authentication Execl] 27
[AAA Authentication Exec] 2 JADEREEITVNE T,

AAA Authentication Network | AAA Authentication Exec

AAA Authenfication Enable

Status Disabled [v]

Method 1 Please Select [v] Method 2 Please Select [v]
Method 3 Please Select [V] Method 4 Please Select [V
AAA Authentication Login

LstName

Method 1 Method 2 Please Select E
Method 3 Please Select [V] Method 4 Please Select  [V]
Total Entries: 1

List local

12-22 Authentication Settings I -AAA Authentication Exec 2 7EE

BEICTRRENDEE -

Apply

Apply

Method 1 Method 2 Method 3 Method 4 _

EE | &9

AAA Authentication Enable

Status AAA SBEE Enable 27— 2 AEBN / EHIEEELE T,

Method 1 -4 REREBEEDAYV Y FURAMEERLET,

PIEERELE /N ALE T,
. [Enable] - O—#)l Enable /XX 7 — R&EREFICERALE T,

TH—\axEANILET, 32XFEUA)
- [radius) -RADIUS H—/N\ERECEEINH—/\EFEBLE T,
. Ttacacs+] - TACACS+ H—/\RETCEE N —/N\EFEHLE T,

fnonel - BE. DAV Y RIFEREBEDAYV Y FELTRELE T, 1 DRIOXAY v FEREHC L VIEEENEWNEE. 1—

« Tgroup) - AAA JIV—TF—=INTEERENTWVWE T =N\ IL—TZEELE T, RRENDATI T« —IV FICAAA J)b—

AAA Authentication Login (AAA SBEER 2 1 >)

List Name AAASREER VA VA T2 3V CEAT AV Y FURMEEANDNLET,

Method 1 -4 AREBEDAY W FURXMZERLET,

PR E/ AALE T,
« Tlocall-ERREICA—AIL T —EZN—R=EFEALET,

TH—\2EAILET, (323XFLUA)
- Tradius] - RADIUS H—/\&RE CEZE N —/\EFEBLE T,

- Ttacacs+] - TACACS+ H—/\RECEZE N — N\ EFERBLET,

fnone] - BE. TOXYV Y FIFREDAYV v FELTBELE T, 1 DFIOX YV v REREHC K VIERENEZWEE. 1—

- Tgroup) -AAA JIV—TH—INTEEREIN TV A Y —/N\TIV—TZI/ELE T "KENDANT « =)V FITAAA J)b—

MApplyl 27w o LT, RENBZERLET,




128 Security (ZF 1) T HEREDRTE)

RADIUS (RADIUS &%)

RADIUS H—/\DFREZETVNE T,

RADIUS Global Settings (RADIUS ¥’ O—/\JVERTE)
RADIUS H—/\D 7 O—/\IVAT— 2 A ERELET,

Security > RADIUS > RADIUS Global Settings DJEIC A Z21—%7 ) v 7 L. U TOEEZRRLET,

RADIUS Global Settings

Dead Time (0-1440) D min

12-23 RADIUS Global Settings EiE

BEICRTRENDIER !

BH Eiis

DeadTime ? v R LDOREETVNET,
O0ICRRE LB E. 6B LEWH—/NE TDead] & LTEEMIND T LIdH Y FH A,
/\/—J—\X I‘UDI/ |\ U iX:\: /7‘5*1\ Drb\DEthXB%FEﬁb\E&%é’nia»o

TENET,
.+ REFAERAE  0- 1440 (1)
- FEAME 0 ()

Eledk . BELEWD—

VAT LOFREEY — ) NG AR T O . —EIL—BDY —/ \\DFREEL RIS ONE T, Ehiie AT —/ DIGE LGS
Bl VAT LEROTF =N LTCERERITLET, BELEVY—/\BBHEEN2 & ST —/NE2 U RS LT
FEEIN [T F2AL] ZARDBEBEINE T, ThED YV TX MRS T v 24 LEENMBBT 5F CAF Y

Mpply)] 22U wo LT, REABZBEALE T,

RADIUS Server Settings (RADIUS H—/\D3&E)
RADIUS Y —/\E&EZEITLE T,

Security > RADIUS > RADIUS Server Settings =7 1) v 7 LC. LFOBEEAZFRRLE T,

RADIU erver Settings

RADIUS Server Settings

(@ IP Address | () IPvB Address o131

Authentication Port (0-65535) 1812 Retransmit (0-20} B times
Timeout (1-255) B s Key Type Plain Text [v]

Key

Total Entries: 1

10.90.90.1 1812

12-24 RADIUS Server Settings EImE

EICRRENDIEE !

Apply

s s e T T N N

EH =iEA

IP Address RADIUS H—/\D IPv4 77 FL A& AFILE T,

IPv6 Address RADIUS H—/\D IPv6 7 KL AZE ASILE T,

Authentication Port SEER— FEBEANLE T, B EFERALEVESIE 0] ZIBELET,
- EREABEEH | 0-65535
- 1DHBME 1812

Retransmit BROHERELET., DA T 3 vHENICT BIEE. 10 FIEELET,
- ERERIEEEF : 0-20 ([@)
- YIERME 2 (=)

Timeout BALT Y MEEERELET,
SRTERTRESIE 1 1-255 (1)
*)],HH{E 5 )

Key Type AT 2ROEEZERLET,
- JEIREL | [Plain Text (F320)J TEncrypted (BES1L)
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128 Security (ZF 1) T HEREDRTE)

%II

HE CE!

Key RADIUS ¥ —/\& DIBE CIEFT HREISE LET.

192

lApply) &2 1)w o LT, REABZEHALET,
Delete] &7 v LTIBELY MU ZHIBRLE T,

RADIUS Group Server Settings (RADIUS % Jb— 74 —/\5%E)
RADIUS 4 )L—TH—/\DFER. BEETVET,

Security > RADIUS > RADIUS Group Server Settings #7 J w7 LC. ULTFOBEEZFRRLET,

RADIUS Group Server Settings

RADIUS Group Server Settings

Group Server Name

(@) IP Address I:I

() IPv6 Addrass Add

Total Entries: 2

I . S N
group 1090902 - o : . = - . [ show Detail || Delete |

12-25 RADIUS Group Server Settings Bl

BEICKRRENDIEE :

bi=[= EA
Group Server Name RADIUS J)b—TH—/\@EANDLET, (32 XFUR)
IP Address RADIUS —/\D IPv4 7 KL RZAILET,
IPv6 Address RADIUS H—/\D IPv6 7 KL AZAFILET,

fAdd] #27)v 2 LT, TV hUEEBMLET,
Delete] Z2Jw o LTIRETY M ZHIRLET,

IV M)OEEERT
[Show Detail] &% 1) w2 ¢ % & RADIUS 71— 75—/ \DEEHABERIC OV TERREINE T,

RADIUS Group Server Settings

Group Server Name: group

i s e
10090254

12-26 RADIUS Group Server Settings - Detail [E|E

Delete] 227w o LTIRETY M ZHIRLET,
[Backl] Z#7 w o LTMUEIOE@EICREY £9,



128 Security (TF 1) T EREDRTE

)

RADIUS Statistic (RADIUS #5HE%R)
RADIUS #istisma =R L E T,

Security > RADIUS > RADIUS Statistic =2 1) v~ LT, UTOBEEEZRRLET,

I —

- RADIUS Statistic

Group Server Name Please Select | Clear | | Clear All

Total Entries: 1

RADIUS Server Address Authentication Port State

To12 Z
(] (1] @

RADIUS Server Address: 10.90.90.1

Parameter Authentication Port

12-27 RADIUS Statistic ElE

HEICKRRENSIER !
s Bis
Group Server Name FR9 % RADIUS VIV—TH—N\Ea&ERLE T,

[Clear] 71w LT BERICEDVTERRLIEIERAEEELEY,
[ClearAlly #2Jw o LT, 7—7IVEDITNTOEREEELE T,

BHDR—IDEFEET B56. N—VBESZRELT 1Go) 27 v 7T 5 ETREDN—INEH TELT,
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128 Security (ZF 1) T HEREDRTE)

TACACS+ (TACACS+ E%7E)

TACACS+ H—/\DEREZETVET,

TACACS+ Server Settings (TACACS+ H—/\f%7%E)
TACACS+ Y —/\DFRR. REZITVET,

Security > TACACS+ > TACACS+ Server Settings #7 1Jwv 7 L. LU TOEEAZFRRLE T,

TACACS+ Server Settings
@ IP Address [ - e ] () IPv6 Address Ro13:1
pon 5529 Toneut (1259 I
Key Type Plain Text [v] Key 254 chars
Total Entries: 1

10.90.90.99

12-28 TACACS+ Server Settings B

HICRTENDIER !

S O S R

Apply

5H Bk
IP Address TACACS+ H—/\D IPv4 7 KL AE AN LET,
IPv6 Address TACACS+ H—/\D IPv6 7 KL AE AN LET,
Port TACACS+ H—/\DAR— M ESEASILET,
. BREH f. 1-65535
- fHAME :
Timeout BALT D hHﬁF‘sﬁ’i’EﬁEL?@”o
. BRER f. 1-255 (7))
. ERE S (B
Key Type 1%%?%&@@%%@)% LET,
« SEIREY © [Plain Text (32 | TEncrypted (BES1b) J
Key TACACS+ H—/\EDBETHEATHREZIBELE T, (254 XFLUR)

MApplyl 27 Uw o LT T hUZEBMLET,
Delete] Z21)wvo LTIRETY MU ZHERLET,
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128 Security (ZF 1) T HEREDRTE)

TACACS+ Group Server Settings ( TACACS+ &' Ib—7TH—/\DHRE)
TACACS+ JIb—TH—/\DF R, REETVET,

Security > TACACS+ > TACACS+ Group Server Settings 7 1) v 7 L. U TFOEEEZRRLE T,

oup - et

TACAC S+ Group Server Settings

Group Server Name
() IPv4 Address I:l
O Adaess —
Total Entries: 2
T Y S R
GroupSer 109090 E E - - e - - [ show petail |[ Delete |
tacacs+ 5 = = 2 2

12-29 TACACS+ Group Server Settings B

BEEICRTINSER !
HE B!
Group Server Name TACACS+ JIb—TH—\aZE AN LET, 32XFURN)
IPv4 Address TACACS+ J)b—TH =D IPv4 7 FLZAZANDLE T,
IPv6 Address TACACS+ J)b—TH—/\D IPve 7 L AZANDLE T,

Mpplyl 271w LT, RHENBZBERBLET,
Delete] 22wy o LT, BEIY MU ZEHIRLET,
[Show Detail] &% 1) w2 LT, TACACS+ 7 Jb—TH—/\DFHBERICOVNTERRLET,

IShow Detail] Z27Uw o3 5L UTOBEBENRRENET,

Group Server Name: GroupServer

s s N

12-30 TACACS+ Group Server Settings (Show Detail) EE

MDelete] 27 w7 LT, ETY M ZHIRLET,
BIOBEICRESICIE, Backl #2Uv 7 LET,

TACACS+ Statistic (TACACS+ #sHEER)
TACACS+ st A RTR LE T,

Security > TACACS+ > TACACS+ Statistic 7 ) v 7 L. U TOEEmEERRLET,

TACACS+ Statistic
Group Server Name Please Select Clear Clear All
Total Entries: 0

TACACS+ Server Address Socket Opens Socket Closes Total Packets Sent Total Packets Recv Reference Count I

12-31 TACACS+ Statistic B

BEICRTENDIEE !
s St

Group Server Name FEHBERAHIBRY B TACACSH J)b—TH—/N\EZH#RLE T,

[Clear] Z71) w7 LT, BRICEDVWTBERZHBEELET,
MClearAlll 7 U w2 LT, 7=V EDIRTOERTEELETT,
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128 Security (ZF 1) T HEREDRTE)

IMPB (IP-MAC Port Binding / IP-MAC- K— kXA F 1 V%)
IMPB (IP-MAC-Port Binding) DREETLE T,

PRy hT=2LAF (IPLANIL) TEANAIDOT FLRAEFBEAL. A=Yy M2 ILAT (T—2U2T7LANL) TE 634 FDMACT
FLAZFERLET. INS5D 2207 RLRAZATEETDIFBT LIk LA YBDOT—2EENAIEEICE ) £,

IP-MAC/\A > T« YT DEGENIE. AAYFIKT LAY EFIRTSHIETT, P77 FLRAEMACT RLADXTIZDNT, HHilTH
ELT —2N—REEBEFTV. 58657 A7 2 SDIHODRA Y FOR—bT7ICATESLDIITLET, & LIEDHCP R X—E2 IHEME
BRICBWVWT. A Y FHRARX—E> Y DHCP /7y b S BEIHIC IP/MAC X7 ZFE L. IMPBRTA MR MURETAHTET. BV 54
T hDR— T I ADATREICIE Y FT, FBIEL—YDIP-MAC/NA > T o Y IBEMER— M7V EALESETBRE. YRT LT V€
RETAv I LT Ny hERELET, AMERIIR— EN—XTH DD, R— b TEICAEEREEN / ENCT D EDTEET,

IPv4

DHCPv4 Snooping (DHCPv4 R X—E > %)

B DHCP Snooping Global Settings (DHCP A X —E> 55 0O0—/\IVERRE)
DHCP A X—E> 7Dy O—/NVEREETWVET,

Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping Global Settings DJEIC7 ) v 7 L. U TFOEEmERRILET,

DHCP Snooping Global Settings

DHCP Snooping (_JEnabled (@ Disabled
Information Option Allow Lntrusted  (OEnabled (@ Disabled
Source MAC Verification (@)Enabled (_Disabled
Station Move Deny ()Enabled @ Disabled

12-32 DHCP Snooping Global Settings &I

EMICRRINDIEE !

B PR
DHCP Snooping DHCP A X—E> I DI O—/\JVAT—Z %G5 / ENTRELE T,
Information Option Allow [E8EENTWVEWA V2T T —XICHIT2. UL —F T3> 82(3E DHCP /v bFAID Y/ O—/YWAT—2 A%
Untrusted a3/ ENCERELET,
Source MAC Verification |7 547> cDIN—=RT 77 KL AL DHCP /3y b DFEIETT MAC 7 RL A= L TWBHE S HDIRIIAE BN
/ ENICERELE T,
Station Move Deny DHCP R X —E > DimkiEEnEs (Station Move Deny) 8% / EMICRELE T,
IARBEA B (AHEEEEEN) 1CT5&. F8ER— M ETHELCVIANID & MACT RLREREDZAF 3w DHCP
INA VT4 TT UK FH LW DHCP 7AEZAABEE VLANID & MAC 7 RLRICBLTWAZ L& I&H LTIEE
HDR— bNEET 5 EHAIEETT,
TApplyl Z2 w2 LT, RERBZBEALET,




128 Security (ZF 1) T HEREDRTE)

B DHCP Snooping Port Settings (DHCP R X —E > 5 K— FRTE)
DHCP X X—E > JR— bDFRR. RELZTVET,

Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping Port Settings DIBICY U w7 L, UTFOEEmEZRRTLET,

DHCP Snooping Port Settings

From Port eth1/0/1 [v]

To Port eth1/0/1 [v]

Entry Limit (0-1024) [ ]™ NoLmit

Rate Limit (1-300) [ ] NoLmit

Trusted No [v]
eth1/0/1 Mo Mo Limit Mo Limit
efh1/0/2 Mo No Limit No Limit
eth1/0/3 Mo Mo Limit Mo Limit
eth1/0/4 No Mo Limit No Limit
2in1/0/5 No No Limit No Limit
eih1/0/6 No No Limi Mo Limit.
eth1/0i7 No Mo Limit No Limit
efh1/0/8 No Mo Limil No Limit
eth1/0/9 Mo Mo Limit Mo Limit
ath4iniMn hNn Ny 1 imid Aa Limit

12-33 DHCP Snooping Port Settings [EI&

BEEICRTENDIEE !

HE

Bl

From Port / To Port

REYHR— FDOFEEEEELET,

Entry Limit IVhUUZY bOEBEASDLET, NoLimitl ICF Ty 7EWONDE. RIFEEIFENICZY T,
- ETERIBEEDE 1 0-1024

Rate Limit L—rUZw hDEEASILET, NoLimitl [FTvI7ENNDE. FEREIZEMICTEYET,
- ERTERTBEEIE © 1-300

Trusted Trusted # 7> 3 >V A#RLE T,

DHCP H—/ MDD XA Fix EICHEFHE L TWBR— ML Trusted (EFEEH) 1 V271 —AELTRESNZDHNEDLD
WET, DHCP 7 247> MR L TWAR— MIEBEINTOWEWR— M LTHRELET,
DHCP A X—E>Jl&. DHCP H—/NEEEINTWEWA VR T —XDB T 747 74+ —)LE LTEELE T,

< BERE : MNoJ lYes)

MApplyl] 22U w o LT, REANBZBALET,

B DHCP Snooping VLAN Settings (DHCP 2 X—E> % VLAN &5%)
DHCP ZX—E> % VLAN DFE. RREFTVET,

Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping VLAN Settings DIEICZ ) v 7 L. U TFOBEEERRLE T,

DHCP Snooping VLAN Settings

1,46 State Enabled [v]

DHCP Snooping Enabled VID :

VID List

12-34 DHCP Snooping VLAN Settings [BE

HEICRTENDIRE !

ELE|

Bl

VID List

HEIBHVIANID YR bZEASNLET,

State

DHCP R X—KE> 7 VLAN B3 / BnicsRELE T,

MApplyl 22w o LT, REANBSZBALET,
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128 Security (ZF 1) T HEREDRTE)

B DHCP Snooping Database (DHCP AX—E>Y 5 7—42~N—2X)
DHCP A X—E VI T —EN—ADF R, KEEZTVWET,

Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping Database DJEIC7 ') w7 L. UTFOBEEAZRTLET,

DHCP Snooping Database

Store DHCP Snooping Database

Ui ‘ TFTP :_i" ‘ Apply | | Clear
A URL beginning with this prefix /Mocationffilename

Load DHCP Snooping Database

SR

A URL beginning with this prefix Mocation/filename

Last ignored Bindings counters

Binding Coilisions 1] Expired Lease 1]
Invalid Interfaces 0 Unsupported VLAN 0
Parse Failures 0 Checksum Errors 1]

12-35 DHCP Snooping Database [E/E

BEICKRRENDIEE

BEE |

EH:I

]

DHCP Snooping Database

Write Delay EENHEEFEDEEZATILETS,
- ERTERIAEEIE | 60 - 86400 (B)
- FEAME : 300 ()

Store DHCP Snooping Database

URL O —>a3>& ROy A0 AZa—h5EIRL. DHCP AX—E> T 7 =2 X—XDRFHL URL Z A LE T,
- EREL C TTFTP

Load DHCP Snooping Database

URL O7—>a>a ROy 740 AZa—h5FERL. DHCP A X—E> T T —2X—XADFHMHAHT URL EASILE T,
- EREL CTTFTP

TApplyl Z2 w2 LT, RERBZBEALET,
[Clear] #Z7 v I $5ENT 2V 2IERNEEINET,
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128 Security (EF 1) TAHEBEDRTE

B DHCP Snooping Binding Entry (DHCP A X—EV T NA VT4V T T FURKRE)
DHCP NA YT« VT R—b TV FUDFRR. HEETVET,

Security > IMPB > IPv4 > DHCPv4 Snooping > DHCP Snooping Binding Entry DJE(CV 1) v~ L TEEEZRRLE T,

DHCP Snooping Manual Binding

MAC Address
i (14094 —
1P Address IEEEE
Port eth1/0/1

Expiry (60-4294967295) [ e

Total Entries: 1

T N S N S

00-11-22-33-44-55 10.90.90.123 St 1/0/10 dhcp-snooping
B AR EE T =

12-36 DHCP Snooping Binding Entry &

BEICRTRENDIEE !

1BE Bl
MAC Address DHCP ZAX—EVIINA VT4V T T FIJDMACT RLAEASLET,
VID DHCP X X — E\/ﬁ\/ AT TITVM)DVIANID ZASLET,
- ERTEDIREEA | 1-4094
IP Address DHCP ZAX—EV I INA VT4V TT Y MIDIP 7 RLAEASLET,
Port HETDHR— b EIEELET,
Expiry BHRE AN LET,
ERTERTRESEF 60 - 4294967295 ()

FAdd) 22 ) w7 LCADLTIERERICHLOI Y MU ZBIMLE T,
Delete] Z2 vy LTIRELY U ZHIRLE Y,

BHOR—IDNEET B58. X—VESZIBELT [Gol VUV ITHTETHEDRN—INBEHTEET,

Dynamic ARP Inspection (%4 + X% ARP AV ANYT > 3Y)
B ARP AccessList (ARP 772X R })
ARP 777t X1 X b DEERTE. TRETVWET,

Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Access List DJEICY v o L. UTFOBEEARRLEY,

ARP Access List

ARP Access Listhame
Total Entries: 1
T e
ARP-AGL
12-37 ARP Access List [BIE
BElCRRNINAIEER !
IEH s

ARP Access List Name ARP 77t R A b2 ATILE T, (32 XFLUA)

FAdd) #7)w 7 LCAD LB REREIFHLOI Y M ZEmLE T,
Delete] Z27 Uy LTIRETY M ZHIRLET,
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128 Security (ZF 1) T HEREDRTE)

IV hUDRE
lEdit) #2 Jw o LT, BEDI Y M ARELE S, UTOEAENFRINET,

Action  |Permit [v]
P BT s [T S

[ Rark I[ Anply

ARP Access List Name: ARP-ACL

Total Entries: 1

m IP Type Sender IP Sender |P Mask MAC Type Sender MAC Sender MAC Mask _
= oy : f oy : :

12-38 ARP Access List (Edit) B

BEICRTIINDER !
HE HPE

Action RTIB7UaVERELET,
- SEIREY : TPermit) (BF8]). Denyl (ER)

P KETIP 7 RLADEEAIEELEY,
- SEIREY - TAny] THost] TP with Mask]

Sender IP (ST IP 77 R X% THost) E7zld TP with Mask]) |CERTE LTciza. BRI AXETIP 7 FLAEATILET,

Sender IP Mask E(E7TIP 77 R L X% TIP with Mask| ICRE LTEIBE. FH T AXETIPIXAVAANILET,

MAC KETMAC T RLZADTEERIRELE T,
- BIRE  TAny) THost] MTMAC with Mask

Sender MAC XE7T MAC 77 R X% THostl TMAC with Mask] H5EIR L%, AT 2%ETMACT RLAZATILET,

Sender MAC Mask | TMAC with Mask] #33R LTeima. AT 2% ETMACI AV ZANLET,

MBack) =0 ) w o dBEFDR—IICRY £,
[Apply] &2 1)w o LT, REABZBEHELET,
Delete] &7 v LTIBELIY MU ZHBRLE T,

B ARP Inspection Settings (ARP 1 > AN < 3 VERTE)
ARP A YV AT 2 3 VDRTE. FrnaTW\WET,
Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Inspection Settings DJEIC Y ) v 7 L. UTOEEEZZRLET,

ARP Inspection Validation

Src-MAC (_Enabled (@Disabled
Dst-MAC (OEnabled @Disabled
P (Enabled (@Disabled

ARP Inspection VLAN Logging

Total Entries: 1

I Y R T N R
2 None None
EE R =

ARP Inspection Filter

ARP Aceess s Name
Static ACL No [v] [ Aadd |[ pelete |

Total Entries: 1

“ ARP Access List Name Static ACL

1 ARP-ACL No

EEDEE =

12-39 ARP Inspection Settings BT
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128 Security (ZF 1) T HEREDRTE)

BEICRTENDER !

EH |

A

ARP Inspection Validation

Src-MAC

KETTMACH T2 2 UCDOWTER / BECRELE T,
AA T aVEBMCTHE ARP UV IR MBKUISE/ Ty bEF vy Lo ARP XA O— RICEENSRIET MAC
T RLAEHLTA =Ry hAY ZSRDFETMACT FLADEEHERIELE T,

Dst-MAC

585 MAC 72 3 I DWCER / SN EL £ T,
AA T avEBNNCTHE ARP UV IAMBLUINE/ Ty b&EF vy Lo ARPRAO— RICEEND5EE MAC 77
FLRITSHLTA =Ry bAY ZADIBE MACT FLRADEGMZRIELE T,

IPA T 3N DW\WTEMN/ ENICRELE T,

KA T avEBENCTBE RERKIP T RLAPFHEHIP 7 RLAHBEWDARP D body #F v 7 LEY, Fien
ARPRAO—RICHIFBIPT7 RLRAOEZYMEF v LET,

ARP U T AR ELRARY ZADWEBDFET IP. BXUARP LRARVADEZ—4"w b IPHEEEENE T, IP7 KL X
[0.0.0.01 1255.255.255.255] 8D/ hEFTNTDIPR)VFF v A MIWEINE T, FETIP 7 RLAFITNTD
ARP UV I ARELARVRICENWTF T v I EN, 585 IP 7 RLAIZARP LARY ARDHTF T v 7ENET,

ARP Inspection VLAN Logging

ACL Logging

lEdity #271)w 2 LT ACLAF Y TOEMEEEIRLE T,
AIERE. ACLO—BUCEDWT ROy TEIFFFTEN2/\Vry boOF >V JEERFZELE T,
- [Deny] -BEINIZ ACLICK > TIESEINBZAICAF I LET,
- TPermit] -BEINZ ACLICK > T ENAZAICAF I LE T,
o TAI -BEINACLICE > THITE RIFERINHZEIcOF I LET,
- NoneJ -ACLIC—®LTz/\rw MEOF I EnE A,

DHCP Logging

[Edity #21)w 2 LT, DHCP OF >V DEMEERIRL T,

KIBEIF, DHCP N\A VT4V ICEDWT ROy TEfelddfFacns/\ry boOF VI BERRELET,
- Deny] -DHCP N\A VT 4 Y JIC K> TIEBINFBEICOF VT LE T,

- TPermit] -DHCP NNA VT 4 VJIC K> TEFRISNBEIcOF I LE T,

- TAIlL -DHCP N1 > T 7l K> TEHA /IS SN BalcaF >/ LET,

- NoneJ - DHCP /N1 > F 1 > JICKWUEFA] /IBB SN/ MMEOF >V T ENE LA,

ARP Inspection Filter

ARP Access List Name

ARP 777 LAV X hRZANLET, (32 XFLUN)

VID List

FERATAVIANID UX M EIEELE T,

Static ACL

A2 T 4wy ALLZFERYT 2%l Yes). BALEWEEIE TNol Z#IRLET,

Mpplyl 271w LT, RENBZBERBLET,
FAdd) 227w LCADLIEREEICFHLOTY MU ZBIMLE T,
Delete] 27 w7 LTIRETY bUZHEIRLET,

W ARP Inspection Port Settings (ARP 4 > ANV ¥ 3 VR— FERE)
R—FTDARP AV ANY Y 3 VDRE. RREFTVETD,

Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Inspection Port Settings DIEICY ) w7 L. LUTOEEAZFRRLET,

From Port To Port eth1/0/1 [v]
Rate Limit (1-150) |:| pps Burst Interval (1-15) |:| [ None
Trust State Disabled ’l] | Apply || Set to Default |

eth i1 Lintrusted
1

ath4iD 1intructad 4R

12-40 ARP Inspection Port Settings B

BEEICRTENDIEE !

e T ot o aut e
15 1

EH iz

From Port/ ToPort  |ERXEYT HR— FDEHEZIEELE T,

L— hHIROEZADILET,
- SRERIREER 1 1-150 U\ v /B

Rate Limit

N=A A Z—=)NIVDEEATILET, Nonel (CFTvIENSEF T 3 VIFENCTZET,
- EREFJREEEE [ 1-15

Burst Interval

Trust State FORXMAT—MEE/ EMIHRELET,

Mpplyl 27 1)w o LT, RENBZBERLET.
lSetto Default] Z#2Jwv o3 5L RENBIIVHREICEY KT
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B ARP Inspection VLAN (ARP 4 >~ A%< 3~ VLAN &%)
VLAN TD ARP A > AXT 2 3 VDFRFE. Fna{TWET,

Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Inspection VLAN DJEICZ 1w & L. LUFOBEEEFRLET,

VD st Enabled (V]

ARP Inspection Enabled VID -

12-41 ARP Inspection VLAN [EH&

BHICRTENDEE !
LElE] Biis
VID List FETHVLANID UR bEASILET,
State $87E VLAN D ARP A > AR 2 3 N DWTEI / EMICERELE T,

TApplyl &4 U w4 LT, BEREEERLET,

B ARP Inspection Statistics (ARP 1 > AN ¥ 3 #i51)
ARP A Y AN 2 3V DFEHERODFR. HEZTVET,
Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Inspection Statistics DJEICZ ) v o L. UTOBEEARRLET,

| Clear by WLAN || Clear all |

Total Entrizs: 1

VLAN | Forwarded | Dropped | DHCP Drops | ACL Drops | DHCP Permits ACL Permits Source MAC Failures Dest MAC Failure IP Validation Failure
(i} i} 1]

1 0 o o 0 0 o
o] [0 I I Tl

12-42 ARP Inspection Statistics B

BEICERRENDIEE :

EH SiEE

VID List MetEEmRZHIFRT 2 VLANID URX hZEATILE T,

[Clearby VLAN] &2 w2 LT, AJILFZEVLANID IEDWTDERZHEELE T,
[ClearAll] &#2 w2y LT, 7—7ILOIRTDBEREBEELET,
BHEOR—IDFET BEE. R—IVESHEIEELT [Gol #I U v I TBTETHEEDR—INBHTCELT,

B ARP Inspection Log (ARP A Y XXR7 ¥ 3>»0O%)
ARP A VAN 3 AT ERDFR. JHE. REETVET,

Security > IMPB > IPv4 > Dynamic ARP Inspection > ARP Inspection Log DIEIC7 ) w7 L. LUTOEEAFRLET,

ARP Inspection Log

Log Buffer (1-1024) [] Default [ apoly

|| Clear Log |

Total Entries: 0

e s

12-43 ARP Inspection Log E/E

BEICFRRENDEE :

BE Bz

BERTZHO7/\y 7 7DEZANLET, Default] (CF v oaE NS ETHEMBERZERLE T,
- RECIEEERAE 1 1-1024
- WHRME : 32

Log Buffer

MApplyl 2w o LT, RERBEBEALET,
[Clearlog] #7Jw o LT, OV&BEELEXT,
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IP Source Guard (IP Y —RXAH—F)

B IP Source Guard Port Settings (IP ¥V —ZXH— KK— FRE)
IPY—XA—F (PSG) DFR. HRELZITVET,

Security > IMPB > IPv4 > IP Source Guard > IP Source Guard Port Settings DJEICZ 1w o L. UTFOBEEEZRRLET,

From Port eth1/0{1 [v] To Port eth1/0/1 [v]
State Enabled [+v] Validation IP [v]
Port Validation Type
eth1/01 ip

12-44 IP Source Guard Port Settings BT

BEEICFRRINSEE
1B B!
From Port / To Port RETHR— FDHEERAIEELET,
State BER—PDIPY—RH—REBX/ ENRELET,
Validation REEAEEERLE T,
 NPI-BE/TY FDIP T RLAAF TV I ENET,
« TIP-MACI-ZE/\T Yy FDIP 7 RLRAEMACT RLADF TV IENET,

Mpplyl] 22U w2 LT, REANBZBALET,

B P Source Guard Binding (IP YV —ZAH—KINAVF 1> %)
PY—XH—RN\A VTV TDFRR REZFTVET,

Security > IMPB > IPv4 > IP Source Guard > IP Source Guard Binding DIEIC Y 1) v 7 L. U TFOEEAZFRRILET,

P Source Guard Binding '

IP Source Binding Settings

MAC Address
VID (1-4094) [ ]
IP Address T
From Port ToPort eth1/0/1 [v]

1P Source Binding Entry

From Port eth1/0/1 [v] To Port eth1/0/1 [v]
P Address [ - ] MAC Address 00-84-57-00-00-00
T — TR

Total Entries: 1

3343 1

00-11-22-33-44-55 10.80.90.123 dhcp-snogping eth1/0/10 Delete

12-45 IP Source Guard Binding &/
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S~

aX AE

)

BEICKRRENDEE -

EH | Bz
IP Source Binding Settings
MAC Address INAVTaTITVMJDMACT RLAEADLET,
VID INAVT 4TIV M)DVIANID ZASLET,
IP Address INAVTAVTIVRIDIPT RLAEASLET,

From Port / To Port

RET BHAR— rOFEEEEELET,

IP Source Binding Entry

From Port / To Port

NAVT 42TV M) ERERYT 2R— OEEZEELET,

IP Address INAAYTAV IV M)DIP T RLAZANDLET,
MAC Address INAVTAVTIVR)DMACT RLRZEADLE T,
VID INA VT TITMJDVIANID EASILET,
Type INAVTAVTIY M) OBEEEIRLE T,

« TAlJ-IXTDODHCP NA VT4 VT IV PURRRENE T,
- IDHCP-Snooping | -DHCP N1 > T4 Y I RAIA—EV JITE>TEB NI IPY —RA—RN\A VT4 V7TV FUN

KTENET,
. [Static) - FHTHRELILIP Y —RA—RN\A VT 1 VIHRRENET,

MApplyl 227w o LT, RENBZEALET,
Delete] Z2 1w LT, EEIY UZHIRLET,
Find] 27w LT, ADLIEREREITEEDTY M) EZXRRLET,

B P Source Guard HW Entry (IP Y —ZXH—FKN\—Foz 7TV }Y))
PY—=XA=FN=RFROT 7TV M DRRZEITVET,

Security > IMPB > IPv4 > IP Source Guard > IP Source Guard HW Entry DIBICZ v 7 L. U TOBEEAFRRLET,

eth1/0/1 [v] To Port eth1/0/1 [v]

From Port

Total Entries: 1

T
eth1/0/1 ip Active deny-all

| |

12-46 IP Source Guard HW Entry [EE

BEICRRENDIEE :

IP Address MAC Address
= 1

BH Eiis

From Port/To Port |ERET AHKR— FDOFHFEERELE T,

Find] 227 U v o LTIBE LIBREEITIEEDNDT Y M ARRLET,
BHON—IDNEET 258, N—VBESEZEELT [Go) 27 v/ TB5TETREDRN—INBETEET,
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Advanced Settings (GEfAIERTE)

B IP-MAC-Port Binding Settings (IP-MAC R— kN1 >V T« ~ JT5%5E)
IP-MAC R— bINA > 7« VT DERE. BETVET,

Security > IMPB > IPv4 > Advanced Settings > IP-MAC-Port Binding Settings DJEIc7 1) v 7 L. UTOBEEEERRLET,

IP-MAC-Port Binding Trap Settings

Trap Siate (") Enabled (@) Disabled Apply

IP-MAC-Puwi L Binding Pwil Sellings

From Port eth1/0/1 [v] To Port eth1/0/1 [v
Mode Disabled [v]
eth1/01 Disabled

12-47 IP-MAC-Port Binding Settings B

BEEICRTENDIEE !
EE | ETez)
IP-MAC-Port Binding Trap Settings
Trap State [IPMAC R— b\ VT4 YD S5y TR / FNTIEELET,

IP-MAC-Port Binding Port Settings

From Port/ ToPort  |REJT 2 R— FD&EEZIBELE T,

Mode TOERAY bO—/LOE—RERRLET,

. [Disabled] - #&ER— b T IP-MAC-Port /\A > T ¢ > T HREN RN IR Y £ T,

- [Strict) - RZ MHARP/AP /Ny MEER. ZNSDINT Y MONNA VT4 V7 F v 7 EEBLIEBEDIA KR— AT
U ATELT, BWEARP/IP /Ny bARHEENSDE T L/ Yy MET 74/ TTOYIENE T,
lLoose] - RA MHYARP/IP /7w MEfER. ZNOD/INT Y MONNA VT VI F v v EEBLED STHEITR—
EADT 72 ZANMEBRENE T, REKARP/IP /NI v bAMEHENDE T, L2/ y MET 74V b TEEENE T,

NAVFAVOF 1y o EBBT BITIE. BETIP 7 LR /ETMAC 7 FLA NLAN ID/ BEHR— FEER, IPY—
AH—RRBF 4w IINA VT4 VI T b, ETeld DHCP RRA—E Y I E S THEBEN AL F IV I NA VT 1V
STV FUONTNHDIY b JI—BT DRENB £ T,

TApply) &% U v 4 LT, RENBEEBLET,

B IP-MAC-Port Binding Blocked Entry (IP-MAC R— b1V F 57Oy oIV RY))
IP-MACR—NNA T >770v oI M)DFRR BHEZTVET,

Security > IMPB > IPv4 > Advanced Settings > IP-MAC-Port Binding Blocked Entry DIE(C Y 1) v 7 L. UTOEEAZRRLET,

Clear @ by Port  From Port [eth1/0/1 [v] To Port|eth1/0/1 ~] Obymac () Clear All

Total Entries: 0

T w e

12-48 IP-MAC-Port Binding Blocked Entry B

BEICRTENDIES !

185 Bilis
Clear by Port BIRR— MIEDWeI Y M T—TIE I UTICLET,
From Port/ To Port  |&REY HR— FOEEEIEELE T,
Clear by MAC BELEMACT FLRICEDEIY FUTBELEYT., BEMICMACT FLAZAADLET,
Clear All MAC7 FLRAEBELIRTOIY M) ERBELET,

Mpplyl 27 1)w o LT, RENBZBERBLET.
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IPv6

IPv6 Snooping (IPv6 R X—E> %)
IPv6 AX—E DWW THRR RELET,

Security > IMPB > IPv6 > IPv6 Snooping DJEIC7 ) v o L. UTOEEEFRRILET,

Pvb Snooping

Station Move Setting
IPv6 Snooping Policy Setfings
Limit Address Gount (0-511) [ & noumt
Protocol Enabled [~| [JDHCP [|NDP
D Lt
Total Entries: 1
Snooping Policy Limit Address Count Target VLAN

12-49 IPv6 Snooping [EE

BEICKRRENDIEE :

15H |

Lz

Station Move Setting

Station Move

ATF— 3 VBITICDODWTHRELET,
- Permit) (F¥mI). Deny) (BF)

IPv6 Snooping Policy Settings

206

Policy Name IPv6 AX—E> TR —2Z ATILET, 32XFLUN)
Limit Address Count TRLAADY MEBRDOEAIEELE T, Nolimit) BIEETHE7 FLAAT Y MEBRIFENICZD ET,
- EREFJREERE [ 0-511
Protocol TONIVAT— NEBW/ENICRE L. ARU Y —ITHIST 570 DV AERLE T,
< [DHCPJ-DHCPV6 /Sy b DT RLADBARX—E >V TENEKT,
« INDPJ-NDP /X7y bDT RLANRAX—EVTENET,
DHCPv6 R X—E> 7 -
7 RL A HTDREIC DHCPVG 7 5 A 77> b & — /B D DHCPV6 /Ny b A X—E > LEd, DHCPv6 7=
AT EOEEIPV6 7 RLRAZEIET & DHCPV6 A X—EVFICK2TINA VT 4 7 T—ZR—=ZAHERE
nNEJ.
ND AX—E>T
AT— ML AEHHREICKD IPV6 7 FUAEFERREICK D IPV6 7 RL XD DEETT . IPv6 77 L XAZE|Y
HTAE1IC. KA ME TDuplicate Address Detection] (DAD : 1877 KL X1&H) ARTT 28ENH VKT, ND
ARX—=E>J1EDAD X vt—2 (DADNS & DADNA) ERELINA VT4 VT T7—2ZX—XEBELET., NDP
INT W R (NS & NA) IE KRR MABRERTREDZ I LINA > T VO RBIBR S B0 E DD ERET BTedICHERE
NEJ,
VID List FARETHVIANID URX b EASLET,

TApplyl Z#Z2 w2 LT, RERBZBEALET,
Deletel &7 1) vy LTIRELY M ZHIBRLET,

lEdit) &2 ) v o LTI

EIVhUZERELET,
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IPv6 ND Inspection (I
IPv6 ND > A X7 </ 3

Pv6ND 1 > ANYT < 3 2)
NTOVWTERTR. RELE T,

Security > IMPB > IPv6 > IPv6 ND Inspection DJEIC7 1) w7 L. UTOBEEERRLET,

Pve ND

Policy Name

Device Role

[rarget Port

IPv6 ND Inspection

Validate Source-MAC Disabled |v]

Total Entries: 1

Policy Name Validate Source-MAC Target Port
Policy Host

Host [v]

FromPort  |eth1/0/1 To Port eth1/0/1 [~]

Dt e

12-50 IPv6 ND Inspection [E|H

HEICERTENDIEE !

1EHE EA
Policy Name RUY—2&EANILET, (32 XFLUA)
Device Role TINA ADEENZEIRLE T,

+ THost] - 7/\A ZDEEIE R A MMIERELE T NS/NA Xy E—INHT B4 Y ANY 2 3 VHRTENK T, FIEE)
+ [Router]) - 7/3A ZD&REZ )L —RITHRELE T, NS/NAITHT B4V ANT Y 3 VFERTENE Ao

NS/NAA VARG 2 3 0 ZBWEE 82 EEIEDHCPE LIEND A VDS FEB LA F v I\ A VT VT T —
IV LT DEE MDD NE T,

Validate Source-MAC

KETMACT RLRAF 7Y 3 > Ot = B / BICRELE T,
2o LAVT7 RLAZGEND Ay E—VZZMELFIC. U7 LAY FLRICH L TEETMACT FLADF T v
TENET, UILAVT RLRAEMACT FLABEGZGZE. /7y MEIEEEINET,

Target Port

FIvIEANZ—T Y b R— b EIRELE Y,

From Port / To Port

RETHR— FOBEZEELET,

Mpplyl 22 1) vy LT, RENBZBEARLET,
Edit] Z27 U w7 LTIRETLY M ZRELE T,

[Delete] =01 )w oL

TEEIV M UZHIBRLET,

IPv6 RA Guard (IPv6 RA H— K)
IPv6 RA H— RIZDWTHRR. FELEY,

Security > IMPB > IPv6

>IPv6 RA Guard DJEICY U w2y L, UTFOBEEZFRRLET,

Pvo RA [
IPv6 RA Guard
Device Role Host [v]
Match IPv6 Access List [ [ please select
[rarget Port FromPort  |eth1/0/1 [v] To Port eth1/0/1 [v]

Total Entries: 1

Policy Name Maich IPv6 Access List Target Port
Host

Policy

e e

12-51 IPv6 RA Guard [EIH

BEICRTENSIER

=[S Bit
Policy Name RUY—2HBATILET, (32 XFLUA)
Device Role TINA ZDRBNZFIRLET,

« THostl - 7/\A ADEENIERA MIRELET, RA/NTY MIITANTTAY I ENET, FIEAE)
- [Router] - 7/\A XDEENZ ) —RICHRELE T, RA/VT Y bE. A— MIBEIN ACLITRVEREENE T,

Match IPv6 Access List |BBEETTS IPv6 77 AU A M EATILET,

[Please Select] &7 w3 %&. BFEDACL ZEIRTEX T,
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15H B
Target Port FryviEAN, 2—7v bR—MEEELET,
From Port/ To Port RETHR— bDHEEEELET,

TApplyl Z#2Uw o LT, RENBZEHLET,
TBdit) #7 Uy LTIRELIY M ERELE T,
[Delete] #2J)w 7 LTIREI Y MU EHBRLET,

ACL EREmE
[Please Select] =2 ) w7 2 ERDEEHIFTRINET,

Total Entries: 2

o T T e
() 11000 S-IPvE-ACL Standard IPv6 ACL
O 13000 E-IPvE-ACL Extended IPvE ACL
EEEHEE =

12-52 ACL Access List B

RETHT MU EERL 0K 27U v o L&Y,
BHOR—IDNEET 258, N—VBESZEELT [Go) 27 ) v I T5ETREDRN—INBETELT,

IPv6 DHCP Guard (IPv6 DHCP i— F)
IPv6 DHCP A— RICDWTEFRR. RELE T,
Security > IMPB > IPv6 > IPv6 DHCP Guard DIEIC7 w7 L. LTFOBEEZFRRLET,

Pbve DHCP A

IPv6 DHCP Guard

Paolicy Name

Device Role Client  [v]

Match |Pv6 Access List [ [ Please select

[JTarget Port From Port To Port

Total Entries: 1

Policy Name Maich IPv6 Access List Target Port
Palicy Client S-P6 eth1i0/11

12-53 IPv6 DHCP Guard EIH

BEICKRRENDIEE :

15H Lz
Policy Name RY—2ZASILET, (32 XFLUA)
Device Role TINA ADEB|&EIRLE T,

. [Client] - DHCPv6 —/\Hh5D DHCPV6 /N7y MEIARTTOv o ENETd, #IHME)
- [Server] - DHCPv6 H—/ V7w MMEAR— MIRES NI ACLITREVERESNE T,

Match IPv6 Access |BBET 2 IPv6 77X A M EASLET,
List [Please Select] #2 ) w o d5E. BEEOIY FIHDSREIRT ST ENTELT,

Target Port FIvyEAN 2—7 v bR—bEIEELET,

From Port/ ToPort  |&RET BHR— bDEFHEZIEELE T,

TApplyl Z2 w2 LT, RERBZBEALET,
TEdity #27 Jw o LTIREIY MU ARELE T,
[Delete] #7)w 7 LTIEREIY FUEHIBRLET,
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ACLERE T
[Please Select] &7 w7 ¢ % EMDBEINEFRENET,

Total Entries: 2

B T Y
11000 S-IPv6-ACL Standard IPvE ACL
ﬁ 13000 E-IPvE-ACL Extended IPvG ACL
EEEHEE =

12-54 ACL Access List BIE

REITAHIMUERERL TOKl Z#7Uv o7 LET,
BHONR—IHFET 556, N—IVBSEIBELT [Gol 7V v/ TH5TETREDN—INBEHTELT,

IPv6 Source Guard (IPv6 ¥ —ZAH—F)

B IPv6 Source Guard Settings (IPv6 ¥ —ZXH— FER7E)
IPv6 V —RAH— FDFR. REZTVET,

Security > IMPB > IPv6 > IPv6 Source Guard > IPv6 Source Guard Settings DJEIC7 v 7 L. LUTOEEREFRRLET,

Pvb Source Guard Settings
IPv6 Source Guard Policy Settings
Policy Name Global Auto-Configure Address
Link Local Traffic Deny [v]
Total Entries: 1
Policy Name Global Auto-Configure Address Link Local Traffic Target Port _
Poty pemi enon2
IPv6 Source Guard Attach Policy Seftings
[ Target Fort From Port  [eth1/0/1 [v] To Port eth1/0M [v]
D34 ete All
Poiicy etz

12-55 IPv6 Source Guard Settings B

BEEICRTINSER !
EE | i
IPv6 Source Guard Policy Settings

Policy Name RUY—2ZATILET, (32 XFLUA)
Global Auto-Configure Address | BEIERE YV O—/ LT RLADSDT—2 574 v 7 DFFa] /IFEEZERLET, V>V EDITXTD/O—
NIV RLUZADNDHCP ICK S TEIW HTENTWT, RRAMBERICKARET FLADLD M ST 4 v VKER
70y LIEWERICEICIEE T,

- EIREE rPerm|tJ (8F7]). IDeny) (EE)
Link Local Traffic N=FROLT7ICK>TEFRIENE) o O—AIVT7 RLADSDT—2 Mo T v %R /IEELE T,
« BREL : TPermit) (BFPI). Deny) (1BH)

IPv6 Source Guard Attach Policy Settings

Policy Name R Y—2ZASILET, (32 XFLUA)
Target Port 2=y MR— b ERELE T,
From Port / To Port RET HR— bOFEEZIEELET,

TApply) &2 1w 4 LT, RERSEEALET,
lEdit) &2 ) w o LT, BRIV b UERELET,

Delete] 27 Uw o LT, BETY FUZHIRLET,
Delete All] 22 J w7 LT, INTHOITY I EHIRLET,
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W |Pv6 Neighbor Binding (IPv6 XA /NINA > T 1 %)
IPV6 A INNA T4 VDR REZTVET,

Security > IMPB > IPv6 > IPv6 Source Guard > IPv6 Neighbor Binding DBl U w7 L. UFOEEEXRTLE T,

Pvo Neighbor Binding

IPv6 Neighbor Binding Settings

MAC Address 00-84-57-00-00-00

Vi 14054 ]

|Pv6 Address 2233:1

From Port ath1/01 |v] To Port eth1/0/1 [v]
1Pv6 Neighbor Binding Entry

From Port To Port Mone [v]

|PV6 Address 22331 MAC Address 00-84-57-00-00-00

VID (1-4094) [ ]

Total Entries: 1

2019:1 00-11-22-33-44 55 eth1/0M13 [:elete

] [ ll"_ Bl &

12-56 IPv6 Neighbor Binding &I

EmEICRRINDIER !
=] | i
IPv6 Neighbor Binding Settings
MAC Address NA VT TITRIDMACT RLAEASILET,
VID INA VT TMJDVIANID ZEASILET,
BIEEEEE : 1-4094
IPv6 Address N VTV TTR)DIPV6 7 RLABEASILET,
From Port/To Port |&&RET BHR— FD&EEZIEELE T,
IPv6 Neighbor Binding Entry
From Port/To Port |&&RET 5KR— FD&EEZIEELE T,
IPv6 Address BEITDIPv6 7 RLAEANILET,
MAC Address BERITHMACT RLRAEANDLET,
VID BEITDVIANID EAHLET,

TApply) &% w4 LT, RERSEERLET,
MDelete] %% 1) w4 LT, $5EIY FUEBIBRLET,
TFind) £ 1w 4 LT, BHEERICEEDT Y b ERRLET.

BHOR—IDNEET 58, N—VBESZEELT [Go) 27 ) v I TB5ETRHREDRN—INBHTELT,
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DHCP Server Screening (DHCP H—/I\X 7 ) —= >V 55/ 7E)

DHCP T—/\/\7 v b DHEIBRP.DHCP 7 5 A 7> S DMEED DHCP U —/\/ %y b ZERET B L DICRE L F T, D DHCP U —/\Hixy hT—
7 HTHFEEL. ZNZTNEEBERIDT 547> b 7)b—FIT DHCP —E X ERH T BI5EICRIIBE T,

R—FTDHCP H—N\R T U=V THENBMICTZE D TWVWBIBE. TOR—FTRELIEINTDDHCP —/ Uy bME, VI T2 7RX—=2R
DF TV IDEHITCPUICIZALYT bENETT, EHGEDHCP U—/ Uy MEERXEN, RIER DHCP H—/\/\7w MMIWEINE T,
DHCP B —/\RZ ) —Z >V s E BT HE. TNTOD DHCP —/ Sy EAEEDR— T4 IRV TENET,

DHCP Server Screening Global Settings (DHCP #—/\ZX Y U —=2455O0—/\IVERTE)
DHCP Y — R 7 == 707 a—/\VEREZETVE T,

Security > DHCP Server Screening > DHCP Server Screening Global Settings DIBIC A Z2—% 27U v 7 L (BEEAZH®RRLET,

Trap Settings

Trap State Disabled|v|
Profile Settings
Prtie Namo ST T
Total Entries: 1
Pt :

[l S KN EE

Log Information

Log Buffer Entries (10-1024) [ Defautt [ apply || clearog |
Total Entries: 0

12-57 DHCP Server Screening Global Settings [EIE

BIEICRTENDER !

EE | 97
Trap Settings
Trap State [DHCP H—NRIU—Z2 5D 5y THles B/ EncBELE T,
Profile Settings
Profile Name [DHCP #—N\RYU—Z2 50707 7 A VBEANLET, (32 XFUR)
Log Information
Log Buffer Entries A7y 77T b EBEANDLET, Default) ICF v oE2UNDETHRERFERLET,
- SRERIREFRE 1 10-1024
- FEAME : 32

MApplyl #2Uwo LT, RERNBEBEALET,
[Create | Z2 ) w o7 LT, 7AT7 714 IVEERLET,
Delete] #7)wvo LTIWELY MUZHIBKRLET,
[Delete Profile] #2 Jw o LTIRETA 7 71 ILEBIBRLET,
[Clearlog) Z#27 U w7 LTV EHBEELET,
MAC7 FLRADINA VT4
Binding] &7 1) w0 d 5L TOBENKREINET,
= VA

Bind Client MAC

Profile Name Profile
Client MAC 00-84-57-00-00-00

12-58 Bind Client MAC EIE

HEICERTENDIEE !

BE SiEA
Client MAC AT HMACT FLRZIEELET,
Mpplyl 22 1) w7 LT, RENBZEARLET,
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DHCP Server Screening Port Settings (DHCP H—/\X 7 ) —=> 5 K— F&E)
DHCP F—/N\RZ ==V JR— b DFRR. REETVET,

Security > DHCP Server Screening > DHCP Server Screening Port Settings DBl 1) w7 L. BEEZRRLE T,

DHCP Server Screening Port Settings

- DHCP Server Screening Port Settings

From Port To Port State Semver IP Profile Name

leth1/01 [v] [eth1/01 [v] [ Disabled[v ] = = & | B2 chars |

State Server [P Profile Name

Disabled Delete |

W]
| Delete

Delete

_“__m

eth1/0/9 Disabled Delete |
mm—_l Delete M
X 12-59 DHCP Server Screening Port Settings [EBIE

HEICRTENSIER !

185 FA
From Port/ To Port HET 2R— bOBEATIEELET,
State EER— N TODHCP H—/\R 7 ) —Z > Jien B / ENICRELE T,
Server IP DHCP H—/NDIP 7 FLXZ AN LE T,
Profile Name R—MIJRET B DOHCP G —N\R T =27 707714 IV&EANILET,

TApplyl Z2 w2 LT, RERBZBEALET,
[Delete] #7Jw 27 LT, BEZ> MU AEBBRLET,
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ARP Spoofing Prevention (ARP X 7—7 « > JB5LLERTE)

ARP AT —7 1 V IBSLEREEITVNE T,

IV MUDMERENS EEKEBTIP 7 RLADRI Y FUDT = b I AIPT7 FLAE—HTBHEDDKETMACT FLANIY MUDT— DT
A MACT FLRAE—HLIEWARP /Ny bME YRATLICK D THEENE T, FETIP 7 RLABT— b4 P7 FLAE—ELEL ARP
INT Y MES ASPITE DTS ISRENE T,

ARP 77 RLADREFZHDT—h T TADIPT7 FLAL MACT FLAL BLOKR—FUZXbE—HTZHE. RER— D ARP K D EBEZHD
BNTHODDST, AAFZ VY ARPAVANRT 3> (DAl) FTv o EINAINALET,

Security > ARP Spoofing Prevention DJEICAZ2—% 7 w7 LT, UTOBEEEFRRLET,

ARP Spoofing Prevention

ARP Spoofing Prevention
From Port eth1/0/1 [v| To Port eth1/0/1 [v]
Gateway IP [ - = - ] Gateway MAC 00-11-22-33-44-aa
Total Entries: 1
Gateway IP Gateway MAC Port
10.90.90.1 00-11-22-33-44.55 sth1/0/10

12-60 ARP Spoofing Prevention B

BEEICRTENDIEE !

bi=[= Bk
From Port / To Port RET HR— bOEEZIEELET,
Gateway IP T—=bITADP 7 FLAZEAILET,
Gateway MAC T—=brIIADMACT FLRAEANDLET,

Mpplyl 27 1)w o LT, BEZBERLET,
Delete] Z2 v o LT, BETY MU ZEHEIRLET,
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MAC Authentication (MAC E25iF)

MAC 5REEREEIF. MACT FLRAZBALTxX Y b T —7 DREEZ1T OWAETY,

RAA Y FTlE. A—HIVESEA T RADIUS T —/\FREEAOmAZ T R— b LTWET,

O—AILT —=EZN—=RITEDWTCERIIERIT. F2ld RADIUS 7 547> b & LT E— h RADIUS H—/NEDRET RADIUS 70 JLENLTER
7O REERGFLET,

Security > MAC Authentication DJEICA Z21—%7 v LT, ULTOEEZFRRLET,

MAC Authentication Global Settings

MAC Authenficafion State (") Enabled (@) Disabled
MAC Authentication Trap State () Enabled (@) Disabled
MAC Authentication User Name and Password Settings
MAC Authentication Port Settings
From Port To Port State
eth1/0/1 [v] eth1/0/1 [v] Disabled [v]
eth1/0/1 Disabled
ath1/0/2 Disabled
eth1/0r3 Disabled

12-61 MAC Authentication EIE

EEICRTREINDIER !
BE B
MAC Authentication Global Settings
MAC Authentication State AA v FDMACTRIED YT OA—/NIVAT— 2 A%EH / ENIHRELE T,
MAC Authentication Trap State MAC ZRRED T v TDRT— 2 A EB | ENCRELE T,
MAC Authentication User Name and Password Settings
User Name MAC BRSED1—Hax AN LET, (16 XFUA)
MDefault) ICF v EBANDE. 77AT Y FDOMACT RLANI—PHELTEEINE T,
Password MAC RREED/ SR T — RZ AALE T, (16 XFLA)
lEncryptl (CF T v 7 HEANDE, INAT— RZEBSELLET,
MDefault) ITF v o EBANDE. V74T FDOMACT RLANISRAT—RELTIBEENE T,
MAC Authentication Port Settings
From Port / To Port AREZBERYT HR— MEEERRELF T,
State EEDR— M L. MACEREEZEZN / BICERE LT T,

TApplyl &4 U w4 LT, BEEEALET,

Guest VLAN fERBSICSRAF SN 7z MAC 7 KL RI&. Guest VLAN T Log ICaeh & ¥,
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Network Access Authentication (v F7—27 7t X5R:E)

Guest VLAN (4°ZX b VLAN 5%7%®)
v NT—=0T7 0w ZAFRADT Ak VLAN DFR. BEHFITVET,

Security > Network Access Authentication > Guest VLAN DJBIC A Z2—% 7 ) v o LT, U TOEEZRRLET,

VTAR
Guest VLAN
From Port To Port VID (1-4094)
ENN i (V] ]

Total Entries: 1
emori s
o B EE =

12-62 Guest VLAN EIH

EElCRRNINSIEER !
bi=[=] Bkl
From Port / To Port BRETHR—FOHEELZEELET,
VID REITDVIANIDEASILET,
- ERTECIBEEDME © 1-4094

Mpplyl 22 1) vy LT, RENBZEARLET,
Delete] Z27 Uy LT, 8ETY M) ZHIRLET,

Network Access Authentication Global Settings (% F7—27 7€ AR5 O—/\IVERE)
2y NT—=0 TR ARBED T A—)NVAT— 2 AEHRELE T,

Security > Network Access Authentication > Network Access Authentication Global Settings DIEICA =2 —% 7 1) w7 LT, LLTFOEEmZFRRL
ESER

Netwo Access Authentication Global Settings

Metwork Access Authentication MAC Format Settings
case
Delimiter Number 2 2
General Settings
Max Users (1-1000)
uthoraton St
User Information
D st I
Password Type Plain Text E Password l32 chars ‘ | Apply |
Total Entries: 1
I S - S R
user sernee Plaintext 1
12-63 Network Access Authentication Global Settings EiE
BEEICKRRINDIER !
HE | 508
Network Access Authentication MAC Format Settings
Case 2V T —=0 T AFEECERT 5 MAC T RLADERZEIRLE T,
- JERAEL : NUppercase ] (KX2F). lLowercase] (/)
Delimiter MAC 7 FL A& AT HBOXEY #ERLE T,
« BRAE : MHyphen U\ ~7>) ] Colon (@) ] Dot (Rw k) J TNone (K1Y x2F% L) |
Delimiter Number MAC 77 FL RICHBIT ARV aEIRLE T,
< BRAEL M1 120 5]
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BE |

g&

CE!

General Settings

Max Users AT AT ORAHMEEELET,
- RECJREEEH © 1-1000
- {7JERME : 1000

Deny MAC-Move MAC *géjﬁﬁﬁiﬁ% @?ET%—:E)JJ/EI)JJLL EL??’ VJI/%DLDIE:E I\@/j—\ F?wuuﬁ*ﬂfuj—\x '\ Al AYEN /DJU /—J—\
MDOBENEFFAI T D E DD ZFIELE T,

RA MK BEREER— FEOBENIEZDORADEZ SNE T ROIV—IUCEDE, BEEIHNVELGDH . BEREE
EfTD T EBESHLWR— MIEEBEHLE T,

- FLWR— hDFEERED DR — b EBUHE. BRI ED ) T KA MEIFHLLR— MIE AR
BHES|IEMEE T, SEETNRA ME R—F 1 DSR—F 2A\DO—-I VT ERITCE. BTG L TR
REMEMEALET,

- FHLLKR— b OSREEREDTTDR— b EREZDIHEIL Enwﬁb\f SECY, R— b 1DFREEAFRA ME R—
|\2 VR38N L (BB E 17D C D PR T, %ﬁbb‘d’x TEREARDBINCTZ D TUVEWVSEI. 7\7 >3

NEHFHLWR— MCEHBEILE . TOR— I\&G)t‘/ VA VIFHBRENE T, K— b 1 DFREERHRA MME
R—h 2ICHBHTETT,

MAC BBEIHMERN (AIEBEDERN) (<732 W T, BREEE MR R R DRIDR— MIBE LIHE. BRI S—ELTER
HENET,

Authorization State %ﬁb COWCEM/EDUEELE T, A4 T a ik, BASNREZART AN EIHZEIRELE T, FRENDE
ROBMCEDE RADIUS —/NIC LI NEENDERBE (VLANTZE) DR ENET,

User Information

User Name I-—YaEANLET. (2XFEURN)
VID VLANID ZAZILE T,
Password Type INAT— ROEETERLE T,
« BIREE © [Plain Text (F£32) ) TEncrypted (BES1E) |
Password /\°7\'7* FEALET,

MApplyl Z#227 w7 LT, REABZEARLET,
Delete] &7 1) w7 LT, ? EIVMUZHBBRLED,

Network Access Authentication Port Settings (v F7—49 7 7t X5REK— FERE)
XY D=0 70 ARIDR— bREETVE T,

Security > Network Access Authentication > Network Access Authentication Port Settings DIElc A =1 —% 2 w7 LT U TOBEEEFRRLET,

Network Access Authentication Port Settings
From FPort To Port
Host Mode Max Users (1-1000) Periodic ReAuth Timer (1-65535) Restart (1-65535)
o0 | [Dsabed [v] T - I
I I S S T
eth1/0/1 Multi Host 1000 Disabled
eth1/0/2 Multi Host: 1000 Disabled :360_0- _i'iu
eth1/0/3 Nulti Host 1000 Disabled 3600 60
eth1/0/4 Multi Host: 1000 Disabled 3600 60
eth1/0/5 Multi Host 1000 Disabled 3600 60
eth1/0/6 Mulli Host 1000 Disabled 3600 80
eth1/0/7 Multi Host 1000 Disabled 3600 60
eth1/0/8 Multi Host 1000 Disabled 3600 60

12-64 Network Access Authentication Port Settings [BIE
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HElcRRENZEE !

1HH Bz
From Port / To Port RETHR— FOHHEAIRELET,
Host Mode FIRAR— MOBERT BRAMNE—REBRLET,

[Multi Host] - R— A ILFRZ b E— RTHEL TV B5E. —ﬁ@a“\x FOEREEENB &L DT RNTDARX b
[EDVWTEHR— DTV AHHFRIENE T, 802.1X FREEICHEL. BRI 11— DO o4 7k EHNRE
LizBa. R—hELiEs<of7ay v Enkd, —m@ﬁ%&ﬁb‘i@?%t\ EAPOL /X hDIEBETTICR LE Y,
- TMulti Auth - K— FAARIVFRAEE— RTEMEL TV BIBE. SHRAMIT L. R— M \D7 7 X :;’Suﬁb\f (FZ(C
BYUET, RAMMEIMACT RLRITE > THEIET M. ME**LK/T\X F DI R— DT 72 AHETEEICTIZ Y £

MBA DO—= > 5 %318, Multi Auth) IC8E LT AIEBREA Lon—3 >4, TMultiHost) #3&E L
feHaldEaRah ) oO— > 7 EGVET,

Max Users RAI—UHEEELET,
- ERAERIBEEEF [ 1-1000
Periodic FIRR— b DOERN B B / ENICERELE T, 802X 7O M IWCDHFELE T,
. fHAME : MDisabled]) (%)
ReAuth Timer BRI EEELET,

- SRERIREERE 1 1-65535 (#)
- JHRME 1 3600 (#)

Restart JRAZ2— EBIEANDLET,
- ERTEPIREEE 1 1-65535 (B)

- FEAME 1 60 (7))

MApplyl 227 1)w o LT, RENBZBERBLET,

Network Access Authentication Sessions Information (v F7—%7 7€ X5REt v & 3 V158R)
XV NI—=0 70w AR ity Y a vDIERER. 77 ETVET,

Security > Network Access Authentication > Network Access Authentication Sessions Information DJEICA Z2—%7 1) v~ LT, UTOBEEAZE
mLET,

Network Access Authentication Sessions Information

Port | Clear by Port | | Find ‘
MAC Address | clearbymac || Find |
Protocol DOT1X [~] [ clear by Protocol || Find |

[ clearan  |[  showan |

Authentication Sessions Total

Total Authenticating Hosts 0
Total Authenticated Hosts 0
Total Blocked Hosts 0

Authentication Sessions Information

Total Entries: 0

12-65 Network Access Authentication Sessions Information [EIH

HEICRTENDIRE !

HE Bk
Port B/ VIVT7TBR—MEIBELETT,
MAC Address EBR/VIVTTBMACT RLAZIBELE T,
Protocol JabaNA T a v ERIRLET,
EIRAET ¢ TMAC). TDOT1XJ

MApplyl 22U w o LT, REABSZBALET,

BROBEE

[ClearbyPort] Z#271) w7 LT, BIRLIER— MIEDBREEELET,
[Clearby MAC) 2 1Jw o LT, BRLIEMAC 7 RLRICEDIBREBEELE T,
[Clear by Protocol) &2 w7 LT, BIRLIZ70O M UICE D BERABEELE T,
[ClearAlll #7Uwo LT, 7=V EDTRTOERTEELET,

IV MY /RT
Find) 227w LT, ADLIBEREEITIEEDT Y ) ERELET,
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[Show Alll =27 ) w7 LT, INTHOIY ) ERRLET,
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128 Security (¥ T4 HEEEDERTE)

Safeguard Engine (t—7AH—FIT > IY)

XY bT—=U EDBEDHERASDRAA v FITHLT 1Ny w b 75y 7027 (ARPAM—L) GEZFBLT. ARNICKELTLSIED
HIVET, Zh%@ﬂ% Tk RA Y FOCPUBRIERSAIREGF v/ 7T ZBA TEBALTCLESTIREND V&Y, DL OERMELZR
BT BT AR Y FITIFE—TH— FI VI VBN REENTVET,

T=TH-RFIVIVIE BENMTONTWVDRE. X1y FOBRBZERIMLL TAA Y FREDREEEZRE. Ronfc )Y —ARNTEEE/ T Y
b DERME%Z FIREIC L/i’g"o

CPUBRNDLEFLEWVMEZBASE. E—TH— FIT I UEEEOMESI L. A1 v FldTExhausted ] E— RICA W £ 7, Exhausted E— KTl A1
FILARP & 1PNy h CERAIREEEHEHEFIELE T, CPUBRHALEWMEE TRISEBE. t—TAHA—RI VI VIEFEERFELEL. X1 v FiZ
Exhausted E— FZBHHI L CEEE— F\BITLE T,

CPUBBITEREEND /T v ME 3 DDYIV—TCnBEEINE T, TTAVE2TT—RELTHEMENDTNEDT IL—TIE. CPUDEFEDIEED ~
ST 14w I EBINT BIeDITERT DHBNEA V2T T—RATT, CD3IDOZI—AF 7Oty MEE) Nb— b IKDBINTVET,
BEAA Y FOCPULRE/NT v M EIIBET B T70 D)V JIb—THREBWVEBERED/NNT v hEZE L (A1 v FD CPU IFEARRIT/L—
T4 71y FDMIBETTS f28D) [)b— b 1 I —TRELEBEREDEN/ VY hEZELET, (7O —TTRIBEND/ Ty MM
IW=RICE>THERENTOra)bay bO—)bry b T, TR 7Ib—TRTIE. /37w M& Telnet  SSH 73 EDMEEEE 7O O)bic
EoTCINW—BRVATLRY N IT—VEBA VAT T —INKEENET, [Jb— ] JIL—TTUEEINZ/T v MM, —#&ic/L—2 CPU T LK >
TIEBEINZ@B)—T 171y bELTEREINE T,

WFOXRTIEZTONIVERBT 2T TA 2T 1 —RERRLET,

7okt BITABE2TT—R (FIL—7) =

802.1X Protocol Port-based Network Access Control ((R— rN—=X 72t XJ> ~O—)b)
ARP Protocol Address resolution Protocol (ARP)

DHCP Protocol Dynamic Host Configuration Protocol (DHCP)
DNS Protocol Domain Name System (DNS)

GVRP Protocol GARP VLAN Registration Protocol (GVRP)

ICMPv4 Protocol Internet Control Message Protocol (ICMP)

ICMPv6-Neighbor Protocol IPv6 Internet Control Message Protocol Neighbor Discovery Protocol
(NS/NA/RS/RA)
ICMPv6-Other Protocol IPv6 Internet Control Message Protocol except Neighbor Discovery Protocol
(NS/NA/RS/RA)

IGMP Protocol Internet Group Management Protocol (IGMP)

LACP Protocol Link Aggregation Control Protocol (LACP)

SNMP Manage Simple Network Management Protocol (SNMP)
SSH Manage Secure Shell (SSH)
STP Protocol Spanning Tree Protocol (STP)

Telnet Manage Telnet

TFTP Manage Trivial File Transfer Protocol (TFTP)

Web Manage Hypertext Transfer Protocol (HTTP)

Hypertext Transfer Protocol Secure (HTTPS)

ARZRARENTL—bUZv b Oy b/, BE—TH—FIVIVOYTAURT I =R L TEEDHTEY U T, £rldER >
27T —ATHRELELZDOTA b UL TRV H T2 ENFRETT ., AEEZERALTEZDTA N LDOL— MREHAZIA XT3
BE. FTBYGL— MIBRERET S /Ty SORBICEEDRET 2H5EHNHUETOTCITERILEN

ae=t T IV H— M)\*ﬁ‘xﬂ BOTWBBEERAAYFIEFFP (BFR T2 TOtvY) A—2U77—TIEFERBLTHEBLEN T T 1Y
2 70— (ARP.IP) |CHigiigZ B BT CPUERERE M 70 v IHIBRASIELE S, Thick) Ry FIT—UREDNZ 74 v 7)b—
TA 7”7‘ﬁrﬁb*%'J|§Etfﬂ%>i%é.\b‘*35 WEY,
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i

Safeguard Engine Settings (t—7H—FI VI VERE)
AAYFIE—TH—RI VI VOREETVET,

Security > Safeguard Engine > Safeguard Engine Settings DJEICZ w7 L. U TOBEAFRRLEY,

Safeguard Engine Settings

Safeguard Engine State Disabled ﬂ
Trap State Disabled ﬂ
Safeguard Cngine Current Status Mormal

CPU Utilization Setfings

Rising Threshold (20% ~ 100%) T
Faling Tiveshod 20% ~ 100%)

12-66 Safeguard Engine Settings [EE&

BEICRTEINSIER !
B Biis]
Safeguard Engine Settings
Safeguard Engine State =T RFIVIUHREERY / BNRELET,
Trap State T—TH—RIVIVDNT Y TEBYM/ EMCERELET,

Safeguard Engine Current Status  [IREDT—T7A— FI VI VDR T—2AEHRRLET,

CPU Utilization Settings

Rising Threshold CPUBAED R LEMBEEHRELE T,
CPUERAEN DL EWMEICERET 5 & Exhausted E— FICTAWE T,
- ETEPTAEERE  20- 100 (%)

Falling Threshold CPUBABEDOTELEMEZRELE T,
CPUERENCOLEMERTES E. t—TH— RIV I VIRED S Normal E— RICRY £9,
- ETEPTAEERE  20- 100 (%)

[Applyl Z27 w2 LT, RERBZBEALET,

CPU Protect Counters (CPU 7AF 7 AU %)
CPUZOFoY 3 >DhY Y R IEREER. HELET,

Security > Safeguard Engine > CPU Protect Counters DJEICV ) v 7 L. UTFOBEEAFRRLET,

Clear CPU Protect Counters

(@ Sub Interface Manage ﬂ
() Protocol Name dhep ﬂ Clear Clear all
12-67 CPU Protect Counters [E[H
BEEICRTEINSER !
BEE A
Sub Interface YIARTI—ADA TV a v a#RLE T,

BELY T4 271 —ADCPU TOT70 NADVRE )T LET,
- #ERAEY © 'Manage] Protocol] Route] TAll

Protocol Name JObraBEOA T 3 vEERLEY,

[Clear] 27w 7 LT, REICEDWBERZBEELET,
[ClearAlll Z7 w7 LT, INTCOBEREZEELETT,
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CPU Protect Sub-Interface (CPU 777 b T4 271 —2R)
CPUZOT o3>y T4 271 —XA%HRE. TRLET,

Security > Safeguard Engine > CPU Protect Sub-Interface DIEICY ) w7 L. UTFOBEEAFRRLED,

CPU Protect Sub-Interface

Sub-Interface Manage v Rate Limit (0-1024) [ lpps [INoLimit
Sub-Interface Information
Sub-Interface Route 9

Rate Limit 1pps
o T

12-68 CPU Protect Sub-Interface B/

BEICRTENSIES !
BH

| 58
CPU Protect Sub-Interface
I VBT I—ADA T a3V m&ERLEY,
- 3BREY © TManage] Protocol] Route]
L—rUZy bDBEEASILEYS, Nolimit) ZIEETHEL—FU Sy b EEMICLET,
- ERERIRE 10-1024 U\ </ 8)
Sub-Interface Information
I VBT I—ADA T a2V m&ERLEY,
- 3®IREE : Manage] [lProtocoll MRoutel
Mpplyl #2717 LT, RERNBZBEALET,
[Findl #2J) w2 LT, ANLEREEICEELIY P ZBHLET,

Sub-Interface

Rate Limit

Sub-Interface

CPU Protect Type (CPU 70079 b2 A7)
CPUTOTFT I avDfEBEERELET,

Security > Safeguard Engine > CPU Protect Type DJEICY v 7 L. UTFOEEZFRLE T,

CPU Protect Type

Protocol Name dhcp [~ Rate Limit (0-1024) [ lpps [INoLimit
Protect Type Information

Protocol Name dhcp 9

Rate Limit 1pps
o T

12-69 CPU Protect Type B

BIEICRTENSER !
HH

| 508
CPU Protect Type
O VEDF TV a v EmERLE T,
L—rUZy bDEBEEASILEY, Nolimit] ZIEETHEL—FU Iy bEEMICLET,
- ERERIREERE 1 0-1024 U\ /)
Protect Type Information
TOMIVEA THERLES, 7OV 2ATOERE. L— MUY FOBHRTINET,

Protocol Name

Rate Limit

Protocol Name
MApplyl] 22U w2y LT, REANBZBALET,
[Find] 2 J) w27 LT, ABBLTEBBREEITIBEI Y M ZERHLE T,
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Trusted Host (PSR FHRRX )

P S A PR FDRE. RReTVET,

Security > Trusted Host DJEICV U v 7 L. UTOEEZRRTLET,
“TostedWost oo

Trusted Host
AGL Name Type Telnet ]

Note: The first character of ACL name must be a letter

Total Entries: 1
I v S

Telnet ACL

12-70 Trusted Host [EIH

EICRRENSDIEE ¢
HE SHEA
ACL Name BRETZALZEATILET, B2XFLUR)
Type PSR MRA bOBEZIEELE T,
- EREY - [Telnet TSSHJ TPing) THTTP) THTTPS )

MApplyl 22U w o LT, RENBZBERBLET,
Delete] 22wy LTIREDIY b UZHIRLE T,

Traffic Segmentation Settings (F>57 1 v 7€ T AV F7—2 3 VEERE)
b**nét — N TBETHI Y ME LA 2

NS Taw oAV T— 3 VERE R XA VDEES

NS Do I AV T— a3V ERELET,
— MDEDE R A1 VDEDBE. h?mmbtn7/h®b4ﬁ2%Liﬁm

INTY MERRICEW T RAALVARDA V2T 1—XICHIBREINE T, R
TNEHEA.

FST 4w oI AYT=2a YDA VINI R ME BILEE R A YOR—ER— M FrRIVEE BRE2A VAT IR T THETEET,
BESNA VR T I—ATR— FF ¥ RIVDEENTVEHE. COR—FF v XILVDITNTDA Y VUR— S HERE R A VICEENE T,

Security > Traffic Segmentation Settings DIEICA Z2—% 7 ) v/ LT, UTFOEEREZFRRLET,

raffic Segmentation Settings
Traffic Segmentation Settings
From Port To Port From Forward Port To Forward Port
eth1/0/1 [~] eth1/0/1 [¥] [ath1/0/1 [~] [eth1/0r1 [~]
[ add || pelete |
I T
athi/0/5 eth1/0/6-1/0/8

12-71 Traffic Segmentation Settings [E/E

EICFRRENDIEE
1B

From Port/ToPort |RET 2FER— FEEZIEELE T,
From Forward Port/ | RE T SEnixR— MEEFZIEELF T,

To Forward Port
FAdd) Z2 ) w o LT, ANDLFEBREREICHLLDIY M) EBMLET,
[Delete] =0 )w o LT, ANLEEERERICIY M ZHBRLET,

E
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Storm Control Settings (R F—L 3> FO—IVERE)

Ab—=LOY bO—)LORE. TREFTVET,

Security > Storm Control Settings DIEICAZ2—%27 U w7 LT, UTFOBEEEFRTLET,

orm COontro

Storm Control Trap Settings

Total Entries: 84

eth1/01

Trap State None ]
Storm Control Polling Settings

Poling Interval (5-600) 5 |sec Shutdown Retries (0-360) 2 |times [Jinfinite
Storm Control Port Settings

From Port To Port Type Action Level Type (P{:F-Ifaggaenom (an?fsalé;\:nom

eth1/01 [v] [eth1/0/1 [v] [Broadcast [v] [Drop — [¥] [PPS ~] [ | ppe [ loes

Broadcast Inactive
Multicast Drop = s Inactive

Unicast = = Inactive
Broadcast - - Inactive

12-72 Storm Control Settings B

BIEICKRTENDER !

BH

ELis

Storm Control Trap Settings

Trap State

Ab—=LaAvtO—=)bESvTOF T avERELET,
- TNoneJ- b2 v AEEEENE L Ao
- IStorm Occur) - A b —LDEEZEGH LIS T Mo v 7HEFMEINE T,
- IStorm Clear) - A b —LHDEEENIEREET N D v 7THEFMENE T,
- [Both)- X b—LDFEEZEH. £laldRA M—LIEENEEBET Ny 7HEMENE T,

Storm Control Polling Settings

Polling Interval

K=V IREROERIEE LET,
- ERTEETRESDF 1 5-600 (B)
- WHBE 5 (B

Shutdown Retries

Ty R VOBETREEE AN LE T, (Infinitel ITF v o7& AND EREREIZEMITEY ET,
- TEAJAEERE 1 0-360
- HAME - 3

Storm Control Port Settings

From Port / To Port

RETHR— FOBEZEELE T,

Type OV A=V BAN—LOBEERIRLET,
- 3EIREY © [Broadcast] Multicast] [Unicast]
Ty FEUVE—RICRESNTWVSEHE. 22F v X M TKnown] TUnknown] miAESBLEY,
DFY, BHERIEFRREIZF A ANy PMEED LEWMEITET &, R—MEY vy MOV LEY, Zh
LIANDERETIE. 124+ X b& TUnknown] /37w hDIHAESBLET,
Action RITTBT7IVIAVERELET,
« TNoneJ - A b—L/\7ry bET 4 IVZ LEHEA.
- IShutdown]-38E LIz LEWVMBIGES B ER— M vy FETVENET,
- [Drop)-EELZLEWVMEICET B L/ Y MIBEINE T,
Level Type LNV A THEELE T,
- 33REL  TPPSJ TKbps] lLevel]
PPS Rise 18Dy FEICDWTERLEWNMBEIEELE T,
. ERTETTREEDE © 0-14881000 (/X4 /)
PPS Low Wi DIy FEICODWTRELEMEZIRELE T,

. ERTEPIREERE 1 0-14881000 (/¥4 w b /#5)
. FJJHB{E : PPS Rise fEMD 80%

MApplyl &2 1w LT,

HEANBRZBEALET,
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128 Security (ZF 1) T HEREDRTE)

lLevel Typel T lKbps) ZBRT 2L, UTOBEELSRRENE T,

Storm Control Port Settings

From Port To Port Type Action Level Type ;BSPESSEA%? Eagzssldgow}
[eth1/0i1  [v] leth1/011 [v] [Broadcast [v]] [Drop ~] [Kbps V] [ |*t6kbps | | *16Kbps
12-73 Storm Control (Kbps) B
BEHICRTEINSER !
(=] Btz
KBPS Rise PR KBPS DIEZEIEELF T,
R—hTCRETHEZ T4 v IVDERLEVMEZ 16 FOEY b/ B TIEELET,
- ERTECIREEREA  0- 625000 (16Kbps)
KBPS Low TFR KBPS DfEZEIEELF T,
R—hTCRAETBHES T4 v VDTRLEWVMEZ 16 FOEY b/ TERELET,
- ERECIEEEHA - 0- 625000 (16Kbps)
- FJJHB{E : KBPS Rise {ED 80%
MApplyl 22 Uw 7 LT, RERNBZEALET,
[Level Typel T llevel) ZZIRTHE. LITFOBENRRENETT,
Storm Control Port Settings
From Port To Port Type Action Level Type I(_{]Ei\;%lol?ise [Lue_\;si}lolaew
[eth1/0i1 ] [eth10/1 [v] [Broadcast [v]| [Drop  [¥] [Level V] [ | % [ | %

12-74 Storm Control (Level) EE

EEICRRINDIER !
pi=|=] B

Level Rise ERRLANIVEASLET,

R—IDORETB T T4 v VOBBEDNN—t 7% FRLEMEE LTIEELE T,
- SRERIBEERE 1 0-100 (%)

Level Low TBRLANILEASDLET,

R—MORETB T T4 v VOBBEDNN—t 7%, TRLEMEE LTIEELE T,
- SRTEPIEEEEE © 0-100 (%)
- FJHBME : Level Rise fED 80%

TApplyl] &2 Jw o LT, REABZBEHALET,

“no storm-control {broadcast | multicast | unicast}’ 3> RIC K DHEMLIFRTREDH B £, Kops &Teld % THE LIcREDLE D
TWBHBAE, shutdown E— FOREH TS —LBEWNETDT. TDIHFAIF—ELEVMEE pps TRERIT shutdown E— RICERET 57
E. BYICEREL T REL,
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DoS Attack Prevention Settings (DoS IZZBAIEERE)

% DoS WEIx L TR EZTTVE T, KDL DEEEHD DoS WEE XA v F CRHT AT ENTEXT,

- land W .
DA TOBREITIFGEETT RLRETRET RLABZ—5Y T INNARADT RLRICRESNTWS P /Ty FHMEREINET, 24— v
FFINA ZADBEEICH LTRSS LT LE S AL S Y £9,
Blat T2 :
TDRATORERIE, 2—4y b TINA AD5HKR—FEFLCTCP/UDP V=R R— T/ b ERELET, 2—5 v b T/\1 ADEEIC
HLTHELTLESTHEELND Y T,

. TCP-Null :
TDRATORBEITIE, ¥~V ABS 0TI ZIERIEVRED/NN Y b EFERLIAR— N RFv U HMEREINET,

« TCP-Xmas :
TDRATORERITIF, ¥—7 VABE0TER (URG). Fva (PSH). BXUFIN 7S 7EESCHED/ Vv b EFABLIER— M AF v
UHMERETNE T,

- TCP SYN-FIN :
TORATOBEILIE. SINBXUFIN 7S 725G RED/ VY bR LIER— b XF v UHMERINE T,

+ TCP SYN SrcPort Less 1024 :
TDRA TOBEITIE. FETR— M0~ 1023 & SYN TSV EEGRHED/ Ty MaERLIER— M XAF v UHERINE T,

« Ping of Death &% :
Ping of Death %, D> E1—2ITHT HHED—FET. AEEFERD Ping £IFBEDH S Ping 2021 —2ICEELET, Ping D
A AEBER 64 /N1 b TY (ZLDOAVE1—RIE &KIP/INT Y A XTHS 65535 /31 KW KEW Ping BIVBETEFEA), DY
A RADping BXETBE. Z2—F v bIAVEI—2DV TV 1T HRREENH U ET, MR, CONTIFHBMBRICEREINTOE Lz
—fRIT, 65536 /N1 bDPing /Ny bEFET B EIERY 7= 7O NIVOBEICER LETH. MHELETN TV SIHEE. TOY A XD
INTY EDSEETETCLEVE Y, 22—y baAvEa—20\ry FaBEBRT 2. Ny 774 —/\—T70-HRETHAEEED D Y. &
ATLT Ty a%E|ERTTENDHYET,

- TCP Tiny Fragment {2 :
Tiny TCP Fragment IEEI&. P 7507 AY 7= 3 v ARFERALTERITNEGT T A EIER L. TCP Ny AIEHRE /Ty ST 504>
MIRBEILTOL—2DOF Ty UikiEr BB s g, WEERTLET,

< Smurf % :
Smurf 2%, Distributed Denial of Service (DDoS) WD —ETY, DDoSSmurf W)L T 7EBMC L. RITLE T, Ping 75 v REBRIC,
KEBDICMP TO—UZIA My bEFELET, 2720, Smuf HBDIFEIE. TO—RFr A bRy FI—VOREEBRT AT LT,
WENKVIBRT AN DHY £,

« TCP Flag SYNRST :
TCP SYN/RESET 7= v Rl Distributed Denial of Service (DDoS) WEND—i&TY, BED TP A —TxA/\Y RV A7 D—&EZERAL.2—
Ty brD/—=RTENELDIY—AEBEEETHE, /— RESBFREICLET, 2—5 Y bV VOMBRELVEEZERTCTCP Ox 731
IR MRRETND D, Xy b T—0 b5 T 0w I HRIFIIRREICKY £,

« IRTORAT
EROITRXTDEAT
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Security > DoS Attack Prevention Settings DIBIC A —21—%7 1w/ LT, LTOEEEZRRLET,

- SNMP Server Enabie Traps DoS Settings

Trap State Disabled

- DoS Attack Prevention Settings -

Dus Type Selection

[ZlLand Attack [ZBlat Aftack [ZTCP Null [TCP Xmas

TCP SYN-FIN ZTCP SYN SrcPort Less 1024 [IFing of Death Attack [TCP Tiny Fragment Attack

WISmurf Attack VITCP Flag SYNRST KAl Types

Do$ Settings

Slate Action

|Dis abled | ‘ Drop | Apply
Land Attack Disabled Drop

12-75 DoS Attack Prevention Settings Bl

BEICKRRENDIEE :

EE | e

SNMP Server Enable Traps DoS Settings

Trap State | DoS WERLED b T v THREEER / ENICRELE T,

DoS Attack Prevention Settings

DoS Type Selection )75 DoS BIEEFRHD 2 A THERLE T,

State DoS WEERRLEDIRREEBSN / ENITIBELE T,
Action DoSWEBABHE LIcEEICRTENBE TV aVvEIBELET,

- [Drop) - —#Y % DoS WE/\ T v b I NTKELET,

MApplyl 221w o LT RERNBZBEBLET,
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SSH (Secure Shell DE&FE)

SSH (Secure Shell) &, ZE&MDENRY FT—0 F T ReEVE—FOTA Y EREEZRY NI —IH—ERXERBT DD TOT LT,
SSHIE. UE—PFDRAPDIVEL—2ZANDORLGOTA VP UE—PDIYV K/ — R TORELEARY FERITAYV v FEAREICL, E8RHERE
FBATVEWRZ MEICES(E LRI ZFA L ceeBTBEzREt LT, SEGtF:1 U7 BiezMmAC SSHIE. SADR Y N T —J R
BARAIRGEY —IVTY . Ry hI—UBEEBLNITHLAOLF 1) T4\ P—RISH LT, @AORERESE LTOREIZEBNET,

JE—FPC SSHYZZAT7 V) ERAvF (SSHY—/N) BTEF17EEEETOHO SSH 70 b DVOFREIF. UTFOFIBEBTTVNET,

1. User Accounts Settings B[ CEEE LNIVDT 7w REEF D7 AT M EIERLE S, XFIBIEAA v FICEBELAN)VDOI—FT7HI
MEMERR T 25 EERLC T INRT— FOREESHE T, &X/NAT— Rk SSH 70 b )V ER L2 @ SR SNig. X1y
FIlLOvA > BBICERLET.

2. SSH User Settings BEIE D fAuthentication Method] TERALT. I—Y7ADY M ERELET, TOREXA Y FH SSHIFROMEII ZFFA

BEOI—FOFAEAEAZI/ELE T, TOREEAEITIE. THost Based. TPasswordl. TPublicKeyl M3 DHhHY £,
3. HostKey BIEC. SSHOZ A 7>k c‘:*)L INETERETBA V=IO, BESICBAVREST VI LZRELET,
4, £%IT SSH Global Settings EIE C. SSH &AL E T,

INLDFIBLNTTHR. BREEFHRNOERT CAA Y FOBEBZTOHIC. JE—FPCEDSSHY 17> FOREZTVET,

SSH Global Settings (SSH ¥'B—/\IVER7E)
SSH 70— /NIVERES L URERNRDHERICERLE T,

Security > SSH > SSH Global Settings DJEIC A Z2—% 27 v 7 L% T,

lobal Settings
SSH Global Settings
1P SSH Server State Disabled [v]
|P SSH Service Part (1-65535)
55H Server Mode vz
Authentication Timeout (30-600) sec
Authentcaton Reties 132 B umes

12-76 SSH Global Settings EIE

HEICERTENDIEE !

HH i

IP SSH Server State ' A—/\)VIT SSH &REZ BN / | LE T,

IP SSH Service Port SSH—EXR— FESERELET,
. REH %’l 1-65535

- WIERME :
Authentication MDE@’SM’L\/ U MSEEEELE T,
Timeout - ERTEFIBEEIFE 1 30-600 ()

- PIERME 1120 (B

Authentication Retries | T—3A SSH & —/\Cxf L CRREEZ 50 H A T ENTEBDEMAIRE LT,

T LIS ERBA B ERA Y FISEGETY . I—FIEBEIAC Y FICERT 2RELNDHVET,
- RTEAIREEHE C1-32 (@)
- HIEAME 3 (=)

TApply) &2 Uy LT, BENEEERLET.
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SSH Algorithm Settings (SSH 7)L31) X LER7E)
SSH 7L XLDEE. FnafTW\ET,

Security > SSH > SSH Algorithm Settings DJBICAZ2—&2 27U v 7 LE T,

H Algorithm Settings A

Encryption Algorithms

[} aes128-che
[ aes192-Coe
| aes256-che
3des-cbe
[ blowfish-cbe
[ twaofish128-cbe
[ twofish182-cbe
[ twofish256-cbe
Encryption Algorithms [ twaofish-che
[o arcfour
[ cast128 che
[ aes128-ctr
[V aest192-cir
[V aes256-cir
[+ aes128-acm@openssh.com
[ aes286-gcm@openssh.com

[ ehacha20-pely1305@openssh.com
MAC Algorithms

|w] Nmac-shal

[ hmac-sha1-96
MAC Algorithms [ hmac-mds

[ hmac-md5-86

[ hmac-sha2-256 Apply

Hostkey Algorithms

[ ssh-dss

Hostkey Algorithms
Wsshsa

Key Exchange Algorithms

[ diffie-heliman-group1-shat
[+ diffie-heliman-group14-shal

12-77 SSH Algorithm Settings B[

BHICKTENDER !

EIE Bz

BTV X s SSH T —/\THAEN BBV ALEEIRLET,

MAC 7)) R s SSH H—/\TEFA N3 Message Authentication Code (MAC) 7))L XLEBIRLET,

RANET VT XL | SSHY—/NTHBIEN SRR MY V) ALEERLET,

g7 )L ) R is SSH T —/\ TR ENHHAT 7 )V ALEERLE T,

TApplyl Z2 w2 LT, RERNBZBEALET,

SSH H4AEIC X B DRBBHAFE LE S (BEFR). WU TFOMSHEREEL T REL,
- LTFOBS7IIVI) RLREAEIMELE T,
- [aes128-ctr]
aes192-ctr]
aes256-ctr]
3des-chc]
blowfish-cbc]
twofish128-cbc]
twofish192-cbc]
twofish256-cbc]
twofish-cbc]
arcfour]
cast128-cbc]
aes128-ctr]
aes192-ctr]
- [aes256-ctr]
« UFOMAC 7 )T A Lx B\ LE T,
- [hmac-shal]
- [hmac-sha1-96]
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- [hmac-md5]
- [hmac-md5-96]
« PRI MEFRET IV XL ZEIMELE T,
- [ssh-dss]
- LUTFORRGET7 IV R ZEHMELE T,
- [diffie-hellman-group14-shat]
diffie-hellman-group1-shat]
diffie-hellman-group-exchange-shat]
ecdh-sha2-nistp256]
ecdh-sha2-nistp384]
ecdh-sha2-nistp521

[
[
[
[
[ ]
[curve25519-sha256]

Host Key (Host Key 5%7E)
SSH R R MEOBEETVET,

Security > SSH > HostKey DJEICA Za2—& 27U v 7 LT, ULTFOBEZFRRLET,
Host Key
Host Key Management

Crypto Key Type RSA
Key Modulus 768 bits Generate || Delete

Host Key

Crypto Key Type RSA

[<]

Key pair was generated at
Key Size
Key Data

12-78 Host Key B[

BEICRRENBES |
EE |

S&l

2]
Host Key Management

Crypto Key Type | BESHOBEZERLE I,
- BIREY C TRSAJ (Rivest Shamir Adleman). TDSAJ (Digital Signature Algorithm)
Key Modulus REMDBEATILET,
o BEEIRAY 1360 1512 17681 110241 12048) (v k)
Host Key

Crypto Key Type | BESHROBEZERLE I,

- BIREY C TRSAJ (Rivest Shamir Adleman). TDSAJ (Digital Signature Algorithm)
[Generate] #7 )wv 2 LT, 88E LIRA MREEMLET,

Delete] 27 1) w7 LT, 8E LITRA MEEHIFRLE T,

[Generate] &7 1) w09 2EHBOERDFEBEINET,
BEOERDTT T 5 ERDBEEHNFTRENE T,

Host Key Managemen
Host Key Management

Result Success.

12-79 Host Key Management (Success) [EjmE
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SSH Server Connection (SSH H—/\#&#&%)
SSH U —/\EHi 7 — T IVORB =R LT,

Security > SSH > SSH Server Connection DIBIC A Z21—% 27 1) v LT, UTFOBEAERTLET,

55H Table

Total Entries: 1

aes256-che/hmac-shat... 10.80.90.14

12-80 SSH Server Connection [E]{&

KTRENBEIV N DORBZERLET,

SSH User Settings (SSH 1—45%7%E)
SSH A—HTDOHREEITVET,

Security > SSH > SSH User Settings DIBIC A —21—% 7 ) v 7 L. UTOEERZXRRLE T,

S5H User Settings

User Name Authentication Method Password F"__|
& IPv4 Address T [PV Address po13:1
Total Entries: 1

m Authentication Method Key File Host Name Host IP
Password
[ EEEEE T E

12-81 SSH User Settings &M@

HICRRENDER ¢

EH Biis

User Name SSH A—H%Z#HAITAHI—FEZEIEELET, (2XFLUR)

Authentication Method | X1 FICT U R &I 21— DRI E— FEIEELE T,
- BYRAEY : Password] TPublic Key ] THost-based ]

Key File lPublic Keyl F7zl& MHost- basedJ EERLIHE. RE#REAILET,
Host Name lHost-based | ZBRLTHBE. KA MREATILET,

IPv4 Address Host-based | %3&iR Lt%‘\ IPv4 7 RLAZE AN LET,

IPv6 Address lHost-based ] Z#BHRLTHE. IPv6 7 FLAEZ AN LE T,

[Applyl Z2 w2 LT, RERNBZBEALET,
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SSL (Secure Socket Layer)

Secure Sockets Layer (SSL) &id. BREE. 7 VR EBABLUBBSILEFER LT RA NI ZA 7Y MEICRETEE/N\AZRHT TS+ 7+
WEETT . TOEFa T A HEEIF BERA— MaFERALTRIBINET, BERAM— MI GGz Y Y 3 VICER TN EBEES(L/ T A =4
BEDESL7IVI) XA, BLUF—RERETZCF1UTAXFHTHY . LLTFD 3 DOERETERINE T,

1. #x#E (Key Exchange)
BB — MXFHDRPDDED TIE. FERT BB 7V XLZHRELTVET, KA1 v FiE. RSA (Rivest Shamir Adleman) ~Fi%
TIWAURXLETIRIVEZRT IV XL (DSA. T T Tld DHE : DHE DSS Diffie- Hellman NERET)LT) XLELTIEE) AEALEY, <
NETZAT7 7 M ERX MEDORMORIL SO R TH W [ B17> TR LIEHE FEINRHE SN ROLANVTCES(bOX IV IT—
2 avhfThnEd,

2. BE51b (Encryption)
S XA — bDORDEDE. 774 T FERAMNETEZET HAY —VDESEZEES{EAR T,
KA FIE 2 BEDES 7)) ALxEYR—FLTVET,
- ARMUU—LEES (Stream Ciphers) — X1 FIE 2 ED A ) —LBES (40 v METORM £.128 B METD RCA) ITHISLTWVET,
INSDREIEA Y t—V DESLICERIN. RBICHBTZDITEY ZAT7 Y FERX MET—REEZHENH Y £,
- (BC 70w 7B8S - CBC (Cipher Block Chaining : B§S 70w 7&##) &I, 1 DRIOBS{LTFR 07OV 7 ZFERA LT, BEOTOV Y
DS AT I AETT . AAA vFI& DES (Data Encryption Standard) TEZE T3 3 DESEDE 5L 0— RN & BEEES{LIRE (AES)
EHR—ML. BELENTF XA MEERLET,

3. /\w2a77)bdJ XL (Hash Algorithm)
BEERA — P OREBOEMETIE. Avt—IRMO— FERET DAV E—I ALV T XA MERERRELE T, TOA Y —IBHEI— Mg
BENfeA v — VL HICESILEN BEMZIRM L. ) TLA 72 v 0 ZBHIELE T, AXA v FIE MD5 (Message Digest 5) & SHA (Secure
Hash Algorithm) . SHA-256 @ 3 DD/ \v > 2 7L ALEHR— K LET,

NS 3DDINTA=ZIE RA Yy FLETOIEDERKE LURBICEAFEDEN, T—NET AT Y FMETREEBEETOOD IED

B I—FEEMLET, BEAA—hOFRNS 1 D KlFEHEEHEDE TERITTEIENTELTH BRI ZBESAA— ML Fa
DT 4 LNV PREGHEFIFD/NT # = VAL LET, BEXA— MIZENSBRIEAA Y FIEFEL TVEW S, FSERELMTENS
T7ANEE=ZERBNSLT > O—- R IRENGHVET, COIBPEET 7 4’)1/75\7ZIL\<‘:$%§E%7«( VFETCHRITT BT ENTEREh. A
ETTAINETFP = N\Z@EBLTRA Yy FICETYA— R TCEET, Ko ARRA Y FIETLVIO/NI 2 EHR— b LTVET, TNLSND/NN—
I AVIERRA Y FEFEBEDNTGTNEND DY V54TV bHSRA SANDEREER A vt — /Ji{:.ﬁ—; HENORET HEIEED DI ET,

SSLESREDN B L END & BED HTTP #Hld TEE B Y £ 9, SSLIRERER LTz Web N—XDBEZTOICIE. SSLEESLHAYR—hEh
fe Web 75 7HICHWNT. https// THRES URL ZERAT 200E8HH U ET (6 https//10.90.90.90), TNSDREEFEZEHEWVIGEE. T7—H
FEE L. Web XR—XDEBEHEBENDIE e uEb\?ﬁbhgﬁh

SSLAERE AT 2EREZE T 7 A I UE TFTP =\ B XA v FAL T Y O— R 2T ENTEET,

SERET 7 AIUE. Ry T =0 DT INA R%EFRIET 2TeDITEDOND T —2ThY . FIEELSEIDODHE, 722 IVERE EDBEROIEMN
ENTWVWET, SSLIgREERARRITERT 21cdlcld. Y—/MIET A7 Y MUTBEEDHZHET 7 M IV ZRFL TV 2HEN DY T
AA Y FIITHIEPRRE CREBIED 1 >~ X l\—/lﬂfhfb\iﬁ'b\ A—YRBISCCEMD A Y Y A— FHORBLTHELH Y T

SSL Global Settings (SSL ' O—/\JVE&7E)
SSL7A—/VLEREEITVE T,
Security > SSL > SSL Global Settings DJEIC A Z—21—%7 v - LT, ULTOEEZRRLET,

$5L Global Settings

SSL Status (_)Enabled (@) Disabled

Senvice Polcy
Import File

(e) Cerlificate () Private Key
File Select

I Browse... |(The file name range is 1-32 chars.}

MNote: You can access the File System page to manage these imported files.

SSL Self-signed Certificate

Seff-signed Certificate

12-82 SSL Global Settings [EimE
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128 Security

Ko

(EF2 )T 18D

BEICERRENDEE -

HE |

Lz

SSL Global Settings

SSL Status

SSLDTO—/NIVAT—RAEEX / EHICRELE T,

Service Policy

SSLIRU Y =& AN LET, (32 3XFUA)

Import File

File Select

A—REN27710)IVEEERIRLE T,

- BIREY : [Certificate] [Private Key |

77 A Vst #EIR Lz, [Browse/ Bf8) Ra>&x 7wy L, @G 7 74V #ERLTO—Abd>Ea—42h
50—FLEY,

Destination File Name

587 7 AINRERELET, 32 XFLUN)

SSL Self-signed Certificate

Self-signed Certificate

[Generate| Z:&IRT 2 L. HHAFDECBRAAEOERICEAFRE . FLLACBRIBENEREINE T,
ERENGEIREIR. A —YHDFE T SRS ICIITE LT A,

MApplyl 221w LT,

SSL EIRERTARBIE. F—EH 2048 Y FDEDES RSA

BT

RENBZERLET.

SEREDHE Y R— M LET,

SSL & ESDIC L TH. HTTP I&BRIC/E Y £ A, Management > Telnet/Web H*5 Web State ZENCEEL T RELY,

Crypto PKI Trustpoint (B§% PKI FS X FRA > )

BES PKI F S A RRA > b

DERT REETVET,

Security > SSL > Crypto PKI Trustpoint DJEICA Z2—% 2 U v 7 LT, UTOBEEEFRTLET,

Trustpoint

Trustpoint

Total Entries: 1

Crypto PKI Trustpoint

(®) File System Path
() TETP Server Path

L]

32 chars Apply | ‘ Find

2 chars
Password

Local [v]

| [
=1
=
[
o
o
e

trustpoint

12-83 Crypto PKI Trustpoint EIHE

BEICKRRENDIEE

HE B
Trustpoint AVR— b LIRS L BT ISR T 2 SR MRA Y MEEATILE T, (32 XFLUA)
File System Path SIRZEEFERTDT 7 A IV AT LINAZEATILE T,
Password AVR= b LT AN FNROBSZERT 2S5/ \AT7L—XEANLET, (64 XFLURW)
IR T L—ZXDMEEENIEWE TNULL) XFFAMERENE T,
TFTP Server Path TFTP H—/\D/ SR &EIRELEF T,
Type A VR— FENZEREOBELZIEELF T,
- [Bothl- TCASERREZ ] (O—AJLAERRELRNT ) ZAVR— b LET,
- [CAl- TCAGERE] DIV R—MLET,
« llocall- TO—AJVERRZE L BT ] DIAVR—ELET,
Primary [Primary] OF v IRy 7 AICFTv I EWINDE, BHOIY NUHBEHEICEDIY FIUHLTZARY X b
RAY P THAILEIBELE T, FIv IRy 7 A #ERBIE. FEICHM LS EaRTHEFBRNRTIINET T,

[Applyl &2 1w LT,

HREABRZTBEALET,

Find] 227 w2 LT, ABDLIBERICEDWVTIEETI Y U ZERHELE T,

[Delete] =2 1) w2 LT,

BELY M UZHIBRLET,




128 Security (TF 1) T HEBEDRTE

)

SSL Service Policy (SSLH—ERKRY I —)
SSLH—EREYUS—DFER. REETVET,

Security > SSL > SSL Service Policy DIBICAZ1—% 7 1) v o LT, UTOEERARRLET,

SSL Service Policy

Palicy Name 2 chars

II

2 chars
[]TLS 1.0
TS 14
TS 12

Policy Name

Version

Session Cache Timeout (60-86400) sec

Ii

Secure Trustpoint 2 chars
[]DHE_DSS_WITH_20ES_EDE_CBC_SHA
[JRSA WITH 3DES EDE CBC SHA
[C|RSA_WITH_RC4_128_SHA
[[|RSA_EXPORT_WITH_RC4_40_MD5
[RSA_WITH_RC4_128_MD5

[ RSA_WITH_AES_128_CBGC_SHA
[C|RSA_WITH_AES_256_CBC_SHA
[C]RSA_WITH_AES_128_CBC_SHA256
[|RSA_WITH_AES_256_CBC_SHA256
[[|DHE_DSS_WITH_AES_256_CBC_SHA
[|DHE RSA WITH AES 256 CBC SHA

Cipher Suites

Total Entries: 1

Policy TLS1.2 DHE_RSA_WITH_AES 256...

12-84 SSL Service Policy &/

Policy Name m Cipher Suites Session Cache Timeout (sec) Secure Trustpoint

| Apply H Find

Apply

chc || elee |

EICRRNENDIEE :
HE SHEA
Policy Name SSLY—EXRUY—2EASLET, 32XFLURN)
Version ITransport Layer Security | (TLS) D/N\—2 3 VAIRELE T,
o EIRAY 0 ITLS1.00 TTLS 1.1 TTLS 1.2
Session Cache Timeout v arvFruadA LT T MDOEBAEELET,

SXTEPIREERE © 60-86400 (¥)
. *D,Hﬂﬁ 1600 ()

Secure Trustpoint

CFATHENZANRAY FDEFIEADLEY, (32 XFLUNW)

Cipher Suites ATZOT7AIVDEBRA— M ERLE T,

MApplyl &4 U w4 LT, BERAEERLET,

TFind) &% w4 LT AHLRBRICEDSVTIBET Y kUSRI LET,
MEdit) &2 U w4 LT, 58T b UERELET,

MDelete] &4 w4 LT, EIY FUEBKRLET,

SSL BBV IEBEDBBUNFIEL TS (EEFR). U TFOMSHEERE
- LFOTLS N—9 3 V&S LES
- [TLS1.0]
- [TLS1.1]
- HTO TS BEBER A — FEBHELET,

- [DHE_DSS_WITH_3DES_EDE_CBC_SHA]
[RSA_WITH_3DES_EDE_CBC_SHA]
[RSA_EXPORT_WITH_RC4_40_MD5]

[RSA_WITH_RC4_128_MD?5]

- [RSA_WITH_AES_128_CBC_SHA]
[RSA_WITH_AES_256_CBC_SHA]
[DHE_DSS_WITH_AES_256_CBC_SHA]
[DHE_RSA_WITH_AES_256_CBC_SHA]

LT<rEEL
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128 Security (ZF 1) T HEREDRTE)

Network Protocol Port Protection Settings (% F7—4 70 F JJVKR— MRERT)
2y RT—5 70 R IVE— MREOREEFVET.

Security > Network Protocol Port Protection Settings DIEICA Z2—% 7 1) v o LT, UTOBEEARRLET,

Network Protocol Port Protect Settings

TCF Port Protect State @ Enabled () Disabled

UDP Port Protect State (@) Enabled () Disabled
Apply

12-85 Network Protocol Port Protection Settings [EIE

BEEICRTEINSER !
15H B
TCP Port Protect State TCP R— MREX T — 2 A%BW / EMTIEELF T,
UDP Port Protect State UDP R— MREX T —2 A EEM / FENIIEELE T,

MApplyl 2w LT, RERNBZEALEY,
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8 13E OAM (Operations, Administration, Maintenance : ;£ * EIf « (*5F)

MUTFIEOAM YT AZ 1 —DFRATY, BBIIGLC T RE/EB/BEZTD>TLIEEL,

HYIAZa2— Bl
Cable Diagnostics (7 —7)La2lirtkee) |7 — 7 ILE2EiTV0E T,
DDM (DDM 3&7E) Digital Diagnostic Monitoring (DDM) #%#E&3RITLE T, A1 v FIcHA LTz SFP £ 2 —)LdD DDM
KD, BBHRE (V7 —LRE. EEHRE. BELEVMERE. BELEMBERE. /17 AEMR
LEWMERE. Tx GXE) BALEWMERE. BLURx (f5) BALEWVMERE) Z75TENTE
£7,

Cable Diagnostics (7 — 7 )VESERiEE)

AA Y FORFEDR— MIEFT 2 UTP 7 —TIVOFFRBICOWTHRRLE T, T—TINCTIS—HH2HBE. T7—024 JEREEMEHRLE
o T—TIVBHIEEEIE UTP & — T IV E BT BTeDICRETENTVWET, 7= ILDOREPI S —0EE2i L £ 7,

r— TV R T Y B2 L LTTRAC 2T, ERAREDT R FOROICRERADT 22 %A L THF> T T,
D IBHERET L. NEK— DU LI UREE LET,

OAM > Cable Diagnostics DIBICAZ1—% 27 ) v o L. ULTFOEEEZFRRLET,

able Diagnostics

Cable Diagnostics
From Fort To Port
ath1/0/1 [v] sth1/0/1 [v]
Port Type Link Status Test Result Cable Length (M) _
eth1/0M1 1000BASE-T Link Up (0K} 4 Clear

13-1  Cable Diagnostics B
B T—7JIVEHDFIE
1. [From Port] lToPort] TH#H#id 5R— b EZIRLET,
2. [Test] &ZV ) wr LET, BRONABEEICRRINET,

B BHROEE
MClear] =7 1)w 7 L. 8ER— FOBEHRZEELET, [ClearAlll Z7 v o L. 7—TIVEDIRNTOEREZBELET,

el o — 7 IR T R— F LTV B —TILOEEIE 10-130 mTF, FEIE 100/1000Mbps #HK— ~ LTLET,
10 Mbps TDF R MEHHE—F LTWER A,

FEE 100Mbps T. 77— 7)LagiE1T> &, lCable Length (M)J ICEEBEA R RENIEWVBER B £,
RE 100Mbps/FullDuplex DIF&E. BZEHERD "Short" ERRENE T,

SAL m‘
R

il

]

B

RE 100Mbps/HalfDuplex D&, BEIERD "Short" / "PairBusy” & /RRENEK T,

Z5=1 100/1000Mbps F— k TO4» — 7L ERHOBEHREEE XD EHY TT,
- 40m LU TFDS —TILDIES £ 25m
- 40-100 m D4 —FILDEBE 1 £ 20m

el | A URHOBEBREIERD EHY TT,

30M UL RO —TILDHE - £15m
<30-110m DT —)ILDBE £ 7m
< 110-130m DT —7ILDHBE T £ 15m

et L TRAEEAEICIE. RI-45 0372 TTIAMEAS68B £ 751 Y ABE LT T,

ZESY 4 — 7 UBRIDIEEIC SN, 2 Paris O UTP &R LIIRA. Uo7y 78IE TOKL, U2y 4 VBsE TNo Cable] &FRENET,

ZE=l| 2 E— 4V ABBUMES, mismatch EERENTY Closstalk ERRENTZY T BBADGB Y ET,
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B EEAyE—Y
« Open-4—7)UH Open DIREET Y, WiR. Efcldr—TILHBANTWVBEEDERICK Y EFHNETINTVET,
- Short-—7)IL Ty a—br (@K HEELTVET,
- Cross Talk - D —7 )V EDTORX M= HEELTVET,
« Mismatch- 4 >V E—=Z VA ARV FHEELTVET,
« PairBusy- JE— M= b F—HTRAMFSLE LIz, BETAMERBLTIZEWD
« Shutdown - ) E— FXT7DERHA 7T,
< Unknown -7 —7)IVDRT—RZ AR TELFEATLI
c OK-RT7Efelgr =TI LS —Dhd Y £t A,
- Nocable- ) E—F/\— b F— DT —T)VEGHH Y T A

DDM (DDM 3&7€)
Digital Diagnostic Monitoring (DDM) #&BEDREZTTVNE T,

A /;Lﬁj\brgSFP/SFP‘F:E/l_”/@ DDMH: EDBER. KERE (77— LRE.
TRAERLEVMERE. Tx (FE) BHLEVMERE. Rx (25 BHLEVMERE) %7

I]H|lﬂ

HRE. BELEVVERE. BELEVMERE. /31
TOTEDTELRT,

DDM Settings (DDM &%)
75— L LEMEDES LEVMEEBBT B/ MHRE BT, BER— N CEREITET IV a Vv ERELET,

OAM > DDM > DDM Settings DIEIC A Z2—% 7w L. UTOEEEFRTLET,

DDV [

DDM Global Settings

Transceiver Monitoring Traps Alarm (@) Disabled () Enabled
Transceiver Menitoring Traps Warning (@) Disabled () Enabled
DDM Shutdown Settings
From Port To Port State Shutdown
eth1/0/1 ~] eth1/0/1 ~] Disabled [v] Alam ]
I S O S
eth1/0r25 Disabled Mone
eth1/0/26 Disabled None
eth1/0/27 Disabled MNone
eth1/0/28 Disabled None

13-2  DDM Settings B

BHICRTENDER !

5H PR
Transceiver Monitoring | b > —INEZ2UVID NSy TT7 o — LB/ EHRELETT,
Traps Alarm

Transceiver Monitoring | S>> —/\NEZZUV I DTy TEEZGM/ EHERELE T,
Traps Warning

From Port / To Port AREFEART HHR— MEFAZEIEELE T,

State DDM DiRREZ B3N / ERNICERE L E T,

Shutdown EE/ T A —2H Alarm & fzld Warning L,*%WE%’:EL LIeBIC, R—bEY vy MOV TBHNEDNEIBELE T,
« TAlarmJ - Alarm LEWMEZBIE LEHBEICR— a2 v v I\G“?/Li@“o (#8A1E)

- [Warning] - Warning L ELMBEZ BB UU%/—\ lCR—b&EY vy FEDOVLET,

+ NoneJ - LEWMBOEBICEIDS T v b AT VERITENE L Ao

TApplyl Z2 w2 LT, RERNBZBEALET,
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DDM Temperature Threshold Settings (DDM ;BEE L ¥ LMBESRE)
Ay FORFER— M DDMBE LEWMEREATTVE T,

OAM > DDM > DDM Temperature Threshold Settings DIEICA Z2—%7 1) v 7 L, UTOEEARTLET,

DDM Temperature reshold Setings

DDM Temperature Threshold Settings

Port Action Type Value (-128-127.996)

[eth1/011 ~  [Add ]  [LowAlarm  [v] | | cetsius

“ High Alarm (Celsius) High Warning (Celsius) Low Warning {Celsius) Low Alarm (Celsius)

Note: ++: high alarm, + : high warning, - - low warning, -- - low alarm
A The threshold is adminisiratively configured

13-3 DDM Temperature Threshold Settings [EiE

BHEICKRRINSIER !
1EH BTlis)
Port REREZBAT HHA— MIFAEIEELE T,
Action EFTIBHT77YaAVERELET,
- EIREE C TAdd GBS J Delete (HIBR)
Type BELEVMEDEEICDOVWTIRELE Y,
- FERAE : Mlow Alarm] TLow Warning] IHigh Alarm High Warning |
Value BELEMEDEICOVWTIRELE Y,
- FXTEFTRESERH [ -128 ~ 127.996 (°C)

Mpplyl] 22U w2 LT, REANBZBALE T,

DDM Voltage Threshold Settings (DDM EE L ¥\ MEERE)
AA Y FORFER— MIBELEWMEZRELE T,

OAM > DDM > DDM Voltage Threshold Settings DIEICA Z2—% 7 1) v L. LFOEEZFRRLE T,

DDM Voltage Threshold Settings

Port Action Type Value (0-6.55)

[eth1/01 ] [Add ]  [LowAlarm  [v] | |v

om0 gt Lownin Low om0

Mote: +-: high alarm, + : high warning, - - low warning, — : low alarm
A The threshold is administratively configured

13-4 DDM Voltage Threshold Settings [EIE

BEEICRTINSIER !
bi=[= B
Port AR EZBARAYT HR— bEFEIEELE T,
Action RTIB70VaVERELET,
- ZREL C TAdd GBI J MDelete (HIBR)
Type BELENMBOREBICOWVWTIEELE T,
- BEREL © Low AlarmJ lLow WarningJ High AlarmJ High Warning |
Value BELEMEDBICOWTIRELE T,
- REFBEEEAE 1 0-655 (V)

Mpplyl 22 1) vy LT, RENBZEARLET,
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B
DDM Bias Current Threshold Settings (DDM /\1 77 R Ei#i L ¥ LMESRE)
AA Y FORFER— MIBELEWMEEZRELE T,
OAM > DDM > DDM Bias Current Threshold Settings DIBICA 2 —% 7 1) v 7 L. UTOBEEAERRLET,

DDM Bias Current Threshold Settings

DDM Bias Current Threshold Settings

Port Action Type Value (0-131)
[eth1/01 ] [Add ] [LowAlam  [v] ] | ma

High Alarm (mA) [T ——— Low Warning (mA) Low Alarm (mA)

Note: ++ : high alarm, + : high warning, - : low waming, - : low alarm
A: The threshold is administratively configured.

13-5 DDM Bias Current Threshold Settings [EE

EEICRRINDIER !

bi=[=] Bkl
Port REEBERAT AR — FEEEEELE T,
Action RITIH707aVERBBELE T,

- 3R 1 TAdd GBI J TDelete (HIFR)

INAT RERLEMEDBRERIC DOV TIRELE T,

Type
- BREL : MLow AlarmJ TLow Warning High AlarmJ THigh Warning |

Value NATAERLENMEDBICDWVTIEELET,
S EP]BEERE 1 0-131 (mA)

TApplyl Z2 w2 LT, RERBZBEALET,

DDM TX Power Threshold Settings (DDM iZ{SEH L ELMERTE)
AA Y FOFER— MOEEBHLENMBERELET,

OAM > DDM > DDM TX Power Threshold Settings DIEICA Za2—% 7 ) v/ L. U TOBEEEFRRLET,

DDM TX Power Threshold Settings
DDM TX Power Threshold Settings
Port Action Type Power Unit Value (0-6.5535)

[eth1/0/1 ~] |Add ]  [LowAlarm V] [mw ~] [ | mw

I IR e [ en

Mote: ++ : high alarm, + . high warning, - - low warning, -- - low alarm
A The threshold is administratively configured.

13-6  DDM TX Power Threshold Settings &

EEICRRINDIER !
=[S Bz
Port AREZBEAT HR— MEEEIRELE T,
Action RITIH70VaVERBELE T,
- EIREE © TAdd GBAN) J MDelete (HIFR) J
Type XKEENLEWMEDBEICDOVWTEELET,
- EIREY © Tlow Alarm] Low WarningJ THigh Alarm_J THigh WarningJ
Power Unit RESHEMOVWTIEELE T,
- BREE : Tmw) [dBmy
Value EKEENLEMEDEICDOWVWTIEE LT,
- ERTEBIREEEF 1 0-6.5535 (mW)
-40 ~ 8.1647 (dBm)

TApplyl Z2 w2 LT, RERBZBEALET,
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DDM RX Power Threshold Settings (DDM 2{SEH L ¥ L MERE)
Ay FORFER— MIZEENLEMEZRELE T,

OAM > DDM > DDM RX Power Threshold Settings DIBIC A —21—% 27 1) v 7 L. UTOBEEmERRLET,

DDM RX Power

DDM RX Power Threshold Settings

reshold Setings

Port Action Type Power Unit Value (0-6.5535)
[eth1/01 ~]  [Add ] [LowAlarm  [v] [mw  [¥] [ | mwy
Low Alarm

onmam | e | tonwamwo |
Port
I S N N N N N

Note: ++ : high alarm, + : high warning, - : low warning, - : low alarm
A The threshold is adminisiratively configured.

13-7 DDM RX Power Threshold Settings B

BEICRTENDIEE !

1HE EA

Port AREEZBEAYT HR— bEEEIBELE T,
Action RITITBT7IVaAVEIRELET,

- BRAE - TAdd (BN J Delete (HUBR)
Type ZEENLEVMEOEEICDOWTIEELE T,

- BREY : Mlow AlarmJ TLow Warning High Alarm] THigh Warning|
Power Unit REBIBEMUICOWVTIEELE T,

- BREL : Tmw) TdBmy
Value ZEEBNLEVMEDEICDOVWTIEELET,

. SREFTRESEA 1 0-6.5535 (mW)

-40 ~ 8.1647 (dBm)

Mpplyl &#21Uw o LT,

REABRZTBEALET,

DDM Status Table (DDM X5—%ZX5F—7)Ib)
IEER— N CIREEERD DDM /NT A —2 & SFP BV 1 —IUICHIT B FDEERRLET,

OAM > DDM > DDM Status Table DJEIC A Z2—%& 27 v o L, UTFDOEEmAEHRRLET,

DDM (3

DDM Status Table

Total Entries: 0

MNote: ++ - high alarm, + : high warning, - - low warning, -- - low alarm

13-8 DDM Status Table BiE

BEICRTENDER !

185 Bilis
Port R—bESERTLET,
Temperature R—FDOREDREARTLET,
Voltage R—FDOREOEFARTLET,

Bias Current

R—FDRED/NNA T ABRZERTLET,

TX Power R—FDBREDEEBNEZHRRLET,
RX Power R— FDRAEDREBENERRLET,
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142  Monitoring (RAYvFDEZR)>Y)

®14E Monitoring (R1TYFDE=Z2V) %)
Monitoring X Za—%&EAL. KA v FOR— MEAE, /\Tv FIZ—BXU0/\T v b A XEQBERERBTEHTENTEFT,

LUF & Monitoring 7 A Z 2 —DFETY . KEICGCT. 8BE/EE /MEEETT>TLIEEW,

YIAZ 21— iz
Utilization (FJER%#T) CPU EEE. R— MOBGFEREEZRTLET,
Statistics (¥rET1E%R) INTw MEFHERE IS —HtERAR T LE T,

Mirror Settings (25 —&E) |KR—bZ5—U2VJDREEZITVET,

Device Environment (%2585 | HERIREBEDRE. XAaTVET,
IBHERY)

Utilization (FIA%#R)

Port Utilization (K— F{ERAXR)
AEE CIE. R— bOEEERRERRLED,

Monitoring > Utilization > Port Utilization DJBICAZ21—&27 U v L. LTFOEEEZFRRILET,

Port Utilization
From Port  [eth1/0/1 [v] To Port eth1/0/1 [v] [ Find [[ Refresh |
I T T R NN
eth1/0/1 1 1 1
eth1/0/2 0 0 0
eth/o/3 0 0 0
ethi/0/4 0 0 0
eth/0/5 0 0 0
eth1/0/6 0 0 0
ethjoiT 0 0 0
eth1/0/ 0 0 i
eth/0/9 0 0 o
eth1/0A0 0 0 0
14-1  Port Utilization EiE
BHICRTENDEE !
BH FiH
From Port / To Port R— MEAERZERTI S KR— FEEEEELET,

Find] 27U v o L. ANDLIBEREEITIREDTY ) ERELET,
[Refresh) Z2 ) w o L. T—TIVEEHRLET,
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Statistics (#EsHEER)

AA Y FOREHEREERRLET.

Port (K— hEEHER)

— by MERERTLEY,

Monitoring > Statistics > Port DJEICA Za—& 2 U v 7 L. UTOERARRLET,

- Port

From Port

eth1/0/1

bytesisec | packelsasec |

116

Rate

To Port

eth1/0/1

bytes |_ packets
3136527 19435

Rate

bytesfsec | packetsfsec ‘

__———___— [show petai

Show Detail

X 14-2 Port BiE

BEICERTENDIEE !

BE

From Port / To Port

BatBiRERT I DR~

h gBf %

EELET,

lFind) 227 Jw o L. AN LIERERITIEE

Refresh] BV Uw o L, T—7ILDIEREFEHLET,
Show Detail] #%1) v % L. I8EKR—

[Show Detail] #2773 %LU TOBENERRENET,

DIV H)ZERELET,

h DFFRIBRICOVWTERRLET,

14-3  Port Detail

[ETiz)

Refresh] o Uwv o L. T—JILEBHLET,

[Backl] =2 1) w2 L.

AIDEMEICRY 95
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Interface Counters (f 27 x—AhI/4R)
AVRTT—AATVRERICOVTERRLET,

Monitoring > Statistics > Interface Counters DJEICA Z2—%2 ) v L. UTOEEZRRLET,

Interface Counters

 Interface Counters
Type From Port To Port
[Port[~] [eth1n [~] eth1/0/1

InOctets | InUcastPkis | InMcasiPkts

InBcastP OutOctets | OutUcastPkis

14-4  Interface Counters B

BEICKRRENDIEE :

Type FRTBBRDAA T2ERLE T, [Port] DIHEIRAEETT,
From Port/ToPort | F®R9 2KR— FEEZIBELE T,

Findl 22 w0 Lo ADLEBEREREITIEEDTY M ZRELET,
lRefresh] =2 v o L. 7—TIVEEHLET,

[Show Errors] =2 w2 L, 8EER— FDOIZ—ERICTOVTERRLET,

Counters Errors

|

eth1/0/1 Counters Emors

14-5 Counters Errors B

lRefresh] &=V v o L, T—T7IVEEHLET,
Backl =7 w7 L. BIOE@EICREYEY,
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2142 Monitoring (R4 Y FDEZZ) D)

Counters (h %)
IARTCDR— bDATVZEREFRT. BHELET,

Monitoring > Statistics > Counters DJBEIC A Z2—% 7 v L. UTOEEEZRRLE T,

o

Counters

Type From Port To Port
sth1/0/1 ] ath1/0/1

linkChange

14-6  Counters [EE&

BEICRTENDIEE !

Type FKRI DIBERD A THEIRLET ., [Port] DHFIRETEETT

From Port/To Port  |&Rd B2KR— FDEHEEIBELE T,

[Findl Z2Jwv o L. ANDLTEBERZEITIBEDTI Y M EZBHLE T,
[Refresh] &V U w o L. 7—TIVEEFHLE T,

[Clear] &V w7y L, EER— FDBERZEELE T,

[ClearAll] #Z v o L. T—7IVEDITRTOEREBEELET,

HlERT
Show Detail] &2 1) w7 L, #8ER— FDEMBERICOVTERRLET,

Port Counters Detail

- Port Counters Detail

eth1/0/1 Counters

14-7  Port Counters Detail BIE

lRefresh] Zo v o L. T—TILEBEHLES,
Back) ZZ v o L. BIOEEICRY Y,
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Mirror Settings (= 5 —5&%E)
25— UL SEEITOVTORE. BRETVET.
KAA v Fldk HRA—
EHSTVET, S5 UV IR
HTEET, FSIWTa— 74/7%Z/r7 SERDBMICEL TVET,

Monitoring > Mirror Settings DIEICAZ21—& 7 1) v L. UTOEEAEFRRILET,

b ?ﬁ§(§3‘57 L—L%&OE— LT Z0aE— L7 L—LDOEAEE MDA~
CEEARMEES (RZ 7 7 RMON probe 75 &) ##EF L. RHDKR—

MCEEY ZHEE (R—h25—1U>7)
had Lo/ Ty hDOFMERET 5 &

T —

Mirror Settings
Session Mumber 1 [v]
Port
Destination [1[Pert ] [eth1i0/1 ~]
From Port To Port Frame Type
Source [1[Pert ] [ethtio [~] [ethtioi ~] [Both ~]

Mirror Session Table

1 Local Session

14-8  Mirror Settings [EIH

HICRTENDIER !

T S R

[ Add || Delete

Show Detail

HE B
Mirror Settings
SessionNumber | DIV bUDEY Y a2V EBESEZBELET,
Destination FTv IRy I AERL T, BEAR— FESEERLET,
Source FIv IRy IREERLT. TOR—FZS—IV MUDZRETERELET,

- RETEATA T3 ELT TPort) ZBIRLET,
. [Port) Z#ER LTI, [From Port] & [ToPort) MFESATE
o BEIT TFrameTypel 77 3V HELUTFHSRIRLET,
- IBoth] -5/ FEWMAD ST T4 v IHNIS—UVITENET,
- IRXJ -RMET BTV IDNI TV IENET,
- ITXY -RETB T4 v IR SV TENET,

ELET,

FAdd) 22w o LT AFILTIERICEDWEHROIZ—T > U EZEBMLET,
Delete] Z271) w7 LT, ANDLEBERICEDVBIFEOZIS -T2V MU ZHBRLET,

[Show Detail ] #2 1Jw o7 L, UTFOBE@EERRLET,

viirror Session Detai

Mirror Session Detail

1
Local Session
eth1/0/11-eth1/0/20

‘Session Number
Session Type
Both Puﬂ
RXPort
TX Fort

Destination Port Ethemet1/0/10

14-9  Mirror Settings - Show Detail [EiE

MBackl] =7 wo L, UToBE@EmEXRRLETD,
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Device Environment (1§2332185E:T)
FEECHRA v FOREERERER ST LE T,

Monitoring > Device Environment =7 1) v 7 L CRDBEEAZFR LK T,

Uevice Environmen

Detail Temperature Status

Central Temperature 1

ture is out of threshold range

Status code: * temp

Detail Fan Status

Right Fan 1

Detail Power $tatus

Power 1

14-10 Device Environment B

Temperature Descr/ID Current/Threshold Range

Power Module Power Status

35C/11~79C

(QK)

In-operation
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F15Z Green(BEH77/8Y—)

BI5E

LUFIE Green U T A Z 2 —DHAT T, &l

Green (BEBHhF7o/0Y—)

ISCT. RE/EE /EBEETOTILEL,

PIAZ2—

A

%I:I

Power Saving (BE7)

ALY TOEBENREZTVE T,

EEE (Energy Efficient Ethernet/ E&B11 —H % v 1)

Energy Efficient Ethernet/ 8B —Y R v FOREZTTVET,

Power Saving (HEH)

Ay TOEEIHREZRE. TRLET,

Green > Power Saving X —a2—% 7 )wv 7 L. UTFOEEEZFRRLET,

Power Saving Global Settings % 7'

| Power Saving Global Settings ‘ Power Saving Shutdown Settings

Function Version

Link Detection Power Saving

Length Detection Power Saving
Scheduled Port-shutdown Power Saving
Scheduled Hibernation Power Saving
Scheduled Dim-LED Power Saving

Administrative Dim-LED

Time Range Settings
Type Dim-LED

Time Range

15-1

BHICRTENDER !

Power Saving - Power Saving Global Settings

300

) Enabled  (e) Disabled

nabled (@) Disabled
nabled Disabled
(") Enabled (@) Disabled
() Enabled (@) Disabled
() Enabled (8 Disabled
v TmeRange Rorly Deles

Gl

EH

A

Link Detection Power Saving

)20 #6850/ ENCRELE T,
REEEBNNCTBE VI ETY LTWVBR— FNDBEHEEIMELE L. R Ay FOEBENZINA
9., VU7V TLTWER— bORZEBIEH ) £ A,

Length Detection Power Saving

T—TIRICKBEEE E’a’:ﬁxﬂ/ﬂﬁ] CRELET.
FREEBMCT HE R—MEHEN TV BT —TIVDOREZ BFNITRA L.
%iﬁbﬂifdiﬂﬁﬁ’)\éﬁézt‘(\ AA Y FOBEBNENAET

B

— h D&

Scheduled Port-shutdown Power Saving

AT V21— VK BR— b vy b EDUUEEEEBRR / BNCRELE T,

Scheduled Hibernation Power Saving

ATV 21— VKBV AT LA —THeee B3 / ENRELE T,

Scheduled Dim-LED Power Saving

A7 1—)VITLBHEF LED OB / EhEIEE LE T,

Administrative Dim-LED

R— b LED BB / = EE LT T,

Time Range Settings

Type

HBENE—FOBEZEELET T,
- IDIM-LEDJ - BH LED RT TV 2 —IbDEA LL I T 07 74 )L BMEISHBR LE T, AT
Ja—JUVITHREDTR—~ LED BSEIT LE T,
- THibernation]) - VA7 LA —THED R A LL I TOT 7 ff)b’i'iJJDi?L atﬁlJﬁ?Li_% P
AT LHOR—=TE—RIEdE. A4 Y FIMBEBIRESLU7 A FIVIREEICGEV £9, T
DR—bFELEDEY vy FETV L, IRTDRY b T— 7 HEEENEIC Ui‘e& RS232 K— b
HSDAVY —VEHROIHEN T, A1 Y FHIY RRA >k PSE (JREHES) DHFEIE. R—
MO SEBEIIMEEINE T A

Time Range

BEIRBEICBRT 224 LY YRZEASLET, (32FUA)

[Apply)] B2 1)w o L.
[Delete] &7 w7 LIBE

REZBERLET,
DIV ) ZHIBRLET,




F£155Z Green(BEH77/0V—)

Power Saving Shutdown Settings 2 7'

FOWer Saving

Power Saving Global Settings | Power Saving Shutdown Settings |
From Port To Port Time Range
eth1/0/1 v eth1/0/1 [v]
I Y S R
sth1/0/1
anio
e
anios
anios
eno7
anvos

15-2  Power Saving - Power Saving Shutdown Settings [BIE

BEICRRINDIEER !

EE B
From Port / To Port RETZHHR— FOFEATIEELE T,
Time Range R—MCERTA2ALL Y VREEELET,
MApplyl 221wy LT, RENBEBEBLET, BEIEESHNICBHINET,
Delete] &V w7 LT, BEDIY MU EHIRLET,

EEE (Energy Efficient Ethernet/ #EBHh1—H% % v I)

lEnergy Efficient Ethernet J (EEE/ B8/ — % v b ) (& TIEEE802.3az) ICLK > TEHRINTVET,
>y BTNy FOEZSENRELTVEWES, BITEEEMASTENTEET,

Green>EEEDJEICY Uy o L, UTFOREEEAFRLET,

EEE Settings
From Port To Port State
eth1/0/1 [~] eth1/0/1 [~] Disabled [~]
eth1/0/1 Disabled
i e
&th1/0/3 Disabled
sth1/0/4 Disabled
eth1/0/5 Disabled
eth1/07 Disabled
15-3  EEEEmE
BEICRTENDIES !
HH Bz
From Port/ To Port RETHR— hEEEEELET,
State KigpeE B / ERNITIEELE T,

Mpplyl 27w L, REZBEALEY., BEIFEFNICERINET,
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B16E

Web > 2 7 T —RE@E EERDY —)L/\—C&H B [Save] [Tools] Wizard] TOnline Help]) lLogout] A= 1—%{ERL TR v FOEE -

TWET,

MFIEAZ 2 —DFRETY . HEIGLT,

Toolbar (*Y—JL/\—)

RE /BB /BEE{TOTIREN,

REZE

AZa1—

PIAZ 21—

i

Save (R%F)

AV T4 L= aVEIRL Y FIRELET,

Firmware Upgrade & Backup (7 7 —LT 77
TIL—R&INv T v )

T7—=LIxT7DT7 v T L—RENoT7v S
ETVET,

Configuration Restore & Backup (2> 71 7 L—
AR NTRINV T V)

AV T4 L= avDIRNTEN TV S
EFVET,

Certificate & Key Restore & Backup (REBAZ & #D
UZXNT&INY T T v )

SEREEF—DUR T ENY I Ty TEITVE
ER

Log Backup (BZD/\w 777w )

A7 774IVDINy o7y T LET,

Ping Ping #ER1TLE T,
Language Management (S3EEE) SREREATVET,
Reboot System (> 27 LFBiCE)) VAT LOBEEE{TTVET,

Wizard (74 H%—1R)

AR—b I« F—RERBLET,

Online Help (> 54 >~JLT)

D-Link Support Site (D-Link % 7R—  Web %1
(&58))

D-Link FR— b A b (HEERR) ZXRRLES

User Guide (Z—HA+1 K (Z58hR))

A—YA4F EFER) Z#&ZRLET,

Surveillance Mode (fF—XA4Z >V XE—NK
NDEFE)

28 E— RE— RHBY—AA 5V RE— R
ITBTLET,

Logout (A7 7 1)

Ay77hLEY,

Y Tools =  *=Wizard

® Onlina Holp -

YSuveillance Mode

3" Logged in ac: Adminictrator, .

16-1

Save (1#7%)

REOIAV T4 Lb—2a>z2RELET,

Toolbar

Save Configuration (A7 1 9 L—2 3 Y DIRTE)

AT« L—a v nReE

BERTROIAV T4 L—30ET— AV T4 9 ELTRA Y FIREFELET,
BENELIBAICOY T4 L= a3 &ERHBEET,

Save > Save Configuration =7 1) w7 L. LI TOEEmEFRRILET,

Save Configuration

startup-config [~ |

File Path

16-2  Save Configuration &

BEICKRRENDIEE :

Apply

HE

i

File Path REFEIBELET,

- BYREL : [startup-config) [Configuration 1] TConfiguration 2]

TApply) 4w & LTaAY T4 9 L—> 3 v aRELET,
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Tools (*—IU)

Firmware Upgrade & Backup (7 7—LVx77 v 79 L—F&INYIT7v7)
Firmware Upgrade from HTTP (HTTP 2B L7 7—LV 77 v 75 L—F)
HTTP ZERLCA—AILPCHOS T 7—Lo 77y 7 L— FERIFLET,

Tools > Firmware Upgrade & Backup > Firmware Upgrade fromHTTP = 1) v 7 L. REEEZZ-LET,

Source File | Browse |
Destination File Image 1 [~]
16-3  Firmware Upgrade from HTTP EIE&
EEICRRINDIEER !
BH B
Source File [Browse/ 2881 &2 v LTO—AIVPC EDT7—LT 7 771 IVDGEAEIRELE T,

Destination File T7—LT I T MRFEENBRA v FDREEIEELE T,
+ EREL © Nmage 1] Tmage 2.

MUpgradel &2 w7 LTT7 v /7 L—REBIBLET,

Firmware Upgrade from TFTP (TFTP Z{ER L7 7—LU 77 v 7L —FR)
TFTP H—N\&EFERBLT I 7—Lo 77 v T L—RERFTLET,

Tools > Firmware Upgrade & Backup > Firmware Upgrade fromTFTP 227 1w 7 L. REB@EEZRRLE T,

TETP Server IP [~ - Jwirw

Source File 64 chars |
Destination File Image 1 [~]
16-4  Firmware Upgrade from TFTP [EIE
BEEICRTINSIER !
B5E B
TFTP Server IP TFIP =D IP7 FLRAZEAALET,

« TIPVAL-TFTP H—/)\D IPv4 7 L XAZATILE T,
« TIPV6]-TFTP H—/\D IPv6 7 KL XAZATILE T,

Source File TFTP H—N\EICH 2T 7—LI T TDINZAET 71 IV2EATILE T, (64 XXFLURN)

Destination File TT7—LD I T MREENSAA v FOIIEIRELE T,
- 3IREY © MNmage 1 MNmage 2

lUpgradel &2 Vw7 LTT7 v 7L —RaREIBLET,
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Firmware Backup to HTTP (HTTP ZER L7 7—LVU 7Ny 97 v 7)
HTTP ZER LT, O—AIVPCAT 7—LT T DN 77 v TEFTVET,

HEEEERTLET,

Tools > Firmware Upgrade & Backup > Firmware Backup to HTTP =2 1) v 7 L.

16-5  Firmware Backup to HTTP &

EHECRREINSIEE !
=[S Bk
Source File A—AIWPCITNNY I T v TS T77— Loz 7ZBIRLET,
- 3ZIREY : MNmage 11 Mmage 2

MBackupl Z7Uw o LTI\ o7y TR LET,

Firmware Backup to TFTP (TFTP 2ER Lc 7 7 —Lo 7Ny 77 v 7)
TFTP Y —/NIC T 7 =Lz 7\ 77w TEFTVET,

REEEZRTLET,

Tools > Firmware Upgrade & Backup > Firmware Backup to TFTP =2 1) v 77 L.

TETP Server IP [ - -~ @i

E—
Source File Image 1 [v]
Destination File 64 chars |

16-6  Firmware Backup to TFTP [EHE

BEICFRRENDEE

1B SRR
TFTP Server IP TFTP H—/\DIP 7 RLAEASLET,
« NIPV4]-TFTP H—/\D IPv4 7 RL AZAFILE T,
« NIPV6] -TFTP —/\D IPV6 77 RL AZ AL E T,
Source File TFTP H—/NICN\w O 7y T2 7 7—L0 T 7HFRLET,
- ZIRAEL - MNmage 1] lmage 2]
Destination File T7—LoT TN I Ty TENDTFIP Y—/\DFFT UK/ T774)V4) ZEELET, (64 XFLUA)

MBackupl Z7Uw o LTI\ o7y TaBIRELET,
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Configuration Restore & Backup (A7 4 9L—2 3V URA M7 &INY 7 v 7)

Configuration Restore from HTTP (HTTP A5 74 5 L— 3 VDA LT)
HTTP Z#@ERA L CO—ALPCHh5aY T4 L— 3>y E UM LET,

Tools > Configuration Restore & Backup > Configuration Restore fromHTTP =7 1) v~ L. REE@EEFRRLE T,

Source File | Browse. |

Destination File Configuration 1/~ [7Jrunning-config [ | startup-config
Replace

16-7  Configuration Restore from HTTP [EIE

HEICERTENDIEE !

HH Biis

Source File [Browse/ &8 %2 1) w7 LCA—H)VPC EDOOAV T4 L— 3T 74 IVDSEFREIEELE T,

Destination File AV T4 7= a3y T 7AIVMREENDRA Y FOBREZIRELE T,

- [Configuration 1 - TConfiguration 1] Z¥gELE T,

- [Configuration 2 - TConfiguration 2] =3 gELE T,

- Trunning-config) - 2> =707 40 L= a7 74 IO EEEETNE T,

- Tstartup-config|- RAZ— b7y OV T4 0L — 30774 IV EEEINET,

Replace AAYvFEDOAY T4 L= 3 >&EEBRL. HILWAY T4 JL— 3 VICEEBRAET,

[Restore] Z7wo LTCaAVTI40L—3>DIUR N ZREBELET,

Configuration Restore from TFTP (TFTP #—/\h5> 745 L—>3 VDU R +7)
TFPH—\hoa> T4 L—a>a A7 LET,

Tools > Configuration Restore & Backup > Configuration Restore from TFTP =7 1) v 7 L. REEEmEFRRILE T,

TETP Server IP [~ - Jwirw

Source File 64 chars |
Destination File [Jrunning-config [ startup-config
Replace
16-8  Configuration Restore from TFTP &I
EEICRRINDIEER !
HHE Biis)

TFTP Server IP TFTP H—/\DIP 7 RLAZEAFALET,
« TIPv4-TFTP F—/\D IPv4 7 KL ZE AT LE T,
« TIPv6]-TFTP H—/\XD IPv6 77 KL AZ AN LE T,

Source File TFTP H—NITREINTWBR AV T4 0 L—a > DIRET7AIVEEATILET, (64 XFLURA)

Destination File AV 74 7L—=2aY T 7AIVBA ST ENBDAA v FDIGFR/ 771 IVRA%EIRELE T,
- [Configuration 1] - [Configuration 1] Z#E L% T,

- [Configuration 2 - Configuration 2 Z##E L% T,

- Trunning-config) - 2> =27 A0 T4 L= 3>y 774 IbHEEEENET,

- [startup-configl- RZ2— b7y AV 740 L— 3T 74U EEEINET,

Replace AAYFEDAV T4 7L =3V EERL. LWV T4 JL—2 3 VICBEBRAE T,

[Restore] Z7Jw o LTV T4 L—3 DU N7ERBLET,
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Configuration Backup to HTTP (HTTP 2R L7145 L—a3a>vN\v o7 v )
HTTP ZER LT, B—AIVPCADY T4 T L—2 3 \y o7y TZTVET,

e

Tools > Configuration Restore & Backup > Configuration Backupto HTTP =7 1) v 7 L. REBEARRLET,

Source File Configuration 1% [ |running-config [ | startup-config

16-9  Configuration Backup to HTTP [BiE

BHICRTENDER !

EH iz

A—AIVPCITNY I T v T B0 T4 7 L—2a>r T 7/ IVa&ERLET,
- [Configuration 1] - lConfiguration 1] #3&E L %9,
- [Configuration 2] - [Configuration 2J #38E L %9,
- Trunning-config) - 5> =774 L—> 3> T 74 )V EIEELE T,
- Tstartup-configl - RA2— b7y V740 L— 377 0IVEIRELE Y,

Source File

MBackupl Z7Uw o LTI\ T7 v TaBEHRELET,

Configuration Backup to TFTP (TFTP R Lfca> 74 L —2 3>\ 97 v 7)
TFTP H—/Nlca> 740 L= 3 >v\w o7y THIFTVET,

REEmERTLET,

Tools > Configuration Restore & Backup > Configuration Backup to TFTP =7 ) v &7 L.

TETP Server IP [ - - Jwirua

Source File Configuration 1~ [unning-config [ startup-config
Destination File |64 chars

16-10 Configuration Backup to TFTP [EIE

BHICRTENDER !

1EH EA
TFTP Server IP TFTP H—/\DIP 7 FLAZEASILET,
o TIPVA]-TFTP H—/\D IPv4 7 KL AZEASILE T,
« TPV -TFTP H—/\D IPv6 7 KL XAZEASILE T,
Source File TFTP H—/NIc/\w o7y 20 T4 L—>a T 71 IVEERLET,

- [Configuration 1 - IConfiguration 1] ##ELE T,

- [Configuration 2 - TConfiguration 2] ##EEL %7,

« Trunning-configl- > > Z> 72> T7 47 L—>a> 774 IV ERELE T,

- Tstartup-configl - R2— 7w 22T 4L —2 3> T 74 IV EEBELE S,

Destination File AV T4 T L—a v T 7AIVDMREEND TFIP Y —/\OEFREIEE LT, (64 XFLUR)

MBackupl Z7Uw 7 LTI\ 7 v TaEIRLET,
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Certificate & Key Restore & Backup (GEEAZE LDV A M7 &INVv 77 v 7)

Certificate & Key Restore from HTTP (HTTP %{#f L1ZFBAE / #) X +7)
HTTP 2R L CA—HIL PCH SIS /#OU X S 7 7R T LET,

Tools > Certificate & Key Restore & Backup > Certificate & Key Restore fromHTTP =% 1) v 7 L, REBEEEZRLE T,

Source File | Browse. |

Desfination File |64 chars |

16-11 Certificate & Key Restore from HTTP &

BEICRTENSER !

SIDII:I

HE ]

Source File MBrowse/ B8 | &7 1) v 4o LTA—H/UPC EDIIRZE /BT 7 1 ILDBFRAEIRELE T,

Destination File SERRE / MAOMRIES NS A Y FOBAEIRELE T, (64 XFLUR)

[Restore] 22 Uw o LTCURM7%=BBLET,

Certificate & Key Restore from TFTP (TFTP Z{#/ LfziEBEE & +—D ) X +77)
TFTP —/\HhSFEEE /B A M7 ERITLET,

Tools > Certificate & Key Restore & Backup > Certificate & Key Restore from TFTP =7 ) w7 L. &REEEAZTLET,

TETP Server IP [ - - . |wira

Source File 64 chars |
Destination File 64 chars |
16-12 Certificate & Key Restore from TFTP &I
BIEICRTENSEE !
bi=[=] B

TFTP Server IP TFIPH—\DIP 7 FLRZEASILET,
« TIPVAJ-TFTP H—/\D IPv4 7 L XZATILE T,
- TIPV6]-TFTP H—/\D IPv6 7 KL XAZATILE T,

Source File TFTP — /N EICREEN TV AEERRE / BD/INRET 71 IV2EATILET, (64 XFUW)

Destination File SERRE / MOMRIESNDAA v FOBAZIEELE T, (64 XFLURN)

[Restore] Z2 Uw o LTCURMZRBRLET,

Public Key Backup to HTTP (HTTP %{#fB L AR&/INNv 27 v )
HTTP Z{ERE L CO—IL PCARBIBD/ Ny 777 v THEIFTVE T,

Tools > Certificate & Key Upgrade & Backup > Public Key Backupto HTTP &2 1w o L. REEEEZRRLE T,

Source File 64 chars |

16-13 Public Key Backup to HTTP EjE

BEEICRTENDIRE !

BE Bis

Source File 2A Y FINREENTOEDRERBT 7 A IVDISAET 7 A IVEEADLE T, (64 3XFLUR)

MBackup) 7w LTN\w I 7w THRBIRLET,
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Public Key Backup to TFTP (TFTP Z{EF L= nB#/IN\Nv 77 v )
TFTP B —/NIC B/ Ny 7 7y THEITWE T,

Tools > Certificate & Key Upgrade & Backup > Public Key Backupto TFTP 22 U w7 L. REEEZFRRLE T,

[ ors
Source File }64 chars |
Destination File |54 chars |
16-14 Public Key Backup to TFTP [EiE&
EMICRTIENDEE !
HE Ellis

TFTP Server IP TFIPH—/NDIP 7 RLAEASILET,
o TIPV4]-TFTP H—/\XD IPv4 7 KL AHE AN LE T,
« TIPve] -TFTP H—/\XD IPv6 7 KL AZE A LE T,

Source File 2A Y FIAREFZENTWARERT 7AIVDISRET 7 A IVEEANILET, (64 XFUUR)

Destination File NI 7 A )W EINY Ty TS TRIP H—/\DBFT UNR /7 74/1V4) ZRELET. (64 XFLUA)

MBackup) #27)w o LTN\v o7y T%=REWBLET,

Log Backup (AT DINY 77y 7)

Log Backup to HTTP (HTTP ZfER LIt d DI\ V7 v 7)

HTTP 2R L TO—AIL PCADY AT LOTDINY 77y TEFTVET,

Tools > Log Backup > Log Backup to HTTP 27 1) v 7 L. REBEEHZRLE T,

Log Type (®) System Log () Aftack Log

16-15 Log Backup to HTTP [EE
BEEICRTEINSER !

EH A

HTTP &AL TCa—AIL PCIT/\y I 7w I 200 DfEBEERLE T,
. ISystemlog)- Y RAFLOTE/INY I 7 v TLET,
- [Attack Log |- WERSHEDO T H/\v 77 v TLET,

Log Type

MBackupl Z7 U w7 LT/IN\y o7y TaBEIBELET,

Log Backup to TFTP (TFTP 2R LI DNy V7 v )
TFTP H—/\ DY A7 LATDINY T T v THEITVWET,
Tools > Log Backup > Log Backupto TFTP 22 U w7 L. REBEEAZFRLET,

TFTP Server IP [ - - Jwirea

- lows
Destination File |64 chars ‘
Log Type (@) System Log () Attack Log

16-16 Log Backup to TFTP [EmE
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HElcRRENZEE !

BH

ELis

TFTP Server IP

TFTP H—/\DIP 7 RLAZEASLET,
« TIPv4)-TFTP H—/\D IPv4 7 KL AE A LE T,
« TIPV6-TFTP H—/\D IPv6 7 KL ZAZEASILE T,

Destination File

A7 774 IVHMREENS TFTP U —/\DIFFEisE LE I, (64 XXFLUA)

Log Type

HTTP &AL CO—AL PCIT/N\Y I 7y T3 200 DFEEEERLET,
. Systemlog)- Y AFLOTHEINY 77 v TLET,
- TAttack Log| - RERSEDO I = /\w 77 v TLE T,

MBackupl 2 U w7 LT/IN\w o 7w TRBIKRLET,

Ping

[PingJ Id48E LTz IP 77
ISEDIEBRIE R A v FH SEEE

RLAITICMP Echo /7y b EZXET S TAYT S LT,

Tools>PingZ7 1) vy L. REEEAZFRRLET,

IPv4 Ping
(®) Target I°v4 Address l:l
{3 Domain Name
Ping Times (1-255) |:| Infinite
Timeout (1-99) sec
Source [Pv4 Address l:l
Start
IPvé Ping
@) Target |Pv6 Address
() Domain Name
Ping 1imes (1-255) [ vntnre
Timeou (1-00) |:| sec
Source [Pv6 Address l:l
Start

16-17 Ping EIE
BEICRTENSER

hic"echoes" ITIHELE T, v bT—0 EDRXA Y FEMBOBEIRRZHET 5O X CHEBICEN T,

BH

ELiE

IPv4 Ping

Target IPv4 Address

Ping MiX(E5E & 755 IPvA 77 RLRAZEASILET,

Domain Name

BRIETBHVATLDRAAVREATILET,

Ping Times Ping DE1TEEZ AT LT,
Mnfinite] ICF T v I HBANDETOYT T LMEIET ZE T MNICMP Echol /37y b EEELE T,
- SRERIREERE 1 1-255
Timeout Ping X v E—IDEETHETORALT T SOFEZEIEELE T,

EERENIC/ Ny DIP 7 R LRZERHTERVISE. Ping /N7y MMIESNE T,
SXTEPIREEE 1 1-99 ()

Source IPv4 Address

KETIPVA T FLAZEASILET,

AA Y FOEHDIP 7 FLAZRFLTWVWDHE. TDO2EOVWITNHEANTHIENFRETT . AJILIPv4 T

Al VE—FRAMOEEEND/INT Y FOFKETIP 7 FLRAERIETSATIIPT7 FLAELTERENET,

L

IPv6 Ping

Target IPv6 Address

Ping DIX(E5E &5 IPV6 7 L AZATILE T,

Domain Name

Ping MIX(E5EEG2 R AV BZE AN LET,

Ping Times Ping DE1TEEZEATILE T,
Flnﬁmtej ICF v EANDETOAT S LIMEIET HET MICMP Echol /37w b EZEELE T,
SXEPJREERM 1 1-255
Timeout Ping A v —IHBETHETDRALT T FOBEZEIEELE T,

BERBIRIC/NT Y M IP 7 RLRAEBETERVES, Ping /N7y MEIWEINE T,
- ERTEAIREEE 1 1-99 (B

Source IPv6 Address

XKETIPV6 7 FLAZ AN LE T,

AAYFDEHDIPT FLAZERFLTWVDHEE. TDOIEDOVTNOEANT S ENFIEETT, AL IPv6 77

AlE VE—FRAMIKEENS/ Ty l\@)ﬂgﬁ P7 FLRERET AU IP7 FLRELTEREINE T,

ML
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IStart) =27 w o LT, &M@Y 3> TDPIng 7TAMEETLET,

HFDESITRRORTENET T,

IPv4 Ping Result

.90, time<l0Oms

.90, time<lOms

0.90, time<l0ms

.90, time<lOms
10.980.90.90

FPacket=: Sent = 4, Received = 4, Lost = 0

16-18 IPv4 Ping Result [BIE

[Stop) #27Jw 7 LT, Ping7AZEZELELET,
MBack] #7 w2 LT, siDEEAEICEYET,

Language Management (S:EER)
SHBIT7AINDA VA —IVEITTVET,

Tools > Language Management =7 1) v 7 L. REE@mZFZRLET,

Language File I HHE I
16-19 Language Management [E|H]
BEEICRTINSER !
THHE Bz
Language File Browse/ 2881 &7 v LT, O—AHILPCOEEBT 7 IV EFEIRLEKT,

Mpplyl 27Uy o L, EB77AMIVEA VA M—ILLET,
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Reset (Ut })
A1y FORENEE TIHHERPAEICRLE T,

Tools>Reset =7 1) v L. ROFEBEEEFR-LET,

Reset

(®) Reset to factory default settings, save, and then reboot.

() Reset to factory default settings, save, and then reboot. This option excludes the IP address.

() Reset to factory default settings and do not reboot.

16-20 Reset EE

BEEICRTENDIEE !

Apply

EIE!

Elis

Reset to factory default settings, save, and then reboot.

Ay FTGHERREIC)ty LT &7 BEESZERTLET,
(P77 FLRZED)

Reset to factory default settings, save, and then reboot.
This option excludes the IP address.

Ay Fle TSHEROREICRL. RF BESHEERTLEI.
(P77 L RIFERC)

Reset to factory default settings and do not reboot.

AA v FDSHERREICU Y bLETH. BESIITOEEA.

TApplyl B4 w4 LT, Uty FEREmBLET,

Reboot System (X7 LFBHE)
AA FOBREINETNET,

Tools > Reboot System =7~ ) w7 L. UFOREBEEEFRLRLET,

Reboot System

Do you want to save the setlings? (@) Yes () No

If you do not save the setfings, all changes made in this session will be lost.

16-21 Reboot System [EIE

BEEICRTEINSER !
BH B
Yes A FISBRET BHICREDRELRTELE T,
No Ay FIFEEST HFIICREDREZRT LEEA. RFLTVEVREIIHEIN. RBIURTF LEBORENMELDNE T,
Reboot A v FIFHEHLET,

[Reboot] =7 1) w7y L THBESZHBELET,

BEHHIUTOEEHSRTENE T,

Saving and rebooting system, please wait...

16-22 Reboot System (Rebooting) BIm
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Wizard (7« H¥—F)

TV ITBEAR— b4 T—FZRILET, 5L <IE TSmart Wizard 32 ZE28Rf2EL,

OnlineHelp (54 AIV7Y)

D-Link Support Site (D-Link 3 K— k Web 1 + (358))
1)y 9§ HED-Link DY R— b Web Y b (3558) "EHRLET, 12 —%v MERHDRETT,

User Guide (1—%H4 F (F:EkR))

PP R (EER) EERLET, AV 2—Fy NEEHRETT.

Surveillance Mode (H—~"AS5 VX E— FADEE)

5T BERE Y = FE— ROBH—AA SV RE— FITBALET, BIAICART 2 EBE Ay t—IRERENET,
IES) MOy 3 HEBICT AT BHE. FIL Web Ul E— KOBEICOHT & L ABERETT.,

Web £— FIEFTFROI-H v 3 2H 1 DOBEDHEECEE T, MOI—F v 3aVHERTHDBAIE. Web E—FZZEET
ETERA

lSurveillance Mode | &7 1) v 79 % ERODEEHNERRENE T,

Message from webpage x

The following settings will automatically be configured when
changing to the Surveillance Mode:
ASV 2.0, LED, SMMP and SMMP traps will globally be enabled.
Safeguard and Syslog will be enabled.
VLAM member ports will be configured as untagged, except
for uplink ports,
Are you sure you want to change to the Surveillance Mode?

16-23 Surveillance Mode Confirmation Message [EiE

(=1 TV AE— RITEITT B & ASV2.0. LBD. SNMP, SNMP ~ 5w A7 O0—/\)LTEMITIEY £, Safeguard, Syslog ANEZNITEY £,
oo VLAN AV NR—ME 7y ) 0 R— b RBRWTZ2 T LR— MIBEVET .| EVWSHRAETY,

H—RASVRE—RNEETB561E 0K 27V vy LET, [Cncel] 27 v I T2ERZYE—FE— R \RYET,
H—NASVRE— R\DEBICHRINT HE. RDAA T OTHRRENET,

Congratulations!

If you require assistance, please click ® Help on toolbar.

Yes! I understand. |

16-24 Surveillance Mode 'Congratulations' Message [EE

[Yes!lunderstand] Z27 ) w o LHY—RAZVAE—RA\BITLET, FILIF B17E AT RE—F] Z8RBJEEL,

Logout (@577 F)

TwIdBHEWebGQUINBOYT T MLET,

258



B17E Y—AZVAE—F

B17TE H—XAMFVAE—F

FEF 1) —XlF TStandard Mode (R4 >4 — RE—R)] & TSurveillance Mode (—4 S ZXAE—R) | D 2FEED Web GUI B’ Y £,

—RAZVRE=F] ERY FT=T LOBERT /AR IPAATE) RIPtFa1UTa 7/ A AOHEREBREOOHIF LA V2T 1 —

ATY,
- Surveillance Overview (H—~+ 2> X E— FNifE)

- Port Information (K— MER)

- IP-Camera Information (IP-Camera 15%R)

- NVR Information (NVR {&%R)

- PoE Information (PoE 15%R)

- PoE Scheduling (PoE 242 —1) %)

- Management (&)

- Time (BsZER7E)

- Surveillance Settings (Y —XA 2 > XHE)

- Surveillance Log (=1 Z>207%)

- Health Diagnostic (IEREME2HT)

- Toolbar (‘V—jUN\—=) (—RAZVXE—F)
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Surveillance Overview (H—A~AS5 VX E— FIlE)

H—RA 5V AE— FEEHIARRINIHE. A1 VEEICIE [Surveillance Overview (—A 52 XOHE) | AFRRINET,
ABE@EICIE. Surveillance Topology | (F—AZ > X bROY) | 27 & TDevice Information (7731 X1EH) ] 2 7THEFEELE T,

Surveillance Topology (H—A~415 VX b ROY)
[Surveillance Topology | 2 7 Tl&. A1 v FITEFINET/N\A ZADBEREE, -1V ROV (B) HARRINET,
FROJVICRTRENTWVETNA ZADT A AVNTH—VIVEBL L TIAA ZUTODVWTOBELARTREINET,

Surveillance Overview

Surveillance Topology | Device Information
g'cpame-a)(1 é%:iﬁxo ﬂNVF\X1 AXO @X‘i
(0
DK L T T L L T L . T 1 T T,
[olololulffolololollifolo]o] o |
oy, GEGE COEE SUQE -
MNote: System probes IP-Camera every 30s
17-1  Surveillance Overview [EIH
UTFDEEHNRRENE T,
7A Y Lz
e =
@ BHENZ ONVIFIP A XA Z#TY,
!:':jamera
@m BHENT D-Linkk LAY — 1P AASETT, (ASV 10 (& Y EH)
FCanen

T
uNVFt

BTN NVR (Network Video Recorders) #C9,

A

ALY FTCHERELTVWEEFDH T,

Mthat

Ay FITHEH LTV B OO TY,

KRR 1> D PoE BAFTHERRICDOVWTUTD L D ITRTENE T,

7AaY

B

AA Y FOR— MEEREL TV EHEZTLET, REOBRTEEN T 135 PoE REHEECIEH Y T A,

AAYFDR—MMIAA Y FICER L TV SHEBERLET, EEORTEEN TS HERIE PoE ZEER T A1 Y
FHo PoE ZFEAL TRELTVET, TOT/NNAXTIEPD 7 o4 T FERTEET,

T v BHE R— D PoE ZHNTEELT,

7w BHE R—EDPoE ZBMTTELT,
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Bl ovsruvsvae. UTFOBESRTINET, TApply) &5 U v 5T BEH— O PoE SEMITEY £ T,

PoE Configuration

Are you sure you want to disable PoE on port 82

| Apply | | Cancel

17-1  PoE Configuration (To Disable) B

B ovsruvsvae. UFOBESRTENET. BAGRENEERG, (Apply) £5 U v 7T 5 EHK— R0 Pok AEMITEY T,

PoE Configuration

Are you sure you want to enable PoE on port 87

PoE @ Auto (O 4W O TW (O 154W O 30W (O [1000-30000 mw
| Apply | | Cancel |

17-1  PoE Configuration (To Enable) EI

BEICKTENDER -

BHHE B

PoE PoE R— h DEAUHEBNZEIRLE T,
- BRAT : TAuto] T4WJ T7WJ T154W1 T30W1. & 7zld 1000 mW H 5 30000 mW DREIDIE%E A7

FRADICRREINTWBT/NAADT A AVNCH—VILEBL &y TINAAICDWTDERHIRRENE T,

{®
®
e

IP: 192.168.0.23
MAC: 28-10-7B-04-60-EC
Model: DCS-5211L

Power Consumption: 4 3w

= T T T

17-1 7\ RIEREE

FREVICRRENTWVWADTNNARDT7 A A&7 )y 754 UTOEENKRENET,

PD Alive Configuration

PD Alive State Disabled [v]
PD IP Address 192 -168- 0 - 23
Action Both [v]
Ping Test | | Apply | |Set to Defaulti | Cancel
Ping Result

17-1  PD Alive Configuration &I

BEICKRRENSIER !
15H

PD Alive State PD 7541 THeDBEM / B RELE T,

PD IP Address PODDOIP7 RLAZEASILET,

Action 7 avELTIOOERLETD,

- [Reset]-PoE R—bEULY FLET, (—BPoEEFTICL. BEAFVICLEY) .

- INotify | - BEBZICEIT BfedlicOd & Ty TERFELET,

- [BothJ-PoE R—hrDUty b (POEDAT /A>) EBEEANDEH (AT & Ty TDEE) ZTVET,

g'”jlil

]

261



BI7E Y—AZVAE—F

[PingTest] 2 Uw o gL UTFOEBEHIAFRRINET,

PD Alive State Disabled
PD IP Address 192 - 188 - 0 - 23

Action Both

Ping Test | | Apply | |SettD Defaulﬂ | Cancel

Ping Result

[1] Request timed out.

[2] Request timed out.

[3] Request timed out.

Ping Statistics for 192.168.0.23

Packets: Sent =3, Receved =0, Lost=3

17-1  PD Alive Configuration (Ping Test) Bl

A FIE ONVIF R 57 4 9 2B —AA 5 ZBBOR T~ 2 ADE - ITEAUETH, MHEEEE & ONVIF BRI TLELEAH
BUET, TRHENGL G EOMBEARE LIBE. Y1 5 X80 ONVIF EROEEEREL T LT,

Device Information (5/\1 X1&R)
TINA ZADEREHERLET,

[Device Information] =27 1) w2 L, LULTFOBE@mZERRILET,

Surveillance Overview

Surveillance Topology | | Device Information |
EEH SWITCH !:'.Q WEB [=] wro
=]

o el Blase Ll e [ id 201,001

‘System Name Swilch |

| System Time 01/01/2000 00:31:53
. | Using Time 00 Days D0-31°53
‘Serial Number  DGS1250102030

100
80
a0
MAX 0% =%
370W (]

20

[ e e o BN B e ma o S S s S S S B S e s s s s s s |

1 2 3 4 5 & 7 8 9% 10 1 12 13 14 15 16 17 18 19 20 21 22 23 AU

Bandwidth Utilization [ 2000 mbps [[ 50 mbps |
50
40
Total 0 ﬁ‘:g
Bandwidth Mbps =

10

[ S o s s s sy s oy s m m S oo e S s S e s s e s me s g S p p— |

1 2 2 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 2ZIT 28

17-2  Device Information BIE

1000 Mbps| &2 J w2 L. wEBERAEF v— MIRRENSmAREE%E 1Gbps ICEELFT,
[50 Mbps| =2 w7 LT, HHBEREF v — MIRRENSRATEHIEE 50Mbps ICEELET,
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Port Information (K—

BR—
=T b

O E))

FDRT—BRZABERRLET,
W—TBHNAT—2R, 7—TILE. EBIEE.

IP 534S /NVR/ ZDHD T /I\A RDERERFZ EHNRTENE T,

[Port Information] =2 w7 L. LUTFOEBEEZRRILET,
Portinormation

x4 & OMbps
gl?amwaxo nN\mX1 @)(2
B | omnps W |- - W |-
mlt @ PoE ON @ | oowoow sReis @ PoE ON A oowoow
o | Nomal &0 4 |- a -
0 Mbps W |- 0 Mbps W -
eth1/0/3 eth1/0/4
17-3  Port Information EIE
MFo74 3> BESKRTEINE T,
74 EA
EERERT 3>

ZA Y FDA T2y b R— TG L7\ R TT

AAYFDA =Yy bR— MCEFR LT I\ RITE 281 VN Y REEHTY,

RHENTZ ONVIF IP A A ST,

r R ENT NVRETT,
NVR
o~ 21y FITHREL TV B0 BEDH T,
¥
&R — 1
— FESTY,
XHRAK— R ORA >\ FEEL (Mbps) T

BRL WA =TI —7ILETY,

R—=FDPOERT—RADA > /| F 7%FKRLET, [POEON] F/cld [PoEOFF) LFRRENET,

B e N

R—FOBITEBELENY S AEERRLET,

,/‘ MNormal
_/-' Looo.

K= DIV—=T Ny ZBERRICONVTERRLE T,
« Normall-%&v b D=7 TOI—TIEFREELTVELA,

« TLoop - )L—THFEELTWVWET, loop] I& MHealth Diagnostics| BIEAND ) > 7 ITixUET,

% Group Details

ONVIF s3j5Hgs (IP 7745 /NVR) HNTSHRAR—
DU IIIEYET,

MR ENHBE. 74 O7E [Group Details] (70— 75H@) ~\

® |\r’|deal\."|anagemenl5&wel ﬂ|

ONVIF 3ESHER IR S NTEIZE. ROy TH T UHARREN. Taeh S DOEEEIRT 5 T EHNARETY,
l'Video Management Server (l:TZL?Z\ IAVMF—=IN) ]
- TVMS Client/Remote Viewer (VWMS 747>~/ JE—FEa1—7)]
- [Video Encoder (E7#4T>0—4) ]
- Network Storage (v FT7—2X ML —)]
- TOther IP Surveillance Device (Z Dt —~1 = > Z#23) |

263



264

BI7TE Y—AZVRE—F

Group Details (Z)L—75 ) =0 1) v 7 T2 ERDBEHNFRRENE T,

[ Group Details

Port eth1/0/1

o Back

@ o &

1P-Camera @ DCS-942LB1 /DCS-942LB1 €0, | 1o216802180-c554-26-8743) @D

17-4  Port Information / Group Details B

BEICKRRENDIEE :

7AaAr

Bl

Port eth1/0/1

Ay FDR—FESTT,

&

AAYFDA =Yy bR— MEFR LI IP AASEIENVRDY)IL—TID TY,

&

ALY FDA =Ry bR— MR LI IP AASKTE NVR ORBETY,

@

AAYFDA =Yy bR—MMIER LI IP AASDRETT,

@

AAYFDA =Ty bAR—MIEEFRLIZIPAATEKIENRDIP 7 FLAE MACT FLATY,

@

AAYFDA =Yy bR— Mg LIET /1 AOBETT,

Back] =7 1) w792 LEDBEICRY £9,
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IP-Camera Information (IP-Camera 1&%R)
21w FICEEEN TV B AASOIEREER LET,

[lP-Camera Information] =2 1w o L. LUTFOEBEEZFRRILET,

Q... x1
MW dvwps | B 37w/ 154w
eth1/0/3 m 4 Mbps u 37W H54W

192.168.70.110 (28-10-7B-04-60-EE)

£

DCs-5211L
® e

DCS-5211L

Note: System probes IP-Camera every 30s.

17-5 IP-Camera Information [EB|E

BEEICRTENDIEE !

7AaY Bk
= (Y g D
AAYFDA =2y bR— MBS LIEBEHINZ ONVIFIP A XA ST,
P
gCamara

| AAYVFDA—TZy FR—MTEFHELIZONVIFIP AXSICKUEREINTWARERT I\ Y REHETY,

E R—MTEHFINTWVWBONVIFIP AASOEITHEELEIV T RAEZHRRLET,
EHEERIEHR

R—h&ESTY,

WERDT A AV K IFERHDRTENE T,
D-Link XD ONVIF Si5 7 4 5 Tl —REVEEBRDFTRENE T, D-Link A AZDIHE, WREBOEBGRHER
TNEY,

IPAXAZICLKIFBRAENTVDRA VN Y RHEHETT,

PAXSDEITHBEEEENY ZADRRENET,

IPAAZDIP/MAC T RLATT,

HoH -

® o WROBEERTLET. @7r22%7 vy LIHBEERELET,
@ [ o |aihETe @FavESUY S LTREERELET,
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NVR Information (NVR {&%R)
24w FICEEE N NR OESRERT LES,

Hee—EH S INVR Information] =42 1) w7 L9,

NVR Information

“ nvR X 1
1
W OmMbps
A = 192.168.70.13
eth1/o/c  ehM OMoPs §Q (10-praeD6E3-38)
@ ¢
YR ® Group 1 g x1
eth1/0/3 (192.168.70.110)
1) (28-10-7B-04-60-EE}
Note: System probes IP-Camera every 30s.

17-6  NVR Information EIE&

BHICRTENDER !

74> | 53
i Y g
| AA v FOA—H oy bAR— MM LIc NVRELTT,
IJINVH

ALY FDA =Ry bR— MCEF LI NVRICEUEREN TV SIS /T Y REEETY,

BB

R—hESTT,

NVR #2807 AV Ll FEBRAFRENET T,

NVRICKUBERENTWDA /DY REEHETY,

NVR D IP/MAC 77 R LAY,

® o NROBEERRLES, P72 as )y s LIHBEERELET. ANxTE @712>E7Uv LT
® [ o |merrelxd.

NVR D7 )L—7ID Td,

NVR IZBIEEN TS ONVIF TISD IP A S DE T,

NVRICK W EBENTULD ONVIFIP AXA S ICDWTDEROFRRENE T,

Sl ]
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PoE Information (PoE {&%R)

PoE =R RLE T,

HEEE—E NS [PoE Information] =42 1w o L&,

PoE Information

7y
i H[@36w/154w @234
= S xl
eth1/0/1 @ PoE ON @ 0.0w eth1/0/2 @ PoOE ON @ 0.0w
‘!} Searching n 0.0W/ 0.0W ‘h . n 0.0W/ 0.0W
eth1/0/3 @ roon @ 15.4W eth1/0/4 @ roeon @ 0.0W
& | pelivering B 2ewisaw L4y | searching 0.0W/ 0.0W

17-7  PoE Information [EIE&

BEICRTENDIES !

7A Y Bt
Y g
370w Ay FORAMGEAIREEERTLET,
[ 222 %)
u 24y FITEFEN TS S EMENDAS PoE BTHBR L. BHYVSAERTLETD,
PN IBED PoE FERERAE % TCHRRLET,
wy
PoE 1 R—b&HfeY 15W AR LT A4 v FITERL TV A2 EHMEBOHEERTRLET,
15W X
PoE+ %0 R— &Y 30W A FEHA LT A4 v FITHEEL TV ASEMBOMERTLET,
30w
FR— b DIER
eth1/0/1 A1y FOA—H 2y - L EEERRLET,

®

R—FDPOERT—RADA Y/ F 7K RLET, [POEONI &fcld TPoEOFF) LFRRENE T,

R— b CRATSEARAMSE I ERRLET,

R—PFDIBEDPOE R T — 2 RAEFRRLE T FRENS AT —42 A&l Searching [ Delivering JTPower Denied | T 9,
[Power Denied] &FRRENIHBE. U 0% 1) w7 %E Health Diagnostic BimICEEI L. SHlIEHRZ R TE

EER

@
&
)

R—MIERENTV2ZEREED POE B HERE L. BNV SRERRLET,
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PoE Scheduling (POE R7 ¥/ a—1) %)

POE DR Y 21— VR EEITVET,

HRE—

EH5 [PoE Scheduling) #21wv o L&Y,

PoE Scheduling

Time Range
Range Name [[] Daily
From: Time (Week/HH) o]
To: Time (Weel/HH) o)

[ [ e [ ]

PoE Configuration

From Port To Port Time Range

[eth 1011 [~] [eth1i0/1 [~]
eth1/0/1 Delete

| mm
eth1/0/2 | Delete

| mzm |
eth1/0/5 Delete

| m=m
eth1/0/7 | Delete

../ |  moms |
17-8  PoE Scheduling &I

BEICKRRENDIEE :

B5H ]
Time Range

Range Name BALLYIRTY 12— )VDAFTEATILET,

MDaily)] # 7> a>vas )y rddE. TOATI1—)LELBRICERLEY,
From: Time (Week/HH) BA LUV IR T 21— )VOFIRER & BRI EIRL £,

ALV A—=DTA AT ) v I BE ALV A—DSRIBRTERTEXT,
To: Time (Week/HH) BALLYIRTY2— )V TR L FBRREZERLET,

AL Z—=DTA AV ET v IdHE AL VA—DoRTHEEERTELT,

PoE Configuration

From Port / To Port RETHR— bOEEEIBELE T,
Time Range R—MTBRIZE2ALLY IR a—)VERRLET,

MApplyl Z#2wo LT, RENBZEHALET,
[Delete] #71)w 7 LT, BEDR—bDRALLYIRTTI 1—)VEHBRLET,

ALYE=D7A A7y 7T 5L LWTOBEISRTENET,

B m Mon Tue Wed Thu Fri

m Il o1 0z 02 04 05 06
07 08 09 10 11 12 13

. 14 15 16 17 18 19 20
i

OK

17-9 AL YAZ—EH|

fOK] 22wy LT, BICBEERLET,
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Management (EIF)

File System (77 1IVY AT L)
AAYFDIT AV AT LEZHRELET,

Management > File System DJEICAZ21—%7 U v o L. UTOBEAEFRRLET,

File System

patn E |

| Copy | | Boot File |

12 Flash 44 swis

17-10 File System [EjmE

EICRTENDEE !

EH

EI“JIZI

LE!

Path

T7AIVINZEIELET,

[Gol 27V v o LTAALIN\AEBRLET,

fcl ODINAN=U2 0% )wvIT2ECRIATDT7AIVY AT LEBRLET, ROEENFRENET,

File System

Fain e |

[ Previous | Copy - Boot File |

7 W 8488464 Jan 01 2000 17:50:00 Imaget
4 - 1585 Jan 01 2000 00:01:30 Config1
6 d- 1360 Jan 01 2000 00:00:10 system

46305280 bytes total (20783104 bytes free) DD n ’:":I ’7@

17-11 File System &[]

[Previous : BIDE@EICREY £,

[Copyl: 774 ILAOE—LEd,

[BootFilel : T—hr 7P TAA=DET— AV T4 L~V T 7AIVDEREETVET,
[Deletel : 771 ILEBBRLE T,
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WET7 AN EIE—F BT TCopyl 20 ) v I LET, ROEEHLRTENET,

Pan e |
Copy File
Source startup-config |+
Destination running-config [+ | Replace
Apply || Cancel

X 17-12 File System (Copy) Eim

BEICERRENDIEE :

HHE

Eiis

Source

=TT 7 A IV ZEELE T,

- Tstartup-config| - RA— b7y OV 740 L= 37 7A0)bEQC—mE LTIBELE T,
- llmage 1J- lNmage 1] 7 7—LDT 72 I—7csE LTIEELET,

- lmage2J-Timage2) @7 7—Loz 72— LTIEELE T,

- [Configuration 1] - Configuration 1] #OE—t& LTIEELE T,

- [Configuration 2] - [Configuration 2| #JE—t& LTIEELE Y,

Destination

IE—=kDT 7 )V EIEELET,

« Trunning-configl- > > Z> 7 A>T 47 L—> 3> T 7A )V FEELET,

. Tstartup-configl - R2— b7y OV 740 L—> 30T 70 )V LEELET,
- llmage 1J-Timage 1) 7 7—LD 72 EEELET,

- llmage2J-Timage2) 7 7—LD 72 EEELET,

- [Configuration 1] - TConfiguration 1] & EEZELEX T,

- [Configuration 2 - TConfiguration 2| & EEZELEX T,

Replace

FIVIRYIACF TV EANDE. BERTHPOIA Y 747 L—2 a3V EBELREOY 747 L—2 3 v B ANEBR &
ER

MApplyl 22 Uw o LTHREEBMLET,
[Cancel) ZZ vy LTREEZHKELE T,
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Time (BFZIERRE)

AA v F DB SNTP H —/\DREEITVNE T,

Clock Settings (BF%ZIERTE)
Ay FORZEHRE LTI,

Time > Clock Settings DIBICAZa2—%27 v L, LTFOBEZHRRLET,

Clock Settings

Clock Settings

Time (HH:MM:S5] 07:18:06
Date (DD / MM / YYYY) 01/01/2000

Apply

17-13 Clock Settings EiE

EEICRRENSES

EH A
Time (HH:MM:SS) 227 LOBEZE THHMMSS] (BRI : 5 1 8) 074 —<v hTRELET,
Date (DD/MM/YYYY) 2 R7 LOAMN%E IDDMMYYYY] (BB F) O74+—<v hTRELET,

Mpplyl 22wy LT, REEBALET,

SNTP Settings (SNTP &%)
Simple Network Time Protocol (SNTP) DE&EA1TNE T,

Time > SNTP Settings DJEICAZ21—%& 27U v o L. ULTOBEZFRRLET,

SNTP Settings

SNTP Global Settings

Current Time Source System Clock

SNTP State Disabled [v]

PollInenval (30-0699%)
SNTP Server Sefting

Total Entries: 1

I O T R
10.90.90.254 = -

17-14 SNTP Settings EIE

[SNTP Global Settings) 7> 3> T, &ELEVABRISCTUTH SBRIEAERLE T,

5H Bz
SNTP State SNTP #eEEB® / EHICLE T,
Poll Interval A= EREIEELE T,

- SRTEPIRESEM : 30-99999 (#)
- FHAME 1 720 ()
Mpply] 7w LTREEBMLET,

SNTP H—/N\%RET 356 .

[SNTP Server Settings) 733> T, ®ELEVRBITIGSCTUTHOSBRAEZEIRLE T,
B85 Btz

IPv4 Address SNTP H—/ D IPv4 7 L AERELE T,

FAdd) &2 1) w2 LT SNTP —/\ZEBMmLET,
Delete] &7 ) w79 %& SNTP H—/\ZHIRLET,
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Surveillance Settings (J—~A 35 > X&E)

Y—NA SV AVIAN DREZTVE T, T—NA SV ZAVLANIE 1 DDHTY,
AP —RAZVZXVLAN IE. ONVIF 7O F JVEFBAL T P AXSPRY FT—=7ETFHLO—4— (NVR) GLEDT—NAZ VAT /A XDE
HETR—HLET,

Surveillance Settings =7 v 7 L. LUTFOBEEAZRRLET,

Surveillance Settings

Surveillance VLAN Settings

VLAN D 24080 R
IP Settings

Get IP From Static [v]

IP Address 10 . 90 . 90 - 90

Mask 255. 0 .0 -0

Gateway 0.0.0-¢0
SNMP Host Settings

Total Entries: 1

Host P Adress W UDP port Community Sting | SNMPYS User Name I
10.80.90.10 public

Log Server

Host IPv4 Address = &« = |
Total Entries: 1

= = T [~ R e R

10.90.90.11 Emergencies 514

Uplink Port Settings

From Port To Port

[ethi0/1 [~] [eth1/011 [~] Add

eth1/0/10

17-15 Surveillance Settings [EB/m

HICKRTEINDIER !
HE Biie)
Surveillance VLAN Settings
VLAN ID P—NAZVAVIAND ID Z8ELE T,
FRERJAEENF | 2-4094
IP Settings
Get IP From AAYFDIP 7 RUADBEAEEERLET,
- E®IRAY ¢ [Static) TDHCP]
IP Address AAvFDIPVAT FLAZANDLET,
Mask AAYFDIPVAT TRy bRV ZATILET,
Gateway TIHIVNTF =TT ADIPv4 7 RLREANDLET,
SNMP Host Settings
Host IPv4 Address [SNMP 12 k0 IPv4 7 KL 2 Z 452 LE T
Log Server
Host IPv4 Address |09y —Nn\D P4 7 FLREIEELET,
Uplink Port Settings
From Port / To Port —bEEZIEELET,

%IEE"( [Apply) &5 /’7(7("“*%7@7] LY,
SREABIRT BICIE TDelete] #71) vy LET,
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Surveillance Log (F—~X15>220%)
24y FCERENS —AA 5V A0 D—EEERLET,

Hee—eh 5 ISurveillance Log) #2Jw o LET,

[ Refresh |[  Backup \

2000-01-01 00:25:32 ASV: Remove IPC{192.168.0.20, MAG:B0-C5-54-26-B7-8...

2000-01-01 00:08:12 INFO(8) ASV: Add NVR(192.168.0.205, MAC:1C-BD-B9-E3-CE25)...

2000-01-01 00:07:43 ASV: Remove IPC(192.168.0.20, MAC:B0-C5-54-26-B7-8...

2000-01-01 00:06:00 AS\: Add IPG(192.168.0.20, MAC: B0-C5-54-26-B7-36)

2000-01-01 00:05:51 ASW: Add IPC(182 168.0 30, MAC:28-10-TB-26-A7-EF)

BE O AR =

17-16 Surveillance Log EE

T—7IVDIEREZFEH T BITIE TRefresh) 20w LET,
Backup) ZZ U w o g5 HTTP ZEALC. YA >V X0V % PCAT Y TO—FLET,

BHOR—IDNEET B58. X—YVESZIBELT [Gol BV VY ITHTETHEDRN—INEHTEET,
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Health Diagnostic (IE&TE52HR)

FEDMOER. BEINERT /A RER. BLURA Y FLEDITNTDR— b EIFBIRENTCR— bDF—TIVEERT X b DRI (ER
‘Eﬂ?‘g"o U2 T7wTR=bTelL, YRTLIEV VAT —RA, POERT—R2A, BLUIT—AHVVZZEHNF TV I LET,
COR=IF 30 W EICEFHENE T,

HEE—E N5 [Health Diagnostic] #7 1Jwv 7 LE T,

Health Diagnostic

Health Diagnostic
Detect AII
ﬂ----
Cable Link PoE Status Tx/Rx CRC Counter Detect Distance
Status Devices
eth1/0M1 Detect
eth1/0/3 Delivering
——————m
enios
et
——————m
eth1/0/9 Searching
——————m

17-17 Health Diagnostic B

ElICRRENZIEE :
EHE 1P

Port R— b EBERRLET,
Loopback Detection Status | R— bDJIL—T/N\w I &#FRRLET,
+ Normal) - JL—FFEHENTWE A,
- Tloopl - IL—=THBHITNTVET,
Cable Link T=IW) I DREERTLET,
« [PASSI-2Z8BE—RFTUVIT7vTLTVET,
- T10M HalfJ - 10Mbps D¥Z&E— K TU Yo7 v TLTWVWET,
- [100M HalfJ - 100Mbps D¥—FE— R TU o7 v FLTVWETY,
PoE Status POE DA T—H2RA%ZEHRRLET, UTODEENKRTINET,
[Delivering] [Searching] [Pass] MPS (Maintain Power Signature) Absent] PD Short] [Overload|
[Power Denied. TThermal Shutdown TStartup Failure] [Classification Failure]

Tx/Rx CRC Counter TX/RXCRC H T ZICDWTERLET,

Discovered Surveillance BHEENZONVIFIP AXZ /NVR O ERTLET,

Devices INAIS=D>0 (D) ZOUw 7 TBHER—MUERLIZIP AXZ /NVR DT IL— T35 (Group Details) |
DWTHRRLET,

Detect Distance MDetect] #V U v d5E BER—MDTr—TJIVET A M EHEBLE,

AA Y FOLR— N Tr—T7ILREBET 5IClE [Detect Alll 27w LET,
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Toolbar (*—JVI\—=) (F—ARXALSVRAE—F)

Web « >4 7 T —REE LD Y —)L/\—cdb 5 Wizard] TTools] Save] THelp] TOnline HelpJ Standard Mode | TLogout] X =1 —%fFAL
TRy FOER - REZITVET,

Wizard (7« H¥—F)
T ITBHEAR— M P —REBBLET, 5L {IE [Smart Wizard 587E ] ZEBEEL,

Tools (*—Ib)

Firmware Upgrade & Backup (7 7 =LV 707 v T L —F&FE)
T7—LOTT7DIN T v T ElelET77—LoxT7D7 YT L— REFVWET,

B Firmware Upgrade from HTTP (HTTP 2R L7 7—L V77 v 7L —F)
HTTP Z#ER L CO—AILPCHS I 7—Lo 77y 7 L—FEEFLET,

Tools > Firmware Upgrade & Backup > Firmware Upgrade fromHTTP Z27 1J w7 L. REEEAZ-LET,

Firmware Upgrade from HTTP

Source File | Browse...
Destination File Image 1 [~]
17-18 Firmware Upgrade from HTTP &
EEICFRRINDEE !
EH B
Source File [Browse/ 18| %2 1) v LTCA—HIVPC LD T 7—Lo 27 774 IVDSEFREIEELE T,

Destination File T7—LTITTMREENDAA Y FORBEZIBELE T,

- BEREL © MNmage 1 MNmage 2

MUpgradel &2 Vw7 LTT7v 7L —RERIBLET,

B Firmware Backup to HTTP (HTTP 2R LIc7 7 —L V7 IN\v 77 v )
HTTP ZERLT. O—AIVPCADT 7 =L T7 DNy 77 v TETVET,

Tools > Firmware Upgrade & Backup > Firmware BackuptoHTTP =7 ) v 7 L. REE@mEFRRLET,

Firmware Backup to HTTP

Source File Image 1 [v]
Badkup
17-19 Firmware Backup to HTTP [EiE
BEICRRINDIEER !
S| SHEA
Source File O—AIVPCITNNY O T v T BT 7— LT 7 ZERLET,
« 3EIRE C MNmage 1] lmage 2]

MBackupl 2w LT/IN\w o7 v TRBIRLET,
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Configuration Restore & Backup (A~ 74 9 L— 3V VAT &INY I T v )

B Configuration Restore from HTTP (HTTP A5®DaY 74 5 L—Y 3V YA RT)
HTTP AR LTCO—AIVPCHhSAY T4 L—3>&m ) AT LET,

Tools > Configuration Restore & Backup > Configuration Restore from HTTP =~ v 7 L. REBEEZFRLE T,

Configuration Restore from HTTP

Source File | Browse... |
Destinafion File [] running-config [ startup-config
Replace
17-20 Configuration Restore from HTTP [EIE
BEEICRTEINSER !
EHE B
Source File Browse/ 288 &7 v LTA—AIVPC EDOAY T4 L= 3> T 710 )LDGFREIRELE T,
Destination File A2 T4 7= a2 T 7AIVDMREEN DA A Y FOBREIEELE T,
- TConfiguration 1] - TConfiguration 1) Z¥&E L %7,
- TConfiguration 2] - TConfiguration 2) Z1&E L %7,
- Trunning-configl- 5> Z> 7 A2 T4 7 L—2a > T 7 A IV EEEENE T,
- Istartup-configl- RZ—~ 7Y 7OV T4 L= 3V T 7AIUH EEEETNET,
Replace AAvFEDOAY T4 L—r 3 >EEBRL. ILWAY T4 JL—2 3 VICBETRAET,

[Restore] Z7 )y LAY T4 L— 3> DR N ZRBELET,

B Configuration Backup to HTTP (HTTP 2R Lca> 745 L—2a vy 97 v 7)
HTTP ZER LT, A—AILPCADAY T4 L—2a >y \v o7y THEITVET,

Tools > Configuration Restore & Backup > Configuration Backup toHTTP =2 1) v~ L. REE@EmEFRRLET,

Configuration Backup to HTTP

Source File Configuration 1@ [] running-config [ startup-config

Badkup

17-21 Configuration Backup to HTTP EimE

BEICRRENDIEE :

HH Elis)

O—AIVPCITNNY o7y T2V T4 L= a7 740V a&ERLET,
- TConfiguration 1] - IConfiguration 1) #38&E L %9,
- TConfiguration 2] - lConfiguration 2J #38&E L %9,
- Trunning-config) - 5> =29V T74 0 L= a7 74 IVERELE T,
- Tstartup-configl - RA2— b7y OV 740 L= 3>y T77AIVERELE T,

Source File

MBackupl 2 Uw o LTIN\v o7y THBEHBRLET,
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Language Management (S:EEIE)
SR T7AIDA VA =L ETTVET,

Tools > Language Management DJBICA a2 —% 7 1) v 7 L. UTOBEEERRLET,

Language Management

Language File | Browse. ..
17-22 Language Management [BIE
BEICRRINDIEES !
BEH 1P
Language File [Browse/ B8R %7 1) w7 LT, A—HILPCOEE T 71 ILAFEIRLE T,

TApply) 2 w4 L, EET 7 (ILEA VA R—ILLET,

Reset (Ut I)
AA Y FOREABE TIHHAERHREICRELE T,

Tools>Reset =7 1) v o L. ROFREEEAEFRKLET,

Reset

(®) The Switch will reset to iis factory default settings and then save, reboot.
(7) The Switch will reset fo its factory default settings and then save, reboot This option excludes the IP address.

() The Switch will reset to fis factory default settings and nof reboot.

17-23 Reset BE

BEICRTENDIES !

B Bl
Reset to factory default settings, save, and then Ay Fa THBHERFREIC Y b LT, #F BEEgaRTLET,
reboot. (IP7 RLAEED)
Reset to factory default settings, save, and then Ay FaTHBHEFOFREICRL. RiF. BEEERTLET,
reboot.This option excludes the IP address. (IP 7 FLRIEBRC)
Reset to factory default settings and do not reboot. | 2 v F& TIHHEBEREIC) Y F LETH. BEENIITVELA.

Mpply) 27w o LT, Uty MRFZRBLET,

Reboot System (/X7 L Hitc#Eh)
Ay FOBREZTVNET,

Tools > Reboot System Z 7 ) v 7 L. UTOREEEZFRLTLE T,

Reboot System

Reboot System

Do you want to save the setings ? @ Yes () No

If you do not save the setfings, all changes made in this session will be lost

17-24 Reboot System &[]

HICRTENDIES !

B85 B!
Yes 24y FISHEHT AHIREDREAREFINET,
No AA Y FIEBRET AHICREDRELFRELE e INTORTEERIIWEIN. REITFEE LEBORENMEDNET,
Reboot Ay FIFHEHLET,

[Reboot] =7 1) w7y L THBESZHBELET,
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Save ({R7F)

Save Configuration (A7 1 JL—> 3 VDIRTE)
WEQIV T4 L= 3 ALy FIRELET,

Save > Save Configuration #2717 L. UTFOBEZFRRLET,

Save Configuration

Save Configuration

File Path

startup-canfig [+

Apply

17-25 Save Configuration @

BEICERRENDIEE :

HE i

AV T4 L—2 3> 771 IVDREREERLET,
- [Configuration 1] - Configuration 1] A%B4EIcIEELE T,
- [Configuration 2] - Configuration 2| A%B4EIcIEELE T,
- Tstartup-configl- RZ2— b7y AV 740 L= a7 71 )VEBEICEELE T,

File Path

MApplyl 27w L, REEZREFELETT,

Help (~NJV7EmE)
Y—JUIN=D THelp) 7w 5L LTFONVTBEARTIENET,

Surveillance Help

Discovered
surveiliance

devices \

P x2

Discovered

Discovered Exception

Oecurred \

H.-x 8

Discovered

IP-Cameras \

D-Link Legacy '
1P Cameras N NVR \

e x 12

B x 3

©Canes

Selected device info

IP: 10.90.90.3
Model: DCS-2136L

Upliftk Port —

17-26 Surveillance Help - Diagram I

Device Status

[ [ mewn | e | om0 [ wm |

IP-Camera/NVR Status

T T R R R RN RN

One D-Link ONVIF IP-Camera discovered on this port.
For D-Link IP-Camera, a specific icon will be displayed

The device may malfunction. Some problem detected

on this port or device.

The device is operational but is not powered by PoE @ The device is operational and is powered by PoE.

One ONVIF IP-Camera discovered on this port. Multiple ONVIF IP-Cameras discovered on this port.

One NVR discovered on this port. Any device connect
to IP-Camera via HTTP, HTTPS and RTSP will be

One ONVIF IP-Camera and one NVR discovered on

Multiple NVRs discovered on this port.
this port.

recognized as an NVR_

Multiple ONVIF IP-Cameras and one NVR discovered
on fhis port

The port s up and no ONVIF IP-Camera, NVR, or other

surveillance device has been discovered on this port

17-27 Surveillance Help - Table &

One ONVIF IP-Camera and muliple NVRS discovered
on fhis port

‘This port is set as uplink port and the port status is up.
Uplink port joins all VLANS and surveillance discovery
process is disabled on this port.

Muttiple ONVIF IP-Cameras and multiple NVRs
discovered on this port.

This port is set as uplink port and the port status is
down.
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OnlineHelp (>34 AIVT)

D-Link Support Site (D-Link #7R— k Web % b (338))
71y 0FBEDLink DY R— b Web ¥ & (358) "ERLET, 12—y MERHRETY,

User Guide (Z—HHA F (&BhR))
I—HA K (&EFEBR) Z2F7RLET, 1V2—3 v MERHHNETTY,

Standard Mode (RZ >4 —FE—F)
W—)U\—=D [Standard Mode| 2w o d5E. AZVA—RKE—RD Web Ul FRRICTDUEDY ET,

=1 UV aAVHERRTINTVSEE. A2V 22— RE-RDYIYEZZITI CEIETELEA.

Logout (A5 77 )
)y g BHEWebGUIASOT 7T MLET,
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(38R A] 2 RFLATIVHY

ALY FDYAT LOAJICRRENDTEEDOH 207 AN FEZ NS DEMRZEUTITRLET,

Critical (EX). Warning (Z4). Informational (#%). Critical (8K). Warning (Z4). Informational ($R%). Notification (G&X0)

0JDOAE EZE [~ r o
802.1X
1 |802.1X authentication fail [due to <reason>] from (Username: <username>, <interface- Critical 802.1X RAEICKB L E LTz,

id>, MAC: <mac-address>)
SREERBUCTIZEICLLTORRA

NS A—ZEEA HhEZSNET,
- username ! sRALE N TSI —H4 (1) user authentication failure
- interface-id : RV FA 2T —XES HEREE R
- mac-address : BREEE N2 T /A AD MAC 7 KL X (2) no server(s) responding

EIAVNYY W

(3) no servers configured
P—\KRE

(4) no resources

Y —=2ARRE

(5) user timeout expired
-1—?&4A7@F

2 | 802.1X authentication success (Username: <username>, <interface-id>, MAC: <mac- Informational |802.1X ZBaEICAII L& LTz,
address>)

INT A—ZEHEA :
. username : EREEI N1 —H4
. interface-id : 1 2 71— A%
- mac-address : EREFE NIz T /N1 AD MAC 77 FL X

AAA

1 | AAAis <status> Informational |AAA ZO—/\JVAT— bHE
hE SN T,
INT A—ZEFHEA :

status | AAA DA T—R R

2 | Successful login through <exec-type> [from <client-ip>] authenticated by AAA <aaa- Informational | A7 4 ICAIHLE Lz,
method> <server-ip> (Username: <username>)

1\77( 9.5!55
exec-type: : EXEC 21 (fll : Console, Telnet, SSH. Web, Web (SSL))
. client-ip D IP 7O M ULEBLEWE I SA TV FDIP T RLR
- aaa-method : 8EEATL (A : none. local)
. server-ip 1 BREEAEN Y BE— FH—/N\DBED AAA H—/NIP 7 KL A
- username : REEEND 1 —HH

Ee=1 OV —UREOBHOEE. 7547 kP HEU MAC DERIZO S HH
TNE A

3 | Login failed through <exec-type> [from <client-ip>] authenticated by AAA <aaa- Warning 074 kB LE Lz,
method> <server-ip> (Username: <username>).

INT A—ZEHAA
exec-type: : EXEC 21 7 (] : Console. Telnet, SSH. Web, Web (SSL))
. client-ip ! IP 7O VEBLEWNE ATV FDIPT KL
- aaa-method : F8aEAT (i : local)
- server-ip ! BREEAEN U E— MY —/NDBED AAA T —/NIP 7 KL X
- username : REFE NS 1 —HH

VY —IEROBFORE. 751 7> b P HET MAC DERIED S
TNEHA,
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07 DOAR RRE AN kDA
4 |Login failed through <exec-type> <from client-ip> due to AAA server <server-ip> timeout | Warning JE— Y —/\HEREE) 7 T

(Username: <username>)

INT A — 3R
- exec-type: : EXEC 247 () : Console. Telnet. SSH. Web, Web (SSL))
- clientip i IP OV EBLEWGE YV ZA T MDIP 7 FLX
- server-ip | FREEAEND ) BE— M —/\DIFED AAA H—/NIP T
- username : sREEE NS I —HH

FLX

VY~ IUEROEHRORE
ThEFA.

ZAT7 2 IPELU MAC DIERIFO T H T

AMCSELE A,

INT A—REHER
- interface-id : 1 >2 7 1 —X%
« vid : VLAN ID

5 | Successful enable privilege through <exec-type> [from <client-ip>] authenticated by AAA | Informational | FFEDBMNMEICHEIILE L
<aaa-method> <server-ip> (Username: <username>) feo
1\77( anﬂaﬂ
exec-type: : EXEC 217 (f5] : Console, Telnet, SSH. Web., Web (SSL))
- client-ip : IP 70O F:III/%;EUE)W;'774/ YEDIPT7 RLRA
- aaa-method : 8REFAT. (A © local)
. server-ip : 8REEAED 'J% M=/ \DIBED AAA T —/NIP 7 FL R
- username : FREEE NS I1—T4
6 | Enable privilege failed through <exec-type> [from <client-ip>] authenticated by AAA Warning FREOBMICKBLE L
<aaa-method> <server-ip> (Username: <username>) feo
1\77( gnﬁaﬂ :
exec-type: : EXEC 27 (ff] : Console. Telnet. SSH. Web, Web (SSL))
. client-ip D IP 7O M LEBLBHEISA TV EDIP 7 FLR
- aaa-method : EREFAT. (A © local)
. server-ip | BREEAEN Y BE— FH—/\DBED AAA S —/NIP 7 KL X
- username : RAEENBD 1 —HE
7 | Enable privilege failed through <exec-type> [from <client-ip>] due to AAA server <server- | Warning JE— rY—/\HBEXE/ VA
ip> timeout (Username: <username>) T— REREE) VT A MISE
LEHA.
INT A—ZEHEA :
- exec-type: : EXEC 2+ 7 (] : Console. Telnet. SSH. Web, Web (SSL))
. cient-ip : IP O MV EBLBHEISA TV FDIP 7 FLR
- aaa-method : EREFAT (Al © local)
. server-ip | BREEAEN U B— M —/\DIFED AAA H—/NIP 7 KL X
- username | RAEENBH 1 —HE
ZESY OV —UREOEHOBRA. V51TV~ IPBEU MAC DIERIZO Y 1
TNEHA,
Auto Surveillance VLAN
1| New surveillance device detected (<interface-id>, MAC: <mac-address>) Informational | >4 7 T —XTH LULEER
TINA ADEHENE LTz,
INTG A — 3R
- interface-id : /> 27 1 —24%
- mac-address : F— ATV X FT/\AAD MAC 7 FL X
2 | <interface-id> add into surveillance VLAN <vid> Informational | —~+4S > X VLAN BB
DA V2T T—IAH. BFH
INTA—ZEHA ¢ ICH—~AZ > X VLAN [T3B
- interface-id : /> 27 T —X% mEnELic
- vid : VLANID
3 | <interface-id> remove from surveillance VLAN <vid> Informational |4 >2 7 T —ZAHH—A1Z

>V AVLAN D SBiERR L& Lz,
BRI —EDHBAIC K30
A V2T T —RICERTINA
ADRHENT, OT Ay

T—IPEREENET,
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07 DRAE

/LJ\J

A DA

4

ASV: Add IPC(<ipaddr>, MAC: <mac-address>)

INT A—ZFHEA ©
. ipaddr: IPCDIP 7 KL X
- mac-address : IPCD MAC 77 KL X

Informational

IPCHHT—AZ > X VLAN
lOEMENE L,

ASV: Remove IPC(<ipaddr>, MAC: <mac-address>)

INT A—REHER
. ipaddr: IPCDIP 7 KL X
« mac-address : IPCO MAC 7 FL X

Informational

IPC A —A 5> A VLAN
D oHIBRENE LT,

Add NVR(<ipaddr>, MAC: <mac-address>)

INT A—REHER
- ijpaddr: NVRDIP 77 KL X
- mac-address : NVRD MAC 7 R L X

Informational

NVR B —~A1 5> X VLAN
ITEIENE LT,

ASV: Remove NVR(<ipaddr>, MAC: <mac-address>)

INT A—REHER
. ipaddr :NVRD IP 77 R L X
- mac-address : NVRD MAC 77 R L X

Informational

NVR DM =~ 5 > X VLAN
D oHIFRENE LT,

ASV: Mode change from <mode> to <mode>

INT A—REHER
- mode: ASV 2.0 DE— R (standard F7zi4 surveillance)

Informational

Web GUI T ASV2.0 DE—F
HDEEENE LT

Configuration/Firmware

Firmware upgraded by <session> successfully (Username: <username>[, IP: <ipaddr>,
MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A —ZEHEA
session : 1—HDtwvr g

- username I IREDOY A > I1—H4H

< ipaddr: 7547 EDIP 7 FLA

< macaddr: 72477 FDMACT KL X

« serverlP i H—/XDIP 7 KL X

« pathFile : =\ ET 74 )%
EE=Y OV —URBDEFORA. 517
TNEHA-

> M IP BT MAC DIERIFO T HF

Informational

T7—=ITTT7DT YT
L—Ficazh L& Lie,

Firmware upgraded by <session> unsuccessfully (Username: <username>[, IP: <ipaddr>,

MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZFHEA ©
session : 1—HDtvr 3>
- username : IREDOY A > A1—H4H
«paddr: 7547 RDIP T FLA
« macaddr: 725477 D MACT FLX
« serverlP i F—/XDIP 7 KL X
- pathFile : H—/\D/INAET 711V
el WEOT A

VYV —IVEHADEFHFOBE. 77147 b IPELU MACDIE

TNE A

Warning

T7—L0TT7DT7 YT
L—FlickBLE L
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07 DRE ERE A2 hDFHRPA
3 | Firmware uploaded by <session> successfully (Username: <username>[, IP: <ipaddr>, Informational | 7 7—LDT7O7 v 7A—

MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZEHEA :
session : I—HDtwvr 3>
- username ! IWEDOT A > 1—H4
. ipaddr: VA7V EDIP T KL A
« macaddr: 747> D MACT FL X
.« serverlP : F—/NXDIP 7 KL X
« pathFile : —/\D/SZAET 74 )15

IV IUEROBHDRE. 15T
TNEEA,

b IPBXU MAC DIEFRIFO T HT

FICERIILE LT,

Firmware uploaded by <session> unsuccessfully (Username: <username>[, IP: <ipaddr>,
MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZEHA
session : 1—HDtzwvr 3>
. username I IRTEDOOY A > 1—H4E
. ipaddr i 7SA 7 RDIP 7 FLA
- macaddr: 7547 FDMAC T FL R
- serverlP i H—/XDIP 7 KL X
pathFlle Y—INDINRET 74V

VY —IUEROBHORE. 757> b P BET MAC DIERIEO S H
ThELA.

T7—LoITDT Y TO—
RlokLE LT,

Warning

Configuration downloaded by <session> successfully. (Username: <username>[, IP:
<ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZEHA
session : 1—HDtzwvr 3>
- username : IBEDOY A >V 1—H4E
. ipaddr: 7SA 7 EDIP 7 FLA
- macaddr: 7547 FDMACT FL R
- serverlP : HF—/XDIP 7 KL X
-pmMM:#—N@NX&774w%

VY~ IVEROERORE. 75T
ThEYA,

MIPBKRT MAC DIERIEO T HFT

Informational [J> 740 L—3a>DEw

O—RICEMLE LT

Configuration downloaded by <session> unsuccessfully. (Username: <username>[, IP:
<ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZEHEA
session : 1—HDtwvr 3>
- username : IBEDOY A >V 1—H4E
. ipaddr: 7SA 7 EDIP T FLA
« macaddr: 725477 D MACT RLX
serverlP - H—/ XD IP 77 KL X
pmhme Y—=INDINRET 74V

IV —UEBRDBHFDRE. 15T b P BEG MAC DIERIZO S H
ThELA,

AV T4 L= 3>0DRY
vO— RIckBLE L

Warning
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MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZREFHEA .
. session : A—HDLv 3>
- username : IEDO Y 1 > 1—H4
« ipaddr: 7547 EDIP T FLA
« macaddr: 754 7> D MACT FL X
- serverlP i —/XDIP 7 KL X
« pathFile : —/\D/SAET 7414

Ee=1 TV —UREDBHORE. 75147 P HLU MAC D%
ITNEFA.

wEO T Hh

mEZADINEN R2E A DFHRA
7 | Configuration uploaded by <session> successfully. (Username: <username>[, IP: <ipaddr>, |Informational |2> 747 L—>3>D7 v

Ta—RICmLE LT,

Configuration uploaded by <session> unsuccessfully. (Username: <username>[, IP:
<ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZREHEA
session . A—HDtv 3>
. username.fﬁ?’_@lﬂﬁ/{/l T4
- ipaddr: 7547 EDIP T FLA
« macaddr: 754 7> D MACT FL X
.« serverlP i —/XDIP 7 KL X
« pathFile : —/\D/SAET 7414

EE=1 Y —UREOBHORE. 75147 P HLU MAC D%
TNE A

wEO T Eh

Warning

AV T4 7L—a3 D7y
7O—RlickBmLELE,

Configuration saved to flash by console (Username: <username>)

INT A—REHER
. username : IREOOY A > 1—H4%

Informational

aAvy—jhlckaryz449
L—< 3 »H Flash ITRES
n¥x L.

10

Configuration saved to flash (Username: <username>, IP: <ipaddr>)

NS A—ZEA
. username : IHEOOT 14 > 1—T4
- ipaddr: VAT EDIP T FL R

Informational

JE—MKYVAVT07
L—< 3 H Flash ICRES
n¥x L.

1

Log message uploaded by <session> successfully. (Username: <username>[, IP: <ipaddr>,
MAC: <macaddr>])

1\77( 9.:5!55 :
session : 1—HDtzvr3>
. username I IRFEDOT A > 1—H4%4
« ipaddr: 7547 EDIP 7 FLA
- macaddr: 7547 D MACT KL R
ZESY OV —URBDEFORA. 71TV K IPBET MAC OISR
TNEHA-

EqmEvk: W)

Informational

OJ X vE—I07 v 70—
RicazhLE LTz,

12

Log message uploaded by <session> unsuccessfully. (Username: <username>[, IP:
<ipaddr>, MAC: <macaddr>])

INT A —ZEHER :
session : 1—HDtvr 3>
. username.i%?‘@l:l’7ff/1 e
«paddr: 7S A47EDIP T FLA
« macaddr: 75477 D MACT RLX

EE=1t OV URADOBHOBE. 75477k IPHLU MAC DIBRIZO S HH
ENE A

Warning

OJAye—I07w Fo—
RlckBLE LTz,
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13 | Downloaded by <session> unsuccessfully. (Username: <username>[, IP: <ipaddr>, MAC: Warning FKHDZATDT 7 A I)DRE

<macaddr>], Server IP: <serverlP>, File Name: <pathFile>)

INT A—ZEHEA :
session . I—Dtv 3>
- username ! IWEDOT A > 1—H4
- dpaddr: 7547 FDIP 7 RLX
« macaddr: 747> D MACT FL X
« serverlP : F—/XDIP 7 KL X
pathFlle H—I\DINRET 74 I1VE

AV Y- IVREDEFDRE, F5AT Y
ThEdh.

b IP B LT MAC DIERIEO T HE S

'7/5 '\ L%E&Libflo

. d—%Dt v 3k Console. Web, SNMP, Telnet. SSH DWINHTY,
s AV —)UMEBRTOOAY 40 L= 3/ D7 — LT T 7 OEHFTIE

. PR MACIERIFOVEIENE A,

Dynamic ARP Inspection (DAI)

1| lllegal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>, VLAN <vlan-id>, on
<interface-id>)

INT A —ZEHEA
- type:ARP /N7 FDFESE, ARP /T AN Trequest] A lresponse ) hhERLE T,
- ip-address : XfE7TIP 7 KL X
- mac-address : 3Xf57T MAC 77 R L R
- vlan-id : VLAN ID
- interface-id 1 /N7y b ERELEA V2T T —X4

DAl BNEZNT ARP /Ny R &
BmHLE LTz,

Warning

2 | Legal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>, VLAN <vlan-id>, on

Informational | DAI H\B%h7x ARP /7w &

<interface-id>) BHLELE.
INTA—ZEHA
- type:ARP/\7 v ~DFESE, ARP /7w MV Trequest] H response] A& R LE T,
- ip-address : XfETIP 77 KL A
- mac-address : F(57T MAC 7 K LR
- vlan-id : VLANID
- interface-id 1 /X7y b ESELIEA VR T T —R%
DDM
1 | Optical transceiver <interface-id> <component> <high-low> <violate-type> threshold [ Warning SFP /ST A—=ZDWTNHER
exceeded ELLEWNMBEZBAEXL
INS A— R AR : fe.
- interface-id : R—bA>2T7T—XID
- component : DDM DLEMERZA T, LEMERA FELLTFOVNITNH T,
- temperature
- supply voltage
- bias current
- TX power
- RX'power
- high-low : High Ffeld Low LELME
- violate-type : BEX LT T — LA
2 | Optical transceiver <|nterface—|d> <component> back to normal Warning SFP /T A—=2DWVTNHH

INT A —ZEHEA
- interface-id : R—hrA>271T—X1ID
- component : DDM D LELMEZ 1 7,
- temperature
- supply voltage
- bias current
- TX power
- RX power

LEWMEZ A TIELUTOLINHTT,

ZELEMENSEIELEL
feo
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DDP

CONFIG-6-DDPSAVECONFIG: Configuration automatically saved to flash due to
configuring from DDP(Username: <username>, IP: <ipaddr>)
INT A —REHER

- username : AIEREARIT LI 1—T4

« ipaddr: 747> MIP7RLR

Informational

DDP |C K BEREZEED 8.
RENEHNITREFESINE L
Tz

DHCPv6 Client

DHCPv6 client on interface <ipif-name> changed state to [enabled | disabled]

NS A—ZEHA
- ipif-name : DHCPv6 7 24 7> b A >R 71—

Informational

DHCPVE 75 A 7> b A5
T —RAEBERT— FHE
BEfnFlr,

DHCPv6 client obtains an ipv6 address <ipvbaddress> on interface <ipif-name>

INS A —ZREHEA :
- ipvbaddress : DHCPv6 F—/\HSEE TNz IPv6 7 KL R
- ipif-name : DHCPv6 7 24 7> b A >R 71—

Informational

DHCPV6 7 5 A7 > b H
DHCPv6 F—/\H'5 ipv6 77
FLRAZESELF LT

The IPv6 address <ipv6address> on interface <ipif-name> starts renewing

INSGA—ZEHER
- ipvbaddress : DHCPv6 F—/\HhSEEETNfz IPv6 7 KL R
- ipif-name : DHCPV6 7 A 7> b A >R T 1 —2R%

Informational

DHCPvV6 H—/\H5EF LTz
IPv6 77 K L A EH7Z Fta L
ESEIS

The IPv6 address <ipv6address> on interface <ipif-name> renews success

INSA—ZEHER ©
- ipvbaddress : DHCPv6 F—/\HhSEE TNz IPv6 77 KL R
« ipif-name : DHCPV6 7 S5 A 7> b A >R T T —R%

Informational

DHCPV6 H—/\Hh SEUFEN
fe IPv6 77 N L ADEHITAK
hi&E Ll

The IPv6 address <ipv6address> on interface <ipif-name> starts rebinding

INSA—ZEHER ¢
- ipvbaddress : DHCPv6 F—/\HhSEE TNz IPv6 77 KL R
- ipif-name : DHCPV6 7 5 A 7> b A >R T T —R%

Informational

DHCPV6 H—/\Hh SEUFEN
felPve 77 RLAD ) N1
Fefm L &9,

The IPv6 address <ipv6address> on interface <ipif-name> rebinds success

INSA—ZEHER ¢
- ipv6address : DHCPv6 F—/\HhSEE TN iz IPv6 77 KL R
« ipif-name : DHCPV6 7 A 7> b A >R T 1 —R%

Informational

DHCPV6 H—/\H SEUFEN
feIPve 77 L ADN ) /N1 >
RITRIh L& Lz,

The IPv6 address <ipv6address> on interface <ipif-name> was deleted

INSA—ZEHER
- ipvbaddress : DHCPv6 F—/\HhSEE ST Nfz IPv6 77 KL R
« ipif-name : DHCPV6 7 S5 A 7> b A >R T T —R%

Informational

DHCPv6 —/\H*5 D IPv6
7 RLUADEIBRENE LTz,

DHCPv6 Relay

DHCPv6 relay on interface <ipif-name> changed state to [enabled | disabled]

INT A —ZEHAR
- <ipif-name> : DHCPv6 J L—I—I x>V hf V2T T —RE

Informational

BEA>VRZTIT—AD
DHCPV6 ) L —DEEEX
F— FHEBENE Lz

DNS Resolver

[DNS-RESOLVER(1):]Duplicate Domain name case name: <domain-name>, static IP:

<ipaddr>, dynamic IP:<ipaddr>

INT A—ZEHER :
« domain-name : K41 %
. ipaddr: D IP 7 KL X

Informational

TS R AC T EBF Ty
S aARNBMEN. F4F 3y
5 RALVRF Y A HH
BEnE L,
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DoS Prevention
1 | <dos-type> is dropped from (IP: <ip-address> Port <interface-id>) Notice DoS W& A&@H LE LTz,
ING A —ZEHEA

- dos-type : DoS BE % A 7
. ip-address: : IP 77 R L X
- interface-id: 1 1 >R T 1 —RX%

Interface
1 | Port <port-type><interface-id> link down Informational | R— Ao 2T LEL
eo
ING A —ZEHEA
. porttype : R— k2 A7
- interface-id : /> 27 T —X%
2 | Port <port-type><interface-id> link up, <link-speed> Informational | R— AU > 27 v TLEL
feo

ING A —ZEHEA
. porttype : R— k2 A7
- interface-id : /> 27 T —X%
- link-speed : R—bDJ I AE—R

3 | ASV: Port <interface-id> Half duplex detected Warning R— ~H Half duplex E— K
Ty TLE L
INT A —ZEHEA

- interface-id : /> 27 T —X%

IPv6 Duplicate Address

1 | Duplicate address <ipv6address> on <interface-id> via receiving Neighbor Solicitation Warning DAD (Duplicate Address
Messages Detection) HAEIRNICER
L7 RLURAZEFDNS
INT A—ZEHA (Neighbor Solicitation) %
- ipv6address : NS X v —ID IPv6 77 KL X T—IEZELF L
- interface-id 1 /> 2 7 1 —X%
2 | Duplicate address <ipv6address> on <interface-id> via receiving Neighbor Advertisement | Warning DAD (Duplicate Address
Messages Detection) HAEIRNICER
L7e7 FLA%ZERD NA
INT A —ZEHEA (Neighbor Advertise) X
- ipv6address : NA X vt —2D IPv6 77 KL A Tt—IEZELF L
- interface-id : /> 2 7 T —R%
LACP
1 | Link Aggregation Group <group-id> link up Informational |U> o775 —>3>0
W= o7y FLEL
INTA—ZEHA feo
- group-id: Uo7y TS —2a v Ib—TD7)IL—T 1D
2 | Link Aggregation Group <group-id> link down Informational |U> o707 U5—>3>0
W= od o LEL
INTA—ZEHA feo
< group-id U ROV TS —=2a v Ib—TD7)IL—T 1D
3 | <ifname> attach to Link Aggregation Group <group-id> Informational | X /\IR— DU >0 751
T=2av =T Ry
INSA—ZEHA FLE L,
- ifname : 7O VT =23V =T RV FFTER— DA VR T IT— %
< group-id: Uo7 ITIT )= a7 Ib—TD7)I—T 1D
4 | <ifname> detach from Link Aggregation Group <group-id> Informational | X2 /\IR— DU >0 751
F—=2aviI—7ThsT
INSA—ZEHA 2yFLELL

. ifname : 7= 300 —TDBTRYFFTEHBR— DAV RTT—RE
< group-id: Uo7 TIT )= a v Ib—TD7)I—T 1D
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<chassisID>, port id: <portType>, <portlD>, device class: <deviceClass>)

INT A—ZEHEA
- portNum : R— &S
- chassisType : v —> IDB T 214~
BOYUXb:
1. chassisComponent(1)
2. interfaceAlias(2)
3. portComponent(3)
4. macAddress(4)
5. networkAddress(5)
6. interfaceName(6)
7. local(7)

« chassislD: v —>/ 1D
- portType : R—rIDHYT2AT
BDUR:
1. interfaceAlias(1)
2. portComponent(2)
3. macAddress(3)
4. networkAddress(4)
5. interfaceName(5)
6. agentCircuitld(6)
7. local(7)

- portlD: R— K ID
« deviceClass : LLDP-MED 7/\A X &2 A~/

0/ OREA EEE | 1~ Fosies
LBD
1 | <interface-id> LBD loop occurred Critical AR T T —=ARNI— T &
MLF L
INTA—ZEHER
- interface-id | Jb—FHEHIENfcA V2T T —X
2 | <interface-id> VLAN <vlan-id> LBD loop occurred Critical A2 TT—ADVLAN T
W—TmEHLE L,
INTA—ZEHER :
- interface-id : Jb—FHBHIENfcA V2T T —X
- vian-id : JL—T7HEEEIE Nz VLAN
3 | <interface-id> LBD loop recovered Critical W=7\ ohsEELEL
feo
ING A —ZEHEA
- interface-id 1 IL—THBEELIEA V2T T—X
4 | <interface-id> VLAN <vlan-id> LBD loop recovered Critical VLAN DJ)L—THEIELE L
feo
INTG A —ZEHEE
- interface-id 1 JL—THSEIE LA 2T —R
- vian-id : JL—7H 5 EIE LTz VLAN
5 - Loop VLAN numbers overflow Critical W=\ I hFEE LT
VLAN DEHMEEDEITIEL
F L1z
LLDP/LLDP-MED
1 | LLDP-MED topology change detected (on port <portNum>. chassis id: <chassisType>, Notice LLDP-MED hROYDEELH

BRHEEINE L
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2 | Conflict LLDP-MED device type detected (on port <portNum:>, chassis id: <chassisType>, |Notice LLDP-MED 7 /XA X2 A T D
<chassisID>, port id: <portType>, <portID>, device class: <deviceClass>) BEMEHINE LT,

INT A—ZEHEA :
- portNum : R— &S
- chassisType : v —> DB 72147
fED) A b
1. chassisComponent(1)
2. interfaceAlias(2)
3. portComponent(3)
4. macAddress(4)
5. networkAddress(5)
6. interfaceName(6)
7. local(7)

« chassislD . v —>/ 1D
- portType : R—h~ IDHYTLA4T
fED) A b
1. interfaceAlias(1)
2. portComponent(2)
3. macAddress(3)
4. networkAddress(4)
5.interfaceName(5)
6. agentCircuitld(6)
7. local(7)

- portlD : R— K ID
. deviceClass : LLDP-MED 7/\4 X2 A

Incompatible LLDP-MED TLV set detected (on port <portNum>, chassis id: <chassisType>,
<chassisID>, port id: <portType>, <portlD>, device class: <deviceClass>)

INT A—ZEHEA :
- portNum : R— &S
- chassisType : v —> DB 72147
BDUR:
1. chassisComponent(1)
2. interfaceAlias(2)
3. portComponent(3)
4. macAddress(4)
5. networkAddress(5)
6. interfaceName(6)
7. local(7)

« chassislD : >+ —2/ D
- portType : R—h~ ID YT LA
BDUR:
1. interfaceAlias(1)
2. portComponent(2)
3. macAddress(3)
4. networkAddress(4)
5.interfaceName(5)
6. agentCircuitld(6)
7. local(7)

- portlD : R— K ID
. deviceClass : LLDP-MED 7/\4 X2 A

Notification LLDP-MED TLV DIFEE D
BHEINnE Lz,
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Login/Logout

1 | Successful login through Console (Username: <username>)

INT A=A
- username : BEOO VA > 11—

Informational

mAVESLY 3=l mEr et
BEhLE L,

2 | Login failed through Console (Username: <username>)

NG A—ZFA .
- username : BEOO VA > 1—

Warning

ARV 3=l mEr et
%E&Lg L/fCo

3 | Console session timed out (Username: <username>)

INT A—REHER
.- username : BEOO VA > 1—

Informational

AVV—=IbDty > 3 VER
ALT7TO L&KL

4 | Logout through Console (Username: <username>)

INT A—ZEFHEA
- username : IBEOO YA > 1—

Informational

vy —)Ug@ETOI 77
LE LTz

5 | Successful login through Telnet (Username: <username>, IP: <ipaddr>)

INT A—Z 5
username : IBEOOY 4 > 1—
ipaddr: 7547 bDIP 7 FLA

Informational

Telnet RO O Y 1 VITHTN
LEx L.

6 | Login failed through Telnet (Username: <username>, IP: <ipaddr>)

INT A—ZEHEA
username . IREOOT A 11—
ipaddr : 7 ZA 7 FDIP T KL A

Warning

Telnet F2ED AT A /[T
LEx L.

7 | Telnet session timed out (Username: <username>, IP: <ipaddr>)

INT A—REHER
username : IREEOO T A > 1—1
ipaddr : 7 ZA 7 rDIP T KL A

Informational

Telnet D> 3 /&2 A L
7k LE LI

8 | Logout through Telnet (Username: <username>, IP: <ipaddr>)

INT A—REHER
username : IREEOO T A > 11—
ipaddr : 7 ZA 7 RDIP T RLA

Informational

Telnet&#FBTRY 77 kL&
LTz

9 | Successful login through SSH (Username: <username>, IP: <ipaddr>)

INT A— R EHER
username : IREOO T A > 11—
ipaddr : 7 ZA 7 FDIP 7 RLA

Informational

SSHEBmOO T 1 ICAIhL
F LTz

10 | Login failed through SSH (Username: <username>, IP: <ipaddr>)

INT A—REHER
username : IREEOO T A > 11—
ipaddr : 7 A7 rDIP 7 KL A

Critical

SSHIEEDO T 1 /ITkBL
F LTz

11 [ SSH session timed out (Username: <username>, IP: <ipaddr>)

INT A—REHER
username I WEDO T A > 21—
ipaddr : 7 ZA 7 RDIP 7 RLA

Informational

SSHOL Y 3 NERA LT
JhL&ELT

12 [ Logout through SSH (Username: <username>, IP: <ipaddr>)

INT A—ZFHEA
username I JWEDO T A > 21—
ipaddr : 7 5A 7 RDIP 7 RLA

Informational

SSHigRTOY 7o hLEL
Teo
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MAC-based Access Controll (MAC 585F)

MAC-based Access Control host login success (MAC: <mac-address>, <interface-id>, VID:

<vlan-id>)

INT A—ZEHEA :
- mac-address : JRAX D MAC 7 KL X
- interface-id : RA MHFREEENfeA V2T T—X
- vlan-id : KRR FHFETET S VLANID

Informational

RA ME MAC Z835EA/ VA L
F LTz

MAC-based Access Control host aged out (MAC: <mac-address>, <interface-id>, VID:
<vlan-id>)

Informational

RARMII—I7TRLEL
fzo

INTA—ZEHA ¢
- mac-address : IRA FD MAC 7 KL X
- interface-id : RA MHRREEENfeA > 2T T —R
- Vlan-id ! IRX b HMFIET S VLANID
MAC-based Access Control host login fail (MAC: <mac-address>, <interface-id>, VID: Critical RA M FEREEICRB L& L
<vlan-id>) feo
INT A—ZEHA ¢
-+ mac-address : IRA D MAC 7 KL X
- interface-id : RA FHRREEENeA V2T T —R
- vlan-id : IRX b HVFEET S VLANID
MAC-based Access Control enters stop learning state Warning TINA AR TERAFE NSz
IA—THOEREISGELE L
feo
MAC-based Access Control recovers from stop learning state Warning TINA AR TEREFE N Tz
D—THH. —EHARE LBRE
ZTREVE LT,
<interface-id> enters MAC-based Access Control stop learning state Warning AR T T —ACERIEE N
IA—THOEREIOELE L
INT A —ZEHEA feo
- interface-id : RA FHORREEENeA V2T T —R
<interface-id> recovers from MAC-based Access Control stop learning state Warning AR T T —ADFTAEE N
D—THH —ERAR LBRE
INT A—ZEHA ¢ ZTREV&E LT
- interface-id : RA FHOEREEENeA V2T T—R

MSTP Debug Enhancement

Spanning Tree Protocol is enabled

Informational

ANy —=7oraib
HBEMITIEY F L,

Spanning Tree Protocol is disabled

Informational

ANy —=7oralb
NESICEY E LTz,

Topology changed (Instance: <Instance-id>,<interface-id>, MAC:<macaddr>)

INT A—ZEHEA :
- instance-id : MST 4 > X2 > X ID
0. T7HILbDA VY RZVATHS ST EERLET,
- interface-id : FROVEFERE R/ ZELIR— FES
- macaddr: 71w IO MAC T FLX

Notice

MRAOVICEBLAHUEL
feo

[CIST | CIST Region | MSTI Region] New Root bridge selected ([Instance: <Instance-id>]
MAC: <macaddr> Priority:<priority>)

INT A—ZEHA
Instance-id : MST - > X2 > X D,
0. T7H4ILbDA VYRRV ATHS ST EERLET,
- macaddr: 71w IO MAC T FLX
- priority : U w I DESAE, 4096 TEIWYINE T,

Informational

FLWIL— Ty IHNEE
Tn&Elfe.
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New root port selected (Instance:<Instance-id>, <interface-id>)

INT A—ZFHEA ©
- Instance-id : MST 1 > A2 > X 1D,
0l&. T7H4ILEDAVRZVATHS CASTEERLET,
- interface-id : MROVEBIBFRZIR / ZELIR— MBS

Notice

L= R—
n& L.

'\ b\ aa.—'—|

Spanning Tree port status change (Instance:<Instance-id>, <interface-id>) <old-status>
-> <new-status>

INT A—ZREFHEA
Instance-id : MST 1 > A2 > X ID,
O0lE. 77HIWPDAVRAVRATHS ST EERLET,
- interface-id ! PAROVEEIFRERM / ZELILR— FES
- old-status : [HRX7—%2 X (Disable, Discarding, Learning, Forwarding)
« new-status : HTA7—42 X (Disable, Discarding, Learning, Forwarding)

Notice

ZINZ2 Y1) —R—=bDX
TOEEENFE L

Spanning Tree port role change (Instance:<Instance-id>, <interface-id>) <old-role> ->
<new-role>

INT A—ZEHEA
Instance-id : MST > X% > X ID,
0lE. 77HIWbDAVRAAVATHS ST HERLET,

- interface-id 1 FROVEEBREEH / ZELIA— M ES

- old-role : [HE@—/l (DisablePort, AlternatePort, BackupPort, RootPort,
DesignatedPort, MasterPort.)

- new-role : 1O —)L (DisablePort, AlternatePort, BackupPort, RootPort,
DesignatedPort, MasterPort.)

Informational

A= Y1) = R—= D
A—LHZEENE LT,

Spanning Tree instance created (Instance:<Instance-id>)

INT A—REHER
- Instance-id : MST 1 > A2 > X 1D,
0l&. T7HILEDA VY RZVATHS ST EERLET,

Informational

RINZV TV ) =AY AR
ADMERENE LT,

Spanning Tree instance deleted (Instance:<Instance-id>)

INT A—REHER
- Instance-id : MST 1 > A2 > X 1D,
0ld. T7A4IWbDAVREZVRATHD AT EERLET,

Informational

RINZV TV ) =AY AB Y
ADEIBRENE LT,

10

Spanning Tree version change (new version:<new-version>)

INS A — 2R

- new-version : 777+ 71z STP/\—I 3>

Informational

AINZ T )—DIN—T 3
VHEEEINE LT

1

Spanning Tree MST configuration ID name and revision level change (name: <name>
revision level <revision-level>)

INT A—REHER
- name [ IEEINMST U—2 3 VD48
. revision-level : JEY 3> LA

Informational

MST configuration ID ¢, 3
VT4 Lb—=Yavalle
TavINIHEEENE L
feo

12

Spanning Tree MST configuration ID VLAN mapping table change (instance: <Instance-
id> add vlan <startvlanid> [- <endvlanid>])

ING A —ZEHEA
Instance-id : MST A > X2 > X 1D,
0l&k. T7HILEDA VARV ATHS ST EERLET,
- startvlanid : 3809 % VLAN EE DA VID
- endvlanid : :BI0F % VLAN EEDKRT VID

Informational

VLAN HY MST 1 > X2 > X<
RvEvITEnE Lz,
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13 | Spanning Tree MST configuration ID VLAN mapping table change (instance: <Instance- Informational | VLAN A\ MST f > X% > X H
id> delete vlan <startvlanid> [- <endvlanid>]) SHIFRENE L,

INT A—ZEHEA :
Instance-id : MST 7 > A2 > X 1D,
0l T7AIWPDA VARV ATHS CSTEERLET,
- startvlanid : HIBR9 % VLAN SEEDREA VID
- endvlanid : HIBR9 % VLAN SBFEDKET VID

14 | Spanning Tree port role change (Instance:<instance-id>, <interface-id>) to alternate port |Informational |#— F/b—kc&W Z/\Z
due to the guard root O —R— A=)
Alternate [CEBEINFE LTz,
ING A —ZEHEA
- instance-id : MST > X% > X D,
O0lEF. T77HIWPDAVREAVRATHS AASTEEZRLET,
- interface-id : A\ b &EEH LI R— &S
Peripheral (B#28)
1 | <fan-descr> back to normal Critical Tr7hEELE L,
INT A —ZEHEA
- fan-descr: 77> ®D ID LI5FR
2 | <fan-descr> failed Critical T UICERBDHUET,
ING A —ZEHEA
- fan-descr : 77> ® ID LI5FR
3 | <thermal-sensor-descr> detects abnormal temperature <degree> Critical BELYHT T —LIREEIC
AWE LT,
INT A —ZEHEA
- thermal-sensor-descr : >4 ID &35PR
- degree : IEDEE
4 | <thermal-sensor-descr> temperature back to normal Critical BENBBICRY F L
INT A —ZEHEA
- thermal-sensor-descr : >4 ID & 357
5 | <power-descr> failed Critical BRICEEDHVET,
INT A —2HA
- power-descr : TR ID &P
6 | <power-descr> back to normal Critical BENBEEREICRVEL
Tzo
INT A —2HA
- power-descr : TR ID &P
7 | Factory reset button pressed Critical Uty bRZVDMEENEKL
feo
PoE
1 | Usage threshold <percentage> is exceeded Warning HKENFEREDO LEVMERE
BLFE L
INS A —ZEHEA
- percentage : fEFED L ELME
2 | Usage threshold <percentage> is recovered Warning KENERED LEWVMENE
BLEL

INS A —ZEHEA
- percentage : EARAED LELME

293



294

[FERA) AT L0 TR

07 DAR RRE AR~ DA
3 | ASV: PD alive check failed. (Port: <portNum>, PD: <ipaddr>) Warning PD (Z&E#23) H Ping U
TIXMISELEREA.
INTA— QEHHE :
. portNum — &S
- ipaddr: ( B2 OIPT7RLA
Port Security
1 | MAC address <macaddr> causes port security violation on <interface-id> Warning R— b EDT FLRAMLEBRIC
ELF L
INTA—ZEHER :
+ macaddr : 3K MAC 77 KL X
- interface-id : 1> 27 1 —R%
2 | Limit on system entry number has been exceeded Warning VAT L EDT RLUAH ER
ICELFE LT
1 | Display “Reboot scheduled in 5 minutes” when the countdown equals 5 minutes Warning AA Y FOBERLEE TS5 PT
ER
2 | Display Reboot scheduled in T minute” when the countdown equals T minute Critical AA Y FOBRENET 19T

EE

3 | System was restarted by schedule in an interval time

Informational

EERBRORATY1—IVE
EEDERTEINE LT,

4 | System was restarted by schedule at specific time

Informational

EERKID R 7Y 21— VB
BhERTENE LT

5 | Configuration was saved by schedule

Informational

['Save Before Reboot | #
T/H/bﬂiihtxﬁ
Ya—)VBEHERITEIN
L7z

Safeguard
1 | Safeguard Engine enters EXHAUSTED mode Warning RA M& Texhausted] £—
Fic#fT L& L
2 | Safeguard Engine enters NORMAL mode Informational | RA k& Tnormall £— Fic
BiTLE LI
SNMP

1 | SNMP request received from <ipaddr> with invalid community string

INSGA—ZEHER
« dpaddr:IP 77 KL R

Informational

SNMP U 7 T X & ERhx O
SATTHA AN VITEZE
LE LTz

SSH

1 | SSH server is enabled

Informational

SSH U —/\IFBZ T,

2 | SSH server is disabled

Informational

SSH & —/\IF 3 T9,

Storm Control

1 | <Broadcast | Multicast | Unicast> storm is occurring on <interface-id>

INT A—ZEHER

Broadcast : 7A— K&+ A~/ b (DA = FRFRFFFRFFFF) KB R b—LA

-Mmmm.xﬂmuvw?$vxh\%ﬂ@&?»?#ﬁXh\iﬁmmvw?

FrRAMEBFHDIPRIVFF ¥ A EEGIVFF Y AN NT Y MCEKB A M—LA

« Unicast : BEEIERFMDIAZF v A b\ w b EEGIZF v A My MIEB R

A

- interface-id : A M—LFEEDA 2T 1T—AID

Warning

Ab—LOFEELE LT,

<Broadcast | Multicast | Unicast> storm is cleared on <interface-id>

INT A—ZEHER

Broadcast : 70— RF ¥ A A M—LEH

- Multicast : RJVFF ¥ A bR ~—LEE
« Unicast : IZF ¥ A MR M—LEEHE B/ RKNDIZF v A M\T v b EEE)
- interface-id : A —LHEEELTcA 27T —X D

Informational

Ab—LOELE LT
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mEPARINE ERE AN\ DA
3 | <interface-id> is currently shut down due to the <Broadcast | Multicast | Unicast> storm | Warning Iy AR =L E Y R—
POV vy b2 LEL
INT A—ZEHA ¢ fco
- interface-id : A b—AlT LY TS —H3PREICEZ e/ > 27T —X D
- Broadcast : 7O— FF v X X b—AICK BT T —EKEE
+ Multicast : R)VFF v A bR b—LAICKD IS —EMIREE
« Unicast : AZF v A A b—L B/ KOOI ZF v X /7y b EES) I
5T 5 —HEIREE
System
1 | System warm start Critical VRTLDTA—LRZ— b
LE LT
2 | System cold start Critical YRTLHO—IVRRZ—
LE LT
3 | System started up Critical JATLOEBLE L
Telnet
1 [ Successful login through Telnet (Username: <username>, IP: <ipaddr>) Informational | Telnet #2EMD MO 1 > ICHTH
LELT
INTA—ZEHA ¢
- ipaddr: Telnet 7 547> bDIP 7 KL A
- username : Telnet f—/A\DOF A VIERY 51—
2 | Login failed through Telnet (Username: <username>, IP: <ipaddr>) Warning Telnet f&MO AT A /TR
LE LT
NG A—ZFHEA ¢
- ipaddr:Telnet 7 547> bDIP 7 KL A
- username : Telnet f—/A\DOF A VIERY 51—
3 | Logout through Telnet (Username: <username>, IP: <ipaddr>) Informational |Telneth507 77 FLEL
feo
NS A—ZFHEA ¢
- ipaddr: Telnet 72147 bD7 FL X
- username : Telnet f—/A\DOJ A VIERT 51—
4 |Telnet session timed out (Username: <username>, IP: <ipaddr>) Informational |Telnet v 3 VAR A LT

INT A—ZEHEA :
- ipaddr: Telnet 7 247> bDIP 7 FLX
. username : Telnet b —/\\DO 7 4 VIERYT 21—

U hL&ELI

Voice VLAN

New voice device detected (<interface-id>, MAC: <mac-address>)

INT A—REHEA
. interface-id : 1 >2 7 1 —X%&
- mac-address : HE7 /N1 AD MAC 77 KL X

Informational

A VR T I —ATERHED
mHENE LT

2 | <interface-id> add into voice VLAN <vid> Informational | BEIEE VLAN E— R >
27 T —ANDEE VLAN [TB
INT A—ZEHEA : mEnx Lz
- interface-id : 1 >R 7 1 —R%
- vid : VLAN ID
3 | <interface-id> remove from voice VLAN <vid> Informational |1 >% 7 x—XHEE VLAN

INT A—ZREHEA
. interface-id 1 /1 >2 7 1 —X%
- vid : VLAN ID

O oBEE L. —ERERICE
IR 2 T T — XTI
PENFEATL, BT

Ay E—IPREENE T,

Web

Successful login through Web (Username: <username>, IP: <ipaddr>)

INT A—ZEHER
. username : SSL H—/\\DO 7 1 VIfERT 51—
< ipaddr :HTTP 2 547> FDIP 7 KL X

Informational

Web ##HTOOYT A 2 ITHK
mLE Ll
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07 DAR R2E AN ~DFRA
2 | Login failed through Web (Username: <username>, IP: <ipaddr>) Warning Web #BERTDAT A Ik
BLE L,
INTA—ZEHER :
- username : SSL F—/S\DO v 41 VIfERT 21—
. ipaddr i HTTP 7 547> bDIP 7 FL X
3 | Web session timed out (Username: <username>, IP: <ipaddr>). Informational [Web w3 >hRE2 A4 LT
JhLE LT
ING A —ZEREE
- username : SSL F—/\N\DAOY A VIEBT B I1—H4H
. ipaddr i HTTP 7 547> D IP 7 FL X
4 | Logout through Web (Username: <username>, IP: <ipaddr>) Informational |Web #&HRTO7 77 LE
L7z
ING A —ZEHEE
- username : SSL F—/\N\DAOY A VIEBTBHI—HE
. ipaddr i HTTP 7 247> bDIP 7 FL X
5 | Successful login through Web (SSL) (Username: <username>, IP: <ipaddr>) Informational [Web (SSL) #&EHRCcHOY 1
I LE Lie,
INTG A —ZEHEE
- username : SSL Y —/\N\DOY A VIERYT B 14
« ipaddr:SSLYZA 7> bDIP T FLX
6 |Login failed through Web (SSL) (Username: <username>, IP: <ipaddr>) Warning Web (SSL) B COOY A
ICRBLE L,
INT A—ZREHEA
- username : SSL F—/\N\DAOY A VIEBTBHI1—HH
« ipaddr:SSLZZA 7> bDIP T FLX
7 | Web (SSL) session timed out (Username: <username>, IP: <ipaddr>) Informational [Web w3 >h2 A LT
JhLELE (SSL)
INT A—ZREHEA
- username : SSL F—/\N\DAOT A VIEBTBHI—HH
« ipaddr:SSLOZA 7> bDIP 7 FLX
8 [Logout through Web (SSL) (Username: <username>, IP: <ipaddr>) Informational | Web (SSL) ##EBTRY 7Y
PLE LT
INT A—ZEHEA
- username : SSL Y —/\\DOY A VIERYT B 14
« ipaddr:SSLZZA 7> bDIP T FLX
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({488 B] FS5vTBIITVHY

AAYFICBWCIRNZAEMDSHZ bS5y 7O Ty M) EZNSDOBME U TIORLET,

A2

| 3o

oD

802.1X

1 | dDot1xExtLoggedSuccess

RABHB02IXFREEICAIN LT L EITREENET T, (AT A ICATh)

BEA T b

(1) ifindex

(2) dnaSessionClientMacAddress
(3) dnaSessionAuthVlan

(4) dnaSessionAuthUserName

1.3.6.1.4.1171
11.165.1000.3
0.0.1

2 | dDot1xExtLoggedFail

RABH 802X FREEICK LT &L EITREETNE T,
(AT A KR

BEA T b

(1) ifindex

(2) dnaSessionClientMacAddress
(3) dnaSessionAuthVlan

(4) dnaSessionAuthUserName
(5) dDot 1xExtNotifyFailReason

= ==

11.3.6.1.4.1.171
11.165.1000.3
0.0.2

Authentication Fail

1 |authenticationFailure

authenticationFailure kv 7l&. SNMPV2 TV F 1 74 H T—I x> hO—)b
TEEL. ELLERRESNAEVWTO MW AvE—IFZELICEERLET,
SNMPV2 DI RTDREE, DTy TEERT B ENTEBRENDD—.
snmpEnableAuthenTraps 7 7 =7 ME. TD T v THEREINSHIEL AL
£9,

1.3.6.1.63.1.1.
55

DDM

1 [ swDdmAlarmTrap

BEGT S—LDOEELLE FRIBER

EEF TV U b

(1) dDdmNotifyInfolfindex

(2) dDdmNotifyInfoComponent

(3) dDdmNotifyInfoAbnormallLevel

(4) dDdmNotifyInfoThresholdExceedOrRecover

TRREICERIE LR ICBII S NE T,

1.3.6.14.171
11.165.1000.7
2.0.1

2 | swDdmWarningTrap

REGRESHRE. FRBERTREICEELRITBHENE T,

EEF TV b

(1) dDdmNotifyInfolfindex

(2) dDdmNotifyInfoComponent

(3) dDdmNotifyInfoAbnormallLevel

(4) dDdmNotifyInfoThresholdExceedOrRecover

1.3.6.1.41071
11.165.1000.7
202

DHCP Server Screen Prevention

1 | dDhcpFilterAttackDetected

DHCP T — /R U= D BINEEE. A A v FHMRE DHCP H—/ Ny b &S
EIrE WBNT Y bEZELIANY M E S Y TEELET,

ESPE=P 7 2

(1) dDhcpFilterLogBufServerlpAddr
(2) dDhcpFilterLogBufClientMacAddr
(3) dDhcpFilterLogBufferVianld

(4) dDhcpFilterLogBufferOccurTime

1.3.6.1.41171
.11.165.1000.1
33.0.1

DoS Prevention

1 | dDosPreveAttackDetectedPacket

DoS 72y U RH Lt LEXEENE T,

ESPEb S v N

(1) dDoSPrevCtrlAttackType

(2) dDosPrevNotilnfoDroplpAddr

(3) dDosPrevNotilnfoDropPortNumber

1.3.6.1.4.1171
11.165.1000.5
9.0.2
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ErrDisable

1 | dErrDisNotifyPortDisabledAssert

R— b H error-disabled E— RiZH >z & EIGRETNE T,

BEA T b
(1) dErrDisNotifyInfoPortlfindex
(2) dErrDisNotifylnfoReasonID

1.3.6.1.4.1.171
11.165.1000.4
501

2 | dErrDisNotifyPortDisabledClear

A 22— NVBEIRICR— ML= THEEE Lfc & EIGRETNE T,

BEA T b
(1) dErrDisNotifyInfoPortlfindex
(2) dErrDisNotifylnfoReasonID

1.3.6.1.4.1.171
11.165.10004
502

General Management

1 | dGenMgmtLoginFail

AAYFADATA VKB L e & EIGREETNE T,

BEA TV
(1) dGenMgmtNotifylnfoLoginType
(2) dGenMgmtNotifylnfoUserName

1.3.6.1.41.171
.11.165.1000.1
65.0.1

Gratuitous ARP

1 | agentGratuitousARPTrap

P77 FLANEEL TV HBIOXEEINE T,

BEA TV

(1) ipaddr

(2) macaddr

(3) portNumber

(4) agentGratuitousARPInterfaceName

1.3.6.1.41.171
11.165.1000.7
5.0.1

IMPB

1 | dimpbViolationTrap

7 R L REREHNE IP-MAC R— ~ XA 2T 4 2 F 7 RL B RDRIHENZBRIC
ERENET,

BEA TV

(1) ifindex

(2) dimpbViolationlpAddrType
(3) dimpbViolationlpAddress
(4) dimpbViolationMacAddress

1.3.6.1.41.171
11.165.1000.2
2.0.1

LACP

1 [linkUp MinkUp) k5w FET—Y 12 MEDOSNMP T F 4 Frlck>T. D324 — [136.163.1.1.
23> D—DoH InotPresent] A7 — MUADMDRAT— DS ATV A T— |54
MIBITLESELTWS TifOperStatus] #7917 FDOBHEZEEMRLE T, D
AT — hi& TifOperStatus] ICEENDEICK D THAMNETNET,
BEA Ty b
(1) ifindex
(2) if AdminStatus
(3) ifOperStatus

2 |linkDown MinkDown| b=y FIET—I 1 MEOSNMP TV 74 TAICK>C. O 1245 —[136.163.1.1.
Ay ID—DONA T AT — MIFEY . notPresent) X7 — FLADMD A |53

7— MC#179 % TifOperStatus) #7310 FOBHEERLE T, IDAT—F
i& lifOperStatus] ICEENBEICK > THBENET,

BEA TV b
(1) ifindex

(2) if AdminStatus
(3) ifOperStatus
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59 7% 55 [ @
LBD
dLbdLoopOccurred AR T =AYV —THREE LT EEIEKEEINE T, 13.6.1.4.1.171
BT .;(1).165.1000.4
(1) dLbdNotifyInfolfindex h
dLbdLoopRestart ERRREI®R. 127 11— ADIV—THBRAZ— F LIcEEITEEINE T, 13.6.1.4.1.171
BT 22);65.1000.4
(1) dLbdNotifyInfolfindex o
dLbdVlanLoopOccurred AR TT—RICVID Ib—THREELZEEIEEEINE T, 13.6.14.1.171
BTy 2(1).;65.1000.4
(1) dLbdNotifyInfolfindex o
(2) dLbdNotifyInfoVlanld
dLbdVlanLoopRestart EPRREI%. VDDA Y27 1 —R)b—THhBRAZ2— LIz EICXEETNE T, 13.6.1.4.1.171
BTy 2(1).41‘65.1000.4
(1) dLbdNotifyInfolfindex o
(2) dLbdNotifyInfoVlanld
LLDP
lldpRemTablesChange lidpRemTablesChange i@%0i& [MldpStatsRemTableLastChangeTime] ZEBEFC% | 1.0.8802.1.1.2.
EENE T, NMSITK > THIEBIRET. LWDP UE— Y RFTLT—TILD A>T |00
FURR=UV TR NIALET,
ESPE=b 2 v/
(1) lldpStatsRemTablesInserts
(2) lldpStatsRemTablesDeletes
(3) lldpStatsRemTablesDrops
(4) lldpStatsRemTablesAgeouts
lldpXMedTopologyChangeDetected A—AIVR=MIFHLWIE= TN RN 2y FENe, FaldE—H7/V |1.08802.1.1.2.
A ADNR— bHSYIT/ BELIEHED M ROV OEEARIT 20—H)L7/31  |1.54795.0.1
AL 2 TEEENE T,
ESPE=P: 2 v
(1) lldpRemChassisldSubtype
(2) lldpRemChassisld
(3) lldpXMedRemDeviceClass
MAC Notification
dMacAuthLoggedSuccess MACR—XD7 7 ZZAY FA—JURA AT A VI LT EEITHREENE (136141171
ER .11.165.1000.1
53.0.1
ESPE=P: 2 /2
(1) ifindex
(2) dnaSessionClientMacAddress
(3) dnaSessionAuthVlan
dMacAuthLoggedFail MACR—XD77 7 ZAY FA—JVRA MHAOTA VK L& EITHEENE (136141171
ER .11.165.1000.1
5302
ESPE=D: w7 2
(1) ifindex
(2) dnaSessionClientMacAddress
(3) dnaSessionAuthVlan
dMacAuthLoggedAgesOut MACRN—=ZADT7 7RV FO—IVRA MDA I—=I 0070 hLIcEEITEESN 136141171
S .11.165.1000.1
53.03

BEEA 7oy b

(1) ifindex

(2) dnaSessionClientMacAddress
(3) dnaSessionAuthVlan
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MAC Notification

1 | dL2FdbMacNotification

7 RURT—=TILD MAC T FLRICEELH o fe & EITKEETNE T,

BEA T T b
(1) dL2FdbMacChangeNotifylnfo

13.6.14.1.171.1
1.165.1000.3.0.1

2 | dL2FdbMacNotificationWithVID

7 RURT—=TILOMACT FL X (VLANID) ICEBEAHOfc & TITEEFEINE T,

BEA T b
(1) dL2FdbMacChangeNotifylnfoWithVID

13.6.14.1.171.1
1.165.1000.3.0.2

MSTP

BEF T b
(1) dEntityExtEnvFanindex
(2) dEntityExtEnvFanStatus

1 [ newRoot newRoot kS v Jlg, EEFIODI—I T MHARNRZV T YD) —DFHLWL— T |136.1.21.170.1
HofeZEHRLET, bTvld HLLIL— bE L TGREENZICT T
IR GEEET N, ZDBEBITKL T < Topology Change Timer D77 %7
23V OREGELEETVET,
RhZvTOERGREAF T3> TY,
2 | topologyChange topologyChange b= v 7ld. #9252\ FNHDKR— bH Learning KEEH S 136.12.1.1702
Forwarding JREEIT. Forwarding JRRED S Blocking IRREICBRE T BIHEIC T v
ITE>TEEINE T, AT FIE newRoot b= THERRDEEICK L TE
BENZHEILEEFEINEEA.
REZvTDEGEAF T3> TY,
PD Alive
1 | dPoelfPdAliveFailOccurNotification dPoelfPdAliveFailOccurNotification k= Zl&, PD (2E&B#88) H Ping U/ ITX k |136.1.4.1.171
ITSE LIEBEICEEINE T, B—DATI T b VARV IADSEIAOFEST |.142404
ETNBETIC, DECEL500ms (ZUR) MBI 20ELHYET,
BEF I b
(1) pethMainPseGrouplndex
(2) pethPsePortindex
(3) dPoelfPdAliveCfgPdIpType
(4) dPoelfPdAliveCfgPdIpAddr
Peripheral
1 | dEntityExtFanStatusChg 77V DREDNEEENIGERITKEEINEKT, 13.6.1.4.1.171

.11.165.1000.5
0.1

2 | dEntityExtThermalStatusChg

BEORENEBENISZAIOXEINE T,

BEF T b
(1) dEntityExtEnvTemplndex
(2) dEntityExtEnvTempStatus

1.3.6.14.1.071
.11.165.1000.5
0.2

3 | dEntityExtFactoryResetButton

ULy bRE VPR T ENISGRICEEEINE T,

1.3.6.14.1.071
.11.165.1000.5
05

7<CEE500ms (UM) HMBBT 2EHDY ET,

BEEAF 7T
(1) pethMainPseConsumptionPower

PoE

1 | pethMainPowerUsageOnNotification | PSE DEIMERAE L EVMBEH A > T, BHIFEAEN LEVMEZ BB LIZHBEICGXE |1.3.6.1.21.105
TNET, B—DFTI Y A VARV AL SBEHHAFETEINSETIC. Da 02
EH500ms (ZUM) HMRBTH2HELDHYET,
ESPE A e
(1) pethMainPseConsumptionPower

2 | pethMainPowerUsageOffNotification | PSE DE/IERE L EVMENT T T, BENFERELN LEWMEZ FEI>TWAHBEIC [13.6.1.2.1.105
EEINET, B—DF TV VARV AHDSBHAAFETINSETIC, 2 |03
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dPoelfPowerDeniedNotification PSERT— b & A7 45 S LhH TPOWER_DENIED] (I > TcBBICXETNE T, 1.3.6.14.1.171
B—DATILY b URAZVZAHSBHNRTENSDETIT, D72 E%H 500ms [.11.165.1000.2
(ZUR) DB HEBLHY T, 4.0.1
BEA 7Ty b
(1) pethPsePortPowerDeniedCounter
dPoelfPowerOverlLoadNotification PSE 7 — k&4 774 = Luh TERROR_DELAY_OVER] IC/E D feigBIOEEENE T, | 1.36.14.1.171
B—DATILY b URAZVZAHSBHNRTENSDETIT, D7E< E%H 500ms [.11.165.1000.2
(ZUR) DB HELHY T, 402
BEA 7T b
(1) pethPsePortOverLoadCounter
dPoelfPowerShortCircuitNotification PSE 27— k&4 7%= LA TERROR_DELAY_SHORT. J I/ D feigBIOEEENE T, | 1.3.6.14.1.171
B—DATI LY b URARZVZAHSBHNRTENSDETIT, D7E< &% 500ms [.11.165.1000.2
(ZUR) DB HRELH Y ETT, 403
BEA 7Ty b
(1) pethPsePortShortCounter
Port
linkUp K=o T7v T LlcEEICEREINE T, 1.3.6.163.1.1.
BEA T >4
(1) ifindex
(2) ifAdminStatus
(3) ifOperStatus
linkDown R—=bRU O LIcEEICERINET, 1.36.163.1.1.
BEA T >3
(1) ifindex
(2) ifAdminStatus
(3) ifOperStatus
Port Security
dPortSecMacAddrViolation R—bFaU74 by TITHENGIEE. BRIEEINCR— b EFa2 U708 (136141171
EIGERTAHLWLMACT RLRAD MU AEBUREEND M Ty T A Yy E£—T7T(.11.165.1000.8
ER 0.1
B EA 7Ty b
(1) ifindex
(2) dPortSeclfCurrentStatus
(3) dPortSeclfViolationMacAddress
Reboot Schedule
agentRebootIn5Min HBESETOHATY FET VRS DITEDE. BTV THREREEINE T, 13.6.14.1.171.
14.183.0.1
agentRebootin1Min BEHETDOATY FETURN T DILEDE ATy TR EETNET, 13.6.1.4.1.171.
14.183.0.2
RMON
risingAlarm SNMP b5 . 72—LIY FUHAERLEWVMEEBA HEHCERIN. SNMP | 13.6.1.2.1.16.
Dy TOREEICRESNIANRNY P EERLET, 0.1

BEA 7Ty b

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmRisingThreshold

= ==
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NicLElEEENE T,

BEF T b
(1) ifindex
(2) dStormCtrINotifyTrafficType

FZv T Bk OID

2 |fallingAlarm SNMP 5w Fld, 7S5 —LIY FUATELENMEE FESEEIERTN. 136.1.2.1.16.
SNMP b5 TOREICRESN AN b EER LT T, 0.2
MEA 7o~
(1) alarmindex
(2) alarmVariable
(3) alarmSampleType
(4) alarmValue
(5) alarmFallingThreshold

Safeguard

1 | dSafeguardChgToExhausted VAT LDEMEE— RE/ —XILH 5 exhausted [(CEE LTeZ EERLET, 13.6.14.1.171
s 71 141651001
(1) dSafeguardEngineCurrentMode

2 | dSafeguardChgToNormal AT LHBIEE— R & exhausted 55/ —JUITEBLfcC EARLE T, 136.14.1.171
s 71 .
(1) dSafeguardEngineCurrentMode

Start

1 | coldStart coldStart kS 7ld. SNMPV2 T>F 4« T4 T—Y x> bA—JUTEIEL. B |136.1.63.1.1.
BEBEHL. REHNEFINHhE LNGEWTEEKRLET, 5.1

2 | warmStart warmStart b Zw FlE. SNMPV2 T 74 74 H\ T—Y x> bO— /L TEHEL. 13.6.163.1.1.
RENBEREINGEVEL O GHESHEXRLET, 52

Storm Control
1 | dStormCtrlOccurred ldStormCtriNotifyEnable] A\ "stormOccurred” E7zld "both" T, A b —LHMEHET [1.3.6.1.4.1.171

.11.165.1000.2
5.0.1

2 | dStormCtrIStormCleared

l'dStormCtriNotifyEnable] A\ "stormCleared” & 7zl& "both" T. A b—LHT )77 &
N L EICEEINE T,

BhEF 7V b

1.3.6.14.1.071
.11.165.1000.2
502

(1) ifindex
(2) dStormCtrINotifyTrafficType
System File
1 | dsfUploadimage AA=IT7AIDT Y TO—RICEHALIZEEITREEINE T, 1.3.6.14.1.171
.11.165.1000.1
4.0.1
2 | dsfDownloadimage AA=IT7AIDETO—RICRHALIZEEIREENE T, 1.3.6.14.1.171

.11.165.1000.1
4.0.2

3 | dsfUploadCfg

AV T4 7L—2 3774007y 7O— RICEIh Lic & EIOREEINE T,

1.3.6.1.41.171
.11.165.1000.1
403

4 | dsfDownloadCfg

AV T4 L—a3 v 7 740)bDEA 7 yA— R LicE EITXEETNE T,

1.3.6.1.41.171
.11.165.1000.1
404

5 | dsfSaveCfg

A2 T4 L—2 3>y T 7AIVOREFICHIN L L EIGXEETNE T,

1.3.6.1.41.171
.11.165.1000.1
4.0.5
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[#xCIRADIUSBIEDEIW S THERE

[f48% C] RADIUS RitD&IY HTIERE

Ay FDRADIUS BHEDEY HTIE, 802X EY 12—V THEAETNE T,
XD RADIUS BHEID BT 2 A FICDWCEALE T,
+ VLAN

RADIUS H—/\C Privilege Level (#EBRL-N/L) DFEREA S BT HeIcidE. @75/ V5 A —2% RADIUS H—/\|

VLAN )W) BT =ERT 57zl RFC3580 (& RADIUS /37w b TRD b2 IVEMZEERLE T,

TRELEDDHIET,

RADIUS b > XRIVEME Biie (el e
Tunnel-Type BN b 2IVORBICERENS b RxU> T |13 (VLAN) WA
AbJVERE S RIVDRTITEREINS b x 1)
V7O VERLET,
Tunnel-Medium-Type AEMEIFERIN TV SLEOEGFERLET, 6(802) AR
Tunnel-Private-Group-ID | ABMEIFRED b > )bty 3> D7 )b—7FID %R |String fE (VID) AR
L%d,
[Tunnel-Private-Group-IDJ] BET7 #—< v FOYIVIERDESITEYET,
0 1 2 3
012345678689 01234567890123456782920 /.
e S e T T S S S T
| Type | Length | Tag | String...
R SR S ST TSSOSO S S N S U SO SR S ST ST S ST T ST NS S S S
29 74—IVEDESE (RFC2868 L R%55B)
297 14—V FME XFHNTA—IVEDTH+ =< v
0x01 VLAN % (ASCII)
0x02 VLAN ID (ASCII)
Z At A4 Y FORVIAN BREDFF|EZIETDE. RIICVIANID EBBRLET, DFY. AA Vv FIETNTD
(0x00. 0x03 ~ Ox1F, >0x1F) BIZVLAN D ZH53 L. — T 2L DHh D AN ESHERELET, —HIT 2LDERETELHZEIETD
VLAN [CBEI L. B TERD oIIEEIE VLAN BRESLFFE VLIAN & EHllT L. —30d % VLAN A%t L
ES

OXIF K BRENE T T 1 =L FIdE< 7« —Ib ROBIIDA 2 7 v b & LTRBENET,

I1—HH RADIUS H—/\D VLAN B (VID3 %) ZRE L. 802.1X. MACR—=X 77X bA—)b. Ffeld WACEREH AR L IeHma. R—
MEVLIANI DI HToNET, I—PDVLAN BEZRE L TOEWISE. R— D7 A b VLAN A VNTIEGWE Eld BRIEOSFEE VLAN (T &

EFU. R— DT AR VIAN XN TH B EEIF TTARDVLAN (CBIW HTHoNE T,

Radius Attribute % Uz Termination-Action. Session-Timeout I& 802.1X DI+ THR— kTN E T,
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[{3&% D] IETF RADIUS B DY KR— F

UE—FSSEEA A VIV > I— Y —EX (RADIUS) BMZERTHE. VI TR MCREDOHR TR 5. BiR. REFMELEZPUERY T
BTENTEET,

FIFETIE. AV FITKYYR—FEND RADIUS BE—EBZLH L TLET,

RADIUS BIElE. IETF 3G ™Y ZRFERBME (VSA) ITK U T R— b ENET, VSAILKY . XU ZIZEED RADIUS BEEZEZRT 2T EHNTEFT,
D-Link VSA IZDWTDFF LULMERRIE. TIER C] RADIUS BHEDE] D HTIEE] ZBRBLTEEL,

IETF #3#% RADIUS J@Mid. RFC2865 U E— FEREEZ A V)L > 1—HHF—E R (RADIUS). RFC2866 RADIUS 7H D> 7« >4 RFC2868 k> %/
70k JLITHT B RADIUS /@M. RFC2869 RADIUS R CEZR SN TUVE T,
PR X R &L D-Link 21w FTHR— b ENTL 2 IETF RADIUS BT,

RADIUS SRiERE 1%

FN— [ETF JB1%

1 User-Name

2 User-Password

3 CHAP-Password

4 NAS-IP-Address

5 NAS-Port

6 Service-Type

7 Framed-Protocol

8 Framed-IP-Address
12 Framed-MTU

18 Reply-Message

24 State

26 Vendor-Specific

27 Session-Timeout

29 Termination-Action
30 Called-Station-ID

31 Calling-Station-ID

32 NAS-Identifier

60 CHAP-Challenge

61 NAS-Port-Type

64 Tunnel-Type

65 Tunnel-Medium-Type
77 Connect-Info

79 EAP-Message

80 Message-Authenticator
81 Tunnel-Private-Group-ID
85 Acct-Interim-Interval
87 NAS-Port-ID

95 NAS-IPve-Address
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[f48% E] #REsRER

KIETIE, —MRICK SKEIBBEIC OV TDREZZEHL LT, RRICREZTOBDSE(ICLTIEL,

=

- Traffic Segmentation (> 74w oI AV F7—23Y)
- VLAN

- Link Aggregation (U > 77 5—=3>)
- Access List (772X UX )
- Loopback Detection (LBD) (JL— #&40)

WRESRICDOWNT
KAV T4 L= a vy TIVELTORBRITH L TCEWERES AV ET,

+ DGS-1250

Traffic Segmentation (F5 74 v €T AV FTF—32)

CEFIVFARYY—
R— b 1-16 [TEHEETN TS PC HARy FT—%
- BENGEERTESEL, L&
- K— b 23 L DHEETEE R IE
0\ e N
\ “‘ ~
\“‘ .:
s “\ N
‘lllll* BET ““‘ .:
o ¢
¢ -@- ) EEFa \ . O |
LANS— 1L !?”ﬁ' '}1?’ 7y TY IR~

L (R—123)

Traffic Segmentation’R— b
(R—Hr1-16)

X 18-1 Traffic Segmentation (DGS-1250-28X)

B
A= 1-161EH L. FITAvIEIAY T3V ERELET,
1-16 DAR— FEITHESEWCBELN TEEVEIITL. R—h1-161E Ty TUYIR—ELTERBTBR—F 23 EOHBEATEDLSIC
LET,
REFIE
1. R—b (1-16) OEFa VT REELET,

Switch#configure terminal
Switch(config)#interface range ethernet 1/0/1-16

Switch(config-if-range)#traffic-segmentation forward interface ethernet 1/0/23
Switch (config-if-range) #end

Switch#show traffic-segmentation forward

¥ ==

= AHEEEFIAT BIEE . FEH MAC 7 KL AHARBEA Unknown 1=F v Z MTIDWTL AAM Y FDLR— T Ty REhEd, fiRk—
MDT TV T4V JREET Bedlic, A0V I R— bERRIC, A M—LADY O—)UIEER LN TEE5E MAC 7 K L AARBRD
unknown 1=F+ X b\ hEROY SIE5KO/ZEEEMLET,
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3. WEBISLT) Ab—LO> hO—/Ui%eElc &Y. Unknown 124+ X MCEE M0 #RELET,

Switch#configure terminal

Switch(config)#interface range ethernet 1/0/1-16
Switch(config-if-range) #storm-control unicast level kbps 0
Switch(config-if-range) #storm-control action drop

Switch (config-if-range) #end

4. REZREFELET,

Switch#copy running-config startup-config

5. 1EWEESR (R— bk 1-16 O storm-control @ unicast DFEE LEWVMEEERRLET,)

Switch#show storm-control interface range ethernet 1/0/1-16 unicast

VLAN
%=y kDO—2
VLAN10 VLAN10/20
(Untagged) (Tagged)
B 18-2 VLAN (DGS-1250-28X)
e

VIAN ZEE LE T, R— I 1-8ICVLANT0 % lUntagged] TEJW H T R— F 9~ 16 IC VLAN20 & TUntagged] TEJW H T R— bk 24 1HBWNT,
VLANTO & VLAN20 % [Tagged| CEIWHTET,

REFIE
1. VLAN10. VLAN20 ZERE L,

Switch#configure terminal
Switch(config)#vlan 10,20
Switch(config-vlan) #end

2. R—F 1-8IZ VLANTO, R— k 9-16 1T VLAN20 % #1U 4 TH T,

Switch#configure terminal
Switch(config)#interface range ethernet 1/0/1-8
Switch(config-if-range) #switchport mode access
Switch(config-if-range) #switchport access vlan 10
Switch(config-if-range) #exit
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Switch#configure terminal

Switch (config) #interface range ethernet 1/0/9-16
Switch(config-if-range) #switchport mode access
Switch(config-if-range) #switchport access vlan 20
Switch (config-if-range) #end

3. HUDZR Y D= ANEFENTUVDR— b 24 (CVLANTO, 20 DFBEAERXT BT ENTEDLDIT, VIANERELE T,
WETESZED (hybrid mode #3%E T 55H5)

Switch#configure terminal

Switch(config)#interface ethernet 1/0/24

Switch(config-if) #switchport mode hybrid

Switch (config-if) #switchport hybrid allowed vlan add tagged 10,20
Switch (config-if) #end

[ |
o
a

EFHED (hybrid mode ZEAE . trunk I CERDREZTTOHE)

Switch#configure terminal

Switch(config)#interface ethernet 1/0/24
Switch(config-if)#switchport mode trunk

Switch (config-if)#switchport trunk allowed vlan add 10,20
Switch(config-if)#end

4. BEZREFLET,

Switch#copy running-config startup-config

5. IBERHESS

Switch#show vlan

(AL L7z VLAN EBR— RTEY HTONTWVS VAN BRRENE T )

Switch#show vlan int ethernet 1/0/xx

(R— MTHDWLNTL S VLAN [BEOFRRENE T )

Link Aggregation (V> 97545 —32)
Switch1

DGS-1250-28X

VLAN10/20 (Tagged)

Pl b

Yan

Switch2

DGS-1250-28X

VLAN10/20 (Tagged)
¥ 18-3 Link Aggregation (DGS-1250-28X)
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L

VLANTO & 20 O Tagged VLAN ZE8E LTe R— MU > o 77 ) 75— 3 v ERELE T, R— b 22 &£ 24 (C VLANTO & VLAN20 % [Tagged) T
BlOHT, R—h2&E24FTIV—FTELTLACPIZEK DUV T TS —2 3 VICRELER T,

SREFIE (Switch1. Switch2 £3&)
1. VLAN10. VLAN20 ZER{LEd

Switch#configure terminal
Switch(config) #vlan 10,20
Switch(config-vlan) #exit

2. Link Aggregation (LACP) DJ)L—FH{ERLE T,

Switch#configure terminal

Switch (config) #interface ethernet 1/0/22
Switch(config-if) #channel-group 1 mode active
Switch (config-if) #exit

Switch(config) #interface ethernet 1/0/24
Switch(config-if) #channel-group 1 mode active
Switch (config-if) #exit

3. Link Aggregation DR— M EFRELE T,

Switch(config) #interface port-channel 1

4. fERL LTz port -channel (C VLAN #58E LE Y,
LAG R— MCEREYT 5 VLAN I&. BEA 27 1 —X ETIEREE . Port-channel 1 >2 7 1 — XA ETVLAN DFREETVE T,

Switch
Switch
Switch
Switch
Switch
Switch

config) #interface port-channel 1

config if)#switchport mode trunk

config if)#switchport trunk native vlan 1

config if)#switchport trunk allowed vlan 1,10,20
config if)#exit

config) #exit

EREFELEDS

(V2]
&
frit

Switch#copy running-config startup-config

6. [HIRHEER
- Port-channel [ICERETN TS VLAN FEREXRRLE T,

Switch#show vlan interface port-channel 1

- JI—TES LTIV —TTEBENTNS Protocol #RTLET,

Switch#show channel-group

- FEOIW—TIFELTWS Port ES L, U2y 7o —2 a v DREERRLET,

Switch#show channel-group channel 1 detail
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Access List (77t€AVRX )

tFXaUrFsRIY—

#AY—N
0K : 1192.168.2.501 < 192.168.2.200 192.168.2.200
NG : L3 IP 7 KL ZLUH € 1192.168.2.200) N E'
4
4
§“ N\
s“ ~¢
“‘ N
Q"
\‘,‘ ‘, *llll} BT
. ‘ @- } BERA
\/\ S 2 LANT—7'Ib

DGS-1250-28X

(R—F1-8)

18-4  Access List (DGS-1250-28X)

A

R=F1-8IEH L7 RV AN ERELE T, R— b 1-8ICHHTENDHARD IP DFRN 511921682501 DIHARD S+ —/1(192.168.2.200)

ANDT 7 AFEFE L. ZNUADIHRD SHAT—/INDT 7 L RAERIETHLSICRELEF T,

REFIE

1. 772X XM (extended ACL) AT CEELET,
[192.168.2.50 & 192.168.2.200] RDBEEFFAIT B)L—/ILEEMLET,
[192.168.2.2001 "DINTDBEEEST 2)L—/VaBMLET,

Switch#configure terminal
Switch(config)#ip access-list extended ACL

Switch(config-ip-ext-acl) #end

Switch(config-ip-ext-acl) #permit 192.168.2.50 0.0.0.0 192.168.2.200 0.0.0.0
Switch(config-ip-ext-acl)#deny any 192.168.2.200 0.0.0.0
(

2. 7ORAJASDIV—)VE, BEXNRA—F1-8\RELET,

Switch#configure terminal
Switch(config)#interface range ethernet 1/0/1-8
Switch(config-if-range)#ip access-group ACL in
Switch (config-if-range) #end

3. REZRELEY,

Switch#copy running-config startup-config

4. [EHHESR

Switch#show access-list
Switch#show access-list ip
Switch#show access-group
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Loopback Detection (LBD) (JL— 7#&%0)

=

DGS-1250-28X

W—T &M LcPortz> vy b AOVLET,
(R—Hh1-8)

18-5  Loopback Detection (DGS-1250-28X)

A= 1~8ITHLIL—T N\ VM ZRE LE T, R— b 1~8 TIL—TEBMLIEE. R—bEV vy POV TEEIICHRELET,

REFIE

1.

2.

R— IN=RTCIV—TRHMEEEEINES B, IL—TRARIER— b e vy AUV T 2REELET,

Switch#configure terminal
Switch (config) #loopback-detection
Switch (config) #loopback-detection mode port-based

W—TREEWRY 5RER%E 20 IRELE T,

Switch (config)#loopback-detection interval 20

<
S

ZITSC ) IW—THERD)V— THEEHESEERZ 20 HICRE L. IL—THERES %, BENC Port BT 2K DICRELE T,

Switch(config) #errdisable recovery cause loopback-detect interval 20

TDRER LIEWHEKFEHITR— MDY Tshutdown JREEE T Y £, R— MEBIRT 2568 ZHEDAR—MIF L A >V2T7 1 —XAE—

4

F(ZT Mnoshutdown] O > FERAT 2REHLH KT,

R— b 1-8 TIV—T N\ U iskaEx BMIC LE T,

Switch
Switch
Switch
Switch

config) #interface range ethernet 1/0/1-8
config-if-range)#spanning-tree state disable
config-if-range)#loopback-detection
config-if-range)#end

= lspanning-tree] A\ lenable] (/5> TWAHE. IV— TIRAEEEARTE CEHEVeodH. BET B4 >R 7 T—AD [spanning-tree] D

ExFY [disable) ITLET,

e lspanning-tree] (&7 7 #)L b TFA—/VLTIE Idisable] ICREENTWVWERTHN &1 >2T71—X lenable] Lo TWET, &A1V

5.

310

27 T —RICT [disable] RENHELGFZIET,

show <> R [Spanning Tree] DNMEINIC/E> TWNAH EREEELE T,

Switch#show spanning-tree configuration interface ethernet 1/0/1-8
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. I'Spanning Tree] HR— FEBAIT ldisablel ICREETNTWASIHE. AT —42 XD Disabled EFRRENE T,

Spanning tree state : Disabled

. REEREFELET,

Switch#copy running-config startup-config

. 1E¥RbEED

Switch#show loopback-detection

UL—=T@MDBRN / E3h. RELTWVAE— R WRD VAN, ER— bDIL—THRESERRLET,)

Switch#show errdisable recovery

UV—THEEBOBER— MERERTE B3 / &3, HSSERERRLET.)
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