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Please login to access D-Link Unified Services Router (DSR-1000AC) to manage and use the
device.

Login

Username | |

Password | |

Supported Browsers: |.E 9+, Firefox 20+, Chrome 25+, Safari 5+

X 3-2  Login EE
[Username] & [Password] O#JHAEIE [admin) TY,
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LANIP 7 KL A DRE

LANIP 77 RLADEREAEICDOWTERELE T,
1. Network > LAN > LAN Settings =7 ') v 7 L. U TOBEEAFRRLET,

B Network

Network » LAN » LAN Settings °°

The LAN Configuration page allows you to configure the LAN interface of the router including default behaviour for ping on LAMN interfaces, the DHCP
Server which runs on it and Changes here affect all devices connected to the router’'s LAH switch and also wireless LAN clients. Note that a change to
the LAN IP address will require all LAN hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

LAN Ping
Allow Ping from LAN m

IP Address Setup

IP Address [192.188.10.1 |
Subnet Mask [255.255.255.0 |
DHCP Setup

DHCP Mode [ o server v
Starting IP Address [192.168.10.100 |
Ending IP Address [192.168.10.254 |
Default Gateway [192.168.10.1 |
Domain Name |DLink |
Lease Time

Configure DNS / WINS ﬁm

513-3  LAN Settings EjE (IP Address Setup)

2. TIP Address Setup) T. #FTLWIP 7 FLAZANLET,

3. REISLT. 7RV MNRAVEZBELET
4. T[Save] #o v oL, REABHELET,

P7RLREZELT lSave] #71)w o D& WebGUIAIGE LK BYET,
ZTEHDIP 7 RLAZEFEAL. BEWebGUITEY A > LTLIEEL,
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DHCP H—/\DE&E

DHCP H—/\DFREAEICDOWTEHRALE T,
1. Network > LAN > LAN Settings &7 ') v 7 L. U TFDOBEEARRLET,

B Network

Network » LAN » LAN Settings

The LAN Configuration page allows you to configure the LAN interface of the router including default behaviour for ping on LAN interfaces, the DHCP
Server which runs on it and Changes here affect all devices connected to the router's LAN switch and also wireless LAN clients. Note that a change to
the LAN IP address will require all LAN hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

LAN Ping
Allow Ping from LAN F ' i
IP Address Setup
IP Address ‘192.!68.10.1 |

Subnet Mask |255.255.255.0 |

((DHCP Setup
DHCP Mode

| DHCP Sarver [v]

Starting IP Address [192.165.10.100

Ending |P Address

|
|
[192.168.10.254 |
|
|

Default Gateway ‘192 168.10.1

Domain Name ‘DL-II'IK

Lease Time ‘24 | ange: 1 o
Configure DNS / WINS |—|0FF

3-4  LAN Settings E@& (DHCP Setup)

2. [DHCP Setup) %< 3>® TDHCP Mode] T. DHCP ME— K% [Nonel DHCP Server| TDHCP Relay] h53&RLE T,
[DHCP Relay | Z3IR9 5 &, LAN EDDHCP 7 547> MERBZEZD Y T2 W M2 DHCP H—/\H'5 IP 7 FL R —X EXFINT 515

WEZITESCENTEELET, TNITKY LANT AT A DHCP ERETSE L= —r D24 IPT7 RLAEBL TV ABIRE
FEH—/NITESNE T,

3. WEIGCTUTOEEZRELET,

B BTl

Starting / Ending DHCP 7 FL AT —IVDBIRAIP 7 RLRERT 7 RLAZEASALE T,

IP Address LAN (209 238D DHCP 7 5+ 7> b i, [Starting IP Address| (B8#81P 77 KLLA) & TEnding IP Address] (8T
P7 RLR) TIEELEERAD IP 7 FLANEY HTENET,
IR IP 7 RLRERRT IP7 RLRIK, JL—FZDLANIP 7 RLRER LY 77Xy FATHZHELDHY £,
- BAtR77 R L ADHIERME - 192.168.10.100
-7 TR L ADHIERME 1 192.168.10.254

Default Gateway TIHIVNT— T AZATILET,

HMEIEL—2 D LANIP 7 KL A (192.168.10.1) T3,

2y NT—=0DF =TT ADNTDIV—2THEWVEEIE. LAN T2y FNRAODEBDBENE IP ICRET DT EHNTEET,
RELIZIP7RLRET 74V M= T4 E LT DHCP F—/\H'S DHCP 7 54 7> M5 ENE T,
HBNCERTERY FT—0DRAA 2V 2EASILET,

P77 RUADI AT > M) —AESNBEEEANILE T,

- SRTEPIREEIM ¢ 1-262800 (BS)

- fJHRME © 24 (BS)

Domain Name

Lease Time

Configure DNS/WINS

TONJ ZFERLTZHBE. DNS/WINS H—/\DIP 7 FLRZASLET,

4. [Save] Z#oUw L.

REZBERLET,
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B/ BRI DERE
A / BRIDRER I OV THBLET,

1. [Wizard] #271)v o LT,

Logged in as: admin { ADMI | Language:

Serial: S37R1F6000012 | Firmware:

Vizard | System Search...

X 3-5  Wizard button [EB|E

2. [Date and Time Wizard) WD Run) =27 v 7 LEY,

Wizards

&

Internet Connection Wizard
Thizs wizard will guide vou in connecting your new D-Link Unified

Sendces Router to the Internet

Date and Time Wizard
This Wizard helps vou in confizuring Date and Time settings .

Dynamic DMS Wizard
Thiz Wizard helps in configuring Cynamic DNS WANT or WAN2 or WANI

settings,

3-6  Wizards [EH

Security Wizard
This wizard will guide vou in configuring default Qutbound Policy, WPH

Pazsthrough and WPN Metwork Settings |

Users Wizard
This Wizard guides vou in creating a new user .

Wireless Wizard
This wizard will guide vou through common and easy steps to configure

wour router's wireless interface .

3. HMIEASHET HMEEREIR — [City] NS2 ALY —VEBRLET,

4. Y—HZALEBMCT BHBEIE Daylight Saving) & TONJ ITLE T,

5. Next] 27w L&Y,

Date and Time Wizard

Current Time Zone is (GMT) Greenwich Mean Time : Dublin Edinburgh

Lisbon London

Time Zone

-

Region North America
City (GMT-08:00) PacificTi ¥

Daylight Saving Ex_]

Step: [1 of 2]

3-7  Date and Time Wizard > Time Zone B
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6. NTP U—/\ZEEBY 2HEIE INTP Server] Z TONJ IZLE Y. FEICHRREEBNZIEET 2%A1E TOFF) ICLET,

7. [ONJ ZEEIRLTIBE. INTP Server Typel T IDefault] F7fzld [Custom] ZZEIRLE T,
[Custom| ZRIRLIBE. T4 /A EZU NP H—N\7 RLAEANDLET,

8. [Time to Synchronize| T NTP H—/\& DEEARSEAEIEELE 7,

Date and Time Wizard e

Current NTP Server is ON

Obtain Time from Network

NTP Server ﬂ:]

NTP Server Type | Default v

Time to Synchronize | 120 |

stepe 2612 Prevous|

3-8 Date and Time Wizard > Obtain Time from Network [EI{

9. TSavel Z#z0)vw oL, REZBERLET.

10. HESSEEARTENE T, Ml [Finish) 27U w7 LET,
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B3E

HEAEKEICDOWT

1V 2—3y MEGREE

ARERIIZDODWAN R— MREFLTEY. TNoZERAL T 22—y MERDFIBTEER Y,

IW=2DA >V Z—Zy MERICIE, BEFEBLTVWS AV 2—3y bY—EXTO/A 4 (ISP) HSDERIVETT,

DWTIH ISP el y hT— 7 BBEICTHERCEEL,

FEBHYR— L TWVBA 22— FDEFZ 1 7I& TDHCP] IStatic IP Address | TPPPoE | TPPTP | IL2TP lJapanese multiple PPPoE | [Russian

dual PPPOE/PPTP/L2TP| T¢ ., AIEHTIE IDHCPJ Ffzldk [Static IP Address] TOEHiAEEIRTLET,

1.

2.

3.

4.

X] 3-9

Logged in as: admin |

Jb—Rlcog 14> L&Y,

MIN ) | Language:

Serial: 113 | Firmware:

System Search...

Wizard [BIE

lNnternet Connection Wizard | M Run] &7 1) w2 LEd,

FHTA U Z2—2 v FOREZTOHEIE Wizard) 271 v 7 LET,

-

Wizards

X] 3-10

Internet Connection Wizard
This wizard will guide vou in connecting vour new D-Link Unified

Serdces Router to the Internet .

Date and Time Wizard
This Wizard helps vou in configuring Date and Time settings .

Dynarmic DMS Wizard
Thizs Wizard helpz in configuring Dvnamic DMS WANT or WANZ or WANZ

settings.

Internet Connection Wizard R 7 X EIE&

Security Wizard
This wizard will guide vou in configuring default Outbound Policy, VPR

Pazzthrough and WP Netwoark Settings .

Users Wizard
This Wizard guides vou in creating a new user .

Wireless Wizard
This wizard will guide wou through common and easy steps to configure

wour raouter's wireless interface .

[DHCPJ TStatic IP Address] Wb TONJ (L. TNext) 2w LEY,

Internet Connection Wizard

X] 3-11

Internet Connection

DHCP
Choose this if yvour Internet connection automatically provides you with
an P Address, Most Cable Modems use this type of connection

PETP [ o

Choose this if wvour Internet connection requires PPTP username and

password to get online

L2TP [ Tor

Choosze thiz if wvour Internet connection requires L2TP username and
password to get online

Step : [1 of 2]

Internet Connection Wizard B

HEDBR. HBEIFR

[ e

FPPoE
Choose this option if your Internet connection requires a username and
password to get online, Mozt D50 modems use this type of connection

] i
Choose this option if wour Internet Setup Provider provided wou with P
tddress information that has to be manually configured

Static [P Address




EAXEKEICDOWT

5. [DHCPJ Z@#R L1356, UTOEE CREEZTVET,

Internet Connection Wizard

DHCP Connection Details

DHCP Connection (Dynamic IP Address)

MAC Address Source Use Default Address E Host Name

DNS settings

DNS Server Source Get Dynamically from IS{E"

B 3-12 Internet Connection Wizard (DHCP) EIE

EH

i

DHCP Connection (Dynamic IP Address)

MAC Address Source

TEID ISP BRSNS MAC T RLAEIBELE Y,
- [TUse Default Address] : &R)IL—2D7 7+ )b~ MACT FLXEFEBALET,
- [Clone your PC's MAC Address | : BRI L TS OV E2—2DMAC 7 KL AEFBLET,
« [Use this MAC Address| : FEITMAC 7 FLAZHRELE T,

Host Name

ISP ICRMHT 2 BN S D HBA. RAMEEATILET,

DNS settings

DNS Server Source

DNS —/N\ZIEET AR EERLET,
- 'Get Dynamically from ISPJ : ISP IC K > TEIW HT 5Nz DNS —/\EEALET,
- TUse These DNS Servers| : FENTT 24U /AR DNSH—/\DIP 7 FLAEZFZRELE T,

6. [StaticIP Address] ZEIRL1BE. UTOBE CREEZITVET,

Internet Connection Wizard °

Static IP Connection Details

Static IP Address

MAC Address Source

MAC Address

IP Address

| Use this MAC Address ﬂ| IP Subnet Mask

Gateway IP Address

DNS5 settings

Primary DNS Server i

Secondary DNS Server |

3-13  Internet Connection Wizard (Static IP Address) BT

BE | 198
Static IP Address
MAC Address Source | ZE2#)D ISP ICER#E NS MAC 7 FLAZRRELE T,
- TUse Default Address) : &K)L—2D7 74U~ MACT7 FLXEFEBLET,
- [Clone your PC's MAC Address | : IBEER L TLWBH IV E2a—2DMACT FLAEFERLET,
« [Use this MAC Address] : FEITMAC 7 FLAZRELE T,
IP Address ISPASEIVIRENZIP 7 FLRAEIRELE T,
Gateway IP Address ISP A5 &EIIRGNS — b DA IP7 FLAZIEELE T,
IP Subnet Mask ISP O SEIVIRONET TRy FRRAVEIRELE T,
DNS settings
Primary DNS Server | ISP A S&IVIRSGNIZ T AU DNSH—/\DIP 7 FLAZIBELE T,
Secondary DNS Server [ISP rS&|UIRSN A AU DNSH—/NIP 7 RLAZIBELE T,

7. [Save] Z7Uv oL, REZBALET,
A Z =3y MERDTHI—ZOBESH LE T, HnE CEROBRFELEL,
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TAL4 VY LAy bT—7#% (DSR-1000AC ()dr)

TAVLRZY b T—0DXy bT—2% (SSID) &y bT—0F— (BEHER) OREEXTVET,
SSID &, 7547 EDNAP HiRHE T BcODHRIZTT, AEFIE, WPA/WPA2 2 1) 7 1 [T TKIPHAES BESZFERLE T, 7517 > M
DY R— MRTICE DT WPA Ffzld WPA2 ZER LT AP (CIEFLE T, BaiitaH0iEEIX Mpassphrase] T,

1. [Wizard] #21J)wv o LE9,

Logged in as: ADMIN ) | Language:

Serial: S 113 | Firmware

System Search...

3-14  Wizard E&
2. [Wireless Wizard] I [Run] =2 1) w7 LEd,

n
Wizards e
Internet Connection Wizard Security Wizard
This wizard will guide wou in connecting vour new C-Link Unified This wizard will guide vou in configuring default Outbound Paolicy, WPN
Services Router to the Internet . Pazsthrough and %WPM Metwark Settings .
Date and Time Wizard Users Wizard
This Wizard helps vou in configuring Date and Time settings . Thiz Wizard guides vou in creating a new user .
Run.
Dynamic DMS Wizard Wireless Wizard
Thiz Wizard helpz in configuring Dvnamic DMS WANT ar WANZ or WANZ Thiz wizard will guide vou through common and easy steps to configure
settings. wour rauter's wireless interface .

3-15  Wireless Wizard 7R 7 X BIE
3. [Wireless Wizard] BEHANFRRENE T,

Wireless Wizard e

Profile Mame | defaultl v | Metwork Key Tyvpe Auto v

Network Name (5510) | | futomatic: To prevent outsiders from accessing vour netwark, the

router will automatically assizn a securty to vour netwark .

Manual; Use this options if vou prefer to create our own key .

Step : [1 of 1]

3-16  Wireless Wizard &
[Profile Name| T7H7 71 )b% [defaultl] ldefault2) hhSI8ELET,
[Network Name (SSID)J TOA VL X% Y hT—0DSSIDZASILET,
[Network Key Type] T Manual] Z3gE L%,
[Wireless Security Password| (CT 4 VL X2y bT—0D/INAT—RZEATILET,
Savel &V w7 LET,
MERBEEA R TINE T, MedE. [Finish) #7 Uy LET,

o ® N o U A



ot = —
B3E EAREICOVT
—H77 ~
A—-Y7H0 2 FMERK
A—FT7HTY FOERAEICDVWTEHRLET, 1Y 7AT7 Y METIL—T\OSNDOBRICHE LTV ET,
BINY 27 IV—TOIERAEICDNTIE [Groups (F)L—T7DKE) | ZBRLTIIZEL,
5= ST 50— TEEMMERT BB BYET. BLUE [FIV—TF) BTBRIEL,
1. Jb—&lcaod14 > LET,
2. [Wizard] #27 v 7 LET,
Logged in as: admin ( ADMIN | | Language: Eng
Serial: S37R1F6000013 | Firmware: 3.13_Ww
Nizard l System Search...
3-17  Wizard B
3. [UsersWizard] W@ TRun] =2 v o LET,
I |
i izards e
Internet Connection Wizard Security Wizard
This wizard will guide vou in connecting vour new C-Link Unified This wizard will guide yvou in configuring default Outbound Paolicy, WPN
Services Router to the Internet . Passthrough and WPM Metwork Settings |
Date and Time wWizard Users Wizard
Thiz Wizard helps wvou in confizuring Date and Time settings . Thiz Wizard guides wou in creating a new user .
Dynamic DNS Wizard Wireless Wizard
This Wizard helps in configuring Dyvnamic DMS WANT or WANZ or WANZ This wizard will guide you through common and easy steps to configure
settings, wyour router's wireless interface .

3-18  Users Wizard /Ry 7 X BiE
4, [Users Wizard] BEEIHNFRINET,

Users Wizard °

Add a New User

User Configuration

New User Name | Group Type | ADMIN v |

New Password | Confirm Password l

sep 1 1

3-19  Users Wizard EI@
[New User Name] |C1—H&Z&2ASNLET,
[Group Typel TEMMY %7 IV—T&IEELET,
[New Password] T/XRAT—F&ZAJ — [ConfirmPassword] THBE/NXT—REASILET,
MSave] #7w o L, REZBHALET,

® N o w
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30

tFa2UF4/VPN O —F

VPN /XA ZJL—DERMEE VPN DFERGIC DWW TERBBL £ 9,

1.

4.
5.

Logged in as:

[Wizard)] &2 1) w2 LET,

| Language:

Serial: 13 | Firmware:

[ System Search...

3-20  Wizard BiE

['Security Wizard] A® TRun) &2 wv o L%,

r

Wizards

3-21

Internet Connection Wizard
Thiz wizard will guide wou in connecting vour new C-Link Unified

Services Router to the Internet |

Date and Time \Wizard
This Wizard helps vou in confizuring Date and Time settings .

Run...

Dynamic DMS Wizard
Thizs Wizard helps in configuring Dvnamic DMS WANT ar WANZ or WANZ

settings,

Security Wizard " & X EIE

[Security Wizard] BIEARTINE T,

r

Security Wizard

Security wizard
Thiz wizard will guide vou in configuring default Outbound Palicy, WPR

Passthrough and WPH Metwork Settings .

Users ‘Wizard
This Wizard guides you in creating a new user .

Wireless Wizard
This wizard will guide wou through common and easy steps to configure

your router's wireless interface .

thound Pol

Default Outbound Palicy for IPv4

i lays Allowe

WPM Passthrough

]
psec o« NI
Enable thiz to allow [Psec tunnels to pass through the route, |
LoP [ o NI
Enable thiz to allow L2TP tunnels to pass through the router,

Step : [1 of 3]

PPTP EX ]

Enable thiz to allow PPTP tunnels to pass through the router, To make
this wiork, enable PPTP ALG ako. .

.

3-22  Security Wizard Ei®E (1/3)

IDefault Outbound Policy for IPv4] ¢ TAllow] (B¥A]) F/zld Blockl (ER) HEEIRLEKT,

ISRARAIV—7%5FP]9 % VPN DfEfE (MPSec] ML2TPJ TPPTPJ) % TONJ (L. TNext) Z2Jwv o LET,
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6. [IKEJ TVPNJ DR —EERLET, fERRLTIER Y Y — 3R EITIG CTHRET 5 T LD PIRETT,

Security Wizard ° l

Configure WPM Type and Remote & Local Addr

Select WPN Type for your WPHN Netwark

Select WPHN Type | Site-to-Site A | Connection Mame | |
IP Protocol Wersion | Ipvd v | Pre-Shared Key | |
IKE Wersian | IKEw1 v | Local Gateway | Dedicated W v |

Remote & Local WAN Addresses

Remaote Gateway Twpe | IP tddress A | Remate WANs IP Address £ FODN | |
Local Gateway Twpe | IP &ddress v | Local Wak's [P Address / FODN | |
Step:[2 of 3] Previous

3-23  Security Wizard BE®E (2/3)
7. LUTOmBEZHKER. Nexty 7 Uy I LET,

EE | oA
Select VPN Type for your VPN Network
Select VPN Type VPN Di&$E% [Site-to-Site] Remote Access| HMSFEIRLE T,
Connection Name VPN it ZIEE L £ 7,
IP Protocol Version P70 bJbN—=2 3 2% TIPvA] Efzld TIPve) B 5EIRLE T, TIPve] (& IPE—F%&E TIPv4&IPv6] (T
HRELIBEDHEREINET, IPE—FDREICDVTIL P Mode (IP E— RE&EE) | ZBRLTLLZEL,
Pre-Shared Key Pre-Shared Key (BRIHEHR) ZRELE I,
IKE Version IKED/N—=2 3 V&R LE T,
Local Gateway O—AIT—bDTAIERT 2 WAN R— b Z1EELE T,
Remote & Local WAN Addresses
Remote Gateway Type JE—FTF— DA DfEE% [P Address] TFQDNJ "S5EEIRLE T,
Remote WAN's IP Address /FQDN | JE— 47— b D =+ TR LIz TP Address) F7zl& TFQDNJ ZANLE T,
Local Gateway Type O—A)LT—h oz OfEE% 1P Address] TFQDNJ H5ZIRLE T,
Local WAN's IP Address / FODN A—AIVF— DA TERL TP Address] £7zl& TFODNJ Z#ASILE T,




A

BIE BEAXFREICTOVNT

8. LITOEE CREZITVET,

32

Security Wizard

Secure Connection

Configure Secure Connection Accessibility

Remote Metwork P Address | | Remote Metwork Subnet Ahask |

Local Metwork [P Address | | Loczal Metwork Subnet ilask |

Step:[3 of 3]

3-24  Security Wizard EE (3/3)

Presious

] | 598
Secure Connection Accessibility
Remote Network IP Address JE—FRYET—=DODIP7 FLAZANDLET,
Remote Network Subnet Mask VE—FRYNT=0DHTRY FRRAVEASILET,
Local Network IP Address O—Albxy bT—=UDIP 7 FLAZEASILET,
Local Network Subnet Mask O—Albzy bT—0DH TRy bRAVEANDLET,

9. T[Save] &7 Uwvo L, REEEHLET,

BE =+ AN TEmEnS P 7 RLABEIE. O—ALAND P 7 KL RBEL BETEE LA,
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ZA4F+ =y %Y DNS V1% —FK (DDNS)

AAF 2w DNS DREFEICDOVTCHBLET .

24+ =% DNS (DDNS) (& BIHV/NT U T IP T RLRBERDIL—ADA U 2—2y bDRAA 2V BEFERLTERTHENTED M2 —
v bDY—EZXTY,DDNS ZFER T % fzblcd. DynDNS.org. DIinkDDNS.com. & fzt& Oray.net 7z EDDDNS TONA L TT7 ATV b aEL Y R 7w
TIBRENHY LT, A= v DNS DFEMITDOLNTIE. TDynamic DNS (21 = w2 DNSE) | H#EBRLTLEEL,

1.

2.

3.

v o N o un s

[Wizard) #2Jwv 2o LET,

Logged in as: admin ( ADMIN ) | Language: English [US

Serial: S37R1F6000013 | Firmware: 3.13_WWw

System Search...

3-25  Wizard B
'Dynamic DNS Wizard] RID TRun) Z27 Jw o LET,

Wizards

Internet Connection Wizard
This wizard will guide wou in connecting vour new D-link Unified

Serdces Router to the Internet |

Date and Time Wizard
This Wizard helps wou in configuring Date and Time settings .

Dynamic DMNS Wizard
This Wizard helps in configuring Chnamic DRS WAKT ar WANZ or W AN3

zettings,

3-26 Dynamic DNS Wizard 7R 7 X EIHE
Dynamic DNS Wizard] BIEIAFRTREINE T,

Security Wizard
This wizard will guide vou in canfiguring default Outhound Palicy, WP

Paszsthrough and YPM Network Settings |

Users Wizard
Thiz Wizard guides wou in creating a new user .

Wireless Wizard
Thizs wizard will guide wou through common and easy steps to configure

wour router's wireless interface |

-

Dynarmic DMS Wizard

M1 is not configured

Dynamic DS

Dynamic DNS | WAN v |

Doynarnic DRSS AR

[vnamic DMS Service Type | DynDrE v |
User Mame | |
Wildcard [ e

Step @ [1 of 1]

3-27  Dynamic DNS Wizard B

Host Mame | |

Pazsword | |

Farce Update Interval [1-30 Days | | |

[Dynamic DNSJ T. TWANTJ TWAN2J TWAN3J (DSR-1000AC D) #EFEIRLE T,

Dynamic DNS Service Type] T DNS H—/\2 1 F&IEELE T,

HELD DDNS DY —EZDORAITHEL. TUser Name ] Password] MHostNamel Z#ASILET,

HELD DDNS DY —EXDRAEITHEL [Wildcards) & TONJ
lForce Update Interval ] TEE17 Y 77— b (1-30H) &
Savel o Jwo L, REZBEALET,

lcLEY,
HELET,

33
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$£4ZF  LANSRE (Network)

FT4E LANZRZE (Network)

REED LAN LU VLAN DFREAEICDWNTHALE T,

REEE B
TLAN (LAN E%7E) | IPv4/IPv6 v b T —2 B30 LAN SR, IPv6 @1, DHCP F#JIP 77 K L ADREG EZ21TLVE T,
I'VLAN (VLAN 7€) | R—BFVLAN, RIVFVLAN S TRy bREGEZTVET,




$4Z  LANSKE (Network)

LAN (LAN 7€)

LAN Settings (IPv4 %y k7—% F LAN 3%%E)

Network > LAN > LAN Settings
AEED LAN HEZTVET,

FHEREBTCIE. JLb—21E WLAN F7eld LAN Ry b T —2 EDRR MM LT DHCP (Dynamic Host Configuration Protocol) H—/\& L TH#BEL £,
Ffc. DHCP &R LT, DNS H—/ . WINS (Windows Internet Naming Service) Hf—/\, B8XUT 74 IV T — DT AT 7 RL A EHIC
PC EZDHID LAN T/INA RICE IP 7 FLAZBIWETAHT ENTEF T, DHCP —/\HBBEWEIHBE. IL—2D IP 7 KL RXIE LAN & WLAN 7=
A7 bDIBDT— b DT AT RLRAE LTHEELE T, LAN P\]UD PCITIE. ZOFIBTI|EINSD T FLAT—IUHS IP 7 RLAHAEYHTS
NET, FT—IVT7 FLRAELAN ET7 RLADEERE BT ZTOHICEIV S THICT A FENET,

57< D7 TV r—23aviE. KRGO DHCP S KU TCP/IP BREDYEHME CEMFRIBE T, SEADR Y hT—2 LD PC% DHCP Y —/\IC LcL 5
. FERFEH TR PCORY FT—URELTTOHEICIE. DHCP E— FEEMICLET, DHCP UL —I& DHCP DU —XIgHExRY hT—7 D
DHCP H—INTHBHD LAN T/\A ADSEET HDIERENE T, THISRHIEIRY S 72 MIRIBEET,

DNS T —/\EERT 20 U I, WINS (Windows Internet Naming Service) t—/\EERTEE T, WINS B —/ &, DNS H—/NERFTIH. K
A M ADRRD DI NetBIOS 70 )V EFER LE T, DHCP 7 547> FH 5D DHCP ER % #EEE T HH A /V—2 D DHCP BREITIE WINS H—
NDIPT RLABBYET,

7. LANDDNS jﬂi/%ﬁxﬂ ICT BT ENTEET, BEMCLITBEIV—2IFTNTODNSERITHT S SO+ & LTEMELISPODNS B —
INEBELET, ENCLIEBE. INTDDHCP 7 547> bHNISPDDNSIP 7 FLRAEZELERT,

1. Network > LAN > LAN Settings DIEICA =1 —%2 v o L, UTFOBEARRLET,

Network » LAN » LAN Settings 0 Q

The LAM Configuration page allows vou to configure the LAN interface of the router including default behaviour for ping on LAN interfaces, the
DHCP Server which runs on it and Changes here affect all devices connected to the router's LAN switch and also wireless LAN clients, Mote that a
change to the LAM IP address will require all LAN hosts to be in the same subnet and use the new address to access this GUI.

LAMN Settings

LAMN Ping
Allow Ping from LAN ﬂ:]
P Address Setup
IP hddress [172080.47 |
Subnet #ask [255 255 2550 |
DHCP Setup
DHCP Mods [ Hone v
Domain Mame |DL|nk |

DNS Host Mame Mapping

# Host Name IP Address

LAN Proxy
Boctivate DMNS Proxy

Cancel

4-1  LAN Settings B
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2. TLANPingl €2 3>, lAllow Ping from LANJ @ TONJ FTOFF) #3IRLEJ, TONJ (CLizHE. LAN AD Ping BEFRJ SN E T,

3. TP Address Setup) £ > 3> T, UTDEBEEEXRELET,
< [P Address| 1 IP7 RLAEASILEY, FJHBE : 192.168.10.1
- [SubnetMask] : H 7%y XU ZASILET, HIHAE : 255.255.255.0

4. TDHCP Setup) £2< 3> 7T. IDHCP Mode] ZUTHSERLE T,

. NoneJ :

DHCP +—/ \ikgE & |

. [DHCP Server] :

L&Y,

Jo—RIEzxw b T—2 ETDHCP H—/\& LTEEL £9, TDHCP Server] #5&4R LT A DR EERIC DL Tl [DHCP Server (DHCP H—
INERTE) | ZBBRLTLLIEEL,

- DHCP Relay] :

LAN EDDHCP 7 547> ME. BGHY TRy M®H2 DHCP H—/\D5 IP 7 FLAY =X RTINS I ENTEXY, [DHCP Relay) %2R
LITHBaOREEBICDWLTIE, TDHCP Relay (DHCP U L —37E) ] &R L T EEL,

5. DNSHost Name Mapping] %2 < 3>, Host Name] TP Address| ICZNZEFNI v EYTTBHRA A P77 RLAZANDLET,

6. [LANProxy] %< 3>, [Activate DNS Proxy] @ [ONJ / TOFF] Z#RLE T,
- TONJ:DNS 7O mBMcLET,
- TOFFJ : DNS 7O+ &EHICLE T,

P7 RLAEZEBLT lSavel B2y o BE. WebGUI A LI BHUET,
ZEHD P 7 KL REBA L, BE WebGUHIZO 1 > LTL LY,

DHCP Server (DHCP t—/\&%

E)

1. TDHCP Mode] © TDHCP Server] #&ERL %9,

DHCP Setup
DHCP Mode

Starting IP Address
Ending IP Address
Default Gateway
Domain Mame

Lease Time

Configure DN5 / WINS

<]

| DHCP Server

[192.168.10.100

[192.165.10.254

[192.188.10.1

[DLink

|24 | ange: 1 - 2628007 Hours

[ Jor

4-2  DHCP Server (DHCP Setup) [EimE

2. UTOEAERELET.

BH

Eilis)

Starting IP Address / Ending
IP Address

DHCP 7 RLAT—IVDRIIEIP 7 RLRAERT 7 RLAZASILE T,

LANIZE09 Z2EHRD DHCP 7 5+ 7 > M Tid IStarting IP Address | (B#R 1P 77 K LX) & TEnding IP Address | (&
TIP7RLRA) TIRELZEEADIP 7 FLAAREWEHTESNET,

BGRIP 7 RLAERT IP 7 RLAK, IW—ZDLANIP 7 RLZAERBLCY TRy FATHBIRELN DY FT,

Default Gateway

DHCP 7 S A7 MBIV E AT 74 IV — b TADIPT7 FLRZASILET, @E. 7 74/L b7 —Fh
VI AEAERD LANIP 77 FLZ (#IHA(E © 192.168.10.1) £%BEUET,

Domain Name

HRNCERT 2Ry bT—UD ALV BE AN LET,

Lease Time P7RLADNI AT MU —AENZEEEANLET,
- EREAEEEEA [ 1-262800 (BF)
- WERME 24 (BS)
Configure DNS/WINS TONJ ZZRLFIEE. DNS/WINS —/\DIP 7 RLAZAHLE T, TOFF) ZZIRLIFE. ARBRD LANIP 7 K

LABZ AT Y MSHLTDDNS F—/\D IP 77 FLRELTT7HA VEN, REGIF ISP H5 DNS [B8ZHUF L
ESERS

3. fSave] Z27Uv oL, REZEBLET,
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DHCP Relay (DHCP U L —8&7E)

1. [DHCP Mode] T DHCP Relay) ##RLE T,

DHCP Setup
DHCP Mode | DHCP Relay [
Domain Name lDLink i
Gateway ‘ ‘

4-3 DHCP Relay (DHCP Setup) [EimE

2. UTOEEZRELET.

IEH Bz
Domain Name RYNT—=UDRAALVZEATILET,
Gateway T—=brIIADIPT RLAZATILET,

3. [Savel #71wvo L, REZBEALEXT,

LAN DHCP Reserved IPs (LANDHCP F#IP 7 FL X DE&E)

Network > LAN > LAN DHCP Reserved IPs X = 21—

AERETIE VAT FDOMACT RLARUFHIPT FLRAZBNT AT ETLAN EOO Y E 1 —ZICTCP/IPREAEIVEHTH I ENTEXT,
DHCP U=\ SA TV bDB U T IR NESETBIEON. V547 FDMACT RLAET—2ZN—=IAD MAC 7 KL A X A EEE N

£9, TEAN—RATZOAVEI—RFRIET/INARTP T FLANT TICEY B TENTWVWBBEIF. AAEIAXENZIP T FLALE
EENET, TNUNDBEEIF. DHCP T—ILHSBBMNICIP 7 FLADY S 7 MY HT5NE T,

7
7

1. Network > LAN > LAN DHCP Reserved IPs DJBIc A a2 —%2 v L. ULTFOBEEEAERRLET,

8 Security O° vaintenance

Network » LAN » LAN DHCP Reserved IPs (2 (=)

This page allows user to configure the reserved IP Addresses for the DHCP Server configuration.ln order to ensure certain LAN devices alwavs
receive the same |P address when DHCP iz enabled on the LAM, bind the LAM device's MAC address to a preferred IP address, This [P address will anly
be assigned to the matching MAC address.

LAN DHCP Reserved IPs List

Show entres [Right click on record to get more options] ]

| Host Name & MAC Address & | |P Address & IP/MAC Binding &

No data available in table

Showing O to 0 of 0 entries |.] First || .| Previous || Mext » || Last |

Add Mew DHCP Reserved [P

4-4  LAN DHCP Reserved IPs &
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2. FHIP T RLAAEEMYT 25EIE. TAdd New DHCP Reserved IP] =4 1) w7 LU TFOBEEEFR LT T,

LAR DHCP Reserved IP Configuration

Host Mame ‘ |

IP Address ‘ |

MAC hddress ‘ |

hszociate with m
IPAAAC Binding
Log Dropped Packets OFF

4-5  LAN DHCP Reserved IP Configuration [EIE&

3. UToOmAERELET.

1HE S1ER
Host Name TINAZADKRA S BEATILET, AR—RIFERTEF A
IP Address TINARCOYBHTBIPT7 RLAEASILET, TDIP 7 RLAIE DHCPEREDRIEIP 77 LA M T IPT7 R
L ZDEERNTHRET 2HEHH U ET,
MAC Address TINAZADMACT FLRZEAFILE T, AXFENFERFIENE A
Associate with IP/MAC Binding | TONJ (C LTz5HE. DT /31 ZADEHR%E IP/MACINA > T4 > J BB T £ T,
Log Dropped Packets TONJ ITLiz3a. WE/\ry hoOJaBRBLE,

4, TSave] 27w oL, REZBEALET,

B\ LTEFHIP 77 KL A& LAN DHCP Reserved IPs BIEICRRENE T,
B v L, Tedit) (fF&). [Delete] (HIBR) ZRITCEEXT,
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IP/MACBinding (IP/MAC/\L T4 %)
Network > LAN > IP/MAC Binding X Z 21—

IP/MACINA > T4 > 1) A S DIERRIC DWW TERBBLE 7,

P/IMACINA Y T4V JlEk ). =D AETEERZ Ty I DIPT L REEHEH LAN / — FEBD MAC 7 FLATREEEL £,

BRODOHE (74 vIDEETIP 7 FLANELIP 7 FLAZFDFERENS MACT FLRE—HLEWEE) /Ty MMEBRES N,

B HICEIRENSIZEDH I ET,

1. Network > LAN >IP/MAC Binding DJEIc A Za2—% 2 ) v L. UTFTOEEZFRRLET,

B Network

Network = LAN » IP/MAC Binding

L

The table lists all the currently defined IP/MAC Bind rules and allows several operations on the rules.This feature allows protection against spoofed IP
addresses by enforcing the gateway to validate the source traffic's IP address with the unique MAC Address of the configured LAN node. In the event of a
violation (i.e. the traffic's source IP address doesn't match up with the expected MAC address having the same IP address) the packets will be dropped

and can be logged for diagnosis.

IP/MAC Binding List

Show | 10 ﬂ entries  [Right click on record to get more options ]

Mo data available in table

Showing 0 to 0 of 0 entries

Add New IP/MAC Binding

|.| First

| Previous

Next » || Last 4|

4-6 IP/MAC Binding EIE
2. UToOEEIRRENET,
(S Btz
Host Name A—THhEELII—IVEIRRENET,
MAC Address MAC 7 RLAHFRREINET,
IP Address IP7 RLAOFRENE T,
Log Dropped Packets IW—=IbDOTF T 3 VHBFRRENET,

3. INAYT AT b=V EBINT %3561E. TAdd New IP/MACBinding) =72 J w7 LU TOEEZRTLET,

IP/MAC Binding Configuration

Host Name

MAC Address

IP Address

Log Dropped Packets

4-7  IP/MAC Binding Configuration B
4. LITOEEEFELET,
15H PR
Host Name TINAADRANBEATILET, AN—RIIFEHATEE Ao
MAC Address TINAZADMACT RLRZEANDLET, ANFENFIEEFIENE LA,
IP Address TINA RO HTHIPT7 RLAZANILET, TDIPT7 FL AL DHCPBREDREIP 7 KL T IP 7 R
LXDEERNTHRET 2HELH Y ET,
Log Dropped Packets TONJ lcLTet3a. BE/\ry honO /&R LE T,

5. [Save] Z7Uv oL, REZBALET,

BIMLTENA > T 1 7 1b—)i&. IP/MAC Binding BIEICERINE T,
a7)wo L, TEdit) (R&E). Delete] (EIFR) HRITTEET,
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IGMP Setup (IGMP 5%7E)
Network > LAN > IGMP Setup

IGMP XX —E> 7 EIE IGMP /7w b DB ERERE L. BEGRAMIDHIVFFv XA MINT Y M EERIXT HHEETT
AEEREIE. XY b U=V EICKEBORIVFF VY AN ST v IDFELTVBEDD, IRNTDLAN KRR MDD ST 1 v I 5T 20E
HEVSBICERTY,

1. Network > LAN > IGMP Setup DIBEIC A Za2—%7 ) v o L, LTFOBEEEZFRRLET,

B Network

Network » LAN = IGMP Setup o °

The IGMP Proxy page allows user to enable IGMP proxy. The proxy contains many downstream interfaces and a unigue upstream interface explicitly
configured. It performs the host side of the IGMP protocol on its upstream interface and the router side of the IGMP protocol on its downstream

interfaces.

IGMP Setup

IGMP Setup
IGMP Proxy I oFF

Save Cancel

4-8  IGMP Setup EIE

2. UTDERAERELETY,
=] B

IGMP Proxy IGMP 7O# 7% TONJ Ffzld TOFF) ICRELE T,

3. fSave] #7Uv oL, REZEBLET,

UPnP Setup (UPnP 5&3E)

Network > LAN > UPnP

UPnP OFREREICDVWTERBALE T,

UPnP (Universal Plug and Play) (&, JL—% &BERIEEGRY b T—0 EOT/I\A X Z2BHE L. BERELZTOMETT, v FT—U T4 D&
HENnZE XY FT—OFNARABERT B ST v o070 JVBICRER / AEBR— 2B LEd,

UPnP Z NI LTI EIE T/ \ 1 ADBEEREIXITONE A, 77U Tr—2 3 VEEEESESICE. FEITR— MERETVWET,

1. Network>LAN>UPnP DJE(CAZa—%2 ) v L, UTOBE@EmERRTLET,

B Network &5 VPN

Network = LAN = UPnP o o

UPnP {Universal Plug and Play] is a feature that allows for automatic discovery of devices that can communicate with this security appliance.UPnP is
useful for auto-configuring application rules, where internal/external ports for the traffic protocol required by a detected network device are
opened without user intervention. The UPnP Port Map Table has the details of UPnP devices that respond to the router’s advertisements, and
thereby don't require corresponding application {port forwarding) rules to be configured.

UPnP
UPnP Setup
Activate UPnP F H l
LAN Segment [veant =

Advertizement Period 1800 } [Range: 1 - B6400] Seconds
Advertisement Time To Live 4 -‘ [Range: 1 - 255] Hops

Save Cancel

UPnP Port Map List

Show | 10 Ejentr‘res [Mo right click options] | a, |
Active & [P Address &/ Protocol 8| Internal Port 6/ External Port ol

No data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Mext || Last }|

4-9  UPnP EH
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2. UToEEZRELTT,

EH

i

UPnP Setup

Activate UPnP

UPnP % TONJ Z7cld TOFF) (CRELE T,

LAN Segment

UPnP Z BN 9 % VLAN Z8 R L £ 7,

Advertisement Period

=2y FT—7 EICUPNP BHRE 7 O— FF v A NS 28EEEASILET,
AKEMBERELHZERY N T—07 ST 4 v IHRNBRICIZY ETH. FRUPAP 7/\A XDZR Y FT—=T D
HBNLELS BV ET,

- ERTETJREFDE - 1-86400 (M)

- FJJHBME 1 1800 (#

Advertisement Time to Live

Ny bDTIL (EFRR) ZRELET,

INEVMBIZERE LTSRS, UPnP 70— R+ v X MEENGIBREINE T,

Ay FOENDEWNFRY T =7 Tl FIEHED 4 1CRET 5T EH—BITT,
- ERTEFIREEEA : 1-255 (Hops)
- FJHBME : 4 (Hops)

UPnP Port Map List
Active B EHET LTz UPnP 71 ZRDKR— HRIET V7« T TH BN EDDHRREINE T,
IP Address FEREHEH LTz UPnP TNA ZD P 7 RLAHBFRRENE T,
Protocol TINAZAMEBLTWS Ry bT—2 70O M0)L (HTTP, FTP 5 &) ARRINET,

Internal Port

UPPP I K> TH — TV ENERERR— b HARTENE T,

External Port

UPNP (LK > TH =TV ENTEAZR— FHORRENE T,

3. [Save] 7w 7 L.

REZBEALET,
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VLAN (VLAN 5%87%€)

Network > VLAN

AEBIE. VLAN ZERT 52 & TLAN LICR# LIRER Y ND— 0 EBRTEET, XV 7= 7N\A A L. VLAN BRIF TEEINT
PYIZXY NI EBETAHLIIICERETAHTENTELT, LANKR—MEEDVLANID U HTEH I ETC. TOWER— MHSEREIND
T4 v IEBED LANDSIRBEET 52 EANTEX T,

VLAN 7 1 )L 2 1) > JIE KRR Ry D —71CB1F 27\ A ADT 00— RFv X b7y EHBRLE T, /L— 2 DVLANISHIEHE CIEBMICE >
TWEY, VLAN Settings BIEI Cld. VLAN ZBZhC L. REX Y b T =7 DREZTVET,

VLAN Settings (VLAN 5R&7E)

Network > VLAN > VLAN Settings
VLAN D EHREICDWNTCEBLE T,

I'VLAN List] (Zid SEEHD VLAN DU X bHRRENE T, UXFDTICHS TAdd New VLAN] &7 1) w7 LOVLAN A2\ THEAER L& T,
VLAN A>N—=2w FIT > b UIE VLANID &0 ZD VLAN ANy FICB D HTENTWAEIED VLAN ID THERENTVET,

VLAN ID DfElF. 2 ~ 4093 DEBDHF THRE CEE T, VLANID1IE 774/~ VLAN BICFRENTWET, VLANID 1 Id, /Y271 —XT
RELEZ2IGELTL—LAICERENET,

1. Network > VLAN > VLAN Settings DJEIC A —21—%27 v o L. UTOBEBEEFRTLET,

T v -
4 Status

Network » VLAN » VLAN Settings o @

The router supports wirtual network isolation on the LAN with the use of WLANs, LAN dewvices can be configured to communicate in 2 subnetwork
defined by VLAN identifiers,

WLAN Configuration

Wlan Enable

WVLAN List
Shuw entries [Right click on record to get mare options] | J
MName £ WLAN D &  |IP Address & | Subnet Mask & Captive Portal &  Authentication Server &
Default 1 172.16.1.53 255,255.255.0 Free Nane
Showing 1 to 1 of 1 entries || First | Prewious | 1 | Mext || Last 4|

4-10  VLAN Settings B

2. TVLANEnable] %Z TONJ |ZL. VLAN ZBZhc L& T,

3. [Save] 27 Uv oL, REZEBLET,
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4. VLAN ZBM9 %1561&. TAdd New VLAN] &2 U v o L.

VLAN Configuration

HUToBEZRTLET,

VLAN ID
Name

Captive Portal

Captive Portal

Activate InterVLAN | | oFF

Routing

Multi VLAN Subnet

IP Address

Subnet Mask

DHCP
DHCP thode

LAN Proxy

Enable DNS Proxy

VLAN IPvé

Enable VLAN IPv6

® Wone O DHCP Server ' DHCP Relay

ﬂ_“
H_“[

LAN TCP/IP Setup

IPv6 Address

IPv6 Prefix Length

DHCPvE
Status

X 4-11

VLAN Configration [EH

5. UTOEEZRELEI.

BH

Eilis)

VLAN ID

VLANID (2-4093) Z#EELEY,

Name

VLAN B Z3EE LE T,

Captive Portal

Captive Portal

VLAN T &+ F 71 TR—%2/0% TEnable] (B%1) Z/zl& [Disable) () [CLE T,
BMICT B L. [Captive Portal] £ 3 VN TRIBRZRET HTENTEET,

Active InterVLAN Routing

O VLAN D) V—F « 5% TONJ Efcld TOFF) ICBELE T,

Multi VLAN Subnet

IP Address VIAND IP 7 RUAZEIBELE T,
Subnet Mask VLIAN DY T %y hRAVEIEELE T,

DHCP
DHCP Mode LIFH5 DHCP E— FZIEELE T,

« None J : DHCP H —/ \#&8E% VLAN (Z5F L TN LE T,

- TDHCP Server] : JU—4&I& DHCP #—/N& LTEMEL £ 9

- IDHCPRelay] : BICT B E VLAN ED DHCP 7 5477 > ME. BE2T 7w bcdHh 5 DHCP H—/\Hh5
P7RLADY —X=ZZF2TENTEET,

LAN Proxy
Enable DNS Proxy | TONJ (CTBEN—2HTRTDDNS ERICHT 2 TOF & LTEMEL. ISPDDNS H—/NEBELET,
VLAN IPv6
Enable VLAN IPv6 | TONJ ICLTe3BE. VLAN D IPV6 77 KL ADEMICE Y KT,
LAN TCP/IP Setup
IPv6 Address VLAN D IPv6 7 RLAZ AT LE T,
IPv6 Preficx Length IPv6 7L T4 v I AREASILET,

- ERERIBESDF [ 0-128
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EE | B9
DHCPv6
Status DHCPv6 DRAT—% X% [ONJ %7zl& TOFF) ICRELE T, AMICLIIBE. LRBICRTIENZIBEERE L TIIEEL,
Mode E— K% [Stateless] F7zld lStatefull ] H5FEIRLE T,
Domain Name DHCPVE H—/\D K AA V&2 Z ALK,
Server Preference Y= \DFREEE 10 EETASILET,

REMEIF. AT — b L X DHCP T DHCP —/\DELE LNV E RS fedIcEBREENE T, DHCPV6 754 7> MMIS
LS VBREEERED DHCPV6 H—/\ZBIRLE T,

- EREABEEEF © 0-255

- WIHRME @ 255

DNS Servers DNS —/\EL O SEIRLET,

- TUse DNS Proxy| : DNS 7O+ ZfHLE T,

- TUse Below] : LURTE&E L7z Primary DNS Server] [Secondary DNS Server | R L %Y,
- [Use DNS from ISP : ISP HM@#td % DNS F—/\&@mA L £ 7,

Primary DNS Server [Use Below] Z#RLTIBE. 774U DNS H—/\Z AN LET,
Secondary DNS Server [Use Below ] Z#BERLTZHBE. €AY XU DNSH—/\EASILE T,
Lease / Rebind Time T RLADI SAT 2 M) —AENZEBERELE T,

- EREPJEEEDH 1 0-604800 (F))
- WIHRME : 86400 (7))

Prefix Delegation TLT a4 v AEE% TONS Ffzld TOFF) ICRELE T,

6. [Save] #27Uv oL, REZBEBLET,

Captive Portal (F+ 771 7KR—42Ib)

F¥TTATR=R2IVEBEVIAN CEITENCTER T, Fv I T4 TR—Z2IVERAL THEDVIANICH 2R A &880 T 5L DITIRELE T,
VLAN T &I, BBDIETY T 52 FRZERDAAARA XENTR—2IUNCT BT LLAETT ., AREICBIT2RLEBELZRIL. 68T —/1\%
BRI ZTETT, Fv TT A TR=Z2IUMBHTA 2V E2—X v b7V €RZFTS52TDI—Y VAN KRR b)) BNIEEDY —/ BB TREENE T,

1. Network > VLAN > VLAN Settings DJBICAZ—2—% 7 ) v LET,
2. TAddNewVLAN] &7 w7 FIEEFEDVIAN £/ U v o LT TEdit) ##RLET,
3. TVLAN Configuration) BEIE T [Captive Portal] 23 3 > DREETVNET,

[Captive Portal Type] (T lnternal CP Web] Z3&RL1ciHE. UTDEBAERELET,

Captive Portal

Captive Portal ﬂ‘_-]

Captive Portal Type :"Int&rnal CP Web ﬂ

Login Profile Name 5.-d&t'auﬂ ﬂ Create a Profile
Authentication Server i-l_u[:a] User Database ﬂ

Redirect Type ®HTTP  OHTTPS

Activate InterVLAN [ o

Routing

4-12  Captive Portal Bl -Internal CP Web

B[ =] Bk
Captive Portal Fv 70 TR—%2)L% TONJ F£fzld TOFF) ICRELE T,
Captive Portal Type Fv IT 4 TR=2IVDZ A T% lnternal CP Web ] ITERELE T,
Login Profile Name OJ74>707 74 1V2a%RELE T,

ROw AT AZ 21— 53R, £fld [CreateaProfile] #7 U w o LEFFLW IO 70 ILEIEELE T,

Authentication Server ZDVLAN CRIBCESRRAI Y —/\ERRLET,
COF v 74 TR=2)JVCATA VT BHINTOI—HFIE FRLE—/NITK > CERREENE T,

Redirect Type FTTATR=2NWOATAINR=IDY BA LT 302414 THERIBELE T, HTTP H7zld HTTPS DL g hh 4
RLFET,

Activate InterVLAN Routing | VLAN FEID@EZE BT %G, TONJ ICLE T,
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[Captive Portal Type] | TDUA External CP Web] %3&ERLIzHE. LTDOEEZHRELE T,
Captive Portal
Captive Portal m
Captive Portal Type | DUA Extemnal CP Web EH Enable DUA External Web Server

Enable Redirect

Original URL

Activate InterV
Routing

LAN

alils

4-13  Captive Portal &l -DUA External CP Web

s

ELiis

Captive Portal

Fv P70 TR=%)0% TONJ £zl TOFF) ICERELE T,

Captive Portal Type

Fv T T4 TR=2)VDZ A T% TDUA External CP Web] IZERELE T,

[Enable DUA External Web Server] %% 1) w2 LC DUA 988 Web & —/\EBMICTEE T,

Enable Redirect

UAA L7 ~%& TONJ £7cid TOFF) ICREL ST,

Original URL

TONJ lcLfema. A=A LA U I IV URLAD Y 24 LY bHBEMTIZI KT,

Activate InterVLAN Routing

VLAN BIDBEZBMCT 2HE. TONJ ICLET,

4. T[Save] 27w L.

REZBEALET,

Port VLAN (K—

F VLAN/ 71+ L X VLAN)

Network > VLAN Settings > Port VLAN
VLAN ID B8N HTENTHFED LAN R— b EEB T 2T NTD ST T 0 v ISR T[T RS eI, YA — M EBIRE T AV ML T
VLAN ZfTSIF 5 T E N TEE T,
AEE ClE. LAN BRUESR LAN D VAN X N\ TTONT 4 BERO—BEXRLE T,

- TPort VLANs List] : TPort NameJ ModeJ TPVID] TVLAN membership] OIEEANRRENE T,

IR AR —
1.

- [Wireless VLANSs List |

Network > VLAN Setting

LA DDYPERER— MCBBEMIF BN T 7 ERARA 2 FHARTENE T,

NERTIBREHDT 7 ARA > b aH7 )y LT Thdit) Z#R L. REEEZHRCENTEET,

s>Port VLAN DJEICA —2—% 2 ) v o L. UTOBEEZRRLET,

B Metwork

Hetwork = WLAM :» Port VLAM

Thiz page allows user to

configure the port WLAM:. A4 user can choose ports and can add them into @ WLAM.In order to tag all traffic through a

L

specific LAM port with a WLAM ID, wou can azzociate a WLAN to a physical port. The WLAM Port table dizplays the port identifizr, the mode zetting
for that port and WLAM memberzhip information. Go to the Available WLAW page to configure a WYLAN membership that can then be aszeciated with a

port

Port WLAMS List

Y

Partl

Part2
Part3

Fartd

Showing 1 1o 4 of 4 entries

Wiireless WLAM List

dccess
Access

Aicess

Access

9 |

DER-1000AC 2

dsr1000zc

Showing 1 to 2 of I entries

4-14  Port VLAN

Acess 1 1 2.4 Ghz
hccess 1 1 5 Ghz
EIl]
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2. R—hZEEY) Y- THdit] Z238RL, REEMZXRTLET,

BIRLIEE—PICE>TRRENSEAHNEG Y FT,

Port ¥LAN Configuration e
Fort Mame Forti
Mode iﬁccess ‘II
FVID i_1__ | Default: 1, Range: 1 - 4093]

4-15  Port VLAN - Edit ['Access | BimE

Port WLAN Configuration e
Fort Mame Porti
Mode General L4
] §_1 | efauie: 1, Range: 1 - 093]

WLAN Membership Configuration

VLM Memberzhip

X 4-16

Port VLAN - Edit General | BIE

Port YLAK Configuration e

Fort Mame

Mode

Fortil

Trunk ¥

WLAN dembership Configuration

WLAM Memberzhip

X 4-17

Port VLAN - Edit [Trunk] BiE

3. UTOEEZRELET,

IEH Btz
Mode VLAN DE— FELIIOSEIRLE T,
- [GeneralJ
R—MIEEDVLAN Ly FDAVNCHEBTENTEET, R—MEIVIANID ZH D2 /N EEL 205 LT—42%
ERELET, RET—EAHT VR ITDFE. EFRAEHDPVID HBUHTESNET,
<>
R— N 3D PVID3 &#FD TGeneral] R—FThH2HE. R— 3 TRETBHT—ZIUEPVIDIHEUETOENET, T
NEBMUEPVID EFDR— MHSEEITNEIRNTDEILGET—E2DSIEZ VBRI AETNE T, THIFEE. 2 DDA —
YRy MR—MEFDIPBRBIFERINSE—FTT, BELSIL—ZDAA v FR— MIOXREINET—2IEZ2 7T
INET, BRI BT/ M AL SBFLEBT 57— I VDU ANETNET,
- [Access]
R—MIE—DVLAN DAVINTY, R—FTCERETELTDT—2E2 75 LEBYET, TVRRAE—FDR—H
ERATAH T v ol BEDOA—YXRy T L—LDKDSITIDONET,
« [Trunk]J
R—MIFEBDVIAN Y FDAVNICEDTENTELT, R— M TCEREITZLTOT— 2B IEITENE T, K—
FCRET B2V LT—2IE R—FPVID=152FDT7 V27 DT 74/~ VLAN ZREEREINE T, TV KR—
M. BICHIE) >0 EOEBVIAN (SHEZ NS 70 v o2 ZEILLET,
PVID [General] E— FZZBIRLIZBE. R—FDPVDEZASNILET,
VLAN Membership | VLAN A >\ TR LE T,

4. T[Save] Z#o v oL, REZBHELET,




E58E v hT—7%E (Network)

B58F Xy PbF7—95%E (Network)

FERDORY bD—UREICDNVTCHBELET,

REERE B

lnternet (f > Z—X v MEFGRTE) | 2 DD WAN R— b ER LA V2 —2 v MEROREZTVE T,

Mumbo Frames (VY ARTL—LRE) | V¥ VY RTL—LEREZTVET,

lRouting (Jb—F« U RE) | ABTAVT | BATZIVII—T 4 VT DREETVET,

MPve (IPV6 v b T — U E&7E) | IPv6 DBEHET S LAN 5REZTTLNE T,
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Internet (12 —%v MEGRRTE)

Network > Internet
KIV—21CH B2 DDWAN R— b EFEBL. 1 V2—% Y MEGEITOTENTEET,

HEIIFIPT RLAL THDY MERGEA V2 —3 v MERBROKNETT ., BEINSDERIT ISP K THEROR Y FT—7EBEICK D

TRHEEINE T,

WAN1 Settings (WAN1 3%7E)

Network > Internet > WAN1 Settings
TWANT| 4> 2 7 T —ADREETVE T, LUTFOBEE®D [Connection Type] CRIRLIIBEICE 2T, FRENZBEEHLERYE T,

Network » Internet {IPv4) » WAN1 Settings

This page allows vou to set up vour Internet connection. Ensure that you have the Internet o
#ccount Information etc. This information iz usually provided by wour |5P or network administ

IPvd WANT Settings

WANT Setup
Connection Type ‘ Dynamic IP (DHCP) v ‘
Enable VLAN Tag EXx ]
YLAN 1D o \

5-1  WANT Setup BimE

MNTFOEBZRELET,

g&lcl

HE ]

Connection Type B2 A TEUTOSBRLET,
- [Dynamic IP (DHCP)J : THRIB®D ISP S BEIMIC IP 7 KL A, EFEREEELE T,
- [StaticIPJ : FENTIP 7 R L R EBLHERE E’a’rﬁb\i?
- TPPPoE (Username/Password) ] : ISP D 53R E 115 PPPOE 1B % STl CEMRE A TTVE T,
- TPPTP (Username/Password)] : ISP h SRt E N2 PPTP (B A TICEFGREATTVE T,
- [L2TP (Username/Password)] @ ISP B SIHEE NS L2TP 1B R A ol CERREEZTTVE T,
- [Japanese multiple PPPOE | : ISP h* 53R E D PPPOE 155 (HAMEIS) ATICERREEITVET,
- [Russian dual access PPPoE] : ISP i 5IRME N5 PPPoE 158 (O 7 Al)) ZlcEfmREE{TWVNE T,
- [Russian dual access PPTP] : ISP "SR E NS PPTP 1R (O 7MAl) ATICEFREETVE T,
. [Russian dual access L2TP] : ISP "SR E NS L2TP 1R (O 7AE) HFIldERmREE TV E T,

Enable VLAN Tag VLAN 2 5% [ONJ &7fcld TOFF) ICLE T,

VLANID VLAN 2 77% TONJ [CLTc3HE. VLANID Z AN LE T,




E58E v hT—7%E (Network)

Dynamic IP (DHCP) (B&IP 77 F L AE&E)
[Connection Type| T Dynamic IP (DHCP)J %33R LTIz HBEDRETT

Dynamic P (DHCF)

Host Mame

DMS Servers (Domain Mame System)
DMS Server Source ® Get Dynamically from 15P Use These DMS Servers

MAC Address

MAC Address Source ® Use Default ihAC Clone wour PC's MAC Use this MAC
Port Setup

MTU Size ® Default Custom

Fort Speed Auto Sense v

Cancel

5-2  Dynamic IP (DHCP) &l

UTOREEEN S ET,

EE | B8

Dynamic I[P (DHCP)

Host Name RAMZZEIBELEXT,

DNS Server (Domain Name System)

DNS Server Source DNS U —/\D IP 7 FL RAEEHEZLUTHSFEIRLET,
- [Get Dynamically from ISP : TE2D ISP h*5 BENHIIC DNS —/\7 KL X ZEFLE T,
. [Use These DNS Servers ] : TED ISP DIEE LTz 7 L AEFERLE T,

Primary DNS Server [ 7S5 A< U DNSH—/\DIP 7 RLAZAFILE T, (TUse These DNS Servers,| #E3iREF)

Secondary DNS Server | £ />4 1) DNSH—/\XD IP 7 FL A& ASILE T, (TUse These DNS Servers ] ZEIREF)

MAC Address

MAC Address Source | ISP BITDERIICERENS MACT FLAZHRELET,

« [Use Default MACJ : WANT /R— rD MAC 7 KL AAfERLE Y,

- TCloneyour PC's MAC : IR L T O Ea—2DMACT FLRAEFERLE T,
« [UsethisMAC] : FB/CMAC 7 RL AAEIBELET,

MAC Address ISP &fR{FIH 5 MAC 7 RLAZASILE T, (TUse this MAC] 3ZEIREF)
Port Setup
MTU Size MTU &% [Default) (#JHAME : 1500) Ffztk Custom] ITERELE T,
Custom MTU MTUE#R3EE L. CHIBD ISP DBEICHITZ/I\T =<V A%RELLET, (TCustom] 3EIRES)
Port Speed R— FREZTEIRLET,

- FJERME : TAuto Sense

Save] Z7 v o L, REZBEALET,
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BEE Ry hT—TKE (Network)

StaticIP (R27 v 7 IP7 FLASKE)

Connection Type| T IStatic IPJ #3R LIcHE

Static 1P
IP 4ddress

IP Subnet Aask

Gateway [P Address

Domain Name System [(ONS) Servers

Primary DNS Server

Secondary DNMS Server

MAC Address
AAC Address Source

AAC Address

HETT,

o000
o000

o000

0.0.0.0
o000
Use Default MAC Clane vour PC's MAC

00:00:00:00:00:00

® lse this MAC

Port Setup
T Size Default ® Custam
Custom MTLU 1500
Port Speed Auto Sense o
Cancel
5-3  Static IP Eim&

WFDHREBBELNSH Y ET,

EE | B9
Static IP
IP Address ISPICRWIRHENZIP 7 RLRAEASLE T,
IP Subnet Mask ISPICLR RN TRy FRRIEASLET,
Gateway IP Address  |ISPICKUIBHENS— DT A IP 7 FLRAEASILET,
Domain Name System(DNS) Servers
Primary DNS Server | 7254 <1 DNSH—/A\DIP 7 RLAAEASILET,
Secondary DNS Server [ 24> &) DNS —/\D IP 7 KL AZAFLE T,
MAC Address

MAC Address Source | ISP BITOFEBIICERENS MACT7 RLAEBELET,

- [Use Default MAC J : WANT R— b D MAC 7 RLAZBALET,

- [Clone your PC's MAC | : IREEHR L TLWA I E1—2DMAC T RLRAEBRLET,

« TUse this MAC] : FEITCMAC 7 FLREIBELE T,
MAC Address ISP LRIV 2 MAC 7 FLRAZEATILE T, ([Use this MAC] 2IREF)

Port Setup

MTU Size MTU {E% [Default] (#IHAME : 1500) F/zik Custom] ITERELE T,
Custom MTU MTUEEIEE L. SHIAD ISP DEEICHITZ/INT+—< v AEEBELLET, ([Custom] :EREF)
Port Speed R— MREAERLE T,

- #JHAME : l'Auto Sense]

[Save|] &7 1w L.

REZBERLET,




v b7 —25%7E (Network)

bl
It

PPPoE (Username/Password) (PPPoE 5%7%E)

[Connection Typel T PPPoE (Username/Password) ] % 3R LIZHBEDERE T,

PPPoE Profife Configuration
hddress Mode * Dynamic IP Static P
User Mame dlink
Password  |assss
Service
futhentication Type Auta-negotiate r
Reconnect fiode ) dlways On On Demand

Domain Mame System (DNS) Servers
DMS Server Source ® Get Dynamically from 5P Use These DN Servers

MAC Address

MAC Address Source ® Usze Default MAC Clone your PC's MAC Use thiz MAC
Part Setup
MTU Size * Default Custom
Port Speed Auto Sense r
5-4  PPPoE (Username/Password) [BIE
LITOREBEELNHUET,
pi=[= | Bk
PPPoE Profile Configuration
Address Mode [Dynamic IPJ F7zl& lStaticIP) ZZIRLE T,
IP Address ISPICKWIREEINZIP 7 KL AEAFILE S, ([Static IPJ 3EIRESF)
IP Subnet Mask ISPICEWIREEN=Y TRy hRRVAEASILEY, (TStatic IP) ZIRES)
User Name PPPOE DI1—H2AEASILET,
Password PPPOE /XA — P’&)\jj LFd,

Service

ISPICK WIETRD B O IIZRICT —ERXBZ AN LE T,

Authentication Type

7c|:|7/ ’f)l/b\@ﬁa_émuﬁ/;’/fj’%? Ebia_o

Reconnect Mode

A VB—2y FOBEFHT— RELUTHSEIRLET,
- TAlwaysOnJ @ BITH 2 —2 v MTER L TWRIREL G
« TOnDemand] @ 1 >&2—Xx v MERZBIE LIBE D
JVIREEDEC & BELIZEEMNITIRT LE Y,

WET,
W= A B2 =2y MIERLET, —EDORET A K

Maximum Idle Time

74 R)VBSRIDSEAMEE AN LET, (TOnDemand ) EIRE)

Domain Name System (DNS) Servers

DNS Server Source

DNSH—/\D IP 7 KL REGHEE L THOSRIRLE T,
- [Get Dynamically from ISP : TE2D ISP H*5 BEIHIIC DNS —/\7 KL X ZEFLE T,
. [Use These DNS Servers] : TED ISP DIEE LTz 7 L AZEFERLE T,

Primary DNS Server | 754U DNSH—/\D IP 7 KL AZATILE T, (TUse These DNS Servers | #EiREF)
Secondary DNS Server | 7> %1 DNS H—/\D IP 77 KL A& AJILE T, ([Use These DNS Servers | 32#REs)
MAC Address
MAC Address Source | ISP BITOFERNCFERENS MACT FLAZRELE T,
- TUse Default MAC J : WANT R— D MAC 7 FL AR LE T,
- [Clone your PC's MAC] : RTEEFIL CLA IV E21—2DMACT RL ZEFBLET,
- TUsethisMAC J : FBITMAC 7 RLRAEIBELE Y,
MAC Address ISP ERBFIF 2 MAC 77 RLAZEATILET, (TUse this MAC) EERES)
Port Setup
MTU Size MTU {E% [Default) (¥JHAE : 1500) F/zik Custom] ITRELE T,
Custom MTU MTU fE&EE L. CHRIRBD ISP DFEEICHIT 5/ 7+ =< 2@t LE T, ([Custom) 3RES)
Port Speed —FREZFERLET,
- #HBME : ['Auto Sense]
Savel &V U w7 L. REEABALET,
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PPTP (Username/Password) (PPTP £&%E)
[Connection Typel] T TPPTP (Username/Password) | %R LIZHBEDRECTT

PETE
Address Mode * Dynamic IF Static |F
Serwver dddress DDDD
User Mame [drink
Fassword |anann
Mppe Encryption | oer
Split Tunnel | oFF
Reconnect Mode ® Always On On Demand

Oomain Neme System (ON5) Servers

ONS Serwer Source ® Get Dynamically from ISP Use These DNS Serwvers

MAC Address

MAC Address Source ® Use Default MAC Clane yaur PC's MAC Usze this MAC
Port Sedup

MTU Size * Default Custom

Fort Spead | futo Sense ":

Cance|

5-5 PPTP (Username/Password) B
TOREEELNHYET,

pi=| =] ER
PPTP

Address Mode [Dynamic IP] F7zl& lStaticIP) ZBIRLET,
IP Address ISPICKYIRMHENIP 7 RLAZASLEY, ([Static IPJ ZIRES)
IP Subnet Mask ISPICK YR ENEY T2y bR ZASLET, ([Static IPJ 33&IREF)
IP Gateway ISPICEWIRHENZS — b D247 FLREASLET, ([Static IP) 3EIRES)
Server Address PPTP H—/\D7 RLAZANILE T,
User Name PPTP DI1—HUHEANLET,
Password PPTP D/SRT—RFZANLET,
Mppe Encryption PPTP & —/\H MPPE BEB{tER— F T 5IBAIC TONJ (CLET,
Split Tunnel A7)y b b2V E TONJ Fizld TOFF] | Li_g“o

TONJ (C9BE. BUMEERZERLTVPN &1 22—y FEADEROPIEEICR Y T,

Reconnect Mode AUB—=ZY r@@%& FELTIHOSERLET,
- TAlwaysOnJ @ BlcA v 2—% v MIEFLTVWRREE TV ET,

JVIREEDMG K & EUE BB T LEY,

. TOn Demand] : 4/9 v NEGEBBLUEEEDI, V=20 E2—% v MUEFLET,

—EDKT A K

Maximum Idle Time | 74 RIUBSRDEAEEZANDLE T, (TOn Demand] ZEIREF)

Domain Name System (DNS) Servers

DNS Server Source DNSH—/\D IP 77 FL AEEHEZ LI THSEIRLET,

. [Use These DNS Servers] : TED ISP DIEE LTz 7 KL AEFERHLET,

- [Get Dynamically from ISP] : TEHID ISP H 5 BEINIC DNS F—/\77 FLRAZEB LK T,

Primary DNS Server | 7254 < U DNS H—/ADIP 7 FLX&ZAFILE T, ([Use These DNS Servers | sZEIRES)

Secondary DNS Server [ 2> 4 1) DNS H—/\D IP 7 KL XZEASILE T, ([Use These DNS Servers | 3EiRAE)
MAC Address

MAC Address Source [ ISP I TDEBICERENS MAC T RLAAESKRELET,

- [Use Default MACJ : WANT R—FD MAC 7 RL A ZFERLET,

- [Cloneyour PC's MAC] : IBEERL CWLWA 1 E2—2DMAC T FLAZFERLE T,
- lUsethis MAC] : FEITMAC 7 FLRAEIBELE T,

- FHAME : [Auto Sense

MAC Address ISP LRI 2 MAC 7 FLRZEAILE T, ([Use this MAC] 3EIRES)
Port Setup
MTU Size MTU {E% [Default] (#IHAME : 1500) F/zik Custom] ITERELE T,
Custom MTU MTUEZIEE L. THBD ISP DBEEICHITBH/N\T 4 —< v A zE{b LEd, ([Custom) BIRES)
Port Speed A— MREAERLE,

[Savel 27 ) w7 L. REZBEALEY,
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L2TP (Username/Password) (L2TP %)

Connection Type| T TL2TP (Username/Password)] #3&R Lz 3HEDRE T,
L2TF
dddress iode * Dynamic IP Static [P
Server Address 0.0.0.0
User Mame dlink
Password |areus
Secret
Split Tunnel [ [lor
Reconnect Mode ' hlways On On Demand

Domain Mame System (ON5) Servers

DNE Server

Source * Get Dynamically from ISP Use These DMS Servers

MAC Address

MaC dddress Source ® Use Default AAC Clone wvour PC's W AC Use this MAC
Part Setup
MTU Size * Default Custam
Port Speed Auto Senze v
5-6 L2TP (Username/Password) [EIE
LIFOREBENSH D ET,
T | B
L2TP
Address Mode [Dynamic IPJ F/zl& lStaticIP) ZBRLE T,
IP Address ISPICRWIRHEINIZIP T RLAZ AN LEY, ([Static IP] 3&IREF)
IP Subnet Mask ISPICRWIRHEINIEY T Xy b RIZASLET, ([Static P 3EREF)
IP Gateway ISPICRWIRBHENS— b zAT7 RLREATILE T, ([Static IP) 3EIRE)

Server Address

L2TP H—/\D7 RLAZ AN LET,

User Name L2TP DA—H&%E AN LET,

Password L2TP DINAT— REANDLE T,

Secret Y=Ly bEASILET,

Split Tunnel ATy bbbk TON) F£/zld TOFFS ITLE T,

TONJ ITT B & BRI ZHER LT VPN &1 Y2 —3xy FEADEDPIEE

CIENET,

Reconnect Mode

AVE—2y FOBERE— RZLTFHISERLET,
- TAlwaysOn | @ BT 2 —% v MTEFHL TV BIREE tfoié”
- TOnDemand] : 1 2 —Xxv MERZ B LIEBED
JVIREEDMGE K &, ERIZEEMICR T LE T,

Fr I—BRA V=2 MCEERELE T, — OB A R

Maximum Idle Time

74 RIVEBORAMEEATILE T, ([OnDemand] ZIREF)

Domain Name System (DNS) Servers

DNS Server Source

DNS H—/\D IP 77 K L XEi&§
- T'Get Dynamically from ISP :
« TUse These DNS Servers] :

EELTHSERLE T,
TEHID ISP H 5 BEIIIC DNS T —/\7 LA EEELE T,
TEHID ISP DIETE LT 7 FLRZBALET,

Primary DNS Server | 725 A< U DNSH—/\DIP 7 KL XAZAFILE T, (TUse These DNS Servers | 3E3RES)
Secondary DNS Server | £ /> Z1) DNS H—/\D IP 7 KL XEAFILE T, ([Use These DNS Servers | 32iREF)
MAC Address
MAC Address Source | ISP BITD#RICERENS MACT RLRAZFRELET,
- TUse Default MACJ : WANT R— D MAC 7 FL R ZEFERBLET,
« TCloneyour PC's MAC] : IRIEEIL T2 E2—2D MAC 7 FLAZFERLET,
« [UsethisMAC] : FBITMAC 7 RLAAEIEELE Y,
MAC Address ISP &#RT1F 5 MAC 77 KL AZEASILET, ([Usethis MACI ZIREs)
Port Setup
MTU Size MTU % [Default] (¥JH3(&E : 1500) F/zld Custom] ITRELE T,
Custom MTU MTUBEEIEE L. CRIBD ISP DBEICHITZ/N\T+ -V AEREELLEY, (TCustom] 3EIRES)
Port Speed —FREEBERLET,
- #0HBME : ['Auto Sense]
[Savel &0 )w o L. BEZBEALET,
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Japanese multiple PPPoE (Japanese PPPoE &%7E)

Connection Type| T [apanese multiple PPPoE] #3R LIz EDRE T,
Japanese Multiple PPPoE
Primary PPFoE Profile Configuration
hddress Mode * Dynamic IP Static [P
User Mame dlink
Pazsword — |esee
Service
huthentication Twpe Auto-negotiate v
Recaonnect Mode & Blways On On Demand

Primary PPPoE Domain Name System [DNS) Servers

DNS Server Source

® Get Dynamically from ISP Use These DNS Servers

Secondary PPPoE Profile Configuration

hddress Mode * Dynamic IP Static IP
User Mame dlink

Pazsword — meees

Service

huthentication Type Auto-negotiate A

Reconnect Mode

® flways On On Demand

Secondary PPPoE Domain Mame System (DNS) Servers

D5 Server Source

MAC Address

® Get Dynamically from ISP Use These DNS Servers

maC Address Source ® lUse Default MAC Clone your PC's i &C Use this MAC
Port Setup
MTU Size * Default Custam
Part Speed Auto Sense A
Cancel
5-7  Japanese Multiple PPPOE [l

WTosmEmENHY &7,

BEE SEA
Primary PPPoE Profile Configuration
Address Mode [Dynamic IP] F7zl& IStaticIP] #BRLE T,
IP Address ISPICKYUIRMEENIIP 7 FLAEASLET, ([Static IPJ ZEIRES)
IP Subnet Mask ISPICRWIRHEN T TRy bR EASDILET, ([Static IP) ZEIRES)
IP Gateway ISPlckWViRtENzr — bz A7 RLREAFLE T, ([Static IPJ 32IREF)
User Name PPPOE DI1—H%%EASILET,
Password PPPOE D/SRXT— R&EAFILE T,
Service ISPICKWIBTAB S THZBICH —EXAZEATILET,
Authentication Type | 7O 7 7 A JUHMER T 582 1 TZIBELE T,

Reconnect Mode

AR —Fv FOBERE— FELTHSEIRLET,
- TAlwaysOn | : BlcA 2 —2vy MUEGLTWAREE GV ET,
- TOnDemand | | —EDEE T 1 RIVIKEENEC & BFUSEBIMITKT LE T,

Maximum Idle Time

74 RIVERORAMEE ASILEF, (TOnDemand] EEHRE)

Primary PPPoE Domain Name System (DNS) Servers

DNS Server Source

DNSH—/\D IP 7 F L ABUSAEZ L THS#IRLE T,
- [Get Dynamically from ISPJ : &E2#ID ISP 55 BEIHIIC DNS F—/\7 FLAZEF LT,
. [Use These DNS Servers | : ZED ISP DIEE LTe7 KL A EFEARLE T,

Primary DNS Server | 7S5 A< DNSH—/XDIP 7 FLXZAFILET, ([Use These DNS Servers] ZEIREF)

Secondary DNS Server [ 24> 41 DNS H—/\D IP 77 L XZ AT LE T, (TUse These DNS Servers | ZEiREF)
Secondary PPPoE Profile Configuration

Address Mode [Dynamic IP] & zld IStatic P #3RLE T,

IP Address ISPICKYUIRMBENIP 7 FLAZASLET, ([Static IP] ZEIREF)

IP Subnet Mask ISPITRWIRHENF TRy FRRAVEATILET, ([Static IPJ EIRES)

IP Gateway ISPICKYIRMHENETS— b4 7 RLRAEAALET, ([Static IPJ Z4RES)

User Name PPPOE DI1—HRZEZANILET,
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HE i

Password PPPOE D/NAT— REAHILEY,

Service ISPICKWiERhd o BaIc —ERBEANLET,

Authentication Type | 77 7 A JIUHMERT 5852 1 TZIBELF T,

Reconnect Mode AVA—%v FOBEGRE— FZLUTHS&ERLET,
« TAlwaysOn] @ BITA > a2—x v MUERLTWARELBY £T,
- [OnDemand | : —FEDEFE 77 FVIREENIC &, BEFIEBEENITK T LET,

Maximum Idle Time | 7 F/VESE DR ABEEASTILE T, (TOnDemand. BERES)

Secondary PPPoE Domain Name System (DNS) Servers

DNS Server Source DNSH—/\D IP 7 KL RESAEZ L THOSHEIRLE T,
- [Get Dynamically from ISP : 32D ISP H*5 BEIHIIC DNS H—/\7 KL X EEELE T,
- [Use These DNS Servers| : TEFD ISP DIEE L= 7 L ABEFERLE T,

Primary DNS Server | 724 <1 DNSH—/ D IP 7 FLXZ AN LE T, (TUse These DNS Servers | 3IRES)

R

Secondary DNS Server | £ /3> 21 DNS H—/\D IP 77 RL A& ASILE T, ([Use These DNS Servers] ZEIREF)

MAC Address

MAC Address Source | ISP BICDERIICERAENDS MACT FLAZHRELET,

- [Use Default MAC J : WANT R—rDIP 7 RLAZERALE T,

- [Clone your PC's MAC J : IBEEFEL CWLWA I E21—2DMAC T FLAEFERALE T,
« [UsethisMAC | : FEICMAC 7 KL RAZIEELE T,

MAC Address MAC7 RLZX&EAFILET, (TUse this MACH #EREs)
Port Setup
MTU Size MTU &% [Default) (¥JHAME : 1500) F/ztk Custom] ITRELE T,
Custom MTU MTUBEIEE L. CRIBD ISP DBEICHITE/NT+—< v A%&#ELLET, (TCustom] 3EIRES)
Port Speed R— FREZTHEIRLE T,

- FJEAME : TAuto Sense

Save] Z7Jv o L, REZBEABLET,

Russian dual access PPPoE (Russian PPPoE 5% 7€)
Connection Type| T [Russian dual access PPPoE | %33R LIz EDRE T

Russian PPFoE

fddreszz Mode ® Dynamic IP Static IP

User Mame |d|ink |

Pazsword | """ |

Service | | Optional
futhentication Type | Auto-negotiate v |
Reconnect Mode ® hlways On On Demand

Domain Mame System (DNS) Servers
DMS Server Source ® Get Dynamically from 5P Use These DMS Servers

MAC Address
MAC Addresz Source ®* Use Default Mac Clone wour PC's MAC Usze thiz MAC

WAN Physical Settings
Address Mode ® Dynamic IP Static IP

WAN Fhysical Settings Domain Mame System

DMS Server Source ® Get Dynamically from 5P Use These DMS Servers
Fort Setup

MTU Size ® Default Custom

Port Speed | Auto Sensze v

5-8  Russian dual access PPPOE [EH
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$5E v hT—75RE (Network)

T osmEBEENHY T,

EH | B8
Russian PPPoE

Address Mode [Dynamic IPJ F7zl& lStaticIP) ZBIRLE T,
IP Address ISPICRVIRHENZIP 7 FLREATILE T, ([Static IP BEREF)
IP Subnet Mask ISPICRVIRHEENE T2y PRIV ZASILE T, ([Static IP3EIRES)
IP Gateway ISPICRVIRHENES — b A7 RLRAEASLET, ([Static IP 3ZIRES)
User Name PPPOE D1 —T%&EASILET,
Password PPPOE D/N\AT—RZEANILE T,

Service

ISPICKWIERD B OB alIc Y —EAREASNLET,

Authentication Type

757/ /()bb\{%ﬁﬁa_énpnﬁg/rj%? Ebgjo

Domain Name System (DNS) Servers

Reconnect Mode

AR =3y FDBERE - FZUTHSERLET,
« TAlwaysOn J @ BloA 2 —%w MCEE L TWAREEGTYV T,
+ [OnDemand | : —EDERE 7+ FILRED I & BhtlEBENICKRTLET,

Maximum Idle Time

7A RIVBEEDRAEEASILET, (TOnDemand) EIRE)

DNS Server Source

DNS H—/\D IP 7 RL ABUS A EEUT O SERLE T,
- [Get Dynamically from ISP © TEZD ISP H*5 BEIHIIC DNS U —/\77 LA EEELE T,
- TUse These DNS Servers| : TEHD ISP DIgE LTz FLAZFERLE T,

Primary DNS Server TZ5AUDNS =D IP 7 RLRAZEATILE T, (TUse These DNS Servers)) ZEiRES
Secondary DNS Server |42 DNSH—/\DIP 7 KL XEASILE T, ([Use These DNS Servers]) BIRES
MAC Address
MAC Address Source | ISP RITOBBIICHEREINS MAC 7 FLAZRELET,
« [Use Default MAC J : WANT R—bD MAC 7 L AZBALET,
- TCloneyour PC's MAC] - IREERL TLWA IV E1—2DOMAC 7 FLAZFERLEY,
- [UsethisMAC] : FBITMAC 7 RL A &EIEELE T,
MAC Address MAC 7 FLA%Z AT LET, ([Usethis MAC] EEIRES)
WAN Physical Setting
Address Mode [Dynamic IPJ E/zl& lStaticIP) #3IRLET,

WAN Physical Setting Domain Name System

DNS Server Source

DNSH—/\D IP 7 KL REGAEZ LU THOSRIRLE T,
+ Get Dynamically from ISP : TED ISP H*5 BENHIIC DNS H—/\7 L X ZEEFLE T,
. [Use These DNS Servers| : TED ISP DIEE LT 7 L AEFERLET,

Primary DNS Server TZARUDNSH—/\DIP7 FLAZEAFILET, (TUse These DNS Servers| EEiREF)

Secondary DNS Server |t/ > 21U DNSH—/SD IP 7 FLAZASILE T, ([Use These DNS Servers ] 5EIREF)
Port Setup

MTU Size MTU f% [Default] (¥JHA(&E : 1500) F/zlE Custom] ICERELF T,

Custom MTU MTU BZIEE L. CHIAD ISP DBEICHITE/I\ T+ IV A EzEtLE T,

Port Speed — FREAEERLET,

- YJHAME : Auto Sense

Savel &7 1) w7 L.

REZBEABLET,
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Russian dual access PPTP (PPTP 5%7€)

Connection Type] T

[Russian dual access PPTP| Z3&R LB EDKE T,

FRussian PPTFP

fddress Mode * Dynamic IP Static IP

Server Address 0.0.0.0

User Mame dlink

Password — |eemes

MPPE Encryption [ e

Split Tunnel [ Tore

Reconnect Mode * flways On On Demand
Domaln Mame System (DN5) Servers

DMS Server Source ® Get Dynamically from ISP Use These DM Servers
MAC Address

MAC Address Source * Use Default MAC Clone your PC's MnAC Use this MAC
Port Setup

MTU Size * Default Custom

Port Speed Auto Sensze v

Cancel

5-9 Russian dual access PPTP [Bim

T OREBEELN DY ET,

) | B9
Russian PPTP
Address Mode [Dynamic IPJ E7zl& lStaticIP) #3IRLET,
IP Address ISPICKWIRHINIIP 7 FLAZ AT LE T, ([Static IPJ 3EIREF)
IP Subnet Mask ISPICRVIRHEINZY T2y RV ZANDLE T, ([Static IP) ZIRES)
IP Gateway ISPICRVIREENTr — b o247 FLREASILE T, ([Static IPJ 3IRES)

Server Address

PPTP T —/\D IP 77 FLRETelE R AA > 2ZE AN LET,

User Name PPTPD1—HUR2ZATILET,

Password PPTP D/NXT— R=E AN LE T,

MPPE Encryption PPTP —/\H' MPPE BEB{t & HR— 9 HIBEIC TONJ [TLET,
Split Tunnel AT 1wk bxib% TONJ Ffzld TOFF) ICLE D,

TONJ |C9 5 & [BUCHEERZ®EA LT VPN &1 V2 —3y FEADEROEREICE ) &I,

Reconnect Mode

AV B=2y FDEEFT— REUTHSBERLET,
- TAlwaysOn | : BlcA V2 —2 vy MCEFHELTOWAREE G £,
- TOnDemand | : —EDEE 7 A FILIREEDEC & BRI EBIMICKT LE T,

Maximum Idle Time

7A RIVEEORABEEAIILET, (FOnDemand ERES)

Domain Name System (DNS) Servers

DNS Server Source

DNSH—/\D IP 7 R L RESAEZ L THOSHIRLE T,
« [Get Dynamically from ISP : ZE2D ISP 05 BEIYIC DNS F—/\7 FLRZES L £ 7,
. [Use These DNS Servers| : TED ISP DIEE LTz 7 L AEFEARLE T,

Primary DNS Server [ 754U DNSH—/\D IP 7 RLAZAFILE T, ([Use These DNS Servers| iR
Secondary DNS Server | £ />4 1) DNSH—/\XD IP 77 L X&Z ASILE T, (TUse These DNS Servers] ZEIREF)
MAC Address
MAC Address Source | ISP BICDEBIICERAENDS MACT7 FLAZEHRELET,
- [Use Default MACJ : WANT R— D MAC 7 RL X ZFERLET,
- [Cloneyour PC's MAC J : IREEHREL TSV E2—2DMACT FLRZFERALET,
- [UsethisMAC | : FEITMAC 7 RLAZIBELE T,
MAC Address MAC 77 FLAZASILET,
Port Setup
MTU Size MTU f% [Default] (¥JHAf&E : 1500) F/zlE [Custom] ICERELF T,
Custom MTU MTUBEIEE L. CHIBD ISP DBEICHITENT+—< v A%@Et LET, (TCustom] 3EIRES)
Port Speed R— PRETEIRLE T, GIHAE : [Auto Sense

[Save] &7 1) w7 L.

REZBRLET,
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Russian dual access L2TP (Russian L2TP 5%7€)

Connection Type ] T TRussian dual access L2TP] #3&R LIzIHEDRE T,
Russign L2TF
fdddress Mode * Dynamic IP Static IP
Server Address 0.0.0.0
User Mame dlink
Password  |aaeas
Secret
Split Tunnel  [Tor
Reconnect Mode ® flways On On Demand

Domain Mame System (DN5) Servers

CDME Server Source

MAC Address
MAC Address Source

FortSetup
MTU Size

Port Speed

* Get Dvnamically from ISP Use These DNS Servers

® Use Default ihaC Clone yvour PC's MAC Usze thiz MAC

* Default Custam

Auto Senze v

5-10  Russian dual access L2TP EBiE
LITOREEEHLNHYET,

1B Btz
Russian L2TP
Address Mode [Dynamic IPJ F7zl& lStatic IP] #BRLE T,
IP Address ISPICKUIRHENIP 7 FLAEASILEY, ([StaticIP J 3EIRE)
IP Subnet Mask ISPICRWIRHEN T TRy bR EADILEY, ([Static IP | ZERES)
IP Gateway ISPlIcRWVIRtE Nz — bz A7 FLRAEASILE T, ([Static IP | 3IRER)
Server Address L2TP F—/\DIP 7 FLRE eI R AL 2EATILET,
User Name L2TP O1—T2&EASILET,
Password L2TP D/INAT—RZANDLE T,
Secret =Ly bEASILET,
Split Tunnel 2Ty kbl TON) Ffzld TOFF) ITLET,

FONJ (95 & RUCEBERZMFEA L CVPN &1 V2 —X v MEADERDNAIREICE ) £7,

Reconnect Mode

AR —=Fy SOBERE— FEZLIID5BRLET,
« TAlwaysOn] @ BlcA a2 —xy MERLTWAREL Y £T,
- [OnDemand] : —EDEET 1 FJVKRELRIC & BEEIEBEMICR T LE T,

Maximum Idle Time

7 A RIVERDRAEZEASILET, (TOnDemand] ZiRE)

Domain Name System (DNS) Servers

DNS Server Source

DNS —/SD IP 77 RL RABUSHEEU A S5HRIRLE T,
- [Get Dynamically from ISP : D ISP H' 5 BEIMIIC DNS H—/\7 L AZEE L E T,
. [Use These DNS Servers] : TED ISP DIEE LTz 7 KL AEFEHLET,

Primary DNS Server | 7254 <1 DNSH—/\DIP 7 KL XZAFILE T, (TUse These DNS Servers]) EEiREF
Secondary DNS Server | £ />4 1) DNSH—/ XD IP 7 L AZ A LE T, (IUse These DNS Servers | 3ERES)
MAC Address
MAC Address Source | ISP BITDFEAIICERENSD MACT7 L AZHRELET,
- [Use Default MAC] : WANT ;R—hFD MAC 7 LR EFERLE T,
- [Cloneyour PC's MAC : IBEERL CWVWA I E1—2DMAC 7 RLAZERLET,
- UsethisMAC J : FBITMAC 7 RLRAAEIEELE Y,
MAC Address MAC 7 FLAZASILE T, (TUse this MAC] ZE4REF)
Port Setup
MTU Size MTU &% [Default] (#JHA{& : 1500) Fzl& Custom] ITERELE T,
Custom MTU MTU {EZEE L. THIFBD ISP OBEICHIT B/ T+ =<V AEmElt LET,
Port Speed R— MREAERLE T, #IHE : [Auto Sense

[Save] &7 w2 L, REEEHLET,




BE5E Ry bhT—7&E (Network)

WAN2 / DMZ Setting (WAN2/DMZ S3%)

Network > Internet > WAN2 / DMZ Setting
WAN2 R— M LT WAN2 E7/zld DMZ DFREZEITVE T,

WAN2 ICERET 2356, BERNAIE WANT OHFTIEE S E%TT, DMZ (DeMilitarized Zone) (&, A&y b T —2 LRy T —2 DR
T2 BNBRY FT—=0 LD T AV FTT, ARy FT—UDhSERERY FT—0D5ET7 747 04— IVEEICL>TRIEE NS 26,

DMZ RITH—N\ZRBT S5 ELTEF1 ) T DREERSD T ENTEET,
1. Network > Internet > IPv4 WAN2/ DMZ Setting DIBICA Z2—% 2 U v o L. LUTFOEEERRLET,

E Network

Metwork = Internet » WAN2 / DMZ Setting

This page allows you to set up vour Internet connection. Ensure that you have the Internet ci
Account Information etc. This information is usually provided by yvour ISP or network administr

1Pv4 WAN2 / DMZ Setting

Configurable Port Setup

Configurable Port @ WAN @ DMZ

5-11  IPv4 WAN2 / DMZ Setting TConfigurable Port Setup ] [
2. [WANJ Ffzld TDMZ] Z#IRLE T,

TWANJ © WAN2 R— 23 LT WAN OFREZEITVE T, WAN ORERBICDOWNTIE TWANT] TOREEB EEFICEYET,

DMZ] : WAN2 7R— MTx LT DMZ DEREETVE T,
3. BRE. RRINAREBEEHDOREZTVET,

WAN (WAN %7 /WAN2)
lConfigurable Port] T TWANJ ZZERLHE. U TFTOEELARRENEKT,

B Network

Network » Internet » WANZ / DMZ Setting

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the |P Addresses, Account

Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WANZ / DMZ Setting

Configurable Port Setup

Configurable Port ® wan O oMz

WAN2Z Setup
Connection Type |Dynamic IP {DHCF) E“
Enable VLAN Tag | OFF

Dynamic IP {DHCP)

Host Name |

Opticnal

DNS Servers (Domain Name System)

DNS Server Source ® Get Dynamically from ISP O Use These DNS Servers
MAC Address

MAC Address Source @ use Defautt MAC O Clone your PC's MAC O Use this MAC
Port Setup

MTU Size ® pefault O custom

Port speed [Auto sense [~

Save Cancel

5-12  IPv4 WAN2 / DMZ Setting [EIH]

TWAN2 / DMZ Setting) T®D TWANJ OFREEBICDWLTIE TWANT Settings (WANT E&E) | EEIEFEEVET, WAN2 R— MCHIT5

WAN DFEFE#1TSITiE TWANT Settings (WANT 3%%) | #8RBLTLEL,
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DMZ (DMZ 5&%E /WAN2)
ABED WAN2 R— h i, €AY 42U WAN A —H R hR— b &feld DMZ R— FELTRETEE T,

DMZ (DeMilitarized Zone) (&, /INT U v ZICA =T THI GBS T 7A T 04 —JWRESNH TRy bT—U T,

DMZ ICE W TBEDR— b/ H—ERCLBAVE2—% v DT 7 ASFHFT L TEH XY FT—7 (LAN) [TIXT7 7 2R EEE0 ) LS tFa
Ura LAV ERHTEET,

Web H—/\RA— L=z E A VE2—2 Y bADT Vv ABEREETBHRANE DMZ %y T —JICEBRET 5 ENHREINE T,

T7AT 04— DIL—IVTIE. LAN RO WAN IADSD DMZ EDIEEY —ER / R— b\DT7 I R%ZEFHB T2 EHNTEET, DMZ /—F
NOWEANY bHFEE LTHE. 249 LE LAN BEEEICE D WV DRTIED Y R A,

DMZEBREIFLANRE EAEFETT DMZAR— ML TUE T — b VT ADIPT7 RLREREDIP 7 FLAZEMNET 5T EUINIPT RLR/ T TRy
hRRATDREICET BHIRITH Y Ao

1. TIPv4 WAN2 / DMZ Setting] E@E® [Configurable Port] ¢ IDMZJ #EIRLE T,

B Network

Network » Internet » WANZ2 / DMZ Setting o Q

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by vour ISP or network administrator.

IPv4 WAN2 / DMZ Setting

Configurable Port Setup
Configurable Port © wWaN @ DMZ

Save Cancel

5-13  IPv4 WAN2 / DMZ Setting [E]E

2. [Save] &7 Uwvo L, REEBEHELET,

[WAN2 / DMZ Setting | < DMZ A1 L1358 DMZ DIREE (T > HEH B Y £ 3, WAN2 K— M THIF B DMZ DRERT S I<Id[DMZ
Settings (DMZ 5%7) | #8BL T EEL,
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WAN3 Setting (WAN3 /3G 1> 2—%v F&E (RYEKR—F))
Network > Internet > WAN3 Settings
ATEE (WAN3 Settings) l&kK— T

FIV—2F 3G A Z—%y T2 RXEFR—FLTVWET, DSRYU—XH3GUSBETLEFERAL T, HHEERAIG AV 2—2Y 774
ADFATEET, RROEREITOICTBERHL SRFEEINE 3G T—42T75 /b\bUDD,_\uIEE#%/?Et@L/Z\Eb\aé NET, BERMH OIRM
TNHEFESE APN HEIBICEFELER T, BREEERTE - RELEE. WAN AT —2XDX— (Status > System Information > Device >
WAN3) D50 WAN3 U7 ZBMIC LT 3G EBARIT 22 EHRIEETT,

1. Network > Internet > WAN Mode DJBIc A Z1—%2 ) v L, ULTFOBEEZERRLET,

B Network

Network » Internet » WAN3 Settings o Q

This page allows user to configure the ISP settings for connecting to a Mobile Internet service. Please check the USB card status on Status-=System
Information-=USB Status page.

WAN3 Settings

WAN2Z (Mobile Internet)

Recennect Mode O Always On ® 0On Demand

Maximum Idle Time |s [Range: 1 - 999]

Mobile Internet Connection Type

User Name |

|
Password | |
Dial-In Number |*99# |
Authentication Protocol iuone .1“
APN Required B
APH iwap.isp.com |

Domain Name System (DNS) Servers

DNS Server Source O Get Dynamically from ISP ® Use These DNS Servers
Primary DNS Server ill 0.0.0 |
Secondary DN5 Server ii) 0.0.0 |
Port Setup
MTU Size O Default  ® Custom
Custom MTU |1SOD [Range: 1200 - 1500] Bytes

‘-‘»ave Cancel

B 5-14 WAN3 Settings EIE
2. WFoEEERELET.

s

ELiE

WANS3 (Mobile Internet)

Reconnect Mode

WUFROFA T 30D 1 DEFERLET,
- TAlways OnJ : H(< 4/¢< Zv MBS LTUOBREL Y ET,
- [On Demand] : —EDESE 77 1 RIVIREENFIK & BRUSBEFITK T LE T,

Maximum Idle Time

7 A RIVEREDRAEEASILET, (TOnDemand) EiRE)

Mobile Internet Connection Type

User Name

G7hADY DI —HEEANILET,

Password

G7HOY bDINAT—RFEANDLET,

Dial-In Number

A2VZ—=RY DT I RTERT 224 VILESEANLET,

Authentication Protocol

SREE 0 b L EIEE L E T, [None) TPAP) [CHAP) D'SIEECTEE T,

APN Required

BEVD ISP #fitlc APN ZEHE LTV B355 TONJ ICLET,

APN

ISP O SRREEEND APN (77T ARA > b)) ZATILET,

Domain Name System (DNS) Servers

DNS Server Source

DNS & —/\ERDFRETE% [Get Dynamically from ISP ['Use These DNS Servers] H538E LE T,

Primary DNS Server TZAR)DNS =D P 7 RLRAZEATILE T, (TUse These DNS Servers | #REs)

Secondary DNS Server LHYAUDNSH—/ADIP 7 RLXEAFILET, (TUse These DNS Servers] EEiRE)
Port Setup

MTU Size MTU fE% [Default) (#JHAME : 1500) F/ztk Custom] ITHRELE T,

Custom MTU ISP EDINT #+# =RV AERBICT D MTUBZIEELE T, ([Custom] 32EIRES)

3. TSave] 71w L.

HEZBERLET,
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WAN Mode (WAN £— FE&E)

Network > Internet > WAN Mode
AEPIE, EHEOWAN ) V0T R— L TVWEYT, —DDR—FTWANEGHARREICE 2THBETEH. 71l —/ b Loa— RN
SUVVIRREIC R . A 2=y N ERIBTAREDY —E X BENICHIRT ST ENTEET,

F—=bT7TANF—NEIO— RSV VI RFERT BHIciE. WAN U IBEERIEZRET 20ENH I ET, NITEA>2—% v b
EDDNS =/ INDT7 VA Efeld A B2 —3w b7 LA (A—TER) D ping LV FBRABRENZENTVE T, BEITGL T U
IO L TV BT EDRONDHBEDY b A EEHD. WAN R—DBE T LTWRHEIDEHIT 2EED L EMBERET 2T EDHTE
ESER

1. Network > Internet > WAN Mode DJEICAZa1—&7 v o L, LTFOEEZFRRLET,

Network » Internet » WAN Mode o °

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is not
excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary WAN
fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode Single WAN port E”

Single WAN port
Use only single WAN port ® WAN1 O waNz O WAN3

Save Cancel

5-15  WAN Mode EH

2. TWAN Mode Setup] @ 'WAN Mode] T WAN U~ OfEfE=#IRLE T,

Single WAN Port (32>% )L WAN ;K— F)
A= b7z AINA—N\FlEO— NS> I%FER LGNS, TSingle WAN Port] AR L £,

1. TWAN Mode] T TSingle WAN Port] Z#RL %9,

B Network

Network » Internet » WAN Mode o °

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is not
excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary WAN
fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode Single WAN port E”

Single WAN port
Use only single WAN port ® want O wanz O waN3

Save Cancel

5-16 WAN Mode (Single WAN Port) [EE

2. XHRO WANR— ~7%& TWANT] TWAN2] TWAN3] H5=2IRLE T,
3. [Save] Z7Uvo L, REZBEALET,
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Auto-Rollover using WAN port (WAN R— b &R LA — bO—IbA—/Y)

AIEE T 1 DDOWAN R—bEA Y R2—2y b STV VRADTZARVA2VE—=2y b)Y ELTHREL. £ 1 DDWAN R—hZEt
AVEVAVEZ—y UV ELTRELET, tAVZ A V2= Y UV IIE BASHDEHTTSARI UV IRED Y LITEEDRT
AL LTERAETNE T, AEEZBENICT 2HIIC. 774U WANR— K/ 2H 241 WAN R— &G ICEEGAD ISP EHREZRE L CHHE
DNV ET, THYHY WANR— I TS5 U WANR— EDZ DY LIEBEDHEREINE T, WINDR— & TS5A< )& LTHERYT
BTEDNTEET, A— b T AINF—N\E— R TCRELTOLHBE. TT7A<YU WANR—MEU 27 20 Vg CaE LIHRREICIELN U > 7 X

T—RRAEFIVIENET,

1. TWAN Mode] T TlAuto-Rollover Using WAN IPJ %3&R L &9,

B Network

Network » Internet » WAN Mode

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is not
excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary WAN

fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode

Auto-Rollover using WAN port |E||

Auto-Rollover using WAN port

Use Primary WAN port

Use Secondary WAN port

WAN health check
Retry Interval is

Failover After

5-17  WAN Mode

2. UTOBEEEZRELEI,

® want O wanz O WAN3
|WAN2 i_'v|
| WAN DNS Servers M|

I:I [Default: 4, Range: 2 -

Save Cancel

[Default: 30, Range: 5 - 999] Seconds

999] Failures

(Auto-Rollover Using WAN port) EIE

HE

i

Use Primary WAN Port

T4V ELTDOWAN R— hEIBELET,

Use Secondary WAN Port

T2ARWAN R— b DE DY LIEBEICERENZ AV Z ) )27 ELTOWAN R— FEIEELE T,

WAN health check

WAN R— M T HRAT—2AF v 7 OFEEZLITHIOERLET,
- TWAN DNS Servers | :
DNS H—/SDDNS )by 7 7y THEFEBLTTZ4< ) WAN DEFGHEEF v 7 LET,
- [DNS Servers] :
ARZILDNS H—/NDDNS )by 77y THERERLTT A< WAN DEFEEF v 7 LET,
- [Ping These IP Addresses] :
TEHING Ping #RITLTT A< WAN DEFEEZF v I LET,

WANT/WAN2/WAN3

DNS Servers| E7zl& Ping These IP Addresses] ZEiR LTz354G. Ping X179 % DNS F—/\Kfeld IP 7 L A%
BELET, WAN3 IZHXYR—FTT,

Retry Interval is

T'WAN health check] Z/L—42DRTT 2EEEEELE T,
. REDIEEEEA 1 5-999 (7))
- #HAME 1 30 (#)

Failover After

TIAIA=IN\DBEITZZETD) VY REEDOEZRE LET,
. REDIEEEHA 1 2-999 ([E)

- WEAE 4 ()

3. [Savel #01)wo L.

Ea—]

aXAE

=BRLET.
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Load Balancing (=Bl VA D))

AREREIC KW . BFRFICIEED WAN U > (BKU. BHD ISP) ZFERT AT ENTEEXT, WANR— MEEHERELE. O— F‘/\‘%‘/:f/'f
2“7/3 NTKY 2DUED) > UIE T T o /'77'&%1:.@“%&9 ICRETAHTENTEELT, Ffew 712—% v M JO—EEILHWVT, &7
O b —EXZE WAN R— MIRY DB, 7abI)VNA > T4 IMERINE T, O— RN\ TE— hb\;&iéﬂ‘(b\é
BE. B&LEESHREAH. TNTDREEH WAN R— b ECERNICERITENE T,

FIV—21E LLTFO7)IVI) X LEFR—FLTVET,
« Round Robin
1 DD WAN R— b DEFEREIMEDIRE & KECBLERBEICHICRITIIEE T, TOHE. BIEODEWT—EX VolP &) ZLUEE
BUVIIGREL. BREDNY VI IZUO Y RN T vy (SMTPGE) IHMEERD) »7ICEREXT B LIIC/O NV VT4 VT EESR
TEET,
« Spill Over
EELELEWMEIGET BHE T, 724U WANAERY 7 & LTHELE T, LEWMBIGELZE. AV A1) WAN HFT LUWEESTICER
TNET, REIA—NAIvTICEY TSARUDSEAVE ) WANICBEIT 77 b\T Y RBEASEENSH. £HV4 ) WAN
[CHTFBA VINT Y RERIE. KE— R THAINET., AEIA—NTE—RTIERDA TV 3 v HRET DT ENTEET,
- Load Tolerance : T DERA®EE (%) ZBATIHE. 774X WAN DS AV A WAN ICEIUED Y £,
- MaxBandwidth: 77 bV RS T4 v 7L TTZ4< ) WAN THRISNABRADEEHBEERELET .

TOMNNOYRNS 0w oD ) oEGHAO—R ML TV ARERE ﬁ’éi@%t\ IW—ZERDEFELH R WAN [TV EZ £,
5l : 7= A4 <1) WAN DRARHEIE 1Kbps, A— K kL= >R 70 DiF
& BIEFETHIED 1Kbps D 70% (CEHET D& FIEDT D |~/\'7/ REssldth >4 WAN ISR 5NET,
O— KNS 7% 1 D0 WAN R— DEFRENMBE KE BERDEEICHICRICIIBEY, TOBE. EEEDT—EX VolP7ixE) A&
UEEREUVIICEEL, BREDNY I IS0 RS T 0wy SMIPRE) IMEED ) VI ICERXT 5L DI /O NTVINA VT 0 V% ESE
TEEY,

Round Robin (S~ FAEY)

1. WANMode] T TlLoad Balancing]) %8R — [Round Robin Z#R LU TOBEEARRILE T,

Metwork » Internet » WAN Mode o o

This page allows user to configure the policies on the three WAMN ports for Internet connection.By configuring both WAMs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to enzure cne I5P is not
excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary WAN
fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode Load Balancing i”

Load Balancing Setup

Load Balancing ® Round Robin O Spillover Mode

WAN health check ‘Nm M‘

Save Cancel

X 5-18 Load Balancing (Round Robin) Em&
2. UTOEEZHRELET,
BHE

Load Balancing [Round RobinJ Z#EERL £ T,
WAN health check WAN R— MIHTBRT—2AF v 7 DBEEZLTHSERLET,

['WAN DNS Servers | :

DNS H—/SD DNS )by 7 7y TEFERBLTTZ4<!) WAN DEGEEEF v 7 LET,
- [DNS Servers] :

FARZLDNS H—/NDDNS JLw 77w THEREBLTT A< WAN DEFMEEF v 7 LET,
- [Ping these IP addresses ] :

TEHAM Ping #RITLTT 214X WAN DA F v 7 LET,
WANT/WAN2/WAN3 DNS Servers| F7/zl& TPing These IP Addresses] %R LTz354G. Ping #2179 % DNS F—/\Kfeld IP 7 K
LRZBELE T, WAN3 IERYR— b TT,
Retry Interval is TWAN health check) %)L —42HRTT 2EEEIRELE T,
- ERTERIAEEDE 0 5-999 (#) / #HAME 30 (B)
Failover After T AT —=IDEMIZBETD) VI AREGDRHERE LET,
SREPIREEE 1 2-999 (B)) / #HAME 4 (=)

SI"]I’:

EE!

3. T[Save] &7 Uwv oL, REEBERLET,
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Spillover Mode (REILA—/INE—F)

1. TWAN Mode] T [load Balancing] %#3&R — [Spillover Mode] #3&RL. U TOEEAZFRRLET,

io=1 A4 —/\E— REFEETZBE. /\— RO 174 70— RAEMNICE D8, /874 —< Y AMETT BB HBY £7,

Hetwork » Internet » WAN Mode o @

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is not
excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary WAN
fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode Load Balancing Iv]

Load Balancing Setup

Load Balancing ) Round Robin ® Spillover Mode

WAM health check ‘WANDNSSENEI’S &”

Retry Interval is ED | Default: 30, Range: 5 - 999] Seconds

Failover After 4 [Default: 4, Rang - '999] Failures
Spillover Configuration Setup

Load Tolerance [80 | [Default: 80, Range: 20 - 8

Max Bandwidth

X 5-19 Load Balancing (Spillover Mode) [Bim
2. UTomBEERELET,

EH | B8
Load Balancing Setup
Load Balancing [Spillover Mode] A#IRLE T,
WAN health check WAN R— MIHT BRT—2AF v I DBEAZUTHSEIRLET,

- TWAN DNS Servers] :

DNSH—/ XD DNS )by 77w FTHERFERLTT A< ) WAN DEFMEZF v 7 LET,
- [DNS Servers] :

ARZLDNS Y—/XDDNS )by 77w THEFERALTTZA4< ) WAN DIEFRIEEF v 7 LET,
- [Ping These IP Addresses ] :

TEHAM7G Ping &R1IT LT T2/ WAN DEFEEF T v/ LET,

WANT1T/WAN2/WAN3 TDNS Servers] #7zid Ping These IP Addresses] Z3#R LTci5E. Ping ZE179 2 DNS F—/\Elg P 7 F
LRZIEELE T, WAN3 [ERYR— b TT,
Retry Interval is TWAN health check] Z)L—42HRITT 2EEEIRELF T,
- RED f. 5-999 (#)
- FIEAfE 1 30 (B)
Failover After 7 14)M—/ \b\ﬁxjj GAHRETCDI VI REGDEMZRELET,

REFTAEERMA 1 2-999 ([E)
. *)JHME. ()

Spillover Configuration Setup

Load Tolerance =2 E 1) WAN IS Bh28AHEE (%) ZIEELET,
Max Bandwidth TZ54<) WAN TEFRl SN AR ARDEEEERELE T,

HEIEDENAIE Tbps) TMbps] Kbpsl h5FEELET,

3. [Savel #71wvo L, REZEALET,
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SIM Card Authentication (SIM h— FE3:5E (kY ER—F))

Network > Internet > SIM Card Authentication

KIV—2IESIM A= REYR—FLTVEY, SIMA—RFOXOY MIEVIESEFEOTY 1—ILEREITNE T, SIM H— FOREEICL > T, 3G
EAGHYIR— b ENET, 412 —% v FOFBERBRT ZICIE. B Y MISIMA—REFEAL, PINI—RFEAHDLTSIM EZ#RLET,
ABRERY K- TT

1. Network > Internet > SIM Card Authentication DIEIC A —a—%7 1) v o L, UTOBEEERRLET,

B Network

Network » Internet » SIM Card Authentication e @

Mobile Internet is not available

This page allows you to unlock the 5IM card by entering the SIM PIN

SIM Card Settings

SIM
5IM Card Status Not Available

5-20  SIM Card Authentication Bl
2. UTDEEAE®RELET,

EH SRR
SIM Card Status SIMA—RDRFT—%2Z (Avy /By o/ TOvy) AERRENET,
Enter SIM PIN SIMA— RO Y7 ENTWVWEEHEAICRRENE T, PINO—F 4-8#H10%=F) #ASNLTSIM A— REERLE T,

SIMA—RAOY ZENTWVWBRIHE, 2TOxRY hT—=75—EXRNTOv7ENET, BNV E2—% v FRU
SMS —ERZEFIBT BICIE SIM A— FDAY ¥ RS 2ELHVET,

3. [Save] &7 Uwv oL, REEBEHLET,
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Routing Mode (JL—7F 1 V5 E— FERE)

Network > Internet > Routing Mode

LAN & WAN REIDIL—7 « > 1k, RIV—ZHDWEBA V2 T 1 —ATRIETED N T T4 v U ZNIBT B HECHEREZ T,
T=bIIADIV—T 14 VTE—FIE BEELAN EA Y 2—2y bED ST 4w 7O—DEWEICEIT 227 RV ET,

W—T7 4V E—FDERE
UTFDIV—7 1 T E—RICDODWTCERBELE T,
NAT or Classical |

[Mransparent |
[Bridge

B NATor Classical (NAT/ 252 AHIVE—F) DFRE

Classical )L—F « I Tl BYET 747 74— IVDREDNEZENTWVWBIBEE. LAN EOFT/N\A AUE/INT Vv IPT7 RLATAVEZ—%v bk
DOEET VAT BHENAETY, THRDISPHASIVE1—2/FT/)INAZAABITIP 7 RLADEIWEHTESNTWSIBEIE. [Classical] #3HRL
F9. NATIZLAN DIEHD OV Ea1—2h0 1 > 2—% v MEGARB TERRMTT, LAN LOOAVE 1421k T7S5A4X—=Fr] DIPT7 FL A&
EAEFERAL. —A. IL—ZDOWANKR— M1 20D [T J w71 IPT7 RLATEREESNE T, NATICK > THEFEOHEDRIREICEZ D IEFD. WERD
P7RLAEAYZ—%y b EDQDOAVE1—2ZHSRTTENTEXT, ISPICKYEYHETENZIP 7 FLAN 1ERITDFE. NAT ARAEICE
WEY, )V—2BARATESTAAE1—2F. T7AXR= Ty DS IPT7 RLRAEE) B TOSNZRELNH Y ET,

B Network

Network » Internet » Routing ° °

This page allows user to configure different routing modes like NAT or Classical, Transparent and Bridge Routing.The Routing mode determines how
traffic is handled when received on one physical interface. NAT or Classical is the most common application for most routers, and allows you to hide
internal LAH IP addresses from internet devices. Transparent mode does not perform NAT and lets you bridge traffic between the LAN and WAN.In Bridge
Mode traffic between LAN1 and WANZ is bridged and NAT will be done for WAN1 and rest of the LAN ports.

Routing Mode
Routing Settings
Routing Settings ® NAT or Classical O Transparent

NAT vs Classical routing for each WAN
NAT with WAN1

NAT with WANZ

I ils

Save Cancel

5-21  Routing Mode - NAT or Classical BimE

UFOBEEERELET,
1EE B!
Routing Settings MAT/ 7 53 HIVE— REBMITT BITiE. TNAT or Classical | Z#R LY,
NAT with WAN1/ WANT/WAN2 D NAT & TONJ E7fzl& TOFF] (Classical) ICLE T,
NAT with WAN2

[Save| 71w L, REEZEALET,
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M Transparent GEBE—F) OFE

BB —T 4 TE— FOBENTHEHEE. LAN E WANDREID b Z 7 4 v ZICNAT IERITENEE e 7747 74 —IVETEIE VPN R 2 —IT
FOTTAINAENIZNGZE, LANA VAT I —RICEETZ70—RFv AN/ RIVFF VAT MEWANICZAA v FENET, WDIFE
BEHETT, LANEWANABLT7O— RFFv X b RASVICHZEEIE BBE— FERIRLET, ThUCEY. IL—2TRTITB N T1v D
BROMDER ST 1 v 7 EBRE. LANDSWAND S T4 v BRUOWANDSLAND ST 0w 7 &ETU v IFTEHTENTEELET, LAN
EWANABICTAO—= R+ v X b RASVICHDHE. AEROTXTOBENEBE— FTHR— bENET,

B Network

Network » Internet » Routing ° °

This page allows user to configure different routing modes like NAT or Classical, Transparent and Bridge Routing.The Routing mode determines how
traffic is handled when received on one physical interface. NAT or Classical is the most common application for most routers, and allows you to hide
internal LAN IP addresses from internet devices. Transparent mode does not perform NAT and lets you bridge traffic between the LAN and WAN.In Bridge
Mode traffic between LAN1 and WANZ is bridged and NAT will be done for WAN1 and rest of the LAN ports.

Routing Mode

Routing Settings

Routing Settings O NAT or Classical @ Transparent

Save Cancel

5-22  Routing Mode - Transparent [EH

MTFOmEEZRELET,
bi=[= Bk
Routing Settings EBE— FEBEMCT BITIE. MMransparent) ZERLEKE T,

Save] Z#7 Uv o L, REZBEABLET,

B Bridge (F7U YT E—F) OFRE

TV IE—=RIb—T 4 VITDEMNNCTEZ ERIDYEELAN R— &tV 2 WAN/DMZ(R— R ) A V2T T—ADBL AV 2TT ) wvIEn,
SRRy bT—OPMERENEK T, D LAN R—FETSAT U WAN (WANT) 1ZZ2DT )y IYDO—EBCldEWL e, Ib—2IETNSDDR—

MTHTBNAT TNNA RELTERLET, LANR—F1THELOWAN2/DMZ A V271 —ADT )y IE—RTIE L2/137A—RKFv A~ b
Z74v7&EARP/RARP /Ny FANEBLE T, WAN2ANZINRE NS T 0 v i aZETHE. /N7y FHALANR— M1 4227 1 —XTEREE
NBFINCR T ERDBEIBRENE T,

Hetwork » Internet (IPvd) » Routing 0 @

Thiz page allows user to configure different routing modes like MAT or Clazzical, Transparent and Bridge Routing. The Routing mode determines how

traffic iz handled when received on one physical interface, MAT or Classical is the most common application for most routers, and allows you to hide
internal LAN IP addresses from internet dewices, Transparent mode does not perform MAT and lets you bridge traffic between thelAM and Option.In

Bridze Mode traffic between LANY and WANZ iz bridged and MNAT will be done for WANT and rest of the LAN ports,

Routing Mode

Routing Settings
Routing Settings M&T ar Classical ® Bridge

Bridge Mode Setup

Bridge Interface [P Address |D 0.0.0 |
DIWZ interface |P Address [17217.100.254 |
Subnet Mask |255 255 255 255 |

MAT vs Classical routing for eqch WAN
MAT with WARN1

5-23  Routing Mode - Bridge [EiE

Network > Internet > WAN2 / DMZ Setting BT © DMZ % 34R L7258 0d+. [Bridge) DEEAFTENET,
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UTOEEZRELE T,

EH

i

Routing Settings

Routing Settings

Ty IE—REEMCT BITIE [Bridge) ZFIRLET, TV v IE—RIL—T 1 VIDBENTHHIHEE. U2
LAN R—hR 1&2AYHU WANDMZ 4227 2—=RUEBWT ST 4 v IR T 1w IENWANT D LAN R—
JT L TIENAT BARITENE T,

=71 > F—F (NAT or Classical. Transparent, Bridge) #ZBLzHE. IXTDA /NI RT 7
AT O+ —IVIL—IVHEIBRENE T,

Bridge Mode Setup

Bridge Interface IP Address | 7w AV 2T71—XDIP 7 FLAZANILET,

DMZ Interface IP Address DMZA AR TT—ADIP 7 RLAZASLET,

Subnet Mask IRy FRAVEADLET,
NAT vs Classical routing for each VLAN
NAT with WAN1 | WAN1T @ NAT & TONJ F7zl& TOFFJ (Classical) ICLE T,

[Save] 71w L.

REZBERLET,

IP Aliasing (IP =AY 7 R5&7E)
Network > Internet > IP Aliasing

PIAUT7RT7 RLAZHRELET,
R—MITA VT RZEMNT 2 ET B—DWAN A —T Ry hR—MIEBDIP 7 FLATT7 7 €ATEELT,

1. Network > Internet > IP Aliasing DJEICA Z2—%& 7 v 7 L, UTOBEEARTLET,

E Network (:-DJ VPN % / Qo Maintenance

Network = Internet =» I[P Aliasing o e

This page displays the configured IP Aliases on Option interfaces . User can also add, delete and edit the IP Alias also.A single Option Ethernet port
can be accessed via multiple IP addresses by adding a alias to the port. This is done by configuring IP Alias.

IP Aliasing List

Show | 10 E entries [Right click on record to get more options] | Q; |
] T
| Port ] || IP Address 9J| Subnet Mask =]
No data available in table
Showing 0 to 0 of 0 entries | First | Previous || Next » || Last ,

Add New IP Allasmg

5-24  |P Aliasing B

2. IPIAUTRZEMT 5% TAdd New IP Aliasing] =7 w7 LUTOEEZRRLE T,

IP Aliasing Configuration o

Interface

IP Address

Subnet Mask

® WAN1 0 WAN2

5-25  IP Aliasing Configuration [EjE

3. UTOEBEEZRELETT,

EE EA
Interface PIAUTRERES HA 27 T—A% [WANTJ TWAN2 | H5EIRLET,
IP Address PIAUT7ADIP7 FLAZEHRELET,
Subnet Mask PIAVTADY T2y FRAVERELE T,

4, TSavel 27 )vwo L, REEBRALET,

EIILEFMIPTAUT7RX

(&, IP Aliasing BIEIICRNENE T,

a7 v L. Tedit) (#8&). Delete] (HIFR) ZRITTCEXT,
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DMZ Settings (DMZ 3&7E)

Network > Internet > DMZ Settings
WAN2 R— 7% DMZ ITERE L T\ BI58. ABE T DMZ OREZTOLEDNHVET,

ig=f DMZK— hZRET Bresblcid. Network > Internet > WAN2 Settings / DMZ Setting T WAN2 K— h (¥ LT [DMZ) &EBERICT 248
EHHYET, [IPv4 WAN2 / DMZ Setting] EE® [Configurable Port Setup| T. WAN2 ;R— FDEREICT TDMZ) #ZIRLE T,

1. Network > Internet > DMZ Settings DIBICAZa1—%7 1) v o L. UTDOBEEAFRRLET,

B Network

Network » Internet » DMZ Settings 0 o

The De-Militarized Zone (DMZ) is a network which, when compared to the LAN, has fewer firewall restrictions, by default. This zone can be used to host
servers and give public access to them.DMZ setup is similar to the LAN TCP/IP options. The network subnet for the DMZ can be different from the LAN,
and firewall/VPHN policies can be customized for the DMZ. The DMZ is typically used for network devices that you wish to expose to the internet, such as
FTP or mail servers.

DMZ Settings

DMZ IP Address
IP Address [172.17.100 254 |

Subnet Mask [255.255.285.0 |

DHCP for DMZ

DHCP Mode O Mone  ® DHCP Server O DHCP Relay
Starting IP Address ‘172 17.100.100 |

Ending IP Address [172.17.100.253 |

Default Gateway [172.17 100 254 |

Domain Hame ‘DLmk |

Lease Time 24 | [Range: 1 - 262800] Hours

Primary DHS Server

\
Secondary DNS Server ‘ |

WINS Server

Enable DNS Proxy m

5-26  DMZ Settings [BimE
2. PoEEZERELET,

BHE Bl

DMZ IP Address

IP Address DMZLANIP 7 FLZREAFILE T,

Subnet Mask LERDIPTRLADY TZ Y FRAVEATILET,
DHCP for DMZ

DHCP Mode - INoneJ : DHCP #gex ot L£ 9,

- [DHCP Server] : v b T —2 ETAR)V—2% DHCP —/N& L THEARALE T, DHCP H—/VERERELE T,
- [DHCPRelay] : v T =2 EDDHCP 7 547> M. BB TRy FDDHCP —/\HD'5 IP 7 KL AFEET
BHTENTEEXT, DHCPRelay R LIEHZEIE. UL—F— oz A/EREZASILET,

Starting IP Address 7 RLUREEORBIP 7 FLAZEANDLET,
DMZITBIMT 2#H LWWDHCP 7 247> M. D7 FLAEHATIP 77 FLAMIGEENE T,

Ending IP Address 7 KL AEEDKRT IP7 FLAZEANDLET,
DMZIZ8Md 5 LLNDHCP 7 24 7> M. TOT7 RLREHERNTIP 7 RLAMIEENE T,

Default Gateway TIHIVNT— b TAD7 FLAZIBELE T,
DMZIZBMd 2 LLNDHCP 7 54 7> Mald. 774 M TF— b0z A L LTTDT RLABMIEENE T,
Domain Name FAA BT ATILET,
Lease Time P77 RLABT A7 > M) —AENSHAM (B0 BB ZRELE T,
Gateway [DHCP Relay| BHREFICRRENE T, [DHCPRelay) 7 — b A ZEELE T,

Primary DNS Server | DNS 7OF Y HAEMMEENTWSHEEIE. TZAUDNSH—/\DIP 7 FLAZATILET,

Secondary DNS Server |DNS 7OF U HEIMELENT WS HEIE. €AY AU DNSH—/NIP 7 RLAZATILET,

WINS Server DNS 7EF U HBEMEENTLEHEIF. WINST—/XDIP 7 FLA ZANILET,

Enable DNS Proxy FONJ ITL T, DNS KU (Ffzkd) WINSH—/NIP 7 RLAZFEHTHRELE T,
I LicHma. RIV—2DLANIP 7 RLADNY T4 7> D DNS H—/ V& LTEIU H TSN, JL—2IE ISP 55 DNS 15
HREEELET,

3. Tlsave] #7Jv oL, REZEALET,
70
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DMZ DHCP Reserved IPs (DMZ DHCP DF# IP i27E)

Network > Internet > DMZ DHCP Reserved IPs

DHCP H—/\Tld. XY FT—ZEDDMZ 7 ZAT7 > ML, 2547 FDOMACT RLARKRUEIWHUTIP 7 RLAEFRELTFHIPREE
TO2TEDNTEEYS, VATV MDDV I IANEZRIFEIV—21E. T—2ZX=ADMACT RLAVANETZAT > D MAC T R L A% HE

BLET, 7T ERX—XATZDAVEL1—2FRFT/INARITIP T FLANT TICEY HTONTWEHEIF. AAEIAXENIP 7 FLR
DEREENE T, TNLUNDIBEIE. DMZDHCP =IO S BERICIP 7 FLAD Y SA4 7Y MBI HTENET

1. Network > Internet > DMZ DHCP Reserved IPs DIBIC A —a1—%2 7 v o L. UTOEEZFRRLET,

o 2
{.’.‘ Maintenance

E MNetwork

Metwork = Internet » DMEZ DHCP Reserved IPs (7 <)

This page allows user to configure the reserved |IP Addresses for the DHCP Server configuration.In order to ensure certain DMZ devices always
receive the same IP address when DHCP iz enabled on the DMZ, bind the DMZ device's MAC address to a preferred IP address. Thiz IP address will
only be assigned to the matching MAC address.

DMZ DHCP Reserved IPs List

Show | 10 ! entries [Right click on record to get more options] , |
| 1P Address | MAC Address & | Status o

No data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Next , || Last ;|

Add New DMZ DHCP Reserved IP

5-27 DMZ DHCP Reserved IPs [BIE
2. [Add New DMZ DHCP Reserved IP] &2 1) w2 LTUTOEEREZHRRLET,

DMZ DHCP Reserved IPs Configuration o
DMZ DHCP Reserved -“", "7 l
IP Enable
IP Address i 1

MAC Address

Save

5-28 DMZ DHCP Reserved IP Configuration EE
3. UPomEZERELET,

15H B
DMZ DHCP Reserved IP [ONJ [CLC DMZDHCP #91P 7 KL ADEFEBMLET,
Enable
IP Address TINARCOYBTBIPT7RLAEASILEYT, CDIP7 KL AL DHCPEREDEBIP 7 FLA T IPT7 KL
ADEHFEANTHRET 2HEL DV ET,
MAC Address TINAZDMACT RLRABEASLET, Ooxoxxaxxaxxxxxx FEEZL)

4. [Save] #o v oL, REABEALET,

BILEFHIP 7 KL X, DMZ DHCP Reserved IPs BIEICRTENE T,
B2 Uw L, TEdit) (fRE). Delete) (HIFR) AR{TCEET,
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Dynamic DNS (4« # X v ¥ DNS &%)

Network > Internet > Dynamic DNS

ZAF 2w DNS DREICDVTCHBLET,

24+ = w7 DNS (DDNS) (& EGI/NT Y v ZIPT7 RLREFDIV—2P AV A—2y FDRAAVEEFERLTESRIT AT ENTES M2 —
v hDY—EZATY, DDNS HERT B7cdlTid. DynDNS.org. DIinkDDNS.com & fzid Oray.net 75 £ DDNS 7E/NA R TT7 AT > b a4y b
Ty T RRENSDYFT,

REITSC T EWANICEGE S DOONS H—ERAEFRECELT T, REHDT T T HEWANIP 7 FLRITHIF 2 DDNS H—EXDEBEAEFHINE T,
ZhUTKY . FQDNBHETIL—2D WAN (TS T AHEEENELWIP 7 L ZAZE L KDICREESNE T, DDNS H—E R KA M. BLKURFAT
VETTHAIY M ELy b7y T R5E. A—FE AT — R BLUTAIVEA—ROYR—RATHD Y b TONA AL > TREENE T,

1. Network > Internet > DynamicDNS DJEIC A Za2—% 2 ) v L. LFOEEEZFRRLET,

B Network

Hetwork » Internet » DynamicDNS » Dynamic DNS WAH1 Settings @

Dynamic DHS WAN1 Settings | Dynamic DNS WAN2 Settings | Dynamic DNS WAN3 Settings

Dynamic DNS (DDNS) is an Internet service that allow routers with varying public IP addresses to be located using Internet domain names. To use DDNS,
you must setup an account with a DDH5 provider such as DynDHN5, D-Link DDNS, Oray etc.

Dynamic DNS WAN1 Settings

Status
Current WAN Mode use only single WAN port WAN1
DDNS Status DDN5 is disabled

WANT
Dynamic DN5 Service Type DynDNS E|
User Name | ‘
Passwaord | ‘
Host Name | ‘
Type |Dynamic M!
Wildcard [ e
Use external (NAT router's) IP address [T
Force Update Interval |1E| ‘

[Range: 1 - 30, Default: 10 Days]

5-29  Dynamic DNS > Dynamic DNS WANT Settings &2 I

2. DDNS #5&EY B WAN D42 7% [Dynamic DNS WANT1 Settings | Dynamic DNS WAN2 Settings JDynamic DNS WAN3 Settings |h5&R L £ ¢,

3. [Dynamic DNS Service Type Hh*5 DDNS DFE$EA 3R L Ed, [Dynamic DNS Service Type] MU FICRRENSIBEIK. 3R L7z DDNS (c LW
HBizV&ET,

4., TOEBZERELET,

BE | 5198

Status

Current WAN Mode HHED WAN E— RICTDWTERRLE T,

DDNS Status REOHGERRERTLET,
WAN1

Dynamic DNS Service Type | 24 7+ = w5 DNSH—EZADZ 1A THUTHSERLET,

[DynDNSJ D-Link DDNSJ FreeDNSJ INO-IPJ 3322.0rg] [Custom ] [Oray]

User Name DONS D1—H&&EANLET,

Password DDNS D/SRT— RZEATILE T,

Host Name DDNS DRR b &HEANDLET,

Type RAbDOFEEEIEELET,

Wildcards T RA—REFAILET,

Use external (NAT router's) | 488 (NAT JL—4) DIP 7 FLRAAEBELE T,

IP address

Force Update Interval NG EE Y 7 — MR (B B) ZIRELE T,

URL DDNS DA AZ LN URL ZI8E LT,

Additional DDNS Options  [1810> DDNS # /< 3 > &3gE LE 9,

Oray UserType Oray DA—FENFRENE T,

Oray Domain Oray D RAA VHAFRRENET,

5. [Save] &#7Uwv oL, REEEBLET,
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Traffic Management (F5 7 v V&)
Network > Internet > Traffic Management

FST 0y O BEBOREETVET,

Bandwidth Profiles (i@ 707 71 Jb)

FEHETOT 7 AIUICE Y LAN DS WANT T E WAN2AD 57 v 7 7O—ZRETEE T, AEEE. DX MERE IEF BB EED
BVLTEENE LT, BEEED AN I—Y (FX MERIGHTIP $—EX7EE) 5 WAN OFEEE 5B LEWT EEREET Scdici&icirs
ESE

HEE T O 7 7 IVERE TIE. GUINIC K2 HIEERI eI L RIS A —2FEERT 2707 71 )VOBMETTVWET, TD% 7077
ANWENZ T4y 7L RICBEENIT AT ENTEET, ThicE, ELI7A2E—HTEHIS T4y 7L THRERTO7 7 IVHBAEN
£, [CLo2) LlE EREFHOGEERZ NV ATSH IPT FLAPT—EREV 2 EREZE®KLE T,

1. Network > Internet > Traffic Management > Bandwidth Profiles 2 JDJBIC X =1 —%#2 1) v o L. UTOBEEARRLET,

g Metwork

©

Hetwork : Internet = Traffic Management = Bandwidth Profiles o

Bandwidth Profilesz | Traffic Shaping | Bridee Bandwidth Profiles | Bridze Traffic &

Bandwidth Profiles

Enable Bandwidth Profiles m

Cancel

Bandwidth Profifes List
Shaw entries [Right click on record to get more optians ] [ L4} ]

Ay Lo

BEE Medium

[stels High

Showing 1 to 3 of 3 entries || First _' | Presdods [ 1 | Mext . || "Last )

dwidth Profile

5-30 Bandwidth Profiles > Bandwidth Profiles 2 7 &
2. WEWETOT7AILEBEICT BBEE. TEnable Bandwidth Profiles| % TONJ (€ L%,
3. [Save] &7 Uwv oL, REEBEBLET,
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Add New Bandwidth Profile (& LWNVSEIET 07 7 1 IVDYERR)
1. TAdd New Bandwidth Profile] &% 1) v o LT TOEEARFRRLET,

Bandwidth Profile Configuration o

Name

Policy Type

WAN Interface

Profile Type
Minimum Bandwidth Rate

Maximum Bandwidth Rate

5-31  Bandwidth Profile Configuration &F
2. UTFomBEEHRELET,

HE B
Name o7 AIVEEANDLET,

TOBAFIE. RELTOT 74 E NS T 0 v o L7 ZICEEMT B IzdICERINET,

Policy Type MOutbound (77 ~/\ > R) Ffzld Tnbound] (4> /N> R) ZERLET,
WAN Interface [Policy Type] A TOutbound] DHBEITTOT 7 A )V A BHER TS WAN 4 2 71— A& FIRLET,
LAN Interface [Policy Type) A Tnbound) DHBEICTOT 7 A )V AREE[SIFTS LAN A 27 1 —XA%EBIRLET,
Profile Type MPriority| (B4ERE) Ffzld MRate) (L—F) ZBRLET,
Priority [Profile Type] T TPriority] (BSE) #IRLIZHE. Tlow) (K). Mediuml (). THighl (&) H53IRLET,
Minimum / Maximum | [Profile Type] T [Rate] (L— k) EBEIRLIEGZE. TOTOT 7 A IVHAFA T 5RNPLUORADFHRAEELE T,
Bandwidth Rate

3. [Save] Z7Uv oL, REZEBLET,

B LicsEEiE 70> 7 )ik, Bandwidth Profiles > Bandwidth Profiles Z JE®EICER -ENE T,
a7 0w L, TEdit) (B%). Delete] (HIFR) ZRITTEET,
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Traffic Shaping (F>71v o —E>VY)
ER LT 7 07 71 )UiE. LANDS WANAD M7 0w 7 7O—ICEEMIFHZENTEET,
oD v ORI ADREICKY . BHRERTOT 7 AV LTLAN b ST 10w TDRA TRV — XD 2170 E T,

1. Network > Internet > Traffic Management > Traffic Shaping Z 7DJBICA Z1—% 7 v L. ULTFOBEEEERRLEY,

B Metwork

Hetwork = Internet = Traffic Management : Traffic $haping 9 Q

Bandwidth Profiles | Traffic Shaping | Bridge Bandwidth Profiles | Bridge Traffic Selectors sion Limiting

This page shows a list of traffic selectars, Traffic selectors are service based rules towhich user can attach bandwidth profiles.,

Traffic Selectors List

Show entries [Right click on record to get more options ] 9 |

ARY IP Ay

showing 1 to 1 of 1 entries | First | Previous | 1 [Mext ;s || Last 4

Add New Traffic Selector

5-32  Traffic Management > Traffic Shaping 2 7 Em&

Add New Traffic Selector (F>7 1w ¥t Lo 2DIER)
1. TAdd New Traffic Selector] &7 w27 L. U TFTOEEEHRRLET,

Traffic Selector Configuration o
Rrailabls Profiles [aan v
Service |ANY E|
Traffic Selector Match Type |IP E|

IP Address | |

Subnet Mask | |

5-33  Traffic Selector Configuration [EimE
2. UTPomBEERELET,

=[S Bt
Available Profiles EERAHDBIERTOAT 71 IVEERLE T,
Service WREY AU —EXERRLEY,

Traffic Selector Match | 7O 7 7 1 IV EBR T BIFEICT 1 IL2 T 5/85 A —42 (IP. MAC Address, Port Name, VLAN) ZE&L &9,
Type

IP Address [Traffic Selector Match Typel (Z TIP) Z3&R LTe35E. TO7 7 A IWCHHTIF5Y —X P 7 RLAZ AT LE T,

Subnet Mask [Traffic Selector Match Type I [1P) ZBHRLIIFE. Y72y bRAVEZANDLET,

MAC Address [Traffic Selector Match Typel (Z TMAC Address) Z3ZR LTe356. TO7 7 A IUKHHTIT 5 Y — X MAC 7 RL A &ZE AN
LET,

Port Name [Traffic Selector Match Typel (Z lPort Namel] ZZEIRLTeHE. A7 7 MUK 2 R— M EZEIRLEK T,

VLAN [Traffic Selector Match Typel (Z TVLANY ZZIRLTEI5E. 707 7 A JUICHHTIF 5 VLAN ZEIRL £ 7,

3. [Save] Z7Uvo L. RE=ZBALET,
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Bridge Bandwidth Profiles (7)) v &g 7 07 7 1Ib)

AEETIET Vv VEEE IO 7 A IVDREETVET, ITNS5DTOT 74 )bi& [Bridge Traffic Selectors) DERERICHERAINE T,
TVwI NS Ta v o EFETETET REBREDI—FHAT ) v IEEEERE LENKSICLET,

Ty VEEIET 07 7 A SR BT BIA. /\— R T 74 70— RAERIC A BT, 1374 —< Y AMETT BEANBUET,

1. Network > Internet > Traffic Management > Bridge Bandwidth Profiles 2 JDIBIC A =2 —%# 7 1) v o L. UTOBEEERRLET,

Hetwork : Internet » Traffic Management : Bridge Bandwidth Profiles 0 o

Bandwidth Profiles | Traffic Shaping | Bridse Bandwidth Profiles | Bridee Traffic Selectors ssion Limiting

This page shows the list of configured bridge bandwidth profiles, These profiles then can be used with the bridge traffic selectors, With Eridge
bandwidth profiles wou can shape and regulate the bridge traffic. Thiz iz useful to ensure that low priority uzers do not monopolize the available
Bridge bandwidth for cost-zavings or bandwidth-priority-allocation purposes,

Bridge Bandwidth Profiles

Enable Bridge Bandwidth Profiles E,! |

Cancel

Aridee Bandwidth Profiles List

[ ———
Show | 10 v |entries  [Right click on record to get more options ] a |
Ay Lo
Showing 1 to 1 of 1 entries fEirst. || | Prewious | 1 | Mest 5 || Last

width Profile

5-34  Traffic Management > Bridge Bandwidth Profiles % Z &I
2. BEETO7T 7 A IVEBMICT Bi5EIE. [Enable Bandwidth Profiles) & TONJ (L% 9,
3. [Save] 7 Uv oL, REZBEALET,

Add New Bridge Bandwidth Profile (7)) v J&iditg 7' 07 7 1 JLODEN)
1. TAdd New Bridge Bandwidth Profile] =2 1J w7 L. LTFOEEZFRRLET,

Bridge Bandwidth Profile Configuration °
Name | |
Policy Type | Outbound lz”
Profile Type |F‘r|'orily Iz”
Priority |qu Iz”

5-35 Bridge Bandwidth Profile Configuration B
2. UroEEZERELET,

HE Btz
Name o7 AINBEANDLET,
Policy Type fOutbound (77 kN> R) Efeld Mnbound] (4 I\ R) #FERLEY,
Profile Type MPriority| (B4RE) Ffzld MRate) (L—F) ZERLET,
Priority IProfile Typel (T [Priority) (B4E) Z&IRLIZHE. Tlow) (). TMedium) (). THigh) (&) HSEIRTEET,
Minimum / Maximum | [Profile Type] I Rate] (L— k) EFEIRLIEBE. TOTOT7AIVHAHFA T HRNPLUORADFHRAEELE T,
Bandwidth Rate

3. [Save] &7 Uwv oL, REEEBLET,
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Bridge Traffic Selectors (ZUv I b5 T7 4 v o€ LI 3)

ER LT D) wIBER 07 70 JVIE. TLANPort-11 A5 TDMZ] "D S 74 v 7 7O—EEEDIF A ENTEEXT,
b4 v oL ZDREICKY . BEHETOAT 7AINTHLTT VYD b ST 4y I DEA TRV — XM ZITNE T,

1.

Network > Internet > Traffic Management > Bridge Traffic Selectors Z 7DIEICA Z2—%& 7w o L. UTFOBE@EAZRRLE,

Hetwork = Internet : Traffic Management = Bridge Traffic Selectors 9 0

Bandwidth Profiles

Traffic Shaping | Bridge Bandwidth Profiles | Bridze Traffic Selectors on Limiting

This page shows the list of static routes configured on the router, User can also add, delete and edit the configured routes . Use this page todefine
static routes, Be sure to enter a destination address, subnet mask, gateway and metric foreach configured static route, The Interface dropdown
menu will show all available configured wired interfaces on the router as options., Once a bridge bandwidth profile has been created it can then be
associated with a traffic flow from the LAMPort-1 toDMZ, Bridze traffic selectors are elements like IP addresses or services that require their
outbound traffic to be regulated.

Bridge Traffic Selectors List

Show | 10 ¥ lentries  [Right click on record to get mare options ] A |

AR IP Ay

Showing 1 to 1of 1 entries {First || | Prewious:| 1 [Mewt 5 || Last g |
5-36  Traffic Management > Bridge Traffic Selectors 2 ZE|E
Add New Bridge Traffic Selector (7 v 571 v LT ZDIER)
1. TAdd New Bridge Traffic Selector] #2 Jwv 7 L. UTOEEmEZFRRLET,
Bridge Traffic Selector Configuration °
huailable Profiles
Traffic Selector Ahateh Type
[P Otdess L 1
Bulbrcts i L 1
5-37  Bridge Traffic Selector Configuration [EIE
2. FITav LT AREE. UTOREEEALTLAN bS 70 v IR A TEIGFETICHIETO T 7 1)L ABY HTET,
HHE rEA
Available profiles EEAHDEIE AT 71 IV EERLET,
Service BARAYTAY—EXERRLET,
Traffic Selector Match | S3giig 707 7 A IV Z BRI HBEICT 1 ILR2 T2/ A—%5 (TIP] Ffzld TMACYH) ZEELE T, LAN EDIEER > >
Type & IP 7 RURAEE MAC T R L RARBRTHEBIENE T,
IP Address [Traffic Selector Match Type] (T TIP] Z& R LTe1EE. TO7 7 A IWCHHTIF5Y —X P 7 RLAZ AT LE T,
[Traffic Selector Match Type | TIP) ZEHRLcBE. T XY bRV ZANDLET,
MAC Address [Traffic Selector Match Typel (Z TMAC Address] Z3ZIR LTe356. TO7 7 A IVIKHHIIT 5 Y — XA MAC 7 RL A& AN
L&Y,

3.

Save] Z7 v o L, REZBEALET,
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Session Limiting (&2 > 3 »/H#IR)

Ty aVEREE CIE. RELELY Y aVERIOT7 7AIVO—8ERRLET, Ty a>OfRIE P77 LA IP7 FLXEE. 1>4%
TI—ATEIATOTENTEE T, e vy a VDA ERICELIEBOESEXA v E—VEHREAERTT. AREIIETAT 7 AIVA, V=4
ATIPTRLAL BREY Y aVHGENEENET,

1. Network > Internet > Traffic Management > Session Limiting 2 7DIBICA Z2—% 271 ) v 7 L. UTOEEAERRLET,

Hetwork » Internet : Traffic Management » Session Limit o o

Thiz page shows the list of configured session limiting Profiles, 1t allows user to limit number of sessions through the device per an IPfrangs of
IP'=finterface.

Session Limiting

Warning Meszage You have reached maximum number of
permitted internet sessions. Please close one
or more applications to allow further internet
access. Contact system administrator for
more information

Characters left: 65

Sessfon Limiting Profifes List

Shom entries [Right click on record to get mare options ] [ L% J

Mo data available in table

Showing 0 to 0 of O entries

| .| Previous | hext , || Last ,Ii

5-38  Traffic Management > Session Limiting 2 ~ B/

Warning Message (& X v t—) OFRE

1. [Warning Message] Z AT L%,

Warning Message Yfou have reached maximum number of
permitted internet sessions. Please close one
or more applications to allow further internet
access. Contact system administrator for
more information

Characters left; 65

5-39  Warning Message &[]
2. [Save] #7)vwyu L. REXBEALE,
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Add Session Limiting (& < 3 > HIFRDENN)
1. TAdd Session Limiting] 227 Jw o L. ULTFOEEmZFRRILET,

Session Limiting Configuration °

Profile Name

Source Type

IP Address !
Maximum Sessions i‘1ﬁ
Enable S5chedules [ e

Save

5-40  Session Limiting Configuration [EIE
2. UTDEEEHRELET,

HE =HER
Profile Name REDY —X2AJICBAT S 707 71 ILaEANILET,
Source Type Ta7 7LDV —X %24 7% TIP] Range] linterface] N"SIEELE T,
IP Address [Source Type] I NP ZFEIRLIHE. Ly ¥ avHRIOT7 74V THRIEIENZ V547> b/ RAMDIPT7 KL X

EANILET,

Start IP Address

[Source Type] | Range] ZERLcHBE. Ly aVHIRIOT7 7 IV THIEENS Y 547> D IP 7 R L XEH
DBRIP 7 RLREADLET,

End IP Address

[Source Type] | TRange] ZERLeHE. Ly a HIRIOT7 7 MV THEENZ Y 547> D IP 7 R L XEH
DT IP7 RLREASILET,

Interface

ISource Type] IC linterfacel ZZIRLISIZE. LYY aVHIRTOT7 7 A IV THIEEN S XY b T—0 DA 22T —X
EEIRLET,

Maximum Sessions

lSouce Typel IEH LEFAIENBRAL Y Y 3 VHEIRELE T, vy aVBOLRIGET DL, Ly Y3 VRIRTAT 7))
ICBIFBWVDGEREEDE Y 3>/ b2 T4y 7ERIFHTEE A
- RERJREERMA : 1-999

Enable Schedules

RrTa—)bEEMELT. vy avEBRTO7 7 1)V EREORE PR SIGBRT AL DICRELET,

Schedule Profile

Ty avERTAT 7 AIVTHHIF B AT Y 2=V a7 7 A IV ERLE T,

3. [Save] ZV7Uvo L, REZBALET,
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Jumbo Frames (¥ R 7 L—LERE)

Network > Internet > Jumbo Frames

T RTL—LIE 1500 /N1 FUEDORA O— REF DA —UZ Yy FTL—LTY, TOF T 3 VHBBEHEHELAN T/NA RUFI v R T L—
LL— M CIBREZBT B ENTEET,

Vv VRT L—LEERTBHE. N\— R I I0— RSB, 1T F—I Y AMETT BIEHBY £,

1. Network > Internet > Jumbo Frames DJEICAZ1—% 7 ) v L. UTOEEBmEFRRILET,

£ Maintenance

B Network

Network » LAN » Jumbo Frame ° e

This page allows user to enable/disable jumbo frames and set MTU for jumbo frames in the router.Jumbo Frames option is available to exchange
traffic containing Jumbo Frames on LAN side Devices.

Jumbo Frame
Activate Jumbo Frames F H I

5-41  Jumbo Frame B

2. LTOEEERELES.
e e

Activate Jumbo Frames | TONJ ICL TV v Y RT7 L—LEBMHICLET,

3. lSave] #27Uv oL, REZBEABLET,
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Routing (Jb—7 1 > T &E)

Network > Routing
W=7« VI DREETVET,

Static Routes (R 71 v 7Ib—F)

Network > Routing > Static Routes

CTTCIRIN—BICRERRDAZT v 7 IV—bDURA P ERRLET, TSI REXHFDIL— FDBIN HIFELURENTEET,
KIV—=BICFETRET A v 7)V—hEEMT DI EICEY BEBAVETI—ABD ST 1 v VREOBRZEEERETCEE T, AIL—2 LMD
TINARAE T, BEBOBEZFHAT LHHDOBERFHYETA, IL—IDREENDE. XY N T—VDEENBHLETARAZT v 7 Ib—MET Y
T4 T TCBMERVET,

1. Network > Routing > Static Routes DJEIC A Z21—% 7 Jv o L. UTOBEEFRRLET,

~

B Network &y VPN

Network » Routing » Static Routes o o

This page shows the list of static routes configured on the router. User can also add, delete and edit the configured routes.Use this page to define
static routes. Be sure to enter a destination address, subnet mask, gateway and metric for each configured static route. The Interface dropdown
menu will show all available configured wired interfaces on the router as options.

Static Routes List

Show | 10 E entries [Right dlick on record to get more options] a, |

No data available in table
Showing 0 to 0 of 0 entries || First

Add Mew Static Route

| Previous || Next , || Last ,|

5-42  Static Routes [

Add New Static Route (R%Z 7« v 7 )b— kDEHN)

1. [Add New Static Route] &= 1) w7 LCUTFOEEmAERTLET,

Static Route Configuration °

Route Name |

Active OFF
Private | | OFF

Destination IP Address |

IP Subnet Mask |

Interface | Dedicated WAN |Z|

Gateway IP Address |

Metric | [Range: 2 -15]

Save

5-43  Static Route Configuration EIE
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2. DIPOEBEERELEXT,
US| Bz
Route Name IW—br&2EANDLET,
Active FTONJ lCLTIb— b EER. Ficld TOFF) I L TEMICLET,
Private TONJ ICLTIb—bZ TTZANR=b] ICRELET, [TTAXR—F] ICRELIZFE. IV—MEIRPJO—RFv X b

FlERIVTFF v AN THEINE EA,

Destination IP Address

W= b DFEEIP 7 FLAZEELE Y,

IP Subnet Mask

W= bDF TRy bRV ZIEELET,

Interface

PEBR Y hD =0 A V2T I—RERELET, DA VRTI—RENLTRIV— DT 7L XATREICE Y 7,

Gateway IP Address

T=rIIADIPT7 RLAZEELE Y, COTF—F DT AENLTEARA MEERY bT—VICBET S EHT
EEEE

Metric

W=~ DEFREZRELE T, BLEICH L TERDIL— FHFELTWSHE. |RBEWVA NI Y 7ZRFDIL— D
BERENE T,

3. [Save] &7 w7 L.

REZERBLET,

RIP (RIP 5&7€)
Network > Routing > RIP

RIP (Routing Information Protocol) ZfERLTeZ A+ 2w 7 Ib—7 1 > Jl&. LAN IC—RRB9ICTFER NS IGP (Interior Gateway Protocol) T,
RIPZEAT HE. LANRDMDIL—2 & )b—F 1 VT IEREIIRTEEL T,

. BRIV —T 1 VT T =T IVOEFEITULN

b Tav o T7O0—EHHETICLAN NOEEZBRAT A EHTEET,

1. Network >Routing >RIP DJEICAZ1—%7 v L, UTOEEAEFRRLED,

=4
0)

E Network &Y VPN 2 Security £° Maintenance

Wireless

Network =

Routing

RIP

@0

This page allows to configure the RIP (Routing Information Protocol).

RIP

RIP Setup
Direction

Version

@ Mone In Only Qut Only ) Both

RIP-1

5-44  RIP Bm

2. FOEBEERELET,
BH SRR
Direction IWV—=BZDRIP Ny N EERET D HEEEELET,
- [Bothl i IL—RIEBEBDIV—FT 4 T 7—T )V ATO— R+ v A b L. e DIL—2H5Z(E LTz RIP [BIRE N
ELEY, RIPHEER VIVITERYT Bcditid. TOREEHEDHLET,
- ToutOnly) : Jb—RIFEEHNNTIV—T 4« V7 T—T7ILETO— RF X+ A LETH. DIL—2H 5 RPBREZELE
Hhe.
« NN Only] : JL—=ZIFMDIL—EH S RIPIBIRAZZELEITH. Ib—Ta I 7—7IbET7TO—-RFv A LELA
- NoneJ : JV=2IEIV—T 1 > T 7—TIbDTO— FFv X b, BXTCHMDIL—2H 5D RIP [ERDOZEDLTNE
LEBA. RIPIIEEMITENICTZYET,
Version RIP /N\—20 3 & LAN RODD IV —T 1 > 7 T INA AD RIP H7R— MMRIFLE T,
- [Disabled] : RIP BMESMESNTWBIHBEITERELE T,
« TRIP-1]: 7%y MEREBATOVENWI ZAR=ADIV—T 1 VI N\—=V 3V TF, ThIFRE—MRAICHR—
FENZN—=T 32T,
« TRIP-2] : RIPV1 DI NTDHEEEICIIZ. TRy MEREYR—FLET, 7—2ILRIP-2B & RIP-2M Diig 51
RIP2FEER TREINE I /7y FHAREETNEDE— RIEZERVET,
- RP-2B-H 7% v b2HKICT—2ET7O0—RF+ A b LET,
- RP2M-TILFF v AT RLRAICT—2EXELET,
3.RIP-2B Efzl& RIP-2M &R L8 E. CDIL—Z EDIL—% (B L RIP /N\—2 3 > TREFH) BICIEEREHIHNE
L7V ET, MD5ERAEIEER 1/ 58 2 F—DBMMETHEAINE T, LAN ETRHEINIV—2EDIL—FT 1> J1F
MO HERICITOND LD, REEF—DBENIREERETEE T,
4. [Save] #o v oL, REABHELET,




B5E  XvhT7—7%E (Network)

OSPF (OSPF :87%€)

Network > Routing > OSPF

OSPFld. B—DIV—FT 4 VT RALVICA 2 =%y 7OV (IP) /Ny F%&E%S IGP (Interior Gateway Protocols) T9 ., FIfRIEEEIL—
A5 IREBREINEL T XY bT—0D ROV Y THER LE T, OSPFV2 [& RFC2328-0SPF /\—/ 3 > 2 |CEdiRa N T W2 )Ib—F «
V77O VTT, ISPINYIR=IRIVR—TS5A X2y bT—=0IREQOKIFER Y b T =D ILERETNTOET,

1. Network > Routing > OSPF DIBIC A Z2—% 7 ) v/ L. LTFOBEEZFRRLET,

= Network

Network » Routing » OSPF o Q
This page shows the 0SPFv2 parameters configured on the router.User can also edit the O5PFv2 configured parameters.

OSPFv2 List

Show | 10 E entries  [Right click on record to get more options | ([

Disabled  LAN 1 10 a0 10 None N/A
Disabled  WANI 1 10 a0 10 Nane Enabled

Disabled  WAN2 1 10 a0 10 Mane Enabled

Disabled  WAN3 1 10 a0 10 Mane Enabled

Disabled  LZTPaverlPSEC 1 10 a0 10 Mane N/A

Showing 1 to 5 of 5 entries || First || | Previous | 1 | Mext » || Last ;|

5-45  OSPFv2 Configuration E|f
2. BETBAZ2T71—R (LAN/WANT/WAN2/WAN3/L2TPoverlPSEC) THZ w7y — TEdit) Z3RL. U TOEEZFRRLET,

OSPFv2 Configuration °

0O5PFv2 Enable

E

Interface WAN1
Area [Range: 0 - 200]
Priority [Default:1, Range: 0 - 255]
Hello Interval [Default: 10, Range: 1 - 65535]

Dead Interval [Default:40, Range: 1 - 65535]

=

UL

Cost [Default: 10, Range: 1 - 65535]

Authentication Type

=
&
[<]

MD5 Key ID [Range: 1 - 255]

MD5 Authentication Key

LAM Route Exchange

8|

NSSA

Save

5-46  OSPFv2 Configuration |
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3. UToOEEZRELET,

15H HBH
OSPFv2 Enable OSPF =B LE T,
Interface OSPFV2 = B%) / T BMIEBZ Y b T —0 A2 71— A ERRLET,
Area AVETI—ADFRBTBZITUTEZANILET, 2 DDIL—ZHEBDOL I AV FEFOTWBIEE. A V2 T1—R
IEtE AV MEICIUZICEYT 2REBHHNET, 1271 —RIBLH TZ v MBL. B—DHYTXRy h<AY
ERBET,
Priority v T =71CBF B OSPFV2 K|V — 2 DBEBICERINE T, BWMBEEEEZRDIL—42H58 fFR/ILV—2&LT0 K
VB THDEHEEINET, EX0ITRET B, IL—2IIRTIN—2EL LTRBEREZYET, BLESIFESL
BREEERLET,
. FIEAME 1
Hello Interval Hello 7> 2 —/\LZADE (#) ZANLET, COELZRETSE. BFEDA V2T T—RCHRERBIT &I
Hello /34w I\b\\‘%ﬁi‘hiﬁho MEFHER Y FT—VICEST 52— 2 TR THARELNH Y XY,
- FIHAME 110 (B)
Dead Interval TINA ZAD Hello /7w M HRIEENE L E>TH S, Neighbor JL—2HZD OSPF )JL—2HE 0> LTWS & ¥k

THETORR B) ZANLET, MMEFHEER Y M7 — VIR T 52— 2 TRLCTHI2HENSH Y EJ, OSPF
TlE. 2 2D Neighbor I CTNEDA > 2—/NIVDEHEL BILTHAIREL DY £, BEEDA V42— YWEZH
DIV—=RBLIEZF DT A2 MMTHWT Neighbor IL—21T52 T EDNTEE A

- FIHAME 140 (B)

Cost OSPFV2 A BT T —RATINT v b ERET 5 AR M EASILET,

Authentication Type OSPFV2 (LS 25882 1 TAER LK,

- NoneJ : A >%27x—XI& OSPF /N7 b &EFRAEL £ H Ao

- [Simple) : /> 27—V TIVTF A MF—HFEHLTOSPF /N b &ERIFLE T,
« TMD5J @ 4 >27 — X% MD5 8iE%= 8/ LT OSPF /N h&EBEEL £ J,

Authentication Key SRRER A I TSimple) ZZIR L1356, SalF— &2 ASILE T,
MD5 Key ID FREEZ A TIT TMD5) AR LTe33a. MDS ¥ — IDZANLE T,

MD5 Authentication Key | 58aE42 1 71T TMD5] %3&R LTz356&. MD5 &REF+—= AL E T,

LAN Route Exchange WAN/LAN > %27 = — X _EC LAN/WAN R IEHR D= 1TV E T,

NSSA NSSA %Z ON E7cld OFF ICRE LT,

4, TSavel 27 vwo L, REZBALEY,

L2TP over IPsec THKR— kT3 OSPF

LAN/WANT/WAN2 Dftblc, L2TP over OSPF ZER L CIL— FDEEZET DT ENTEF T, OSPF Tld L2TP over IPsec F v > IV TIERE Nl
BAVRTI—ADBTR—FENTVET, BMENERAZT 1 v 7 I— MEZFNEDA YV EZ T T —ATIRENDZREL DY E T,

L2TP over IPsec Tl IPsec (BT BT —2 I BEHTVIMELE T, TL—ix IPsec TIFBICR Y FT—20 LA VY DBESILDHMTVET,

L2TP over IPsec DEREMREINEH. M RIVAZIIT—Y 3 VHABBMICRIBENETITHA. b RIVOREILIEY T4 7> MilE T —/ VEIDETE
RUOY—N\DISBITHE LE T, OSPF ABIMET B0, IPsec £D L2TP b UVHBEIIENTWB T EARSEL T EEW
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Protocol Binding (7O FJIVINA VT4 %)
Network > Routing > Protocol Binding

IP/MAC /N1 > RIL—ILDFRREIV—IVDREETTVNE T,

TRLIVNAYT 4T B— FN\S U AMBEEERT 258ICEHETYT, REAAT —ERAFRIEI-TERET—EADUR M SERL T
FIAATEER WAN R— D 1 DRI EBBI 2L DI M7 v/ DBEZEIVETCHIENTEERT, RRMETDDcHD. FETORY FT—
T AR EFERDRY T =7 SIHAREIRECEE T, LA HBLANIP 7 FLANDVOIP b5 T 1w o % 1 DO WANICEID HT, HYUD
P7RLALSDVOIP bS5 714w o%EED 1 DDOWAN UV TICEI) B TEHZENTERT,

TORWINA YT« 2T O— RS VIV TE— ROENT. BHO WAN BREETN TV BIBAICOFBERATEET,
1. Network > Routing > Protocol Binding DIEICAZ1—%Z 27w L. MTFTOEERZXRLTLET,

E Network L'QJ VPN - £ Maintenance

Network » Routing » Protocol Binding o Q

This page shows the configured protocol bindings. A user can also add, delete, edit, enable or disable the protocol bindings.Protocol bindings are
required when the Load Balancing feature is in use, and are only applicable when two Option links are configured. This feature lets you assign a
service to a particular Option link to ensure the high priority services are sent to the more reliable or less expensive ISP.
Protocol Bindings List

Show | 10 |ZH entries [Right click on record to get more options] a

Status [t} || Service &  Local Gateway & " Source Network @_ﬂ Destination Network &
Mo data available in table

Showing 0 to 0 of 0 entries | First || .| Previous | Mext , || Last ,|

Add New Protocol Binding

5-47  Protocol Binding [EIE
2. OIS VT4V TEBINT B5BEIE. TAdd New Protocol Binding) &% 1w o LU TOBEEERRLE T,

Protocol Bindings Configuration °
Service ANY
Local Gateway @ want  © waNz O wan3
Source Network @ Any ) Single Address @ Address range

Start Address

End Address
Destination Network © Any @ Single Address D Address range

Start Address

5-48  Protocol Bindings Configuration EIE
3. UPomEZERELET,

HE A
Service TOMWWINA VT4 VT RBRET B —ERATERLET,
Local Gateway WAN 1 271 —RE&ERLET,
Source Network REETERY FT—7E LTUTFOWTNHZHERLETS,

< TAnyl i 2y b T =V DIEEIFAETT,
- [Single Address] : 1 80OV E1—42%IEELET,
- TAddressrange] : IP 7 FL A&EHEAEIEELE T,

Destination Network | 3¥{558%y b7 —27 & LTUTOWTNAEEIRLE T, [Single Address) TAddres Range Z3&EIRLIEHEIEIP 7 KL A /IP 7
FLAEHEEEELET,

. TAny) R R T—4 DIERIERETT,

- [Single Address] : 1 80> E1—2ICHIBRLET,

- TAddressrange] : IP 7 L A&EHEEIBELE T,

4. [Save] #o v oL, BREABEALET,

EBMLfe70Na)bNA > T > F1&, Protocol Bindings BIEICERTRENE Y,
A7V L, Tedit) (RE). Delete] (BIBR) ZRITTEXT,
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IPv6 (IPv6 %y FT7—57E)

Network > IPv6
Z T TIEIPv6 DEBET % LAN REETTWVNE T,

IP Mode (IP £— FE&F)

Network > IPv6 > IP Mode
AIEATIEERTAIP 7O VON=I 3 VERELE T, HEVDRY MT—TTIPve BERT 25HE. [IPv4&IPv6] E— RITIEE T 208
DBHUET, TOE—RICRETDE. RIV—2EBLTIPv4A /— R & IPv6 7 /A4 ADBEDAEEICE Y £,

1. Network >IPv6 >IPMode DJEICAZa1—%27 v o L. LTFOEEZFRRLET,

g Network ¢a> VPN

Network » IPv6 » IP Mode o °

This page allows user to configure the IP protocol version to be used on the router.In order to support IPvé on the LAN, you must set the router to
be in IPv4 / IPv6 mode. This mode will allow IPv4 nodes to communicate with IPv6 devices through this router.

IP Mode

IP Mode D IPvd Only @ |Pvd & IPvé

Save Cancel

5-49 |P Mode BIFE

2. TPv4] EfzlE MNPv4&IPV6] #F T v LET,
3. [Save] &7 Uwvo L, REEBEHLET,

P E— FOBEZEAITS E ABRUBHLH L ET, BREYSTZOEESFHE LT, PE— FOREEBIL.
VLAN 2 EEE (Network > VLAN > VLAN Settings) DFREIERICHELET,
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IPv6 Wan1 Settings (IPv6 % b 7—7IcEl+5 WANT E]E)
Network > IPv6 > IPv6 Wan1 Settings

RIV—21E A2T 4 v IPV6 7 FLAZRET B Fld DHCPV6 7 547> b & L THERIEIRZRET 52 LICL 2T IPVO WAN ICER CE
£, 12—y FMERAICISP HLEEDT FLRAEMEENTWVWSHE. A2T7 1 vV PT7 RLADREEZT T CE2REHNDHYET, TfF
BDIL—2ICEIWETENTZ PV 7 FLAICIIZA T, ISP TEZENIPVE TL T4 v I ARDREE BV ET, 774V IPVE T — b A7

FLRIE TOIV—2DA 2=y MTT V2 X T BTDICERTT S ISP DY —/\TY, 12 —%y b7 KL ADEERDIZDITISP D IPV6 v
FO—=2IEBIFBTZARVELUEAH YA DNS H—/\DMEAEN. CNSRERAEZT v Y PT RLAET LT v I AREHITISP DS

TNEY,

DHCP =/ L7z WAN IPBREDEUEDN ISP A 5FFA] SN TWBIHE. SERD DHCPV6 7 5+ 7> MERODFFMERH T 2umENHVE T ¥ — U T
A EDDHCPV6 7547 > MERT— M LAKERT— b IIVETBTENTERT, AT =TIV 547 bHBIRENTWSIHE. 7 — b
T ANET RLAD —ZADTeHIT ISP D DHCPVE T —/\ITEit LE T, A7 — b L AD DHCP Tl ISP I DHCPV6 H —/NIEFARETH Y DT —
FOTADS ICMPVE B A Y T —I D ERENTEBREICFEREINE T,

e, BRENZDHCPVE H—/\DIP 7 FLAETL T4 v I ARZIEET HT L AT,

1. Network > IPv6 > IPv6 Wan1 Settings DIBICAZ1—% 2 1) v o LEF, Connection Type) T:EIRT BFHZ 1 TILLWERREINZEENER
NET,

e 2d
L®

Maintenance

Network » IPu6 » IPu6 Wan1 Settings o Q

This page allows user to IPwe related WAMNT configurations, This router can have a static I[Pwé address or receive connection information when
configured as a DHCPwé client or connect to [5P using username and password (PPPoE). The DHCPwé client on the gateway can be either stateless or
stateful, If a stateful client is selected the gatewsay will connect to the I5P's DHCPwE server for a leased address, For stateless DHCP there need not
be a DHCPwh server available at the ISP, rather ICMPu6 discover messages will originate from this gateway and will be used for auto confizuration.

IPwé Wan1 Settings

IPve WANT Setup

Connection Type DHCPYE v

DHCPwe
DHCPwé Auta Configuration ® Stateless fiddress Stateful Address
Prefix Delegation OFF

Cancel

X 5-50 IPv6 Wan1 Settings (DHCPv6) [Eim

= Wireless B network

8 Security £° iaintenance

Metwork » IPu6 » IPv6 Wan1 Settings (7 (<)

Thiz page allows uzer to IPwd related WAN1 configurations. This router can have a static [Pwé address or receive connection information when
configured as a DHCPwe client or connect to [SP using username and password (PPPoE)], The DHCPwé client on the gatewaw can be either stateless or
stateful. If a stateful client is selected the gateway will connect to the [5P's DHCPwé server for 2 leased address, For stateless DHCP there need not
be a DHCPwe server available at the ISP, rather ICMPwe discover messages will originate from this gateway and will be used for auto configuration.

IPv6 Wanl Settings

IPwve WWANT Setup

Connection Type |Stat\c "

Statie
IPué fddress | ‘

IPvé Prefiz Length I:I [Default: &4, Range: 1- 128]

Default [Pvd Gateway

|
Primary DMS Server | ‘
|

Secondary DNS Server

B 5-51 IPv6 Wan1 Settings (Static) EE
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bl
1t

M Network

Metwork = IPv6 » IPv6 Wan1 Settings o @

This page allows user to |Pvé related WANT configurations.This router can have a static IPvé address or receive connection information when configured
as a DHCPv6 client or connect to ISP using username and password (PPPoE). The DHCPvé client on the gateway can be either stateless or stateful. If a
stateful client is selected the gateway will connect to the I5P's DHCPv6 server for a leased address. For stateless DHCP there need not be a DHCPvé
server available at the ISP, rather ICMPvé discover messages will originate from this gateway and will be used for auto configuration.

IPv6 Wan1 Settings

IPv6 WANT Setup

Connection Type | FPPOE ﬂl

PPPOE Sessions @ Separate Session for IPvé () Common Session for IPvd and IPvé
PPPoE

User Name ‘ |

Password ‘ |

Authentication Type iAum-nagotlmE ﬂl

DHCPv6 Options i Disable DHCPvE ﬂ|

Primary DNS Server ‘ |

Secondary DNS Server ‘ |

X 5-52 IPv6 Wan1 Settings (PPPoE) [BIE
2. UTomBEZHRELETT,

T | 508
IPv6 WAN 1 Setup
Connection Type Bt A TELUTDSBIRLE T,
- TDHCPv6
. [Static
. [PPPOE
DHCPv6
DHCPv6 Auto Configuration [Stateless Address | Z 7zl [Stateful Address] Z#EIRLE T,
Prefix Delegation W—B—RET LT« v REERTBIF. CDF T a3 Vv EBRLE T, BISEN T LT 0 v 7 i,
LANBITILE SN T L 7 0 v 7 RCEHENE T,
TDF T avlE DHCPVG6 7 247> FDRAT— LA FLABEREE— FTCOIHEIRTEXT,
Static
IPv6 Address ISPOSIRMEENTZIP 7 FLAZIBELE T,
IPv6 Prefix Length ISP O SIREENTZIPVe LT v 7 AREIRELE T,
Default IPv6 Gateway ISPOSIRMEENTZIPVE T — b7 TAD7 FLAZRELE T,
Primary DNS Server TZAUDNSH—/\DIP 7 FLRERELET,
Secondary DNS Server THVA)DNSH—/\DIP 7 FLAERELE T,
PPPoE
PPPOE Sessions [Separate sessions for IPv6] F7zl& FCommon sessions for IPv4 and IPv6] Z#EIR L £ T,
. [Separate Session for IPv6 ] : IPv4/IPV6 DfE R PPPoE v < 3 v ANIBL £ G,
- TCommon Session for IPV4 and IPv6] © IPv4/IPV6 (D PPPoE v/ 3 V&MIB L £ T,
User Name PPPoE 1—H%&ZASILET,
Password PPPoE /XA T — REASILET,
Authentication Type TOT7 7 AIVHMERT BERRER A THELU A SEIRLE T,
[Auto-negotiate] [PAPJ TCHAPJ TMS-CHAPJ MS-CHAPv2 |
DHCPv6 Options DHCPV6 7 24 77> b O BIE S NS E— FEL IO SRIRLE T,
[Disable DHCPv6] [Stateless DHCPv6 | [Stateful DHCPv6 [Stateless dhcpv6 with Prefix delegation
['Statelfull dhcpv6 with Prefix delegation
Primary DNS Server TSAUDNSH—/\DIP 7 RLAEANDLET,
Secondary DNS Server THYZ)DNS H—/N\DIPT7 RLAZASILET,

3. [Save] #27Uvo L, REZBEBLET,
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H

IPv6 Wan2 Settings (IPv6 v b 7—7IcEl+5 WAN2 E&7E)
Network > IPv6 > IPv6 Wan2 Settings
AIEE TIL IP6 (CRET 2 WAN2 BREETT DT ENTEE T,

MPv6 Wan2 Settings)] DFREEEIL. [IPv6 Wan1 Settings] EEEH T,
F|EWEBICDWLTIE TWANT Settings (WANT E&7E) | BB LT IEEL,

Static Routing (IPv6 X271 v 7 Ib—T 1 VT RE)

Network > IPv6 > Static Routing

W—=BRICREBHDAZT AV T ILb— DX SDRTENET, oo Ib— FOBIN. BB L URENTEE T,
TDTINARICFETCAAT v 7 )b— b EEBINTSE BEDAVRZ2TI—ADBRIDA V2T T —AETD N T 4 v IRBORIREEETE
£I, N—R2EMDT/INNA AB T REDEB BT HIODBEIEH Y e —EREINDE RV M T—VDEBLNHDETAZT AV
V= bEERHETY ET,

22T A4 w7 Ib—bO—EITIE, BEEICK O TFHTEMENZIRNTD/IL— MHRRENE T,

1. Network > IPv6 > Static Routing DJBICA =2 —%27 ) w7 L. UTFOEEREERERLET,

E Network {:3 VPN

Network » IPvé » Static Routing (7 M)
This page shows a list of IPv6 static routes added. A user can add, delete and edit the routes also.
IPv6 Static Routing List

ow 10 [+ entries ight click on recor et more options
Show | 10 Right click d to get pti ‘ a,

Name o Destination 6| Gateway & Interface & Metric ® Active 8

No data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Mext » || Last

Add New IPv6 Static Route

5-53  Static Routing EIH
2. IPV6 AR T 1w )b— bEEMNT %55, [Add New IPv6 Static Route] A2 1w o LILFDEEAERZRLET,

IPvé Static Routing Configuration °

Route Name ‘ ‘

Active OFF

IPvé Destination

IPv6 Prefix Length | (Range:0-128

Interface ® wan1  Ositd Tunnel-WANT  OLAN

O wanz  Ositd Tunnel-WAN2

IPv6 Gateway ‘

Metric | [Range: 2 - 15]

5-54  IPv6 Static Routing Configuration [EIE
3. UTromEZERELET,

15H SHEA
Route Name W= bh2EASILET,
Active [ONJ ! RZ2T 4w )b— b ZBMLET,
[OFF) : RZ2 T4 w7 )b— b EEMICLET,
IPv6 Destination AZT 4w 7 )b—bDFEHEIPV6 7 FLAEIRELE T,
IPv6 Prefix Length RABTAYII—=FDIPV6E DT LT 4 v I AREIRELE T,
Interface KIV— DT U ARBETH BYIENERY b T =T A V2T 1 —X LTI SERLET,
FTWANT ] TsitO Tunnel-WAN1 ] TLANJ TWAN2J [sitO Tunnel-WAN2 |
IPv6 Gateway TSR A MRl Ry FT—DICBETEST— b I T A DIPV6 7 FLAZEIEELE T,
Metric JV— b DEBFREERELE T, BUBEICH L TERDIL— MOAEELTVAHRA RBEVA M v 7 &2RDIL— FNERENE T,

4, TSavel 20 )vwo L, REEBALET,

BILERAZT 1w 7)b— M&. Static Routing BIEICRRENE T,
BV L, Tedit) (RE). Delete] (BIBR) ZRITTEXT,



90

B58 v hT7—7%E (Network)

OSPFv3 (OSPFv3 :87%E)

Network > IPv6 > OSPFv3
B—DI—T a4 VT RACUITA v A—2y FTONIL (IP) Ty b EZEBZRBOS— Uz 70ONIVTY, FIERRERIL—2H

51 /74j(“%$&7&1&%b"(\ Fy b= MROI Y TEERLET,
OSPFv3 (Open Shortest Path First version 3) (£ IPv6 ZHAR— b LTWET, Jb—52®D OSPFv3 7O XA &EBEMICT BizsdIclE. OSPFv3 Ot R %&

OSPF &

TA—=/NUZERIE L. Ib—4 D% OSPFv3 7OERICEIVH T, COTOCRERET 54227 1 —ATENCT HH8END

1. Network > IPv6 > OSPFv3 DJEICAZa1—%= 7w L. UTFOBEZFR~LET,

B Network

Network =» IPvé » OSPFv3 o °

This page shows the O5PFv3 parameters configured on the router.User can also edit the 05PFv3 configured parameters.0SPF(Open Shortest Path First)
version 3 is a routing protocel for IPvé Networks (OSPFv3) described in RFC2740.05PF is an IGP (Interior Gateway Protocol) used to distribute routing
information within a single Autonomous System. Compared with RIP, OSPF can provide scalable network support and faster convergence times.05PF can
be used to design and build large and complicated networks.

OSPFv3 List

Show | 10 E entries  [Right click on record to get more options ] ) ‘

Disabled LAN 1 10 40 10
Disabled WANT 1 10 40 10
Disabled WANZ 1 10 40 10
Showing 1 to 3 of 3 entries || First | Previous | 1 | Mext o || Last .|

5-55  OSPFv3 Eim

2. BETZHAZ2T7T—X (LANWANT/WAN2) TE7 w7 L. TEdit] 27 w7 LET . LTFTOEELRTEINET,

0SPFv3 Configuration °

0O5PFv3 Enable

:

W&,

Interface WAN1
Priority :I [Default:1, Range: 0 - 255]
Hello Interval III [Default:10, Range: 1 - 65535]
Dead Interval 40 | [Default:40, Range: 1 - 65535]
Cost [Default:10, Range: 1 - 65535]
5-56  OSPFv3 Configuration EIE
3. MUPOEEERELEXT,
pi=[=| Bl
OSPFv3 Enable OSPFv3 % TONJ Z/zl& TOFF) ICLE T,
Interface OSPFV3 ZH% / FNIC T DYIBRY b T — 0 A VR T T —ANKRTENET,
Priority v b T =20 OSPRV3 KKV —2DREIEREINE T, BUVMBRELZRFDIL—2H. KURKRILV—2E L TEE TS
BHEREENE T, BEZOICHRETHE. I—REAFRIV—2E LTRBIEETYET, BOESEESVVMELEZEK
LET,
- fHRME :
Hello Interval Hello /(/'?—/\)I/’Sl ARDE ®) ZANLET, COEZHRET 2L FEDA V2T T —RICHRERFRE T &I Hello

INT B A% %1:.‘&’11?@“0 HMEIFHER Y b T =T ICERTT 22— 2 TR THRIUEL DY E T,
- OEME 1 10 (W)

Dead Interval

BElEZDt T A MTHWT Neighbor JL—2ITEB T ENTEE A
HIERME - 40 (7))

TINA ZD Hello /37 v M HRETHELE>TH B, Neighbor )L—2HZ®D OSPF JL—2HE 0 LTWAEHIY S
FTORE ®) ZI/ELET, MEEHBER Y M7 —7ITERT 22/— 2 TRLCTHZ2RLENH Y £, OSPF Tl
2 DD Neighbor BB CTNSDA >V 2—/YLDEHEE L THEINEN DY FT., BEDAV2—/YNBEFED/IL—4

Cost

OSPFV3 A 22T T —RT/INT Y bR ET SR EIBELET,

4,

Savel 27w L. REZBEALET,
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6to 4 Tunneling (6to4 k> %IVERRE)

Network > IPv6 > 6 to 4 Tunneling
6to4 FU RV THEBEEBNEITENLET,

6to4 h RV TIKEEIE. IPvA % IPV6 ICREITT BTeDA V2 =X MBITAAZXLTT, IPV6 /Ny D IPv4 R b T — 0 \ODERx% OIHE

ICLE S, ABmE & Activate Auto Tunneling) ZBICL. PO LANDSD M ST 4w o & IPVvA A T 3> TUE— M IPV6 X v FT—2|CE|
EIBHLOICHRETEET,

1. Network > IPv6 > 6 to 4 Tunneling DIBIC A —21—%7 v 7 L. UTOEEZRRLET,

E Network

Network » IPv6 » 6 to4 Tunneling (2 ()

This page allows user to enable/disable the 6 to 4 tunneling.With this option enabled IPvd address information is embedded in IPvé addresses on the
LAN. This option is very common in network that use both IPv4 and IPv6 nodes.

IPv6 to IPv4 Tunneling

Activate Aute Tunneling F q

5-57  6to 4 Tunneling EE

2. 6to4 FURIVEBMICT BIHEIL. [Activate Auto Tunneling] & TONJ ITLE T,
3. TSavel #7Uwv o L. REXBEALET,

ISATAP Tunnels (ISATAP k> XIVERRE)

Network > IPv6 > ISATAP Tunnels

ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) I&. IPv4 v kT —2 LD 727 VA2 YT/ — RETIPV6 I\ M &iX(ET 5 IPv6 5
TADZALTY, ISATAP (EH 1 b DIBR)L— 25 T7E EBRRIC IPve-IPv4 B4 T L AR ZIBE LE I £/e. ISATAP (&, BEDU > L
Av (IPV6 D>y LAY ELTEREND IPvA) ICHIT5 IPv6 DIRMEERELET,

FIRAPIBE ISATAP b2 RIVDYU X b ERRLE T, F/oo ISATAP b XILDEIN. BB L UIREN TEET,

1. Network > IPv6 > ISATAP Tunnels DIBIC A Za1—%2 27U v o L. UTOEEZFRRLET,

E Network

Metwork » IPvé » ISATAP Tunnels (2 ()

This page shows the list of available ISATAP tunnels. A user can also add, delete and edit ISATAP tunnels from this page.ISATAP iz available to provide
connectivity between IPvb nodes within the LAN, as it treats the IPvd network as a single IPvé local link.

ISATAP Tunnels List

Show | 10 E entries [Right click on record to get more options] a, |

Local Eﬂdﬁﬁ. int Q

Showing 0 to 0 of 0 entries |.] First || .| Previous | Mext ; || Last 4|

Add New ISATAP Tunnel

5-58  ISATAP Tunnels [EBIE

No data available in table
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2. ISATAP k> )L7EIBINT 2¥&IE. TAdd New ISATAP Tunnell &2 U w7 L CUTOBEAERTLE T,

ISATAP Tunnels Configuration 0

ISATAP Subnet Prefix |

End Point Address ~' LAN @ Other IP

IPv4 Address

Save

5-59  ISATAP Tunnels Configuration B

3. UTomAERELET.

1B5E Btz
ISATAP Subnet Prefix TDAY MZ2y MRBITISATAP S®EBH T2 MBIV HTOND 648y bDY TRy N LT v I AEIELE
To TEHD ISP £feld A > 2 —Fy FBEHSEIST 5H. £/l RFC4193 AtlciRELE T,
End Point Address CDI—BEDSEHBT D ZIVDI Y RRA Y b7 RLUAEERLET,

« TLANJ I IV FRAY ME LANA 2T T —X T (LANDIPvA R b T—20 T2 EEE)
- [Other IPJ I %ED LANIPVv4A 7 RL A ZIEE L& T,

IPv4 Address IV RRAYFT7 RLAT [OtherIP) AI8ELEBE. O—HILOI Y RRAV M7 FLAZIBELE T,

4. [Save] #o)w o L. REAZBHEALET,

IBAN LTz ISATAP b > LI ISATAP Tunnels BIEIICRRENEK T,
a7y L. TEdit] (§78). Delete] (HIFR) ZRITTCEXT,

Teredo Tunnel (Teredo bk XIVERTE)

Network > IPv6 > Teredo Tunnel
Teredo b RIVDREZLET,
[Teredo Tunnelling] ZBMICT S E. FIBT B b T—TITHWLT IPV6 FEFDE L IPv6 HERNE R A M LT IPv6 AR LE T,

1. Network > IPv6 > Teredo Tunnel DIEIC A Za—%& 7 ) vy L, UTOBE@EERRLET,

—
)

€D Status Y

HNetwork » IPu6 » Tereod Tunnel o a

Teredo Tunnelling

hetivate Teredo Tunnelling m
Primary Server |leredu-debian remlab net ‘
Secondary Server |tereuo.ipvs.microsoft.com ‘

5-60 Teredo Tunnelling EIE
2. T[Activate Teredo Tunnelling) % TONJ ICIBELE T,
3. UTOEEZERELTT,

EH BiiE

Primary Server / Teredo U—/N\DTZA<) /v AV A H—N\Z/ELE T,
Secondary Server

4, [Save] Z7Uvo L. REZBEALET,
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IPv6 LAN Settings (IPv6 LAN 3&7E)

Network > IPv6 > IPv6 LAN Settings

AIBETIE IPv6 [TBIT % LAN REZTTVE T,

IPv6 LAN Settings (IPv6 LAN £%3E)

IPv6 E— RCld&. (IPv4 E— R EE#RIC) LAN DHCP H—/NIZHIEME TR T, AMEEZBMICT & DHCPVE F—/NIc &k 5T LAN[CEIW
ToENETL 710 v 7 AREEBITHREEZHT RLAT—ILH5 IPv6 7 RLADREENE T,

V=2 D IPv6 LAN 77 K L X DHIERMENEfec0:11TY . SHEADF Y b T —7 DBHICEDNTIDI128EY bDIPV6 7 RLRAEEETCEELY, Jb—
2D AN REEEERT DIODIWELGT A —ILRITETL 74 v VAR SHVE T, IPV6 XY hT—7 (BTRvy b)) BTLT 4w 7 XEFENS

7 RLADBIRE Y MK UBEINE T, YIEHMETIE. ThiF64EY FORETY, XY FT—TADTRTDRR ME. IPv6 77 R L XICHE

DRFEE Y ShBUET, Rv FT—U 7 FLAICHBERBE Y FESETL T v I ART A — IV RICE > TREINET,

1. Network > IPv6 > IPv6 LAN Settings > IPv6 LAN Settings Z 7DIBICA Z21—% 7 ) v/ L. UTOBEARRLET,

Network » IPu6 » IPv6 LAN Settings o @

IPve LAN Settings | IPve Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to |Pwé related LAN configurations. The IPvé address iz 128 bits, with = default 84 bit prefix that defines the network and is
common among all LAN hosts, Changes here affect all devices connected to the router's LAN switch, Mote that a change to the defaul LAN IP address
will require all LAN hosts to be in the same network prefix and use the new address to access this GUI,

IPv6 LAN Settings

LAM TCPAF Setup

IPug Address [fecn: 1
IPu Prefix Length [Ranze: 0 - 128]
DHCPvE
Status m:]
Mode & Stateless Stateful
Domain Mame ‘d\ink.com |
Server Preference 255 [Range: O - 255]
DNS Servers ‘ Use DMS Proxy v |
Lease / Rebind Time [Range: O - 604300] Seconds
Prefix Delegation [_] OFF

5-61  IPv6 LAN Settings > IPv6 LAN Settings 2 ~EIE
2. UToBEEEZRELET,

EE | B9
LAN TCP/IP Setup
IPv6 Address IW—2DIPv6 77 FLAZ AT LET,
IPv6 Prefix Length | IPv6 71 71 7 AEREANDLET,
DHCPv6
Status DHCPV6 #BEEBMICLE T, BMCTHEUTOEENMEETCEE T,
Mode IPv6 DHCP t—/\(C [Stateless) F/zlE [Stateful] ZIEELF T,

. [Stateless] : IPv6 LAN FRX M AARIL—ZICK > CEEREENAT8. ED IPv6 DHCP H—/\EREL LEHA. T
DBE. IV—5EMT—TF> (RADVD) T DT /N1 | CEQE@“%Z\EE\%U £9, e, AR MNIEEFREDHIC
ICMPV6 JL—2 T o AN Ay —I%FERLET, LAN /— NTHHIET 2EET FLXIdd ) £ A,

- [Stateful] : IPv6 LAN R R b &, RABIERERTE ZIRMET 2 12DITHERD DHCPV6 H—/\ITikEL £ d,

Domain Name DHCPV6 H—/\D R AA V2 ZRELEY, TV 3v)

Server Preference Y—/VBREIE. D DHCP Y —/\DEEELANIVERT EOICEREINET, LANKA ML TRbEWVWY—/VBRE

{E%ZFFD DHCP —/ VBRI A v —Tld, 0D DHCP H—/\D@H A Yy £ —I KB ENE T,

- YIEAME : 255

DNS Servers - [Use Below] : DNS —/\D&flix FE CHRELF . (Primary/Secondary DNS Server # 72 32)

- [Use DNS from ISP : LANDHCP 7 54 77> b &, ISP 5 5BEH DNS U —/\DFFEAEZELE I,

- Use DNS Proxy]:)b—2l&, TXTOHDNS ERITHT B 7O+ E LTEMEL. ISPDDNS —/NE@BELET, (WAN
REINTA—5)

Lease/Rebind Time |LAN 754 7> MY BARIL—2H 5D DHCPv6 ) —XDEERE (B) #HRELEF T,

Prefix Delegation DHCPV6 H—I\TTL T4 vV R EREBMCLET,

AIER(F. DHCPv6 @ Mode| # [Stateless) (CRRE LIIHEDHFETRINET,

3. [Save] #Z7 v L, REEEBALET,
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IPv6 Address Pools (IPv6 77 KL X7 —Jb)
COMBEITK Y. = b T ADDHCPVE U —/\DMHET B IP 7 RLADSEAEAITIPVO BEE L T4 v IV AEEECEEX T, EE LT v I R%E
FEARTSHE. LANKHOMODZR Yy T —7ZEBITH LT, BlUHE TSNS LT 1w 7 RAEBD DHCP (B A BT 2EZBEb TEE T,

1. Network > IPv6 > IPv6 LAN Settings > IPv6 Address Pools 2 7DJBICAZ2—% 27 1) v L. LUTFOEEZFRRLET,

B Network

Network » IPv6 » IPv6 LAN Settings » IPv6 Address Pools Q0

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation Advertisement Prefixes

Router Advertisement

This Page allow user to create/add/delete/edit Address Pools List for IPvé configuration.

IPv6 Address Pools List

Show entries  [Right click on record to get more options | Q

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next » || Last |

Add New Address Pool

5-62  IPv6 LAN Settings > IPv6 Address Pools 2 7 B[
2. T RLRAT—)LEENT %HElE. TAdd New Address Pool] %7 1w o LU TOEEARRLET,

IPv6 Addres_s _Paols Configuration °

Start IPvé Address ‘ ‘

End IPv6 Address ‘ ‘

Prefix Length ‘:‘ [Range: 1 - 128]

VLAN Interface ‘Uefauri E”

Save

5-63  IPv6 Address Pools Configuration [
3. UTOmEEZERELTT,

HE Eiis

Start IPv6 Address BEE IPV6 LAN 77 FLAZ ALK,

End IPv6 Address T IPVOLAN 77 FLAZ AN LE T,

Prefix Length TLI74v I RAREANDLET,

VLAN Interface VIAN A V271 —RAEEELE T,

4, [Save] Z7 v oL, REZBEALET,

1BA0 Ltz IPv6 7—)Li&. IPv6 LAN Settings > IPv6 Address Pools Z JEIEICRRENE T,
AUy o L. TEdit) (RE). Delete) (BIBR) #RITTEET.



B5E  XvhT7—7%E (Network)

Prefixes for Prefix Delegation (IPv6 7L 7 v ¥ AZ&AE)
IPv6 7L 71w ARDEN/ iR / BIBRETVE T,
1. Network > IPv6 > LAN Settings > Prefixes for Prefix Delegation Z JDJEICA Za—% V) v o L. UTDOBEEAFRRLET,

B Network

— " — S o

Network = IPv6 = IPvb LAN Settings » Prefixes for Prefix Delegation

Advertisement Prefixes

Router Advertisement

Prefixes for Prefix Delegation

1Pvé Address Pools

IPv& LAN Settings
This Page allow user to create/add/delete/edit Prefix Delegaion Pools List for IPvé configuration.
List of Prefixes for Prefix Delegation

Show entries  [Right click on record to get more options |

No data available in table

Showing 0 to 0 of 0 entries || First | Previous || Next » | Last 4|

Add New Prefix Delegation

5-64  IPv6 LAN Settings>Prefixes for Prefix Delegation 2 7 EIHE

2. L 7avyAEEMY BHEIE. TAdd New Prefix Delegation] &7 w7 LU TOBEEERRLET,

IPv6 Prefix Delegation Configuration °

Prefix Address | |

Prefix Length [Range: 1- 128]

VLAN Interface |Defﬁu|l E|

Save

5-65  IPv6 Prefix Delegation Configuration B

3. UTOEBEEHRELET,
1EE B!
Prefix Address TLT74v AT RLRAEANDLET,
Prefix Length TLI74v I AREATILET,
VLAN Interface VIAN A > 27 1 —RERELE T,

4. [Save] #7Uvw oL, REABHEALET,

BMLeT L7 1w ZI&. IPv6 LAN Settings > Prefixes for Prefix Delegation 2 7 BEICERRINE T,
a7 v L. TEdit) (f85). Delete) (HIFR) ZRITTEFT,
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BTEE RybhT—

755 7E (Network)

Router Advertisement (IPv6 JL— % &%)

RA OL—%3@H0) (&
BEZIINTBED!
Jb—2 @A IPv6

LAN 7 547> MTHT 2 IPv4 DHCP &)W BT LT 2B CTT . IP 7 FLAPTR— I 2Ry FT—7BREVOTIE
ICRREENET NA AU L TENSDIERZBHLE T,
LAN DR T — ~ LAGBEEFREDDIC IPV6 XY b T =T TRHBLEENET T, IL—2BHMT —EVERET ST LICED K

BEhlE. LAN EDORS ZRETHE LAN EDRA MIFTBHL ARV RE LTI —2BMZEELET,

1. Network > IPv6 > IPv6 LAN Settings > Router Advertisement 2 JDIBICAZ2—% 27 1) v 7 L. UTOEEERRLET,

B Network

Network = IPv6 » IPvb LA Settings » Router Advertisement (7 <)

IPvé LAN Settings

Router Advertisement | Advertisement Prefixes

1Pv6 Address Pools | Prefixes for Prefix Delegation

This page allows user to configure Router Advertisement Daemon (RADVD) related configurations.Router Advertisements are analogous te IPv4 DHCP

aszignments

for LAN clients. With this the router will perform stateless auto configuration of LAN nodes by assigning an IP address and supporting

network information to devices that are configured to accept such details. By configuring the Router Advertisement Daemen on this router, the device
will listen on the LAM for router solicitations and respond to these LAN hosts with router advertisements.

Router Advertisement

Show | 10

J| entries  [Right click on record to get more options | | a, |

: |

Disabled

Showing 1 to 1 of 1 entries

5-66

Default

|| First || .| Previous | 1 | Mext » || Last 4|

IPv6 LAN Settings > Router Advertisement & ' E&

2. JV—RBNERET SHBE. T M) ETEY ) vy — [Hit] Z8RL. UTOBEERZRTLET,

Router Advertisement Configuration °
Router Advertisement
Advertise Mode ® Unsolicited Multicast ) Unicast Only
Advertise Interval 30 [Range: 10 - 1800]
RA Flags
Managed OFF
Other m
Router Preference O Low O Medium @ High
MTU 1500 [Range: 1280 - 1500
Router Lifetime s
5-67  Router Advertisement Configuration EIE

3. KUToOmEAEZRELET.

BH

| AR

Router Advertisement

Advertise Mode

- TUnsolicited Multicast] : Jb—%3&% RA) A IVFF ¥ A M IL—TICFRBT 521 V2 71— RIGXELEY,
- [Unicastonly] : RA & LAN EODBEHD IPv6 77 KL RITHIBR L. £@FHEx Y bT—0 b7 4 v I EERETEET,

Advertise Interval

['Advertise Mode] T lUnsolicited Multicast] Z#IR LIZIBE. TORMRICIEA > 27 T —AH 5 DBHERDRARBZ 5%
ELET, BHBORBOBEREIL. AMEDZFD 1/3 DEDEDZ VA LIxEETY £,
- EBE 1 30 (B

RA Flags
Managed [ONJ ICgBE. PRLRAEBFREICER/ A7—M7)L7O M)V EFERALET,
Other TONJ ICTB& (/ L ZLAND) thDEROBERREICEER/ A7— 7))V 70 IV AFERLE D,

Router Preference

JL—%2 0 RADVD WL CRSER I SN B ERER Low/Medium/High) H53IRLE Y., LAN EiC RADVD BAESH D7
INA ADGDBT/E. IPv6 7 AT > ML TEEZER T HTOICAEREAFERLE T,

MTU

=R K> TEIBER NS LANADITXTD .,/ — RIS LT, Ib—2@HIE 2O MTU  (Maximum Transmission Unit)
1L%'“ﬁ LEd.
REPIRESEF [ 1280-1500
. *ﬂ,ﬁﬂ{ﬁ - 1500

Router Lifetime

ZOMBIERAICEEN. A VR TI—ADT 74V MIL—2ELTZDIN—2DBERAEETRLET,
COOHARRICEE L BRIE. 37 L L RADVD AR R b & CDIV— 2 TITDhN 2w EN S ) & T,
- #JHAME 1 3600 (#9)

4, [Save] Z#7v o L. REZBEALET,




BE5E Ry bhT—UE (Network)

Advertisement Prefixes GEEIDTL 71 v R)
BEHIDB RTINS IPV6 LT v I AERELET,

=2 BMNEHISBINTL T4 v I REHRFET D ET RIV—RIERT— bLAT RLABBREDETHEZRAMIMSEEIEDTEET,
IW—2BNET TRy b TL T 0 vV ADVAMDEENTVET, THUCKYRANZTREL. ZTORAMNIV—2EBLEY >0 EICFTET S

DESHEHATEET,
1. Network > IPv6 > IPv6 LAN Settings > Advertisement Prefixes Z JDJBICAZ1—A 7w L, UFOEEREERRLET.

B Network

Network » IPv6 » IPvé LAN Settings » Advertisement Prefixes (7 (<)

Radvd is not Enabled

Advertisement Prefixes

IPv6 LAN Settings | IPv6 Address Pools | Prefixes for Prefix Delegation | Router Advertisement

This page allows user to configure IPv6 prefixes which will be used while advertisement.The router advertisements configured with advertisement
prefixes allow this router to inform hosts how to perform stateless address auto configuration. Router advertisements contain a list of subnet prefixes
that allow the router to determine neighbors and whether the host is on the same link as the router.

Advertisement Prefixes List

Smw‘ 10 EJ entries  [Right click on record to get more options ] a,

Mo data available in table

Showing 0 te 0 of 0 entries |.| Frst || .| Previous || Mext » || Last

Add New Advertisement Prefix

5-68  IPv6 LAN Settings >Advertisement Prefixes 2 77 |
2. T 74w RAEENT 5154, TAdd New Advertisement Prefix] &% 1) w7 LI TOBEEARRLET,

-
Advertisement Prefix Configuration °
IPv6 Prefix Type ® gtoda O Global {Local/ISATAP
SLA ID [Range: 01 - 999
Prefix Lifetime [Range: & - 65536] Seconds
VLAN Interface | |

Save

5-69  Advertisement Prefix Configuration [EiE

3. UToOEBEERELETT,

EH Eis

ISATAP) Z#EIRT 2 &, /— RIFHDIRTDIPV6 V=T« VI F T2 a2 R—bTH5TEDTEET,

IPv6 Prefix Type RARDIPVEto IPv4 b2V ERERICH R— b9 27edlcid, T6tod] LT 14w I R2A T2ERLE Y, [Global/Local/

NI —2BHNTHERAENBIL—2DIAN A VR T T—ADA VBT T1—AID ETHIRELHYVET,

SLAID SLAID (Site-Level Aggregation Identifier) (£, 6tod] TL T4 v X2 A THERENHEICFIRAT ST ENTEET,

IPv6 Prefix [Global/Local/ISATAP) L 7«4 v A&ERT HHE. NIV—2HBHT S IPv6 =y F D — 0 AEELET,

DLy METRIHEEIEELE T, BRI 64 ZEELE T,

IPv6 Prefix Length | [Global/Local/ISATAP) L7« v 7 R%FERT 2%HE. 7 FLADZRY NT—U8n%EERT DER LI IPv6 7 FLADE

A LN ESBBDERET T,

Prefix Lifetime BRIBD/— FOBHENT LT 1 v 7 AEFRATESHPE #) ZEHELET, Pvaxy FT—7ICH1F 5 DHCP U—X

VLAN Interface VIAN A V271 —RAEEELE T,

4. [Save] #7Uv oL, REABEALET,

BMLeT L7 1w XI&. IPv6 LAN Settings > Advertisement Prefixes 2 JEEICERINE T,
a7V L TEdit) (&%), Delete] (BbR) ZRITTEXT,

97



98

$F5E v T—7%%E (Network)

IPv6 Tunnels Status (IPv6 b RIVAT—%2 X)

Network > IPv6 > IPv6 Tunnels Status
IPV6 b RI)VDRAT—R2AEFRRLET,

1.

Network > IPv6 > IPv6 Tunnels Status DJEICA 1 —%=7 ) w7 L. UTFOBE@mERR-LET,

Network » IPs » IPué Tunnels Status o 0

This page shows the status of IPvé tunnels.

IPvt Tunnels Status
Shia entries [Ma right click options ] l a, J

STEO-WAR1

STEO-WARZ

Showing 1 to 2 of 2 entries || First | Previous | 1 Mext ] Last 4

5-70  IPv6 Tunnels Status EIE



BT MIFHRTE (Wireless) (DSR-1000ACD )

F6E MESRE (Wireless) (DSR-1000AC Dd#)

AEGOEFREICDOVTEHRBLET,
BRRER T Y- F2@BLTITO2IEBTELRT,
V4= REBIBY ZITIE T VL ARy T —2##0 (DSR-1000AC D) | Z#HHRLTLIRELN

HE

ELiE

DSR-1000AC DR Y b T — U 817 2—MREVEERE (APIBI. 787 71)b. ®EERELGE) ZLET,

DSR-1000AC DRy b T — U B 22EERTE

(WMM. WDS, WPS7x¢&) Z L&Y,
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Fo6E  IFHRTE (Wireless) (DSR-1000ACDH )

General (—f&s%E)

Wireless > General

DSR-1000AC 3SR LAN 7 51 77> F DT U £ ARA > MHEREZ RERIREIEMA TN 802.11n/ac BiFwEZEEH L TWE Y, X217« /BES
6/ FREEA T a VGO TOT 7 AIVICE EHON, ESRETOT 7 AINE AP REAZ1—CRETHTENTEET, TOT7 1)U, HIgY
FATVREAPREDLF 1) T4 ZEE AP BOKRLGINTA—2EFEHELTEY . BBITELT BLT/NARDEHD AP A VA2V ABTHET
TET

BED MRIE) DAPERET AT EICEL 2T ZRARADDIAZ—VEEHRR Y T =V ZERT 2T ENTEE T, BB AP IETDRFTYR—
FENBIZAT 2 ML TIIRIZLTWS AP (AZ—275SSID) & LTHRRENEITH. RERITIETDIL—ZITHREEN SR CHIERE REHE
TEELTCLET,

TAT 74U 1 DThE D AP A Y RE VR (SSID) ISERENS AP /35 A—5 & FILl— AL LEEDE LTEZ BT EHTE
EF, ZORs. FLINSA—ZHEED AP A Y RE Y ZE Tl SSID 1A N 2 BEICEEERI 5T LA TEET,

Access Points (77 2RAKRA )

Wireless > General > Access Points

BIRLAN 7V ARA > b ERE. RRLET,

1. Wireless > General > Access Points DIEICA a1 —%27 v L. UTFOBEEERRLET,

-
.

Wireless

Wireless » General » Access Points o Q

The List of Available Access Points table lists the configured Access Points (AP) for this device. From this summary list, the status of each AP (over all
radios) can be reviewed and AP parameter configuration settings can be accessed.

Access Points List

Show entries  [Right click on record to get more options ] Q
Enabled apl DSR-1000AC_1 Enabled defaultt No (Turn-off) - - 5 Ghz

Enabled ap5 DSR-1000AC_2 Enabled default2 Mo (Turn-off) - - 2.4 Ghz
Showing 1 to 2 of 2 entries | First || .| Previows | 1 | Next » || Last )

Add New Access Point

6-1 Access Points [BIE

2. IVMUTHEIIYITRE UTFDOAZ1—hHERRENET,
- TRdit) : 7O ARA > OB BEEZTVET,
. [Disable) : 77w ZARA > b EENCLET,
- TMACFilter] : MAC 7 4 L2 ) > T &ITVE T,
. [Status) : AF—2X=HRRLET,
- [Delete] : 77w RARA > +=HIBRLET,



BT MIFHRTE (Wireless) (DSR-1000ACD )

Add New Access Point (777 XRA > F D&M / #7EE)

1. TAdd New Access Point] &2 Uw o LfldBFEOT Y M) ETHY ) v — TEit) Z2#RL. UToBEEmERRLET,

Access Point Configuration o

AP Name apl

Profile Name default E

Active Time b

Schedule Control | oFF

Start Time | AM

]| (]

Stop Time AM

WLAN Partition | oFF

6-2  Access Point Configuration [EIE

2. UTOEEEZRELTT,

B[] Bk

AP Name IRET7 I ARA > bEANDLET,

Profile Name TIWEIUAZA—=DSTDT 7 ARA Y MMM 2707 7 1)L ZEIRLE 9. Wireless > General > Profiles B
TEMLETO7 71 IVHAERE E LTERREINE T,

Active Time TICRARA Y bELTORBEEBMCLET,
LR TSchedule Control) &K T IStart Time / [Stop Timel #&IEET 2T ENTEEXT,

Schedule Control TOCARA Y FDRT Y 12— )UEIEEEMLET,
[Start Timel & [Stop Timel MTIREINIZHE. 7 547>~ AP & [Tumn-on] (%) / Murn-off) (M) ICLE T,
THEABIEEN T,

Start Time AT a—)VEREY 25E (. 20 AM/PM) ZFRELET,

Stop Time AT T 21—V ERT T 2K- (B 20 AM/PM) ZFRELET,

WLAN Partition [ONJ ICRETDE. BERV ATV MIUDT ATV NEBETHTENTERLEVET,

3. [Save] Z7Uvo L. REZBALET,
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FoE  IFHRTE (Wireless) (DSR-1000ACDH )

MACFilter (777 2AKRA>Y D MACT 1 IV2Y) V%)

1. BEFEOI> b ETHY Uy — TMACFilter] Z#RL. MUTFOBEEZFRRLET,

Wireless = General

#» Access Points = MAC Filter

This page shows the access control list and also allows user to add new access control rules,
MAC Filter
Access Control List Status
AP Mame | apt v|
ACL Policy Status | o v|
MAC Filter List
Shaw entries [Right click an record to get more options ] [ a9 |
Mo data available in table
Showing 0 to 0 of 0 entries L.} First | Prewious || Mext o || Last

Add Mew MAC Filter

6-3  MAC Filter BT

2. UToOEAERELETT.
HE

S&II

A

Access Control List Status
AP Name TIRRRA T N EEIRLE T,

ACL Policy Status

TR AY MO—]V) A MDRT—RZAEFERLET,

MAC Filter List
MAC Address T IR ARA Y MADEGHOEFTEITEEINTVAS MACT RLAD X MHAFRRENE T,
3.

MAC 7 KL A &8NMYd 53551, TAdd New MACFilter] =271 wv 2 L. MAC7 RLAEAILET,
4. T[Save] #o)wo L. REXBHELET,

Status (77 RARA 2 FDRAT—3 AHEER)

1. BIEOI> b ETHY YUY 7— IStatus] Z#IRL, LTOEEZFRRLET,

Access Paints

Access Points Status

apl 1 3413 6160

445421 4882238 0 0
Connected Clients

Mo data awailable in table

6-4  MAC Filter BIE

2. TUEARAVIDRT—R2RAEERLTWE Y 547> bOEREHELET,
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FoE  IFHRTE (Wireless) (DSR-1000ACDH )

Profiles ({707 711I)

Wireless > General > Profiles
BRT VL ARA Y MDD TAT 7 AV ERELET,

TAT77AIEERT B LIk AP EEBRI ATV FDBETERBIZLF 1) T 2107 B, BLOFALER I ETCHIENTE
F9. MHAE—RIE TOPENS (EF2UT47%5L) TT. TOE—RTIE INTOEMEDHHEIET 57> MO AP IHEHT CEDTHRET
ldd ) &

FLWTOT 71 IVDIER

REDHEYERITBEED IO 7 ILREFERLEY, COTOT7 7 A IVAEFEBLTAP SBEETOHIT. 751472 MHMERT 5H#5!
FEBEBEEDSSIDZHZRELET, SSIDDTO— FFv X MEBMELIEBE. AP OSEFENICH S EREERDERY 17> Mizn7O7 7
A IV ERHTEE T,

APIEWEP WPALWPA2. S KU WPA+WPA2 A 7 a3 0 ELITANTD8NRIN DBEFEtF 1) 7 E—FERHELET . 77 ARA Y bDEF 2
7\ &LLRD TProfile Configuration) 43/ 3 >® [Security] OBRICK > TRETHTENTEE T,

1. Wireless > General > Profiles DJEICAZ1—% 7 ) vy L. UTOEEEZERRLET,

3
.

Wireless

Wireless » General » Profiles o 0

A profile is a grouping of wireless settings which can be shared across multiple APs. AP specific settings are configured on the Access Point
Configuration page. The profile allows for easy duplication of 551Ds, security settings, encryption methods, client authentication, etc. across APs.

Profiles List

Show | 10 E entries  [Right click on record to get more options ] Q

defaultl DSR-1000AC_1 Enabled WPA-WPAZ THIP+CCMP PSK 5 Ghz
default? DSR-1000AC_2 Enabled OPEN None Hone 2.4 Ghz
Showing 1 to 2 of 2 entries || First || .| Previous | 1 | Mext , || Last 4|

Add New Profile

6-5  Profiles EIH&

DSR-1000AC K 24GHz & 5GHz DEHDEFE S K— F LTWET. F 7410 b TAT 71 USDVTHARET BT EATEET,

2. 7O77A)VEBINY %354, TAdd New Profile] 2 w7 LU TOE@EZFRRLET,
Profile Configuration °

Profile Name | |

SsID | | ftength: 1-321
Broadcast SSID ﬂ:]

Security | OPEN E”

Radio Mode [240n2 v

Save

6-6  Profile Configuration EE
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E6E

IR E (Wireless) (DSR-1T000ACDJ+)

3. UToOEEZRELET,

=[] B!
Profile Name 77 AIVaEANDLET,
SSID SSID&#ASILET,
Broadcast SSID SSIDETO—RF v A MIA—T2F 254G TONJ (cLET, TOFF) (T2 EIERRITEVET,
Security F2U T BAHELUTHOBIRLET,

« TOPENJ : INT U WIS TH =T ] laxy bO—0&ER L. TOEIRT— NI T ACKRERET /NA AT 7
RIBHTERFALET,

- [TWEP (Wired Equivalent Privacy) ] 1 A2 7 « v 775 (BRIHE) % AP E\IRY 5147 MNETHET ST L%
WEBELET, WEPI£802.11n 7—2RERE Y R— b LEVWT LITERLTIEEL, ThUE [HRD 802.11
BHIcBELTVET,

« TWPA2) : ZDEF 21U 7 4 24 71 PSK (BRIHER) FldT>2—T7 54X (RADIUS T —/\) FREEDL T
HDBEIC CCMP BB EFERLET,

- TWPA+WPA2] : THILBEBLT LT XLD TKIP H KU CCMP DEAEFERALET, WPA 72147 > M
TKIP Z(ER L. WPA2 7 547> MM& CCMP BES(L77)b T ) ALEFERBLET,

Authentication

BSDOEBEIRE LIctF 1) 7+ AU, LIFHSBRLET,
« TWEP] : TOpen System] ZF7zld Shared Key| ZEIRL KT,
« TWPA2/WPA+WPA2] : TPSK] (/YA 7 L—X). TRADIUS (RADIUS t—/\). [PSK+RADIUS| H*Si8ELE T,

Encryption

FTAEARNEIEE LctF 2 U 70 AR, LUFHSEIRLE T,
o TWEP] : BES+—DH 1 X (f64 bit WEP F7zld 28 bit WEPY) ZFEIRLE T, KEWT A XDF—(F LB
Szt 57z, F—DRFHEHLIZVE T,
- TWPA2] : TCCMPJ (DFI+HEIRETRET T,
- TWPA+WPA2] @ [TKIP+CCMPJ (DFREIRBTRET Y,

WEP Passphrase/
WEP Key1-4

WEP Z#R L1z Ba. /N\RAT7L—XEd 16 EEARDF—ABELE T,
T'WEP Passphrase] ZAS1L. [GenerateKey) &7 1) w79 %EBEMNIC TWEP Key) HNERENE T,

WPA Password

TWPA2]. TWPA+WPA2] ZEIRLTciHE. WPANR T — REERELET,

Protect Management
Frame

[PSKJ TPSK+RADIUS| ZZIRLISBRICRTENE T, [ONJ [T B BRI L —LDREZBMICLET,

Enable Pre-Authentication

T'WPA2 T TRADIUS] ZEIRLTISEICRRENE T, TONJ I 5 EFTEReE2 BN LET,

Radio Mode

BRY SEREEHZIEELE T, [24GHz) T5GHz) Both) (M7) HSBERLET,

4, [Save] 71w L.

REZBEALET,

B\ML7=7aO7 7 1)V, Profiles BIEICRRINE S,
B2 vy L. TEdit) (R&E). Delete) (HIFR) #ERITCEET,

Wireless > General > Access Points EE Cld. $TLW\7 IV XRA > bDOIERRE 7O 7 7 4 VOS2 1TW0VE T,

FERBIEROT IV CARA Y b EFR—FLTHY. TNIRET7 7 ERRA >~ (VAP) EMEENE T, BED SSID #F DB AP &, 75
AT ML SRBTENZENIHIILIZ 1 BOT7 VERARA Y DL DICERAET, ToLIBHcLY) . I—VEHITR>TA—YIIV—TlcHd
LTEFa2 70X —TY FORBIETDOTET. IW—2DEFREETTO T EHAEETT, VAP DIERLFIBIE. [Access Points (77742 &
AR ZBRBLTIEEL,




BT MIFHRTE (Wireless) (DSR-1000ACD )

Radio Settings (SE{FHIRDFFMERTE)

Wireless > General > Radio Settings
DSR-1000AC DEERREREIC DV TERBALE T,

DSR-1000AC Tld. 24 GHz £72ld 5 GHz ODWITND DEEHEZERTEE T,
BRUCERHEBICEDE, E—FOBELF v XIVRERELE S,

24 GHz (2.4 GHz :&%E)
2AGHz I COEAFHBEIC DL AR L &9,
1. Wireless > General > Radio Settings > 24GHz 2 7 DIBICA Z2—% 27 U vy L. LTOBEEZRRLET,

_— .
= Wireless

Wireless » General » Radio Settings » 2.4 GHz

|2 o [

This page allows you to configure the hardware settings for each available radio card.

Radio Settings - 2.4 GHz

Mode [ng [w]]
Channel Spacing [20mHz I~
Current Channel 6 - 2.437GHz

Channel 6-24376Hz E”
Default Transmit Power \wo7| [Range: 1 - 100] %
Transmission Rate ‘Bes1(Aulm'natic] E”

Save Cancel

6-7  Radio Settings (2.4GHz) @

2. UTOEEEZRELTT,

EH Bis

Mode 802.11 E— R#& lgand bl Tgonlyl Tbonlyl Tngl Tnonly] Ah5EIRLET,

Channel Spacing F v xRz EIRLE T,
[20/40 MHz (#1531&)

fngJ) Mnonly) OBEITERIRTEE T,

802.11n L DEIRIEER & 802.11n IEMISDEIFHERN R Y b T —VITRET 5358

IGEIRLE T, Mode] A

ThICKY EFBEROREL — MIBEEEITNE T,
- HEEERTE © [Best (Automatic) )

. T20MHz
802.11n IS DI R A A LEWEE. FEIRLE T, Model A Tgandbl Tgonlyl Tbonlyl DIF&ITE
RTEET,
Control Side Band [Upper) F7zl& Mlower) Z#ERLE T, Fvx/UIED [20/40 MHz] DBEDIHEIRTEET,
Current Channel BEDFv 2 )VERRLET,
Channel FRTLF v xIVEERLET,
Default Transmit Power | #IEAREDFRERE (B %) ZIBELET,
Transmission Rate FOw Ao AZa—KUEEL— FEBERLE T,

3. [Save] #0)v oL, REZBEALET,
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BT HIFHRTE (Wireless) (DSR-1000ACD )

5GHz (5 GHz &%)
IR Tl 5GHz i COIBHAEIC DOV CEHRBALE T,

5GHz DI CERTIREE 1802.1TACI Z AT 5 & A 80MHz £ TF v VRIVEHEHEIRE T 2 EDFRREG Y T—2ZAb—T v ~EI802.11n]
ICHANTARECALELET, FRATESF v 2ILOHBEIE DSR-1000AC AMEAENSENC L > THIRLH2HBEDDH 1 E9, [802.11ACI Tl
S5GHz AR DFT LW T A VT K DHEREAEZ A L. BRI L—LT7 75— a VBATEY S DT —2%Z8—/\7 v MIEETEET ST
EDEIRETY

1. Wireless > General >Radio Settings >5GHz 2 JDIBICAZ2—% 27 ) v 7 L. UTOEEEFRRLET,

L—3 -
= Wireless

Wireless » General » Radio Settings » 5 GHz (2 W)

2.4 GHz Eii

This page allows you to configure the hardware settings for each available radio card.

Radio Settings 5 GHz

Mode [armrac [~
Channel Spacing IZDJ‘AWMHZ E”
Control Side Band |Upper E”
Current Channel 40 - 5.2GHz

Channel |Auto |
Default Transmit Power [Range: 1 - 100] %
Transmission Rate |Bes1(Auwmatic} E”

Save Cancel

6-8  Radio Settings > 5GHz % JEmE

2. UToEEZERELET,

EHE Bkl
Mode Faonly) Tnonly) Faconlyl Tnal la/n/acl H5BRLET,
Channel Spacing F v RIVBEFERLET,

« [20/40 MHzJ : Mode £* nonly] Taconly MnaJ la/n/ac) DIFE. EIRAIEETT,
+ [20MHz] : £&— FCEIRATBE T,
- [80MHzJ : Mode A Taconlyl Ta/n/ac) DFE. BIRAJE T,

Control Side Band [Upper) Efzld Tlower] EEIRL KT, 20/40 MHz] FEIREEDFHEN T,
Current Channel BEDF v I AEFRRLET,

Channel FERTHF v RIVEERLET,

Default Transmit Power | #JHIREDRERE (BfI: %) ZEELET,

Transmission Rate POy RO AZa—KUREL— FEERLET,

THUTK Y ESEGDXREL— MIBEEEINE T, HEERTE | IBest (Automatic)

3. [Save] #7Uvo L, REZBEBLET,
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BT MIFHRTE (Wireless) (DSR-1000ACD )

Advanced (BELRE)

Wireless > Advanced
HGREICHITDERREETVET,

WMM (WMM 385E)

Wireless > Advanced > WMM
WMM (Wi-Fi Multimedia) & IEEE 802.11 v b7 — 7 [CEARBI7 QoS (Quality of Service) IEEZRRE L E T, WIMIF BE. ETF NI ML T 5 —
b BLUONY T TS0 KD 42D AC (Access Categories: 77 Y AATIA) IR 2T NS T4 v I EBHRIEE T,

1.  Wireless > Advanced > WMM DJBICA Za1—%2 7 vy L. LTOEEZFRRLET,

—
.

Wireless

Wireless » Advanced » WMM o e
This page allows you to configure the Wi-Fi Multimedia{WMM) configuration parameters.
WMM Settings
Wi-Fi Multimedia Configuration
Profile Name default E
Enable WM [ Tor
Default Class Of Service '7Background
IP TOS/DiffServ Mapping
Show T“Ij‘!enh‘ies [Mo right click options] a,
IP DSCP / TOS e “ Class Of Service (]
0 [ Defaulds]]
r EXS)
2 [Detautal]
: [Dereala]]
4 [ Defauiz]]
5 [ Defauliz_.
6 | Defaul{x]
7 [Defaulz]
8 | Def!ulE:
’ [ oeteufal]
Showing 1 to 10 of 4 entries | First || | Previous | 1 2|3|4]5 !_Ni)_:!ust ,|J
6-9  WMM Em
2. UTomBZEHRELTT,
HE s
Profile Name REICBEMITSTO T 7 A IVERIRLET,
Enable WMM TONJ 129 % & WMM BBEDERNIC TR F 9
Default Class Of Service | #FBIRE/ 777 £ A7) (Voice. Video. Best Effort 5K U* Background) Z#ERLE 7,
IP DSCP /TOS [Class Of Service] BICH—EXZFRL. NIPDSCP/TOS) DRV EV T HFRELET,

3. TSavel 271w L.

HEZBEALET,
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BT MIFHRT (Wireless) (DSR-1000ACD )

WDS (WDS 5%7E)

Wireless > Advanced > WDS

WDS (Wireless Distribution System) (&, % T —2 D7 V7L ARA > MEIT TOEGHEEHEREBMCT DV AT LTYT, AEEEE B2
TOTFNAZAE @BLCFv Ty b/ RIANEFERLTWVWEHEERLE) TOHEEEEEMRLEINET,

WDS U > OB THZIZEITE. T 74V T IV ERARA TV MERICEF 1) T REEZFBLE T, WDS 1> HETE WPA/WPA2 & H R—
FLEEWE. WPAF—D/\Y R T A VHQRTINE LA, R WUIT. WDS Peer EHITEREINS Y 3 F—1d. (WPAPMK ZEHET DI
BRATZ2EDERE) N\ Y 2BEEFER L THEINE T, RBEIICIE. (WDS BEN—TY TEBEICKDREN AR PSK & GREARRD) A
D Mmagic) XFHH. ANMEE LTERINE T,

ERRIIE. WDS U > 7ld. 77 4)b b AP ICEREE NIBESLICHE > T TKIP/AES BEB{L &R LE 9, Default AP T TKIP + AES AMEIREN TS
HBa. WDS > TlE AES BESEL A RDMERENE T,

WDS REIEEHIE (5GHZ/24GHz) TR T THIWBA TREZTVET, ZRENSEBIERE—TT,

1. Wireless > Advanced > WDS >2.4GHz 27 /5GHz 2 TDJBIC A Z21—%=7 ) w7 L. UTFOBEmERRILET,

& Waintenance

TN ChorC
E43y Status

Wireless » Advanced » WDS » 7.4 GHz o Q

Thiz page allows you to configure the Wireless Distribution System [(WDS) configuration parameters,

WYDS Settings 2.4 GHz

WDS Enable [ Tore
WDS Encryption Mone
WDS Security OPEM
WDS Authentication Mone

System MAC Address [0 e PR

Wo5s Peer MAC Address List

Shows entdes [Right click on record to get more options] |

| MAC Address #]

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Mext || Last 4

6-10 WDS>24GHz 2 7Bm

WDS U > & NBYIICHAES BT Tld. WDS E7IC b1 B ISR A A —IC T BRENS Y T
2. UToBEEERELET,
1HE Bils
WDS Enable FONJ ITLTWDS ZB3IC LE T,
WDS Encryption WEWDS U TERINTWREBESEDZ A TaR R LET,
WDS Security WEWDS U7 TERENTWAEF21 )T ERRLET,
WDS Authentication TAEWDS ) > CHERAETNTWARE A EERRLET,
WDS Passphrase WDS D/XZA T L—XEANDLET, RIBEEIZ. WEP, WPA. WPA2. WPA+WPA2 HAEZNT. [WDS Enable] & TONJ
I LIEBEDHFRRENET,
System MAC Address YATLMACT RLRAZEFRRLET,

3. [Save] 27 Uv oL, REZBEBLET,




FoE  MIFHRTE (Wireless) (DSR-1000ACDH )

Advanced Settings (G¥#l3&7E)

Wireless > Advanced > Advanced Settings
CC CIFBEDFMEREETVE T,

80211 DBE/NTA—REZEETHIENTEFT, BE. Z2LDRY NI TCIIPERENEL TVE T,
Advanced Settings (GFHEERTE) (F=3 (5GHZ/24GHz) TR T TYIVBA TREEZTVET, RRENSEBIE—EZRERL T,

1. Wireless > Advanced > Advanced Settings >2.4GHz 2 7' /5GHz 2 TDIBIC A Z2—% 7 v L. LTOEEZFRRLET,

-
O

Wireless

Wireless » Advanced » Advanced Settings » 2.4 GHz (2 ()

This page is used to specify advanced configuration settings for the radio.

Advanced Wireless Settings 2.4 GHz

Beacon Interval [Default: 100, Range: 40 - 3500 ] Milliseconds

Dtim Interval [Default: 2, Rar 1-255]

Enable RTS Threshold

Fragmentation Threshold [Range: 257 - 2346 ]

Protection Mode ‘
Tx Antenna ‘
Rx Antenna ‘

AMPDU

Power Save Enable

Multi To Unicast

6-11  Advanced Settings Bl (2.4GHz) EImE

—
0]

Wireless

Wireless » Advanced » Advanced Settings » 2.4 GHz o @

This page is used to specify advanced configuration settings for|

Advanced Wireless Settings 2.4 GHz

_'“I Converting multicast traffic to unicast will lead to performance
Beacon Interval | 100 \ drop for multicast traffic over the wired LAN. It will also disable
the WDS. Are you sure you want to proceed?

Dtim Interval 2
Enable RTS Threshold ofF

Fragmentation Threshold 2346 [ QK I Frtil ]

Protection Mode {None Ii“
Tx Antenna IAutD IE”
Rx Antenna IAuto IEH
AMPDU BEx ]
Power Save Enable oFF

Multi To Unicast m
Save Cancel

6-12  Advanced Settings EIE (2.4GHz) (Multi To Unicast B%h{LES) EimE

109



110

BT HIFHRTE (Wireless) (DSR-1000ACD )

2. UToEEZERELET,

== Bils
Beacon Interval Tle—O2 ] WEEERY FT—JICREIT 21dIC T VL ARA Y MO BIRESND/Nw b T, FIEHEIF 100 TY .
Dtim Interval E—OIcEENS DTIM (Delivery Traffic Information Message) DEEIARE LE T,
BENE-PFOBERI ATV MIHLT, ZERFBDT 2052 EEEAET,
- WHERME 2

Enable RTS Threshold RTS LEWMBEIBELE T, EET—2HTD/NNTY A X Byte) KUBREWNEE. E|IRY 717> FARTS (Request
ToSend : EEER) ESHEXELET, BEENECTBHERTS Ny FORXEEEANS B, v NI EEEEL
TR—=Ty b DAETEBL AN D D E T, FHHMED 2432 DFEFE L THL T EEHEELET,

Fragmentation Threshold | 757 XA > 7—> a3 > LEWMBEZRELE T, REDLEWMEZBA /7y bEXEFICT S 7L LET,

(24GHz D) . HHAME 2346

Preamble Mode U7 TIVE—R%Z Tlong TShort] hhSBIRLE T, 7V ARA Y MEO—S VIEIET 4 T2 EDBEICHSL

(5GHz D) T.CRC(Cyclic Redundancy Check) 7Oy 7 DEREZEZLE T, xv b T—UD ST 1 v I HEZWEPRTIEShort
HERLET,

Protection Mode 7Ta770>3>E—R%&E [Nonel [CTS-to-Self Protection] H53&RLET,

(2.4GHz D J+) [CTS-to-Self Protection %3%IRT %<& 802.11b & g NNEELIEERE FCOAT—Y 3 VEXDIUTY 3y (BR) H8ET

% [CTS-to-Self] BHEIAAZXLDBEMCEY £,
« 4JHBME : TNone]

Tx/Rx Antenna FE (X, 6 R ILBIT27 7 \OBHTEIEELE T,

AMPDU AMPDU (aggregation MAC protocol data unit) Z83ICLE T, MACA\Y AEZATET L—LERETVET,

Power Save Enable BENMEZBNTLET, TON] I1TF5HE U-APSD (WMM Power Save) (Z& > CERDEEENDGISNE T,

Multi To Unicast ABHOSZE LAY T Y TONAADRIVFF v XA M7 FLRAZEMT L. I 2F v X MEkT7 FLRITEH
LET,

3. [Save] #27Uv oL, REZBEBLET,

WPS (WPS 5%7E)

Wireless > Advanced > WPS
T T Cl& Wi-Fi Protected Setup (WPS) SRTE/NTA—ZDEFBLLBEITOCENTEET,

WPS IEHR— b ENB|GT S A7 baxy NT—UIOBINY 52 Y TIVERETHY . WPAEld WPA2 T2 T« DFREE NI AP T
BI2TEDTEET, WPSEFATSICE. INoDEFa1 T DRESNTVWD AP Z FOY TET Y AZ1—H5EIRL. D AP D WPS
AT =R AZBMLET,

TWPS Current Status] 2> 3 > TIHERLIZ AP D F 21 7« FREE B L UBSREICOVTOBEAR RENE T, TNSIEAPDTAOT 7
AIWE—BLTWVWEY, WPS ITIZFIBEIRER 2 DDREF T avhd ) £,

« PIN (Personal Identification Number) :

4. WPSZEHYR— M T HEIET/\A XD, THFDPIN ZR > TWBIHE. TOMICPINZASILET, /IL—42I& [PIN] 74 —ILRDFICHS
[ConfigureviaPIN] &2 1w o LTz, 60 WLUIRNICESILE T, 7207 bR LIcZ & ART LED RRIEH Y A,
« PBC (Push Button Configuration) :

5. PBCZEHR— I BM|RT/\1 AT L CIE. 2 ¥/ [Configure via PBC) LT £ T, AP I, BRT/N\A XERHELT. 7547 &
DUy ZHILET,



FoE  MIFHRTE (Wireless) (DSR-1000ACDH )

1.

2.
3.
4.

Wireless > Advanced >WPS DBICA Z—2—& 7 v o L. UTFOEEAZHRRLET,

Wireless » Advanced » WPS

This page allows you to define and modify the Wi-Fi Protected Setup (WP5) configuration parameters.

WPS Settings

WPS Configuration
Select VAP

WPS Status

WPS Current Status

Security
Authentication

Encryption

6-13  WPS EmE

o= )

WPA-WPAZ
PSK

TKIP+CCMP

Save Cancel

[Select VAP] TWPS AT 2 VAP & ROy FHA U AZ1—H5ERLET,

T'WPS Status] & TONJ (LT

REZBEARALET,

WPS BVEINICE S E LT DBEEANRTENE T,

WPS Settings
WPS Configuration

Select VAP

WPS Status

WPS Current Status

Security
Authentication

Encryption

WPS Setup Method
Station PIN

Session Status

6-14  WPS(ON) EIE

Operation Succeeded

This page allows you to define and modify the Wi-Fi Protected Setup (WP5) configuration parameters.

[ ]

WPA+WPA2

PSK

TKIP+CCMP

Configure Via PIN Configure Via PBC

Save Cancel

FWPS Setup Method| T WPS d@7574& LT, TConfigure ViaPINJ (PIN AJ3) F7zl& TConfigure Via PINI (WPS RZ ) A#ZRLE T,

[PINJ ZRY 33545, [Station PINJ (CERT 147> bOE>TOD—R&EAF L. [ConfigureViaPINJ (PINAJ)) 2w o LET,

Ty aRE VAN EERRT 5546, [ConfigureViaPBC) 22 1) v 7 LET, THuck WPStw 2 avhiiEgshdn, B\ 547> bD
WPS RA > 7%& 1 DLURICIRY (£l > 27— X ETHIET %) BELHYET,

EGICIEH 2 DIEEHO DY £9, [Session Status) CEEICEHiSNIcC S AR LET,
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$F75 VPNHE (VPN)

®|7% VPNERE (VPN)

VPN (Virtual Private Network) DFREICDWNTEHBBLE T,

HEEE Bilis)
MPSec VPN (IPSec VPN DERTE) | IPSec VPN DFREZITWVNE T,
[PPTP VPN (PPTP VPN 5&7E) | PPTP VPN DR EZETTWVNE T,
[L2TP VPN (L2TP VPN £%7E) | L2TP VPN DFREZETTVE T,
[SSL VPN (SSL VPN &7E) | SSLVPN DF&FEZTTVNE T,
FOpenVPN (OpenVPN Z27E) | OpenVPN DFREZTTVE T,
[GRE (GRE £%7E) | GRE DFREEZITVET,

VPN 2 DDT — b T2 AJV—2BEIFVE— b PCY A7 > MEICREGBET v IV (b X)L) ZRHELET,
WUFDRATD Y RIVEERT B2 EDNTEET,

- Gateway-to-gateway VPN
JE—MTANED ST 4y I ERIET HTcHIT 2 DU EDIV—2 =8 LE T,

- UE—=FrTZA47 >k (client-to-gateway VPN b > %))
JE—FPCOSAT Y RDIPT RLAAREFICHISNTWEWEEICUE— M ATV EAVPN 2V ERIBLE T, COBE T — T
MERBEEE LTEELE T,

« NAT)L—=2DEHFDI)E—bTZA4T72F
TIAT Y MEZAFZI v T IPT FLAZEFE. NATIL—2DBAICHVET, UE— b NATL—2DIP 77 FLAAEFICHSNTWEWEES
o NAT)L—2IZHBHUE—F PCHVPN bRV ERIELE T, 77— b DT A DWAN R— bHSEES LTEMELE T,

« LAN/WAN PPTP &7 5+ 77> MERFIDT=H®D PPTP H—/\

< LAN/WANL2TP 7 5177 > MEEGEDT&D L2TP H— N\
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7% VPNEZE (VPN)

IPSec VPN (IPSec VPN DERE)

VPN > IPSec VPN

Policies (IPSec VPN K1) &—®D3iRE)

VPN > IPSec VPN > Policies
T TIEIV—RITEREFZHD IPSec VPN R =D A M EFRRLET, 51T, IPsec VPN R —DiBIN. HIBR. RE. BLUEME / &L
N TEET,

IPSec RV o —ld. RIV—ZEMDT— DT AR, Efeldd/—2E ) E—FRAMDIPSec 754 7 > FEDBEICBRENE T, IPSec E—F
lE. RKUS—D 2 DDOITY RiRA > bREEREY S 2w b7 —271T05C T TTunnel Model & 7cid ITransport Mode] DEBSMNTEY £,

- Transport (BpXE—F)
TDE—RIE. RIV—2EPVRIVDIYV RRAV N BID IPsec 57— b U T A FfeldRA b ED IPSec VPN 7 547> bDOWLWINH) BD end-
to-end BEDEOHICHERENE T, 7—2XAMAO— FOHHDEBESLEIN. PAY R BEXIFBS{LEINEEA

« Tunnel (F>ZXJVE—FR) :
Z DE— Rl network-to-network IPSec r > RJVITERENE T, TDTF— b I ADA M RIVD—FDITY RRAV MEBYET, TOE—R
TlE. NV BZELINTDIP /Ny MM BSLERIADmA. £elEEE50NThNTVET,

bV E— RZBEIRLBE. NetBIOS KU DHCP over IPSec ZBINCT BT ENTEEX T, DHCPover IPSec it kW ZDjb—2IE&) E— b

LANDRZA MCTIP ) —RERET 2T ENTEXT, oo TOE—FTIE O—AVRUIE- DT SAR= b2y b T—=7O@AICH L,
P7RLA®IPY FLAEHE, Y72y bEEZELT N XIVEADBEESIT S5 LT,

1. VPN > IPSec VPN > Policies DJEIC A 21 —% 7 ) vy L. UTOBEEEFRRLET,

VPN = IPSec VPN » Policies o @

This page shows the list of configured IPsec VPN policies on the router. A user can also add, delete, edit, enable, dizable and export IPsec VPN policies
from this page.
Hote: Policy with ™ represents a Client Policy.

IPSec Policies List

Show entries [Right click on record to get more options | ‘ Q

Mo data available in table

Showing 0 to 0 of 0 entries | || First || .| Previous || Mext , || Last ] |

Add New IPSec Policy

Backup Policies List
B entries [No right click options ] ; a

No data available in table

Sl e ac [ First || ] Previous || text , |[Last 4]

7-1 Policies [BIHE
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$F75 VPNHE (VPN)

Add New IPSec Policy (IPSec VPN iK' < —Di&fN)

1. TAdd New IPSec Policy] Z#2 Jw 7 L. LUTOEEAZFRRLET,
IPSec Policy Configuration e
General 2
Policy Name | |
Policy Type !Aub Policy [v]
IP Protocel Version | = ﬂ|
IKE Version : IKEw1 ﬂi
L2TP Mode [ Nane Q|
IP5ec Mode Tunnel Mode
Select Local Gateway EEEAWAN ﬂ_]
Remote Endpoint | IF Address ﬂi
IP Address / FQDN ! |
Enable Mode Config [ o
Enable NetBIOS [ e
Enable RollOver [ Joe
Protocol ' ESP i”
Enable DHCP [ e
Local IP %-gubnet i“
Local Start IP Address [ |
Local Subnet Mask [ |
Remote IP %Subnet ﬂ|
Remote Start IP Address [ |
Remote Subnet Mask ! |
Enable Keepalive —| OFF ™

7-2  IPSec Policy Configuration [l

2. UTOBEAZHRELTT,
1EE B!
Policy Name VPN R —2ZH ANLET, THUd)E— b WAN/ 517> FO#ERB SIS £ A,
Policy Type VPN K1 > —DFEfE% [Manual Policy ] FAuto Policy) "5 EELE T,

- [Manual Policy] : &L RRA > ML, F—REELEH VPN S RIVDITRTDRELZFE CITWVET, F=
BB —/\OERG CIEEENT B A

- TAuto Policy] : VPN F > ZJLDW DHD/T A — 2 IEEEICERINE T, THUICIEZDD VPN T RRA >
FETOIKE 7O MV AEFBLIERDY I - 3 VHRBITEYETD,

IP Protocol Version

P/IN\—2 3> % [IPv4] Efeld TIPve] D SBEIRLEY,

IKE Version IKE/N—=2 3> & TIKEvT ] Fzldk TIKEv2 ) B S3RLET,
L2TP Mode L2TP E— K% [NoneJ [Client] [Gateway] HS5iEELE T,
IPSec Mode IPSec E— RDIKEE% [Tunnel Mode ] [Transport Mode] THRRLE T,

IPsec b >ZJVE— FIIMEBEDENZ Y NT—02@BI 2 ST 1 v U ZRET DRICEWNTY, HEERMZENE
L T EITTL2TP/IPsec TPPTP /G EA Y R— F L TWEWST — U2 A PRI Y RV X T LGEEICBEVWT M RIVE—
FOMERENE Y, [h TV AR—FE—FIIEIPSec DIEE— R TH Y. end-to-end BEICEAEINETT, F: 77
AT/ Y—1\EEE)

Select Local Gateway

IPSec b > RILDfesHDO—AIVT— b DT AZIBELE T 1 DULDHREEZEHWAN BHHHE. b 2IUETF—h DT
A DVITNDNCH L TREENE T,

Remote Endpoint

FODN £7ld P 7 FLRIEK 2Ty RIVDUE— b TV RRA > bESERILE T, L2TP £— Fic IClient) Z3#RL
fBalERTENEEA.

IP Address / FQDN V=2 DFERNFEATILET,
Enable Mode Config FONJ T Mode Config] ZBMICLE T,

IMode Config] I&. DHCP #EED K SICE—FDVPN IS A7 MTIP 7 RLRETHA > § 28T,
Enable NetBIOS FTONJ TVPN r>JUICHIF S TNetBIOS) 70— RF v X bD@EBEFFAILE T,

Enable RollOver

FONJ TVPN O— /LA —=/"\EBHLET, WAN E— K% [Rollover] [TIBET 2HENDH Y ET,




B7E  VPNERE (VPN)

=[S B
Protocol TardERRLED,
Enable DHCP [ONJ ITT B & IPsec BATIL—RITEHELTWB VPN 7547 bH. DHCPICKBEIWYETIP 7 RLAEERETE

HEDEHBEVET,

Remote IP / Local IP lEnable DHCPJ % TOFFJ ICLTEBE. T RRA > FEDREAIDEEZIEE LT,

<TAny) D RUY—E A=A/ VE—FDIV RRA Y MDASD T T4 v 7 IGBRINET,

- ISinglel : R —DEA%Z 1 EDRAMDIHIBELE T, ASILIEARAMDIP 7 RLAAH VPN O—EFITxY £,
-[Rangel: VPN \D#EGAHAI TS IP 7 L ADEEAZIBELE T, BAIP 7 FLRAEKRTIP 7 FLRAZEASILET,
-[Subnetl: VPN N\D#EFESFAIT 20 T2y bEIBELE T, %Y b T—0 7 FLREY TRy bRV EANILET,
Enable Keepalive FONJ lcLfelma. UTDEBEANILET,

- Source IP Address

- Destination IP Address

- Detection Period [Range: 10 - 999]

- Reconnect After Failure

FYRIVD S ZIVAATEIY RRA Y FAEESNS. U RIWTERTE 71— 1/ 71— 22XV I~V aVERECEE T,

RV —EFHEILEHTRET AT ENTEXT, BRIV —DHE, A VZ2—% v bF—34# (KE) 7O k22 DD IPsec KA MET
F—HEHNIHTELET,

3. [Phasel(IKE SA Parameters)] IPhase2(Auto Policy Parameters)] DEREEITLET,

IPSec Policy Configuration e
CiTaUle necpative [oRE
~
Phase1{IKE 5A Parameters)
Exchange Mode |Main ﬂ|
Direction / Type iBG‘h ﬂ|
sl
Mat Traversal H_r
Local Identifier Type |L|:|c:a| Wan IP i_"
Remote Identifier Type IHethe Wan IP ﬂ|

Encryption Algorithm

DES [ e 3DES Ex ]
AES-128 BEx ] AES-192 e
AE5-256 [ e

BLOWFISH [ e

7-3  IPSec Policy Configuration [l -Phase1/Phase2 &l

7 1—X 10 MKESAParameter] £ 3> Tld. bRIVDEF AU T4 7V I~ a3 vDeElEEELET,

71 —X2® TAuto Policy Parameter] 2> a>Tldk, 71— 2F—ROAVI—a>vDtFal 74 7VII—2 a>vDOEMHEEEESE/
FREEDFHAARELE T,

VPN R 2 —Id. BE)IPSec VPN k> XV EFEITT ZDITHEE ENS IKENPN R —DXTDEH T,

2DDVPN IV RRA YV MTHBIYVDIPT7 RLAE, bV EEFATICT BIeDITRBEENERY Y —/I\TA—2EHICZ T
nxEJ,

MManual Policy) Tl&. IKE&ZERET. 2 DD IPsec KA METDEREE/ \T A — 2 BEFEFHTHTVET,
EZEENS SPI (Security Parameter Index) fBl&. JE—FD M RIVIY RRA Y MIRBENZUELNH Y £T,

Fle. FURIVERITYT ATeoICiE. BB, BEUTIVIU XL, BLUF—HUE— I IPSec KRR MI—HT 20EHHYET,
—H&8D IPsec Tldk. SPI (Security Parameter Index) ENE I FRA > b TEBRARELE T Bz, TAutoPolicy] TIKE ZERT 2T EMHEREINET,
DSR 1& VPN O—)LA—/\EA Y R— M LTWVE T, Thud. TSATXU WANIZHF BV IBEDREICT 1<) WAN ICREESNZRY VY —H T

TAHVAZY WANICO— VA —/N\T BT EEERLET,
WAN A TAuto-Rollover | E— RICREIN TV BBEICOHAMERFERT AT ENTEET,

Ko
i
O

4, IEEZHRTEH. [Save | 27 v 7 LTRENBZBEHALET,

BES) psec U —frms. RUS—%BES U w5 LT TExport) BRL. RETHT EHTEET. THAK— b 77 1 )UIZRID DSRITT v
TA—RUIEUNY ST v T T 71 ILE LTRELIEY T BT ERTRETT.
RUS—%F v FO— RFBFIBTONTIE [Easy VPN Setup (VPN v b7 7)1 EBEBLTC L,

BE2) LotpoverPsec EmmEAA. MR (—NETY FRIY P AELCRESNY — \BBEFTHEHAEMR. b YRIA =T 3
S H BB ENET,
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$F75 VPNHE (VPN)

Tunnel Mode (F>FRIVE—F)

VPN > IPSec VPN > Tunnel Mode

b RIVE— FABR LSS, NetBIOS & KU DHCP over IPSec ZBICT 2T EMNTEX T, DHCP over IPSec it kY ZD)b—421E ) E— b
LANDRZA M IPY—REY—ERTEHIENTEET, £few TOTE—RTIE 1 DDIP7 RLAL IP7 RLREHE. Fild b XV ETHEE
TEZO—AINBLCI)E—MEADTSANR—= b2y N T—0ICHBTEBH TRy MEEETEET,

AJ)V—21& TFull Tunnell (7L k>ZJL) & TSplitTunnell (AU w b bZ)L) ZHR—FLTOVET,
[Full Tunnell E— FIE VPN > ZJVFRD YT AT 2 DS IL—RICITRTD ST 4 v 7 &FEELE T, [Split Tunnell E— NIEERIICIEE LTz
TSAT 2V EDIL—MEDWTTSANR=FLANIC NS T4 v I EXELET,

Tunnel Mode (k>XIVE—F)

1. VPN >IPSec VPN > Tunnel Mode > Tunnel Mode 2 7 DJBICA Z—21—& 7 v o L. UTFDOEEEZHRRLET,

VPN » IPSec VPN » Tunnel Mode o e

Tunnel Mode | Split DNS Names

This page allows you to define the IP address range for clients connecting using Mode Config.

Mode Config
Tunnel Mode @ Full Tunnel _ Split Tunnel
Start IP Address 192.168.12.100
End IP Address [192.168.12.254
Primary DNS [

Secondary DNS

Primary WINServer

Secondary WINServer

Save Cancel

7-4  Tunnel Mode > Tunnel Mode %2 7 EE

2. UTOEAEZRELET.

BHE B!

Tunnel Mode TFull Tunnel) (ZJU k> L) Efzkd TSplit Tunnely (XU w b b2 2JL) ZBIRLET, IV ZIVTIE (12—
v bEREUE—MF=NCEL D) INTONT Y A ZIVEBEBBLETH. ATV Y b b RIVTEA 2 —
v MZ@AHS b T v TiE N RIVEBEBBLEE A,

Start IP Address TOT—)WCEINETONZRIIDT FLAZATILET,

End IP Address COT—INCEINETENZREDT FLAZEATILET,

Primary DNS T4 DNS H—/\l&. CDIV—ZRITEFT B0 ATV EHARAA VRAERRST BIDICFERLET, brRIVE—
FORTUw b b RIVTHBHE. DNS H—/\EABBD N A A VBT —/INETHRELNHY FT,

Secondary DNS T HE ) DNS H—/ g TDIV—R T T BT AT > DR AA VBERT BIeOIFERBLET, > RIVE—
FORTUw b b RIVTHBHE. DNS H—/\EABBD N A A VB —/INETHRELNHY FT,

Primary WIN Server TZAUWINGF—NZRELET,

Secondary WIN Server | A2 1) WIN H—/N\ZHRELET,

3. [Save] #7Uvo L, REEEBLET,
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Split DNS Names (X 71)w & DNS %)

A1)y ks DNS TIEB—D FAA N2 DDV =V HERTEXR T, 1 DIFREBRY FT—7IERAL.ED 1 DIEALRY bT—VICERLET,

A1)y b DNS Tld. ZEIBROBRICRERR R MERER B XA 22— LY —/Nc. ABBRX MEAZ B A A > 2 —LY—/NCAD D LD IHIRE

n&ds

1. VPN > IPSec VPN > Tunnel Mode > Split DNS Names Z 7DJEICA Z2—% 7 v o L. UTFOBEEARRLET,

VPN » IPSec VPN » Tunnel Mode » Split DNS Names (7 (=)

Tunnel Mode | Split DNS Names

The clients connected to this device use the DNS provided in Dynamic IP Range page to resolve this domain name.This is applicable only in case of
split tunnel.

Split DNS Names List

Show ch-_'B] entries [Right click on record to get more options] qQ |
EOWain Hﬁﬁas ”
Mo data available in table
Showing 0 to 0 of 0 entries

| First || | Previous || Mext 5 | Last
7-5  Tunnel Mode > Split DNS Names 2 7' B&
2. TAdd New Split DNSName] &2 U w o LTUTFOBEAFRRILET,
Split DNS Names Configuration e

3.

4.

Domain Mame

Save

7-6  Split DNS Names Configuration [&/E
[Domain Name |C RAA>&ZZANLET,

[Save| 71w L, REEZBEAHLET,
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DHCP Range (IP 77 F L RSB DRE)
VPN > IPSec VPN > DHCP Range

DHCP over IPSec &R L CEFIT D7 2147 MEDIP 7 L ASEHEEEELET,
FEAMEIX 192.168.120 Y T X v FDEE T,

1. VPN >IPSec VPN > DHCPRange DIBIC A2 —%7 v 7 L. UTOEEZRRLET,

¢y VPN

VPN » IPSec VPN » DHCP Range o @

This page allows you to define the IP address range for clients connecting using DHCP over IPsec. Note: To support DHCP over |Psec, enable DHCP
server on the LAN.

DHCP Range
Starting IP Address |1521SB 12.100 |
Ending IP Address [192.168.12.254 |
Subnet Mask [ 255.255.255.0 |

Save Cancel

7-7 DHCP Range EIE
2. [Starting IP Address] Ending IP Address] IZIP 7 RLAZAFI L, IP7 RLREEEIRELEY,
3. [SubnetMask] TH TRy bRV ZIBELET,

4, [Savel #0)wo L, REZBBAHALET,
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Certificate (FRSESEEAE)

VPN > IPSec VPN > Certificate

AJV—21& IPSec VPN FREEIC 7 2 VEEREE A EA LK, VeriSign (XU >) 12 EDREER (CA) h5 7V 2)VEEREAE AFT BH. £iald.
Ry — b A TRIAREG R ZERE L CECBRMRELEM T DT ENTEET,

KIV—2ITIGBCEBRIARENEFEL. TERDX Y T — BRI L CRREIBICK > TERATNIEDEBEBRA T ENTEXT, CAGH
ZIET—IN\DT ATV T4 T4 ICBT BN EFRLEZEIRELTH I ZLDBRERY FT—T VPNV 21— 3 VBV TREBRFEE>TVET,

Trusted Certificates (b~ > X FEEEAE)

REN—2ICO— FENTWVW2EERE (CABLUBEEBROMA) DA NEBRBIZIENTEELT, FSX b (CA) FEBHED U X MIFLLTD
SERET —2ARTENE T,

I5H SBH
CA Identity (Subject Name) | EEFAZERITHRDOD NI T 2I&EBR/ T,
Issuer Name COEEREZEFITLIL CABTY,
Expiry Date & Time TO X NEFRAELEMICE S BN TT,

1. VPN > IPSec VPN > Certificate > Trusted Certificates 2 JDJBIC A —2—% 2 vy L. LFOBEEEERERLET,

'!.}0 Maintenance

VPN » IPSec VPN » Certificates » Trusted Certificates Q@ 0

Trusted Certificates | Active Self Certificates | Self Certificate Requests

Trusted Certificates or CA certificates are used to verify the validity of certificates signed by them. When a certificate is generated, it is signed by
a trusted organization or authority called the Certificate Authority. The table contains the certificates of each CA.When a remote VPN gateway or
client presents a digital certificate, the authentication process verifies that the presented certificate is issued by one of the trusted authorities.
The Trusted CA certificates are used in this authentication process.

Trusted Certificates (CA Certificate) List

Show | 10 E|1 entries [Right click on record to get more options] < |

| CA Identity (Subject Name) {-}_” Issuer Name & ]I Expiry Date & Time & |
No data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Mext , || Last ,|

Upload New CA Certificate

7-8  Certificate > Trusted Certificates % 7 EIE

2. [Upload New CA Certificate] &2 1) v o L%,
3. UTOEMET B8 /Browsel &7 1) v o —iHEEDHF%ZIEEL Save] V7w LET,

Trusted Certificates (CA Certificate) Configuration e

Certificate File || @ |

Save

7-9  Trusted Certificates (CA Certificate) Configuration [EBIE
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Active Self Certificates (B 2 iFFHE)

BOAEZEIE. CAICE>TRITIN . TEADT/IN\A RERET BFHETT. CADT ATV T7 14 7 AREDVEHZWVEEICIE. BEERLIHA
EHFEALET, Active Self Certificate 2 7 Tld. IRE/I—ZICA— FENTWHEBIBEEEFRRLE T,

7y 7A—RENTWERED

SEREISH LT UTOBRINRTRENE T,

BH

5

Name

COFERRE DA @hl%) TY,

Subject Name

COFPREDAEE L LTRRENDEHCY, BE. RAUCBRINEVRAEER2HETY,

Serial Number

2T IVESIE CA K > CGERREZB T D TcITEBEINE T,

Issuer Name COFEREEFIT LIz (R L) CA®RTY,
Expiry Time EBLZARRENENICZSENTY ., SRAUINSHICIREZFH T 20BHAH U X T,
1.

VPN > IPSec VPN > Certificate > Active Self Certificates 2 FDJEICAZ21—& 27 v o L. UTFDOEEEZERRLEY,

¢ad VPN

VPN » IPSec VPN » Certificates » Active Self Certificates

(7 )

Trusted Certificates

Active Self Certificates | Self Certificate Requests

This table lists the certificates issued to you by trusted Certification Authorities (CAs), and available for presentation to remote IKE servers. The
remote IKE server validates this router using these certificates. For each certificate, the following data is displayed:

Active Self Certifica

Shuw. 10 entries

tes List

[Right click on record to get more options]

a, |
|. Name {‘} " Subject Name 8 ” Serial Number .? || t\ssuﬂame S_VJI Expiry Time =
No data available in table
Showing 0 to 0 of 0 entries || First | Previous || Next » || Last ,|
7-10  Certificate > Active Self Certificates 2 7 BEE
lUpload New Self Certificate] =% 1J w27 LEY,
LUFOE®T 28 /Browse] &7 v o — BEAREDHZIEEL [Uploadl Z#271J)v o LET,
Upload Active Self Certificate °
Certificate File | No file selected. ‘
7-11  Upload Active Self Certificate EIH
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Self Certificate Requests

BCAAEZ CATER L TEL 52T, V=2 THANF/INSA—2Z AN L CGEREZERER (CSR) ZEmL. ERLET7 70)b%& CAITREL
£9, CADPSAPFAERU CAICL > TELENY—/GEEEZ 7Yy 70— L. ¥ — NV A DIESM%ZFPAT 58 CPREZ TV 71 7

(BEEREV IR )

ICTBHTENTEETT, BREBAEE. E7ED IPsec BLU SSLEF T — b T A DEEMERIIT HTeOHIERAINE T,

1. VPN > IPSec VPN > Certificate > Self Certificate Requests Z JDIBICA Za2—%27 1) v o L. UTDOBEEAFRRLET,

VPN » IPSec VPN

The Self Certificate

Self Certificate

| Name

» Certificates » Self Certificate Requests o @

Trusted Certificates | Active Self Certificates

Show | 10 E|_| entries [Right click on record to get more options] g a‘-

N e L
c' Maintenance

Self Certificate Requests

Requests table displays a list of all the certificate requests made.

Requests List

| Status 8

Showing 0 to 0 of 0 entries

New Self Certificate

Mo data available in table

| First | Previous || Mext . || Last

7-12  Certificate > Self Certificate Requests % ~/B/mE

2. BCIABREEENMT 55E. [New Self Certificate] 2 U w7 LULTFOBEEEERERLE T,

Generate Self C

ertificate Request 0

Name
Subject

Hash Algorithm
Signature Key Le
Application Type
IP Address
Domain Name

Email Address

7-13  Generat

| MD5 M|
ngth |512 |z||
i HTTPS E”

| Optional

|
| | Optional

Save

e Self Certificate Request B[

3. MUTOEEEZRELETT,

1aE B

Name SEBREDET GRIF) ZANLET,

Subject ERENSDEAED CN (Common Name) T FUBAEENET, TTIV IV MAIFBEERD T +—< v ko
TERINET,
CN=<device name/ 7/\1 X4 >, OU=<department/ £8%& >, O=<organization/ #8f& >, L=<city/ T3H] >,
ST=<state/ 8. I >, C=<country/ & >
(] : CN=router1, OU=my_company, O=mydept, L=SFO, C=US.)

Hash Algorithm ZIWAVZXLZLThSEELE T,
IMD5] TSHA1) TSHA256 TSHA384] TSHA512]

Signature Key Length VU ZFvER—DEEH [512) 110241 12048) HhSIEELE T,

Application Type 7= 30 fEEE THTTPS) TPSec) HHIEELE T,

IP Address P7RLREATILE T, RIBEIEA S>3 2T,

Domain Name RAAVZEATILET, ABEIEA T 32T,

Email Address A=VT7 RLAZEATILE T, REBIEA T 32T,

4. T[Save] =7 1) w7 L.

REZBERALET,

BN L7z B S AEREE X Certificate > Self Certificate Requests Z 7E@EICRRINE T,

a7 v oL, TEdit) (fR&%

). [Delete] (HIBR) HRITCELT,
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Easy VPN Setup (VPN & +7 v )

VPN > IPSec VPN > Easy VPN Setup
I AR—=bENIPSec VPN R > —%&7 v FO—RFLET,

1. VPN >IPSec VPN > Easy VPN Setup DJEICAZa2—%&7 v 7 LET,
2. LUTFoBEmT B8 Browsel #7Uwy — RUI—OBFRAEEREL [Upload) &#271)v o LET,

VPN » IPSecVPN » Easy VPN Setup 9 O
\7 )

This page will guide you through common and easy steps to configure IPSec ¥PHN policies.

Easy Setup Site To Site VPN Tunnel

Easy Setup Site To Site VPN Tunnel
Easy VPN Setup || @ ||

7-14  Easy VPN Setup [EIH

7w 70— R#. VPN > IPSec VPN > Policies B 5iduAENTe VPN BARRENE T,
a2 wo L TEdit)] (B5E). Delete) (HIg) ZETTEET,

One To One Mapping (OneToOne X E> %)

VPN > IPSec VPN > Certificate > One To One Mapping
REFHD [PsecOneToOne X vV | DURAMERTLEY, £z, [OneToOne v BT | DBN. fFE. HIBRETSTENTEET,

1. VPN >IPSec VPN > One To One Mapping DIBICA Z21—% 2 ) v L. LTFOBEEEZFRRLET,

=3

N CHotgc —~ h,
EL Status =T v

VPN » IPSec YPN » One To One Mapping o @
This page shows the list of confizured IPsec One To One dapping. & user can also add, edit and delete |IPsec One To One Mapping from this page.

IFSec Cne To One Mapping List

Show entries [Right click on record to get mare options ] | a, |

‘ Source [P Range Start < | Mazpped IP Rangs Start & | Range Length @ |IPSec Policy Name @|

Mo data available in table

Showing O to 0 of 0 entres |.J First | Previous || Mext » | Last

7-15  One To One Mapping EIE
2. RvEVIURREBINT %EE. [Add New One To One Mapping| &%) w7 LU FOBEEE&RRLE T,

IPSec One To One Mapping Configuration °

Source |P Range Start | |

Mapped IP Range Start | |

Range Length |:| [Range: 1 - 254]

IPSec Policy Name | E|

7-16  IPSec One To One Mapping Configuration [E[H
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3. UTomEEZRELFT,

HE R
Source IP Range Start OnetoOne X E> 7 IL—IVDREIE IP 7 FL R D, TZA4X—F (LAN) PH TRy D IP 7 FLRAEAN
L&,
Mapped IP Range Start TIANR=FLANIPHFTZ Y EAD OnetoOne X v EV T T2y bD. Ry JEFERIAIP & LTHEET %

P7 FLAZANDLEY,

ZDIPIE VE—FRAMDSD ST 0w oEO—HJVLANKRZA b /LAN KA FOY TRy MY EYTT 5
FeDIFERENET, O—AILT /A XD IPSec KU —D TO—HJVEEEIP 7 LAY BXUTUE—FT/NAR
DIPSec R —D T)E—FRIRIP 7 FLX] EELCTHAIUNELD Y FT,

Range Length TSANR=/INT VYT T RLAD OnetoOne Xy > JEEEANILET,
SYTERIREEDE | 1-254
IPSec Policy Name OneTo One X E> 7 )b—JUICHRAT 2 IPSec K1 & — & #IRL KT,

4. [Save] #7Uwo L. BEABRALEY,

PPTP VPN (PPTP VPN 5%7E)

VPN > PPTP VPN

PPTP Server (PPTP VPN H—/\&%7E)

VPN > PPTP VPN > PPTP Server

AIV—5% LT PPTP VPN AL T 5 EDTEEX T, PPTP ZBINIC L. LAN/WANPPTP 7 54 77> b A—HHEET T 572D —/ \D&%
EETVWET, PPTP —/\BEMLENS &L BHFAIEN IPEEICFET S PPTP V547> b J)b—2D PPTP T —/NICERETES L DTG
£9, FD%. PPTPH—/\ (FYRIVDIY FRA VM) ICKSTEEEENS &L PPTP V547 > MEI—ZRICK>TEBINzRY bT—7IC
EFGRREE BV ET, PPTP V247 MCEIWHETSIP 7 FLAERIX LAN 72y FERUICT BT ENTEEY, £fe. PPTP H—/Nida—
HIVE PPTP A—H8REE T 7 /U b & LEITH. ARG —/\ZERAT 5T EBARET T,

1. VPN >PPTPVPN > PPTP Server DIEICAZa1—% 7w 7 L. LTFOBEEZFRRLET,

VPN » PPTP ¥YPN » PPTP Server (7 (=)

PPTP allows an externzl user to connect to your router through the internet. This section allows you to enablefdisable PPTP server and define a
range of |P addresses for clients connecting to wour router. The connected clients can function as if they are on your LAN (they can communicate
with LAN hosts, access any servers present etc MSCHAP Authentication will work with sither of MPPE 128-bit or Stateful MPPE Encryption methods
anly,

PPTF Server

Server Setup

Enable PRTP Server ‘ Enable IPvd v

PPTP Routing Mode = NAT Classical

Range of [P Addresses (Allocated to PPTP Clients)
Starting IP Address | ‘

Ending IP hddress | ‘

Authentication Database

Authentication | Local User Databaze

-

Authentication Supported

PAP [ JeR
CH&R [ ore
MS-CHAP [Te
MS-CHAPYZ [ Je=

User Time-out
ldle Timeout l:l [Range: 300 - 1800] Seconds

Metbios Setup

Netbios ﬁon:

7-17  PPTP Server &
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2. UToEEZERELET,

EE | B9

Server Setup

Enable PPTP Server PPTP H—/\ZEMICT 2E— RZRIRLE I, :EnableIPv4 (IPv4). Enable IPv6 (IPv6). Disable (EE%h)
PPTP Routing Mode PPTP )L—7 4 > E— R % INATJ Ffzld lClassicall hho5BIRLET,
Range of IP Addresses (Allocated to PPTP Client)
Starting IP Address PPTP 7 ZA4 7V MIEIWH TS IPT7 FLAEEDE®RIP 7 FLAEANDLET,
Ending IP Address PPTP 7S A 77> MCBIVH TS IP 7 FLREBHEDIET IP7 FLAZASLET,
IPv6 Prefix IPv6 E— FAERLIEIGE. IPV6 TL T4 vV AEASILET,
IPv6 Prefix Length IPv6 E— FEZEIRLTEIGE. IPV6 TL T4 vV ARZATILE T,
Authentication Database
Authentication SRR A THEEIRLE T,
Authentication Supported
PAP PAPSREFADY R— b EEMLET,
CHAP CHAP BREE A Y R— b EBHICLE T,
MS-CHAP MS-CHAP SREEA DY R— b Z B LE T,
MS-CHAPv2 MS-CHAPV2 BREEA DY R— b ZBICLE T,
User Time-Out
Idle Timeout | BELZALT D M EEBBELTEI—TFH5D T 70 v IHGWNEE. BRIETIENE S,
Netbios Setup
Netbios [TONJ 1293 E. VPN k> 2JUEEH1H B NetBIOS 70— K+ + R FO@EBEZAILE T,

3. fSave] Z7Uv oL, REZEBLET,

PPTP Client (PPTP 2547 > })
VPN > PPTP VPN > PPTP Client

R)—BICPPTPVPN 7 SA 7 b ERFELET, PPTP VS0 77 > baEAL. PPTP T—/DFETZUE— bRy T —JICERLET,

7247 bE . Status > Active VPNs [BIE C PPTP VPN > VDAL LE T,

1. VPN>PPTPVPN>PPTPClient DIBICAZa2—%2 vy L, LTFOEEZRRLET,

VPN = PPTPVPN = PPTP Client

PPTP VPN Client can be configured on this router. Using this client we can access remote network which is local to PPTP server.

PPTP Client
Client BEx
Server IP !0 0.0.0 |
Tunnel Type OFull Tunnel  ®@Split Tunnel
Remote Network In 0.0.0 |
Remote Netmask 0 [Range: 0 - 32]
Username |d|jnk |
Password !-noon |
Mppe Encryption H_]
Idle Timeout 0 . [Range: 300 - 1800] Seconds
Auto Connect H_]
Time |2 [ [Range: 2 - 30] Minutes

Save Cancel

7-18  PPTP Client EImE
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2. UToEEZRELFI,

HE SRR
Client PPTP 547> b 2B LET,
Server IP BT B PPTP Y —/\DIP 7 RLAFIEELE T,
Tunnel Type b xbB A T% TFRull Tunnell (Z)L > L) Eizid TSplit Tunnell (RZFUw b b 2b) HSEIRLET,

Remote Network

PPTP H—/\IT&>Ta—HIVEBBUE—bRY FT—0T7 RLARIBELEY, briLZA1 71T TSplit
Tunnell ZFRLIEBEOHFRRINET,

Remote Netmask

JE—rRY FT—=0DFTRY hRAVERELE T, XL ZATIC ISplitTunnel) ZZIR LITHEDIH
KRENET,

Username PPTP 1 —U&ZI_ELE T,

Password PPTP /NAT— F&EIBELE T,

Mppe Encryption FONJ 2 LT Microsoft Point-to-Point Encryption (MPPE) ZBZhIC LE T,
Idle Timeout 7 A RIVIRRERRC PPTP H—/\H ST 2 COREZEELF T,

- REPJBEERE : 300-1800 ()
- B0 (B

Auto Connect

BEE R B I ENIC LE T,
2TV SOTENTR. [Time) TIEE LIREZBE S EBEY—/\ Oz BEMIcal LE T,

Time

BERE COBBZEANLET,

24T Y MDEENTR, [Timel TIEELKBZBE S EBEY —/ \ Dz BBICETLE T,
- ERAEFJREEEHE © 2-30 (93)
- FIEAME 1 2 ()

3. [Save] #7Uvw7o L, &EZBEALET,

PPTP Active Users (PPTP 7957« 71—HU X })

VPN > PPTP VPN > PPTP Active Users
PPTP D#EFRRICOVTERRLET,

€8S VPN

VPN » PPTPVPN =

PPTP Active Users 9 g

Active PPTP tunnels connections are listed here, as LAN VPN clients are active PPTP users.

PPTP Active Users List

Show | 10

]| entries  [No right click options ] _ a, |

Showing 0 to 0 of 0 entries First

Mo data available in table

| Previous || Mext » || Last .

7-19  PPTP Active Users List BT

LEIE! i
User Name REBERPOI-—TEHRTEINE T, ¥ DRRENTWVSIHEIEEREE L TERTPOI—TZE%RLE T,
Remote IP PPTP =Nk 2 CA—TICEIW HTEN TS IP 7 FLADBKRRENE T,
PPTP IP Y—NOO—HIVIP ARREINET,

PPTP o —/\& L2TP 5 —/ XD b > X VD LRRIBIFLTDEHBY TY,

DSR-1000/1000AC DSR-500
PPTP k> )L#K 25 15
L2TP h > xILEK 25 15
&5t 50 30
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L2TP VPN (L2TP VPN 87F)

VPN > L2TP VPN

L2TP Server (L2TP VPN H—/\:&%)

VPN > L2TP VPN > L2TP Server

FIV—2%ZN LT L2TP VPN B2 FEIL T 5 D TER T,

L2TP ZBZNIT L. LAN/WANL2TP 7 547> S A—UHDER S 57c DY —/\DREZITVE T,

L2TP =)\ EMbENS & FHalENT IPEREICEET 2 L2TP 75107 > bE Ib—2D L2TP —/\ICBETES L DITHEV ET,

ZD#. L2TPH—/N (b RIVDIY RRA 2 B) ICE2TEREFEND &L L2TP V547 2 IV —RICE > TEBREN R Y b T — T IHEHTA
REEBVET,

LTPOSA 7> MCEIWETS IP 7 FLAEEEG LAN Y T2y FERILIKT BT EIETEE A,
Fiee LIPF—N\ZO—A7E L2TP A—YREET 74 /U b E LETH. MR —/\ZEAT 5T LEFEETT,

1. VPN >L2TP VPN > L2TP Server DJEIC A Za—% 2 ) v L. LFOEERZFRTLET,

Status =

YPN » LITPYPN » L2TP Server (2 (=)
LZTP allows an external user to connect to your router through the internet, forming a WPM. This section allows you to enablefdizable L2TP server

and define a range of IP addresszes for clients connecting to your router. The connected clients can function as if they are on wour LAN (they can
communicate with LAM hosts, access any servers present etc, |,

LZTF Server

Server Setup

Enable L2TR Server | Enahle IPvd A

L2TP Routing Mode ® NaT Classical

Range of IP Addresses (Allocated to L2TP Clients)
Starting IP Address | ‘

Ending IP Address | ‘

Authentication Database

huthentication | Local User Database v ‘

Authentication Supported

Pap [ o

CHAP [ Tor

MS-CHAP [ Ter

W5-CHAPY2 [ Ter
Encryption

Secret Hey [ on [N\ |

User Time-out

ldle Timeaout I:I [Range: 300 - 1800] Seconds

7-20  L2TP Server E@
2. UTomEEZHRELET,

EH ELE

Server Setup

Enable L2TP Server L2TP H—/\% IPv4 £z IPv6 TEM. Tleld@EmNIcLEd,
- TEnable IPv4] (IPv4 THE%D)

- TEnable IPv6] (IPv6 THEZND)

- IDisable] (#3h)

L2TP Routing Mode L2TP)L—7 « T E— R%& [NAT E£/zl& lClassical)] B5ZIRLET,
Range of IP Addresses (Allocated to PPTP Client)
Starting IP Address LTP O SAT7 > MCEWETSIP 7 RLAEEDREIP 7 FLRAEANDLET,
Ending IP Address LTP 7 247> MCEIWHETAHIP 7 RLREERDKT IP 7 FLAZANLE T,
IPv6 Prefix IPv6 E— RAEIRLTIHE. IPV6 TL T 0 v I RAEATILE T,
IPv6 Prefix Length IPv6 E— FAEBERLIIBE. IPv6 LT vV RAEZANDLET,
Authentication Database

Authentication SREL R A TEEIRLE T,

Authentication Supported
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HE SHER
PAP PAP SR ARDY R— b EBMICLET,
CHAP CHAP RO Y R— b ZBMIC LE T,
MS-CHAP MS-CHAP B3R D Y R— b EBMICLE T,
MS-CHAPv2 MS-CHAPV2 EREF A RD Y R— b ZBIC LE T,
Encryption

Secret Key |msg S+ &iEELET,

User Time-Out
Idle Timeout | BELREAALT D M B L TEI—ID5D ST 1 v I7HEVIEE. BEftldTENnEd,

3. T[Savel] 27 1)wv L.

REZBRALET,

L2TP Client (L2TPVPN 25147 > )
VPN > L2TP VPN > L2TP Client

L2TPVPN 7 54 77> b = RE

LET. DI SA7 Y b aERLT.LIP =N L TA—AILTHE ) E— bRy FT—=2IL7 VA TELT,

7247 > b EIE#E. Status > Active VPNs EIE C L2TP VPN~ > L DR LE T,
1. VPN>L2TPVPN > L2TPClient DIEICA Za2—%& 7 U v/ L. LTFOE@EEZFRRLET,

VPN

» LITPVPN » L2TP Client

@9

LZTP VPN Client can be configured on this router. Using this client we can access remote network which is local to L2TP server.

L2TP Client

Client
Server IP

Tunnel Type

Remote Network

Remote Netmask

Username
Password
Reconnect Mode
Enable MPPE
Auto Connect

Time

7-21

g

l0.0.0.0

OFull Tunnel  ®@Split Tunnel

® Always On ) On Demand

Cancel

L2TP Client BIE

2. UTOEEEZRELTI,

HE Bis
Client LTP 7547 > b B LET,
Server IP B9 5 TP H—/\DIP 7 FLAZIBELE T,
Tunnel Type b b B A 7% TFRull Tunnel) (Z)0 &> b)) iz TSplitTunnely (R7FUw b b jb) HAEEIRLET,

Remote Network

Tunnel] ZFIRLIZBEDIHFTRRINE T,

LTPH—/NICE>TA—AIEBRDE— bRy FT—=0T7 FLAEEBELE T, XL ZATIT TSplit

Remote Netmask

E— bRy FT=0DT TRy bRAVERELE T, brRIVEA T TSplit Tunnel) Z#R LTIHEDH

RREINET,
Username L2TP A—H&&E|ELE T,
Password L2TP /XX T — RERBELET,

Reconnect Mode

BEGT—-REBELE Y, TAlwaysOnJ TOnDemand] HhSRIRTEET,

Maximum Idle Time

[On Demand] ZERLIIHE. 774 FIVIKRERRC L2TP S —/\D SYI T 2 F CORBZIRE LE T, (BAH)

Enable MPPE

FTONJ |2 LT Microsoft Point-to-Point Encryption (MPPE) ZBXhIc LE Y,

Auto Connect

B B I EMIC LE T,

IoAT Y SDYTENTEL [Time)l TIRE LIREZBRE 5 EBEY —/\ Oz BB LTS,

Time

FAuto Connect] ZBMIC LIS, BEHENZ1T D X CORRE (B4 !

) EEELET,

3. TSavel 71w L.

33>
=1

REZBEALET,

L2TP 7547 > FDBEICERE - RESNLTP U—/\BEFT DL, S RIVA VI 3 VHBEBICEIENE T,
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L2TP Active Users (L2TP 777 7« 7 1—% Y X k)
L2TP DEHERRICDOWVTHRRLET,

YPN » LITP VPN »

L2TP Active Users o o

#otive LZTP tunnels connections are listed here, as LAM WPN clients are active L2TP users.

L2TP Active Users List

Shew entries  [No right click aptions ] q |

‘ User Name

3 Remote [P & L2TP P &

Showing 0 to 0 of 0 entres

Mo data available in table

|.] First | Previous || Mext » || Last ;|
7-22  L2TP Active Users B
s Bl
User Name BAZENTOI—FEHIAERTRINET., ¥ AERRINTVWBEEIL G L TERTOI—EEKRLE T,
Remote IP PPTP —/NIC K> TA—HICEWHTENTWVWB IP 7 RLAAFRREINE T,
L2TP IP H—N\OaO—hIVIP HRRINET,

PPTP —/X& L2TP H—/ XD b 2 XV D EIRIEIS LT D & B Y TT

DSR-1000/1000AC DSR-500
PPTP X)L 25 15
L2TP b )UK 25 15
a5t 50 30
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SSLVPN (SSL VPN :87)

VPN > SSL VPN
SSLVWPN RU > —&7 0—/\be JIv—TF g I—F LNV TER TEE T,
BRUY—OEEEE. BWNEIHLSI—HFLNIVRY Y —> FIb—TLNVR) > —> 70—/ YRS —DIBTY,

INSDORYY—E LANDRFEDRY T =27V —=XPIP7 FLR/IP&EHE. IL—2ICL>THR— bENDHAL7% SSLVPN —EXISERAT
EEY,
FAAEEERY V=D U X ME. RUY—247 (A=Y JIb—T IXTCOI—F (/O—/L) IT&>TT (4 ILZFEETT,

HEFUTORNTITVET,

M

SSLVPN KU & —&BINT Bzl KU Y—DBASE I—Y JIb—F £feld7a—/\b (TXTODSSLVPN I—H(T#EA) HoEELET,
TIV—TBAT BI5a1E. TIVE DY AZ 1 —CRIATREGERAI VIV —T 2R LE T,

I1—HITBRT %58E. FRTREGESESBEHFI—HDY XS SSLVPN I—HERIRLE T,

(2)

RN —D5FEHBEERELE T, RUY—BEZDIV—IVICEBEDHFLEYET,

IW—BDLANICBFZDHEDRY hT—=0 UV =X PT7 RLAL PRy FT—=00 FRIEBINTOTNARICKR) Y —ZEWECHTENTE
EE

NS 4DF TV a vV TEICRGARET 1 — IV DR RENE T,

B EEEI )Y —ADUAIHEDRY bT—=T Y —ADFER FEIPT7 FLADEEREE),

RUY—%7 FLAICERT 5558, R—hEHE/ K- M ESZERECEXT,

(3)
BIRLE7 RLURAEER Y FT—0 )Y —IANDT 7w A% 50 /EER T 5 Permission FREAITVNE T, HAR— b LT % SSLVPN H—E X (VPN
FoRIV) DB DERIEINTICRY YV —ZBETEX T,

R I—IFERBICT CITEMERY T,
R —4, BATZSSLY—ERA. &KEER (v bT—27 1)V —=XEFIP7 KLR), Permission REIE. IL—ZDEFFMHR) ¥ ——BOH
BTHRTAIENTEET

EE=1 AHMAERSRTET 2ICIE. Maintenance > Management > Remote Management EIE ¢ € — M SEAGMICT 2RUBEL B F T,

SSLVPN X3 OS/ 75 o —%&
SSL VPN #5508 8] 875 Windows 0S. 75 oY —&ZU @Y TF,

0S 7o
Windows 7 (32bit) IE9.0/11., Firefox 47.0.1
Windows 7 (64bit) IE9.0
Windows 8 (32bit) IE10.0. Firefox47.0.1
Windows 8 (64bit) I[ET0.0
Windows 8.1 (32bit) 3% IE11. Firefox 47.0.1
Windows 8.1 (64bit) 3% IET1

% Windows 8.1 ETD IE1T 757 FREED SSLVPN 7w b b > JVEEHGEICIESR L TWOE A,
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SSL VPN Server Policy (SSLVPN iK' & —8&7E)

VPN > SSL VPN > SSL VPN Server Policy X Z 21—
SSLWPN R ¥ —%H/ELET,

1. VPN > SSLVPN > SSL VPN Server Policy DIBICAZa—%7 1) v o L. UTOEEERRLET,

VPN » SSLVPN » SSL VPN Server Policy (2 ()

This S5LVYPN Enable feature enables Option users to usze SSLVPMN functionality.Policies are useful to permit or deny access to specific network
resources, IP addresses, or IP networks. They may be defined at the user, group or global level. By Default, a global PERMIT policy {(not displayed)
was already configured over all addresses and over all services/ports

SSL VPN Server Policies List

Show entries [Right click on record to get more options] ‘ aQ, |

‘ Name %” Service & " Destination & " Permission & ” Scope & ‘

Mo data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Next , || Last |

Add New SSL VPN Server Policy

7-23  SSL VPN Server Policy EIH

SSLVPN R —®D3ENN
1. TAdd New SSL VPN Server Policy] =2 1Jwv 7 LT, UTOEEZRRLET,

SSL VPN Server Policies Configuration e

Policy Type @ Global © Group © User

SSL VPN Policy
Apply Policy to | Network Resource E”

Policy Name | |
ICMP [ T

Port Range /| Port Number

Defined Resources | E|

Permission @ permit © Deny

7-24  SSL VPN Server Policies Configuration (Network Resource) [l

SSL VPN Server Policies Configuration e

Policy Type ® Global © Group © User

SSL VPN Policy
Apply Policy to [ 1P Address E‘

Policy Name [ ‘

IP Address |

ICMP [ .

Port Range / Port Number

Begin [ ] [Range: 0 - 65535]

Ead — [Range: 0 - £5535]

Service © VPN Tunnel @ Port Forwarding @ All
Permission ® permit O Deny

7-25  SSL VPN Server Policies Configuration (IP Address) [EiE
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&
1t

2. UToEEZRELFT,

EH

Elis

Policy Type

R —24 TELTFHSBIRLET,

. [Global] : /R —%&FXTDSSLVPN I—HIGERALE Y,
« TGroup) : R —%&BRLIVIV—TITERLET,

« [User] - /R Y —%&@RL e I—FITERLET,

SSL VPN Policy

Apply Policy to

R —DBREEUTHSERLET,

Policy Name RN —D#EPIBEEELET,
IP Address R Z—% TIPAddress) (IP 77 KL R) F7zlE TP Netrwork) (P % kT —72) |[CBRATABE. P77 FLAEASILET,
Mask Length R 2—%& TP Netrwork] (IPxv hT—7) ([GBRAT 256, XAVEK (0-32) ZANLET,
ICMP ICMP F S 71w o EESHZHEEIF TONJ ICRELE T,
Port Range / Port Number
Begin / End R—bEEZANDLET, INTDTCP/UDP R— b EFHZIZEIFZEMIC LE T, [Network Resource] %iEIR LIZIZEIEER
REIFAETT,
Service T'VPN Tunnel) (VPN k>2JL) TPort Forwarding) (R— b7 3D —7 1 > ) £zl TAIlL (fA) Z#RLET, Ry b T—

7 )V =2 ER U BRIIEAREIIRECTT,

Defined Resources

[Network Resource | Z3ZIRLTHE. TIVE IV AZ1—DOEEREH )YV —AEBRLET, UV —IHMEREINTUWE
WEEIL. [Resources (v bT—2 1)V —2X) | OFIEZSR L. BFFHY —AEERLTLIEEL,

Permission

AR —ICK>TERLIEY Y —X% [Permit) (BFA]) £zl Deny) (BR) ICRELET,

3. [Save] 7w L.

REEBEALET,

Portal Layouts (R—%ZILL 177 b DYER)

VPN > SSL VPN > Portal Layouts X =1 —

JE—F VPN I—F DRERH RTINS, HRAZLR=IFERTHTENTEET,
ARZLR=DICE, OT 1 VFIBPT —EXFDBFREELH T 5 EHAIETT .

1. VPN > SSLVPN > Portal Layouts DJEICAZ21—%7 ) v LT, UTOBEEARRLET,

VPN » SSLVPN » Portal Layouts

The table lists the 55L portal layouts configured for this device and allows several operations on the portal layouts.The router allows you to create a
custom page for remote S5L VPN users that is presented upon authentication. Login instructions, available services, and other usage details that are
specific to a domain are useful to present on the authentication portal. Portals are assigned to the user domain.

SSL VPN Portal Layouts List

Show| 10 ﬂ| entries  [Right click on record to get more options ] a, |

SSLVPN

Showing 1 to 1 of 1 entries

0 https://0.0.0.0:443 /portal /SSLVPN

1.} First | Previous | 1 | Mext , || Last |

Add New SSL VPN Portal Layout

7-26

Portal Layouts [EIE
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2. LAT7 7 bEENT %BEIE. TAdd New SSLVPN Portal Layout| Z%1) w7 LU FOBEEAFRLE T,

SSL VPN Portal Layout Configuration

Portal Layout and Theme Name

Portal Layout Name
Login Profile Name
Portal Site Title
Banner Title

Banner Message

Display Banner Message

on Login Page

HTTP Meta Tags for Cache

Control (Recommended)

ActiveX Web Cache Cleaner

default

SSL VPN Portal Authentication

Authentication Type

Group

Local User Database

None

SSL VPN Portal Pages to Display

VPN Tunnel page

Port Forwarding

7-27  SSL VPN Portal Layout Configuration [EH

==

N
B

R—2JVLAN D IP 7 K L ZO#IEBENE https://192.168.10.1/scgibin/userPortal/portal T, T Hud JL—2 D Web GUI D SSLVPN A= 1 —

T TPortal URLY U >0V )y LIcEEICRKAR=ILRALTY,

3. UTOmEAERELETT.

s

B

Portal Layout Name

R=Z)2EERFETANLET, R—%/IL&IE. SSLKR—%2JL URL /SAD—ERE L THERINE T,

Login Profile Name

AJA4>7A7 71 )VEEERELET,

Portal Site Title

TSAT Y BT DR=BZINCT 72X BIHEICRTRENSR—2IL Web T 5 U HEEDZ A MLTT,
COEBWEA T3> Ty, COBEBRA T3> TY,

Banner Title

74 2EINT SSLVPN 7 5 A 7> MCRREND/\F—2 A MLTY, TOEBEIEF > 3> T,

Banner Message

74 VEINT SSLVPN 7 5 A 7> MMCRREND/N\F—A v —ITT, TOEBIEF T3> T,

Display Banner Message on Login
Page

A7 A R=IDINF =24 MVROA v —IDFRR%Z [ON] (RT) K/cld TOFF) GERT) ICRELE T,

HTTP Meta Tags for Cache Control
(Recommended)

HBRYIND Web X=2 EFT =20 AT bDWeb 75 0FF vy 2lcREENZDDEHEET,
HEEENSHHE 1 TONJ

ActiveX Web Cache Cleaner

SSLVPN R—2)UCDA—FHAT A > F 28I, ActiveX F v v 2§ Web 7 1) —FHEED T — b D 24D
572472 DT T IFICH L TERITENE T,

Authentication Type

FOw T A A~ 21— CElstDfEEE R L £ 7,

Group

FOw T AU AZ 1 —TCHET A VI —TZFRLET,

VPN Tunnel Page

DE—bFI—FITED VPN b RIAR=VDREBEZFFAI LE T,

Port Forwarding

DE—PI—TFICLKBR—bTHT—T 4 VIRV DOHEZFEI LE T,

4. T[Save] =0 1)wvo L.

REZBERLET,

EBIMLTzLA 777 b & Portal Layouts BIEIICRRENE T,
a7Uv L. Tedit) (fR&). Delete] (HIBR) ZETTEXT,



7% VPNEZE (VPN)

Resources (v F7—21)YV—2X)

VPN > SSL VPN > Resources X = 1—

v hT—=21)Y =& LANIP 7 RLZADY—ERAEE7IV—TT9,

SSLVPN R > — = EBICIER,. BRET BIeDITERLET,

BHED) E— b SSLVPN I —HETRICERDRN) ¥ —%1ERT 256, AEEICK > TREREZEBCEEX T,

Xy NTD=0 Y —REBINY 556, UV —REHNTEEBREERL. TR—bT2SSLT—EADIED 1 DERIFINCZEIEHTET,

ER LTy D=0 )Y —REREL. T—ERITHOKA TV b 24T (IP7 RLURAE I IPEHE) ZRETHTELABETT,
BEIELC T, CDOUY =Ry hT—0T7 FLA JRVE. R—MOE/ R— bESEEERCEEFY,

v bT—=0 UV —R0ENM

1. VPN >SSLVPN > Resources DIEIC A= a1—%2 v LT, LTFOBEEERRLET,

VPN » SSLVPN » Resources o °

Network resources are services or groups of LAN IP addresses that are used to easily create and configure S5L VPN policies. This shortcut saves time
when creating similar policies for multiple remote 55L VPN users. Port forwarding allows remote S5L users to access specified network applications
or services after they login to the User Portal and launch the Port Forwarding service. Traffic from the remote user to the router is detected and
re-routed based on configured port forwarding rules. Port forwarding requires the identification of the TCP application and local server IP address
that is being made accessible to remote users.

SSL VPN Resources List

Show| 10 [+]| entries [Right click an record to get more options] a |

Ho data available in table

Showing 0 to 0 of 0 entries 1] First

Add New Resource

Port Forwarding List for Configured Applications

| Previous | Next » | Last |

Show 10 Elsnlﬂas Q |

¢ TCP Port Number =]
No data available in table

Showing 0 to 0 of 0 entries

|I First || .| Previous || Next , || Last .|
Port Forwarding List for Configured Host Names
Show _i_ll Eimtﬁu q.
* ! Fully Qualified Domain Name =

No data available in table
Showing 0 to 0 of 0 entries || First

Add New Rule

| Previous || Next , || Last /|

7-28  Resources [EBIE
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2. [TAddNew Resource] &7 )wv o LT, UTFOBEEEZFRRLET,

SSL VPN Resources Configuration o

S5L VPN Resources

Resource Name

Service @ VPN Tunnel Port Forwarding All
Resource Object Configuration

1CMP o

Object Type IP Metwork m

Object Address

Mask Length

Port Range / Port Number
Begin

End

7-29  SSL VPN Resources Configuration [EIH

3. UTomBAERELET.

HH Elis

SSL VPN Resource

Resource Name Y —ACEB DRI ERELE T,
Service 1)/ — XD SSLVPN —t X% VPN Tunnell TPort Forwarding! TAIll Ah5&EERLET,
Resource Object Configurarion
ICMP TONJ ICLTICMP b2 70w =BIICLE T,
Object Type FTI10 bDBEATH TIP Address) TIP Network] H5ERLE T,
Object Address P7RLAZANILET,
Mask Length FTI10 bDEATH TIPNetwork) ICRELTHE. NRAVERZIRBELE T,
. EEPIAEERE 0 0-32

Port Range / Port Number

Begin / End FT7Vx0 bOR—MER BB/ KT) BEELET,

4. T[Save] #o)wo L. REABHELET,

BMLizxy bT—2 1Y —XI& Resources BIEICERRENE T,
a7 v L, TEdit) (RE). Delete] (HIFR) AR{TTCEZXI,
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R—bT74T—7T 42 7)Ib—IVODEM

A—FR=2NCAT AV LTR= b TFT—=T 4 VI F—ERZEBTHE. JE—FSSLA—HVRIFEDRY hT—0 77 ) r—> 3 vEfld

Y—ERIT VA TEELT,

VE—bI—TDSI—BE DT 1 v IE BREBHDR— T4 T—=7 1427 )IV—JVCEDWVTREEN, BIL—T 1 V7 ENET,

RERA M F—NEETCP 7 U r—avid, VE—FI—YDRT7 VLA TERLDITIBET ZRENHVET,

LAN =/ \N\DT7 7 € A%Z#HA T BIciE. bR I 92770 5= 3a>00—AIbY—/\DIP7 FLAETCP R—h&ESEASILET,

1. VPN >SSLVPN > Resources DJBICAZ1—%=7 ) v LT, UTFOBEmERRLET,

VPN = SSLVPN » Resources

Network resources are services or groups of LAN IP addresses that are used to easily create and configure 55L VPN policies. This shortcut saves time
when creating similar policies for multiple remote 55L VPN users. Port forwarding allows remote S5L users to access specified network applications
or services after they login to the User Portal and launch the Port Forwarding service. Traffic from the remote user to the router is detected and
re-routed based on configured port forwarding rules. Port forwarding requires the identification of the TCP application and local server IP address

that is being made accessible to remote users.
SSL VPN Resources List

Show 1_0_E|_| entries [Right click on record to get more options]

Showing 0 to 0 of 0 entries

Add New Resource

Port Forwarding List for Configured Applications

|| Farst || .| Previous || Next »

Show | 10 '|E||snl:das

Last /|

No data available in table

Showing 0 to 0 of 0 entries

Add New Rule

Port Forwarding List for Configured Host Names

|J First || .| Previous | Next »

Show | 10 |E|Jianu‘iss

Last 4

No data available in table

Showing 0 to 0 of 0 entries

Add New Rule

7-30  Resources BIE

|l First || .| Previous || Next ,

Last |
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2. [Port Forwarding List for Configured Applications | & 7z & Port Forwarding List for Configured Host Names |A(C & % Add New Rule %7 1) v
JLET,

Port Forwarding List for Configured Applications

‘Showing 0 0.f 0 enties st | s et 3 st |

Port Forwarding List for Configured Host Names

No data available in table

‘Showing 0 to 0 of 0 entries

7-31  Port Forwarding List for Configured Applications/Host Names [

3. KTOBEECTREZITVET,

Local Server IP Address [ I

TCP Port Number [ ] angero-s553

7-32  Port Forwarding List for Configured Applications B
lLocal Server IP Address] : O— /)L —/\DIP 7 RLRAEAADLET,
[TCP Port Number TCPJ : R— b ESHEANDILEKT,

Port Forwarding

Local Server IP Address | |

Fully Qualified Domain Mame | |

7-33  Port Forwarding List for Host Configuration [l
lLocal Server IP Address] : A—A)LH—/\DIP 7 FLAZASILE T,
lFully Qualified Domain Name] : KX >% (FQDN) ZASILE T,

4, Tsavel 27 vwo L, REEZBALETY,



B7%E  VPNERE (VPN)

SSLVPN Client (SSLVPN 2547 > FE&FE)
VPN > SSL VPN > SSL VPN Client X =1—

SSLVPN b2 XILTSA T2 MEk D RIV=RETSTPRRD Y EDRA > MY —RAa > MO AIREE T Y E T

SSLVPN 7 S A7 bR A—HYR—2ILDSREhENH L BET TR Y PRD P 7 FLADNS BEUWINS REZRD Ry b D=0 7474 ]
DB ENE T,

ThUck Y, UE—=FSSLWPN 7 5S4 7> bDORY Y ECRRIGR Y FD—0&EZL T, O—AIT7 TV r—2a>EmTSAN— bRy b T—
T EDY—ERICT IV ERERBTENTEET,

VPN b2 ZIVT AT > S OARAR (PPP) A 227 T —A7 RLAIE LAN ED¥ERT /NA XEBELENESICLTLEEL,
SSLVPNRAEXR Y b D=0 7 ZT2AD P 7 FLAEEIZ, I—RL— b AN E2G2TFT7X v b, $REEELGZVEEICRELET,

AIb—21E TFull Tunnel) (7L k>Z)b) & TSplitTunnel) (R 7Uw k b)L) BHR—FLTUVET,

IV b RIVE—RTIE VPN YRV T AT MO SIV—ZICIRTD ST 1 v 7B FELET,

ATy b UXIVE=RTIE. FFICTEELIZI A7 MU= MIEDWT, 72AR= M AN S 71w 0 BFELET,
INBDTZAT Y MU—ME SSLYZZAT Y MIBFEDTZAN= 2y FT—=I D7 7R %&FHFE L. FED LAN H—EXTHT B 77t
AHEAEAEEIC LE T,

1. VPN>SSLVPN>SSLVPNClient DIEICAZ2—%7 1) v 7 L. LTFOBEEEZHRRLET,

VPN = SSLVPN = SSL VPN Client ® 0

An S5L VPH tunnel client provides a point-to-point connection between the browser-side machine and this device. When a 55L VPN client is
launched from the user portal, a "network adapter” with an IP address, DNS and WINS settings is automatically created, which allows local
applications to talk to services on the private network without any special network configuration on the remote 55L YPHN client machine.

SSL VPN Client

Full Tunnel Suppeort [ o ‘

DNS Suffix
Primary DNS Server

Secondary DNS Server

Client Address Range Begin 192.168.251.1
Client Address Range End 192.168.251.254
LCP Timeout 60

7-34  SSLVPN Client EImE
2. UTOEBEEZRELTT,

1EE Bz

Full Tunnel Support IV b > x)V% TONJ Ffzld TOFF) (L&,

DNS Suffix SSLWPN 7 547> MIFEENSDNS BT 4 v I XA%Z AN LET, ABEIEFA 73> TT,

Primary DNS Server TIAT Y MRAMUER LR Y 8 T—=0 7 ZTRIERET S DNS U—/X\DIP 7 FLAZAALE T, REBIE
F7avTY,

Secondary DNS Server TIAT Y MRAMUAER LRy FDO—0 7 AT RICKRET A AU DNSH—/\DIP 7 RLAZAALET,
RIBEIEA T3 TT,

Client Address Range Begin | 7 24 77> MTEIWH T2 IP 7 KL AEHEDFE®R IP 7 FLAZ AN LET,

Client Address Range End |7 247> MBIV EH TS IP 7 L AEHEDIRT IP 7 FRLAEATILET,

LCP Timeout LCP ECHO DX (E@feE ASILE T, (BN 1 #)

3. [Savel #71wvo L, REZERALET,

137



$F75 VPNHE (VPN)

Client Routes (SSLVPN 25417 > bIb— FERE)

VPN > SSL VPN > Client Routes

SSLVPN 7 247> MIb— FDEREETVE T,

SSLVPN 7S AT7 > bHHESXY NI—0EERZY T2y MADIP 7 RLAETHA v ENBE. VPN b2V EEBEBLCTTZ 14 X— K LAN (T

TORATEBLDINCYTAT Y MU= FEEBIILET, FRIC. VW 7747 04— )LEBLTUE— L SSLVPN 7 547> M TSAN—=k |
ST VI ERECEDEDI. TTAR=F LANDT 7AT7 05—V BRIECDIL—E) LICRZT v I )L— b ERET HLELNHYVET,

ATV b b YRIVE—RDBENTHBHE. VPN bV RILT ST 2 MIV— b ERET 2HED DY ET,

FESERY N T—2 IVPN YRV SAT Y B RIELAN O3y T =07 RLREdgEER Y b= DY Txy MEREZFRELE T,
HITRY FRRY 1FERY N0 DY TRy MEREEELE T,

1. VPN >SSLVPN > Client Routes DJEICAZ21—% 7 1) w7 LT, UFOBEZFR-LET,

€&y VPN

VPH » S5LVPN = Client Routes 0 @

The Configured Client Routes entries are the routing entries which will be added by the 55L VPN Client such that only traffic to these destination
addresses is redirected through the S5L VPN tunnels, and all other traffic is redirected using the hosts {SSL VPN Clients) native network interface.
The table shows the destination routes that will be configured on the 55L VPN client. For example if the 55L VPN Client wishes to access the LAN

network then in SPLIT Tunnel mode you should add the LAN subnet as the destination subnet on this device.

SSL VPN Client Routes List

Show | 10 El entries [Right click on record to get more options] a

Mo data available in table

Showing 0 to 0 of 0 entries || First | Previous || Mext . | Last ,

7-35  Client Routes BIiE
5477 Mb— D&M
1. TAdd New ClientRoute] A2 1w o LT, LUTFOEBEEHRRILET,

SSL VPN Client Route Configuration e

Destination Network

Subnet Mask

Save

7-36  SSL VPN Client Route Configuration [EH
2. UPOEEZERELET,

BH SHEA
Destination Network | VPN b > L7 SA 72 DS R LANDXR Y D=0 7 FURE 5L R Y bT—7 DY Txy MERERELET,
Subnet Mask safery b= DT TRy MEREIEELE T,

3. [Save] &7 Uwv oL, REEBEHELET,
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OpenVPN (OpenVPN 3&7E)

VPN > OpenVPN X =1 —

Open VPN DFREZITVE T,

OpenVPN (. VPN AR T B0 7 7)) r—>a>TY, WWNEZFBT B LICKY, 41 2—3 v b EITREBNICRY FT— 0 ZBRL. 5
FTDBEN LS. FIeE'N\AIVIRBEA 74 AR LAN DGR EZLZRICERT A ENTEET,

F7z. SSLVPN HEEDE & 755 OmniSSL BEEDEREAEIC DWW THEHBELE T,

OpenVPN 3B

VPN > OpenVPN > OpenVPN Settings X —1—

OpenVPN Tld. EFREZEPI—Y% //N\RAT— REFALIET DEBESEINFIETT ., XIVFI A7 b -H—N\RETHRALILSEE. /&
ERE CA GHEIR) ZEALT. INTDIZA 7Y MO L CEREEEREE ) ) — R T2 ENTEXT, OpenVPN (F. &)L —2%N L THEL
THTENTEFT,

OpenVPN ME— K% [Server] £— K. IClient] £— K. lAccess Server Client] €E— FHSBIRLET, 7V AT —/I\U 47> N E—RT#E
59 BlclE. TOpenVPN Access Server] BhSBEIOYV A > A7 71 ERZ DV O— R L. RV—2(C7 v TO— R BREHNHYET,

1. VPN > OpenVPN > OpenVPN Settings DJEICAZ2—%27 1) w7 L. UTOEEREERRLET,

VPN » OpenVPN » OpenVPH Settings

Open¥PH configuration page allows the user to configure OpenVPH as a server or client.

OpenVPN Settings

OpenVPN m

Mode ® server O client O Access Server Client
VPN Network [128.10.000 |

VPH Hetmask |255.255.E|.D |

Duplicate CH [ o=

Paort 1184 [Default: 1194, Range: 1024 - 65535]
Tunnel Protocol O TCP ® ypp

Encryption Algorithm |AE5_128 EH

Hash Algorithm |SH}\1 E”

Tunnel Type ® Full Tunnel 8] Split Tunnel

User Based Auth DISABLE
Certificate Verification F!
Certs Profile |:Ie!aull |E||

C=TW, ST=Taiwan, L=Taipei, 0=D-Link Cor

C=TW, ST=Taiwan, L=Taipei, 0=D-Lin  C=TW, ST=Taiwan, L=Taipei, 0=D-Lin
Default:Serv

default poration, OU=Certificate for D3R (Self-Sign  k Corporation, OU=Certificate for DSR k Corporation, OU=Certificate for DSR Available

er & Client

ed), CH=D-Link Corporation CA

(Self-Signed), CH=zarver (Self-Signed), CH=client

TLS Authentication Key Mo TLS Keys Uploaded

Invalid Client Certificate Me CRL Certs Uploaded

X 7-37 OpenVPN Settings (Server) [BIm
2. UPomBEZERELET,

HE

BiiE

Open VPN

Open VPN % TONJ Ffzid TOFFJ) ICLE T,

Mode

E—FEUTHSEIRLET,

- IServer] : —/\E—F

- IClient] : 7247 FE—F

- [Access Server Client] : 77 AY—/I\0ZA4 7 FE—R
BIRLEE—RITL 2T BAEICKRRINSBENERYET,

Server

VPN Network

VPNDIP Ry b =D& ANDLET,

VPN Netmask

Xy bRAVEATILET,

Duplicate CN

BCT BE EBROV ST MCRLRAZFRY 2 ENFRRICAEY T,
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EH

ElE

Port

BRI 2DR—rESEADLEY., PHAE 1194

Tunnel Protocol

[TCP) £fcld TUDP) ZRMRLEJ, #JHHME @ UDP

Encryption Algorithm

St AR EERLET,

Hash Algorithm Ny 2273 ALEERLET,
Tunnel Type b RIV2ATEUTHSEIRLET,

« TFull Tunnel) : b2 IVEBLTCINTD IS T4 v o )HZA LY M LET, (#IHHME)
« ISplitTunnel) @ b ILEBL T, FRIERINY ZAT7 Y ML= MIBEDLKTTAR—F LANDH#HICHZ
Taw )AL FLET,

Client to Client
Communication

BMLEHmE. AUy b M YRIUEEBEWNT Open VPN 7 54 7 > bEITOBEBEHL AIREICA Y £, bRV
A 71T TSplit Tunnel] ZBHR LIIBEDHRTENE T,
- FIHRME R

User Based Auth

A—Y4%/INAT— R %A LIBMOSBEEA R =Bt / St LE .,

Certificate Verification

FHREEEMELITSE. 7 147 MEREDREICE Y &7, EML LII5E.
R D% A L Rt E TV E T,
- HIHNE - B%

ATV MEA—PR/INAT—

Certs Profile

BESNT—/IN/ V547> FRIGEAEDL Y Y 70— FENTWBTOT7 7 )V #ERLE T,
EMETIE. T—/GIRE LV 547> bEEBREDOmAZR DT 74V b TO7 7 A JVHERENTVET,

TLS Authentication Key

TLS SREFEBIE L. BINDREEL A VP EBMLE T, TS F—H7 v TO— RENEBEICFF v v EnEd
- FIERME ©

Invalid Client Certificate

REGI AT NIREZT OV o277 T4 ZBMLET, JAOYIEND IS4 7> MEEERED ! X b
Z26 CRLIEZRDIEBRENSE T,
- FIEAME : R

Client

Server IP

ToAT > hHEES B OpenVPN —/NIP 77 RLAZE AN LET,

Failover Server IP

TIAIA=INIPT7 RLRAEANILET,

Port

BRI BR—rESEANDLET., VHAE: 1194

Tunnel Protocol

TCP) F7cld TUDP) &R Ed ., #HHME : UDP

Encryption Algorithm

St AR EERLET,

Hash algorithm

Ny a7 ALEERLE S,

Auto Connect

BEERA BT BN LTS,
BMCLEHE. BENICBEREAT T 2E CORRBERELE T,
Status > Network Information > Active VPNs > OpenVPN Connections BIE T —/ \\DEG Z o3I ZRE CEEX T,

Interval BENICBENZAITI 2 CORRERE LE T, (B 7)
User Based Auth A—Y% /)NAT— Re@R LIaBMOSE AR e Bt / St L&,

Certificate Verification

FHREEBMELITSE. 7 17 MEREDNREICEY &Y, EMLLIBE 75147
R D% A L Rt E TV E T,

- AIHME : BR

YAFA—TE /ISR T—

Certs Profile

REENT—/IN/ U547 MRICEEREL 7 v 7A— FENTWET7O7 7 1)L ERLE T,
ERETIE. U—/\EERE LV 54 77> MIREDmAZR DT 74 IV N TAT 7 )VHBRENTVE T,

TLS Authentication Key

TLS REFEBIE L. BINDREEL A VP EBMLE T, TS F—H7 v TO— RENBEICRFF v/ EnEd
- FIERME ©

Access Server Client

Port

BRTLHR—hESEANLET, FHE 1194

Enable Private Tunnel

[ONJ ITLTEBE. BReR T Vv AEFARET 5 www.privatetunnel.com (TS L E T,
HIHAE 1 TOFF]
LUFDIEEIE TEnanle Private Tunnel] & TONJ ICLTEBEDHERRENE T,

- [Email Address] : www.privatetunnel.com |ZEE9 % Email 7 KL XZ AT LE T,

« TPassword] : JIXAT—RFEANDLET, /NAT— RICIFTEFEFERRIEETT,

- TVPN Cluster] : VPN 7 S X 2DA A THEBEIRLE T,

Auto Connect

BEEG A ANEIEENCLET, BMCLIBE. BENICEERAHATI 25 CORRERELE T,
Status > Network Information > Active VPNs > OpenVPN Connections BE ¢ —/ \\DEF & o | ST & 58 E T
%7,

Interval BENICBEREST I AE COBMRERELET, (BN 9)
Upload Status REZ7AIVDT v TO— FRRICOWTERRLE T,
File [Browse/ BB | #7 )w o L, REZ77AILETY TO—RKLET,

3. [Save] &7 wo L.

REZBERBLET,




B7%E  VPNERE (VPN)

OpenVPN Certificates (Open VPN ZEEAE)

VPN > OpenVPN > OpenVPN Certificates X — 1 —

Open VPN Tld. SERREZMEA LRI ZIT O T EDNTEET,
pem FERDERRE & F—D7 v 70— FAEICODWTHBALE T

OpenVPN Certificates (Open VPN ZEERE)

1. VPN > Open VPN > OpenVPN Certificates > OpenVPN Certificates Z 7DIBIC A Z21—% 7 ) v 7 L. UTOEEEZRTLET,

¢Ey VPN

VPH » OpenVPHN ®» OpenWPH Certificates Q @

OpenV¥PH Certificates | TLS Key | CRL Certificates

Openvpn provides authentication using certificates. This page allows you to upload required OpenVPH certificates and keys.

OpenVPN Certificates List

Show | 10 E” entries  [Right click on record to get more options | I; a, \_|

C=TW, 5T=Taiwan, L=Taipei, O=D-Link  C=TW, ST=Taiwan, L=Taipei, 0=D-L  C=TW, ST=Taiwan, L=Taipei, 0=D-L

Default:-Ser

default Corporation, OU=Certificate for DSR (Se ink Corporation, OU=Certificate for ink Corporation, OU=Certificate for Available Active

wer & Client

If-Signed), CH=D-Link Corporation CA DSR (Self-Signed), CH=server DR (Self-Signed), CH=client

Showing 1 to 1 of 1 entries

| Frst | Previous | 1 |Mext » || Last

Upload OpenVPN Ceris Generate OpenVPN Ceris

7-38  OpenVPN Certificates > OpenVPN Certificates # 7 EH&

HE

Biis

Name

TAav 7 AIEHRREINET,

CA Subject Name

CASEBEDY TV 17 FADFRRENET,
ZEicidE. G STo Lo O0 OUL N EZREDOYT YL EENE T, CNIZCASEREDIE Y X —L T,

Server Cert Subject Name

Y—/GIREDT 7Y 1V hASRTENE T,
ZEiclE. G ST L0 O0 OUl CN, EGEDaAYTrYhaEnEd, INIECASERAEDOIE Y X—LATY,
Y=/ GERELEE LEVSE. INA] ERTENET,

Client Cert Subject Name

TSAT Y MIREDY TV U FEDRRENE T,
ZEiclE. G ST L0 O0 OUL O\, EGEDaAYTrYhaEngd, (NI CASERAEDOIEYX—LTY,
547V NEBAENFE LIEWNEE. INA] ERRENET,

Type TOT77AIDEA THRRENE T,
24 F1& GEAZE (Generated/Uploaded/Default) &5&7E LTzE— K (Server/Client/Server & Client) D#EFH+EHE T,

CA Key Status CAF—DRT—RANEKRENE T,

« IN/AJ:CAF—DFELE A,

- TAvailable] : CA #—HMERTIEETTY
Status TO77AIVDRAT—RZANKREINE T,
Upload OpenVPN Certs 21w 94 %BEL Server/Client Certificate Configuration BlARRSNE T,
Generate OpenVPN Certs |27 1) w294 % &, OpenVPN Certificate Configuration Bl RTRENE T,
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B Open VPN EBAED 7 v 7O— F

1. TUpload OpenVPN Certs] &2 ) w7 L. U TFOBEEEZRRLET,

Server/Client Certificate Configuration

Hame

Mode

CA Key

Server Certificate

Server Key

DH Key

Trusted Certificate (CA Certificate]) ||

®sarver Oclient  OServer & Client
i se_ ||
I sw.||
I su_ |
— s= |

7-39  Server/Client Certificate Configuration B

2. UTOEAERELET.

BH Bis
Name a7 7AIEHNERRENE T,
Mode E-FZUTHSERLETY,

- [Server] [Client) lServer & Client
BIRLET—FNICE- T LEICRREINSBENRE VX T,

Trusted Certificate (CA Certificate) | Browse] &2 1w 7 L. pem D CAERER 7 v 7O— KL%,

CA Key Browse] & 1) w7 L. pemERDCAF—%7 v TO—RFLET,

Server Certificate MBrowse] &7 1w L. pem FERDT—/GEEEA 7 O— FLZET,
Server Key [Browse] &2 Uwo L. pemFERDY—/\F—&7 v FO—FLET,

Client Certificate MBrowse] &2 1w L. pemERDY Z 47> MEEEZE T v 7O—RFLE T,
Client Key Browse] &7 v o L. pemERDI A7 > bF—%7 v 70— FLET,
DH Key [Browse) &7 1) w7 L. pem FzR D Diffie Hellman F—% 7w 70— KL% d,
3. [Save] V7 Uvw L, REEBEALET,

B Open VPN SEFBEDER
1. TGenerate OpenVPN Certs] &2 1) w7 L.

OpenVPN Certificate Configuration

MTroBEmzERTLET,

Hame

Country Hame (C)

State or Province Mame (5T)

Organization Name (0]

Organizational Unit Hame (OU)

|
|
|
Locality Hame (L} |
|
|
CA Certificate CM |

Email Name (E) |

Key Encryption Length

Valid Through

Server Certificate CH |

Client Certificate CN |

Hash Algorithm

7-40  OpenVPN Certificate Configuration [E[H




B7%E  VPNERE (VPN)

2. UToEEZRELFT,

EH

LG

Name

A7 A IVEDRTRINET,

Country Name (C)

ISOFEHD 2 XFOEZRI—-FEAANLET, BEDBAE [P] TY,

State or Province Name (ST) HEFELE AN LET,
Locality Name (L) MXENZEASILET,

Organizational Name (O)

EERTEOEBEEANLET, Bifiald. NHEBICERINTODERLME AL TIIEEL,

Organizational Unit Name (OU)

EBAORFIZXE T 5fcd. SREZRYRSHE-OI =Y baZE AN LET,

CA Certificate CN

CAFEREZEDO CN (DEV%R—L) BFASILET,

JEVR—LIE =/NDDNS )by 77w AAEREND FAALVETT, (i www.mydomain.com)
TZ0PE. DI TYA b EREBITHHICTDEREZFEALET, BEVORI MBEEBLIBE. DT
2V D ZERT HZHEND Y FT,

RAMERLTWRISAT7 Y b TZ0FE TI2)VIDDIEY2—LE URLA—BLTVWBHHERLET,

Ermail Name (E)

ERANDERRITER T HEA—ILT FLRAZEATILET

Key Encryption Length

BROBSLICEBEINSBS It —DREZERLE T,

Valid Through

SEEREOEREAR E AN LE T, (B F)

Server Certificate CN ERYT A5 —/GERZEOIE Y R—LEZASILET,

Client Certificate CN RIS 247 MEBEOIE Z—LAEASILET,

Hash Algorithm SFRBE TR A/ \ v 277V X%, TSHAT) Fzld TSHA256) H5#RLE T,
3. [Savel #7Jwvou L, REZBEALXT,

TLSKey (TLS #—)

pem XD TS F—&7 v 7O—RFLE T,
1. VPN > Open VPN > OpenVPN Certificates > TLSKey Z FDIEICAZa2—& 7 ) v o L. LTFOEEEZFRRLET,

¢ay VPN
VPN » OpenVPN » OpenVPN Certificates » TLS Key Q0
QOpenVPH Certificates | TLS Key | CRL Certificates
Openvpn provides tls authentication using tls key. This page allows you to upload required certificates.
TLS Key List
E entries [Right click on record to get more options ] | Q, \_|

; r— i

Showing 0 to 0 of 0 entries

Add TLS Key

7-41

Mo data available in table

| First Previous || Hext . || Last ,

OpenVPN Certificates > TLSKey Z 7 EIE

2. TAddTLSKeyl £ Uw o LE T,

TLS Key Configuration

Hame

TLS Authentication Key ||

7-42  TLS Key Configuration &
3. TS F—D&FIEAILE T, OpenVPN Setting BT CaAlIRIBES T A/ TT,
4, [Browse/ B8] H#UUw oL, pemERD TS F—%57 v TO—RKLET,

5. [Save] Z7Jv7 L.

REZBEALET,
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CRL Certificate (CRL ZEERZE)
Open VPN Tl&. CRLEEFEZE%EMR L1z CRLEREENAIREC T,
WEFEIBEED T v TO— RHEIC DV TEHRBELEY,

1. VPN > Open VPN > OpenVPN Certificates > CRL Certificate 2 7DIBICAZ2—% 7 1) v 7 L. UTOEEERRLET,

€55 VPN

VPH » Open¥PH #» OpenVPN Certificates » CRL Certificate

QOpenVPH Certificates | TLS Key | CRL Certificates

Openvpn provides crl authentication wsing crl certificate. This page allows you to upload required certificates.

CRL Certificate List

entries  [Right click on record to get more options ] [ a |

Show
Ho data available in table

| || First | | Previous || Mext ;|| Last i

Showing O to 0 of 0 entries

Add CRL Certificate

7-43  OpenVPN Certificates > CRL Certificate 2 ~/BIm
2. TAdd CRL Certificate] &2 w2 LE T,

CRL Certificate Configuration e

Hame | |

CRL Certificate || s ||

7-44  CRL Certificate Configuration [EIE

3. CRLEIBHZOD&HIZASILE T, OpenVPN Setting EE CipIPIEEE T 27D T,
4. TBrowse/ BER| 0w L. pemEERD CRLAEAEEZEZ 7Y TO—RFLET, 7547 MEBSEENICTEY £9,

5. lsave] #7Uv oL, REZEALET,
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OpenVPN Server Policy (Open VPN H#—/\iK1) &—)

VPN > OpenVPN > OpenVPN Server Policy X — 21—
Open VPN H—/ iR ¥ —DFREAAICTDOVWTEBLE I, Open VPN F—/URD ¥ —(& SSLVPN H—/ VR ¥ —DRE LG HEHD T,

1. VPN > OpenVPN > OpenVPN Server Policy DIBICAZ2—% 0 ) v o L. LTFOBEEEZFRRLET,

€&y VPN

VPH » OpenVPM » OpenVPN Server Policy (7 (=)

Policies are useful to permit or deny access to specific IP addresses, or IP networks. They may be defined at the user or global level. Open¥YPHN server
policies apply for only user based authentication and duplicate cn enabled configuration.

OpenVFPN Server Policies List

Show entries  [Right click on record to get more options ] | a |

: P— — = i

Showing 0 to 0 of 0 entries

No data available in table

| First Previous || Next Last

Add New OpenVFN Server Policy

7-45  OpenVPN Server Policy [EBIE

2. OpenVPN #—/\RU > —HIBINT 5354, [Add New OpenVPN Server Policy] &2 1) w7 LU FOEEmAEFRRILE T,
OpenVPN Server Policies Configuration o

Policy Type

OpenVPN Policy
Apply Policy to

Policy Mame

IP Address

ICMP

® Global O user

| IP Address |£”
| |
| |

[ e

Port Range / Port Number

EBegin
End

Permission

l:l [Range: 0 - 65535]
[ s e

® permit O Deny

Save

7-46  OpenVPN Sever Policies Configuration &

3. UTOEEZRELFTT,

HE

EIUII:I

]

Policy Type

RS =24 THEUTHSFIRLETY,
. [Global] : XTIl R)—H@EELET,
. TUser) BEDI—FICRY>—%BRELET, User] BER LIIEEIE. TAvailable Users) TI1—147% 3R
LEYd,

OpenVPN Policy

Apply Policy To

RS —DBRIEELUTHSERLET,
. TIPAddress] :7/RU—AIP7 RLAC L CEALED,
- TP Network] : /RUY—& PRy b= L GERLET,

Policy Name RUY—2ZATILET,
ICMP IPCMP % TON 7zl TOFF) ([TERELE T,
« TONJIICMP b5 71w oY R—bMLET,
- TOFFJ I ICMP b2 7 1 w2 B R— b LERA
IP Address P7RLAZEANDLET,
Mask Length MNP Networkl ZER L1258, XAV EREZANILET,
Port Range / Port NUmber
Begin / End BAYZR— FESOEEEANLET,
Permission MPermit]) : R —&EFHFATLET,

MDeny) : R —&EEFLET,

4. [Save] #o v oL, BEABEALET,
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Local Networks (A—AIVERY F7—958E)

VPN > OpenVPN > Local Networks X =1 —
Open VPN ®O—A)bxw b T =27 DIERLAEICDOWTCEAL £ T,
O—A)bxy bT7—2DOERE. VPN > OpenVPN > OpenVPN Settings BIE C > /U2 A IR T W b b 2IVEBRLUEBEICITVE T,

1. VPN > OpenVPN > Local Networks DIBICAZ21—% 2 v L. LFOBEEEZFRRLET,

€&y VPN

VPN » OpenVPN » Local Networks o @

# Please select Split Tunnel and configure this page.

This page shows the list of configured OpenVPH LAN networks. Clients have access to only these local networks. The user can also add, delete and
edit networks from this page.

OpenVPN Local Networks List

Show | 10 F| entries [Right click on record to get more options] a,

letwork <> = Subnet Mask 8

No data available in table

Showing 0 to 0 of 0 entries | First | | Previous | Next , | Last

Add New OpenVPN Local Network

7-47  Local Networks E|E
2. [Add New OpenVPN Local Network| =% w7 LU TOBEEZFRRLET,

OpenVPN Local Network Configuration °

Local Ne twork

Subnet Mask

7-48  OpenVPN Local Network Configuration [EH
3. UPOEEERELET,

=S| Btz
Local Network O—AIVIPRY bT—0% ASILET,
Subnet Mask BTy FRATVEASILET,

4. T[Save] #o v o L. REZBHELET,
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Remote Networks (JE— k% F7—25RE)

VPN > OpenVPN > Remote Networks X = 1—
Open VPN D) E— bRy T —27 DIERAEICDOWCERBAL XY,

1. VPN > OpenVPN > Remote Networks DIEIC A Z2—%&7 U v 7 L. UTOBEEZHRRLET,

VPH » OpenVPN » Remote Networks () @
This page shows the list of remote VPN networks.The user can also add, delete and edit networks from this page.
OpenVPN Remote Networks List

Show | 10 [+] entries [Right click on record to get more options] q

Mo data available in table

First | Previous | Next , | Last ,

Showing 0 to 0 of 0 entries

Add New OpenVPN Remote Network

7-49  Remote Networks E[H
2. [Add New OpenVPN Local Network| &2 1) w7 LI FOBEAEFRRLED,

OpenVPN Remote Netviork Configuration o

Common Name
Remote Network

Subnet Mask

7-50  OpenVPN Remote Network Configuration B

3. UTOEEEZRELFTT,

BHE PR
Common Name UE— bRy b T—7DRRTEIEELE T,
Remote Network DE—HFIPRY FT—=0&FANDLET,
Subnet Mask YTV MRRVEANDLET,

4, TSavel 27 )vwo L, REEBRALET,

YERR LTe v b7 —771& Remote Networks BIEICRREINE T,
H2 w2 T TEdit] (BE). Deletel (B #RTTEZEI,
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OmniSSL Client Configuration (OmniSSL ¥ 541 77> ME&E)

VPN > OpenVPN > OmniSSL Client Configuration X —a1—

AJV—2152 < D SSLVPN #gea R — 9 %5—75T. SSLVPN HEEDE & 755 OmniSSL BEEED IRt L TWLE T,

OomniSSLic kW R=2VBEEBCIT/\A ADSDY ZAT > A VA M= )UHABRBICEY .. BEHFED OpenVPN #EEZ®ILT 5 LD TEE T,
EHIE. TDVPN Y —JUEENAIVTINA ZREBTHEAT 2 ENAJRETH BTesd. SSLVWPN Y ) 1= 3 Y THRET 2T 5T - Java iz
BERLET,

OmniSSL &, #47x OS TA YA h—/UD\AIREC Y, NEE Cld. 77472 MREZERTEET,

1. VPN > OpenVPN > OmniSSL Client Configuration DJEICA Z2—% 7 ) v v L. UTFOBEAFRRLET,

VPN » OpenVPN » OmniSSL Client Configuration o0

OpenVpn provides support to generate client configuration. This page allows to generate client configuration.

OmniSSL Client Configuration List

Show | 10 E entries | g, |
client
Showing 1 to 1 of 1 entries || First | Previous | 1 | Next , || Last

Add New Client Configuration

7-51  OmniSSL Client Configuration [E&
2. USAT7VNER )Y ITEHE UTDAZ1—HRRINET,

[ select All

El view

El Download

El Download with custom CN

¥ Delete

7-52 OmniSSL Client Configuration Menu [EIE

BEH Bl
Select All JAMCERTENITNTDI AT > PREEERLET,
View I2AT7 T hRE VSAT U IRET 7 AIVOFMERTLE T,
Download BRLEREEZAD>AO—-FLET, R—2LNDOI—TFELU OSEEDEDTH Y. IP/FQDNBEEDA 72 3

V3R EINEEA (B dev. BERDYE—FF T 3>),

Download with custom CN | 7F X bRy U AUTEKRRENTEHRZLT ATV M TCHREREL 70— RFLET,

Delete BRIV ATV b EHIRLET, 7741 EDI ATV MIBBRTEE LA

CASIEE T v 70— R LIk, & 547> MEEEBER LT REL,

3. FLWISA TV FREEEBNT %1541E. [Add New Client Configuration] #2 UJwo LI FOEEREERRLE T,

OmniSSL Client Configuration °

Client List | Other Client E‘

Configuration Name | ‘

7-53  OmniSSL Client Configuration EIE&
4, LToOEBERELET,

BH B

Client List 5% L1z OpenVPN 11— Z7zik lOther Client) (ZDMDT ZA4 7> F) ZFERLTLIEEL,

Configuration Name RELEATILET,

5. [Save] &7 wv oL, REEBEBLET,



VPNEZZE (VPN)

&
1t

OmniSSL Portal Layouts (OmniSSL R—ZJLL L7 )

VPN > OpenVPN > OmniSSL Portal Layouts X — 1 —
JE— b OmniSSL I—JDFREERICRREN D DRAZLNR—IZERLET,

1. VPN > OpenVPN > OmniSSL Portal Layouts DJEIC A Z—21—% 27 ) v L. LTFTOEERZRLTLE T,

VPN » OpenVPN » OmniSSL Portal Layouts o @

The table lists the OmniSSL portal layouts configured for this device and allows several operations on the portal layouts.The router allows you to create
a custom page for remote OmniSSL users that is presented upon authentication.

OmniSSL Portal Layout List

Show entries  [Right click on record to get more options ] | 9, ‘

— w— =

OMMISSL

Showing 1 to 1 of 1 entries

Active

|} First | Previous | 1 | Next ; | Last 4

Add OmniSSL Portal Layout

7-54  OmniSSL Portal Layouts [EiE
2. TAdd OmniSSL Portal Layout) =% 1) w7 LU FDBEEAFRRLET,

OmniSSL Portal Layout Configuration

Portal Site Title
Banner Title

Banner Message

Portal Layout and Theme Name

Portal Layout Hame | |

Login Profile Name |defaul‘l E|

Display Banner Message on Login Page OFF

Portal Authentication Type | Local User Database E|

7-55  OmniSSL Portal Layout Configuration [EIE

3. UTOEEZRELEI.

BH

Bz

Portal Layout Name

R=2) AT+ DRIERFCANDLET,

Login Profile Name

g4 >7a7 714 )VEFERLET,

Portal Site Title

R=2IHA L DEA MVEANLES, REBIFR—2ILDOWeb T50H T 1> RODRA MLELTERRENE
ED

Banner Title

K=V A VT BRICRRIND/I\F—2 A1 MLEATILET,

Banner Message

NF=Av—IFASILET,
NF=Ayt—DIFNF =21 MV ERICRRENE T,

Display Banner Message on
Login Page

[ONJ : NF =B A MUENSF—AvE—I%O7 4 VEERICKRRLED,
[OFF | : NF—2A MULENT—Avt—I%O7 4 VBEEICERLE A,

Portal Authentication Type

OmniSSL R—2 )L 1 —H DR A EZ LU TH 5 RIRLE T,
lLocal User Database [Radius-PAP, Radius-CHAP] [Radius-MSCHAPJ [Radius-MSCHAPv2] NT DomainJ [Active
Directory| I LDAPJ POP3

4. T[Save] o Uv oL, &

EEBEALET.

EBMLTeAR—%2)L LA 77 k& OmniSSL Portal Layouts BIEICERRENE T,

a7 v oL, Tt (RE).

[Delete] (HIFR) Z#RITTCELT,
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GRE (GRE 5%8%E)

VPN>GRE X Z1—

GRE Tunnels (Gre k> %IVSRTE)

VPN > GRE > GRE Tunnels X~ 21—

GRE (Generic Routing Encapsulation) &, ~>Z)L7O )LD 1 DT, /oy bEROTO bV THT UL L TEETTWE T, GRE b
VRIVEER T BHE. FURIVENLTRIVFF Y XNy FOERZED RSV ET,

GRE I > 2JUi&. D-Link Discovery Protocol (DDP) M7 A— RF+ XA M T T4 v &) E— M LAN TRy METERET HBEICERTEELT,

BWETED CRE bV VEIRBRIC L STREVET,
- DSR-500 : 15
- DSR-1000/1000AC : 25
LUROFIET GRE b VAR LE S,
1. GUIHDS GRE bRV EIERRLE T,
2. GRE FYRIVEMALT. UE—bO—hZy bT—2BORET 1 v )b FERELET,
GRE Y RIVEMERT 238, GRE Y RILOTY FEAY MCBEBD P 7 KL AERELET,

TDIPTRLRAE &5—HI—BDRET AV IIb—rTT—FrTx2A P77 RLRELTBBEINET,
GRE Tunnels Configuration EIE® [Remote End Address] [Tld. T KRA > FJL—ZDWANIP 7 RLAZ A LE T,

b2 RIVEEII#. GRE F Y RIVBICH L TREENcA V2T 2 —RAZERAL. IV—Z2 LEICR 2T 1 v 7)b— b EERLE T,

AZT 4w 7= bDFFEIPT FLRAEUE—F LANDY TRy S TT,

ARBT AV II—bDTF—=rT A IPT7 RLAIE #ig)Lb—52 (JE—FLANY TRy bEEELTWA/IL—4) DGRE bV IPITEYET,
INSDOFIBENTTTHE INTCDODDP J7A—RFFv XM bS5 T 4 v IMNGRE bRV EBLCTYE— M LAN Y TRy MEITRNE T,

1. VPN>GRE>GRETunnels DIBICAZ2—%27 1) v o L. UTOEEERRLET,

VPN » GRE » GRE Tunnels o @

This page allows user to add/edit GRE tunnel configuration.
GRE Tunnels List

Show I 10 E|1 entries [Right dlick on record to get more options] a,

| Tunnel Name {}" Interface @ Remote IP gi
— .

Mo data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Mext , | Last ,

Add New GRE Tunnel

7-56  GRE Tunnels El&
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2. GRE b RILZIBINY 5354, TAdd New GRETunnel] =7 w2 LUUTOEEZRRLE T,

GRE Tunnels Configuration e

GRE Tunnel Name

IP Address

Subnet Mask

Interface WAN1 E
Remote End Address

Enable DDP Broadcast . o

Static Route Configuration
IP Address

Subnet Mask

Gateway IP Address

7-57  GRE Tunnels Configuration [EIE
3. UTromBEZERELET,

1B B
GRE Tunnel Name M xIVBREADLET,
IP Address AIVRRAVEDIP 7 RLAEAALET, ¥— b ITA P77 RLRAELTHDIL—EZDREZT (v 7 )L— b TE
BENEd,
Subnet Mask PITRY MRV EASILET,
Interface GRE b XIVEBREIHERTDIPA V2T T —AERLET,
Remote End Address IVRRAYMIL—RZDWANIP 7 RLAZEANDLET,

Enable DDP Broadcast DDP 7A—FF v XA bEBMICLET,
Static Route Configuration

IP Address ART A7 Ib—MCBIFB)E—F AN TRy DL IPT7 FLRAEATILET,
Subnet Mask FEACIP 7 RLADY TRy bRV EANDLET,
Gateway IP Address BIgIL—2DIPT7 FLAZATILET,

4. T[Save] #7Uvw oL, REABELET,

BANL Tz GRE k> % JUIE GRE Tunnels BEICR TRENE T,
B2 wo L, TEdit) (fRE). Delete) (HIBR) HRITTCEET,
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E8E tF*aVTF,5]E (Security)

TEADRY T =V DREZHERT S, €F 21U 7 A HEEDREICDOWVWTEHERLET,

BEEE

Eiis

lAuthentication GREFERE) |

FIV—RDREECBT HREETVET,

[Web Content Filter (Web > 7
YT AR ) ]

Web DAV T Y aENGRE LT 7 AR —Z/ERGBRY 2. Web 7 1 L2 U 2 THEEDREZTVE T,

[Firewall (7747 04 —)Ui%
i)

KIV—=BZDT7AT 04— IVDJREETVET,

['App Control Policy (7771 47—

152
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TIT)r—=3 DTy OOy FA—IVETVET,

FE=l v b T—UOEREEFIBEEERL TV ARELIE 1P OHRAZOFIEERTLTIREEL,
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Authentication (GREIERE)

Security > Authentication X Z1—

Internal User Database (RE1—HF—42~N—2X)

Security > Authentication > Internal User Database ¥ —1—
A1 - T —EZRX=XOEEFECDVTEHRALET,
AT —T& k. JIV—TBRT SR —ZREL. A—TFEJIL—TIBMLET,

Groups (7 )V— T DKE)

A7~ ERICEHEERET 21— TDEF Y T, ERLIZDA—FIIL—FIcDWT, QA VRV — TI0HRI— PRYUT—
ERETDHENTEXT,

{ERY LTz 7 IU— TR OR1) 2 —(Z Internal User Database > Groups #Z JEEICERENE T,

a7 )wo L, TEdit) (FE). Delete] (EIFR) HRITTEXT,

B 1-%7)b—T7DEm
1. Security > Authentication > Internal User Database > Groups Z 7DJEICA Za2—%& 7 ) v o L. LFOBEEZFRRLE T,

Security » Authentication » Internal User Database » (S0 (2 ()

Get User DB | Groups

Thiz page shows the list of added groups to the router. The user can add, delete and edit the groups also. The Login policies, Browser Palicies and
IP Paolicies can only be configured for groups having admin and sslvpn privileges.

Groups List
Show entries  [Right click on record to get maore options ] o, |
‘ Group Mame 3 | Description &
AT Admin Group
GUEST Guest Group
Showing 1to 2 of 2 entres || First | Previous | 1 | MNext . || Last 4|

8-1  Internal User Database > Groups 2 &

2. TAddNew Groupl &2 U wo L. LTFOEEAEFRRILET,

r

Group Configuration e

Group Mame | |

Description | |
User Type

User Type O Admin @ Network O Guest
PPTP User [ e

L2TP User [ o

Xauth User [ e

OpenVPN User [ e

SSLVPN User [ o

Captive Portal User [

ldle Timeout | 10 [Default: 10, Range: 1 - 999] Minutes
Save

8-2  Group Configuration [EE
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3. UToOEEZRELET,

=[] A
Group Name TIW—T2&EANILET,
Description RI—HTIV—TOHAXEATILE T,
User Type
User Type I—HoREEERLES,
- TAdming : TDTIV—TDINTHI—H|TF, A—/N—T1—FHERMISEEINET, PEMETIE. Admin T—FH 1
BEHINTVET,
- INetwork J : Admin DXRICEWNLN)VOMERENSINE T,
- TGuest ] : 2DY V=T D1k, BEEEEOHFMISEENET,
[Network] 7zl TAdmin) I—HZZIRLIIHS. TPPTPJ IL2TPJ Xauth (Network 27 )L—FDd) J TSSLVPNJ TCaptive
Portal] ZBMICT BT EHNTEET,
PPTP User PPTP User ZB%h / EEMICLE T,
L2TP User L2TP User ZB% / hic LE T,
Xauth User Xauth User ZB%f / 3HIC LE T,

OpenVPN User

OpenVPN User 8% / ENICLE T,

SSL VPN User

SSLVPN User ZB%) / R LE T,

Captive Portal User

Captive Portal User Z&%h / #pIC LE T,

Idle Timeout

A=Y —=TRDI—TH Web EEw v 3 »ZBENICOY 7Y T 2E COEBEDREZANILET,

Licima. 0777 b LERA,

0y =€

4. [Save] 71w L.

REZBALET,

B OJ14VR)—DERE
A=) —FITH LT Web GUINDAOY A > 7 7w AR E el FIER T B ENTELT,

1. Security > Authentication > Internal User Database > Groups DJEICAZ1—%2 27U v o L, UTFOBEAZFRRLET,

Login Policies

Shaw 10

J entries

| )

ADMIN
GUEST

Showing 1 to 2 of 2 entries

83

AUDW

Deny

First | Previous | 1 | Next , || Last ,

Login Policies &I

2. IYhUZERYZYYY LT TRt 28R 2L LTFTOBEALSRTENET,

Login Policies Configuration °
Group Name ADMIN
Disable Login OFF
Deny Login from WAN OFF
Interface
8-4  Login Policies Configuration [EIH
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3. UTomEEZRELFT,

HE BA
Group Name TIV—TEDNRREINE T,
Disable Login BRI —TADEI—HITH LT Web GUINDRAY A 7 7 v A EHFAIEfalF3EE LE T,

« [ONJ:AdA VT 7 REENLET,
< [OFF): Q0 AT A EBMLET,

Deny Login from WAN EIRLEEVIV—TRO2I—HI LT WAN2/DMZ R— M 5D Web GUIND AT A > 77 7 £ A& sFa £ fzl&
Interface EELET,

< TONJ : A AT O REEHCLET,
- [OFF) : Q04T R EEBMLET,

4. TSave] #7)v oL, REZBEHALET,

B JSUYRYI—DOHRE
Web 75 OO SABBD Web GUINICO T A VT BT EAFALIFIERT HTENTEET,
1. Security > Authentication > Internal User Database > Groups DJBEICAZa2—&2 7 v 7 L. UTOEEmARZRLET,
Browser Palicies
Show| 10 v |entries

Group 3| Added Client Browsers & | Status &
Mo data available in table

Showing 0 to 0 of 0 entries | First | Previous || Mext . || Last ,

Add Browser Policies

8-5  Browser Policies BIE

2. [Add Browser Policies] &= 1J w2 L. U TFOEEERRLET,

-

Browser Policies Configuration

Group Hame ADMIN r

Add Defined Browser

Client Browser Internet Explorer r

8-6  Browser Policies Configuration &I

3. UToEEZRELTT,

HE =HAE
Group Name TIWEITVAZ =5 T I—TH%EFRLET,
Client Browser TIVET A Za—H5 Web TS50 EFRLET,

4. T[Save] #7Uvw oL, REABEALET,

155



F8E ¥ TAHRE (Security)

IPR)—DERE

A—FJI—TITIP DFMGR) Y —ZRELE T,

A—HJI—TADI—HH, FEDFRY b T—0Efld IP 7 RLUADSEBZED Web GUNICOT A VT BT EEHFAEIFERT DI ENTE
£9,

1. Security > Authentication > Internal User Database > Groups DIEICA —21—%7 v L. UTOEEZRTLET,

IP Policies
Shaw entries | q |
| Group & ‘I Source Address Type 2 ” Network Address / IP Address = ” Mask Length g || Status e {
Ho data available in table
Showing 0 to 0 of 0 entries 1| First | Previous || Next 3 || Last 3|

Add IP Policies

8-7  IP Policies [EImE

2. TAddIPPolicies] #2Jw L. ULTFOBEEEZFRRLET,

IP Policies Configuration °

Group MName ADMIN E

Defined Address Configuration
Source Address Type IP Network E

MNetwork Address / IP Address

Mask Length 32

8-8  IP Policies Configuration &

3. UToOmEAERELETT.

IEH BTis)
Group Name TIWE DA Za—D5TIV—TH%EFRLET,
Source Address Type V=T FLADSA THEFEIRLET,

- [P Address| : #ED IP 77 RLAZEIBELE T,
- [P Network | 1 BFED IP v h D —U&EIBELE T,

Network Address / IP Address | = b T —20 £Teld IP 7 RLAZASILE T,

Mask Length IRy bRAVEZATILET, (MIP Network] ZEIREF)

4, TSavel 20 vwo L, REEBALEY,
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Users (—H'Di&hn)
A—F7I =D JIV—c 1Y% EmLEd, I—FIMEREIE CSVERD T 7 IV T—EA Y R— b5 EOAIBETT,
1. Security > Authentication > Internal User Database > Users Z 7DIBICA Za—% 27 v L, ULTFOBEEZFRRLE T,

B Status

Security » Authentication » Internal User Database » Users o Q

Get User DB

Groups

This page shows a list of available users in the system. & user can add, delete and edit the users alsa, This page can also be used for setting policies
on users,

Users List
Show entries [Right click on record to get more options ] o, |
| User Name & | Group Name & | Login Status ]
admin A0 M Enabled (L&N) Enabled (Wa&N)
guest GLEST Dizabled [LAN) Disabled (W AN)
Showing 1 ta 2 of 2 entres || First | Prewvious 1 | Mext | Last
8-9  Internal User Database > Users 2 7B
2. TAddNewUser] &#7Jwv7 L. U TFOBEEERRLET,
User Configuration o
User Mame | |
First Name | |
Last Name | |
Select Group ADMIN '|
Passwaord | |
Confirm Password | |
8-10  User Configuration [Ejm@&
3. UPomEERELET,
bi=[=] B
User Name BEBEDHEANGEED1I—THEATILET,
First Name 1—YOHFEANDLET,
Last Name 1—YOHRFEANDLET,
Select Group A—THET 2V —TZ#ERLE T,
Password I—YH WebGUIZT VX BRITIBET 2074V I\NAT—F (AXFLNXFEXR) #ANLET, £F+a2
TADESHIL, ABLFINZAT—FXFIE [ -] TRRENET,
Confirm Password S BE/NNRT—RFZASILET,

4, TSavel 27 )vwo L, REEBRALET,

1BA0 L7 1—41Z Internal User Database > Users 2 JEEICRTENE T,
B Uwo L, TEdit) (fRE). Delete] (HIFR) HR{TTCELT,
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B 1—1EROESE

BEBESLUI-YDIIL—T WebGUIDOT A VISR T — RAZET B ENTEELT,

1. Security > Authentication > Internal User Database > Users Z 7DJBICA Z2—& 07 U vy —igELzWI—HFETHY v o L, TEdit) (R
%) ZERLET,

Security » Authentication » Internal User Database » Users ° e

Get User DB | Groups | Users

This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for setting policies on
users.

Users List
Show entries [Right click on record to get more options ] Q, .|
admin ADMIN Enabled (LAN) Enabled (WAH)
L] select All
guest GUEST Disabled (LAM) Disabled (WAN)
/| Edit
Showing 1 to B Dalits |} First || .| Previous | 1 | MNext , | Last ;|

Add New User

8-11 Internal User Database > Users 2 7 BIE
2. UToOBEEHAFRREINET, OJA1 V/I\RT— REZEFT BHEIL TEdit Password] & TONJ ([CLE T,

User Configuration °
User Name admin
First Hame |adm|n |
Last Hame |351 |
Select Group |ADMIN E|

Edit Password

Current Logged In | |
Administrator Password

New Password |o|ou |

Confirm New Password |.l.|c |

Save

8-12  User Configuration EH

3. UTOEAEZRELET.

1HH Bk
User Name BEBD#HRGEGAHI—T2EATILET,
First Name I—YO%EANILET,
Last Name 1—FD%FEANILET,
Select Group IA—FHFET BV IL—TH&ERLE T,
Edit Password Web GUI DAY A >V INAT— REZEET 3551 TONJ [cLET,
Current Logged In BEREINTVS Web GUI DO T A >V /INRT— READLET,
Administrator Password
New Password Web GUIDFTLWLWEO YA /ISR T— K (AXFENNFEXF]) ZASILET . tF 21U T DfedbIc ATILIZ/ AR T —

FxxFlE -] TRRINET,

Confirm New Password | BEERDTzs. BEFHLWLOT AV /INAT—FEAALET,

4. T[Save] #o)w oL, REABHELET,

Web GUI DAY >/ SRT— REZELT8E, Savel £41 v 95E—E WebGUIASAS T LET,
04 VEANRRENET DT, H LW/ SRT— FEAHLTBEDY 1Y LT REL,
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GetUserDB (A—HF5F—ZRX—Z2DA ViK— k)

DSR OEEE X, EEFIND CSV (Comma separated value) 77 A )VAEA 2V R— 2T &Ik REOA—AILT—EN—=X CEEL1—H%
BT 2CENTELT, AMBEEFERT ST ET. VAT LICEZHOI—YE—ETEBINT 5 EHAIEETT. Fee REBIIGCTRLT 7101
ERIDDSR 7/INA Ry TAO—RETBCEHTEXT, A—HIVI—F7—2RX=R7 v FO— FENI—HIE Web GUI TiRET ST &
DNCEET,

1. Security > Authentication > Internal User Database > Get User DB DJBIC A Za2—% 7 1) v 7 L. LUTOEEAERRLET,

—

R Crot e W
£4) Status = Wi

Security » Authentication » Internal User Database = Get User DB o Q

Get User DE | Groups

This page allows user to import a C5% formatted user database to the router.

Get User DB

Select User DE File || FrALEER [ERE LA

8-13 Internal User Database > Get User DB % ~EIH

2. BB /Browse| =7 1) v L&,
3. CSVI7AIVDBFRICEE LT, 777/bE3RL. [FE< Open)) O U v o LET,
4. [Upload) &V U v o LT,

B 1—H7—2X—ZXDME (CSVT71)Ib)
A—FT7—AR=ADCV 77 A IVEFEET BITIE. LUITFDNTA—2%ERT HHELH Y FT,

1. HORF csv B DZEDTF AT 7 AV E/ER L& T,

2. T7AIOEFIE I DDA TV R JISHELEY, §NTDITH CRLF (ERYET) TRTIZHELHYET, DT 7A)UcaA>k
PIDTFR R ZEMLENTEEN
3. EHOIL—Ib:
A INCDT 4 —JV F%E 2EFIBHF CEGHEDNHET,
byELic 7« —ILRIE 1 (Ar<) TRYYET,
Q) TDHIRICZERZ ANTIEWF £ A,
d) 74—V FEICZEZ ANTIEWT & A,

CSVA—HT7—EZRX—=RXT 71 IVDETERDFERIRE D BEBLH Y £,
"UserName","FirstName","LastName","GroupName","Password","MultiLogin”

LUTOEREET ST 14— IV DBV ET,
Username (SXFHT7 o« —JUR) :DSRDTF—ZXR—XICHIF51— GERIF) T A—ANNI—FT7—2X—XTEETHZINENH VKT,
- FirstName (XF5| 71 —)UR) : I—TFOFEATHY . BB THIREIEH Y A,
- LastName (XXF5) 74—V R) : A—TFOFEMTHY . BB THHILEIEHY TE A,
- GroupName (XF57 4 —)U R) : 2OI1—F|BEERIF SN T )IL—T,
- MultiLogSup (Z7—U 77 1@) - AEBAZBM (1)) ICTDHE. EBHOI—PTE—DI—HYRE/NNXT—FEHBETELXT,
« Password (SZFHN T« —)UR) : TOIA—HRICB WY TD/ISAT— K,

I—HF—AR—ZDCV 7y FO— FE(TSEIIC. Web GUI &R L T1—HISHIET 55)b— 7 (CSV BB [GroupNamel) #1F
WY BRENBYET.

Bl 1Y T —ZN—ZADCSV T EROT 4 =)V FOLVFThEZEEFIENUL ET BT EETEE A
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External Auth Server (AEBSR:E)

Security > Authentication > External Auth Server X — 1 —

NEERAEE T O T —/\DREICOVTEHBLE T, REFUTDRTTEITTVET,

[RADIUS Server] POP3 Server) POP3 Trusted CAJ LDAP Server] TAD Server) NT Domain Server |

Radius Server (RADIUS H—/\D&E)

o547 NEFOBRIC, RADIUS H—/NIC L 285817V E T,

RADIUS H—/N\IZA—HT7HT Y DT —EXR=ZAERFELTHY. XY N T—=2ICT7 72 ALEDETHI—TORIAATVET, To1<V
RADIUS —/N\IC 7 7 ATELGRWESEIX. EHVHZ) /22— 1) RADIUS Y —/\HEREEETWVE T,

1. Security > Authentication > External Auth Server > RADIUS Server 2 FD|BICAZ2—% 7 1) v L. LFOEEZHRRLET,

Security » Authentication » External Auth Server » Radius Server o e

Radius S

Thiz page configures the RADIUS servers to be used for authentication, & RADIUS server maintains a databaze of user accounts used in larger
environments. If a RADIUS server is configured in the LAM, it can be used for authenticating users that want to connect to the |[PSec,L2TP,PPTR,55L0
WPN and wireless networks provided by this device. If the first/primary RADIUS server is not accessible at any time, then the device will attempt to
contact the secondary RADIUS server for user authentication.

Radius Server Configuration

Server Check

er Checking

Authentication Server] (Primary] ‘1921531 2 |

Authentication Part [Range: [ - 66536]
Secret ‘ ............ |
Timeout (Seconds)
Retries

Authentication Server? (Secondary) ‘192_158 1.3 |

Authentication Port 1812 [Range: 0 - 65535]

Secret ‘ ............ |
Timeout [Seconds)
Retries

Authentication Server 3 [Tertiary] ‘192_1581_4 |

Authentication Port [Rarmge: 0 - 66635]

Secret

Timeout

Retries

[Seconds)

8-14  External Auth Server > RADIUS Server 2 7B HE

2. UToOmEEZERELTT,
bi=[= Bk
Server Check [Server Checkingl Z2)wv 7 LT, —/\EDEFRETAMLET,

Authentication Server

RADIUS SREET —/ D IP 7 FLRAZIEELE T, T—/NEUTD 3 DEFRTEEXT,
['Authentication Server 1 (Primary)] lAuthentication Server 2 (Secondary) | 'Authentication Server 3 (Tertiary) |

Authentication Port

RADIUS SR&ET —/\DAR— h EIRELE T,

Secret TINA ZADEKEFEIHD RADIUS H—/\ICOT A T B DOMBEZIEE LE T, TNk RADIUS H—/ \OSRRIC—ET
DRBHHY ET,

Timeout RADIUS H—/\H' 5 DISEICH T 2IL—2DFBEEE () #RELE T,

Retries RADIUS  —/ "\ TR A I8 E LE T,

3. [Save] 20 Uv oL, REZBEBLET,
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POP3 Server (POP3 H—/Y\)

POP3 |3, TCP/IP BLIC BT 2 X —)LBE THRL—MNICEREINZT7 S r—YavBO7O VTY, B b5 7 1 v 7% POP3 H—/\(C
KET BRI, AR— b 995 D SSL S & HICERE T — /&AL E T, POP3 H—/\DFFBAZEIE. 1—YH 77w 70— KLz CAGEBRZICL -
TEEEENE T, SSLEESIEOMERENGEWGEE. R— b 110D POP3EREE ~ 57 « v ZITHERAENET,

1. Security > Authentication > External Auth Server > POP3 Server 2 JDJBEICA Za—% 7 1) v 7 L, UTOEEARRLET,

Radius & NT Domain

Thiz page allow uzer to configure popd authentication zervers,

POP3 Server Configuration

Server Check

duthentication Server! (Primary)

Authentication Port [Default: 110, Range: 1 - 65535]

551 Enable OFF

duthentication Server? (Secondary) | Optinnal
Aduthentication Port 110 [Defzult: 110, Range 1 - 65535]
550 Enable OFF

duthentication Server 3 (Tertiary) | Optional
#uthentication Port [Default: 110, Range 1 - 5536]
550 Enable OFF

Timeout l:l [Seconds)

8-15  External Auth Server > POP3 Server 2 7@

2. UTOEEZRELEI.

BHE Biis)
Server Check IServer Checking] 27 Jw o LT, T—/I\EDEET AN LET,
Authentication Server POP3ESAET—/\DIP 7 FLAZIBELE T, Y—/\EUTD 3 DEFHTEET,
I'Authentication Server 1 (Primary)] lAuthentication Server 2 (Secondary)] 'Authentication Server 3 (Tertiary)

Authentication Port RADIUS 8REE —/\DR— M EIBELE T,

. '“*Tﬁ‘é?l 1-65535

- FEAME
SSL Enable POP3 & SSL *JL/TS— FEEMCLET, 24T a2V HEWEE. CA GREER) &R 20ENH V£ T,
CA File POP3 - —/\DFEAREZ 1R T 5 CA GREER) ZI_EL I,
Timeout POP3 F —/\H S DB T BV —2 DREFEEHE (B) ZRELE T,
Retries POP3 —/ \ "\l TR Z B E LK T,

3. [Save] #7 v oL, REZBEALET,
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POP3 Trusted CA (POP3 F < R | CA)
BELUCERAIY —/\D ID #&EE T BTcdlc, POP3 2O IT— 3> D—88& LT CA 770 )UDMERENE T,
3DOREY—/\TEIC, FBAHFERTIEED CAEFOIENTEXT,

1. Security > Authentication > External Auth Server > POP3 Trusted CA Z JDIBICA Za—% 27 w7 L, ULTFOBEEZFRRLE T,

Security =» Authentication » External Auth Server » POP3 Trusted CA

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain
This page shows the list of POP3 CA Files.
POP3 CA Files List
Show | 10 |Z| entries [Right click on record to get more options] | a |

No data available in table

Showing 0 to 0 of 0 entries

|.| First | Previous || Mext . || Last 4|
8-16  External Auth Server > POP3 Trusted CA %
FAdd CAFile] £ 1w LT, CAZ7AILEBMLEY,
1
CA File Configuration o

CA File

FralERif | Mo file selected.

Upload

8-17  CAFile Configuration E[f

28 Browse] 227 w7 LT, CAT7AILEBRLEYT, 77L& ERE, TUpload] &7 v o LET,
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LDAP Server (LDAP H—/\)

LDAP H—NNIE. 74 L7 PURBEICK Y KBEDI—F 7 —AN—RZRFLET, T+ L7 bUBETEI—VERDBEENICREEINS D
BLCI—YRATEESVIN—TIFRBT 51— %I 5 &N TEE T, GH Windows 7zl Linux U —/ N EBIF 2 LDAP H—/ \DRE! &KZL*
PEREERAD NT KA1 > Active Directory Y —/\DFRE K Y BIRERICT > TIWICH>TWE T,

V== CEQE NIGHBIBRIE. IV—2 EZ DR S DOFFEEDTDITEEENE T, LDAP U —/\HL—2 %585 T 5 LT LDAP BM. FAA Y
% ON). BAIKL O TEERET AV Y b ENRT— RO F—T =L REBYET,

1. Security > Authentication > External Auth Server > LDAP Server 2 JDJBIC A Za—% 7 ) v 7 L. UTOEEERRLET,

2 secu rity

7]

Security » Authentication » External AuthServer » LDAP Server e 0

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server | NT Domain

This page allows a user to configure authentication servers for LDAP authentication.

LDAP Server Configuration

S Check
srverthee Server Checking

Authentication Serverl (Primary)

Authentication Server? (Secondary)

Authentication Server 3 (Tertiary)

LDAP Attribute 1

Password

| |

| | o

| |

| | optio
LDAP Attribute 2 | |  optiona
LDAP Attribute 3 | |  option
LDAP Attribute 4 [ |  optiona
LDAP Base DN | |
Second LDAP Base DN [ |  optiona
Third LDAP Base DN | |  Optio
Timeout [ ] (seconds)
Retries [Range: 5 - 9]
First Administrator Account [agmin |  optiona
Password [snaee | optio
Second Administrator Account | |  optiona
Password | |  option
Third Administrator Account | |  optiona

| |

Save Cancel

8-18  External Auth Server > LDAP Server 2 JEBE
2. UTOEEZEHRELET,

S| B

Server Check [Server Checking] &2 w o LT, T—/I\EDEHRET ALK,

Authentication Server LDAPERRE —/ND IP 7 FLAZEBELE T, H—/N\IEUTD 3 DEEHTEXT,
I'Authentication Server 1 (Primary)] l'Authentication Server 2 (Secondary) 'Authentication Server 3 (Tertiary) |

LDAP Attribute LDAP H—/NTERE SN LDAP I —HICEET 2BMAIBELE T, INSIE SAM 7 AT Y b [/IST B KA1
%7”80)@?% EHET, RALCA—T2EFORESI—YEHRTEHOIERINET,

LDAP Base DN LDAP SBEEICHITAN—RA ALV E=IBELEX T,

Timeout JU—5 DN LDAP H—/\H 5 DIGEZF DR (7)) ZRELE T,

Retries JU—2H5 LDAP Y —/ \\DEGATEEHERELE T,

Administrator Account PPTP/L2TP 5t C LDAP BREENMELIBAICERINABEE AV > MERE AT Li_g"o [First Administrator
Account] 'Second Administrator Account] 'Third Administrator Account] @ 3 DZERERIRET T,

Password EE/NNRT—RFEAHILET,

3. [Savel 271w L, REZBERALET,

163



164

F8E ¥ TAHRE (Security)

AD Server (79714774 L 7 bUH—N)

TITAT7Ta L7 IS NT RAA VEREEDSEE/\—2 3 > TT,
Organizational Units (OUs) AT/ )L—FtEn L3 1—HD

1. Security > Authentication > External Auth Server > AD Server Z JDJBICAZ2—% 7w L. UTOEmERRLET,

Security » Authentication » External Auth Server » AD Server

Radius Server | POP3 Server | POP3 Trusted CA | LDAP Server | AD Server

This page allow to configure Active Directory authentication servers.

Active Directory Configuration

Server Check

Authentication Server1 (Primary)

Authentication Server? (Secondary)
Authentication Server 3 (Tertiary)

Active Directory Domain

Second Active Directory Domain

Third Active Directory Domain

Timeout

Retries

First Administrator Account

Password

First Server Hostname

Second Administrator Account

Password

Second Server Hostname

Third Administrator Account

Password

Third Server Hostname

Server Checking

l:l (Seconds)
[Range: 5 - 9]

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Save Cancel

8-19  External Auth Server > AD Server 2 JEIH

2. UTOBEAERELET.

fa)

=

SRAEIC Kerberos 700 b JJVAMBRENE T, NT RAA =)\ THR—bENZ1—
HIZTFRETITH. Active Directory —/NIEGBEBABRMUDI—HEYR— b T HTEANTERR NIV F v EZBLTVET,

RE S NTEREEY —/\& Active Directory R A1 >id. #MERD Windows N—X Y —/N\DI1—HF 1 L7 ) EFEBALT, I—AEBIELET, TD
SREEAEIE TSSLVPNY 7547 > TR TH Y. MPSec TPPTP] ML2TP) 254 7> hEREEAEE TEHEB T,

Security

BH

Eilis

Server Check

[Server Checking) &7 w o LT, T—/I\EDEiET AN LET,

Authentication Server

ADH—/INDIP 7 FLRAZEELE T, T—/NEUTFD 3 DEFERTEET,
['Authentication Server 1 (Primary)] lAuthentication Server 2 (Secondary) | 'Authentication Server 3 (Tertiary) |

Active Directory Domain

TITATTA LT M) RALVREATILET, 772 3>E& LT ISecond Active Directory Domain. [Third Active

Directory Domain] &EXERIRET T,

Timeout AD U—/\D 5 DISE=F ORHERE #) ZIEELE I,
Retries V=B B 5EREEY —/ \N\DFREEE T O ZIRE L £,

Administrator Account

PPTP/L2TP £t CEREIN N ELIBHIER NI EEBE T H U MEREANDLE T,
[First Administrator Account Second Administrator Account] [Third Administrator Account] @ 3 DARERBETT,

3. [Save] &7 1w L.

REZERBLET,




HE8E ¥ 1T AFKE (Security)

NT Domain Server (NT KX >4 —/\)

NT RAA T —NNFIBFNCREZFHDT— I JIV—T 74—V FERA LI I—T LR FOFEEETVE T, BR.

FEE1—T DT ALY b

EHMDfcsd. FREE K A A OBEIRICIE Windows T —/\F feld Samba T —/\HpMERTNE T,

1. Security > Authentication > External Auth Server > NT Domain 2 JDIEICA =1 —%7 ) v o L, UTOBEEmEFRRLET,

Security » Authentication » External Auth Server = NT Domain

Radius Seryer | POP3 Seryer | POP3 Trusted CA | LDAP Server | AD Server | nT

@0

Thiz page allow you to configure NT Domain servers.

NT Domain Configuration

Server Check

Server Checking

Authentication Server 1 (Primary)

Authentication Server 2 (Secondary)

Authentication Server 3 (Tertiary)

Workgroup

Second Workgroup

Third Workgroup

Timeout

Retries

First Administrator Account

Password

First Server Hostname

Second Administrator Account

Password

Second Server Hostname

Third Administrator Account

Password

Third Server Hostname

8-20

External Auth Server > NT Domain 2 7 EIH

2. UTOBEEEZRELEI.

HE 5P
Server Check [Server Checking) #27Uw 7 LT, T—/\&DEET AN LET,

Authentication Server

NT RAASY =D IP 7 FLRAZIBELE T, T—/NEUTD 3 DEEFHRTCELT,
l'Authentication Server 1 (Primary)J lAuthentication Server 2 (Secondary) 'Authentication Server 3 (Tertiary) |

Workgroup NT RAA VERRRCREG T — 7 JI—THATILE T,

I'Second Workgroup | Third Workgroup| & CERERIAE T .
Timeout NT RAA =/ \H 5 DIGEERFDRFHEE (B ZEELETT.
Retries NT RXAA 2= IO TR EIEE LE T,

Administrator Account

PTP/L2TP T CRRRsEN LB RIBEIER NI EEET H U MEREANDLE T,
[First Administrator Account Second Administrator Account] Third Administrator Account] @ 3 D& ERERIAE T,

Password

EE/NNAT—FZEANDLET,

Server Hostname

Y—INDRAMBEATILET, [First Server Hostname | ['Second Server Hostname | [Third Server Hostname | @ 3
DEREAETT,

3. T[Savel &7 1)wvo L.

REZBERLET,
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Radius Accounting (Radius 7hV > 5«1 VJRE)

Security > Authentication > Radius Accounting X Z1—

ANEME Cld. I—F D Radius 7 AT > T « > JREEDEL / ML EITTVE T, Fiee EFAH Radius B —/NISH LT AT YT« T Ay t—

JATEYYavo

STy HETHSEIES N DRI (Accounting Interim Interval) DFRENFRETT

Radius Accounting (Radius 7hV > T 1> %)

MTFOFIRICHES>T

1. Security > Authentication > Radius Accounting > Radius Accounting Z 7DJBICA Z2—%& 7 v o L. LTFOBEAZFRRLET,

Radius ¥ —/ \\DEFREETTVNE T,

Security » Authentication » Radius Accounting

This page allows user to enable or disable the Radius Accounting for a feature and also to configure the Accounting Interim Interval in seconds at which

Radius Accounting

Radius Accounting Server

the device sends the traffic statistics of a session in accounting messages to the Radius server configured.

Radius Accounting Configuration

Captive Portal OFF

Radius Accounting Interim Interval 300 [Range: 300 - 3600] Seconds

8-21

Save Cancel

Radius Accounting > Radius Accounting % 7 I

2. UTomEAERELET.

BE

Bis

Captive Portal

[ONJ : &% ST+« TR—2JLD Radius 7H T > T+« > T HeEEBMICLE T,
[OFF] : &+ 77« 7R—=%JVD Radius 7 H I VT« > T HpeEEHIC LE T,

Radius Accounting
Interim Interval

7\ ZH*5 Radius Accounting  (Interim-Update) /3% v f AXEESNBBRERELE T,
- RERTAEHIE | 300-3600 ()
- HIHEAME 300 (W)

3. [Save] #71J

vy L, REZBEBALEY,
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Radius Accounting Server (Radius 7 AV > 7«1 > 5% —)

RADIUS 7 AT T « 27—/ \DFRFEICDODVTEHAELE T, T4 <Y RADIUS —N\ITEE CEGRWEE. T/ Ad> 41 RADIUS ¥ —
NCHLTTAI YT AT IAMKEDOA V2T b aFTLET,

1. Security > Authentication > Radius Accounting > Radius Accounting Server 2 JDIEICAZ1—% 7 1) v o L, UTOBEEEFRRLE T,

Security » Authentication » Radius Accounting » Radius Accounting Server o °
—

Radius Accounting | Radius Accounting Server

This page allows user to configure the Radius Accounting Server configuration on the router.If the first/primary Radius server is not accessible at any
time, then the device will attempt to contact the secondary Radius server for sending accounting requests.

Radius Accounting Server Configuration

Accounting Server (Primary) ‘192.168 1.2 |
Accounting Port [Range: 0 - 65535]
Secret ‘ololooo.ooco |
Accounting Server 2 159c0ndary] ‘152,168 3 |
Accounting Port ‘F [Range: 0 - 65535]
Secret sssesssesses |
Accounting Server 3 (Tertiary) ‘182.168 1.4 |
Accounting Port E [Range: O - 65535]
Secret ‘ololooooooco |

Save Cancel

8-22  Radius Accounting > Radius Accounting Server 42 7Bl

2. UTOEEZRELEI.

BH Eilis)

Accounting Server  |RADIUS 7AH DT>V T4 I —/\DIP 7 RLRAEANDLEY, F—/IEULTFD 3 DEFHTEET,
['Accounting Server (Primary)] ['Accounting Server 2 (Secondary)] ['Accounting Server 3 (Tertiary)

Accounting Port Radius 7 A0 74 7P —)1\DR— +ESHEANDLET,
. ERERIBEERE 1 0-65535
. HIHAME 11813

Secret TINA ADFREFEHD RADIUS H—/NIcO T 1 > T 2 1e b OMBREIEE L E T, Thld RADIUS o —/ \OFERIC—E T
BHENSHET,

3. TSave] Z#0)vw oL, REZBEALEY,
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Login Profiles (A5 1707 74IV)
Security> Authentication> Login Profiles X Z 1 —

IS S AT > M7 I ARA T RO SSID R VLAN [T A8, OJ 4 YEEANERINET,
AERTIE. O VBEOHAZA ZFECDWNTCHRBLET,

Security > Authentication > Login Profiles DIEIC X Z2—% 7 ) v o L. UFOBEEFRRLET,

B2 Netwc £ Security o°

Security » Authentication » Login Profiles

(7}

This table lists all the login page profiles available in the system. These login page profiles are used for authenticating SSL VPN and Captive Portal (if
available on the device) sessions.

Login Profiles List

Show | 10 E entries [Right click on record to get more options ]

\_ %
default D-link Unified Services Router SSLYPN, test
default2 D-link Unified Services Router Not In Use
Shawing 1 to 2 of 2 entries || First || .| Previous | 1 | Mext , | Last »|
8-23  Login Profiles EIE
FAdd New Login Profile] &2 1w L. UTFDBEARRLET,
| 8
Login Profile Configuration °
General Details >
Profile Name | |
Browser Title | |
Background ® Image O Ccolor
Page Background Image
Default Add Add Add Add Add
Minimal Page for Mobile m
Devices -
Header Details
Background ® Image O Ccolor W
8-24  Login Profile Configuration [Eim&
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3. UTomEEZRELFT,

EE | 518
General Details
Profile Name Fy T T4 TR=2ITOAT7AIDEMEATILET, tDOTOT7 74 )V ERBITCESLEEZRELET,
Browser Title FY T T TR=2IVy 3 vRICTTIHFDRA MLELTERRENBXFIZANLET,
Background FrTT A TR=FI Yy aVRICRRENDZOT A R=TIDOBEE LT BREkIEHT—5ERLET,
- MNmage) : R—=IDEEL LTEBZRERTLE T, Page Background Image) 7« —/U REFEAHALT. &2
BIREERLET,

- [Color) ! R=YDERBERELET, TIWATIAZ1—HhoBEERLET,

Page Background Image

FBackgroundJL Nmage] ZFEIRLIZHBE. Fv 7740 TR—2)bEy > 3a VRICRRENAN—JVDOEEBEIR
BIRLET, FHILLER T 77ILET Y 7O~ R BIciE TAD) #7Uv 7 LET,

Page Background Upload

BiiR 7 71 )VEIRE®. Uploadl 27 ) v o L&Ed, 7v I O— R TESEERDEAY A Xl 100KByte T,

u{%7/ )& T v FO— KL%, [Page Background Image | ClTAdd] 7 U w7 ¢ % L ARIBEANRRENE T,

Page Background Color

Background] I TColor] IR LTIeHE. Fv TT7 4 TR—2)bEv > a VRICRRENARN—YVDERB%
TIWE I AZ 2 —HEFERLET,

Custom Color

l'Page Background Color] < [Custom] Z:&R L1z15&. HIMLOAS—O—FEAALET,

Minimal Page for Mobile
Devices

/A JVIRAR T Web X— /%ﬁwLﬁméﬁ%%m?To

Header Details

Background

FrTTATR—RIE Yy I VRICRRINZOAT A UR=IDNy A—E LT, BfREaEhZ—5FRL
EX
- Nmage]) : X—=YDBEEL L EIREFRRLE T, Header Background Image) 7+ —)U RZFER LT,
SEGEEIRLET,

- [Color) i "=V DERBEHRELET, SIWEAI VA1 —DoBEERLET,

Header Background Image

BackgroundJ I lNmage] A& R LTZIGE. Fv T 74 T R—2)bt v 3 VARICRRENZR—I DAY 4 —
BFRERRLET, FILLEERZ 7ILAET7 Yy 70— R 3BIciE TAdd) #2Uv o LET,

Header Background Upload

BEfR7 71 )L AEER. Upload) 2w o LEd, 7 v TO— R TEBERDREAT 1 XIE 100KByte T,

Big7 71L& 7y JTO— KL%, [Page Background ImageJ—C‘VAde”J Jy g BHEARBENKRINET,

Header Background Color

Background I TColor) IR LIzHE. F+v 77+ 73‘\—5’}%@/‘/ 3 VARICRREINBZR—=I DAY S —
BETIVEIVAZ1—D5RIRLET,

Custom Color

Header Background Color] |Z Custom] Z3#RLTcHE. HIMLOAZ—1— FZANLET,

Header Caption

Fr T TR=ZIby T a RO d A R=IDA\Y ZNICRRENDTFA S EASILET,

Caption Font

NYEATFAIDT 5> b EFERLET,

Font Size NYBTFEANDT 4> A ZXEFERLET,
Font Color NYRTFANDT 4+ MEEEIRLET,

Login Details

Login Section Title

R e
FEAALET,
RIBEIEHF S 3> TY,

Rty 3 UANDOATA VEICRRINDAT A VRY I ZADZ2A MUIRRENDTF X

Welcome Message

Fv T T4 Ty avANDOTA VRN LIEBBICR I ENE VT IVALA Yy =V B ATILET,
AEBIEA SV 3T,

Error Message

b Gk AVBZE= DN | m by @ TN g Oy el
AEBIET T 30T,

BEICRRINAZIS—Avt—IFBANLET,

Advertisement Details

Enable Advertisement [REDRRDBEZIEELE T,

Ad Place [REDORTEFREERE LE T, [Top) MBottom) NSIEETEET,
Ad Content [REDRBEIBELE T,

Font [REDT7+ > b EEEELET,

Font Size [REDT+ > A REEBELET,

Font Color [REDT 4> bBEIRELE T,

Footer Details

Change Footer Content

QA YR=IDT Yy R—=AV T VY \DEBEBNEFENLET,

Footer Content

[Change Footer Content] ZF T v 7 LTeiGE. 7V R —ICRRENDTFRAMEATILET,

Footer Font Color

[Change Footer Content] B F T v LIIBE. 7 v 2 —ICRRENZBEANILET,

4. [Save] Z#7Uw 7oL,

B

B AE

EEALET,
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Services Route Management (—EXjL— FEE)

Security > Authentication > Services Route Management X — 31—
H—EX)V— M EEBEEETIE. BRI CT—ER NI T q v IDKEENE AN VAT I —RAZRETHIENTEET, Ffel SBAAELTh IV
DYUE—b LAN X b T—72 FD Radius H—/\ZF|IRT ST EEHARETY,

1. Security > Authentication > Services Route Management DJEICA Za2—% 2 1) v L. LFOEEZHRRLET,

Security » Authentication » Services Route Management o e

This table lists all the service routes on which we are interested to send thetraffic of particular service.

Services Route Management List

Shuw[ 10 E] entries  [Right click on record to get more options ] | aQ, ‘

No data available in table

Shawing 0 to 0 of 0 entries | First || .| Previous || Mext , || Last ,

Add Service Route

8-25  Services Route Management [ElH

2. [AddServiceRoute] &7 v o L. UTFOBEEEZFRRILET,

Service Route Management Configuration °
Service Name | Radius E|
Service Interface | Primary Auth E|
Route Interface |VLAN E|
VLAN Name | Defaut |

Save

8-26  Service Route Management Configuration [EIE

3. UTOEAEZRELET.

1HH Btz
Service Name P—EXEZBERLET,
Service Interface P—EXDA 2T T —AEERLET,
Route Interface P74 v IPDNEEEINDA VR TT—AEFIRLE T, [VLAN] F/eld MPSec) 0 5BIRLE T,
VLAN Name lRoute Interface | CIVLANJZBIR LTEI8E )L— FDVIAN EZBIRLE T, TOVIAN E TR ST 4 v IR ETNE T,
Policy Name lRoute Interface] T lPSec| ZEIRLT=HE. Ib— bDIPSec KUY —HFERLET, TORUI—ETEZT 1w
IR EENET,

4. T[Save] Zo v oL, REZBHELET,
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DUA External CP Web (DUA AEBF + 77 1 T HR—2IU Web H—/Y)

Security > Authentication > DUA External CP Web X =1 —
DUAAERF v 77« TR—%IL Web F—/XDFRETEICDVNTEHRBALET,

1. Security > Authentication > DUA External CPWeb DIBIC A a2 —% 7 v 7 L. UTFOBEEmEHRRLET,

2 Security

Security » Authentication » DUA External CP Web

This page allows user to configure DUA External Captive Portal Web Server.

DUA External CP Web Server Configuration

Enable m

DUA External CP URL

|192 168 10 219/cpweb |

DUA CP Logout IP [1112 |

Shared Secret |secret |

Server Status Down

8-27 DUA External CP Web EIE

2. UToOmEEERELEI,

e o

BE

A

Enable

DUA ABBF v 77 1 TR—2)IL Web F—/\EBMEIEENLET,

DUA External CP URL

DUA 8- —/\D URL Z ASILE T,

DUA CP Logout IP

RESTHCPOTTIIPEANILET,

Shared Secret

DUA SR —/NICH L CRET AHEY—I Ly hEATILET,

Server Status

DUA N8B Web U —/\DIRTED R T — 2 ANKRENE T,

3. T[Savel 71w L.

REZBERLET,
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Web Content Filter (Web A5V 7 1102 1) %)

Security > Web Content Filter X Z 21—
Web 32TV T4 IRV JIE HEDA VZ—%y bF—EXNDEfix 7O 7§ 5HETT,
RET AT TAIEV YT BAFTZv TRV T URL 74 )b2 ) > ACL DRREREICDWVTEHBELET,

Static Filtering (R2 71 v 77 41Vb2) %)

Security > Web Content Filter > Static Filtering X Z1—

ABT A w7 TAIV2 ) TICkY, Web TOFTP Javalmd . HEDA > 2—2 v M—EXETOVITHTENTEXT, IStatic Filtering
ATTTAY I THH—EXEERLET,

Ffz. [Approved URL] 2 7& [Blocked URL] 2 7 CIEEFRI K /2IdIER TS URLD U A M EZERTEL T,

Static Filtering (RZ2T7 1 v 77 1IL2) %)

1. Security > Web Content Filter > Static Filtering > Static Filtering 2 7DJBICAZ2—% 7 ) v 7 L. UTOEEEZFRRLET,

Security » Web Content Filter » Static Filtering o o

Approved URL | Blocked URL

This content filtering option allows the user to block access to certain Internet sites. Up to 32 key words in the site's name (web site URL) can be
specified, which will block access to the site. To setup URLs, go to Approved URLs and Blocked URLs page.

Static Filtering

Content Filtering m
Web Proxy [ e
Java [Te=
ActiveX [ &=
Browser Cookies [ &=

8-28  Static Filtering > Static Filtering 2 7 E &

2. UToOEEZERELET,

HE

SIDII:I

A

Content AT 7402 >»45% TONJ Efzld TOFF) ITLE T,
Filtering

Web Proxy [ONJ IcLfetgd. TOoFoT—1\NJoyvoEngd,

TOFIH =)\ ENLIEBETIE BEDT 7470 4 —IVb— V% EE LIDRETRIENMTONE T, FIRIE. 7747 74—
INWEEOTHED IP T RLANDBEN 7Oy 7 ENTWVRIHEETHH>TH, TOFVERBL T VIR MDEmEE NS &0
SHANEZSNET,

Java [ONJ ITL;AE. Java 7 7Ly b ETAYv I LET,
Java 7 7Ly ME Web R—=INTHEFFAENTNE R TOI S LTHY . R—IOBILIEETVEYT, I E1—2 \DRET
Y APBRERNE LTRERT Ly EHMEREINE I EDBYET,

ActiveX TONJ ICLTeimA. ActiveX DA O— AT Oy 7 ENE T,
ActiveX O~ bO—)blE. Java 7 FL v k EEHRIC Internet Explorer £477R1C Windows > E1—ZICA VA b—)LENE T,
AVE1—Z\DRET 72 APEGEE BN E LTARER ActiveX BMERENSZ EAHUET,

Browser [ONJ ITLTBE. Web 1 MCkB 0y F—DEFRA T Oy 7 ENE T,
Cookies Ty FE—lE. Web A1 MTR>TREFESNS YV a VIERTHY . FICOTA VBICERINET T, Web 1 Mok TILE
OB EAEBBEDTHIRET I EEHYET,

3. [Save] #7Uvo L, REEZBEBLET,
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Approved URL (#&33:%d* URL)

URL RXAA 5D EEE) A b ZEER LT,

AR A MIBRINE A VG EORKTE 7 VLA ZHFAIEINET,
Bl KA Tdink] ZEEF LSS

LAN N5 D777 A EEFa] &5 URL — www.dlink.com, support.dlink.com 7 &

RURAMETFRAIKIFCV T 7AIVTAVR—b T AR— b TEET,

1. Security > Web Content Filter > Static Filtering > Approved URL DJBICA Z2—%& 2 U v o L. UTFOBEEEZFRRILET,

Security » Web Content Filter » Static Filtering » Approved URL

Static Filtering | Approved URL | Blocked Keywords

This page displays the approved URLs. The list of websites here are always allowed to be accessed, and have higher prior|
firewall rules or blocked keywords.

Approved URLs List
Show | 10 E entries [Right click on record to get more options]
No data available in table

Showing 0 to 0 of 0 entries LI Frst ! |
8-29  Static Filtering > Approved URL & JEIE

B URLDAVKR—F/7v7O—F
1. TFAM/CVT7AIVD A VR— T 2358I&. [Upload URLs List from File] =2 1) wo LE T,
2. CV77A)EBEL. Upload) #7 Jw o LTURLZA VR—MLET,

B URLDIY AKR—Fb
1. WAEDUR M EIYVAR— T BFEIE TExport URLs Listto Filel &2 1w LE T,

B URL ®iENN
1. TAdd New Approved URL) Z#7 J w7 LT, LTFOEEZFRRILET,

Approved URLs Configuration °

URL HTTP [v] |

8-30 Approved URLs Configuration [EiE
2. lSavel #7Uvwo L, REZBHALET,
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Blocked URL (7B % URL)

BELIEWRLADT7 VX =T7av 7 LET,

JOv Y URL TIEIEE LT URLEGEINTDOWeb 4 D URL AT O 7§25 ENTEET, InIElApproved URLs List | & I EVMBSLE TY,
BIZIE. 7w URL B TApproved URLs List] DEFEE N RAA VICK > TR SN A FRITEEL TWRIHRE. TOYA DT 7R
IEEFR]ENE T, Blocked URLIETF R MEKIX CSV 77 AIVTCA VR—F/ TV AR—bT BT ENTEEXT,

1. Security > Web Content Filter > Static Filtering > Blocked URL DJBICA Za2—& 2 U v o L. UTOEEARRLET,

Security » Web Content Filter » Static Filtering » Blocked Keywords o Q

Static Filtering | Approved URL

This page displays the blocked URLs. The list of websites here are always blocked.

Blocked All URL Configuration
Block ALl URL oFF

Save Cancel

Blocked URL List

Show | 10 E entries  [Right click on record to get more options ] ‘ a, ‘

\EEWI

Mo data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Mext , || Last ,

Add New URL Upload URLSs list from File | Export URLs List to File

8-31  Static Filtering > Blocked URL & 7 B&
B J0Ov% URLDEIL

1. TBlocked All URL Configuration] @ [Block AllURL] % TONJ ICL&Ed,

2. [Save] #7Uvo L, REZBEALET,
B URLUR DA YR—F /7y TO—F

1. TFIXN/CNVT7AIVHSEA VR— T B5EIE. TUpload URLs Listfrom File] &2 1w o LE Y,

2. CVI7AIV%=EER— Upload] 22 1) v 2 LURLU X hEAVR—FLET,
B URLYRFDIZRKR—F

1. WEDVRA L ZTIAR—bT25HEIE TExport URLs ListtoFile] &2 ) wo LET,
B URL DEM
1. TAddNewURLI #27 J w2 LT, UTFOBEEZRTLET,

Blocked URLs Configuration °

URL HTTP [v] |

Save

8-32  Blocked URLs Configuration |
2. URLEASILET,
3. [Savel #7Uvwyr L. REZEALEY,
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Dynamic Filtering (#4143 3Xv 274122 %)

Security > Web Content Filter > Dynamic Filtering X Z 21—

KA BT BICE WCF 51 £ ABBETT,
WCF S A2 ADT 071 DWW TIEL (license Update (WCF 54> AD7y 77— 1K) #BBLTLLEEL,

BAFTZV I TR )T AT IVIAMIBEDEDAY T VYD T A IVE Y T ETOHEETT,

W—2EWCF SAEVATT7 Yy TIL—RLTHS. 710227 92A7TVERERLEYT, JOvIR/ROAT IUICET D Web 1 b

TORA LSRR I -EENRREINET,

1. Security > Web Content Filter > Dynamic Filtering DIBICAZ2—%& 7 ) v 7 L. UTOBEEZFRRLET,
2 security

Security » Web Content Filter = Dynamic Filtering o @

This page displays the list of categories to be blocked.

Dynamic Filtering
Hon-Managed Action [ allow |z|
Allow Override H_|
Override Timeout IBDD | [Range: 60 - 3600] Seconds
Update on Access m
Adult I Vo Hews [ o Job Search | | cor
Gambling . o Travel / Tourism [ e Shopping | orr
Entertainment — o Chat Rooms [ |Ms [ [oe Dating Sites | | om
Game Sites — o= Investment Sites [ Thoee E-Banking | | orr
Crime Terrorism T oFF Perzonal Beliefs/Cults ik oFF Politics | | o
Sports . o wwew - E- Mail Sites [ o Violence / Undesirable [ Towe
Malicious . o Search Sites [ e Health Sites | | o
Clubs and Societies . o Music f Video [ Thoee Business Oriented | | omr
Government Blocking List . o Educational [ Vo Advertising | | o
Drugs / Alcohol . o Computing £ IT [ Thoee Swimsuit / Lingerie / | | orr

Models

Remote Control / Desktop . |hoe

8-33  Dynamic Filtering B

Eal—]
2. MhomBEZERELET,
BH Bis

Non-Managed
Action

BEWRAT A MWL TRITEINE T 7 3% TAllow] (GFal) Z7ziE Block)] (BE) ho&EIRLET,
- {EBME : TAllow

Allow Override

[ONJ (CLTetBE. 7y 795 A7 dVICHEENT A b asfr LE T,

Override Ty RO ATIAUN TAllow Override ITK > TEHFRIENS05E (B) ABELET,

Timeout

Update on 70V IR/ROAT IUANDF LT I L XEIC Override (EFE) 2/ XZBEBILE T, 21L7 7 MT2F CERIESFA
Access ThET,

Adult EREIYT Y. X—RERHETSEH 1 Mas,

News T2 APRODEEERARMET 2T b, . BUXFE. TOMEBNRAEE,

Job Search HAEDBR. V22— —F> 7, ZOMEBICETAY—EXEIRET 271 K,

Gambling FTAUF Y TIVRF Y T IVICET BBRDT A b,

Travel/Tourism

RPTRITIBERDT A b T 4w TOMRIZ. )NR /) BE /DT, RTIVOFHEE,

Shopping

AV avEy g ARAT F—0avhA bRLRERE,

Entertainment

TLE, M@, TVZAZ1—RGEOTA S ROMBEOMEI > T Yo7 LEEEZRMT ST 1 b,

Chat rooms/IMs

V=v )by D=0 A b Fry Mb—LRAVAZY Ay E—=IHA b,

Dating Sites TS T— b FEEOMHRN. T RINA A BALRE. (EEICEET S Web U1 K,
Game Sites Fo4 05— L MORPG, OV E1—42F—LDBERPF— ~O— REEEARHT B 1k,
Investment FE. 551, RE. ZOMBRICERELIREDOT 1 |,

Sites
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EH

Bz

E-banking

DRMEEEICEBA VA VIRITY —ERERET DY A b,

Crime/Terrorism

RAPHIREE., BB ERERNTHICRT HIFRERMT Y1 b,

Personal S ALEF. RV AV NMTET BT A K,

Beliefs/Cults

Politics BUA. BFE, ABEOY A FRUBARPEEO TATE—>a>&15H 1 b,

Sports AR=YF—LRT 77T TR EAR—VICEBT BT b,

www-E-mail Web 77 XAJEIE E A— LT A D> b EFERLTGEE/ ZET 5 Web 1 b

Sites

Violence/ BN BFE. A1 b AEERZRELIFRETBEREZZET 1 I,

Undesirable

Malicious RIVT T TNCRRER IR IV T 7 H LB TEDICTF v 2V E LTHERENTWLAS T A b

Search Sites

Web 22DV T Y ERKT HRRI VI T A b,

Health Sites ERMDORRPRIDEIEZEICET 2EREETE. EAORECEET —ERICEELEY 1 |,

Clubs and dZa2Z71. Bt 75701 b,

Societies

Music/Video AVEA=2Y N TIF BEATAT. Ta—IVv > NVEMP3 AT O— YA K,

Business KFE, FE PNEIRADTA b,

Oriented

Government Australian Broadcasting Authorities (ABA) 70w 7 1) X I,

Blocking List

Educational HEMBD Web U1 b HEICET AV T VU PHE - BRERLZECEBENZREL VS YA K,
Advertising [EERRET BT A by LET 1 IV2TIEELEEY—/\O#EFIETOY 7 DfedDA7T ) TT,
Drugs/Alcohol | 77/ O— VERRDERFHEELIRFEZ T O by A7 TV LY ElR EDIER A EZREET 21 b,
Computing/IT |A>Ea1—% VI z7. N—Fox7 77 /OJICETZT A b, SMERERETIRHEDT T THA b,
Swimsuit/ TEPEFZSFERR - BT 5T 1 b

Lingerie/Models

Remote Control/
Desktop

JE—FI>bO—IV/UE—FTRZ by TOHA K,

3. T[Save] &#71) v L.

REZEABLET,




HE8E ¥ 1T AFKE (Security)

URL Filtering ACL (URL 7 1)b% 1) > % ACL)
Security > Web Content Filter > URL Filtering ACL X Z 21—

URL 7 1 JLb2 > ACL DFREREICOWVTEHBLEY,

7oAV A=V RN (ACH) ZEATSE. BRENA—TOHIMEED) Y —RICT 7 CATEDRD. XY bT—=0 )Y —=ZANDR
ERT 7w AZBEILETET T,

1. Security > Web Content Filter > URL Filtering ACL DJBICA Za2—%& 27 v o L. LFOBEEEZFRRLE T,

Security » Web Content Filter » URL Filtering ACL o @

This page allows the user to enable or disable the URL Filtering AccessControl feature and to configure the profiles for blacklisting or whitelisting the
LAN clients or users from the configured static or dynamic filtering rules.

URL Filtering Access Control

Enable URL Filtering ACL m

Action |Black List E|

Save Cancel

URL Filtering Access Control List

Show | 10 E entries [Right click on record to get more options ] | Q, ‘

No data available in table

Showing 0 to 0 of 0 entries | First

Add New Profile

| Previous || Next , | Last 4|

8-34  URL Filtering ACL B
2. 7UEXI>bO— LY X b EEMET B15EIE. TEnable URL Filtering ACLJ & TONJ ICLE T,

3. TAction] TR —% [WhiteList] (K74 ~1J XK. IBlackList)] (75w 271X L) hoiEEL. ISavel &2 v o LET,
TSV I VAMMABESNIIZAT Y MERZT 4w | BAFZ w7 Ib—)VTHIEIENE T, KRTA M)A MABES NS4 7> &
ABT v | BAF 27— IV THIEENE A,

4. JL—IVERE. HIBRT BIcET> MU ETHEY U v L, TEdit) £fzlk Delete] #EIRLE T,
5. #HLULIL—ILEBMT 55EE. [Add New Profile] #21)wv o L. UTOEEAZRRLET,

URL Filtering ACL Configuration e

Profile Hame | |

Type | single IP E|

IP Address | |

8-35  URL Filtering ACL Configuration [&|E Bl
6. LUTOEEZERELET,

=S| =HER
Profile Name 77 AIVaEANDLET,
Type a7 741D A F% [SingleIP] Range] lnterface] Ah53RLE T,
IP Address [MTypel T [SingleIP] ZZRLTIHE. ST 20547 bDIP 7 FLAZIRELE T,
Start Address [Mypel T [Range) ZBHRLTIZHBE. GIHTHI 547> MDIP 7 KL RASEEDRHET FLAZIBELE T,
End Address [MTypel T [Range) Z#BHRLTIZHE. GIHTHI A7 MDIP 7 RLURSEEDKT 7 FLAZIBELE T,
Interface [Mypel T [linterface] ZZRLEIBE. GHT 22y bT—0 DAV 27 1 —RAZERLET,

7. TSave] 27w L, REZBEHALET,
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Firewall (7 747 7 #—IVS%E)

Security > Firewall X~ 21—
T7AT 04— IVDREFECDOVTERALET,

Firewall Rules (7 747 #—ILIL—IVDETE)

Security > Firewall > Firewall Rules X — 21—

AN K (WAN A5 LAN/DMZ) JU— )L Tld. TRIBEDZRY b T—7ICBET B M2 T 0 v IS LTT7 7 ABIRZITL. BHRIICREED
A1V OHEEDO—AIVIY —RICT IV ERATHTEEHATHIENTEXT, FHHMETIE. LAN £/eld DMZ B S DERICEE T 256 %
RE. ZE2THEOVWAN BN S EF 274 LANICHT B2 IRXTCO7 7R ETOY 7 LET, AHOT/\A XD+ 2177% LAN EOH—EXICT
TERTBHTERFATBIDIC. EY—ERICA VNI RDT7AT 0+ —IVIV—IVEERT 2R0EHH U E T,

CHBDX Y T —ICEET B NS T v U EFETBIEE. IV—ZDWANR— D IP 7 RLRE/NTU v 7ICHSE20ENBHYET, 7K
L ZAEHSE B H7EE WAN R— FDREREICE>TEEVET,

TDIV—=BTlE R2T 4w 77157 RLA% WAN R— MBIV ETAHEIEIP T FLAZFERLET, EAOWAN 7 FLANAAF IV I T
b2 EIE. DDNS (Dynamic DNS) &&EFERTEEY,

77 bINT YR (LAN/DMZ 55 WAN) JL—ILTClE. SRIBDOR Y b= D 0RXEEND b ST« v IS LTT7 7 £ ABIRZEITL. FEIRKICE
EOO—AIV A= DINE) Y —RICT VLA THTEEHATDIENTEET, 70 MNTY FOFHIL—IUE. B2HEYV—2 (LAN) H5
INTUw Y DMZ ElERETHEWVDWAN DWITNDNDT 7 A% 26DTY, 77 AT Y FIEAIL—IUIE. —AT. DMZH5RE TR
WWAN £TD7 7t AZIEE T 5HDTY, [Default Outbound Policy) EimE (Security > Firewall > Firewall Rules > IPv4/IPv6 Firewall Rules) T
TEIV—IVDREEEET DI ENTEET, T 74 DA VINTY RRU =5 TAlways Allow] THZHE. Y —ERICA VNIV R 7
AT T4+ —IWIV—IVEER T HTET. A=Y b —EXDSD LAN KA DT VLR ETOY I T2 EHNTEXT,

IPv4/IPv6 Firewall Rules (IPv4/IPv6 7 7 1 777 +—JbIb—)b)

1. Security > Firewall > Firewall Rules > IPv4 Firewall Rules 2 7, & /=i IPv6 Firewall Rules 2 FDJBICA Z21—%& 7 1) v 7 L L TFTOBEAFRRLE T,

Security » Firewall » Firewall Rules » [Pv4 Firewall Rules (2 <)

IPv4 Firewall Rules | IP¥6 Firewall Rules | Bridge Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accerdance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes all
firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Default Outbound Policy for IPv4
Always ® Allow O Block

Save Cancel

IPv4 Firewall Rules List

Shaw entries  [Right click on record to get more options ] [ q, |

MNo data available in table

Showing 0 to 0 of 0 entries .| First

Add New IPv4 Firewall Rule

8-36  IPv4 Firewall Rules/IPv6 Firewall Rules & Z &

2. [Default Outbound Policy for IPv4/IPv6] TKR'J </ —% [Allow] Block] Hhh5FgEL. Save] #7Jw o L% T,
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3. FLWLIL—ILEBMY BITiE. TAdd New IPv4/IPv6 FirewallRule] =7 w7 L, MTFOBEEZFRRLET,

IPv4 Firewall Rules Configuration °

From Zone | SECURE (LAN) |

To Zone | INSECURE (Dedicated WAN/Co ﬂ

Service | ANY ﬂ

Action :Arways Block ﬂ

Source Hosts ® Any O Single Address (U Address range

Destination Hosts ® Any O Single Address (U Address range

Log ® Never i) Always

QoS Priority [ Nc.an'nal-Senrice ﬂ

[X] 8-37 IPv4 Firewall Rules Configuration [EIH
4., LITOEBEZERELET,

BHE B!

From Zone T4 D DERETEU IO SERLETD,
IPv4 5% 7ERF : TSECURE(LAN)] TSECURE(VLAN)J TINSECURE (WAN1/WAN2/WAN3 (Mobile Internet))] [DMZ]
IPv6 52 %ERT © [SECURE(LAN)J TINSECURE (Dedicated WAN/Optional WAN) |

Available VLANs [From Zone] ¢ ISECURE(VLAN)] #3ER L1c3HE. VLAN i 5ELE T,
To Zone b T a0 v DEERETERLET,
Service ST ERBRT AT —EAEERLET,
FANY) 23R LTGE. INTD RS T4 v 22 DIV—)VHNERENE T,
Action TIWE T AZ2— b\b/ 723 vEERLET,
- TAlways Block) : ®lc 70w &

- TAlways Allow] : LE.#T
- TBlock by schedule]) : X7 ¥ a—jbick) 7Oy v
- TAllow by schedule] : 247 ¥ 2 —jUIc K JEFA]

Select Schedule AT a—)VEERLE T, Action) TIBlock by schedule] & 7zl&lAllow by schedule | %3&IR LT EDIHERRENET T,
AT T 21— )VDFEICDNTIE ISchedule (7747 D+ —)VAT Y 2—)VEE) ] #BRLTIEEWN

Source Hosts/Destination |3xf&7c/ 3B/t RA M &EIEELE T,

Host « TAnyJ I IXRTDRR b+

- [Single Address] : IP 77 RLAZAFILE T,

. [AddressRangel : IP 7 L ZR&EFEEZ AN LE T,

Log T7ATI4—IVES Ty 7 DOTHITERELE T,
QoS Priority TR Y RIV—ILDBEIE QoS DT ZAF 1) T+ ZFRLE T, IPv6 Firewall Rules Configuration BITE CldZk
(IPv4 B5DF) TENE LA

INormal-Service| : ToS=0 (&H1ELY QoS)
- ['Minimize-Cost] : ToS=1
- ['Maximize-Reliability ] : ToS=2
- ['Maximize-Throughput J : ToS=4
- Minimize-Delay ] : ToS=16 (&®&H &L QoS)

External IP Address [From Zone] T TINSECURE (WANT/WAN2/WAN3 (Mobile Internet))] &R L1z35a. 584t NAT BE & L THER IP
T RLAZEBELE T,

Source NAT Settings

7O RINTY RIL—IVEER T BB EICRRENAEE TY,
SNAT (Source Network Address Translatlon) & RS/ bOFEETIP 7 RLAKERDIP 7 RLAICEBELES,

External IP Address WERIP 7 RLAEBIRLET,

Destination NAT Settings

AVIND Y RIV—IVEERT BB EICRREINSBE T,
DNAT (Destination Network Address Translation) &, XEd 2/ DI IP 7 KL AZRIDIP 7 FLAICE#BLE T,

Internal IP Address #—/\‘73‘:1%% LTWBO—hibry hT—=2DI VD IP 7 RLAZERELEY,

Enable Port Forwarding TONJ: R—=b T4 T—Ta > I&EMLET, BMCLIHBA. [Mranslate Port Number] Z#58E L £,
TOFFJ — N TA DT A VI EERICLET,

Translate Port Number R—bT+T—T 4 VI EATHR— M ESEATILET,

External IP Address WERIP 7 RLAEBHRLET,

5. [Savel] #71J v L, REEBEALET,
3BH0 L7zJb—JLIZ IPv4 Firewall Rules/IPv6 Firewall Rules 2 JE@EICERRENE T,
G070 w oL, Tedit) ($§E). Delete] (HIFR) ZRITTEET,
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Bridge Firewall Rules (77U w7 74774 —1bib—)b)

Security > Firewall Rules > Bridge Firewall Rules 2 7'

Ty IRy NI=0IEBITBT7AT 04 —IVDREICDOVTERALET,

FHRETIE. TV v IRy b T—=U DA VAT T—AB T INTCDT7IELADNAVINT Y R/ T NNT Y RORAENCGEFAIENTWERT,
AVINT Y RIb—=IUE DMZ R— b D5 LAN R— b TADT7 VL RICDWTEEBLE T, 7T MUY FIZLAN R— M 1 HSREENE ST 1 v
TDT T AEFLET,

T7AT 04—V —IVEREEIEORB LUV —ILAAU X bD EEHCRAEN. URX MDIECERTINE T,

1. Security > Firewall > Firewall Rules > Bridge Firewall Rules 2 7DIBICA =2 —% 7 ) w7 L. LTOEEAFRRLET,

Edh Stat = Wireles B Networ {ad VPN L security L

Security » Firewall » Firewall Rules » Bridge Firewall Rules o @

IPv4 Firewall Rules | IPv6 Firewall Rules | Bridge Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic between interfaces of your Bridged network. The List of Bridge Firewall Rules
table includes all firewall rules for the bridged network and allows several operations on the firewall rules.By default in bridge Mode, all access iz
allowed for Inbound and Qutbound direction between the interfaces of the bridged network. Inbound Rules govern access from DMZ Port to the LAN Portl
interface. Oubound rules restrict access to traffic leaving your LAN Port1 interface. Firewall rules are applied in the order listed. As a general rule, you
should move the strictest rules {those with the most specific services or addresses) to the top of the list.

List of Bridge Firewall Rules

Show | 10 EI entries  [Right click on record to get more options ] | a, .|

Mo data available in table
Showing 0 to 0 of 0 entries |.) First || .| Previous || Mext » || Last .
8-38  Firewall Rules > Bridge Firewall Rules 2 JEIE
2. TAdd New Bridge Firewall Rule] Z2 1Jw 7 L. Jb—ILZBIMLE T,
Bridge Firewall Rule Configuration e
Direction ‘Innound iz”
Service ‘ANY iz”
Action ‘ Block Always iz”
Source Hosts ® Any O Single Address O Address range
Destination Hosts ® any O Single Address (O Address range
Source MAC ® Any O Single MAC O MAC Range
Destination MAC ® Any O single MAC O MAC Range
8-39  Bridge Firewall Rule Configuration &
3. UTOEEEZHRELEXT,
== Bk
Direction F> 70w DAEBE%E lnbound) F7zl& MOutbound) HS5EIRLET,
Service ST a4 v EBRT AT —EXEEIRLET,
FANY] ZR LI5S, IXTD M T T4 v 7DV —IVONBRENE T,
Action TIWEIVAZa—5T7 02 avaEFRLET,

l'Always Block] : Blc 70w &

l'Always Allow ] : ®ZFFE]

Source Hosts/Destination | IXfE7T /%85 R A hZIEEL £ T,

Host « TAny) D §RXTDKRX b

[Single Address) © IP 77 FLXAZASILET,
[Address Range] : IP 77 FL X&HEEZ A LE T,
Source Mac/Destination  [3X(E75 /585 MAC 77 FL A ZHEL T,

Mac « TAny] @ §XTD MAC

[Single MACJ : MAC 7 RLRAAEAFTILE T,
IMAC Range] : MAC 7 RL ZEEZEASILE T,

4, TSavel 27 vwo L, REZBALETY,

38f0 L7e/L—)LIZ Firewall Rules > Bridge Firewall Rules Z 7JE@EICERTRENE T,

180 A7) v L, TEdit) (RE). Delete] (HIFR) HR{TTEZXI,
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Schedule (7741477 4#—IVAT Y 1—IVERTE)

Security > Firewall > Schedules X — 31—

T7AT 74— IVDIV—USEBEIF SN R T Y 12— VICEDE, BEIMNICER/ ENICIEET 2T EDAIEETY . AT V1 —IUBREN—YTIE
E/ FRIOBATH LI AT Y 21— IV ERET 52 EDFIRETY, RE LIc A2 1 —)L% Security > Firewall > Firewall Rules B TR L i
BALET,

-t 2 CDRT V21—V —R2TRESNBUEZA LY =2V EBEE LTOET, Bl 24 LY —YOREICDLTE MDataand
Time (A7 LDOBERE) | ZBBLTIIEEL,

1. Security > Firewall > Schedules DJEICA Za2—% 2 v 7 L. U TOEERZRRLET,

Security = Firewall » Schedules o °

When you create a firewall rule, you can specify a schedule when the rule applies. The table lists all the Available Schedules for this device and
allows several operations on the Schedules.

Schedules List

Show | 10 E| entries [Right click on record to get more options] a

Time
HNo data available in table

Showing 0 to 0 of 0 entries | First | | Prevous | Next , | Last ,

Add New Schedule

8-40  Schedules EIE

2. TAddNew Schedule] Z71Jwv o L. A7V a1—)bZBMLET,

Schedules Configuration °

Name N

Scheduled Days
Do you want this schedule O All Days @ Specific Days
to be active on all days
or specific days?

Monday m Tuesday [
Wednesday Hj Thursday [ Torr
Friday n:] Saturday [ =
sunday [ [

Scheduled Time of Day
Do you want this schedule O Allbay @ specific times
to be active all day or at
Specific Times

during the day? v
Start Time
Start Time
End Time
End Time | 12:08 AM
HH MM AM/PM
by

Save

8-41  Schedules Configuration [EEH
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3. UToEEZERELET,

1HE B!
Name AT a—)baEATILET,
Scheduled Days [All Days| (#BH) F/zl& lSpecific Days) ((EEH) Z¥RLE T,
Monday - Sunday [Specific Days] Z3&RLIciHE. BMCT HEH%Z TONJ 1ICLET,
Scheduled Time of Day | TAll Day] (#B) F7fzid lspecific times) (BERRE) ZEIRLET,
Start Time/End Time | I'specific times) %R L1356, Bt (StartTime) S TERI (EndTime) ZIBELE T,

4, TSavel #7 Vv L. REEBALEY,

Bl A7 Y 2 —)bid Schedules BEICERRENE T,
a271Uwo L, TEdit) (RE). Delete] (HIk) HETCEEXT,

Blocked Clients (V547> 70 V8E)

Security > Firewall > Blocked Clients X — 1 —

TIAT N TOYIRETIE BELIEMACT RLADY A7 b aTAY I 5T ENTEET,
JOv ISR 5A47 7 bOBMAEICDWNTHALET,

1. Security > Firewall > Blocked Clients DIBIc A Z2—% 7 1) v/ L. UTOBEEEFRRLET,

fal Security

==

Security » Firewall » Blocked Clients (2 (<)

This page shows a list of clients MAC addresses blocked by admin.

Block MAC Clients List

Show | 10 iﬂ entries  [Right click on record to get more options ] 9, |

Mo data available in table

Showing 0 to 0 of 0 entries |.] First | Previous || Mext , || Last 4

Add New Blocked Clients

8-42  Blocked Clients I

2. [Add New Blocked Clients] =2 1w L. 7547 BIMLET,

Blocked MAC Profile Configuration °

MAC Address | |

Description | |

8-43  Blocked MAC Profile Configuration &

3. UTomAERELET.

5H Bl
MAC Address JOvodB0SA4T7 Y EDMACT RLAZANDLET,
Description JAOvIdBHI AT FOBEICDWTANILET,

4, TSavel #7V)vwo L, REEZBALEY,

BMLizy 47> b X M Blocked Clients BIEICRRENE T,
A7) w7y L, TEdit) (RE). Deletel (HIFR) #R{TTCEZEI,
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Custom Services (B X% LY —EZXDEE)

Security > Firewall > Custom Services X —1—

T7AT I F—IVIV—IVEEET BHAZ LT —EXADRERECDOVTCHRALET,

— M7 — X Ud TCP/UDP/ICMP AR— b &R L E TN ZL DA X R LK IE—MHITHEWT T 45— 3 VA LAN £zl WAN ICEEL T,
ARZLY—EXRECIE. R—rEEEZEERL. ST v 7247 (TCP/UDP/ICMP 15 8) ZIBET AT ENTEFET,

AEIE CEE LIzt —E Xi&. Security > Firewall > Firewall Rules BIED T —E XU X MIRRINE T,

1. Security > Firewall > Custom Services DJEICA 1 —% 7 U v o L. LFOEEZFRRLE T,

£ Security

F7

Security » Firewall » Custom Services o °

When you create a firewall rule, you can specify a service that is controlled by the rule.. Commaon types of services are available for selection, and you
can create your own custom services. This page allows creation of custom services against which firewall rules can be defined. Once defined, the new
service will appear in the List of Available Custom Services table.

Custom Services List

Show | 10 E‘ entries  [Right click on record to get more options ] | aQ, |

WD | P N Pa— o Sl e dbsstinaion Bort fance ' o

No data available in table

Showing 0 to 0 of 0 entries

| First | Previous || Next , || Last ,

Add New Custom Service

8-44  Custom Services [EIH

2. TAdd New Custom Service] #7 J w7 L. AAZLY—EXZBMLET,

Custom Services Configuration °
Type TCP v
Port Type ® Port Range Hhultiple Ports
Emuree Sear Far [ ] Renger 1-65539)
Source Finish Port L trenge 1-esmm)
Destination Start Part L1 Renesi 1-6s3s)
Destination Finish Port I:l [Range: 1- 65539]

8-45  Custom Services Configuration [

3. UTOEEZRELFTT,

TEE Bilis
Name HAZLG—EXZHBATILET,
Type H—EXHMERT 2 L3 70 VELTHOSBIRLE T,
[TCPJ TUDPJ BOTH. TICMPJ TICMPV6
Port Type R—h 24 TEUTHSBIRLET,

lPort Range Multiple Ports]
Source / Destination | [Port Range| &R LTeiH6E. Y—EXIERT 2%ET / Sekbei— b aiEELE T,

Start Port
Source / Destination | [Port Range| ZEIRLTeHE. Y—EXIERT H%FET/BAE TR — b EELE T,
Finish Port

Source / Destination | [Multiple Port] Z3R L1eHB6. Y—EXIERT 2XET/ BADERR— e [ (32T) TRYVIBELE T,
Ports
ICMP/ICMPV6 Type [ICMP/ICMPV6 Type | Z3EIRLTeHE. BRAT 2HEZIEELE T,
- ICMP DERER] BEEEH : 0-40

- ICMPv6 DR ER]BEEEH - 1-255

4, fSave] Z7 U vo L, REZHERALET,

B Lz R 2 LY —E X & Custom Servee BEICERRINE T,
o) wo L, TEdit) (&), Delete] (HIBR) ZRITTCEXT,
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ALGs (ALG HR—F)

Security > Firewall > ALGs X Z1—

ALG (Application Level Gateways) &, &IL—2DT 7 AT 7+ —JLE NAT HR— hasglb L. Y—LLRICF U r—a>y sy 7Ot
EHR—bIBEF21)T0IVR—ZXY MTT,

ALG DBIMEICE Y REDV ZAT7 > b7 T r—2 3> (H3230 RSTP 15 E) HEERIDR— M EBET BB 77404+ — )V TEHHBEIT T A
Z)VTCP/UDP R— b EERT 2T ENTEXT, ZDDH. BEEHNZHDAR— M aF—T VI 2RENGZRVET,

ALGIE. Y R—bENBRFEDT SUr—2 a3 MERTA 7O N IVARBT AT ENTESRO. IW—2DT7AT 04— )VEBLIV 54T
VRNT TV =23y R— b EBAT HIEBICRETHENGTELEO>TVET,

ALGs
ALGHEBEICHB LT Ib—2 D@z Y570 DL ZRIRLET,
1. Security > Firewall > ALGs 2 7%~ ) v LC. LTOBEEZFRRLET,

Security = Firewall = ALGs o o

Application Level Gateway allows customized NAT traversal filters to be plugged into the gateway to support address and port translation for certain
application layer "control/data” protocols such as TFTP, SIP, RTSP etc. Each ALG provides special handling for a specific protocol or application. A
number of ALGs for common applications are enabled by default.

ALGs
RTSP | orr
sip [ T
H.323 oFF
TFTP | orr

8-46 ALG> ALGs 2 JEImE
2. b= \DO@BEBEFHAITS7OMI)LAE TONJ (TLET,
3. [Save] &7 Uwv oL, REEBEHLET,

SMTP ALGs

Simple Mail Transfer Protocol (SMTP) &, « >2—% v MEHET E-mail X E T 2DICERETNETF X M—IXDT7O MV TY, BE, O—
77V SMTP —/\IE DMZ ICEHON. U E— b SMTP H— /A SR EEI NI A — )bV — 2zl L Ca— AL —/NIC@ KD Il nEd, O—
AIVIA—FIEEmaill DT A 7> MY T b2 7&ERLTA—)bD SMTP H—/\H5 E-maill ZEE LEX T, L2 SMTPIET 514772 FHE X —
IWVERET BICHEREN. 75472 b - =1\ WHADSD SMIP 8 S 74w I EEZRY B8 SMIP ALG AERT 2T EEFRETY,

Ea=1 SMTP ALG lEEA AT 21BE. /\— R T 74 70— RRENICE D10, /N7 +—<X Y AMETT 2BEH8BYET,
1. Security > Firewall > ALGs > SMTPALGs #7 %7 1) v o LT, UTOEEmAZRLET,

2 Security

b2

Security » Firewall » ALGs » SMTP ALGs
o 90

SMTP ALGs | Approved Mail IDs | Blocked Mail IDs | Mail Filtering

This page allows the user to enable the SMTP ALG.

SMTP ALG

Status ofF

Save Cancel

847  ALGs > SMTP ALGs &2~
2. [Status) & TONJ (CL. SMTP /7w b EKRET ZHR— MEIRELE T,
3. [Save)] #o v L, REEBEBLES,
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Approved Mail ID (E¥a] X —)JU ID)
A=)V IDZEBIML. ZETEA—IVEHFAITHZENTEET,

1. Security > Firewall > ALGs > Approved Mail IDs 2 7% 7 1) v LT, UTFOBEAZFRRLET,

B Security

Security » Firewall » ALGs » Approved Mail IDs o Q

SMTP ALGS | Approved Mail IDs

Blocked Mail IDs

Mail Filtering

This table lists all the available Mail Ids that are supposed to be allowed in the system.

Approved Mail IDs List

Show | 10 H:snm [Right click on record to get more options] a,
No data available in table
Showing 0 to 0 of 0 entries

|| First | Previous | Next . | Last ,
8-48  ALGs > Approved Mail IDs % ~EIE
2. TAdd New Approved Mail ID] &2 U w o L. &Fa]d 54—/ IDZBIMLET,
Approved Mail IDs Configuration °

Mail ID

8-49  Approved Mail IDs Configuration EIE

3. [Save] #7Uvwo L, REZBEALET,

BN L7z A—)L ID |& ALGs > Approved Mail IDs 2 7 EEICERRENE T,
a7 )wo L, TEdit) (R&E). Delete] (HIFR) HRITTEET,
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Blocked Mail IDs (E& % —JU ID)
A=)V IDZEEML. ZETEA—IEERTDHIENTEEXT,

1. Security > Firewall > ALGs > Blocked Mail IDs 2 7%~ 1) v - LT, UTOE@EZFRLET,

Security » Firewall » ALGs » Blocked Mail IDs o @

ALGS | SMTP ALGs | Approved Mail IDs | Blocked mail 1Ds | Mail Filtering

This table lists all the available Mail Ids that are supposed to be blocked in the system.

Blocked Mail IDs List

Show | 10 m entries [Right click on record to get more options] aQ

No data available in table

Showing 0 to 0 of 0 entries || First || | Previous || Mext . || Last .|
8-50 ALGs > Blocked Mail IDs 2 JEIE
2. TAdd New Blocked Mail IDJ #2717 L. EETBA—/VIDZBIMLET,
I_3l_0cked Mail IDs C(_)nﬁg_uration °

Mail 1D

Save

8-51  ALGs > Mail Filtering 2 7 BIE

3. [Save] #27Uv oL, REZEBLET,

BN LT A= ID 1 ALGs > Blocked Mail IDs 2 JE@ICERTENE T,
a7 w o L, TEdit) (R&%E). Delete] (HIk) H#E{TCEET,
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Mail Filtering (X—JVZ7 1 ILZ ) %)

Security > Firewall > ALGs > Mail Filtering 2 7'
A=W T IR VT DREICDOVTEHRBELET,

1. Security > Firewall > ALGs > Mail Filtering 2 7% 27 1) v 7 LT, UTOEEZFRRLET,

8 Security

Security » Firewall » ALGs » Mail Filtering o 0

SMTP ALGs | Approved Mail IDs | Blocked Mail IDs | mail Filtering

The table lists all the Subjects and Mail ids which are to allowed/blocked.
Mail Filtering List

Show | 10 t| entries [Right click on record to get mare options] q |

Ho data available in table

Showing 0 to 0 of 0 entries | First || | Previous || Hext , | Last |

Add New Mail Filter

8-52  ALGs > Mail Filtering % 7 BIE

2. TAddNew Mail Filter] &2 1w o L. X—=JL74)L2ZBMLET,

Mail Filtering Configuration °

Subject
Mail 1D

Action 9 Allow Block

Save

8-53  Mail Filtering Configuration &l
3. [Subject) & MailIDJ ##E L. lAction) # TAllow) (5¥8]) Ffclk Denyl (BE) HS#ERLET,
4. T[Save] BV VUwvo L, REEZBEBALET,

B L A=)V T 1 JL21& ALGs > Mail Filtering 2 JE@EICERRENE T,
a7 Uy oL, TEdit) (RE). MDelete) (HIBR) ARITTEET,
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VPN Passthrough (VPN /XX X Jb—)

Security > Firewall > VPN Passthrough X = 31—
VPN /SR RV —DREFEIC DV THBLET,
VPN /SZXZJV—lE. LANAD TS AR= b7 FLREFSTEVPN 75472 bD/)Nry baA 2 —%y MIIGERE Y 5HE8E T,

1. Security > Firewall > VPN Passthrough DJEICA Z2—%7 v o L. L TFOBEEZHRRILET,

Security

VPM Passthrough o 0

This page allows user to configure VPN (IPsec, PPTP and LZTP) passthrough on the router. Enabled passthrough checkboxes have higher priority than

Security » Firewall =

firewall rules based on the same service.

VPN Passthrough

IPSec
PPTP

LaTep

I Ia Ii }

Save Cancel

8-54 VPN Passthrough B
2. FFA[9 VPN ZOb)b% TONJ ITLE T,

3. [Save] #7Uvo L, REZBEBLET,
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Dynamic Port Forwarding (#1 3y 9 R—bT74T7—F 1> %)

Security > Firewall > Dynamic Port Forwarding X — 21—

BAFTZVIR=bTFT—T 4 VI DREAEICOVTHALET,

Application Rules 2 7 C7 71U r—2 3V )L—IVDFREETVE T, FE LIIL—ILDXT—42 XId. Application Rules Status 2 7ICRRENEK T,

Application Rules (77 74 —< 3 7 b—VE&RE)

TV r—2 3 )= UER—~ FUBIL—ILEBMENET T, AEEEICK Y. LAN £/zld DMZ LD 7 /A AITEREEINB K D1C 1 DU EDR—
FEERTZTEHNTEET, R—F MJAE EEEHFDOEIIR— D1 DICH2 LANDMZHSDT I NIV ROV IA M EFB, ZDHE.
TORED ST 4 v I RATREDANR— A =T LET, TOEEE F—T> LIEHATRIEANR-TT7 TV =23 7—4%
EELTVWBBDAA ST IV IBRR— I+ T =T a4V TOREREEZ BT EDNTEET,

R=b bUAZRTSIT7 TV =23 VIb—IVE. FED LAN P £2l3 IP BEEBR T S0EN GV A2T A v IR—bTxT—T 42T &
DEREEDDH I ET, Fleo FRATNTOVEWR—MNIF—TVOREICENGZV D, £F 2T DLNVERALTEEY,

ANE— b DF— T VR HARDEEETS LAN 7/\1 RICHAZS BTetd. K— b kU A LAN EOY—/NSIEEICla ) E A,

T r—2 3 vIC K oTE BEEDNBYICENWET oI, AT /A ADSERENDBIFEDR— b ERFIR— MEETT —2%2%EIT 2
WEDDHVET, IL—2F. BEGR— b EER— MEEDOH TCZDT T r—2 3V DLRET —2EXETBZRENHVET, IL—2I1F—HK
WET7T)r—2 3> ®s—LDT I NNV R/ A VN Y FR— b D—BZRFL BV =T VFTBHTENTEET, Ffeo bST7a0v 7
247 (TCPPUDP) RUA—T VT B4 VINTY R/ T MNTY FR—OEEEEELC. R—F MUAIV—IVERET DI ELTEET,

1. Security > Firewall > Dynamic Port Forwarding > Application Rules 2 JDJBIC A Za2—% 7 1) v 7 L. UTOEEEFRRLET,

& Security L°

Security = Firewall » Dynamic Port Forwarding o °

Application Rules

Application Rules Status

The table lists all the available port triggering rules and allows several operations on the rules.
Application Rules List

Shaw | 10 !L] entries [Right click on record to get more options] a

| Status . | Protocol

Ho data available in table
Showing 0 to 0 of 0 entries

Add New Application Rule

8-55  Dynamic Port Forwarding > Application Rules 2 B/

| First | | Previous: | Mext , || Last |

2. 7= 3 v)b—)bEBIY %354&1E. TAdd New ApplicationRule] #42 Uwo LUFOEERAEZRRLET,

Application Rules Configuration °

Application Rules

Hame

Enable l_'“*
Protocol @ TCP 2 upP
Interface 9 LAN DMZ

Outgoing (Trigger) Port Range
Start Port

To

Incoming (Response) Port Range : y
Start Port | [Range: O - £5535]

To

8-56  Application Rules Configuration [EIE

189



F8E ¥ TAHRE (Security)

3. UToOEEZRELET,

IS Bk
Name W—IVEaEANDLET,
Enable TONJ IcLTIb—ILEBCLET,
Protocol 7B k)% [TCPJ TUDP) H53&IRLE T,
Interface A2 71x—R% [LAN] [DMZ] h5&@RLET,
Outgoing (Trigger) b AR— MEREORSE /T R— b EEELE T,
Port Range
Incoming (Response) | 45~ — b ZEEIDRIE /KT R— b ERELE T,
Port Range

4, TSavel 27w L. REEZBALEY,

380 Lfe)L—) LI Dynamic Port Forwarding > Application Rules 2 JEE(ICERTENE T,
A7y oL, TEdit) (). Delete) (BIBR) A#RITTEET,

Application Rules Status (7 77— 3>V )b—IVAT—42 R)
TIVTr—=2 3 Vb= IVDRAT =R ANRRINE T,

1. Security > Firewall > Dynamic Port Forwarding > Application Rules Status 2 7DJBICAZ21—%2 7 ) v L. ULTFOEERZFRRLET,

a Security

Security » Firewall » Dynamic Port Forwarding » Application Rules Status o @

Application Rules | Application Rules Status

This page lists the application rules containing status, open ports and expiry time for a particular rule.
Application Rules Status List

Show | 10 B entries [Mo right click options] a,

Ho data available in table

Showing 0 to 0 of 0 entries

|| First | Previous | Next , | Last /|
8-57  Application Rules > Application Rules 2 7 EI&
2. MPOEEZEERLET,
HE Bkl
LAN/DMZIP Address | 7 71U r—2 3 b= VAT 7 7« TITEY [ISER— bOREOINS MU A EBESTERER Y FT—7 IP 7 FLAHERR
ThET,
Open Ports AERTINAZADY I TA MK, DT 7AT 04— IVEBBLTH—TNE 2B R— FHBRREINET,
Time Remaining (Sec.) [FWTWAR— MANE T ¢ v I &R T A0 (B #) HARRENET,
ZOEEIE. b2 T4V UM LAN/DMZ 05 b AR— MIXKETNAUIC £y FENET,
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Attack Checks (IREEDF v 7)

Security > Firewall > Attack Checks X =1 —

WE (72v7) LI
gBTL

=R ZEARREICT 2BEHD T 1T ER. FRIFERNTEEVRY FT—7DREZEHRLEY, WEZHER
ICKY, BT S ping UV TAMPARP AF v Y ERHT ST « AH/N\NUEE WANICBIF2tF1UT A DBHEEEETCEET,

F£ TCP 75w FLUDP 75w K, Dos e &, HHiEZE BE LBEDOX Y =0 —EXDEMEEHIF2REETOY 7T 5T ENAIETT,
1.

Security > Firewall > Attack Checks DIBIC A Z2—% 27 v/ L, LTFOBEEZFRRLET,

Security » Firewall = Attack Checks

This page allows you to specify whether or not to protect against commeon attacks from the LAN and WAN networks.

Attack Checks

WAN Security Checks

Stealth Mode

Block TCP Flood

TCP Filter Check
Filter Check

LAN Security Checks
Block UDP Flood

1C5A Settings
Block ICMP Motification
Block Fragmented Packets

Block Multicast Packets

Block Spoofed IP Packets

DoS Attacks

SYN Flood Detect Rate

Echo Storm

ICMP Flood

| o .

- .

128 [Rar -

15 [Range: 1 P =

8-58  Attack Checks EIH

2. UToOmEEERELET.

HH

Bl

WAN Security Checks

Stealth Mode

TONJ ICLTeHma. IL—2IEWAN DS DR— F AF v VIAEE LE B, B EBBICLDZZEBMERENE T,

Block TCP Flood AA T a v BEBMCT DEI—RIEREGTCP/N Y hETRTHELT.SYNT Ty RIREHOSRESNE T,
TCP Filter Check
Filter Check AA T avEBMCTDE. REFETCP /My b (FING RST® ACK) (& SNAT & & & ITHRZE S N, EEFTIET

ENET, [TCP OUT-OF-WINDOW] D& 575/ MEAREEL L THBTENE T,

LAN Security Checks

Block UDP Flood

[ONJ (CLTe3BE. UDP 75w RET7Ov 7 LET,

LAN EQOBE—OYEa1—2h50, RELEEBATT VT 775 UDP EiA R HIFE A,
- ERTERIREHEIE 1 25-500
- HHAME 1 25

ICSA Settings

Block ICMP Notification

AT 3V EENMMCTHENMP /Ny EDFEENST LZMELE T, ICMP /N7y MEREENS &+ v
TF v ENTPing (ICMP) 75w I DoS WEIERENZAREMEN DY £7,

Block Fragmented Packets

AATVAVEBIWNCTDE T— I IAERBATBLTDIT I AV MuNT Y b EBELET,

Block Multicast Packets

RATVavEBNCTBE T— b AERBATBIIVFF v ANy bERELE T, IL—2RBHEIE
W—=BNDRT =7« >V JHEDTIREMEN B Y £,

Block Spoofed IP Packets

AA T2 aVEBMCTBDE PR T=Ta TNy M EHELET,

DoS Attacks

SYN Flood Detect Rate

SINT Sy RERHTEDL— b 2EELEF T,

Echo Storm IW—ZHAWANDSDITOA—X b—LKBEZBHL T, TONET FLADSD ping bZ 74w 7 %&BIET 5 1
Wb D ping /Ny MREIRELE Y,
ICMP Flood IW—ZHDWANDSD ICMP 75w FREBEEBH LT, TONEBT7 RLADSDICMP bZ 71w 7 %BAIET 5 1

MBI DICMP )Ny FEEIRELE T,

3. [Save] Z7Uv oL, REZBALET,
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Intel° AMT (A FIV°TIT4T «RZXTAV b T9/09-)

Security > F

irewall > Intel AMT X =1 —

AVTIVOTIT AT REIAV N« F70./07— (AMT) &Y. TEBEEX Y NT—JITERI 21 E1—2DY AT LI E—FTT
VEALEBETELT, PCHEBRSIURY MT—U8GELTWSRY . BEHNA TDBEEIL0S ©/N\— R 74 RATHEEL TLEWEETH
BT BT ENARET T AV TIVCAMT &, V547 bRV TR L TEMET 5. BRREIIEGR Y M7 — VBB L TER TCESERDE
B0ty aERLTVEY,

1. Security > Firewall > Intel AMT DJBIC A Z—a2—% 7 v 7 L. UTOEERZHRRTLET,

8 Ssecurity L° ¥

Security » Firewall » Intel® AMT o Q

The table lists all the available intelAmt in the system.

Intel® AMT

Intel® AMT Setup
Ports e H b
WAN Host 9 Any Specify WAN IPs

Internal IP Address

Intel® AMT Reflector

Reflector ”j

Redirect to Port 16%%2 ”j Listen on Port 16552
Redirect to Port 16993 W] Listen on Port | 16993
Redirect to Port 16994 ﬂj Listen on Port 16994
Redirect to Port 16995 W] tisten on Port [ 16395
Redirect to Port 9971 m Listen on Port 3571

8-59 Intel AMT EI&

2. UToOmEAERELET.

EE | 98
Intel® AMT Setup
Ports ABEEEEMCTEHE FEDR—MIFLTAVINDY R/ TIONNTY RT7AT7 T+—IUb—)bEEBML T
TV AMT H—EXZBMCLET,
WAN Hosts TAny] ZBIRTHE. WANBIDERZ MR LTA—AIbT—/I\\D7 7 L AHFFrIENE T, [Specify WAN IPs]

EERLHE. O—AIT—/N (LANRR N) ANDT7 72 R%Z#HEND WAN KRR F77 LAY X b ZEIBELE T,
TRLAEHYT T TREYIDTRET 2REH DY KT,

WAN Host Addresses [Specify WAN IPs) ZBIR LIzHa. O—A)VI—F\D7 7 AFFaIHRER WANIP 7 FLAU X b aAV< T ]

TRYIDTIBET AUEDHVE T, AYREFDFTENTEY. AV EIPT FLADEICZERZ ANGZEWNTL

rEEL,
Internal IP Address LAN KRR b (A=A —/\) DIP7 FLRAZIEELE T,
Intel® AMT Reflector
Reflector TONJ lICLTU L7 2—%8McLET, EELIER— T IAT7 Y MR LTT—42%2%XRLET,
Redirect to Port 16992 BT BE AN FERBICARR— T v AV LET,
Listenon Port : —/\H\ 1 > /\DO > N@EEE ) Y AT 5R— b EIEELE T,
Redirect to Port 16993 BT HE ANy FERBICARR— T v XY LET,
Listenon Port : —/\H\ 1 > /\D > N@EEE ) Y A>T 5R— b EIEELE T,
Redirect to Port 16994 BT BE AN FERBICARR— T v AV LET,
Listenon Port : —/\HO\1 > /\D Y N@EEE ) Y A>T 5HR— b EIEELE T,
Redirect to Port 16995 BT HE AN FERBICARR— T v AV LET,
Listenon Port : —/\H0\1 >/\D > N@EER) Y AT 5HR— b EIEELE T,
Redirect to Port 9971 BANCTBE AVINTY REFAICRR— M TU Y AV LET,
Listen on Port : H—/\H\ A > I\D Y REBEE v AT BHR—MEIEELE T,
3. lSave] &7 Uw o L. REABEAHLET,
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IPS (1BABALEY AT L)

Security > Firewall > IPS X — 21—

IPS (Intrusion Prevention System) /JL—2 —@ABALEY AT Lld, AV 2—% v FHODBEHIWEN T ZAN— b2y bT—=JICT 7L RT
BDEMEET, IV—RREINFEREZT 4 v I IRHEY J_Fvickl . —BRWGHEZRE L THIET ST ENAIEETT . e, BBEE
WAN D5 DBEDH HBADFH D ILEEN B ERR TEE T,

IPS HBEEERIT BBA. /\— RO T T7F IO~ FAENCERTS, 1374 —I Y AMET T BIBEDBYET,

1. Security > Firewall > IPS DIBICAZ2—% 7 v/ L. UTOBEARRLET,

Security » Firewall » IPS o e

This page allows user to configure Intrusion Detection System and Intrusion Preventions system on the router.

IPS

Intrusion Detection/Prevention Enable
Enable Intrusion Detection | OFF

Enable Intrusion Prevention | OFF

IPS/1DS Checks Active Between

LAN and WAN [ o

DMZ and WAN [ e+
IPS Status

Mumber of Signatures Loaded 0

Save Cancel

8-60 IPS EIH

2. UTOEBEEZRELTT,

B[ =] Bk
Intrusion Detection/Prevention Enable
Enable Intrusion Detection TONJ ICLTRADESHEBEMICLET,
Enable Intrusion Prevention TONJ ICLTRADBILEZBMICLET,
IPS/IDS Checks Active Between
LAN and WAN [LAN/WANJ RBICD IPS =BMICLE T,
DMZ and WAN DMZ /WAN] BITD IPS Z=BZICLE T,
IPS Status
Number of Signatures Loaded 2T RF v DFIHAHEHOARRNENET T,

3. [Savel 271w L, REZBEHALEXT,
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App Control Policy (77 7V4s—>3>»ar ba—jbRYI—)

Application Control (77U — 3> ba—)b)
Security > App Control Policy > Application Control X =1 —
SWIBFRDOT TV =23 DS T4y Yz NT—0BBENFA. JAvY. £EAY FO-LT AT ENTEXT,

7TUL =22y Ay b O— VR ERT BIBA. /\— FY T 74 70— RMEIMICE BT, /N7 4 —< Y AMETT BIBERD

o

Policies (K> —3&%E )
TIV—T=mER L. BBIBT7 SUr—a v EERLET, £fee 77V r—2 3V BEBEOR) Y —%ERET ST EEHEHETT,
1. Security > App Control Policy > Application Control > Policies 2 7DIBICA =1 —% 7 1) v o L. LUFOBEEEFRRLET,

= : = &) : £ Security

Security » App Control Policy » Application Control » Policies o @

Policies | Network Profiles | Auto Upgrade

Application Control feature allows network administrators to allow or block or control the traffic of applications that is transacting the traffic.
Application Control feature will be license based subscription. Administrator needs to enable Application Control license in device to get visibility of all
functions related to the feature. User can select particular app or can select group to manage the applications associated with that group. This allows
more options to administrators to set up policies to control access to the applications for selected network users or IP's or network segments.Application
Control feature should be enabled to configure Default Policy, Group and Policy settings

Application Control Policies

Enable Application Control oFF

Save Cancel

Default Policy
Always ® Allow O Block

Save Cancel

Application Control Group List

Show entries  [Right click on record to get more options ] | Q |

No data available in table
Showing 0 to 0 of 0 entries

Add New Group

| First || | Previous | Mext , || Last |

Application Control Policy List

Show entries |‘ a |

No data available in table

Showing 0 to 0 of 0 entries | LI First || | Previous | Mext ; | Last J| |

Add New Application Policy

8-61  Application Control > Policies 2 7 B|m

2. TEnable Application Control] % TONJ 7zl TOFF) (CERE — [Savel &2 U w7 LET, (FIEHME : TOFF))
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3. UTomEEZRELFT,

BHE | 98
Default Policy
Always R LIz 7 V=i d %7 74V MR —ELTFHSEIRLE T,
« TAllow] : ZIV—=T D7 T ) r—2 3 > &EBICEFAILET,
- Deny) : ZIv—=TD7 ) r—a>vagic7oyy LET,
Application Control Group List
Group Name TIV—TahRRENE T,
App List BIRLIET TV r—2 avhRRINE T,
Status BIRLET 7 —2 3V DRAT— 2 ADNRRENET,
Application Control Policy List
Policy Name RN —BHRTENE T,
Action RUT—Ib=IbDT I 3V hHERREINET,
Policy Type R D=2 A THhERRENET,
APP/Group Status TIVr—2 3 BROTIN—TDRT—RAHNERRINET,

4. T[Save] #7Uvw oL, REABELET,

B JI)IL—7DEMm
lEnable Application Control) % TONJ I LTZBEDIHTIL—TDEBMEITO T ENTEEL T,

1. TAdd New Group) &2 v L. ZIb—7=8BMLET,

Group Configuration

Group Hame

App List
Supported Apps

[007Game

07073GameNetwork A n
1000y _—
108game

114businessirip n
115netdisk N |

J30mal Selected Apps

8-62  Group Configuration Bl
2. UPomBEZERELET,

Save

EE B
Group Name IIV—T2xASILET,
Supported Apps PR—bPENTWBRT7 T T—2 3 VHARRENE T,
Selected Apps [Supported Apps) H57 FUr— 3 V& ERLE T,
BIRLET7 U —2 3 >h [Selected Apps) DAY 7 AICRRENE T,

3. [Save] #7Uvw7r L, &EZBEALET,

BN L7z 1L— 7% Application Control > Policies 2 JEIEICERENE T,
B L, TEdit) (R%E). Delete] (BIBR) ZRITTEXT,
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5% 7E (Security)

u KU —0Em

lEnable Application Control] % [ONJ
1. TAdd New Application Policy] &2 1Jw 7 L.

Application Control Policy Configuration

Policy Name

ICLTEEDIHRY 2 —DEMEITO T EDNTEET,
TV r—=2a v Ry —mBMLET,

Application Type ':E:'Group O apP
Group Name [ Audiovideo ﬂ
Action '.Arways All.uw ﬂ
Log [ [lorF
Policy Type ® Global ) Feature

8-63  Application Control Policy Configuration [EiE

2. UToOmEEZHRELET,
bi=[= Bk
Policy Name RUY—2&ZATILET,

Application Type

7TV —23va4T% [Groupl Efzldk TAPP) Ho#RLE T,

Group Name IIV—T2%EERLET,
APP Name TV — 3 EERLET,
Action RII—=D7 03> EUTHSRRLET,

- [Always Allow] : & ZE#T

- TAlways Block] : ®lc 70wy o

- [Allow by scheduIeJ A a—)blc KW EFa]

- TBlock by schedule] : X7 ¥ a—jbick)7av v

Select Schedule

lAction] T TAllow by schedule Block by schedule] ZBHR LTzBE. A7 Y1 —ILA#RLE T,

A2 a—)UlE. Security > Firewall > Schedules EEm CE# L £,

Log [ONJ ICLTEIBE. #ston /&S LE T,
Policy Type R —2A4THELUTHOSFEIRLET,

. [Globall : BIR LT TV =3 VCEETDRIRNTDRNST T4 vy
. [Feature] : LIFICRRENSEE TR Y —AHRELE T,

[TR) Y —Z@RLET,

Network Profiles

Xv bNID—=o 707740V EFRLET,

Captive Portal User

Fv I T4 TR—%)L%& TONJ Ffzld TOFF]
FATZ DR T —ITHRVET,

ICLET, TONJ [CLTBE. INTCDFv T T 1 TR—

User DB A—F7—2X—=2% [ON] £/zl& TOFFI ITLE T, I—YT—aN—XEERLIET TV r—> a v EFIET 2%y
FT—0 1—TEFRT BeDIERLET,
Network Type Ry bT—=20 524 % [Groups] Ffeld MUsers] Hh5EIRLET,

Available Groups/
Available Users

TV —2 3 EERT BN -TEEI-YERRLET,

QoS QoS & TONJ Ffzld TOFFJ ICLE T,
BIRLE7 TV —2 3> &ZN LT V2RI 20570 v 7 OmEEL — b EIGERIBMNZERTEX T,
lAction] T TAlways Allow | TAllow by schedule] 3R LIcHEDHRTRINE T,

Profile Type TaT77AIDRA T% [Rate] Ffzld IPriority] HhSBIRLE T,
QoS ZBMIC LIIHBEDIHRAENET,

Priority TO77AIVDRA T [Priority) ITLTBE. BREEZLUTHSERLET,

MHigh TMedium] Low|

Minimum Bandwidth | 707 71 )LD 2 A 7% [Rate] | LfziHa. &/\DOREEZAILET,
Rate

Maximum Bandwidth | 707 7 1 )LD 2 A 7% [Rate] I LfziHa. BADTEEEZAILET,
Rate

VPN Traffic VPN 571w o% TONJ Ffzlk TOFF) (CLE T,

TONJ I LTeiga. LUITFOEED TON] TOFF]) ZEIRLE T,
« [PPTPJ TL2TPJ FOpenVPN] 'SSLVPNJ T1PSec]

BV AT

[Network Profiles | LIBEMDIER L. Policy Type] T [Feature] Z @R LIZEICDOIFERTINE T,
3. lSave] #7Jvw7r L. REZEALEY,

BN L7eR1J < —I& Application Control > Policies Z JEEICERRENE T,
a7 1)wvo L, TEdit] (F&). Delete) HIFR) ZRITTEEXT,
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Network Profiles (v b7—4 707 7 1 JUERE)
TI)r—2 3R —ORERITFERIT D, v N T—o7O7 74 IVOBMAZEICDOWNTCERBBLE T,

1. Security > App Control Policy > Application Control > Network Profiles Z 7DJBICAZa—% 7w o L. UTFOEEEFRRLET,

Security » App Control Policy » Application Control » Network Profiles o @

Network Profiles | Auto Upgrade

This page will allow admin to create Metwork profiles that can be selected during Policy creation.Application Control feature should be enabled to
configure Network profile settings.

Metwork Profile List

Show entries [Right click on record to get more options ] | Q|

—— s

Mo data available in table

Showing 0 to 0 of 0 entries

Add New Network Profile

8-64  Application Control > Network Profiles 2 7 [&/m

| First | Previous | Mext , || Last /|

2. [Add New Network Profile] &2 1) w2 L. U TFOEEAEFRRLET,

Network Profile Configuration e

Profile Name |

VLAN H : |
VLAN ID 1
IP Network Type |Single |£||

IP Address | |

Save

8-65 Network Profile Configuration [EIH
3. UPomEZERELET,

1EE B
Profile Name TO77AIVaEATILET,
VLAN VLAN % TONJ Z7fzl& TOFF) IcLE T,
VLAN ID VLAN & [TONJ ICLTz35E. VLANID ZEIRLE T,
IP Network Type PRy bT—0DRATHELUTHSEIRLET,

[None] ISingle] TNetwork] Range]
BIRLIEZATITUSCT. MRRICRREINZBEEZHRELE T,

IP Address P7RLAZEASIILET,

Subnet Mask IRy NRAVEADLET,

Start IP Address P77 NLREHEDRHRIP 7 FLAZATILET,
End IP Address IP7 RLRAEEDKT IP 7 FLAZANDLET,

4. [Save] 27 Uv o LEREEBERLED,

BMLe707 71 bid. Application Control > Network Profiles Z JE@EICERTREINE T,
a7 w2 L. TEdit) (f8%). Delete) (HIFR) ZRITTEXT,
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F8E ¥ TAHRE (Security)

Auto Upgrade (F#—+77v 75 L — F&E)
N T —2DA— Ty T L— REREICDVTEHBELET,
1. Security > App Control Policy > Application Control > Auto Upgrade 2 JDJEIC A =2 —% 7 v L, UTOBEEAERRLET,

Security » App Control Policy » Application Control » Auto Upgrade o °

Network Profiles | Auto Upgrade

This page will provide information about Package and to allow configure Auto Upgrade related fields.Application Control feature should be enabled to
configure Autoupgrade settings.

Auto Upgrade

Package Version 0.0.0.16

Auto Upgrade

B

Time Interval

[Range: 60 -43200] Minutes

Reboot (if required) ® manual O Auto

Save Cancel

8-66  Application Control > Auto Upgrade % ZEIE
2. UromEEERELET,

HE Bile)
Package Version BED/I\Y r—IN\—=2 3 VHARRENE T,
Auto Upgrade F— b7 v T L— K% [ONJ &£zl TOFF) ITLEY,
TONJ ICLIgE. 77U r—a>ary ba—bo/\yvr—IkBE8T7y 77 L— REhE T,
Time Interval H—NEIH LWy =IO FET 50T AR ERELE T,
- ERTEPJAEEIF 1 60-43200 (9)

3. [Save] #7 Vv o LEEZBEALET,



FoFE AT+ A (Maintenance)

FTIFE AVFF R (Maintenance)

AKECE. 77—LoxT7T7vTT—

bl RBERBDAYTF 2 ZEEICOVWTEHALEX T,

BEEE &
[Administration (¥ X7 LAEEHR |V AT7L%. HE 538 Web GUIREP AtV ABHEEDHRELITVE T,
) |

Al

[Management (BIERTE) |

UE—hEHE SNMP, BBV — LG EDREZTVET,

[Firmware & Config (7 7—L7 T
TEQAVTAY) ]

27—LUITTvITT—b AT T3 O\ I T T VRN TIEEDREETVET,

lLogs Settings (B ERTE) J

ST ODBY/ V=T« 7O, Sysloge UE—bOY. ARV NOVREDREETNET,
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Administration (¥ X7 LEHEEE)

Maintenance > Administration X =1 —

System Setting (X7 LADERE)
Maintenance > Administration > System Setting X —1—
IW—BDYRAT LR EBBI D EHNTEXT,

1. Maintenance > Administration > System Setting DJEICA Z21—% 7 ) v/ L. U TFOBEEZRRLET,

Administration » Swstem Setting o °

This page allows user to set the router identification name.

System Setting

Current System Mame DSR-10004C

Mew Mame for System DER-10004C

9-1  System Setting BIE
2. New Name for SystemJ ICH LW AT LBEASILET,
3. lSavel #7Uvwyu L. REZEALEY,

Data and Time (> X 7 L HE5ERE)

Maintenance > Administration > Date and Time X =1 —

BA I =2 P =421 L (Daylight Savings Time) O OE R, BEFZEHAT 5 NTP (Network Time Protocol) H—/SDFEAICDWTHRE LE T,
fe. FETCTHRZANT S ELAETT.,. FEROHE. IL—2DRTC (Real Time Clock) ICIEREHRELE T,

W= HA > r—=%y MCT 7 ARG E. NTP Y —/\BEEZEMNT 5 LR FRICARERECEX T,

1. Maintenance > Administration > Date and Time DJEICA —2—% 7 1) v o L. U TFTOEEEERRLET,

Qp Maintenance

Maintenance » Administration » Date and Time o o

This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocol that is used to synchronize computer clock
time in a network of computers. Accurate time across a network is important for many reasons.

Date and Time

Current Device Time Wed Jan 05 04:55:54 GMT 2000
Time Zone | (GMT) Greenwich Mean T\mg‘
Daylight Saving ’_| oFF

NTP Servers m

NTP Server Type @ Default @ Custom
Primary NTP Server | 0.us.pool.ntp.org ‘
Secondary NTP Server | 1.us.pool.ntp.org ‘

Time to re-synchronize |12E' [Default: 120, Range: 5 - 14

9-2  Date and Time B
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FoFE AT+ A (Maintenance)

2. UToEEZRELFT,

HE B
Current Device Time =2 DRAEOAEKZRRLET,
Time Zone TIWEI A Za—h 524 LV =V EFERLET,
Daylight Saving TONJ ICLCHR—2 A LZBNLET,
NTP Servers TONJ (T BEA > 2—% Y b EDNIP H—/\EERLET,
NTP Server Type MDefault] Ffzl& MCustom] ZERLET,

Custom] HFARLTSBEIENTP —/\D7 RLAEASLET,

Primary NTP Server NTP H—/\DFEE T [Custom| ZEIRLIHE. T5AUNP FT—/\D7 FLAZEANDLET,
Secondary NTP Server NTP T —/\DFEE T ICustom]) ZERLITFE. €AV AU NP H—/\D7 FLAZANDLET,
Time to re-synchronize NTP —/NEEHAT /MR (99) ZRRELET,

3. [Save] Z7Uvo L. REZBALET,

Session Settings (£ 3>V 24 L7 7 FDERE)

Maintenance > Administration > Session Settings X — 1 —
BEESIOTANT ATV MTHLTEA LT U FREETVET,

1. Maintenance > Administration > Session Settings DIBIC A Z1—% 7 v o L. LTFOEEZFRRLET,

Status = Wireless 5y VPN £ cecurity

O Maintenance

» Administration » Session Settings
This page allow the user to set session timeout value for administrator and guest users.

Session Settings

Administrator [Default: 10, Range: O - 999] iinutes
Guest [Cefault: 10, Range: 0 - 999] ilinutes

Cancel

9-3  Session Settings EE

2. UTOEEEZRELEI.

99

EH SiEA

Administrator BEEI-—YDLya v EZALT T MEEATILET,

Guest JANI—TDyavBALT 7 MBEANLET,

3. TSave] #7Uvwo L, REZBEALET,
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License Update (WCF S/ AD7 v 77— F)

Maintenance > Administration > License Update X — 21—

Web Content Filter (Web 3> 7>V 71 )L2 > 7)) HEEZFRAT BICIE. BIEEA LI WCF 24 ADMETT,
FERTIESA UV RET VT4 LT 5K DV THBLES,

1. D-Linkps70 74— arvF—%ZEBELET,
a. TNARADEEICHZAHEDY ) T INESERLET,
S ADEAEZIT, D-Link hS5 1€V AF—7BELE T,
Web 72 0H%BIE. https:/registerdlinkcom 77 A LE T,
TATYEBEWNGEE LW ATV M EFERLET,
BERLI-YRENRT—RTRVA YV LET,
D-Link Global Registration R—%JL Web ¥« b T [SACVRF—DT I 7 4N=23>] &7 ) v LET,
BRI T, 79 74RX— 30— RESELET,

e -0 a0 n T

I 74 RN— 3 vF—%ES#%. Maintenance > Administration > License Update DJBICA =1 —%2 v o L. UTFTOBEEARRLET,

N
~

'_E-_ Metwork {‘.‘,\; VPN curity ,ap Maintenance

Maintenance » Administration » License Update o Q
This page shows the list of activated licenses and also can be used for activating new WCF licenses.
License Update

Licenses List

Show[ 0 :‘ entries [Mo right click options] | a |

‘ License Model ] " Activation Code & ” Expires & |

No data available in table

Showing 0 to 0 of 0 entries |} First || .| Previous | Mext » || Last |

Activation Setup
License Activation Code |

9-4  License Update [EH
3. TActivation Setup] %< 3> @ ILicense Activation Code (C. 777 7« F{L LTz A &> RUITH LT D-Link e Lie2— R AL £ T,

4. TActivate] Z7 w7 LEd, 7774 \— 30— REJ A MIERRENET,
5. SALVAEBIICT BT, ARREBREELED,
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USB Share Ports (USB ££F+— F DRE)

Maintenance > Administration > USB Share Ports X =1 —

TINA ZIC USB HEHAEZRELE T,

1. Maintenance > Administration > USB Share Ports DJEIC A —21—& 7 v o L. UTFDOEEEZHRRLET,

an Maintenance

Maintenance > Administration » USBE Share Ports o e

This page allows the user to configure the SharePort feature available in the device.

USB Share Ports

USB1 Share Port Setup

Enable USB Printer [ o

Enable sharing M_J
USB2 Share Port Setup

Enable USB Printer [ o

Enable sharing [ TeF

Printer Enabled Interfaces List

Interface Name I‘ Enable Printer Il Enable Storage

default | | oFF F ﬂ_

9-5  USB Share Ports EIH

2. UTOEEEZRELTT,

EH SiEA

USB1/2 Share Port Setup

Enable USB Printer [TONJ (CT &, HEZUSBAR— MBI AU 28Ry N )— 05 RBRRLTEBETEDLDIEYET,

Enable Sharing TONJICT B &, HZUSBR— MIEHTT 2 UBT/\A RERY hT—0ZRBHALTHETESLLDIBEYET,

Printer Enabled Interfaces List

Interface Name TV UBRDA VR T T —REDERRINET,

Enable Printer AVBRTT—ADT) 5% TONJ Efald TOFF) (CLEY,

Enable Storage AVRATI—ADANL—I% TONJ £fzld TOFF) L%,

3. TSavel 271w L, REZERALXT,
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SMS Service (SMS H—ER (RYFK—F))

Maintenance > Administration > SMS Service X = 1 —
SMS H—E AeeARELE T,

HHEIER Y K — T
AN~ BT USB A 287 T—RIT 36 EFLEZLAHS 3— b AU —ER (SMS) DEBEETS T ENFRETT. BIE LAY I

204

Mnbox) ICHEHAEN. FIF LW 3— b Xvt—2 (SMS) Z1E. FET ST ENFTBETT, TWAN3] AWAN E— R B—RN\S VTV JE—
FELTERENTVLRHBE. £/ld 3GUSB ET ABEERENTLEWEEIE. ABEEIFERRENE LA,

Inbox (Z{E7)
ZELIE SMS #RRLET,
1. Maintenance > Administration > SMS Service > Inbox 2 7DIBICA Z—2a—%27 1) v o L. UTOBEEmAFR-LET,

£° Maintenance

» Administration » SMS Service » Inbox o e

Mobile Internet is not available
- [

This page allows the users to check received messages in the Inbox and also to create new messages.

Inbox

Show | 10 E entries [Right click on record to get more options ] Q

Mo data available in table

Showing 0 to 0 of 0 entries | First || | Previous || Mext , | Last

9-6  SMS Service > Inbox 2 JEE
2. UTFOEBHARREINET,

bi=[=] Bl
S.No SMS D7 IVESEHRRLET,
Sender SMS DFEEEZRTLE T,
Time Stamp SMS D EREZERRLE T,
Text SMS DA EFRLET,

IVRIERZ I THE UTFTOAZ21—%ZFIRTEXT,
- [Delete] : #B&
- [Refresh] : B
- TReply] : R15
- [Forward] : #rk

3. [Save] #27Uvo L, REZBEBLET,




$FoE AT+ (Maintenance)

Create SMS (SMS {ERX)
SMS DER & X EZ TV T,

KRR Y R~ T
1. Maintenance > Administration > SMS Service > Create SMS 2 7 DJBIC A Z2—% 27 v L. UTOEEAZRTLET,

£° Maintenance

Maintenance » Administration » SMS Service » Create SM5 o 0
—

Mobile Internet is not available

This page will allow users to create a new SMS and send it to a particular number.

Compose Message

Receiver

Text Message

9-7  SMS Service > Create SMS 2 JEE
2. UTOEBTREZTVET,

HE Eilis
Receiver REEDBFEESZIRELET,
Text Message Ay = IR EERLET,
Send Message Ty LTAYvE—VBEFELET,
Cancel Ay L=V DFEEF ¥ IV LET,
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Package Manager (/\v 4 —II%—Iv)

Maintenance > Administration > Package Manager X —Z 21—

lPackage (/v o —) ) 1ZI—2ICK DT D-Link JRIY FUHSA VA M—ILEND T 7 A IVDESETT, KIEETIE. HR—MEN5 USB
TINAZRBD R ZA\0 IV—42BEEEOZ S/ R— b EENCT2EE//N\v I/ xEELTA—RLET,

N —IRR—=IVICLBEEBIR—FCE W—2DA—HFA V2T —ATERAENTVWARLTF A MEERLCEETHRRERET, F
SANEERBOERE/N\Y VIFENZTN N BET DI —F LICRETHZENTEXT, FIANBLUSE/ Y 7IE IL—2OBEEEERICERARIEE
EIEVET,

T 27D VA b= )VAEDN DY ET

1. F8 A =/ (Manual Installation) : FE1 VA b —ILZETOHEIE. £/ =220 00— RIEREHNHNET, 2T O—FK
LI/ Xy =D GUITRREN, BRI BT EDNTEDLDICHUET,

D-Link DS DRMEE NS RS54 NOFHBIRTEFT, BRI TOLRIEA VR k—ILPITTONE T,

2. B&17 > X b—JU (Auto Installation) :FRRENB 7 “clickhere” 21w 792 ETHA VA M—ILRIGD/ Ny r—I 1) 2 MHERR
TNET, BWERSAN/ BNV IO X MBARREINTVBEELSA T 3 vEBEL. A VAN IVEITVWEY, TDRATDA
AR=ILTlE, VRIS )H—=\HS/\ r—I% A0 O— R B, IL—RIEBITA 2=y MUEGEIN TV RREBELASH Y E T,

1. Maintenance > Administration > Package Manager DJEICAZ1—%7 v o L. UTOEEAEFRRLET,

£° Maintenance

Maintenance » Administration » Package M
L
This page shows the list of available drivers. User can install or uninstall the drivers.

Device Drivers

List of Default Drivers

Show entries ‘ q ‘

cdc-acm D-Link (DWM-156 A5, DWM-156 A6, DWM-157 A1) [ BR
GobiMet D-Link (DWM-221 & 222) @ 09
option D-Link (DWM-152 A1, DWM-152 A2, DWM-152 A3, DWM-156 A1, DWM-... ® 09
Shawing 1 to 3 of 3 entries || First | Previous | 1 | Next , || Last ,|

Driver for your device not listed? click here to see if updates or new drivers are available

Manual Install

Select Driver || B8, ”

Install History

Install History

9-8  Package Manager &
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2. UToEEZRELFT,

1B SRR
List of Default Drivers | 1 > X b—JLENTWBIHEA R S 1 /\ERRLE T,
Click Here v LTHAY>YO— RalgE/\v s —YV—BEFRRLET, 1 2—% v MUIERLTVLWRARENHVET, /\vi—
I—EOST VT TN/ AVAN=IVT B RS ANEFERLET,
Manual Install Ny r—=2% 27V A— REHDGE. LTIOFIBTA VA M—ILTVET,

(1) TBrowse/ BER| =7 1) w7 LNy r—I%5&ER
(2) TOpem/B<1 ZV ) wvI LET,

(3) Mnstall)] #2Jw o L%,

Install History A VAN —)VEREERRLET,

ation » Package M QQ

This page shows the list of available drivers. User can install or uninstall the drivers,

Device Drivers

List of Default Drivers

Shiow entries | 9, |

| Criver G| Description & | Installed &
cdc-acm C-Link (Cwii-156 AR, COWAA-156 Ag, DWiM-157 A1) @0’
option C-Link (DWiad-152 A1, Dnan-152 A2, DWAR-152 A3, DWAR-156 &1, COWAR-,,, @0’
Showing 1t 2 of 2 entries | First || .| Previous | 1 | Next 3 || Last }|

Driver for your device not listedf click here tp see if updates or new drivers are available

Manval Instali
9-9  Package Manager E@E (#7~>A—R)
=[] B
Driver for your device not listed? X MZHRLED RS N\=D5W0HE. Iclickherel &2 U w7 L.
click here to see if updates or new drivers are available |B%& RS A/\D7 v F7— & CHERRLEEL,

2. AVAN—IVEBEGR R4 N\D—EBHARRINET,
[List of Device Drivers] h*5 [Japanese Language Installation Pack] #3eR - A2 ) v o L [ama || Z3IRLE Y,

Dewvice Drivers

List of Device Drivers

Shoar entries | o, |

| Driver G| Description S  Installed &
cdc-acm C-Link (DWAR-156 &5, DWAN-156 A6, DWAA-157 &1) @ 10
[E German Language Installation Pack Version 1.0 @10
ES Spanish Language Installation Pack Version 1.0 @10
FR. French Language Installation Pack YWersion 1.0 @10
IT ltalizn Lansuaze Installation Pack YWersion 1.0 @10
JP Japanese Language Installation Pack Wersion 1.0 | Instzl . 1.0
option [l inl (DU 152 &1, D152 A2 CAGAR-162 &3, CUA-TaA A7, T @10
RU Russian Language Installation Pack Yersion 1.0 @10
TC Chinese [Traditional) Language Installation Pack Version 1.0 @10
Showing 1to 9 of 9 entries | First || .| Presious | 1 | Mext » || Last

9-10  Japanese Language Installation Pack [EHE
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3. _EEBIC Operation Succeeded] &FnEM. [Napanese Language Installation Pack] @ [nstalled) OIBEARICE> TS E. FFB/ Ny 7D
ELLAVRAb=)bENCEEBH®RLET,

ation » Package M o @

Thiz page shows the list of available drivers. User can install or uninstall the drivers.

Device Drivers

List of Device Drivers

Showentr‘ias | a, |

Criver | Description & | Installed e
cde-acm C-Link (DWan-186 A5, CWA-156 A8, Dii-157 41) @10

[E German Language Installation Pack Wersion 1.0 . 1.0

ES Spanish Language Installation Pack Wersion 1.0 . 1.0

FR. French Language Installation Pack Yersion 1.0 . 1.0

IT Italian Language Installation Pack Yersion 1.0 . 1.0

JP Japanese Language Installation Pack YWersion 1.0 o 1o

option C-Link (DWn-152 A1, DWA-152 A2, Diii-152 43, Didid-156 &1, DWAR-... @10

RU Russian Language Installation Pack Yersion 1.0 @10

TC Chinese (Traditional) Language Installation Pack Wersion 1.0 @10

Showing 1 to @ of @ entries | First | Previous 1 Mext , || Last |

9-11  Japanese Language Installation Pack Em (1 > X b—JLi&Ed#)

4. RIZ. Maintenance > Administration > Set Language DJEICA Za2—%7~ 1) v L. [Set Language| (B3BHRE) ZHRTLET,
[SetlLanguage] M RAw AU AZ 21— [Japanese] %3&ER — [Savel Zo v o L. REZBEHALE T,

Wir €G> VPN

Mai »  Administration » Setl o @

Please install dri:

Thiz page thows the list of available languages.

Language Settings

English

Englizh
J

X 9-12 Setlanguage EIE (EIR)
5. EEBIC MEEICAIILELTz) ER/REINET,

AFFVR » BB » SBEWE (2 (=)

Thiz page shows the list of available languages.

==Ezn=
=ooax b

EE®ERE ‘ Japanese ¥ ‘

9-13  Setlanguage BE (HZ:E)
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Set Language (SFE:RE)

Maintenance > Administration > Set Language X~ 1—
lPackage Manager] THUE L2558/ Vv 7 DREETVE T,

1. Maintenance > Administration > Set Language DJBIC A 21 —%7 v 7 L. UTOEEHZRRLET,

£° Maintenance

» inistration » Setl

Please install drivers for languages in package
manager

This page shows the list of available languages.

Language Settings

Set Language

‘ English E‘
Save Cancel

9-14  Set Language EIHE
2. UTFomBEERELET,
HE B
Set Language ROy 2o A Z1—hoEEREERLET,

28=1 Web GUI DBARE(NETSHEIE. [HAESE/Cv 7 (Japanese Language Installation Pack) DF&E | #BBL T LT,
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Web GUI Management (Web GUI EIE)

Maintenance > Administration > Web GUl Management X — 1 —
Web GUIND 7 7 E R &R T 2 IP 7 FL AL VLAN Z18E L E T,

1. Maintenance > Administration > Web GUI Management DJBICAZ2—%& 7 v o L. LTFOBEEZFRRLE T,

£° Maintenance

» Administration » Web GUI Management o e
This page allows the user to manage Device GUI access/deny permissions to VLAN host/ VLAN Network.

Web GUI Management

Enable “oFF

Save Cancel

List of Allowed IP Address / Vlan Network
Show m entries  [Right click on record to get more options ] ‘ Q ‘

Name 0 AscessTape .8 P Address/ VanNeWOk B

No data available in table

Showing 0 to 0 of 0 entries | First || | Previous || Mext ,  Last ,|

Add New Configuration

9-15  Web GUI Management [Ei&
2. [Enable] & TONJ icL. TSavel] &V w7 L% T,
3. TAddNew Configuration] Z%2 Jw 7 L. $iLWREZBMLET,

Web GUI Management Configuration o

Name | |

Access Type | Single IP Address |3|

Single IP Address I |

9-16  Web GUI Management Configuration [EI[E
4. TFOEEZRELET.

HE Bilie)
Name RELZIBELET,
Access Type 7 RAZA F%& TSingle IP Address] &7zl VLAN Network) H5EIRLET,
Single IP Address Web GUINDT7 V2R AEZHFRIT A E1—2/TINAADIP 7 RLAFEIELET,
VLAN Network Web GUIND 7 7 RAEHAITZ2AE1—2 / TINA ADVLANID ZIEELE T,

5. fSave] #27Uv oL, REZEBLEI,

IV h)DiREE
REITHIVNUEAEY v L, TEit) ZFERLET,
REEE%. [Savel 7 ) v LET,

I kDI
Bibrg 2T b UEGZ w7 L, [Delete] #FIRLET,
ITARNTCOIY M) EHIRT BHEE. BT w7 LT ISelectAll] #F w2 L. IDelete] Z&IRLET,
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Management (BEIEHRE)

Maintenance > Management X —1—

Remote Management (1) €— | &&)

Maintenance > Management > Remote Management X —1—

HTTPS F 724 Telnet ZEA L e AMGD U E— MEBEBMCTEE T, IPT7 FLADY Ty MLy HTTPS & Telnet il D#E & HIBR S 2
TENTEET, IV—2DEBEIF. BHEODPC IPT7 RLX/IP7 FLREHETHTTPS BETO GUINT VL AZHIBRTCEEd, JE—HMIPT
R L AEBEDFPIRE LRI, SSLbS T4 v I DA =TV R— N EJHMETH 2 443 N oBET ST L AT,

1. Maintenance > Management > Remote Management DJBIC A =21 —%2 v L. LTFOBEEEZRRLET,

Op Maintenance

.....

e @ o

From this page a user can configure the remote management feature. This feature can be used to manage the box remotely from WAN side.

Remote Management

Remote Management Setup

Enable Remote Management

HTTPS Port No

55H

SHMP

Access Control Setup

Access Type

WAN Ping
Respond to Ping

Device LAN IP Access via WAN
LAN IP Access

@ AlLIP Addresses O IP Address Range O Only Selected PC

Cancel

9-17 Remote Management [E/E

2. TOBEEEZRELEI.

HH

SiEA

Enable Remote
Management

TONJ ICLTUE— FEBZBMLET,

HTTPS Port No

HTTPS £t DR— hESZIRE LT,

. FHAME : 443

SSH FTONJ (CLTSSH (Secure Shell) 7o b ybEBMITLE T, SSHIZ. UE—FRAMOSDRY bT—0ZNLIZCUT
TEATHERENET,

SNMP FONJ [CLTSNMP Tl £— MEEBEBMICLET,

Access Type TIRADZA THLUTHSERLET,

AIlIP Addresses] (£ 1P 77 KL R). TIP Address Range] (IP 77 KL X&3B#). TOnly Selected PCJ GEIRLIz7/\1 R)

. TIP Address Range] (IP 77 KL A &3E) BeREFE [From IP Address] & [TolP Address) TIP 7 RL XEHEAIEE LT,
« [Only Selected PCJ GEIRLT=7 /31 X) BEREHET/INA XD IP T FLRAEIBELE T,

Respond to Ping

TONJ ICLTWANDSD Ping 7 TR ADEEZFFE LE T,

LAN IP Access

TONJ ICL T WAN BRI SD LANIP 777 £ XA Z BRI LE T,

3. T[Savel 71w L.

REZBERLET,
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SNMP (SNMP 0 {EF)

Maintenance > Management > SNMP X — 1 —

SNMP &, v b T =T RDEHDIV—EZHHROY ALY AT LICEBENTWSIBEITENTEIDOERY —ILTY, D SNMP XX —2 v
ICZTDI)L—2®D MIB (Management Information Base) 7 7 1 ILARE T 2156, Ix—T vid. B/ TS A—2DBREIEEFOOHIIL—4
DHEBZTHAEBH CEET., BET/N\ARELTDIL—2IE. RAEZ SNMP XZ—T+) ICE 2T MIBREZEHHLT 7 ERAENDDEHTT S
SNMP T—V x>V b EBHLTWET, Ib—2D7 27X FA—/U1J X ME. Read-Only £zl Read-Write D SNMP #ERZ D2y FT—7
ADRZ—V v ZH/BILET, bV TUAMTIE TOIV—2Z2H5DBHMHASNMP 2127 (REZ—Tv) [TRHENEZR—rE bV T
FD SNMP /A= 32 (v, v2e, v3) ICDWTIIEARRENE T,

KRR SNVP BB HHMIBREBY £ T, 207, 1—HICHY ST EAREADT 7 LA [HHRY | OHTT.

SNMP (SNMPv3 1—4H'1) X + DFE)
SNMPV3 I—H X +ZRELET,

1. Maintenance > Management > SNMP > SNMP 2 JDJBIC A Za—% 7 ) v 7 L. UTFOBEEmEHRRLET,

,Dﬂ Maintenance

x Aeegoment e Sl (2 -}
SHMP | SNMP Trap List | Access Control List | SNMP System Info

Simple Metwork Management Protocol (SMNMP) lets you monitor and manage your router from an SNMP manager. SHMP provides a remote means to
monitor and control network devices, and to manage configurations, statistics collection, performance, and security.

SNMP v3 User List

Name H Privilege " Security Level
admin RWUSER No-Auth No-Priv
guest ROWUSER Mo-Auth Mo-Priv

9-18  SNMP > SNMP % JEBimE

2. Tadmin] E7fzl& fguest) #H7 w7 — TEdit) IR, LUTFOEEREZFRRLET,

" SNMP User e

Username guest
Access Privilege ROUSER
Security Level Mo-Auth Mo-Priv v

9-19  SNMP User B@E (guest)

3. UTOEAZRELET.

1EE B!
Username SNMPV3 R A=V v DI1—HHERRLET,
Access Privilege 77 AERDNRRENE T,
Security Level TOA—YOFTEE T AN —REEEE LTI,

- No-Auth No-Priv] : sReFIC A —HRD—HOIEREL LE T,

- TAuth No-Priv] : MD5 FE7zld SHA 7L 31 RAICED W Bt vt LE d,

- TAuthPriv] : DES-256 £ c &R LIRES 751 /\—& . MD5 £7zld SHA 7030 X AICED W SR A 2= L
£,

4. T[Save] #o)vwo L, REABHELET,
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SNMP Trap List (SNMP 5w 71U X |)
W—BZRRSY TAY—IBEFETDHNMP I—I TV FDIP 7 RLAEZRESLURTLET,

1. Maintenance > Management > SNMP > SNMP Trap List Z 7DJEICA Z21—& 7 U v o L. U TFOE@EmARRLET

'oo Maintenance

it = SHNMP » SNMP Trap List o e

SNMP | SNMP Trap List | Access Control List | SMMP System Info

The table lists all IP addresses of SNMP agents to which the router will send trap messages.

SNMP Traps List

Show | 10 |Z|| entries [Right click on record to get more options] a, |
l IP Address it || Port & || Communi & | SNMP Version 16-1
Mo data available in table
Showing 0 to 0 of 0 entries |.J First || .| Previous || Mext , || Last
9-20  SNMP > SNMP Trap List 2 JEm
2. bovTEENINYTA5BEIE TAAdSNMP Trap) #2 Uy o LEEEFRRLET,
SNMP. Trap Configuration e
IP Address |
Port [ ] Range:0-655]

9-21  SNMP Trap Configuration [EH

Commu nity

i

Authentication Type & vi vic W ov3

3. UTomEEHRELET,
hi=[=] Bz
IP Address SNMP b S TI—Y2 > bDIPT7 FLAZEATILET,
Port bW T Ay —IHREENDZEH SNMP bS5 TR— b EIEELE T,
Community TV OB A2 74 AN VI EIBELE Y, Z<DOIT—Y 2 hE PublicdZ2=Z74TCh
Sy ATV AVTBHESICREINE T,
Authentication Type Fow TI—I 1> bAMERT S SNMP /N—T 3> (v, v2e, Efzldv3) Z#RLE T,

4, [Save] #7)v 7 L.

IV DRSE
RETHIMNIERYZ Uy L, TEdit) Z#RLET,
REZE%. [Savel &7 v oI LET,

IO
HIBrd 2T bUEHT U v L, [Delete] ZERLET,
IARTOIY ) EHIRT DEEIK. A7) v LT ISelectAll] #F w4 L. Delete] Z&EIRLET,

REZBALET,

213



FoE AT+ (Maintenance)

Access Control List (SNMP 777X ba—)LY R b DE&E)
SNMP 777X bO—)VUX M EHRELET,
1. Maintenance > Management > SNMP > Access Control List Z 7DIBICA Za2—& 7 v o L. UTFOEEZFZRLET

'0" Maintenance

Maintenance = Management = SNMP = Access Control List o e

SHMP | SNMP Trap List | access Control List | SNMP System Info

The table lists all IP addresses of SNMP agents to which the router will allows several operations on the SNMP agents.

Access Control List

Show |_1 0 |§|| entries [Right click on record to get more options] | q |

| Name 2" Subnet Mask _eﬂ Community @J Access T..).qﬁe e_l

No data available in table

Shawing 0 to 0 of 0 entries | First || | Previous || Next » || Last

Add Access Control

9-22  ASNMP > Access Control List 2 7 EIE
2. T>hUEREYY Y LT TEdit] Delete] H1TWET,
3. HwLLL TRy baO—/LEERT Bl TAdd Access Control] &2 1) v o LE T,

r nl

Access Control List o

IP Address | |

Subnet Mask | |

Commu nity | |

Access Type * rocommunity rwcommunity

9-23  Access Control List B

4, UTFOEBZRELET,

HE A
IP Address SNMP b 2w FI—I x>V hDIP 7 RLREASILETY,
Subnet Mask FAEND SNMP X2 —T v U A MERET BIIERBEINZ Ry FI—URIEANLET,
Community I—YVIV DB TAAZ 2274 A NIV ZEANDLET, ZLDI IV ME Public =2 =74 Th
SYAT) YAV TBEDITHREINE T,
Access Type 7w ADEEE LT, FEER (rocommunity) Efzi&FEHEE (wcommunity) Z3RLE T,

5. [Save] Z7Uv oL, REZBERLET,

IV hYDIRE
RBEIAHIVNIUEARY YL, TEdit) Z#IRLET,
SREZF%. [Savel BV ) v LET,

I Y DRI
HIBRd BT hUERAY w2 L, TDelete] Z&ERLE T,

ITARTCOIY M) EHIBRT BHEE. BT v LT ISelectAll] #F v L. IDelete] Z&RLET,
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FoE AT+ X (Maintenance)

V=B D SNMP R 7 LERZRELE T,

1.

Maintenance > Management > SNMP > SNMP System Info Z 7DIBICA =2 —%2 ) v o L. UTDOBEEAFRRLET

=]

Metwork

Control List

SHMP Systemn Info

Thiz page displays the current SHMP configuration of the router. The following MIE (Management Information Basze) fields are dizplayed and can be
modified here.

SHMP Systerm Info

SysContact

[osR-1000ac |

Syslocation

SyzMName

9-24  SNMP > SNMP System Info 2 ' E&

2. UTOEEEZRELEI.

HE BTiE]
SysContact AIV—2 DERRBOADAFIZASILET, Hl:admin. John Doe
SysLocation V=2 DY MEE A LE T, il Racki#2 4th Floor
SysName V=2 DEEEHERAEATILET,

3. TSave] =7 1)w L.

REZBERLET,
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Diagnostics (52l —Ib)
Maintenance > Management > Diagnostics X — 31—
=2 DR ERTLET,

Network Tools (v kT—4Y—)b)
Network Tools 2 7 Cl&. % b T—00A V22— v b ECABRBEMDT /A ABDEGHEET AT DT ENTEET,

B Ping M&*(S

1. Maintenance > Management > Diagnostics > Network Tools Z 7DJBIC A Z2—%& 7 ) v L. LTFOEEEZFRRLE T,

©° Maintenance

Maintenance » Management » Diagnostics » Network Tools o @
—g

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute

IP Address / Domain Name |www dlink.com |

Command OQutput

9-25  Diagnostics > Network Tools 2 ~[&m
2. [Command Output for Ping and Traceroute] %< 3@ [P Address/ Domain Name] (. IP 7 RLAFEfalE RAA >V &2EANDLET,
3. [Pingl 7w o9 %&, [Command Output) |ITHERHDFRRENET,

Thizs page can be used for dizsgnostics purpose. Thizs page prowides user with some diagnostic tools like ping, dns lookup and traceroute,

Network Tools

Command Quitput for Ping and Traceroute

IP Address / Domain Mame |www.d|ink.com

Traceroute

Command Qutput -
PING www.dlink.cow (1Z2.130_.2Z07.110}: 56 data bytes

64 bytes from 1Z.130.Z07.110: seg=0 ttl=46 time=102_.040 ws

64 bytes from 12.130.Z07.110: seg=l ttl=46 time=102_.515 ws

64 bytes from 12.130.Z07.110: seg=Z ttl=46 time=102_.151 ws

€4 bytes from 1Z.130.Z07.110: seqg=2 ttl=46 time=10%_.ZZ8 ws

€4 bytes from 1Z.1230.Z07.110: seg=4 ttl=46 time=110_.Z2Z3 ws

--- www.dlink.com ping statistics ---
§ packets transmitted, § packets received, 0% packet loss
round-trip minfavg/max = 108.515/10%.231/110.223 ms

9-26  Diagnostics > Network Tools 2 7EImE
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B Traceroute D{ER
BIV—RE 2w bT—=TDINAEINT )W 7RA My TEE % Traceroute #eEZ IR L E T,
BIV—2 EFBEDBINIBEY DRA0BETD/IL—2 (Ffcld Ry 7)) BERRINET,

BicAZa2—%27)v oL, LNTOBEEZRRLET

1. Maintenance > Management > Diagnostics > Network Tools % 7Dl

£° Maintenance

» M » Di. ics » Network Tools o @
\ S

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Qutput for Ping and Traceroute

IP Address / Domain Name ‘www.dlmk.com ‘

Command Output

9-27  Diagnostics > Network Tools 2 7 BIE
2. [Command Output for Ping and Traceroute] [Z& % TP Address/Domain Name] [ IP 77 KL A EzlE KAV &2EASILET,
3. [Traceroute] &% 1) w2 d % &, [Command Output] |ITfERHARTEINET,

Thiz page can be used for disgnostics purpose. This page prowides user with some diagnostic toaols like ping, dns lookup and traceroute,

Network Tools

Command Qutput for Ping and Traceroute

IP Address [ Domain Mame |www dlink.com

Traceroute

Command Output -
traceroute to www.dlink.com (12.130.207.110), 10 hops max, 40
byte packets

1

L

SRR IR I R

1

9-28  Diagnostics > Network Tools Z ZBIE
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B DNS BRERDRET
REBE A VZ—F v b EDWeb, FTP, A—)b, E1IEFOMDOTF—/DIP 7 KL RAEBETE S DNS 318 [eex 2 LE 7,

1. Maintenance > Management > Diagnostics > Network Tools Z 7DJBICA Z21—%& 27U w7 L, LTFOEEEFRRLET,

©° Maintenance

Maintenance » Management » Diagnostics » Network Tools o e
-

Network Tools | Capture Packets | System Check

This page can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, dns lookup and traceroute.

Network Tools

Command Output for Ping and Traceroute

IP Address / Domain Name |www dlink.com |

Command Qutput

DNS Lookup

Domain Name |

Command Qutput

9-29  Diagnostics > Network Tools & 7B

2. [DNSLookup) %< 3>® DomainName] [T, 42 —%v b&EANDLET,
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3. [Lookup) #Z1)w o d%&. [Command Output| ITHERDNFRREINET, RAMKEIERAA VIV NUDNEFEETSDHE. P77 FLAEH
ITISEEFRLE T, THost Unknown] X vt —IFRRENIHBE. ZDA >V 2—2 v MREELTEA.

etwork Tools

Systern Check

This page can be used for diagnostics purpose. This page prowvides user with some diagnostic tools like ping, dns lookup and traceroute,

Network Tools

Command OQutput for Fing and Traceroute
IP Address [/ Domain Mame

|Www.dllnk.com

Traceroute

Command Output

LA
ODNS Lookup

Domain Mame

Lookup

Command Output

Server:

Address L: zdm. dip.local

9-30 Diagnostics > Network Tools # 7 BIE

Capture Packets (/\7Y bDF+ 7F+)

HKIV—BTIE AN A VR T T —RE@BBTDINTD/NNT Y baF v TF v IBCENTEET, Ny b —REF+ TF vy avdicy
IMB DT —ZICHIRENET, F¥ TF v 7717 A XN IMBEBZSE. BENICHIBRENTHLWF v 7F v 7 71 ILDMERESNE T,

1. Maintenance > Management > Diagnostics > Capture Packets Z 7D|BICAZ21—% 7 ) v o L. LFOEARZFRRLET
'_E' Metwark 2 Security Oﬂ Maintenance
em Check
Thiz page prowides user packet sniffer as 3 dizsgnostic tool.
Cepture Packets
Interface LAaN v
Start Trace Stop Trace Download
9-31  Diagnostics > Capture Packets 42 ~EIH
2.

lnterface] DFIVE IV AZ1—H6A V2T T —A%EERLET,
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3. [StartTracel 7w o dBE. INT Y bDF ¥ TFvHRBEINET,

O° vaintenance

()
()

Capture

Thiz page prowides user packet sniffer az a diagnostic tool.

Capture Packets

Interface L&k v

Start Trace Stop Trace

9-32  Diagnostics > Capture Packets % ZiEIH

4, I\Tv bDOF v TF v EEIET BICIE [StopTrace] BV U w7 LEY,

Thiz page prowides user packet sniffer as a diagnostic tool

Capture Packets

Interface LA v

Start Trace Stop Trace Download

9-33  Diagnostics > Capture Packets % ZBIH
5. Download] #o U w o ddE. ML—RERNTZTHDT 74V DA TV O— R T+ )VAIRESNE T,
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System Check (Y AT LFTvY)
V=2 DBMRERED—ERE LT IPVA/IPV6 DS ICDWTRRAT A w7 | BAFZ v I Ib— b EaRRTBHTENTEFT,
BlcAZa—%7 ) vy L. UFOBEZFRRLET

1. Maintenance > Management > Diagnostics > System Check 2 7Dl

Capture

This page display the router's static and dynamic routes.

System Check

IPv4 Tahle Display IPve Table

Command Cutput

9-34  Diagnostics > System Check 2 7 EE

281 IPv4&IPv6 E— RICREETN T B54. [Display IPv6 Table) AERENET,

2. [IDisplay IPv4 Table] Z7zl& Display IPv6 Table] &% 1) w2 d % &, TCommand Output] (EERANFRRENE T,

£° Maintenance

» »  Di ics » System Check o o
St

& Operation Succeeded

Network Tools | Capture Packets | System Check

This page display the router's static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command Output Rernel IP routing table
Destination Gateway Genmask Flags Metric
Ref Use Iface
2.0.040 0.0.0.0 255:0:0:0 u 0
0 0 bdgl0
10.0.0.0 0.0.0.0 255.0.0.0 u 0
Q 0 bdgl
172.17.100.0 0.0.0.0 255.255.255.0 U 0
o 0 etho

9-35  Diagnostics > System Check 2 7E @& (IPv4)

£° Maintenance

Mair »  Mar »  Dii ics » System Check

(]
©

Network Tools | Capture Packets | System Check

This page display the router's static and dynamic routes.

System Check

Display IPv4 Table Display IPv6 Table

Command Output Rernel IPvé routing table
Destination Next ~
Hop Flags Metric Ref Use Iface
+:1/128 HH

u o 150 1 1le
feB0::/128

u ] ] 1 1o
feB0::/128

u o o 1 1lo
feB0::/128

u ] ] i
feB80::/128

n a n al S

9-36  Diagnostics > System Check Z ZEiE (IPv6)

221



222

FoE AT+ (Maintenance)

3.
79 BHLE" Private IL— b T =TIV BRRENET,

Network > Routing > Static Routes > Static Route Configuration [Ef C/L— kA private (C5&

CRETNTWVWBHE. [Display IPv4 Tablel &2 1w

» M » Di 42 *

Y Check

£P° Maintenance

00

. Operation Succeeded

Network Tools | Captwre Packets

System Check

This page display the router's static and dynamic routes.

System Check

Display IPv4 Table

Command Output

Destination

2.9.98.0

] ® bdg1
192.168.16.6

-] 8 bdgi

Rref Use 1face

Gateway

6.6.8.6

1982.168.16.1

Genmask Flags Metric
255.6.0.0 uG 2
255.255.255.0 u 8

Kernel IP routing table

<Metric>

Private routes table

<pestination/Netmask> via <Gateway> dev <Interface> metric

9-37  Diagnostics > System Check 2 & (IPv4 - Private)

Power Saving (&I RE&E)

Maintenance > Management > Power Saving * — 1 —

RYRE REON— R T7DRRICEDNTENZRAET S ENTEET,

U2 ORT =R AERIET—7IVOREIECT, HEBNZRELET,

1.

e E—
LY Status T

Maintenance > Management > Power Saving DJBICAZ21—% 7 ) v L. UTFOBEEAERT-LET,

»  hManage » Power Saving
This page allows user to enablefdisable power saving in the router.

Power Saving

Bw Link Status

By Cable Length Detection

9-38  Power Saving E|E

2. BT BHEEE TONJ ITIRELE T,

EH =iRE
By Link Status AA TV 3BT BE. HEBINEERR— MUUKET 2 E5I1TEVET, INTOEME LAN R— D707 1
TlxA =2y MERZET O TVAREL Y S, B—KR—FDIHEFIRREICHZ AN, BIVHEEMNZSNE T,
By Cable Length AATV 3 vEBNCTSDE. BT —TIVICES Lz LAN R— FOBBEBHEINA ST ENTEET,
Detection

3.

Save| #20 Jw o L. REZBEBLET,
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DDP Client (DDP 517 FE&%E)
Maintenance > Management > DDP Client X — 21—
DOP V247> b EBNE IFENICRELE T,

1. Maintenance > Management > DDP Client DJEICA Za2—% 2 v 7 L. U TOEEZRRLET,

ap Maintenance

t DDP Client
» » ien b @
This page allows user to enable/disable DDP client in the router.
DDP Client
DDP Client

9-39 DDP Client EH

2. DDPU 247> k% TONJ Efelk TOFF] (CRELET,
3. [Savel #7)wvo L, REXFBRLET,
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Firmware & Config (7 7—Lvx7&aAVT714%)

Maintenance > Firmware & Config X = 21—
T7—LOITOT YT L—RAEEE. AV TG L—2 3> DN\ Ty S/ )X N THAECDOWCERBLE T,

Firmware Upgrade (7 7—LY 77 v 79 L—F)

Maintenance > Firmware & Config > Firmware Upgrade X —1—

ABEECIEFH LW T 7 =L 77y T L— R BENTEEY, Firmware Upgrade| £ 3> T7 71 JL%ZEIRL [Upgrade] =7 1)
TJLTTYyTIL—REEHBLET, FILWI 7— LTI T7 I 7AIVDEEEENE. FILWAA=INT Ty Y alcEEATN, Ib—2ELL
77 —LTUIT7 CEBNICHREELET,

B IZN\—H77—L7 7 D4R

FLWT 7—L7 7 0OmaiRANE TDSR_<Modelname>_<Hardware>x_FW <Version number>_<WW> | ~755 ) &Ed, F/N\—RFK7x7 (Al B. C
BE) DIRTDON—=T 3> (10 20 3KBE) IFERENET7—LI 7 771 IUE 1 BEDHTY, HlIZIE LW I 7—LoxT7 7710
Zhs TDSR_500_Ax_FW3.12_WW] THBH|E. DT 7—LT T 7IE A2/A/A I EDIN—= ROz T7N\=2Ia Bt 37y 77— R TERT
BHTENTEET,

T P— LI T TDT Y T L— R, A5 - DSR OBRYIN - PCOY v v b ADUBRE, BERKT 575> 3 IHTh
BOTRE, 7y 77— NEBREE Ca0 THSRETRT LET, 75y Y1 BERHHRICT Y 77 L— FUBAHTRIEh3
E. 75921 XEULIEL. WebGUIEREEFICTS v 17 7 — LY T 7EUR M LEFNBERT 5 LA TEA AU E
7

Check Update (7v 77— bFzv¥)
FLWN=T 3V ORBEEREG 77— LD T 7 hHBEHOF v 7 ETVET,

AATHEAT BB 71 —U Yo/ 0P~ (httpss/mwwdlinkjpcom/) B5 40— K LT 7—LY T 7 Dd%E SRIBL 1

_SL/\O

1. Maintenance > Firmware & Config > Firmware Upgrade > Check Update 2 JDIBIC A =1 —%# 27 1) v o L. UTOBEEERRLET,

£° Maintenance

Maintenance » Firmware & Config » Firmware Upgrade » Check Update o °

Using System (PC) | Using USB

This page is used for checking the availability of newer firmware. Once you press the checknow button, the device will tell you if you are required to
upgrade to a newer firmware.

Check Update

Check Now
Check Now

Status

9-40  Firmware Upgrade > Check Update % 7B
2. [CheckNow] =2 Uw o9 5& IStatus) WICHLWT 7 —LT L7 DEEHRREINET,
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Using System (PC) (PCZER L7 7—LV 77 v 79I L—F)

1. D-linkWeb 1 bHBFLWI 7—LDT7%#FT>O0—-FLET,

2. AELFO Web GUI T. Maintenance > Firmware & Config > Firmware Upgrade > Using System (PC) 2 7 DIBICAZ2—% 7 ) w7 L. LIFD
BHEZXRRLET,

ﬁu‘ Maintenance

Maintenance = Firmware & Config » Firmware Upgrade » Using System (PC) o e

Using System (PC) | Using USB | Check Update

This page allows user to upgrade/downgrade the router firmware. This page also shows the information regarding firmware version and build time.
Using System (PC)

Current Firmware Information

Firmware Version .14 WW

Firmware Date Wed Apr 10 18:46:01 2019

Firmware Upgrade

Browse Firmware || FE.. H

Upgrade

9-41  Firmware Upgrade > Using System (PC) % 7 EIHE
3. [Browse Firmware] @ 288 /Browse] =7 ) v L&Y,
4, T77—LvxT7aEERE. [FE< Open)l &V v LET,
5. TUpgradel &2 1Jwv o L&,
Z3=8 7 L— ROTOCRICEEDIDDNES, 7y T L— RERIELEY, YRFLEF I LY LEWTLREN, 7y o L—

RORETENTSEE. 77— LV T 7HRIBT2BEa0HVET. T2 THOTA b EeBRETIC. 7Y T/ L—MORRTI2ETH
/HEEEL,
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Using USB (USB K51 J%ERLIc7 7—Lox 77 v 7 L—F)
1. D-LlinkWeb 4 FASFHLWI 7—LDx7HZAT>O—RL, USB R4 JlcdE—LEd,

2. USB RZATHEKIL—2DUSBR—MEELET,
3. EREFHD Web GUI T, Maintenance > Firmware & Config > Firmware Upgrade > Using USB Z 7 DJEIC A Za2—%& 2 1) v o L. LINOEEA
®nLET,

oo Maintenance

©
©

Maintenance = Firmware & Config » Firmware Upgrade = Using USB

Please Connect a USB Storage Device!

Using System (PC) | Using USE | Check Update

Using USB

USB Port 1

U5B Device Status Disconnected

Select Firmware

Upgrade

USB Port 2
USB Device Status Disconnected

Select Firmware

Upgrade

9-42  Firmware Upgrade > Using USB 2 ' Bim

4, —BHST7AILEFIRL. [Upgrade] =2 1) v LT,

7y T L— ROTOCRICIADDYET, 7w o L— RERIELLY, YRFLEATIC LY LEWTREW, 7y TIL—
RAREIENIRAE, 77— LY T 7HMIET ABEBBUET. TSP THOY A MEBRETIC. 7y T L— FBRRT S BETH
BHECREW,
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Backup/Restore (A 749 L—2a DNy 97 v TEVRLMT)

Maintenance > Firmware & Config > Backup/Restore X —1—

ABEMOREER. RERNBEIA VT L—23 2T 70)bELTNY I Ty TTBHECDODVTCHBALET, ASHDBHTRESHE LIHE.

N Ty T 7 A IV EERLTREERTTHIENTEET,

Ffee BCEFIVDRIDIL =AY T4 L— 3> T 71407y TO— K95 EEPEETY,

Backup (3> 745 L—>a>nNv o7 v7)
AV T4 0= 3 DNy 7Ty THACODWCEHBELET,

1. Maintenance > Firmware & Config > Backup/Restore > Backup/Restore Z 7D|BIC A Z1—% 7 ) v 7 L. U TOEEAZRTLET,

O" Maintenance

Maintenance » Firmware & Config » Backup f Restore

Backup / Restore

Backup Settings

This page allows user to do configuration related operations which includes backup and restore.

Backup / Restore

Downioad Debug Logs

Download

Config File Backup

Save to System (PC) Save to USB FPart 1

Restore Confie File Fram System (PC)

Browse Saved Configurations

B

Restore

Restore Config Fife from USE Port 7

9-43  Backup/Restore > Backup/Restore 2 7 &[]

2. TDownload Debug Logs] T Download] Z#7 v o dBc&lck). 7\viasx=LoO0—RKLET,
3. N\woT v TERREY BIEFRICK > T, [Save to System (PC)J. [Save to USBPort 1], F7zlk lSaveto USBPort2) o U w o LET, 774

IWAIIE Tcfgl EWSHRBRFOMMENE T,

Save to USE Port 2
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Restore (A 749 L—3> DY RLT)
RELEEOY 747 L—2a>Y T 7AIVDU X T HAECDWTCHBLES, VA NI BT EICEY . RENETINET,
1. Maintenance > Firmware & Config > Backup/Restore > Backup/Restore Z 7D|BICAZ 21— 7 v L. LTFTOEEZFRRLET,

Maintenance » Firmware & Config » Backup f Restore (7 ()

Backup / Restore | Backup Settings

Thiz page allows user to do configuration related operations which includes backup and restore.

Backup / Restore

Download Debug Logs

Download

Config File Backup

Save to USE Port 1 Save to USB Part 2
f A N
Restore Config File from System (PC)
Browse Sawed Configurations SrLERR |#iRE 2
Restore
Restore Config File from USE Fort 7
USE Device Status disconnected
Select File -
Restore
Restore Config File from USE Port 2
USE Device Status dizconnected
Select File -
Restore
., »

9-44  Backup/Restore > Backup/Restore 2 /B

2. [Restore Config File from System (PC)J 43/ 3> T.[B8 /Browse| 27 w7 LET, N o T7vTT7741LEERLT. < (Open)) 27w,
RIC TRestore] &V Uy LET,

3. [Restore Config File from USB Port 1]Restore Config File from USB Port 2 JICRRE NS F USB R— MR LTz USB 7/\1 Acdh B> T«
TL—2a>T77A)Va&ER, 8922 EEAEETT,

4. [Restore] 7 ) wodBE FRLIET7AIVDSAY T4 L—arEEBTLEY,

Restoring configuration

Router will e up in 138 Seconds. .

9-45  Restoring Configuration &

5. RYTHECLESCB/FEL LEN, URMNHRTTSE OV VEELNERREINET,

ey 71 JL—avn) XTI TEBRZTZ] © LAE IBEET 2] HBald. BErxrgon/ (4 YERHNRRENTHS 35U
ERBLTHLERITLTLEEL,
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Backup Settings (/\v & 77 v T3&7E)

274 7Lb—=2a>®IN\y 07y THAECDWCEHALET, Ib—2ITUSBRA L= T N\A ABEFREIN TV 255 B8\ 777 v T (Auto-
Backup) #BEEERT AT ENABETT, WAEDIV T4 JL—aVHUSB R L—I 7\ A RTREFEN. BIRO T 7 1 IVADEET 256l

EEESNETT, CENCSN\Y I T TT7 ANV EREFELIRI EDDDHERE), e AV T4 L—2 a2 T 7 A ILDBSHELLERETTY,

1.

Maintenance > Firmware & Config > Backup / Restore > Backup Settings Z 7DJBICA =1 —%2 U v o L. UTFTOEEAERRLEYT

2 Security 0" Maintenan

Maintenance » Firmware & Config » Backup f Restore » Backup Settings o a

Backup / Restore

This page allows user to do configuration related operations which includes backup caonfiguration.

Backup / Restore Configuration Settings

Backup Configuration to OFF
USE Automatically
Encrypt Configuration File OFF

9-46  Backup/Restore > Backup Settings 2 7
IBackup Configuration to USB AutomaticallyJZTONJIC T 2 - BEMICIY T4 L— 3 VAUSBR M L—IICT7 71 ILE LTRESINE T,

lEncrypt Configuration File] & [ONJ (£ 20T 4 7 L—2 3> 77 A IVABSLENE T, ThICKY AT LA—TH//INRAT—F
75 EDREIERDRTEDY —AEEHLLHEBENSZT LEH Y EA, USB FIATRUORA MDY T4 T\ o7 v T 774 JUICER
ThEY,

Soft Reboot (FEiteH),  Ti5HFBFREDIETT)

Maintenance > Firmware & Config > Soft Reboot X — 31—

Soft Reboot (FBitZEh)
AUREHFEELE T, B, BROUMIERAZRITLETH. TERENSEE LIEREICOVWTIMREFELE T,

1.

2.

Maintenance > Firmware & Config > Soft Reboot DJEICA Z21—% V1) vy L. UTFDOBEAZRRLET,

Maintenance » Firmware & Config » Soft Reboot 0 @

Thiz page zllows user to Reboot and Reboot with Factory Default the router,

Soft Reboot

Soft Reboot

Soft Reboot

Reboot with Factory Default e
Default

9-47  Soft Reboot B

['Soft Reboot] M ISoft Reboot ] &V w7 LT, IL—2%ZBiELELE T, [Cancell #0 U v o d5E. BEREFFvILEINET,
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Reset to Factory Default Settings (T HREEFRENDY £ k)

R RE TSHERREIC) Yy T BHEICOVTCEHRRALET,
IHBERFEREIC) Y F 2L TRNTOREDBAROREICRY ET, 0T /NAT—R SSID. IP7 FLAPEFGLF 217 F—75 L,

AV R=2y MERZET O DI B L ENZEBRREBEINTCI Y FENET,

Maintenance > Firmware & Config > Soft Reboot DJEIC A Z2—% 7 w7 L. LTOEEZFRLE T,

1.
'a“ Maintenance

Maintenance » Firmware & Config » Soft Reboot o °
Thiz page allows user to Reboot and Reboot with Factory Default the router,
Soft Reboot

Soft Reboot _

Soft Reboot

Reboot with Factory Default 0

9-48  Soft Reboot EIm&
2. [Reboot with Factory Default] @ [Default] &7 v o792 & THERBORE CHEEHLET,

AUBOTIZHEREDOIP 7 LA, O 4 1—H4%, XA T— RIZLUTFO®BY T,
IP7 FLA 192168101 / QOF4>1—Y4% admin / /XA7—FK :admin
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Logs Settings (O 43%%E)

Maintenance > Logs Settings X —1—
RIV—=2 Tl O Ay E—IZBIGT BT EDNTEET, IV—2ZEMT B 5T v 7 OEEZE -2 LT BIENGEEY TS —OREEE OB
ERITMAHTENTEET, UTDOLI Y aVEAVRRBRESE INSDOOJICT VRS 2755EHBALTVET,

Log Facilities (A9 777 1)

Maintenance > Logs Settings > Log Facilities X — 21—

77T alE QT OBEEERLET,

lFacilities] cAJ OfEEAZEIR L. [Configuration Options] TAJZEUFT 514 XY bDEANU T 4 ZEIRLEK T,

1. Maintenance > Logs Settings > Log Facilities DJBIC A =2 —% 2 v 7 L. LUTFOEEEZRRLET,

- — P c . I
Status = Wireless a5 VPR o security £ Maintenance

Maintenance » Logs Settings » Log Facilities o @
This page allows uzer to confizure logging severity levels for different logging facilities.

Log Facilities

Facilities

Select Facility Kernel v

Configuration Options

Send to Event Loz Send to Svsloz
Emargency [ Tere [ Jere
blert [ T [ e
Critical [ Tee [~ o
Error [ e [ Tore
Warning [ Te [ e
Notification [T [ Jore
Information [ e [ Tor
Debugging [ T [ o

Cancel

9-49  Log Facilities [Em

2. [Fadlity) £ < 3> TOYDiEESEIR — [Configuration Options| £ o< 3> TCOJEREBTZANY bDERNY 7 BFIRLET,
EE | B9
Facilities

Select Facility Y DOEEEUTOSERLET,
- TKemel] : A—XJVBSHEDO T T,
< [System J 1 77— 3 VERIFEELANVOWKE. £lld1Zy FERICET 2BREICLSEERICHIG
?éuﬁTio
- [Wireless] : 48 (AP) BIEDFRE L EMEICRT 207 T,
- INetwork J : xv T —2/BHEDOT T,
« TVPNJ : Tsslvpn] Topenvpn] Tipsec] 75 & VPN BEEEDH Y T,
- [TFirewall) : 774704 —)VESEDOY TY,
Configuration Options

OV DxEREZU T S#RLET,
- ISendtoEventLog] : BE LIELLEDEANY 74 DANY MHFEELIFEE. ARV MHAF v TF v ENT /A RREENE T,
« ISendto Syslog] @ FE LI EDEANY T o DANY EHFEELIHE. A2 bHF v TF v EN Syslog T—/N\TEREXENE T,

Emergency AT LIS ERAEE

Alert T SITIRA S D OTHLHNE
Critical 71T« 1IVIEIRRE

Error Io—JRRE

Warning ZEIRRE

Notification EBENFEEET HIRE
Information BHRA Y=Y

Debugging TN Ty =

3. [Save] &7 Uv oL, REABELET,
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%E@t/\ U7+« LNIVOERENTSBE. Tne W%LXJ:UJJGN VT4 ZRDINRCDANRY hDOF ¥ TFvENET. HIAEF [Wireless] 77
2Tl L TCRITICALY LANJLDA T %RTE LizHE. CRITICAL. ALERT. EMERGENCY LNJL@D 80211 DOTHAHATNE T,

Web DA N> hO4'E 2—7 (Status > System Information > All Logs > Current Logs @) . £/zi&!) E— b Syslog F—/\DEESTOI % H
BIHMNCEDT. OTVRTEAAARARGT DT ENTEXT, MBEDLE Y2 3 U THIAT 2 A —)LAJIE Syslog T —/NICRESINcOT LE
CEREMBRETNET,

Routing Logs (JL—F« >4 Q%)
Maintenance > Logs Settings > Routing Logs X —a1—

T7AT A=V b RS TeD. FRIEHELEMNCE ST 74 v I BT AT EANTEE T,
DoS (Denial of Service) %, —MRMBEHEBER. 0741 2D+ WEIN/NTY MEEDARY M2, BE - BRI AT EHNTEET,

QU4 7Y 3V EEMCTBE. KBOOYA Y t—IRERT BIREENBBIs. 7/\y JENREFICERT 5T L HBH LET,

Bxw NT—=04w7 A2~ (LAN, WAN, DM?Z) E3@89 5 b 71 v Ilk. 7747 74 —IUT &2/ v S DFFE] / BZEOMNEITE DL CEF
TBHTEHNTEET, Accepted Packets GFBI/ N7y M) IEB Ry N T =0T A2 MCBWOEERNZEER LE T, KA 7 3 VIEEFHT [Default
Outbound Policy] A% T'Always Block] (BICT7 0w ) OEHTENT. 7747 T+ —ILABEBTS NS T4 v IV EEZRTHTENTEET,
Dropped Packet (BFZ/\7 v b)) IE. B2y M= €T A MIBEWTEENT AV I SN EAB®RLE T, KA 7 3 VIERHT TDefault
Outbound Policy| A% TAlways Allow | (BICEFR]) DEHCENT. 77 A7 04— IVEBBTB N T4 v VBT 2T HTENTEEXT,

IPv4

1. Maintenance > Logs Settings > Routing Logs > IPv4 2 JDIBIC A Za—% 7 ) v 7 L, UTFOBEEmEZFRRLET,

£° Maintenance

Maintenance » Logs Settings » Rouling Logs » [Pud 0 @

The table lists all the available routing Logs in the system.

IPv4 Routing Log Configuration

Routing Log
hccepted Packets Dropped Packets
LAN to AN [ e [ Jor
WAN to LAN [ Te= [ Jor
WAN to DRI [ Tor [ Tore
DAL to i AN [T [ Toe
LAN to DINZ [ Te= [ e
DI to LAN [ Tee [ e
WLAN to VLAN [ Tor [ Tore
Category Filtering [—]ow ﬁm

9-50 Routing Logs > IPv4 2 &
2. [Accepted Packets | &7zl Dropped Packets | (IZDWT. LIFDANRY ~dD TONJ TOFF) Z&ERLE T,

[LAN to WAN IDMZ to WAN_ ['VLAN to VLAN
I'WAN to LAN]J ['LAN to DMZ] ['Category Filtering
I'WAN to DMZ | DMZ to LANJ

- Accepted Packets

L IAY METERICEES N/ VY b EOTHIILE T,

IDefault Outbound Policy] #% TAlways Block) (BIT7 0w o) OBEICRICIIEEY,
- Dropped Packets

LIOAV NETTOY I ENNN Y b EOTHEALET,

IDefault Outbound Policy ] £* TAlways Allow | (REICFFE]) DBFICRICIIEE T,

3. fSave] #27Uv oL, REZEBLET,

[Cancel) #27 w2y LIEgEIE. BEERDOXRTEICRYET,
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IPv6

1.

2.
3.

4.

Maintenance > Logs Settings > Routing Logs > IPv6 2 JD|BICAZ2—% 27 ) w7 L, LUTOEEmEZFRRLET,

ou Maintenance

Maintenance » Logs Settings = Routing Logs » IPv6 o @

This page allows user to configure log settings for [Pwh network.

IPvé Routing Log Configuration

LAM to WAM
focepted Packets OFF
Dropped Packets OFF

WAN Please configure at least one

fccepted Packets

Oropped Packets

9-51  Routing Logs > IPv6 2 JEImE
[LAN to WAN] %< 53> 7. lAccepted Packets | [Dropped Packets | & TONJ F7zl& TOFFJ (LK,

FT'WAN (Please configure at least one) | %3/ 3T, [Accepted Packets | Dropped Packets | & ONJ &fzi& TOFF] [CLE T,
+ Accepted Packets

LAY METERICEEEN/ Y b EOVHALET,

IDefault Outbound Policy ] A% T'Always Block] (BIc7 0w ) OEHIRITIIBET,
- Dropped Packets

TOAV METTAYIENN Ty b EOTHEALET,

IDefault Outbound Policy | A% [Always Allow | (EIZEFR]) DESICRICIIEE T,

[Save| &7 wo L, REZBEALEXT,

[Cancel] Z#271)w U LIcBElE. BRERIOREICEYET,
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Sytem Log (System O0%)

Maintenance > Logs Settings > System Logs X —1—

XY NT=0RTA YV POATOMIC, AZF v AMERIVFF YRS T4 v DRI EENTETENTEXT,

AZFv ANy MERY T =0 EITE—DEEER > TCHY . —AC TA—RFFv A~ (FRERIVFFvAN) /Ny ME BhERRER
TARTCDIEICERHITIXKEENE T, £ 1 DOEAGATOREEL LT, REFHOTHTOT 7 AN E > TRHEDA V2T 1 — AL CHRES
NNy b EOQTHATAHTEETEERT, INSDOT—2%mc. LANI—FICESTELELWA VA=Y b ST v 7IlEBEDIC. &
B7AT77AMIVDEET BHENHEHNE SR THENTEET,

1. Maintenance > Logs Settings > System Logs DIBIC A —2—% 7 1) v 7 L. UTOBEEERRLET,

Maintenance » Logs Settings » System Logs o Q

This page allows user to configure system wide log settings.

System Logs

Al Unicast Traffic [ o
All Broadcast [ Multicast Traffic f_| OFF
FTP Log [ o
Redirected ICMP Packets [ e
Invalid Packets [—| OFF
Bandwidth Limit [ o

Cancel

9-52  System Logs [BIE
2. UTomEEZHRELETT,

bi=[= EA
All Unicast Traffic BT BEI 2@z Nry b EBELE T,
All Broadcast / Multicast Traffic | B2NIC T 2 & )b—2ICAFTEINTDTA— FF v A bKERIVFF v ATy b EBIHFLE T,
FTP Log BT HEOVERE FIP AJIGKELE T,
Redirected ICMP Packets BT BEU LA LY FENTZICMP (Internet Control Message Protocol) /34w M BBFL 9,
Invalid Packets BT BEZELEW/ Ny MREEBHFLE T,
Bandwidth Limit BT B EHEBIRICEE LIRS 7> bOIEHREOJICHALET,

3. [Save] #27Uvo L, REZBEBLET,
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Remote Logging (JE—r0O%)

Maintenance > Logs Settings > Remote Logging X Z1—

IV—ZHRNET B 00 DIEFERFRTH. Syslog £zl E-Mail 7 KL AICOVERET AL DICRETEXT,

JE—bOJICBIFBF—O> T L— 37 14—JURIi& Remote Log Identifier T9, FET A v t—IITILERE T NIz Remote Log
Identifier DT LT 4w 7 ABEENTWSTzH. 1 BUEDIL—2H 500 FBZE LT AOTH—/\OA— LT —/\EBET /1 XDO /&Y —
FIBHTENAIRETY,

A=A L TAH TV a > ZBMC LI SMTP F—/XDEA—)L7 RLZX (IP7 RLAEKIE FQDN) ZASILE T, A—ILERE LT
FLRITKET B5E. V=20 T—/N\ICERLET, L—425070%/\wr—If LT "send-to” 7 FLAD 1 DTRAEEND E A— /L&
ETBHIT SMTP R—h EREA—IVT FLABRBELGVET, OIVZREEEL LTERI DDAV FLRAEHRETCEET,

BEINSMTP R— b Y — N\ CBEAHEIIT ATcolc —/ \DFRIEREEZE LT T, L—ZIE SMTP Y —/N\T(EENE1—PRE/ AT —
RF—2IEAENS MloginPlain) (2L LAWY Ficld TCRAM-MD5 | (BES{L) ZHKR—FLTVWET., Y—/ VTN FRERIBA. 85
% TNone| (%)) (LB EELTEET, SMIP U —/\F IDENT ERERET BT DB FTH. A)I—2 Tld BEITS CTTOISESF 7 3
VEBMCT AT ENTEET,

A=)V —NEZEEOHMDEEIND & IV—RICEBOVDRERANZI VI HRETHTENTEET, OJVEXETBHENDIZ Y b BBE
7E) EBRIRL., ZTTIEELREEBHFAT Y 12—V TEA—)VAIHRETNE T, Never] B3R LICHBE. EX—IVOIHEMLLE
NETH. XA—)ILT—/\DBEIFREFEINET,

Email

1. Maintenance > Logs Settings > Remote Logging > Email 2 FDJEICA Z2—% 27 ) v o L. UTFOBEEFRRLET,

O maintenance

daintenance » Logs Settings » Remote Logging » Email o Q

Thiz page allows user to configure the remote logging options for the router,

Email Log Configuration

Remote Loz Identifier ‘DSR-1UUUAC ‘

E-i =il Log

E-Mail Server Address

[ o« NI

\ \
SIMTP Port I:I [Range: 1 - 6RE3E]

\

\

\

\

Return E-Mail Address

Send to E-Mhail Addreszs (1)

|
‘ Cptional
|

Send to E-Mail Address (2]
Send to E-Mail Address (3) Optional
futhentication with SWTP Mone ® Plain Login CR&M-AD5
User Name ‘ ‘
Pazsword ‘ ‘
Enable Tls [ Tore
Respond to Identd from S8TP [_] OFF
E-Mail log by schedule
Unit ® hever Hourly Daily Weekly

9-53  Remote Logging > Email Z JEIE
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2.

MTOEEZRELE T,

BH

iR

Remote Log Identifier

Ay =Y DFETEHBNT DDIEREIND T LT 4 v I REATILET, TOHEBIFIEA—ILE Syslog v 2—
IMADRBRIAITSNTOET,

E-Mail Log

A—=)LAOTEB. ErEEHCLET,
- TONJ I EX=)badExEBMCLET, BMCLIEEE
- TOFFJEX—=)bOdEEMLET,

Eat—}

 MBEDOEEZERELEY,

E-Mail Server Address

lE-Mail Log] %& TONJ IC LTzizE. SMTP (Simple Mail Transfer Protocol) H—/\XD IP 7 KL X feld oy b7 —7
T RLAZEATILET, BEBRDHSHBEIT. IW—2ETOTF—/N\TEFELTA—)IVOVZEELE T, SNMP F—

INTE A—VBMHZERRICRE SN TWARENDH U ET,
SMTP Port lE-Mail Log) % TONJ ICLTe33E. A—)bY—/3D SMTP R— b Z AT LE T,
Return E-Mail Address E-Mail Log) % TONJ I LTeiZBE. SMTP Y —/\D S DISBENKEEND A —ILT7 FLAEADLET, REAY

T —IURERIIHE)

Send to E-mail Address (1-3)

lE-Mail Log) % TONJ IcLTeizaE. OY. EENEEEINEA—ILT FLAZHRA3I DETAS Li@“

Authentication with SMTP

FE Mail Log! Z TONJ (CLTa3B6. BHEASIFANSEIIC SMTP Y —/\AI TR AN E S T 556, FRDEEY
BIRLET,
- [None] : SBEEIXER TN E A, UserName] H KU Password] 7+ —)U RIZFIATEZ LA,

- llogin Plain] : JEBES(EDEE v 3 ETBase64 (XY O— FMbENFe/N\RD— REFERLTOI 1T
BDIEREN B, Base6d TOA— MEEI NI/ AR T — FTIXBESOREFRE LAV e, HBEOWES
2RI LEVETS,

« [CRAM-MD5 | : HMAC-MD5 MAC 77 )L T1) XCEDE RFC 2195 CEEINcF v LI L ARV A
Z X/, TCRAM-MD5J I, TLogin Plaint &KW &BWLLANVDEREZIRHE LT,

SREEX A

User Name l'Authentication with SMTP] T lLogin Plain] &7zld TCRAM-MD5 #RE L1186, sRlicERd 21— U4%
AFILET,
Password I'Authentication with SMTPJ T TLogin Plain) &7zl& TCRAM-MD5] Z&E LIcHBE FRAEICERT 5/ XA T7— K (K
«INXFORRBY) EASILET,
Enable Tls I'Authentlcauon with SMTPJ T TPlain Login & fzl& TCRAM-MD5 | &38R L 1= 355 TLS Z BT 5 T EHAJRE T,

Respond to Identd from SMT

P|TE-Mail Log) EBE®IC LIZHE. Ib—2H SMTP H—/A\H 5D IDENT ZRICISE T HHE DD EIBELE T,
« TON J 1 Jb—521& SMTP H—/\H 5D IDENT ERITIGELF T,

« TOFFJ 1 )b—21& SMTP H—/\H 5D IDENT ZRZ AL K,

E-Mail log by schedule

ATV 1= )NTBEDWTA—IVA T ERET BT

[Zld. ATV 21— )VEREAXTVET,

Unit

OV %*ET2ERZERLET, OV DOEHRXEEEME LIIFETE. Status > System Information > All Logs
> Current Logs BIEIC [Sendlogl #2 Jw o L. OJZXETHTENTELT,

« INever] : OV DX EEENILET,

- THourly) 1 1 BT &IcOVZXELE T,

- [Daily) : BHIEBELEEICOVZFELET,

- [Weekly] : SBIEE LIcBBEEBBICOV AXELE T,

Day

fUnit] % MWeekly | ICERTE LTctpa. AV ZXET 2BAZERLET,

Time

FUnit] % Daily] F7zld 'Weekly] ICRRE LTeI5E. AV ZX(ET 2RMERIRLE T,

3. T[Save] &7 wo L.

Eal=—]

REZERLET,
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Syslog

W—E2H 507 ZREL TRET 26, —MRMIC Syslog U —/\HBMERENE T, TDEI%BUE—FT/\AATIE BE. IL—2DA—7)L X4
T XVEBEFROTELNVELG2>TVET, Z<DOAVENETZIENTED D, REPEBITE> TR Y |~'7 TRIEDT Ny R L
e =B 2T 4w 7 EEZ2—FBRICRICIIEL T,

ABEEOREEFAL T ST LTERNY T A DEGBHFLBEOAT T 7V )T A A vE—IFSETDLIICRET DI ENTEET,
AYDEHRICDOWVTIE. Tlog Facilities (A7 77> U7 4) ) ZBBLTIEETW

1. Maintenance > Logs Settings > Remote Logging > Syslog Z 7DIBIC A =1 —% 7 ) v o L. UTFOEEAFRLET,

Maintenance » Logs Settings » Remote Logging » Syslog °

This page allows user to configure the syslog server logging options for the router.

Syslog Server Configuration

Syslog Server 1 m

FQDM / IP Address | |

Facility [an v]
Severity |A|I !E"
Syslog Server 2 [ o
Syslog Server 3 [ Jow
Syslog Server 4 [ Jow
Syslog Server § [ e
Syslog Server & " o
Syslog Server 7 (L
Syslog Server B o
Syslog Server 9 [ o
Syslog Server 10 [ o

Save Cancel

9-54  Remote Logging > Syslog Z 7 EIE
2. UToBEEZRELET,

HE

S‘ujl:l

CE!

Syslog Server Syslog F—/\% TONJ &7zid TOFF) ICERELE T,

HR— kLT3 Syslog =/ \DEIFRRICE > TEEYE T,
- DSR-1000/1000AC : 10
- DSR-500 : 7

FQDN/IP Address Syslog —/\DA > Z2—% v b /IPT7 FLAZEELE T,

Facility OJ7®HD7 7207« (TAll TKernel] TSystem] TNetwork) TVPNJ [Firewalll) Z3ZRLE T,

Severity A7 ENDEN) T4 &R LE T,
- llLog Debug

- TlLogInfol

- lLog Notice]

- lLog WarningJ

- [lLog Error]

- [lLog CriticalJ

- TLog Alert]

- lLog Emerg]

3. [Save] ZVUvo L, REZBALET,
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SMS Logging (SMS O (k#HK—1F))
Maintenance > Logs Settings > SMS Logging X — 1 —

TWANJ TVPNJ TCPU/Memory] |29 2 A B EIEEDERIHAES N MS TERELE T,

HHEIER Y K — T

1. Maintenance > Logs Settings > SMS Logging DJBICAZ2—%& 7 v o L. LTFOBEEZFRRLET,

[ L)
(&)

Maintenance » Logs Settings » SMS Logging 0 e

Thiz page allows user to get ewvent based 55 on configured mobile number,

SKMS Logging Configuration

Recelver
Mobile Mumber

Events
WAN UP/Down OFF
WP Connectf/Disconnect OFF
CPUfMemory usage reaches Max limit OFF

9-55  SMS Logging EIHE

2. UToBEEZRELET,

HE

ELE

Mobile Number

A7 %*EY 5 SMS DEFBHAESEATILET,

WAN UP/Down

WAN DBZN / EZHICEET 2712 DT SMS X EZTTVE T,

VPN Connect/Disconnect

VPN Dl / TIHIICRE S 2071 DNT SMS X EZTTVE T,

CPU/Memory usage reaches
Max limit

CPU AN 50%. Memory BFZEA 80% (CELE LTz & EICSMS *=EZ1TLE T,

3. [Save] &7 Uwvo L. &
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B108E R7—2RIER (Status)

FT10E XT7F—2 A5, (Status)

FERDAT —RZREREFEHERERTT D UTDX=IITDOWVTEHRBELET,

AZa1— B
[Dashboard (%< 2 R— REME) J IW—2lE YRATLPMERELTWA YUY —RICDWTHRRT HL YY1 R— RERBHLET,
[System Information (3 X7 LIREEDER) | =B DY AT LERICOVWTERLET,
[Network Information (v b T —21ERDEBER) || IL—2D2y FT—7BRICOVTEEBLET,

239



BI0E R7—2XER (Status)

Dashboard (% < 21 K— FE )

Status > Dashboard X =

2—

By 2R— FEECIE. WAN R— bR VPN DEBRRP ST 1 v VD8R E. ARRD) Y —RZHERTELT,
BIRBICHS Detall) 27 v 92L. KYFARERORTEINET,

Status

=
.

Status » Dashboard

The Traffic Overview, W&N Ports, Bandwidth Usage, WPMs and packet traffic through the router is displayed for sach intsrface,

Dashboard

Traffic Overview aLL v WAN Ports Bandwidth Usage ALL v
10 30
8 22.5
I s 15
4
5 7.5
) ul B S 5
ME &30 645 B0 s 70 ! ? 3 4 "
[EH HTTR 0.53 HTTPS 22.02
A w000 s Dils 0.37 [T stmp 0.00
B vianz 0.00 MBS Other .08
Wigk3 0,00 MBS Total Bandwidth Usage: 22,92 ME
WPHNs CPU Utilization Memory Utilization
1 00
g / a0
e / 200
4
2 00 .
0 o
G53 RO T3 OO0 T3 ' ! 2 3 4
[ S [EH] Used 129,96 [ Free 351.58
[ IPSec Gateway 00 Tunnek Connected [E] Cached 35,54 [EX Buffers 0,00

[ IPSec Client 0/0 Tunnels Connected

[ 550 %PH 041 Tunnels Connected

Total Memory Usage: 481,54 ME

Details

Details

Details

rraffic Information

Traffic LAR AR 1 i A2 AN
Incoming 134742 117445 a 0
Qutgoing 34000 4353 a 0
Dropped Incoming 0 2382 a 0
Dropped Outzoing 0 0 a 0

T N P v B

10-1  Dashboard EE

5H B
Traffic Overview BAVERTTI—ADY—ERBDON S T4 v IBEITDOWTCIZ72ERRLET,
WAN Ports WAN b5 71w oDy MERPEIHCOWT Y T 72RRLE T,

Bandwidth Usage

TWLANIRTLANIZZ ED R Y b T =727 A2 MERENCHEOBAEEZRRLET, 7—2IETHTTPITHTTPSIIDNS]
[SNMPJ G EDT T r—2 2 v —ERABICRRENE T,

VVPNs

B RIVBIEEVPN 2 74 v 71DV TDFv— b ERRLET,

Memory Utilization

AXEDFERARICODVTHRRLET,

CPU Utilization

CPU DFEAXICDODVWTHRRLET,

Traffic Information

BAVRZTIT—ADZ T v UiatEeRm LET,

Active Information

BZMEICMP /b FIREIBEIE VLAN, 707 4 JlaA V2 71— ADERERTLE T,
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BI0E R7—2X1ER (Status)

B Zvah—FOER
2y aR— RICRRT 2EEERIRTCEET,
1. Manage Dashboard) %2 1w LEY,

Status

Status = Dashboard

The Traffic Owerview, WaAN Ports, Bandwidth Usage, WPWz and packet traffic through the router is dizplayed for each interface.
Dashboard

Manage Dashboard

X 10-2 Dashboard BimE
2. LUTFOEET. FBEOD IONJ TOFF] Z&ERLE T,

Manage Dashboard

Traffic Overview WAN Ports

Bandwidth Usage VPN

CPU Utilization Memaory Utilization

alis
alils

10-3  Managed Dashboard [ElH&
3. TONJ lcLzBEAZ v aR— FE@AICRRINE T,
4. TSave] Vv 7/ L., REZBREALET,
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BI0E R7—2XER (Status)

System Information (X 7 LIKEEDEER)

Status > System Information X~ 1 —

Device (7/\1 ZIREDHE)

Status > System Information > Device X — 21—
FEFDREIC DOV TERRLET,

System (A7 L)
AERBDY X7 5D LAN, WAN 72 EDIREEFEER CTEE T,

1. Status > System Information > Device > System 2 JDIBIC A Z1—% 27 1) v o L, LTFOBEEZFRRLET,

Status

Status » System Information » Device » System o Q

All of your Internet and network connection details are displayed on the Device Status page. The firmware version and hardware serial number is also
displayed here.

System Information

General
System Mame DSR-1000AC
Firmware Version 3.14_WwW
Hardware Version Al
Serial Number S37R1F6000013

10-4  System > System % JEmE

EE | oA
General
System Name IW—BREDRRTENE T,
Firmware Version BEERLTVWE 77— L7 7DIN—T 3 VHARRINE T,
Hardware Version N=RITT7N\=TI 3 VHRRENET,
Serial Number ST INESHDRRENET,




BI0E R7—2X1ER (Status)

LAN
REBEDMACT FLAL P77 FLARY V7 AT =2 A5 E LANRREICDWTERRLE T,
1. Status > System Information > Device > LAN # JDIBIC A Z1—% 27 1) vy L. LTFOBEZFRRLET,

Status » System Information » Dewvice » LAM o °

All of wour LAN network connection details are dizplaved on the Dewice Status page.

LAM Information

Descriﬁtiun LAM Info

IAC Address e LT

IPud Address 172,16.1.47 / 255.255.255.0

IPvd Address fel0:: 5608 aff:feT1:be28 [ 64, fecl:: 1 F &4
Status up

DHCP Server Disabled

DHCP Relay Disabled

10-5 Device > LAN %2 JEI®E

WANT1
AEGD WANT R— b DIREICDWNTHRRLET,
1. Status > System Information > Device > WAN1 2 JDJBEICAZ21—& 7 v L, UTOBEEARRTLET,

- = =) \ S T —
Status = : = WP 8 Security £° Maintenance

ALl of wour WANT network connection details are displaved on the Device Status page.
WANT Information

-

MAC Address o s T R

IPwd dddress 0.0,0.0 / 255,266,265.0

IPvts Address £ Prefic

Status DOif N

IPwé Connection Twpe [rynamic 1P (DHCPWE)
IPvé Connection State Mot Vet Connected
MAT (IPvd Onby) Enabled

IPvd Connection Type Dynamic IP [DHCP)
IPvd Connection State Mot Vet Connected
Link State LINK DO

WAk Mode Uze only single port: WAR1
Gateway 0.0.0.0

Primary DNS 0.0.0.0

Secondary DNS 0.0.0.0

10-6  Device > WAN1 &2 JEIHE

[Renew] : RNBEREEHLE T,
lRelease| : 1 A2 —% v MEGREDEHZITVET,
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WAN2
AREURD WAN2 R— F DIREEIC DN TRRLE T,

BicAZa—%270 v L. LMTOBEZRRLET,

1. Status > System Information > Device > WAN2 2 7

&l of vour WANZ network connection details are displayved on the Dewvice Status page.

WANZ Information

Descriﬁtion WANZ [nfo

MAC dhddress Sl IR
IPvd Address 0.0.0.0 / 255.255.255.0
IPut Address

Status DOWN

IPwh Connection Type Dynamic IP (DHCPuwG)
IPwt Connection State Mot et Connected

Prefix Obtained

MAT (IPvd Cnly) Enabled

IPvd Connection Tvpe dhepo

IPv4 Connection State Mot Yet Connected

Link State LINK DCifN

WAN Wode Use anly single port: WAN1
Gateway 0.0.0.0

Primary DNS 0.0.0.0

Secondary DNS 0.0.0.0

10-7  Device > WAN2 2 JEm&

Disable : WAN2 ;R— b EENICLE T,
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WAN3
AEED WAN3 R— b DIRREICDWNTHRRLE T,
1. Status > System Information > Device > WAN3 2 JDJBEICAZ21—%& 7 v L, UTOBEEARRTLET,

&l of vour WAN3 network connection details are displayed on the Dewvice Status page.

WANZ Information

=

MAC Address 00:00:00:00:00:00

IPud Address 0.0.0.0 / 255.255.286.0
IPve Address / Prefix N4

Statug DO

IPv8 Connection Type hAA

IPvE Connection State N4

MAT (IPwd Only) Enabled

|Pvdl Connection Type Mobile Internet

IPvd Connection State Mot Tet Connected
Link State LINE DOWK

WAN Mode Use only single port: Wak1
Gateway 0.0.0.0

Primary DM 0.0.0.0

Secondary DNS 0.0.0.0

10-8  Device > WAN3 %2 JEE

[Disable] : WAN3 R— b Z#MICLE T,
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Wireless (g% v bT7—7)
REROEGERY FT—UREICDODWVWTERRLET,

1.

246

Status > System Information > Device > Wireless 2 7 D)

BIcAZ2—%27) v L. LTOBEZRRILET,

Al of wour wireless network connection details are displayved on the Dewice Status page.

Wireless Lan Information

Cperating Frequency BGHz
fhode AFNIAC-Mixed
Channel 40 - 5.2GHz

Wireless LAN Information for Radio-2

COperating Frequency 2.4GHz
dhode N G-itixed
Channel 6 - 2,437GHz

Available Access Points

DSR-1000AC_1 OPEM MNOME NOME

DSR-1000AC_2 OQPENM MNOME NOME

10-9  Device > Wireless 2 7 Em&
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AllLogs (A%)

Status > System Information > All Logs X — 21—

=B TRELEAT Ay E—V%RRLET, FOTE V—2OREFLIR O TEDONZ A LAR Y TEHITRRENET T, Syslog T —
INRA—IVATHAZEED ) E— FATHEIDREEIND L. CTITRTENSLFTHEL BLRVZEVE— bV 2T7 1 —RAIChEELET,

1. Status > System Information > All Logs DJEIC A Z21—% 7 ) v o L. UTFOBEEAEFRRLET,

7 Status

Status » System Information » All » Current L
ys! Logs 0gs @ Q
This page displays the captured log messages of the router activities.

Current Logs

Facility Level [an v
Category |A|_|_ E|
Severity Level |A|| iE"

List of Current Logs

Show entries [Right click on record to get more options ] | & ]

. T s 5

Mo data available in table

Showing 0 to 0 of 0 entries || First

Clear All Send Logs Export Logs

| Previous || Next » || Last

10-10 Current Logs EIHE
2. UTPomEBEERELET,

HH L

Facility Level OYDEREUTHOSEIRLET,

- [Kernel) : A—2JVESHEDAY TY,

- [System J: 77U —2 a v ERIGEBLAVOMEEE. £iid1=y MEEREICET 2BEEICLAEBICHN
TAHO00TY,

- [Wireless] : 48 (AP) BHEDFRELEMEICRET 207 TY,

- Network J : xv b7 —2VBBEDOY T,

- TVPNJ : Tsslvpn] Topenvpn] lipsec] 7z & VPN BSEDO Y T,

- [Firewall) : 7747 > +—)VEBEDOY TT,

Category FR9HATDAT AV ERELE T,

Severity Level FRTHO70EN) T4 LNVELTFHOSEIRLET,
- TEmergency] | > X7 LIFERAEE

o TAlert] : BNERLIBAE

- [Critical) © 71 7« 73)VIZIRRE

- [Error] 1 TS —JRAE

- [Warning] : ZEEIR8E

- INotification] | IERZAFEAET SHIRRE

- Tinformation] : 1BRA v t—

- Debuggingl : 7/\v T vt —o

3. UFongnhEERTLET,
- [Clear All] - BIBRDIANTDOIY MU AT T LET,
- ISend Logs] : BIEINDTNTDIY b ERBEBHDA—IVZEEIKELET,
- TExport Logs] : BIEIANDTNTDI Y U ETXT 77 A IVERTIT YV AR—FLET,

247



BI0E R7—2XER (Status)

USB Status (USB R 7—#% X)

Status > System Information > USB Status X —a1—
V=R HEHRET B USB 7/ A ADIBERICDVWTIIEEFRRLTVET, Ib—2ICE USB T AP USB A ML —2 7INA X ZBEEEGR CEET,

1. Status > System Information > USB Status DJEICA —21—%7 v o L. U TOBEEZRRLET,

3

W Maintenance

Status = Wi

Status = System Information » USB Status 0 Q

Thiz page displays information about the USE devices connected to the USE port(s).Thiz page will update dynamically to show the status of the USE

devices connected to the router.

USB(s) Status

Description USE Port 1 USE Port 2
Status Disconnected Disconnected
Wendor A it
fodel N M
Type MNA M
Mount Status & M

10-11 USB Status B
2. IFOEELNFKRENET,

HE A
Status B/ O SNne 7N\ A ADREERRLET,
Vendor V=R d B USB 7/ N1 DNV B4 F R LET,
Model V=R THEETT B USB 7 I\A RDETILRAERTLET,
Type IW—ZIE USBT A R RSAT (ARVRT AV Y) TINMA, A V2 =2y FUSBETL (F7RTZR), E£izlZ
USB 7V RICHEE T B4 V2T 1 —AATFR—FLTVET,
Mount Status V=2 T B USB 7\ ADX T > MREEEFRRLE T,
USB Port 1 USB R— k1 |59 27 /\ 1 RICEET BIERARTRLET,
USB Port 2 USBR— F 2 (ST 57 /1 AICETBIEREZRRLET,
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Network Information (% b7 —71EEHRDEHE)

Status > Network Information X = 21—
DHCP =X 7247 > MMEHR® VPN DEFIRRG E. v T — 7 I5ROERETVNE T,

DHCP 75147 DB

Status > Network Information > DHCP Leased Clients X —1—
W—2Zh5IPE)—ALTWETZAT7 DA MERRLET,
X MTIEL T OfEEN B Y £,

c LANU—=XTZA47 > b

« IPV6 U—RTZAT7 > b

« DMZ U —=RT 247> b

LAN Leased Clients (LAN U—X9 147> })

1. Status > Network Information > DHCP Leased Clients > LAN Leased Clients 2 7DJBIC A —2—% 27 v L. UTOEEAERTLET,

D) Status

Status » Network Information » DHCP Leased Clients » LAN Leased Clients

LAN Leased Clients | IPv6 Leased Clients | DMZ Leased Clients

This table displays the list of DHCP clients connected to the LAN DHCP Server and to whom DHCP Server has given leases.|f the LAN is serving DHCP
addresses, this table will show the list of DHCP clients for the router's LAN DHCP server.

LAN Leased Clients List

Shaw 10 E entries [No right click options ] ‘ qQ ‘

No data available in table

Showing 0 to 0 of 0 entries

| First | Previous || Next , || Last
10-12 DHCP Leased Clients > LAN Leased Clients 2 7 &[]
2. PomELFRREINET,
HE B
Host Name BHRLTWB I A7 FORRA MEDRREINE T,
IP Address FHIIP VR MI—HTBIZAT7 2V FDLANIP 7 RLABRETRRENE T,
MAC Addresses REBHDIP T RLAFHERFTDLAN 7547 FDMAC T RLADNERRENET,

IPv6 Leased Clients (IPv6 U—X IS4 7 > k)

1. Status > Network Information > DHCP Leased Clients > IPv6 Leased Clients Z JDJBIC A —2—%#2 v L. UTFoBEEEERERLET,

Status = W

Status » Hetwork Information » DHCP Leased Clients » IPv6 Leased Clients o e

LAN Leased Clients

sed Clients

Thiz table displays the list of DHCPwé clients connected to the LAN DHCPwé Server and to whom DHCPwé Server has given leases.If the LAN iz serving
DHCPYE addresses, this table will show the list of DHCPwS clients for the router's LAN DHCPwé server.

IPvé Leased Clients List

Show entries  [Mo right click options ] o, |

| IP Address 8]

LuIL & | |AID &
Mo data available in table

Showing 0 to 0 of 0 entHes

10-13 DHCP Leased Clients > IPv6 Leased Clients 4 7' &I
2. UTOEBEAIAFRRENET,

|| First | Presious | Mext || Last 4

HH i

IP Address FHRIP UAM—HT 2751472 bDLANIPVE 7 L ANKRRENE T,

DUID BRIEBHD IPV6 7 KL AFMZFED LAN 7 27> @D DUID (DHCP Unique Identifier) HFRRENE T,

NN

IAID RIEBHD IPV6 7 KL AFHZFED LAN 7 547> D IAID (Identity Association Identifier) ANFRRENE T,
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DMZ Leased Clients (DMZ 'V —X9 5147 > )

1. Status > Network Information > DHCP Leased Clients > DMZ Leased Clients Z 7DIBIC A =2 —% 27 vy L. U TFOBEmARTLET,

Status

Status » HMetwork Information » DHCP Leased Clients » DMZ Leased Clients

90

LAN Leased Clients | IPvé Leased Clients | D#MZ Leased Clients

Thiz table displays the list of DHCP clients connected to the DMZ DHCP Server and to whom DHCP Server has given leases.If the LAN iz serving DHCP
addresses, this table will show the list of DHCP clients for the router's DAV DHCP server.

D7 Leased Clients List

Shou entries  [Mo right click options ]

| IP Address

2] | MAC Address

Mo data available in table

Showing 0 to 0 of 0 entries
10-14 DHCP Leased Clients > DMZ Leased Clients 2 JEE
2. LIFOEEHINFREINET,

|.] First | Presious || Mext » | Last g

HE s
IP Address FHIIP VX MC—ET Z2RA D LANIP 7 FLAAFRENE T,
MAC Address EREHDIP T FLADFMERFD LAN KA D MAC T RLAHRRENE T,

CaptivePortal Sessions (F¥+ 771 7 R—ZIbt v 3 v DBE)

Status > Network Information > CaptivePortal Sessions X — 1 —
FrTTATR=2)y Y a3V TDRHRERRLET,

1. Status > Network Information > CaptivePortal Sessions DIEICAZ1—& 7 v o L. UTOBEEEZFRRLET,

Status =

Status » Hetwork Information » CaptivePortal Sessions

Use thiz page to monitor the runtime authentication sessions that are active on your router

Captive Portal Sessions List

Shnw entries [Right click on record to get more options |

| User Mame

9, |

& IP Address

Mo data available in table

Showing 0 to 0 of 0 entries |.] First | Previous || Mext » || Last ;|

10-15 CaptivePortal Sessions [E|H

2. KPOBEEAFRTRENET,

1HH B!
User Name Fv T TR=2VCOTA RO I—FEHARREINE T,
IP Address v ST TR=2cO7 4 >FDI—HDIP 7 RLADERRENET,

Fv T TR=ZIyarvI NI ERZ )y L. UTDT7 7 30 ERTIBHIENTEEY,
[Block): A—H&&IP7 RLRETOY Y LET,
Disconnect] : #IRLIcI—FDIEEDL Y 3 v EHIBRLET,
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Active Sessions (779 7«1 71w 3 vnDER)

Status > Network Information > Active Sessions X — 1 —
TIOT47vyavTlE. W—R2DT7AT 04— IUEHDT 77« TlxA V2 —%y by 3 vIcdWT, UTOEEDEREFRRLET,
[Source : F{ETT
[Destination ] : 585%
lProtocol] : 00 k)b
[State] : IREE

1. Status > Network Information > Active Sessions DJBIC A= 1—%7 ) v L. U TOBEmERRLET,

€ Status

Status » Network Information » Active Sessions o °

Use this page to monitor the sessions that are active on your router.

Active Sessions List

5huw| 10 Bienm'es. [No right click options] | aQ
§gu ree ;; Dgitinqtggg Protocol 9| Sta
192.168.0.100:14145 192.168.0.1:53 udp none
192.168.0.100:21298 192.168.0.1:53 udp none
192.168.0.100:26024 152.168.0.1:53 udp nene
192.168.0.100:2904 192.168.0.1:53 udp none
192.168.0.100:30591 192.168.0.1:53 udp none
192.168.10.1:67 192.168.10.100:68 udp none
Showing 1 to 6 of 6 entries || First || .| Previous | 1 | Mext , || Last ,

10-16 Active Sessions B

Active VPNs (VPN € v < 3 V DEER)

Status > Network Information > Active VPNs X = 1—
V=2 D VPN BRI T B2 RT—2 R (&G /HE) ICDOVWTERR BBELET, 7V 71 TR VPNERD T 7w VP > RIVIRREICD
WCURAMELTWVWEY, T 70 v 2DV b RV DEZE/INT v FDREHREB TR TINET,

KTIBDVWPNLEY Y I VORBFZUTOZ THHHERLET,

-« IPSec SAs

-« SSL VPN Connections

- PPTP Connections

+ Open VPN Connections
« L2TP VPN Connections
« GRE Tunnel Sessions

IPSec SAs

1. Status > Network Information > Active VPNs > IPSecSAs R T DJBIC A =2 —%2 1w L, UTFOBEmEERRLED,

Status » HNetwork Information » Active VPNs » [Psec SAs 0 °

| Connections | Connections | Open \ Connections | GRE Tunnel Status

This page lists current established |Psec Security &ssociations.

Active |[P5Sec SAs List

Show entries [Right click on record to get more options ] | a, |

Paolicy Mame Endpoint & | tx [KB tx [Packets State

Mo data available in table

Showing 0 to 0 of O entries |} First | Previous || Mext » || Last |

10-17 Active VPNs > IPsec SAs 2 7@
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SSL VPN Connections

1. Status > Network Information > Active VPNs > SSL VPN Connections Z 7DJEIC A —a—% 7 vy L. UTFOEEER-LET,

onnections | GRE Tunnel

Thiz page lists current established 550 WPN tunnels,

Active 55L VPN Connections

Shnw entries  [Right click on record to get maore options ] |

e, |
| User Name Ol IP Address 6)_| Local PRP Interface & | Peer PPP Interface

el Connect Status & |

Mo data available in table

Showing O to 0 of 0 entries |.J First | Prevous || Mext 5 | Last

10-18 Active VPNs > SSL VPN Connections % ~EIE

PPTP VPN Connections

1. Status > Network Information > Active VPNs > PPTP VPN Connections Z 7 0]

BlicAZa—%70v oL, LMTOBEEZRRILET,

Status » Metwork Information » Active VPNs » PPTP YPN Connections

GRE Tunne

This page lists current established PPTP WPHN tunnels.

Active PPTP ¥PMN Connections

Shnw entries [Right click on record to get more options |

|
l Connection Status G|
Dizconnected
Showing 1to 1 of 1 entries |.J First || ] Previous | 1 | Mext » || Last 4|

10-19 Active VPNs > PPTP VPN Connections 4 7 EI&

Open VPN Connections

1. Status > Network Information > Active VPNs > Open VPN Connections 2 7DJEICA =1 —%& 27 ) v L. U TFTOEEERR-LET,

Status = M ark, ¢ay PN

Cao g2 Security £ Mair

The table lists all the available Active Open'PN Connections in the system.

Active CpenWPN Connections

Show entries [Mo right click options ] |

2, |
I Common Mame & | Client |P

SJ E%tes Received @J Bytes Sent 6]
Mo data available in table

Showing 0 to 0 of 0 entries | First || .} Previous || Mext || Last ]

10-20 Active VPNs > OpenVPN Connections 2 /I
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L2TP VPN Connections

1. Status > Network Information > Active VPNs > L2TP VPN Connections 2 7DJBIC A =2 —%2 1) w7 L. UTFOBE@EmEERRLE T,

Status » MNetwork Information = Active VPNs » L2TP VPN Connections

Open ¥PN Con E Tunnel

Thiz page listz current established L2TP WPN tunnels.

Active LZTP WPN Connections

u

Disconnected

entries [Right click on recard to get more options ] |

Showding 1 to 1 of 1 entries | First | Presvious | 1 | Mext || Last

10-21 Active VPNs > L2TP VPN Connections 2 7 EI&

GRE Tunnel Status

1. Status > Network Information > Active VPNs > GRE Tunnel Status Z 7DJBICA —a—% 7 ) v o L. UTFOBEEAEER-LE T,

Status » Hetwork Information » Active VPHs » GRE Tunnel Status

Thiz page lists current GRE tunnels,

Active GRE Tunnels

Shou entries  [Mo right click options ] |

Tunnel Mame Local IP

a, |

Remote P Status
No data available in table

Showing O to 0 of 0 entries |} First | Previous || Mext » | Last

10-22 Active VPNs > GRE Tunnel Status % 7 EIH&
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Interfaces Statistics (€ >2 7 = — XD

Status > Network Information > Interfaces Statistics X = 1 —

LAN. VLAN BEUWLAN 4 >R 7 =BT D/ MEBRERRLE T,
1. Status > Network Information > Interfaces Statistics DIBIC A —1—%2 v 7 L. UTFOBE@mERTLET,

Status = Network

The profiled and packet traffic through the router is displayed for each interface,

Interfaces Statistics

LAN

Description Lan AN WANZL,OMZ WAN3,

Incaming Packets 17151 0 0 0
Outgoing Packets 14687 0 o 0
Dropped In Packats o o o o
Dropped Out Packets 0 0 0 0
VLAN
Show | 10 [w]lentries  [Mo right click options | a
LAN1O 0 (] 0 [
Showing 1 to 1 of 1 entries Flest Provious Noxt , || Last ,

WLAN

T e B S i

Transmitted
Recabvad
Transmit Dropped
Receive Dropped
Transmit Errers

Racalve Errors

Active Info

(] o
(1] o
2505 2505
0 o
] MIA
(1] MiA

ICMP Received
Active VPH Tunnels
Available VLANS

Active Interfaces

10-23 Interfaces Statistics B

2. FOEEARTENET,

BH

B

LAN

Incoming Packets

K MANTS P/ MDERRENE T,

Outgoing Packets

R M D SHAT BV FEDRTENE T,

Dropped In Packets

AVRTT=ADAVI\T Y KA TREENT/NT Y hHARRENE T,

Dropped Out Packets AVRTIT—=ADT T MDY FARTHEEIN/N\ Y FHARREINE T,
VLAN
Port VLAN IS5 T B R — b EBHRREINE T,

Incoming Packet

R—MIATT 2PNy MIOFRRENE T,

Outgoing Packet

= FDSHAT B/ Y FEARTENET,

Dropped In Packet

AVZTIT—ADAVINT Y RAATHRES N/ Y hHARTRENE T,

Dropped Out Packet

AVBTT=ADT I NNND Y RABTHRESN/ Ty MHIRTENE T,

WLAN

Transmitted

IW—BDEBRICHBITNCDT T ARA Y MHREELT/ Ty FEDBRRENE T,

Received

=B DEBTCHZDITNTDT I EARA Y bHRIELT/NT Y MEIDRTRENET,

Transmit Dropped

=2 DEBTICHDTNTDT 7 EARA Y bHREL. WEESNIR/ AT Y MEIDRTRENET,

Receive Dropped

Transmit Errors

IV—BDEBRCHDINTCDT I LARAY MHEEL. TS—DRELR/ VY MIBRRENET,

Receive Errors

|
=
=
IW—B2DEBTCHHTNTDT IV LARAY bHRE L. WEINH/ T v MIDRRENEK T,
=
e

IW—BDEBRCHDINTCDT TCARAY IHRMEL. TS—DRELH/ VY MIBRRENE T,




BI0E R7—2X1ER (Status)

BE | o
Active Info
ICMP Received A VBT T—ATRIELILICMP /7y F DRBEARTEINET,
Active VPN Tunnels WEDT VT4 THEVPN bty s 3 VEARREINE T,
Available VLAN WEDT VT« TIHEEHVIAN 4 V27 1 —AEAERRENE T,
Active Interfaces WA V2T T —ADEHPERTENET,

Wireless Clients (&2 54 77> b DEER)

Status > Network Information > Wireless Clients X =1 —

AP (CIERT T BV AT MTDWTERRLET, B 2177 MEMACT RLAILE2TY— FEN. WIST D AP NDOEFGEREY, &) >~
T TERENZ LT 1) T A INSGA=ZBERREINE T, #HetT—TIbicld. R=IDBEFHFENACICEFOT—2ERRCEDLDICT2EF
FEHEEND Y £, BEFHIE 0B TLIThNE T,

AIEH(F DSR-1000AC TOHIHRTINE T,

Status > Network Information > Wireless Clients DJEICA Z1—%7 ) v L. LUTFOEBEERRILET,

Status

Status » HNetwork Information » Wireless Clients o o
N

This list identifies the wireless clients (or stations) currently connected to the Access Points configured and enabled on this device.

Wireless Clients

Shuw‘ 10 E entries [No right click options ] ‘ Q ‘

Nao data available in table

Shawing 0 to 0 of 0 entries | First || | Previous || Mext , || Last ,|

10-24 Wireless Clients [B]H

Wireless Statistics (SE{RODEHEER)

Status > Network Information > Wireless Statistics X =1 —

REE TR, BMEENET 7 EARAY MEDWT, ST 0 v It RRLET, SERU VI TCEEINS ST v IV BEHRT AT
EDTERY, EREEHEIE VAP DRESHRELTVSIHE. AEE TS 74 v VD VAP RETEREIN TV DL E DD EMHRLE T,

AIEEIE DSR-1000AC CHOIHRTENEK T,

1. Status > Network Information > Wireless Statistics DJEICA —a1—%2 v L. UTFOBEEERRLET,

Status

Status » Network Information » Wireless Statistics o o

Wireless traffic statistics for all configured access points are displayed in this table. The receive (Rx) and transmit (Tx) data is shown per configured
AP.

Wireless Statistics
Shﬂw| 10 E entries  [No right click options ] | Q ‘

ap1 5 Ghz 0 0 0 ] 0 0 0 0

aph 2.4Ghz 0 0 0 0 0 0 0 250

Shawing 1 to 2 of 2 entries | First | | Previous | 1 | Next , || Last 4|

10-25 Wireless Statistics B/
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BI0E R7—2XER (Status)

Device Statistics (7/\1 R#KEHER)

Status > Network Information > Device Statistics X =1 —

FEURBDOYIRR— + DERZERABERERTLET,

BAVA2T7T—X (WANT, WAN2/DMZ, LAN, BLU VLAN) (Zid, BERDHICTRHENTLV S, R—FEED/ V7w FLNIVERDSH Y £7,
EE/RENTY FOR— FOER BLURE/ZEAADRBE/ A b/ BDR— FDBEREE EBICEA V2T T —RAITREENE T, BiR—
MEEN G2 EBON2HBEIE. COXREBRL. 7Y 214 LERIFR— FOERELANIVOBEEZET LT REL,

MELT—7IVIIE. BEDNEFENSLOICEHNDT —22HRRCEDLDICT 2BHEHEENHVE T, BEFHMI 10T LITONET,

1. Status > Network Information > Device Statistics DIBIC A —a2—% 271 v o7 L. UTFOBEEAHR-LET,

Status
Status » Network Information » Device Statistics
L)

This page shows the Rx/Tx packet and byte count for all the system interfaces. It also shows the up time for all the interfaces.
Device Statistics

Show entries [No right click options ] ‘ a, |

Configurable Port (WAN) 0 0 0 0 0 Mot Yet Available

Dedicated WAN 0 0 0 0 0 Mot Yet Available

LAN 667 736 0 0 33 0 Days 00:05:06

Showing 1 to 3 of 3 entries

|| First | Previous | 1 | Next , || Last ,|

10-26 Device Statistics B

LAN Clients (LAN 2547 })

Status > Network Information > LAN Clients X =1 —

JU—ZITEHRTT B LAN 75 A4 7> b & LAN A Ay FHREBD ARP AF v+ I K> THBILET,
BHEINTZ LAN R X M D NetBIOS 24 (RIARIBECHBHBE). P 7 FLA. BLUMACT FLRAAFRRLET,

1. Status > Network Information > LAN Clients DJBEIC A —a—% 2 v o L. ULTFOEEERRLET,

Status

Status » Network Information » LAN Clients

@

(!

This page displays a list of LAN clients connected to the router.

LAN Clients List

Show entries [No right click options ] | Q, ‘

192.168.10.10 o M Static

Showing 1 to 1 of 1 entries |l First || | Previous | 1 | Next , || Last

10-27 LAN Clients @
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BI0E R7—2X1ER (Status)

Session Limiting Status (v 3 V§IPRR7—%2 X)

Status > Network Information > Session Limiting Status X Z1—

LYY AVHRDAT — 2 ADNFRENET,

1. Status > Network Information > Session Limiting Status DJBIc A —2—% 7 v 7 L. UTOBEEEZRRLET,

Status

Status » Network Information » Session Limiting Status o °
N N

Use this page to monitor the runtime authentication or current sessions that are active on particular session limiting Profile with total Sessions
Configured in the Profile with Profile Name and Source.

Session Limiting Status

Show entries [Right click on record to get more options ] | aQ ‘

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next , || Last ,|

10-28 Session Limiting Status EI
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BNE bIIIWVa—TaV7

BNE IV —-TFTaVT
ARRDBFEIC 15T ILHSE LI, KA CSRCREL
12 2—2y MaEk

fEIR :

CEAD LAN ED PCHSIL—2D Web FBEA VR T T—RICT VA TERL,
B HERENBRME:

1. PCEIV—ZRBDA—H 2y bEGEFT v LTLIEEN

2. THEADPCOIPT RLANIV—REBLEY TRy MIHE T EZRRBLTLIREN, #HEREEINDT FLAEBEDERRZFEALTWSIFE. &
RO PCOT FLRIE 1192.168.10.2 - 192.168.10.254] OEHEICT H2LEHH KT,

3. PCOIPTRLRZFT v LTLEEW, PCH DHCP U —/NICERETERZWSE. Windows & Mac 0S DL DHD/N\—=2 3 > TIEIP 77 K
LAZE LT, BIWETTVWEY, INbDBEEEMT |\°l/7\ & 1169.254xx] DFEHEICHVE T, IP7 FLANCDEEICHZHE. PC
DT T7AT I F—IVETDEREF Ty LT PCEBRESHLTIZED

4, CHERDOIL—2DIPT FLAZEBLIE. IP7 FLAZR 7(171 E W=D T4 L= a v ETHBEFEREREIC LY LT
KlEEW (UEy ek, 774’7'7#—”/0) P77 RLRABH 192, 68.101 ICREENE ),

5. IBHEEREIC Ly FLTaAV T L— a3 rERWNeKBWNEE. /1Ty FAZw 77— (Ethereal &) ZFER LT, IL—2DHBR
FESIOXEIN/NT Y b EF v TF v LTLIEEL, ARP (Address Resolution Protocol) /3w k&R T, IL—FZDLAN A V2T T —RA 7
NLUADMEBEAERDITET,

6. JoUHEEHIL.Java.JavaScript. £cld ActiveX BESH T % & t%EE%ﬁ LT fe& W Internet Explorer A L TWAHBE [EHIE T Y
LT Java7 7Ly bHAA—RENTWA T EZRERLTIEEY, 7209 EHALCT. BEERHLET,

7. ELLAOJAVERERBLTVS I EEHBRBL TS Ii%HjﬁE%UDJ—*f%&/fXT— FO#ERMEIL Tadmin) TY, CDIERZEAN
3'%)5% rCAPS LOCKJ 75\?7T375%L_&7<?5Em L/?< 71

fEWR :
IW=BH AV T4 T L— 3 VOREERE LIEL,
B HREENBIRME:

1. AYT740L—2YavBEEANTZHE. BIDOAZ 1 —Keld 2 7ICBITT BR0IC [Save] 27U v 7 LTLIZEWD
Save] 27 U v o LIEWSE, ToEEIRIODNET,

2. TJIUYT IEH) £ad TUA—F] #2270y LTLIEEY, ZEBRMTONERIGEEN GV EIHN. 7o 0Hidawa>y 747 —r 3>
EERryaLTVWaEHE LNERA.

FEIK :

IW—B2HRA v r—20y MTT 2 ATERL,

B EZ5Nn5EHA:

BAFZvIIPT7 RLAEFERLTWSEBE, TEBRDIV—2DNISPICIP 7 FLRAEER L TWEWEREEDN DY £,

W HEREINDERE:

1. 720U%EEHLT. www.googlecom xEDNERH 1 MMIEFHLTLEEL,

2. Thttps//192.168.101 ) T 7AT7 04— )VAV T4 T L= 3 VDAA VA Z 21— 77 2ALTLZEN

3. RT7T—ZRBETIP7 KL XA WAN KR— I\Liﬁﬁ‘éﬂTb\%Zt%Eﬁwa< £EW, 10000) BRENDZHZE. 77147 T4 —IVETHR
HKDISP DS P77 FLAZEEL TWEEA, ROERZESRLTILEL



BNE bSIIWa—TaV7

ER
IW=BBISP S IP 7 KL REBRISTERELY,

B HERENDRME:
1. 7—7JIVEIEADSL ET LDERES 7ICLET,

2. IW—BROEREFTICLETY,

3. S5HOBICT—TIVEE ADSL ET LDOBREBEAF VICLET,

4. ETLDLEDA ISPICBERBLIEI LERLIE W—2DBREBEF VICLET, IL—2DERISP DT FLAZEISTELGWVEA.
ROFERESBLTIEL,

EWR :

IW=BZBERISPHS IP 7 FLREEIGETERERL,

B HEETNDEE:

1. OJA4>70I5LZREETEHHESH ISP ICEVEDE TLIEEL, - PPPover Ethernet (PPPoE) E7zldtthdn /1> %14~
A4 > 70725 LOWERGE. RELEATAVZENAT—FNELWT EZRRL TIIZEL,

CHEADPCORA MEZF TV I TBHHESH ISP ICEVEDETIREL,

F v I THhNBEE. Network Configuration > WAN Settings > Ethernet ISP Settings 3R L T. 7H7 > b&AEISPDT AT ~D PC

RAPBICRELET,

5 TEADA—HYX v FMACT FLADMEREE N, BRI SNE MAC 7 RLR 1 DIREITHA V2 —%w MMTERTEZDOHNE SH ISP ICEVWED
BTLIREL,

6. MACT RLZXDIEEEDMTONDIBE. LR Y FT—0 T N\A AZBEBA LT L& ISP ICHISET. 7747 04—ILD MACT FL X% 1E

BIBEDITHEL TIEEL,

7. F7zlE. Network Configuration > WAN Settings > Ethernet ISP Settings Z 3R L T, JL—2ZHOTHERD PC D MAC 7 RLXITEUKh B K5
ICERELTLIZEL,

> wnN

fER
V=2 IP 7 FLREEGTESH, PCTA Y a—%y pR—I%O— FTERL,
BRI NDIRME:

1. 8BEDRAAMYR=LY AT L (DNS) FT—/AD7 FL A% ISP ICEWEDETLREL, PCHZNSDT FLAZRHT 5L DICREL TS
EEWV, ELCE ARXL—T A VI VAT LD RF 1AV M EBBLTIZEL,

2. CTERADPCTIL—EZHTCP/IPTF— DA EEDELDICRELET,

259



260

BNE bIIIWVa—TaV7

B {3 & Bhg

FEIR :
FRENDBMH. January 1,1970 (1970 1B 1 B) TH 5.

B EZ5N5RA:
IW—=REERRY b T—=7 24 LT —/N (NTS) NOBREICHIIL TWEH A,

B HREINDIRME:
1. IW—2HEHFHELIEDNY THDEE. 5 DU EFE>THS Maintenance > Administration > Date and Time X =1 — CH{#RERE L TLEEL,

2. AVB=—RY TV AREEERLTLIEEL,

fiEIK
BN 1 BEENTVWET,

B EZ5N5EHA:
=2 IFBEHMICH < —42 A L (DST:Daylight Savings Time) DFEEE LEH A,

B HRINDRE:

1. Maintenance > Administration > Dateand Time X —a21—%%7 1) w27 L&,

2.
3.

[Daylight Saving] % TONJ Z7zl& [OFFJ (CLE T,
[Savel #0 )wv o L, BEZBERALET,

LAN ¥#itEZ= 7 R b9 58I Ping 7%

ZLDTCPAP AR T INA RET 7AT T4 —)UICiE ping I—7 « U7« PMEHL->TEHY . ICMP TOA—U T TR M FEIEE LTe7/ 1 XIT
KETHIENTERT, T/ A RAEIA—VTSATIELEY, SEADPCEET—IVAT—3 > Tping =7+ T+ ZFERAT 2T &
ICK>TL TCP/AP 2w T — 0 DREZERENIERICEHEICHZIET,

TEADPCHSIV—2ETDOLANNNAZTA TS

1.

2
3.
4

PC @ Windows Y —)UIN\—h" 5 TRZ2— K] >TT7 74 )&2%I8E L TRIT) AFRL. Tamd) AN LT Enter F+—% L £,
IR RTIOVT T Tping<IP 7 RLR >) ER2ATLTLEEWN, <P7 RLR>IEIV—2DIPT7 RLATY, fl:ping 192.168.10.1
Enter ¥—%Z# L X7,

RTREEZRTS:

« NZADFELTWBIGZE. LTFDA v =TT —F 2V ABKRRENE T,
Pinging <IP 77 K L' & > with 32 bytes of data
Reply from <IP 77 K L X > : bytes=32 time=NN ms TTL=xxx

< INZADFELTWVGEWEE. UTDOA Y —IY = Y ARRRENE T,
Pinging <IP 77 K L' & > with 32 bytes of data Request timed out

ISZADEEL TWEWNEE. PC LIV—R2BEDYRE T ZE T A F LTLREW,
« LANR—h LEDASEIT LTWBGE. [ Z8RLTIIREW,

c WRTBDUYIDLED D, D=V RT—=2 3> ET7AT I+ —UTERT B2y b T—0 4227 1—AA— REXU/NTR—MIDW
TELERITLTWB T &R L TLIREL,

INADERBELTWEWEE, Ry b=/ DAY T4 L—2 3T AR LTLZEN,
s ARV MA—FDORSANYTITDZTETCP/IPY T T ZTHPCICA VA R—IVENT, BREZH CHBHEEMHER L TLITEL,

- =B EPCOIPT RLABELL BLY TRy MIHBT LERRLTIREL,



BNE bSIIWa—TaV7

CERADPCHSVE—FTNARAETDLAN NRZTA TS

1. PCD Windows 'V —)LIN\—H'5, TRZ—K] > [T774)V2EEELTEIT) B&IRL. cmdl ZASILT Enter +—E#HLE T,

2. ORYRTOYTZET Tpingn10<IP 7 FLR > EAFILTLIEEWL, T-n10) &K 10EITS T EARL. <P 7 FLR > ETEID ISP
DDNS H—/\IxEVUE—FTNAZADIP 7 RLRATY, H:ping-n1010.1.1.1

3. EnterF—%ZHLTC. RRZEZAZLEY., EROFIEZSRLTILEL,)
4. NADEEL TV EWBE, UTZHERL TEEL,
c PCIETTATIA—IDIP T RLABT T7HIV T — b DI ELTHREENTWAEDZEF T Y7 LTLLEEL, (PCOD IPE&RED DHCP
ICEDTEIYHTONTWAIZE, COBRIEPCORY FT—7 a2 bO—JW/IRIVTRSTLIFTEZEA,)
s PCORY RT—0 (BTRYB) T7RLADBUE- T INARADRY bT—=0 7 FLAERGZEAHT L =R L T IEEL,
< T=TIVERIE DSL ET LOMEERIEN T, MEEL TV BT EZHERRL TS EEL,
o OfEAD PCICRA PBEEN BTIDESD ISP ITEVEDE T IIELY,

RARBHEY BTE5NTLSIEE. Network Configuration > WAN Settings > Ethernet ISP Settings %2R L C. ZDHRI &% ISP D77
ATV EEELTATILTLEEL,

- EDPCOA—TZy b MACT FLALNDEBR ENSMERNE DD % ISP ITHVEDE T EEL,
TO—=FRN\YFDISP DZLIE. I—THFIHETL 70— RN\ RETLICBITE MACT RLADSD ST 1 v U RidE#HRI T2 LIk > T,

TORAZHRLE T, ISPICLOTE. ESICZTDET LICERT 2/HED PCOMACT RLAILNTH7 7t AZHBLE T,
ZTOEIBTEHBBIE. T7A7 04— )bV O—VICRET 5D\ BN PCHSD MACT FLRITEYRDHE LI LTIREL,

TIZHERSREND) Y
THHAROTY 71 FL— 3 VREEETT Bl UFOLTIDOFIBERHELET.

1. 7HAODYMDINAT—REIP T RLAZTELCTIN?
- Ao TWLW3IFE. Maintenance > Firmware & Config > Soft Reboot %33R L. Default] #21)v o L&Y,

- ASHEWEE. UTOFIEZ{TO>TIIREL,

W—2OEBE/NRIVT, ULy bR2VEIOMEERLEITE T, 2TCDOLED Z4 ORI L. SRLIESR2VEBELT. IL—2D08
BT 20ZERF>TIIREL,

2. Jb—AHLEFNICHEER LEWVNES. FEITERIZITV. THREZEMCL TIEEL,
3. V749 —arvArR27x—R%E & Reset] o TIBERRFREICETT LR, UTORENBERINE T,

=S| RIE
LANIP 77 KL X 192.168.10.1
d—%4% admin
INAT—R admin
LAN @ DHCP #—/N enabled
WAN R— FERE DHCP 2B CaREZ HUS
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(NE=

ez

[fFe% Al FAEEAZER

FAEE B

ARP Address Resolution Protocol, IP 77 RL A& MAC 77 RLRICR Y 795 70—R++ X O Md)b,

CHAP Challenge-Handshake Authentication Protocol, ISP |3t L C1—H%REET 47D 70 ~ )b,

DDNS Dynamic DNS, U7 VA A LTCRAA VREBH T DV AT e RAAVEDRRZAFTZI VI IPT7 RLAZFEDT/INA XICEIWH
ToNETd,

DHCP Dynamic Host Configuration Protocol, IRA MNP 7 RL R ZERE S LG GBI RLAZBNEBETES L DICE 1Ty
JITIP 7 RLAZBYETCA 7O )b,

DNS Domain Name System, H323ID. URL. F/zldgA—)LIDZ IP 7 FLAICET H AN, Flee VE—MF—FF—/\D
BRAEDITBDZME LT, PT7 RLAZEE R AA VDR MRITR Y T 5HITEREINE T,

FQDN FQDN (2B K XA >4), RA MR EZILTEME B A A 2%, fl:serverAcompanyA.com

FTP File Transfer Protocol, v N7 —2 ./ — KRBT 71 /V%E&EXT 370 )b,

HTTP Hypertext Transfer Protocol, 7 7 A )LV DERED fzsbHIT Web 75 74 & Web *7“—/\\ ICERETNS 7O M),

IKE Internet Key Exchange, VPN k> X)L Z185T 2BRDORT, ISAKMP TR 2(CBES{LRZETIHT H5E— 1,

IPSec IP security, 7—2 A MU—LICHTS PNy bDIREE. £zIEEES1EL LJ:’D? VPN b2 2JVEARFES B 7O )bty b,
IPSec &, Ttransport] E— K (7w bAYEATIEGL RAO— FEES{ETS) £lzld Tunnel) E—F (RqOo—rF&/Twy
by A OWAEESIET D) ODWITNHOTEMELE T,

ISAKMP Internet Key Exchange Security Protocol, - >&2—%wv T+ a1 7o iEGLBSHEAZMIITA 70N/,

ISP Internet service provider (« >&2—%w b F—EXTO/NA4),

MAC Address | Media-access-control address, % T —20 727 ZICEINHTENTWVWDEEDYET FL ZAFH5F

MTU Maximum transmission unit, BRI EG IR EAREWNNT v b A XU R o A= %y FOMTUIE1500/\A1 bD/NTw ST,

NAT Network Address Translation, V=2 KcldT7 747 U4 —)VEBET 2/V7y bELTIP 7 FURXZEEMZ 203, NAT I,
LAN DT — b D T AJb—RICHFBE—D/)NT w7 IPT7 RLAZEFERLT. LAN EOBEBRA MDA 2=y MIT 7R
TAHDEAREICLET,

NetBIOS T7AIWHE, TUVEHEB AvtE—I2 7 FBEE BRURLFRRDIZHD< A2 0OV 7 bd Windows 70 ~ )b,

NTP Network Time Protocol, 7 E w7 AZELTHENTWVWBIL—E2EZ Y NT—JICHT2E—Dr Oy 7ICEEEE2 70 ~
)b

PAP Password Authentication Protocol, 'JE— 77X Y —/\EzlL ISP I L CA—TAERAY B0 0 kDb,

PPPoE Point-to-Point Protocol over Ethernet, ISP AN IP 77 KL ADE|Y HTEBETHZ EGCRA DR Y bT—7% ISP ITHH#d 5
feH&OTO M),

PPTP Point-to-Point Tunneling Protocol, 1 >%2—xv b EDUE— 7 AT > bHSTSAN— b —N\ETOREE T — 2 rik
DT VPN ZERR T 270 )b,

RADIUS Remote Authentication Dial-In User Service, JE— FI—YREEET ATV T4 > I DfedDTO M)V A—HHE/INXT—
FOEREEZRHELET,

RSA Rivest-Shamir-Adleman, B8 BES1L77/L 31 X s,

TCP Transmission Control Protocol, 1S81% & NEFE Y DEMEZRIELTc1 > 22—y MCHBIFEH7—2FED7D )b,

UDP User Data Protocol, (S8 & JBFEY DEMEARIIL TICA V2 —X v MBI B T—2%5FE9 570 )b,

VPN Virtual private network, 85253y b T7—VBD NS T4 v I IRNTEREBENT B EICED>T P STy obT ) vy
BTICP/IP 2y D — 0 HBRE|GEB T AT EARBEE T B Y FT—0, IP LNV TLEREZBES(LT B bR VT %
BRALET,

WINS Windows Internet Name Service, ZBIFRADIZHDT—ER, RixZHIPF TRy DU A7 > bHTO— FFv X M EEEY
TS, AA T IV IIET7 FLADERR. BEDER. PRURY N T—TIDT O XEFTOTENTEEXT,

XAUTH IKE Extended Authentication, IKE 7’0 k JLICEDWNT (KEAGREEY B) 7/\A A2 Tlda <. 2—HY&RAT DA, 1
YEREEE 7/ \ 1 AFREL#E & IPSec X O I — 3 VENICRITINE T,
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(NE=3

[f48% B] TiZHMHERGRE

FERe HEA #IEAME
TINARATA IRy m N URL https://192.168.10.1
d—Y% (KENFERHY) admin
OJAYINAT— R (KXFNFERH ) admin
AR —xy b WAN MAC 77 KL X WER7 B L A% {EF
WAN MTU 1 X 1500
R— NEE Auto Sense
O—A/TU 7%y bT—=2 (LAN) [IP77 FLX 192.168.10.1
Pva 72w FRY 255.255.255.0
RP7sLoay L
RIP/N—2 3> E:igY)
RIP 533 EiigY)
DHCP #—/\ ax
DHCP R IP 77 R LR 192.168.10.2
DHCP#& T IP 77 R LR 192.168.10.100
BALT—> GMT
VRS EEN EiigY)
SNMP EiigY)
JE—FEBEE E:igY)
T7AT A=) AVBR=2y EHSDA > INT Y RiEfE ) (HTTP 80 HFAR— b &PR<)
AVBR=2y bANDT T NI REE B (TR0
XETT MAC 7 1 L& LS|
ATIWAE—F B

(B C] R—bT+T—FT1VT,ET 7470+ —IVEREICHATTREREY—EX

ANY ICMP-TYPE-8 RLOGIN

AIM ICMP-TYPE-9 RTELNET

BGP ICMP-TYPE-10 RTSP:TCP
BOOTP_CLIENT ICMP-TYPE-11 RTSP:UDP
BOOTP_SERVER ICMP-TYPE-13 SFTP
CU-SEEME:UDP ICQ SMTP
CU-SEEME:TCP IMAP2 SNMP:TCP
DNS:UDP IMAP3 SNMP:UDP
DNS:TCP IRC SNMP-TRAPS:TCP
FINGER NEWS SNMP-TRAPS:UDP
FTP NFS SQL-NET

HTTP NNTP SSH:TCP

HTTPS PING SSH:UDP
ICMP-TYPE-3 POP3 STRMWORKS
ICMP-TYPE-4 PPTP TACACS
ICMP-TYPE-5 RCMD TELNET
ICMP-TYPE-6 REAL-AUDIO TFTP
ICMP-TYPE-7 REXEC VDOLIVE
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(NE=

(488 D] OJ Xy -2

B 77074 :VATL (RYy b T—7)

Oy Xxve—o R2E Oy xvte—o B2E

DBUpdate event: Table: %s opCode:%drowld:9%d DEBUG BridgeConfig: too few arguments to command %s ERROR
networkIntable.txt not found DEBUG BridgeConfig: too few arguments to command %s ERROR
sqlite3QueryResGet failed DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Interface is already deleted in bridge DEBUG ddnsDisable failed ERROR
removing %s from bridge %s... %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
adding %s to bridge %s... %5 DEBUG sqlite3QueryResGet failed.Query:%s ERROR
stopping bridge... DEBUG ddnsDisable failed ERROR
stopping bridge... DEBUG failed to call ddns enable ERROR
stopping bridge... DEBUG ddnsDisable failed ERROR
%s:DBUpdate event: Table: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
opCode:%d rowld:%d

Wan is not up DEBUG Error in executing DB update handler ERROR
%s:DBUpdate event: Table: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
opCode:%d rowld:%d

doDNSfailed DEBUG lllegal invocation of ddnsView (%s) ERROR
doDNS:failed DEBUG sqlite3QueryResGet failed.Query:%s ERROR
doDNS:Result = FAILED DEBUG sqlite3QueryResGet failed.Query:%s ERROR
doDNS:Result SUCCESS DEBUG ddns: SQL error: %s ERROR
Write Old Entry: %s %s %s: to %s DEBUG lllegal operation interface got deleted ERROR
Write New Entry: %s %s #%s : to %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Write Old Entry: %s %s %s: to %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Write New Entry: %s %s #%s : to %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
ifStaticMgmtDBUpdateHandler: returning with " DEBUG ddnsDisable failed ERROR
nimfLinkStatusGet: buffer: \ DEBUG ddns: SQL error: %s ERROR
nimflLinkStatusGetErr: returning with status: %d DEBUG Failed to call ddns enable ERROR
nimfAdvOptSetWrap: current Mac Option: %d DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: current Port Speed Option: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: current Mtu Option: %d DEBUG Failed to call ddns enable ERROR
nimfAdvOptSetWrap: looks like we are reconnecting. " DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: Mtu Size: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: NIMF table is %s DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap:WAN_MODE TRIGGER DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: MTU: %d DEBUG Failed to call ddns enable ERROR
nimfAdvOptSetWrap: MacAddress: %s DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: old Mtu Flag: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: user has changed MTU option DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: MTU: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: old MTU size: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: old Port Speed Option: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: old Mac Address Option: %d DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: MacAddress: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Setting LED [%d]:[%d] For %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
[2tpEnable: command string: %s DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: handling reboot scenario DEBUG failed to call ddns enable ERROR
nimfAdvOptSetWrap: INDICATOR = %d DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: UpdateFlag: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: returning with status: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfGetUpdateMacFlag: MacTable Flag is: %d DEBUG Error in executing DB update handler ERROR
nimfMacGet: Mac Option changed DEBUG Failed to open the resolv.conf file. Exiting./n ERROR
nimfMacGet: Update Flag: %d DEBUG Could not write to the resolv.conf file. Exiting. ERROR
nimfMacGet: MacAddress: %s DEBUG Error opening the lanUptime File ERROR
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nimfMacGet: MacAddress: %s DEBUG Error Opening the lanUptime File. ERROR
nimfMacGet: MacAddress: %s DEBUG failed to open %s ERROR
nimfMacGet: MacAddress: %s DEBUG failed to open %s ERROR
nimfMacGet: MacAddress: %s DEBUG failed to query networkinterface table ERROR
nimfMacGet:Mac option Not changed \ DEBUG failed to query networkinterface table ERROR
nimfMacGet: MacAddress: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfMacGet: MacAddress: %s DEBUG failed to enable IPv6 forwarding ERROR
nimfMacGet: MacAddress: %s DEBUG failed to set capabilities on the " ERROR
nimfMacGet: returning with status: %s DEBUG failed to enable IPv6 forwarding ERROR
Now in enableing LanBridge function DEBUG failed to set capabilities on the " ERROR
sucessfully executed the command %s DEBUG failed to disable IPv6 forwarding ERROR
Now in disableing LanBridge function DEBUG failed to set capabilities on the " ERROR
sucessfully executed the command %s DEBUG failed to open %s ERROR
configPortTblHandler:Now we are in Sqlite Update " DEBUG Could not create ISATAP Tunnel ERROR
The Old Configuration of ConfiPort was:%s DEBUG Could not destroy ISATAP Tunnel ERROR
The New Configuration of ConfiPort was:%s DEBUG Could not configure ISATAP Tunnel ERROR
The user has deselected the configurable port DEBUG Could not de-configure ISATAP Tunnel ERROR
failed query %s DEBUG nimfStatusUpdate: updating NimfStatus failed ERROR
failed query %s DEBUG nimfStatusUpdate: updating NimfStatus failed ERROR
failed query %s DEBUG nimflLinkStatusGet: determinig link's status failed ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG nimflLinkStatusGet: opening status file failed ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG Failed to commit ERROR
%s:9%0d SIP ENABLE: %s DEBUG ifStatusDBUpdate: Failed to begin " ERROR
sipTblHandler:failed to update ifStatic DEBUG %s: SQL error: %s ERROR
sipThlHandler:failed to update Configport DEBUG %s: Failed to commit " ERROR
%s:9%0d SIP DISABLE: %s DEBUG nimfNetlfaceTblHandler: unable to get LedPinld ERROR
%s:%d SIP SET CONF: %s DEBUG nimfNetlfaceTblHandler: unable to get LedPinld ERROR
Failed to open %s: %s DEBUG nimfNetlfaceTblHandler: unable to get LedPinld ERROR
Failed to start sipalg DEBUG %s: unable to kill dhclient ERROR
Failed to stop sipalg DEBUG nimfAdvOptSetWrap: unable to get current Mac Option ERROR
Failed to get config info DEBUG nimfAdvOptSetWrap: unable to get current Port " ERROR
Network Mask: 0x%x DEBUG nimfAdvOptSetWrap: unable to get current MTU Option ERROR
RTP DSCP Value: 0x%x DEBUG nimfAdvOptSetWrap: error getting Mac Address from " ERROR
Need more arguments DEBUG nimfAdvOptSetWrap: unable to get the MTU ERROR
Invalid lanaddr DEBUG nimfAdvOptSetWrap: error setting interface advanced " ERROR
Invalid lanmask DEBUG nimfAdvOptSetWrap: error getting MTU size ERROR
Invalid option DEBUG nimfAdvOptSetWrap: unable to get Mac Address ERROR
Failed to set config info DEBUG nimfAdvOptSetWrap: error setting interface advanced " ERROR
Unknown option DEBUG nimfAdvOptSetWrap: failed to get old connectiontype ERROR
sshdTblHandler DEBUG nimfAdvOptSetWrap: old connection type is: %s ERROR
pPort: %s DEBUG nimfAdvOptSetWrap: failed to get old MTU Option ERROR
pProtocol: %s DEBUG nimfAdvOptSetWrap: error getting MTU size ERROR
pListerAddr: %s DEBUG nimfOldFieldValueGet: failed to get old " ERROR
pKeyBits: %s DEBUG nimfOldFieldValueGet: user has changed MTU size ERROR
pRootEnable: %s DEBUG nimfAdvOptSetWrap: failed to get old Port Speed " ERROR
pRsaEnable: %s DEBUG nimfAdvOptSetWrap: user has changed Port Speed ERROR
pDsaEnable: %s DEBUG nimfAdvOptSetWrap: failed to get old Mac Address " ERROR
pPassEnable: %s DEBUG nimfAdvOptSetWrap: user has changed Mac Address " ERROR
pEmptyPassEnable: %s DEBUG nimfAdvOptSetWrap: unable to get Mac Address ERROR
pSftpEnable: %s DEBUG nimfAdvOptSetWrap:Failed to RESET the flag ERROR
pScpEnable: %s DEBUG nimfAdvOptSetWrap: setting advanced options failed ERROR
pSshdEnable: %s DEBUG nimfAdvOptSetWrap: interface advanced options applied ERROR
pPrivSep: %s DEBUG nimfGetUpdateMacFlag: unable to get Flag from MacTable | ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:9%d DEBUG nimfMacGet: Updating MAC address failed ERROR
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Re-Starting sshd daemon.... DEBUG sqlite3QueryResGet failed.Query:%s ERROR
sshd re-started successfully. DEBUG error executing the command %s ERROR
sshd stopped . DEBUG error executing the command %s ERROR
failed query %s DEBUG error executing the command %s ERROR
vlan disabled, not applying vlan configuration.. DEBUG disableLan function is failed to disable ConfigPort" ERROR
failed query %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
failed query %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
no ports present in this vlanld %d DEBUG Unable to Disable configurable port from ERROR
failed query %s DEBUG configPortTblHandler has failed ERROR
vlan disabled, not applying vlan configuration.. DEBUG sqlite3QueryResGet failed.Query:%s ERROR
disabling vlan DEBUG Error in executing DB update handler ERROR
enabling vlan DEBUG sqlite3QueryResGet failed ERROR
vlan disabled, not applying vlan configuration.. DEBUG Failed to execute switchConfig for port\ ERROR
no ports present in this vlianld %d DEBUG Failed to execute switchConfig for port enable ERROR
failed query %s DEBUG Failed to execute ifconfig for port enable ERROR
vlan disabled, not applying vlan configuration.. DEBUG Failed to execute ethtool for\ ERROR
removing %s from bridge%s... %s DEBUG Failed to execute switchConfig for port disable ERROR
adding %s to bridge%d... %s DEBUG Failed to execute ifconfig for port disable ERROR
restarting bridge... DEBUG sqlite3QueryResGet failed ERROR
[switchConfig] Ignoring event on port number %d DEBUG sqlite3_mprintf failed ERROR
restarting bridge... DEBUG sqlite3QueryResGet failed ERROR
executing %s ... %s DEBUG Failed to execute switchConfig for port mirroring ERROR
removing %s from bridge%s... %s DEBUG Usage:%s <DB Name> <Entry Name> <logFile> <subject> [ ERROR
adding %s to bridge%d... %s DEBUG sqlite3QueryResGet failed ERROR
[switchConfig] Ignoring event on %s DEBUG Could not get all the required variables to email the Logs. ERROR
restarting bridge... DEBUG runSmtpClient failed ERROR
[switchConfig] Ignoring event on port number %d DEBUG getaddrinfo returned %s ERROR
[switchConfig] executing %s ... %s DEBUG file not found ERROR
restarting bridge... DEBUG sqlite3QueryResGet failed.Query:%s ERROR
UserName: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Password: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
IspName: %s DEBUG No memory to allocate ERROR
DialNumber: %s DEBUG Failed to Open SSHD Configuration File ERROR
Apn: %s DEBUG lpaddress should be provided with accessoption 1 ERROR
GetDnsFromlsp: %s DEBUG Subnetaddress should be provided with accessoption 2 ERROR
IdleTimeOutFlag: %s DEBUG Failed to restart sshd ERROR
IdleTimeOQutValue: %d DEBUG unable to open the " ERROR
AuthMetho: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
executing %s ... %s DEBUG Error in executing DB update handler ERROR
removing %s from bridge%d... %s DEBUG Error in executing DB update handler ERROR
adding %s to bridge%d... %s DEBUG unknown vlan state ERROR
stopping bridge... DEBUG Failed to execute vlanConfig binary for vlanid %d ERROR
restarting bridge... DEBUG sqlite3_mprintf failed ERROR
Could not configure 6to4 Tunnel Interface DEBUG Access port can be present only in single vian ERROR
Could not de-configure 6to4 Tunnel Interface DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
failed to restart 6to4 tunnel interfaces DEBUG unknown vlan state ERROR
BridgeConfig: too few arguments to command %s DEBUG Failed to execute vlanConfig binary for port number %d ERROR
BridgeConfig: unsupported command %d DEBUG Failed to clear vlan for oldPVID %d ERROR
BridgeConfig returned error=%d DEBUG Failed to execute vlanConfig binary for port number %d ERROR
sqlite3QueryResGet failed DEBUG Failed to clear vlan for %d ERROR
Error in executing DB update handler DEBUG Failed to set vlan entry for vlan %d ERROR
sqlite3QueryResGet failed DEBUG Failed to set vlan entries, while enabling \ ERROR
Failed to remove vlan Interface for vianld \ DEBUG sqlite3QueryResGet failed ERROR
sqlite3QueryResGet failed DEBUG Failed to execute vlanConfig binary for port number %d ERROR
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Invalid oidp passed DEBUG Failed to execute vlanConfig binary for vianid 9%d ERROR
Invalid oidp passed DEBUG Failed to enable vlan ERROR
Failed to get oid from the tree DEBUG Failed to disable vlan ERROR
threegEnable: Input to wrapper %s DEBUG Failed to set vlanPort table entries, while \ ERROR
threegEnable: spawning command %s DEBUG Failed to enable vlan ERROR
threegMgmtHandler: query string: %s DEBUG unknown vlan state ERROR
threegMgmtHandler: returning with status: %s DEBUG Error in executing DB update handler ERROR
adding to dhcprealy ifgroup failed DEBUG unknown vlan state ERROR
adding to ipset fwDhcpRelay failed DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
Disabling Firewall Rule for DHCP Relay Protocol DEBUG sqlite3_mprintf failed ERROR
Enabling Firewall Rule for DHCP Relay Protocol DEBUG Access port can be present only in single vlan ERROR
prerouting Firewall Rule add for Relay failed DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
prerouting Firewall Rule add for Relay failed DEBUG unknown vlan state ERROR
%s: SQL get query: %s DEBUG Failed to execute vlanConfig binary for port number %d ERROR
%s: sqlite3QueryResGet failed DEBUG Failed to clear vlan for oldPVID %d ERROR
%s: no result found DEBUG Failed to execute vlanConfig binary for port number %d ERROR
%s: buffer overflow DEBUG Failed to clear vlan for %d ERROR
%s: value of %s in %s table is: %s DEBUG Failed to set vlan entry for vlan %d ERROR
%es: returning with status: %s DEBUG Failed to set vlan entries, while enabling \ ERROR
dnsResolverConfigure: addressFamily: %d DEBUG Failed to execute vlanConfig binary for port number %d ERROR
dnsResolverConfigure: LogicallfName: %s DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
chap-secrets File found DEBUG Failed to enable vlan ERROR
PID File for xI2tpd found DEBUG Failed to disable vlan ERROR
pid: %d DEBUG Failed to set vlanPort table entries, while \ ERROR
options.xI2tpd file found DEBUG Failed to enable vlan ERROR
options.xI2tpd file not found DEBUG unknown vlan state ERROR
Conf File for xI2tpd found DEBUG threegMgmtlInit: unable to open the database file %s ERROR
xI2tpd.conf not found DEBUG threegConnEnable: failed to get the WanMode ERROR
Chap Secrets file found DEBUG threegEnable:spawning failed ERROR
Chap Secrets file not found DEBUG threegDisable: unable to kill ppp daemon ERROR
9%s:DBUpdate event: Table: %s opCode:%d rowld:9%d DEBUG threegMgmtHandler: Query: %s ERROR
chap-secrets File found DEBUG threegMgmtHandler: error in executing database update ERROR
PID File for pptpd found DEBUG Error in executing DB update handler ERROR
pid: %d DEBUG are we getting invoked twice ?? ERROR
PID File for pptpd interface found DEBUG could not open %s to append ERROR
pid: %d DEBUG could not write nameserver %s to %s ERROR
options.pptpd file found DEBUG could not write nameserver %s to %s ERROR
options.pptpd file not found DEBUG could not open %s to truncate ERROR
Conf File for pptpd found DEBUG dnsResolverConfigMgmtinit: unable to open the " ERROR
pptpd.conf not found DEBUG resolverConfigDBUpateHandler: sqlite3QueryResGet " ERROR
Chap Secrets file found DEBUG could not configure DNS resolver ERROR
Chap Secrets file not found DEBUG dnsResolverConfigure: could not write nameserver:%s," ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG unboundMgmt: unable to open the " ERROR
chap-secrets File found DEBUG ioctl call Failed-could not update active user Details ERROR
pppoeMgmtTblHandler: MtuFlag: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pppoeMgmtTblHandler: Mtu: %d DEBUG Can't kill xI2tpd ERROR
pppoeMgmtTblHandler: IdleTimeOutFlag: %d DEBUG xI2tpd restart failed ERROR
pppoeMgmtTblHandler: IdleTimeOutValue: %d DEBUG failed to get field value ERROR
pppoeMgmtTblHandler: UserName: %s DEBUG failed to get field value ERROR
pppoeMgmtTblHandler: Password: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pppoeMgmtTblHandler: DNS specified: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pppoeMgmtTblHandler: Service: %s DEBUG unboundMgmt: unable to open the " ERROR
pppoeMgmtTblHandler: Staticlp: %s DEBUG writing options.xI2tpd failed ERROR
pppoeMgmtTblHandler: NetMask: %s DEBUG xI2tpdStop failed ERROR
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pppoeMgmtTblHandler: AuthOpt: %d DEBUG writing xI2tpd.conf failed ERROR
pppoeMgmtTblHandler: Satus: %d DEBUG writing options.xI2tpd failed ERROR
pppoeEnable: ppp dial string: %s DEBUG xI2tpdStop failed ERROR
pppoeMgmtDBUpdateHandler: returning with status: %s DEBUG xI2tpdStart failed ERROR
pptpMgmtTblHandler: MtuFlag: %d DEBUG sqglite3QueryResGet failed.Query:%s ERROR
pptpMgmtTblHandler: Mtu: %d DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
pptpMgmtTblHandler: IdleTimeOutFlag: %d DEBUG xI2tpdStop failed ERROR
pptpMgmtTblHandler: IdleTimeOutValue: %d DEBUG xI2tpdStart failed ERROR
pptpMgmtTblHandler: GetDnsFromlsp: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pptpMgmtTblHandler: UserName: %s DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
pptpMgmtTblHandler: Password: %s DEBUG xI2tpdStop failed ERROR
pptpMgmtTblHandler: dynamic Mylp configured DEBUG xI2tpdStart failed ERROR
pptpMgmtTblHandler: Mylp: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pptpMgmtTblHandler: Serverlp: %s DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
pptpMgmtTblHandler: Staticlp: %s DEBUG Error in executing DB update handler ERROR
pptpMgmtTblHandler: NetMask: %s DEBUG unboundMgmt: unable to open the " ERROR
pptpMgmtTblHandler: MppeEncryptSupport: %s DEBUG Can't kill pptpd ERROR
pptpMgmtTblHandler: SplitTunnel: %s DEBUG pptpd restart failed ERROR
pptpEnable: ppp dial string: %s DEBUG Can't kill pptpd ERROR
pptpEnable: spawning command %s DEBUG failed to get field value ERROR
PID File for dhcpc found DEBUG failed to get field value ERROR
pid: %d DEBUG unboundMgmt: unable to open the " ERROR
pptpMgmtDBUpdateHandler: query string: %s DEBUG writing options.pptpd failed ERROR
pptpMgmtDBUpdateHandler: returning with status: %s DEBUG pptpdStop failed ERROR
dhcpcReleaselease: dhcpc release command: %s DEBUG writing pptpd.conf failed ERROR
dhcpcMgmtTblHandler: MtuFlag: %d DEBUG writing options.pptpd failed ERROR
dhcpcMgmitTblHandler: Mtu: %d DEBUG pptpdStop failed ERROR
DHCPv6 Server started successfully. DEBUG pptpdStart failed ERROR
DHCPv6 Server stopped successfully DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
DHCPve6 Client started successfully. DEBUG Error in executing DB update handler ERROR
DHCPve6 Client stopped successfully. DEBUG pppStatsUpdate: unable to get default MTU ERROR
DHCPv6 Client Restart successful DEBUG pppoeMgmtinit: unable to open the database file %s ERROR
[2tpMgmtTblHandler: MtuFlag: %d DEBUG pppoeDisable: unable to kill ppp daemon ERROR
[2tpMgmtTblHandler: Mtu: %d DEBUG pppoeMultipleEnableDisable: pppoe enable failed ERROR
[2tpMgmtTblHandler: IspName: %s DEBUG pppoeMultipleEnableDisable: pppoe disable failed ERROR
[2tpMgmtTblHandler: UserName: %s DEBUG pppoeMgmtTblHandler: unable to get current Mtu Option ERROR
[2tpMgmtTblHandler: Password: %s DEBUG pppoeMgmtTblHandler: unable to get the Mtu ERROR
[2tpMgmtTblHandler: AccountName: %s DEBUG pppoeMgmtTblHandler: pppoe enable failed ERROR
[2tpMgmtTblHandler: DomainName: %s DEBUG pppoeMgmtDBUpdateHandler: failed query: %s ERROR
[2tpMgmtTblHandler: Secret: not specified DEBUG pppoeMgmtDBUpdateHandler: error in executing " ERROR
[2tpMgmtTblHandler: Secret: %s DEBUG pptpMgmitinit: unable to open the database file %s ERROR
[2tpMgmtTbIHandler: dynamic Mylp configured DEBUG pptpEnable: error executing command: %s ERROR
[2tpMgmtTblHandler: Mylp: %s DEBUG pptpEnable: unable to resolve address: %s ERROR
[2tpMgmtTblHandler: Serverlp: %s DEBUG pptpEnable: inet_aton failed ERROR
12tpMgmtTblHandler: Staticlp: %s DEBUG pptpEnable: inet_aton failed ERROR
[2tpMgmtTblHandler: NetMask: %s DEBUG pptpEnable:spawning failed ERROR
[2tpMgmtTbIHandler: SplitTunnel: %s DEBUG pptpDisable: unable to kill ppp daemon ERROR
needToStartHealthMonitor: returning with status: %s DEBUG pptpMgmtTblHandler: unable to get current MTU Option ERROR
[2tpEnable: command string: %s DEBUG pptpMgmtTblHandler: unable to get the Mtu ERROR
I2tpEnable: command: %s DEBUG pptpMgmtTblHandler: dbRecordValueGet failed for %s " ERROR
[2tpEnable: command string: %s DEBUG pptpMgmtTblHandler: pptp enable failed ERROR
PID File for dhcpc found DEBUG pptpMgmtTblHandler: pptp disable failed ERROR
pid: %d DEBUG pptpMgmtDBUpdateHandler: sglite3QueryResGet " ERROR
I2tpMgmtDBUpdateHandler: query string: %s DEBUG pptpMgmtDBUpdateHandler: error in executing " ERROR
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[2tpMgmtDBUpdateHandler: returning with status: %s DEBUG lllegal invocation of dhcpConfig (%s) ERROR
RADVD started successfully DEBUG dhcpliblnit: unable to open the database file %s ERROR
RADVD stopped successfully DEBUG sqlite3QueryResGet failed.Query:%s ERROR
empty update. nRows=%d nCols=%d WARN dhcpcMgmtinit: unable to open the database file %s ERROR
Wan is not up or in load balencing mode WARN dhcpcReleaselLease: unable to release lease ERROR
threegMgmtHandler: no row found. nRows = %d nCols = %d | WARN dhcpcEnable: unable to kill dhclient ERROR
pppoeMgmtDBUpdateHandler: empty update. WARN dhcpcEnable: enabling dhcpc failed on: %s ERROR
dhcpcEnable: dhclient already running on: %s WARN dhcpcDisable: unable to kill dhclient ERROR
dhcpcDisable: deleted dhclient.leases WARN dhcpcDisable: delete failed for dhclient.leases ERROR
[2tpMgmtinit: unable to open the database file %s ERROR dhcpcDisable: failed to reset the ip ERROR
[2tpEnable: unable to resolve address: %s ERROR dhcpcMgmtTblHandler: unable to get current Mtu Option ERROR
[2tpEnable: inet_aton failed ERROR dhcpcMgmtTblHandler: unable to get the Mtu ERROR
The Enable Command is %s ERROR dhcpcMgmtTblHandler: dhclient enable failed ERROR
[2tpEnable:Executing the Command failed ERROR dhcpcMgmtTblHandler: dhcpc release failed ERROR
[2tpDisable: command string: %s ERROR dhcpcMgmtTblHandler: dhcpc disable failed ERROR
[2tpDisable: unable to stop I2tp session ERROR dhcpcMgmtDBUpdateHandler: failed query: %s ERROR
[2tpMgmtTblHandler: unable to get current MTU option ERROR dhcpcMgmtDBUpdateHandler: error in executing " ERROR
[2tpMgmtTblHandler: unable to get the Mtu ERROR DHCPv6 Client start failed. ERROR
[2tpMgmtTblHandler: dbRecordValueGet failed for %s " ERROR DHCPv6 Client stop failed. ERROR
[2tpMgmtTblHandler: [2tpEnable failed ERROR failed to create/open DHCPV6 client " ERROR
[2tpMgmtTblHandler: disabling 12tp failed ERROR failed to write DHCPV6 client configuration file ERROR
[2tpMgmtDBUpdateHandler: sglite3QueryResGet " ERROR failed to restart DHCPv6 Client ERROR
[2tpMgmtDBUpdateHandler: error in executing ERROR failed to create/open DHCPV6 Server " ERROR
lllegal invocation of tcpdumpConfig (%s) ERROR Restoring old configuration.. ERROR
Failed to start tcpdump ERROR DHCPv6 Server configuration update failed ERROR
Failed to stop tcpdump ERROR DHCPv6 Server Restart failed ERROR
Invalid tcpdumpEnable value ERROR sqlite3QueryResGet failed.Query:%s ERROR
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%d command not supported by eapAuth DEBUG PEAP key derive: ERROR ERROR
pCtx NULL. DEBUG PEAP context is NULL: ERROR ERROR
Current cert subject name= %s DEBUG Constructing P2 response: ERROR ERROR
X509_STORE_CTX_get_ex_data failed. DEBUG innerEapRecv is NULL: ERROR ERROR
Cannot get cipher, no session est. DEBUG Decrypting TLS data: ERROR ERROR
%s: SSL_ERROR_WANT_X509_LOOKUP DEBUG Wrong identity size: ERROR ERROR
err code = (%d) in %s DEBUG Wrong size for extensions packet: ERROR ERROR
BIO_write: Error DEBUG innerEapRecv is NULL: ERROR. ERROR
Decrypting: BIO reset failed DEBUG Inner EAP processing: ERROR ERROR
Encrypting BIO reset: ERROR DEBUG TLS handshake: ERROR. ERROR
BIO_read: Error DEBUG Sending P1 response: ERROR ERROR
EAP state machine changed from %s to %s. DEBUG Unexpected tlsGlueContinue return value. ERROR
EAP state machine changed from %s to %s. DEBUG No more fragments in message. ERROR ERROR
Received EAP Packet with code %d DEBUG No phase 2 data or phase 2 data buffer NULL: ERROR ERROR
Response ID %d DEBUG Allocating memory for PEAP Phase 2 payload: ERROR ERROR
Response Method %d DEBUG TLS encrypting response: ERROR ERROR
Created EAP/PEAP context: OK DEBUG Setting message in fragment buffer: ERROR ERROR
Deleted EAP/PEAP context: OK DEBUG Allocating TLS read buffer is NULL: ERROR ERROR
Upper EAP sent us: decision = %d method state = %d DEBUG Setting last fragment: ERROR ERROR
P2 decision=(%d); methodState=(%d) DEBUG Getting message: ERROR ERROR
Writing message to BIO: ERROR. DEBUG Processing PEAP message: ERROR ERROR
Encrypted (%d) bytes for P2 DEBUG Setting fragment: ERROR ERROR
P2: sending fragment. DEBUG Creating receive buffer: ERROR ERROR
P2: message size = %d DEBUG Setting first fragment: ERROR ERROR
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P2: sending unfragmented message. DEBUG Sending P1 response: ERROR ERROR
P1:Sending fragment. DEBUG NULL request (or response) PDU or NULL context: ERROR ERROR
P1: Total TLS message size = (%d) DEBUG Expecting start packet, got something else: ERROR ERROR
P1: sending unfragmented message. DEBUG Protocol version mismatch: ERROR ERROR
peapFragFirstProcess: TLS record size to receive = (%d) DEBUG Processing PEAP message (from frag): ERROR ERROR
Setting version %d DEBUG Processing PEAP message: ERROR ERROR
PEAP pkt rcvd: data len=(%d) flags=(%d) version=(%d) DEBUG Processing PEAP message: ERROR ERROR
Got PEAP/Start packet. DEBUG Indicated length not valid: ERROR ERROR
Got first fragment DEBUG Did not get Acknowledged result: ERROR ERROR
Got fragment (n) DEBUG Cannot understand AVP value: ERROR ERROR
Got last fragment DEBUG eapExtResp is NULL: ERROR ERROR
Got unfragmented message DEBUG eapWscCtxCreate: EAPAUTH_MALLOC failed. ERROR
Got frag ack. DEBUG eapWscProcess: umiloctl req to WSC failed, status = %d ERROR
Ext AVP parsed: flags=(0x%x) DEBUG eapWscCheck: Invalid frame ERROR
Mandatory bit not set: WARNING DEBUG eapWscBuildReq: Invalid state %d ERROR
Ext AVP parsed: type=(%d) DEBUG eapWscProcessWscResp: Invalid data recd pData = %p, ERROR
datalLen"
Ext AVP parsed: value=(%d) DEBUG Data received for invalid context, dropping it ERROR
Got PEAPVO success! DEBUG eapWscProcessWscResp: Build Request failed ERROR
Got PEAPVO failure! DEBUG eapWscProcessWscResp: Invalid state %d ERROR
pCtx NULL. DEBUG eapWscProcessWscResp: Message processing failed 0x%X ERROR
Authenticator response check: Error DEBUG eapWscProcessWscData: Invalid notification recd %d ERROR
Authenticator response check: Failed DEBUG unable to initialize MD5 ERROR
MS-CHAP2 Response AVP size = %u DEBUG MDString: adpDigestInit for md5 failed ERROR
Created EAP/MS-CHAP2 context: OK. DEBUG EAPAUTH_MALLOC failed. ERROR
pCtx NULL. DEBUG EAPAUTH_MALLOC failed. ERROR
Deleted EAP/MS-CHAPV2 context: OK DEBUG NULL context created: Error ERROR
Not authenticated yet. DEBUG NULL context received: Error ERROR
Authenticator response invalid DEBUG Authenticator ident invalid. ERROR
EAP-MS-CHAPV2 password changed. DEBUG Success request message invalid: Error ERROR
rcvd. opCode %d. DEBUG Plugin context is NULL ERROR
pCtx NULL. DEBUG Deriving implicit challenge: Error ERROR
TLS message len changed in the fragment, ignoring. DEBUG Generating NT response: Error ERROR
no data to send while fragment ack received. DEBUG NULL in/out buffer: Error ERROR
TLS handshake successful. DEBUG Incorrect vendor id. ERROR
Created EAP/TTLS context: OK DEBUG Allocating memory for outBuff: ERROR ERROR
Deleted EAP/TTLS context: OK DEBUG AVP code not recognized ERROR
No more fragments in message. ERROR DEBUG EAPAUTH_MALLOC failed. ERROR
Upper EAP sent us: method state = %d; decision = %d DEBUG Converting password to unicode: Error ERROR
P2:sending fragment. DEBUG Generating password hash: Error. ERROR
P2 send unfragmented message. DEBUG Generating password hash hash: Error. ERROR
P1:sending fragment. DEBUG Generating master key: Error. ERROR
P1:sending unfragmented message. DEBUG Generating first 16 bytes of session key: Error.n ERROR
\tTLSMsgLen = 0x%x DEBUG Generating second 16 bytes of session key: Error.n ERROR
Send req ptr = 0x%x; Send resp ptr = 0x%x DEBUG Converting password to unicode: Error ERROR
P2 decision=(%d); methodState=(%d) DEBUG Constructing failure response: ERROR ERROR
Default EAP: method state = %d; decision = %d DEBUG Error checking authenticator response. ERROR
TTLS pkt: data len=(%d) flags=(0x%x) DEBUG Error generating NT response. ERROR
Got start DEBUG Username string more than 256 ASCII characters: ERROR ERROR
Got first fragment (n). DEBUG Invalid Value-Size. ERROR
Got fragment (n). DEBUG Invalid MS-Length. Got (%d), expected (%d) ERROR
Got last fragment DEBUG Error constructing response. ERROR
Got unfragmented message. DEBUG Got type (%d), expecting (%d) ERROR
Got frag ack. DEBUG Cannot handle message; opCode = %d ERROR
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Revd. AVP Code-%u: flags-0x%x: len- %u: vendorld-%u: " DEBUG EAPAUTH_MALLOC failed. ERROR
MOD EAP: method state from upper = %d; decision = %d DEBUG tIsGlueCtxCreate failed. ERROR
Got AVP len = %ul. Should be less than 16777215 DEBUG client certificate must be set in the profile. ERROR
AVP length extract: Error DEBUG received tls message length too big. ERROR
pFB is NULL DEBUG total frags len > initial total tls length. ERROR
Requesting message before assembly complete DEBUG total frags len > initial total tls length. ERROR
pFBis NULL DEBUG total data rcvd(%d) doesnt match the initial " ERROR
pFBis NULL DEBUG couldnt write %d data to TLS buffer. ERROR
Buffer cannot hold message: ERROR DEBUG invalid flags %s passed to eapTIsBuildResp. ERROR
pFB is NULL: Error DEBUG EAPAUTH_MALLOC failed. ERROR
pFBis NULL DEBUG tlsGlueCtxCreate failed. ERROR
TLS_FB*is NULL. DEBUG Context NULL: ERROR ERROR
pFB->msgBuff is NULL. DEBUG Setting profile to glue layer: ERROR. ERROR
Error calculating binary. DEBUG _eapCtxCreate failed. ERROR
Error calculating binary. DEBUG %d authentication not enabled in the system. ERROR
adpDigestInit for SHAT failed. DEBUG Initializing inner non-EAP auth plugin: ERROR ERROR
adpDigestInit for SHAT failed. DEBUG TTLS key derive: ERROR ERROR
E=%d DEBUG TTLS context from EAP plugin is NULL: ERROR ERROR
R=%d DEBUG Allocating memory for TTLS Phase 2 payload: ERROR ERROR
Could not initialize des-ecb DEBUG TLS Encrypting response: ERROR ERROR
adpDigestInit for MD4 failed. DEBUG Allocating TLS read buffer is NULL: ERROR ERROR
adpDigestInit for SHAT failed. DEBUG Inner authentication (id: %d) unhandled ERROR
adpDigestInit for SHAT failed. DEBUG innerEapRecv is NULL: ERROR. ERROR
Error converting received auth reponse to bin. DEBUG Decrypting TLS data: ERROR ERROR
Gnerating challenge hash: Error DEBUG Processing Phase 2 method: Error ERROR
Generating password hash: Error DEBUG Writing message to BIO: ERROR. ERROR
Generating challenge response: Error DEBUG TLS handshake: ERROR. ERROR
Conn cipher name=9%s ver=%s: %s DEBUG Unexpected tlsGlueContinue return value. ERROR
Send req ptr = 0x%x; Send resp ptr = 0x%x DEBUG NULL request (or response) PDU or NULL context ERROR
Request ptr = 0x%x; DEBUG Protocol version mismatch: ERROR ERROR
Response ptr = 0x%x DEBUG Creating receive buffer: ERROR ERROR
Revd. AVP Code - %ul DEBUG Setting first fragment: ERROR ERROR
Revd. AVP flags - 0x9%02x DEBUG Setting fragment: ERROR ERROR
Revd. AVP len - %ul DEBUG Setting last fragment: ERROR ERROR
Revd. AVP vendor id - %ul DEBUG Getting message: ERROR ERROR
\tCode = %d DEBUG Processing TTLS message: ERROR ERROR
\tldent = %d DEBUG Processing TTLS message: ERROR ERROR
\tLen = %d DEBUG Processing TTLS message: ERROR ERROR
\tType = %d DEBUG Decapsulating AVP: ERROR ERROR
\tOpCode = %d DEBUG Processing EAP receive: Error ERROR
\tMSID = %d DEBUG AVP code not EAP: Error ERROR
\tmsLen = %d DEBUG Encapsulating AVP: ERROR ERROR
\tvalSize = %d DEBUG profile %s doesnt exist. ERROR
Frag Buffer bytes left = (%d) DEBUG profile %s is in use. ERROR
Stripped username=(%s) DEBUG profile %s already exists. ERROR
digestLen = %d. DEBUG EAPAUTH_MALLOC failed ERROR
ClearText = DEBUG User not found. ERROR
CipherText = DEBUG EAP-MD5 not enabled in system configuration. ERROR
digestlLen = %d. DEBUG EAP-MSCHAPV2 not enabled in system configuration. ERROR
digestLen1 = %d. DEBUG EAP-TLS not enabled in system configuration. ERROR
digestLen2 = %d. DEBUG EAP-TTLS not enabled in system configuration. ERROR
password change is not allowed for this user DEBUG EAP-PEAP not enabled in system configuration. ERROR
completed writing the policy DEBUG EAP-WSC not enabled in system configuration. ERROR
completed writing the SA DEBUG PAP not enabled in system configuration. ERROR
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completed writing the proposal block DEBUG CHAP not enabled in system configuration. ERROR
cmdBuf: %s DEBUG MSCHAP not enabled in system configuration. ERROR
X509_DEBUG : Invalid Certificate for the generated" DEBUG MSCHAPV2 not enabled in system configuration. ERROR
X590_ERROR : Failed to create File '%s' DEBUG PAP/Token not enabled in system configuration. ERROR
x509TbIHandler DEBUG EAP-MD5 not enabled in system configuration. ERROR
pCertType: %s DEBUG EAP-MSCHAPV2 not enabled in system config. ERROR
pRowQueryStr: %s DEBUG EAP-TLS not enabled in system configuration. ERROR
x509SelfCertThIHandler DEBUG EAP-TTLS and EAP-PEAP are not valid as inner" ERROR
pRowQueryStr: %s DEBUG invalid innerAuth %d. ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG profile %s doesnt exist. ERROR
umiRegister failed ERROR Re-assembling fragments incorrect size ERROR
eapAuthHandler: Invalid data received ERROR Error creating cipher context. ERROR
EAPAUTH_MALLOC failed. ERROR Error initializing cipher context. ERROR
malloc failed. ERROR Error creating digest context. ERROR
BIO_new_mem_buf failed. ERROR Error initializing digest context. ERROR
malloc failed. ERROR Error initializing DES in Klite ERROR
BIO_new_mem_buf failed. ERROR Error initializing MD4 in Klite ERROR
SSL_CTX_new (TLSv1_client_method) failed. ERROR Error initializing RC4 in Klite ERROR
unable to set user configured CIPHER list %s ERROR Error initializing SHA in Klite ERROR
Certificate verification failed. ERROR Error cleaning cipher context. ERROR
Server name match failed. Got (%s) expected " ERROR Error destroying cipher context. ERROR
SSL_CTX_use_certificate_file (cert, PEM) failed. ERROR Error cleaning digest context. ERROR
SSL_CTX_use_PrivateKey_file failed. ERROR Error destroying digest context. ERROR
private key does not match public key ERROR Error stripping domain name. ERROR
SSL_CTX_load_verify_locations failed ERROR Error cleaning digest context. ERROR
SSL_new failed. ERROR Error cleaning digest context. ERROR
Both SSL_VERIFY_PEER and SSL_VERIFY_NONE set: Error ERROR Challenge not present in failure packet. ERROR
EAPAUTH_MALLOC failed. ERROR Wrong challenge length. ERROR
EAPAUTH_MALLOC failed. ERROR Incorrect password change version value. ERROR
eapTimerCreate failed. ERROR Error generating password hash. ERROR
eapCtxDelete:pCtx == NULL ERROR Error generating password hash. ERROR
eapRole = EAP_ROLE_PEER or EAP_ROLE_AUTHENTICATOR ERROR Error encrypting password hash with block ERROR
pEapCtx == NULL or pPDU == NULL. ERROR Could not initialize des-ecb ERROR
received EAP pdu bigger than EAP_MTU_SIZE. ERROR Error cleaning cipher context. ERROR
received EAP pdu bigger than EAP_MTU_SIZE. ERROR Error cleaning cipher context. ERROR
state machine is in invalid state. ERROR Error cleaning digest context. ERROR
unable to create method context. ERROR Error cleaning digest context. ERROR
method ctxCreate failed. ERROR adpDigestlInit for SHAT failed. ERROR
method profile set failed. ERROR X509_ERROR : .Query:%s ERROR
state machine is in invalid state. ERROR X509_ERROR : Invalid Certificate for the " ERROR
Only StandAlone authenticator supported currently. ERROR invalid x509 certificate ERROR
state machine is in invalid state. ERROR Couldn't get the x509 cert hash ERROR
BuildReq operation failed ERROR Memory allocation failed ERROR
No method ops defined for current method ERROR FileName too lengthy ERROR
Process operation failed ERROR Couldn't execute command ERROR
state machine is in invalid state. ERROR Memory allocation failed ERROR
Packet length mismatch %d, %d ERROR Memory allocation failed ERROR
eapAuthTypeToType: Invalid eapAuthType %d ERROR invalid certificate data ERROR
eapTypeToAuthType: Invalid eapType %d ERROR Query:%s ERROR
unable to create method context. ERROR Query:%s ERROR
method ctxCreate failed. ERROR Memory allocation failed ERROR
Invalid condition, methodState = %d, respMethod = %d ERROR X509_ERROR: Failed to validate the certficate " ERROR
A EAP Ctx map already exists ERROR Memory allocation failed ERROR
eapTimerCreate: Currently unsupported for Peer role ERROR Query:9%s ERROR
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eapTimerStart: Currently unsupported for Peer role ERROR Invalid Sign Key Length : %d ERROR
eapTimerDestroy: Currently unsupported for Peer role ERROR Invalid Hash Alg : %d ERROR
eapTimerCancel: Currently unsupported for Peer role ERROR Invalid Sign Alg : %d ERROR
eapTimerHandler: Currently unsupported for Peer role ERROR No Memory Available ERROR
pCtx is NULL: ERROR ERROR Certificate Request Failed ERROR
tlsGlueCtxCreate failed ERROR File Open Failed ERROR
eapVars is NULL ERROR File is Empty ERROR
Context NULL: ERROR ERROR Memory Allocation Failed ERROR
Initializing inner EAP auth: ERROR ERROR File Open Failed ERROR
pCtx is NULL: ERROR ERROR File is Empty ERROR
Memory Allocation Failed ERROR Error in executing DB update handler ERROR
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Usage:%s <DBFile> DEBUG unable to register to UMI ERROR
Could not open database: %s DEBUG sqlite3QueryResGet failed ERROR
CPU LOG File not found DEBUG radSendtoServer: socket: %s ERROR
MEM LOG File not found DEBUG radSendtoServer: bind() Failed: %s: %s ERROR
cpuMemUsageDBUpdateHandler: update query: %s DEBUG radRecvfromServer: recvfrom() Failed: %s ERROR
Printing the whole list after inserting DEBUG radRecvfromServer: Packet too small from %s:96d: %s ERROR
%s at %d(minute) %d(hour) %d(dayOfMonth) %d(month)" DEBUG radCheckMsgAuth: Invalid Message- Authenticator length in" ERROR
adpCmdExec exited with return code=%d DEBUG radDictLoad: couldn't open dictionary %s: %s ERROR
9%s op=%d row=%d DEBUG radBuildAndSendReq; Invalid Request Code %d ERROR
sqlite3_mprintf failed DEBUG radPairAssign: bad attribute value length ERROR
sqlite3QueryResGet failed: query=%s DEBUG radPairAssign: unknown attribute type %d ERROR
Printing the whole list after delete DEBUG radPairNew: unknown attribute %d ERROR
%s at %d(minute) %d(hour) %d(dayOfMonth) %d(month)" DEBUG radPairGen: Attribute(%d) has invalid length ERROR
Printing the whole list after inserting DEBUG radPairValue: unknown attribute type %d ERROR
%s at %d(minute) %d(hour) %d(dayOfMonth) %d(month)" DEBUG radPairValuelLen: unknown attribute type %d ERROR
email logs: No logging events enabled DEBUG radPairLocate: Attribute(%d) has invalid length ERROR
%s DEBUG radPairUnpackDefault: Unknown- Attribute[%d]: ERROR
Mail sent and the Database is reset. DEBUG radConfigure: can't open %s: %s ERROR
Disabled syslog server DEBUG radConfigure: %s: line %d: bogus format: %s ERROR
Event logs are full, sending logs to email DEBUG radConfAssert: No AuthServer Specified ERROR
Email logs sending failed DEBUG radConfAssert: No Default Timeout Specified ERROR
Packing attribute: %s DEBUG radConfAssert: No Default Retry Count Specified ERROR
Server found: %s, secret: %s DEBUG radExtractMppeKey: Invalid MSMPPE- Key Length ERROR
Packed Auth. Regest: code:%d, id:%d, len:%d DEBUG radVendorMessage: Invalid Length in Vendor Message ERROR
Sending Packet to %x:%d ... DEBUG radVendorMessage: Unknown Vendor ID received:%d ERROR
Receiving Reply Packet.... DEBUG radVendorAttrGet: Invalid Length in Vendor Message ERROR
Verified Reply Packet Integrity DEBUG radVendorAttrGet: Unknown Vendor ID:%d ERROR
Generated Reply Attribute-Value pairs DEBUG radVendorMessagePack: Unknown Vendor ID:%d ERROR
Verified Message-Authenticator DEBUG radGetlPByName: couldn't resolve hostname: %s ERROR
Unloaded RADIUS Dictionary DEBUG radGetHostIP: couldn't get hostname ERROR
Adding Dictionary Attribute %s DEBUG radGetHostIP: couldn't get host IP address ERROR
Adding Dictionary Value %s DEBUG radius dictionary loading failed ERROR
Loaded Dictionary %s DEBUG Failed to set default timeout value ERROR
Adding Dictionary Attribute '%s' DEBUG Failed to set default retries value ERROR
Adding Dictionary Value %s DEBUG ERROR: incomplete DB update information. ERROR
Receiving attribute: %s DEBUG old values result does not contain 2 rows ERROR
Processing attribute: %s DEBUG sqlite3QueryResGet failed ERROR
Processing attribute: %s DEBUG empty update. nRows=%d nCols=%d ERROR
Processing attribute: %s DEBUG Error in executing DB update handler ERROR
Processing attribute: %s DEBUG sqlite3QueryResGet failed ERROR
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radConfGet: " DEBUG Invalid SQLITE operation code - %d ERROR
Added Server %s:%d with " DEBUG sqlite3QueryResGet failed ERROR
Added Server %s:%d with " DEBUG empty result. nRows=%d nCols=%d ERROR
Default Timeout Set to %d DEBUG sqlite3QueryResGet failed ERROR
Default Retry Count Set to %d DEBUG empty result. nRows=%d nCols=%d ERROR
%s - %s : %d DEBUG RADIUS Accounting Exchange Failed ERROR
Deleting Server %s:%d with " DEBUG Unable to set debug for radAcct. ERROR
Adding Rowld:9%d to Server %s:9%d with " DEBUG Unable to set debug level for radAcct. ERROR
rowlds: %d - %d DEBUG ERROR: option value not specified ERROR
Deleting Server %s:%d with " DEBUG ERROR: option value not specified ERROR
RADIUS Deconfigured DEBUG Unable to initialize radius ERROR
Found Option %s on line %d of file %s DEBUG radEapMsgQueueAdd: Invalid EAP packet length(%d) ERROR
Setting Option %s with value %s DEBUG radEapRecvTask: invalid EAP code:%d ERROR
RADIUS Configured DEBUG radEapRecvTask: Packet length mismatch %d, %d ERROR
%d : Server %s:9%d with " DEBUG No attributes received in Access- Challenge message ERROR
DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG No State Attribute in Access- Challenge message ERROR
Host IP address: %s DEBUG radEapRecvTask: " ERROR
Adding Packet for existing cookie:%p DEBUG failed to initialize UMI ERROR
Adding Packet and cookie:%p DEBUG umiRegister failed. errno=%d ERROR
Releasing Packet and cookie:%p DEBUG Invalid arguments to ioctl handler ERROR
Releasing Packet with cookie:%p DEBUG radEapSendRtn: Invalid Arguments ERROR
Received EAP-Identity from Pnac: %s DEBUG radEapSendRtn: failed to allocate buffer ERROR
Filling User-Name: %s DEBUG umiloct! failed ERROR
Filling State: DEBUG failed to initialize EAP message queue ERROR
Filling EAP-Message: DEBUG Unable to set debug for radEap. ERROR
Filling Service-Type: %d DEBUG Unable to set debug level for radEap. ERROR
Filling Framed-MTU: %d DEBUG ERROR: option value not specified ERROR
Received Access-Challenge from Server DEBUG ERROR: option value not specified ERROR
Sending Reply EAP Packet to Pnac DEBUG could not initialize MGMT framework ERROR
Error sending packet to Pnac DEBUG Unable to initialize radius ERROR
RADIUS Authentication Failed; " DEBUG Unable to set debug for radEap. ERROR
RADIUS Authentication Successful; " DEBUG Unable to set debug level for radEap. ERROR
Got Packet with cookie:%p DEBUG ERROR: option value not specified ERROR
Next DNS Retry after T min DEBUG Unable to initialize radius ERROR
Next Synchronization after" DEBUG Invalid username or password ERROR
Next Synchronization after" DEBUG Unable to set debug for radAuth. ERROR
Next Synchronization after %d \ DEBUG Unable to set debug level for radAuth. ERROR
Primary is not available, " DEBUG ERROR: option value not specified ERROR
Secondary is not available, " DEBUG Unable to initialize radius ERROR
Invalid value for use default servers, " DEBUG Invalid username, challenge or response ERROR
No server is configured, " DEBUG Unable to set debug for radAuth. ERROR
Backing off for %d seconds DEBUG Unable to set debug level for radAuth. ERROR
Requesting time from %s DEBUG ERROR: option value not specified ERROR
Synchronized time with %s DEBUG Unable to initialize radius ERROR
Received KOD packet from %s DEBUG Invalid username or password ERROR
No suitable server found %s DEBUG usage : %s <DB fileName> ERROR
Received Invalid Length packet from %s DEBUG ntpd : umi initialization failed ERROR
Received Invalid Version packet from %s DEBUG ntpd : ntplnit failed ERROR
Received Invalid Mode packet from %s DEBUG ntpd : ntpMgmtlinit failed ERROR
Request Timed out from %s DEBUG There was an error while getting the timeZoneChangeScript. ERROR
Looking Up %s DEBUG unexpected reply from %d cmd=9%d ! ERROR
Timezone difference :%d DEBUG cmd %d not supported. caller %d ERROR
Could not open file: %s DEBUG default reached ERROR
Could not read data from file DEBUG Unable to initialize ntpControl ERROR
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ntpTblHandler DEBUG ntpMgmt : Couldn't open database %s ERROR
status: %d DEBUG ERROR :incomplete DB update information ERROR
tz: %d DEBUG empty update. nRows=%d nCols=%d ERROR
DayLightsaving: %d DEBUG Error in executing DB update handler ERROR
pNtpControl- >ServerNames[PRIMARY_SERVER]: %s DEBUG requestNtpTime: Invalid addr ERROR
pNtpControl- >ServerNames[SECONDARY_SERVER] : %s DEBUG failed to take lock for compld: %d ERROR
DS: %d DEBUG failed to convert ioctl args to buffer for" ERROR
pPriServ %s DEBUG request timeout dst(%d) <-- src(%d) ERROR
pSecServ %s DEBUG failed to take lock for compld: %d ERROR
Making request from %d --> %d DEBUG umiloctlArgsToBuf: failed to allocate memory ERROR
sent request dst(%d) <-- src(%d) using option %d DEBUG umiRecvFrom: could not allocate memory ERROR
received request too smalll(%d bytes) DEBUG adpMalloc failed ERROR
Received a UMI request from %d DEBUG context with ID: %d already registered ERROR
sent a reply src(%d) -—-> dst(%d) DEBUG Failed to allocate memory for creating UMI context ERROR
umiRegister (%x,%3x,%Xx,%X) DEBUG Failed to create recvSem for UMI context ERROR
srcld=%d(%s) > destld=9%d(%s) cnd=%d inLen=%d DEBUG Failed to create mutex locks for UMI context ERROR
outLen=%d
waiting for reply..Giving Up DEBUG Failed to create mutex recvQLock for UMI context ERROR
No request in the list after semTake DEBUG Invalid arguments to umiloct! ERROR
reply timeout DEBUG could not find the destination context ERROR
timeout after semTake DEBUG memPartAlloc for %d size failed ERROR
srcld=%d(%s) <-- destld=9%d(%s) cnd=%d DEBUG memPartAlloc for %d size failed ERROR
Un-registerting component with Id %d DEBUG No Handler registered for this UMI context ERROR
failed to send ioctl request: dst(%d) <--- src(%d) DEBUG Couldn't find component with ID (%d)," ERROR
processed a reply dst(%d) <-- src(%d) DEBUG id=%d handler=%x ERROR
request with no result option dst(%d) <-- src(%d) DEBUG Received NULL buffer in umiBufToloctlArgs() ERROR
cmd = %s DEBUG usbMgmtlinit: unable to open the database file %s ERROR
cmdstring is %s %s:%d DEBUG call to printConfig failed ERROR
Calling printerConfig binary ... DEBUG Failed to Disable Network Storage" ERROR
Calling unmount for USB ... DEBUG Some error occurred while removing device ERROR
Calling mount for USB ... DEBUG Some error occurred while removing device ERROR
usbdevice is %d %s:%d DEBUG Sqlite update failed ERROR
Query string: %s DEBUG Failed to enable printer properly ERROR
sqlite3QueryResGet failed.Query:%s DEBUG Failed to mount device on system ERROR
%s: 1. usb is already disconnected for old usb type. " DEBUG Failed to enable network storage device" ERROR
%s: 2.call disable for new usb type ! DEBUG Failed to mount device on system ERROR
%s: 3. usb is already disconnected for old usb type. " DEBUG Sqlite update failed ERROR
%s: 4. Disabled old usb type . Now " DEBUG USB1 Touch failed ERROR
usbdevice is %d %s:%d DEBUG USB2 Touch failed ERROR
USB: failed to begin transaction: %s DEBUG Sqlite update failed ERROR
USB: SQL error: %s pSetString = %s DEBUG Failed query: %s ERROR
USB: failed to commit transaction: %s DEBUG Failed to execute usb database update handler ERROR
USB: updated table: %s DEBUG Usage:%s <DBFile> <opType> <tbIName> <rowld> ERROR
USB: returning with status: %s DEBUG lllegal invocation of snmpConfig (%s) ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG Invalid Community Access Type ERROR
executing %s status =%d DEBUG Invalid User Access Type ERROR
executing %s DEBUG Invalid Security Level ERROR
%s returned status=%d DEBUG Invalid Authentication Algorithm ERROR
%s returned status=9%d DEBUG Invalid Privacy Algorithm ERROR
snmpd.conf not found DEBUG Invalid Argument ERROR
[SNMP_DEBUG] : Fwrite Successful DEBUG Failed to allocate memory for enginelD ERROR
[SNMP_DEBUG] : Fwrite failed DEBUG [SNMP_DEBUG]: Failed to get host address ERROR
radPairGen: received unknown attribute %d of length %d WARN [SNMP_DEBUG] : FOPEN failed ERROR
radPairGen: %s has unknown type WARN sqlite3QueryResGet failed.Query:%s ERROR
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radPairLocate: unknown attribute %Id of length %d WARN sqlite3QueryResGet failed.Query:%s ERROR
radPairLocate: %s has unknown type WARN Invalid Security Level ERROR
lllegal invocation of cpuMemUsage (%) ERROR Invalid Authentication Algorithm ERROR
cpuMemUsageDBUpdateHandler: SQL error: %s ERROR Invalid Privacy Algorithm ERROR
unable to open the DB file %s ERROR Failed to Get Host Address ERROR
umilnit failed ERROR Invalid version ERROR
unable to register to UMI ERROR snmp v3 Trap Configuration Failed ERROR
Error Reading from the Database. ERROR sqlite3QueryResGet failed query:%s ERROR
short DB update event request! ERROR sqlite3QueryResGet failed.Query:%s ERROR
Error in executing DB update handler ERROR Failed to Open Snmp Configuration File ERROR
adpListNodeRemove : Returned with an error ERROR Failed to write access control entries ERROR
command too long. Try increasing " ERROR Failed to write snmpv3 users entries ERROR
failed to allocate memory for CRON_NODE ERROR Failed to write snmp trap entries ERROR
sqlite3QueryResGet failed ERROR Failed to write system entries. ERROR
There was an error while reading the schedules. ERROR Failed to restart snmp ERROR
unable to register to UM ERROR %s failed with status ERROR
short DB update event request! ERROR Error in executing DB update handler ERROR
malloc(DB_UPDATE_NODE) failed ERROR %s: Unable to open file: %s ERROR
short ifDev event request! ERROR RADVD start failed ERROR
sqlite3_mprintf failed ERROR RADVD stop failed ERROR
no component id matching %s ERROR failed to create/open RADVD configuration file %s ERROR
umiloctl (%s, UMI_CMD_DB_UPDATE(%d)) failed. ERROR Restoring old configuration.. ERROR
sqlite3_mprintf failed ERROR failed to write/update RADVD configuration file ERROR
sqlite3_mprintf failed ERROR upnpDisableFunc failed ERROR
no component id matching %s ERROR upnpEnableFunc failed ERROR
umiloctl (%s, UMI_CMD_IFDEV_EVENT(%d)) failed. ERROR sqlite3QueryResGet failed.Query:%s ERROR
klogctl(9) failed ERROR Error in executing DB update handler ERROR
malloc failed for %d bytes ERROR unable to open the DB file %s ERROR
klogctl(4) failed ERROR umilnit failed ERROR
emaillLogs: Invalid Number of Arguments!! Exiting. ERROR unable to register to UMI ERROR
sqlite3QueryResGet failed ERROR short DB update event request! ERROR
Could not execute the smtpClient. ERROR short ifDev event request! ERROR
Error while cleaning the database.Exiting. %s ERROR sqlite3_mprintf failed ERROR

%s failed. status=%d ERROR
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Enabling rule for protocol binding. DEBUG Disable all NAT rules. DEBUG
Disabling rule for protocol binding. DEBUG Enable all NAT rules. DEBUG
Enabling Remote SNMP on WAN. DEBUG Enabling NAT URL filter rules. DEBUG
Disabling Remote SNMP on WAN DEBUG Restarting all NAT rules. DEBUG
wan traffic counters are restared DEBUG Deleting schedule based firewall rules. DEBUG
Traffic limit has been reached DEBUG Deleting schedule based firewall rules from DB. DEBUG
Traffic meter monthly limit has been changed to %d. DEBUG Update schedule based firewall rules in DB. DEBUG
Enabling traffic meter for only dowload. DEBUG Restart schedule based firewall rules. DEBUG
Enabling traffic meter for both directions. DEBUG inter vlan routing enabled DEBUG
Enabling traffic meter with no limit. DEBUG inter vlan routing disabled DEBUG
Email alert in traffic meter disabled. DEBUG Disabling Content Filter for %d DEBUG
Email alert in traffic meter enabled. DEBUG Enabling Content Filter for %d DEBUG
Traffic Meter:Monthly limit %d MB has been " DEBUG Jsrc/firewall/linux/user/firewalld.c:59:#u ndef ADP_DEBUG2 DEBUG
Traffic Metering: Adding rule to drop all traffic DEBUG Jsrc/firewall/linux/user/firewalld.c:61:#d efine ADP_DEBUG2 printf | DEBUG
Traffic Metering: %sabling Email traffic DEBUG Enabling Source MAC Filtering DEBUG
Disabling attack checks for IPv6 rules. DEBUG Disabling Source MAC Filtering DEBUG
Enabling attack checks for IPv6 rules. DEBUG Adding MAC Filter Policy for Block & Permit Rest DEBUG
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Configuring one to one NAT settings with %s private start IP " DEBUG Adding MAC Filter Policy for Permit & Block Rest DEBUG
Deleting forward one to one NAT having setting %s private start" | DEBUG Restarting Source MAC Address Policy DEBUG
Disabling attack check for Block ping to WAN interface. DEBUG Disabling Firewall Rule for DHCP Relay Protocol DEBUG
Disabling attack check for Stealth mode for tcp DEBUG Enabling Firewall Rule for DHCP Relay Protocol DEBUG
Disabling attack check for Stealth mode for udp DEBUG prerouting Firewall Rule add for Relay failed DEBUG
Disabling attack check for TCP Flood. DEBUG prerouting Firewall Rule add for Relay failed DEBUG
Disabling attack check for UDP Flood. DEBUG Deleting MAC Filter Policy for Address %s DEBUG
Disabling attack check for IPSec. DEBUG Adding MAC Filter Policy for Address %s DEBUG
Disabling attack check for PPTP. DEBUG Disabling Firewall Rules for DMZ host DEBUG
Disabling attack check for L2TP. DEBUG Enabling Firewall Rules for DMZ host DEBUG
Disabling attack check for UDP Flood. DEBUG Disabling Firewall Rules for Spill Over Load Balancing DEBUG
Disabling attack check for IPSec. DEBUG Disabling Firewall Rules for Load Balancing DEBUG
Disabling attack check for PPTP. DEBUG Enabling Firewall Rules for Load Balancing DEBUG
Disabling attack check for L2TP. DEBUG Enabling Firewall Rules for Spill Over Load Balancing DEBUG
Enabling attack check for Block ping to WAN " DEBUG Enabling Firewall Rules for Auto Failover DEBUG
Enabling attack check for Stealth Mode for tcp. DEBUG Enabling Firewall Rules for Load Balancing . DEBUG
Enabling attack check for Stealth Mode for udp. DEBUG Enabling Firewall Rules for Spill Over Load Balancing . DEBUG
Enabling attack check for TCP Flood. DEBUG Enabling Firewall Rules for Auto Failover DEBUG
Enabling attack check for UDP Flood. DEBUG Deleting BlockSites Keyword \ DEBUG
Enabling attack check for IPSec. DEBUG Enabling BlockSites Keyword \ DEBUG
Enabling attack check for PPTP. DEBUG Disabling BlockSites Keyword \ DEBUG
Enabling attack check for L2TP. DEBUG Updating BlockSites Keyword from \ DEBUG
Enabling attack check for UDP Flood. DEBUG Inserting BlockSites Keyword \ DEBUG
Enabling attack check for IPSec. DEBUG Deleting Trusted Domain \ DEBUG
Enabling attack check for PPTP. DEBUG Adding Trusted Domain \ DEBUG
Enabling attack check for L2TP. DEBUG Restarting Schedule Based Firewall Rules DEBUG
Enabling DoS attack check with %d SyncFlood detect rate," | DEBUG Enabling Remote SNMP DEBUG
Disabling DoS attack check having %d SyncFlood detect DEBUG Disabling Remote SNMP DEBUG
rate,"

Enabling ICSA Notification Item for ICMP notification. DEBUG Enabling Remote SNMP DEBUG
Enabling ICSA Notification Item for Fragmented Packets. DEBUG Disabling DOS Attacks DEBUG
Enabling ICSA Notification [tem for Multi cast Packets. DEBUG Enabling DOS Attacks DEBUG
Disabling ICSA Notification Item for ICMP notification. DEBUG Enabling DOS Attacks DEBUG
Disabling ICSA Notification Item for Fragmented Packets. DEBUG Restarting Firewall [%d]:[%d] For %s DEBUG
Disabling ICSA Notification Item for Multicast Packets. DEBUG restartStatus = %d for LogicallfName = %s DEBUG
Adding IP/MAC binding rule for %s MAC address " DEBUG Deleting Lan Group %s DEBUG
Deleting IP/MAC binding rule for %s MAC " DEBUG Adding Lan Group %s DEBUG
Jsrc/firewall/linux/user/firewalld.c:60:#un def ADP_DEBUG | DEBUG Deleting lan host %s from group %s DEBUG
Jsrc/firewall/linux/user/firewalld.c:62:#def ine ADP_DEBUG | DEBUG Adding lan host %s from group %s DEBUG
printf

Restarting traffic meter with %d mins, %d hours, " DEBUG Disabling Firewall Rule for IGMP Protocol DEBUG
Updating traffic meter with %d mins, %d hours, " DEBUG Enabling Firewall Rule for IGMP Protocol DEBUG
Deleting traffic meter. DEBUG Deleting IP/MAC Bind Rule for MAC address %s and IP " DEBUG
Disabling block traffic for traffic meter. DEBUG Adding IP/MAC Bind Rule for MAC address %s and IP DEBUG
Enabling traffic meter. DEBUG Deleting Protocol Bind Rule for Service %s DEBUG
Adding lan group %s. DEBUG Deleting Protocol Bind Rule for Service %s DEBUG
Deleting lan group %s. DEBUG Deleting Protocol Bind Rule for Service %s DEBUG
Renaming lan group from %s to %s. DEBUG Adding Protocol Bind Rule for Service %s DEBUG
Deleting host %s from %s group. DEBUG %s Session Settings DEBUG
Adding host %s to %s group. DEBUG Restarting IPv6 Firewall Rules... DEBUG
Enabling Keyword blocking for %s keyword. DEBUG Deleting Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Disabling keyword Blocking for %s keyword . DEBUG Deleting Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Deleting trusted domain with keyword %s. DEBUG Enabling Port Trigger Rule for %d:9%d:%d:%d:%d DEBUG
Adding %s keyword to trusted domain. DEBUG Disabling Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
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Enabling Management Access from Internet on port DEBUG Enabling Port Trigger Rule for %d:9%d:%d:%d:%d DEBUG
Enabling remote access management for IP address range" DEBUG Disabling Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Enabling remote access management to only this PC. DEBUG Adding Port Trigger Rule for %d:9%d:%d:%d:%d DEBUG
Disabling Management Access from Internet on port %d DEBUG Enabling Content Filter DEBUG
Disabling remote access management for IP address range" DEBUG Disabling Content Filter DEBUG
Disabling remote access management only to this PC. DEBUG Enabling Content Filter DEBUG
MAC Filtering %sabled for BLOCK and PERMIT REST. DEBUG Setting NAT mode for pLogicallfName = %s DEBUG
MAC Filtering %sabled for PERMIT and BLOCK REST. DEBUG Enabling DROP for INPUT DEBUG
Enabling Content Filtering. DEBUG Enabling DROP for FORWARD DEBUG
Disabling Content Filtering. DEBUG Enabling NAT based Firewall Rules DEBUG
Deleting rule, port triggering for protocol TCP. DEBUG Setting transparent mode for pLogicallfName \ DEBUG
Deleting rule, port triggering for protocol UDP. DEBUG Enabling Accept for INPUT DEBUG
Deleting rule, port triggering for protocol TCP. DEBUG Enabling Accept for FORWARD DEBUG
Deleting rule, port triggering for protocol UDP. DEBUG Setting Routing mode for pLogicallfName \ DEBUG
Enabling rule, port triggering for protocol TCP. DEBUG Enabling DROP for INPUT DEBUG
Enabling rule, port triggering for protocol UDP. DEBUG Enabling DROP for FORWARD DEBUG
Enabling rule, port triggering for protocol TCP. DEBUG Disabling NAT based Firewall Rules DEBUG
Enabling rule, port triggering for protocol UDP. DEBUG Enabling Firewall Rules for URL Filtering &" DEBUG
Enabling DNS proxy. DEBUG Adding Firewall Rule for RIP Protocol DEBUG
Restarting DNS proxy. DEBUG Restarting Schedule Based Firewall Rules DEBUG
checking DNS proxy for Secure zone. DEBUG enabling IPS checks between %s and %s zones. DEBUG
checking DNS proxy for Public zone. DEBUG disabling IPS checks between %s and %s zones. DEBUG
Enabling Block traffic from %s zone. DEBUG Stopping IPS...%s DEBUG
Configuring firewall session settings for " DEBUG IPS started. DEBUG
Disabling DMZ DEBUG Route already exists DEBUG
Disabling WAN-DMZ rules . DEBUG Route addition failed: Network Unreachable DEBUG
Enabling WAN DMZ rules . DEBUG Route addition failed: Network is down DEBUG
Restarting DMZ rule having %s address with %s address. DEBUG Route addition failed DEBUG
Enabling LAN DHCP relay. DEBUG Failed to add rule in iptables DEBUG
OneToOneNat configured successfully DEBUG Failed to delete rule from iptables DEBUG
OneToOneNat configuration failed DEBUG fwLBSpillOverConfigure: Something going wrong here ERROR
Deleting scheduled IPv6 rules. DEBUG fwLBSpillOverConfigure: unable to get interfaceName ERROR
delete from FirewallRules6 where ScheduleName = '%s'. DEBUG fwLBSpillOverConfigure: Could not set PREROUTING rules ERROR
Update FirewallRules6 where ScheduleName = '%s' to New " DEBUG fwLBSpillOverConfigure: Could not set POSTROUTING rules ERROR
Dns proxy Restart failed DEBUG fwLBSpillOverConfigure: Something going wrong Here ERROR
deleting interface to ifgroup failed DEBUG fwL2TPGenericRules.c: unable to open the database file " ERROR
adding interface to ifgroup failed DEBUG fwlL2TPGenericRules.c: inet_aton failed ERROR
deleting interface pVirtlface %s from ifgroup %d" DEBUG fwPPTPGenericRules.c: unable to open the database file " ERROR
adding interface pVirtlface %s to ifgroup %d failed DEBUG fwPPTPGenericRules.c: inet_aton failed ERROR
Deleting IP address %s. DEBUG DNS proxy firewall rule add failed for %s ERROR
Adding new IP address %s. DEBUG deleting interface %s from ifgroup %d failed ERROR
Updating old IP address %s to new IP address %s. DEBUG adding interface %s to ifgroup %d failed ERROR
Restarting Firewall For %s Address Update from %s:9s DEBUG nimfBridgeTblHandler: unable to get interfaceName ERROR
Disabling Firewall Rule for MSS packet marking DEBUG nimfBridgeTblHandler:\ ERROR
Enabling Firewall Rule for MSS packet marking DEBUG nimfBridgeTblHandler: unable to get\ ERROR
Enabling packet marking rule for %s IDLE timer DEBUG Failed to %s traffic from %s to %s to IPS. ERROR
Deleted firewall rule %s for service %s with action %s DEBUG Failed to %s traffic from 9%s to %s to IPS. ERROR
%s firewall rule %s for service %s with action %s DEBUG failed to start IPS service. ERROR
Added firewall rule %s for service %s with action %s DEBUG Timeout in waiting for IPS service to start. ERROR
Deleting inbound(WAN-LAN) firewall rule. DEBUG Usage:%s <DBFile> <opType> <tbIName> <rowld> " ERROR
Deleting inbound(WAN-DMZ) firewall rule. DEBUG xIr8NatConfig: illegal invocation of (%s) ERROR
RIPng disabled. DEBUG lllegal invocation of [%s] ERROR
RIPng enabled. DEBUG xIr8NatMgmtTblHandler: failed query: %s ERROR
Disable IPv6 firewall rule. DEBUG Could not open file: %s ERROR
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Enable IPv6 firewall rule. DEBUG Rip Error Command Too Long ERROR
Deleting IGMP proxy rule. DEBUG No authentication for Ripv1 ERROR
Enable IGMP proxy rule. DEBUG Invalid Rip Direction ERROR
Restarting IGMP rule. DEBUG Invalid Rip Version ERROR
Traffic meter enabled with no limit type. DEBUG Invalid Password for 1st Key ERROR
Traffic meter enabled for only download. DEBUG Invalid Time for 1st Key ERROR
Traffic meter enabled for both directions. DEBUG Invalid Password for 2nd Key ERROR
Deleted firewall rule %s for service %s with action %s DEBUG Invalid Time for 2nd Key ERROR
%s firewall rule %s for service %s with action %s DEBUG Invalid First Keyld ERROR
Added firewall rule %s for service %s with action %s DEBUG Invalid Second Keyld ERROR
Enabling Inter VLAN routing. DEBUG Invalid Authentication Type ERROR
Updating inter VLAN routing status. DEBUG ripDisable failed ERROR
Deleting inter VLAN routing. DEBUG ripEnable failed ERROR
B I7V)T4 VAT L (EBR)
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(node=%s) setting %s to val = %d DEBUG sqlite3QueryResGet failed ERROR
Custom wireless event: '%s' DEBUG sqlite3QueryResGet failed ERROR
Wireless event: cnd=0x%x len=%d DEBUG VAP(%s) set beacon interval failed ERROR
New Rogue AP (%02x:9602x:9602x:%02x:9602x:%02x) detected DEBUG VAP(%s) set DTIM interval failed ERROR
WPS session in progress, ignoring enrolle assoc request DEBUG VAP(%s) set RTS Threshold failed ERROR
ran query %s DEBUG VAP(%s) set Fragmentation Threshold failed ERROR
DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG VAP(%s) set Protection Mode failed ERROR
%sing VAPs using profile %s DEBUG VAP(%s) set Tx Power failed ERROR
%sing VAP %s DEBUG WDS Profile %s not found ERROR
ran query %s DEBUG Failed to initalize WPS on %s ERROR
%sing VAP instance %s DEBUG failed to get profile %s ERROR
VAP(%s) set Short Preamble failed DEBUG could not initialize MGMT framework ERROR
VAP(%s) set Short Retry failed DEBUG could not initialize MGMT framework ERROR
VAP (%s) set Long Retry failed DEBUG dot11VapBssidUpdt SQL error: %s ERROR
Decrypting context with key %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Unknown IAPP command %d received. DEBUG KDOT11_GET_PARAM(IEEE80211_I OC_CHANNEL) failed ERROR
unexpected reply from %d cd=9%d ! DEBUG Failed to get the channel setting for %s ERROR
unexpected reply from %d cnd=9%d ! DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Recvied DOT11_EAPOL_KEYMSG DEBUG sqlite3QueryResGet failed.Query:%s ERROR
shutting down AP:%s DEBUG profile %s not found ERROR
APCtx Found DEBUG sqlite3QueryResGet failed.Query:%s ERROR
APCtx Not-Found DEBUG Interface name and policy must be specified ERROR
node not found *:*:*:%x:%x:%x DEBUG Interface name and policy must be specified ERROR
error installing unicast key for %s DEBUG invalid ACL type %d ERROR
cmd =%d i_type =%d i_val=%d DEBUG interface name not specified ERROR
join event for new node %s DEBUG interface name not specified ERROR
wpa/rsn IE id %d/%d not supported DEBUG Invalid interface - %s specified ERROR
wpa IE id %d not supported DEBUG buffer length not specified ERROR
leave event for node %s DEBUG Invalid length(%d) specified ERROR
NodeFree request for node : %s DEBUG failed created iappdLock ERROR
installing key to index %d DEBUG failed to create cipher contexts. ERROR
iReq.i_val : %d DEBUG unable to register to UMI ERROR
plfName : %s DEBUG iappSockinit() failed ERROR
iReq.i_val : %d DEBUG iapplnit got error, unregistering it with UMI ERROR
setting mode: %d DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) failed ERROR
Global counter wrapped, re-generating... DEBUG umiloctl(UMI_COMP_KDQOT11,%d,%d ) failed ERROR
Got PNAC_EVENT_PREAUTH_SUCCESS event for : %s DEBUG UDP failed, received Length is %d ERROR
event for non-existent node %s DEBUG umiloctl(UMI_COMP_KDOTT11, ERROR
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PNAC_EVENT_EAPOL_START event received DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) \ ERROR
PNAC_EVENT_EAPOL_LOGOFF event received DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) \ ERROR
PNAC_EVENT_REAUTH event received DEBUG No IAPP Node found for req id %d ERROR
PNAC_EVENT_AUTH_SUCCESS event received DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) \ ERROR
PNAC_EVENT_PORT_STATUS_CHAN GED event received DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) \ ERROR
unsupported event %d from PNAC DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) failed ERROR
event for non-existent node %s. Create new node. DEBUG UDP socket is not created ERROR
Add new node to DOT11 Node list DEBUG UDP send failed ERROR
Update dot11STA database DEBUG IAPP: socket (SOCK_STREAM) failed. ERROR
Add PMKSA to the list DEBUG IAPP: TCP connect failed to %s. ERROR
eapolRecvAuthKeyMsg: received key message DEBUG cmd %d not supported.sender=%d ERROR
node not found DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) failed ERROR
eapolRecvKeyMsg: replay counter not incremented DEBUG IAPP-CACHE-NOTIFY-REQUEST send to ERROR
eapolRecvKeyMsg: replay counter is not same DEBUG J/src/dot11/iapp/iapplLib.c:1314: ADP_ERROR ( ERROR
processing pairwise key message 2 DEBUG BSSID value passed is NULL ERROR
RSN IE matching: OK DEBUG reserved requestld is passed ERROR
processing pairwise key message 4 DEBUG interface name is NULL ERROR
processing group key message 2 DEBUG IP address value passed is NULL ERROR
processing key request message from client DEBUG opening receive UDP socket failed ERROR
WPA version %2x %2x not supported DEBUG enabling broadcast for UDP socket failed ERROR
(%s) group cipher %2x doesn't match DEBUG opening receive TCP socket for new AP failed ERROR
(%0s)Pairwise cipher %s not supported DEBUG J/src/dot11/iapp/iapplib.c:1784: ADP_ERROR( ERROR
(%s) authentication method %d not supported DEBUG J/src/dot11/iapp/iapplib.c:1794: ADP_ERROR( ERROR
9%s:Auth method=%s pairwise cipher=%s IE size=%d DEBUG J/src/dot11/iapp/iappLib.c:1803: ADP_ERROR( ERROR
WPA version %2x %2x not supported DEBUG failed created dot11dLock. ERROR
Unable to obtain IE of type %d DEBUG failed initialize profile library. ERROR
PTK state changed from %s to %s DEBUG failed to create cipher contexts. ERROR
using PMKSA from cache DEBUG unable to register to UMI ERROR
PTK GK state changed from %s to %s DEBUG could not create MIB tree ERROR
GK state changed from %s to %s DEBUG unable to register to PNAC ERROR
Sending PTK Msg1 DEBUG Max registration attempts by DOT11 to PNAC exceeded ERROR
Sending PTK Msg3 DEBUG Creation of EAP WPS Profile Failed ERROR
Sending GTK Msg1 DEBUG umiloctl(UMI_COMP_IAPP,%d ) failed ERROR
sending EAPOL pdu to PNAC... DEBUG DOT11_RX_EAPOL_KEYMSG: unknown ifname %s ERROR
creating pnac authenticator with values %d %d - %s DEBUG cmd %d not supported.sender=%d ERROR
Profile %s does not exist DEBUG inteface name passed is NULL ERROR
IAPP initialized. DEBUG BSSID passed is NULL ERROR
Encrypting context key=9%s for DEBUG inteface name passed is NULL ERROR
could not find access point context for %s DEBUG unable to allocate memory for DOT11_CTX ERROR
join event for existing node %s DEBUG unable to install wme mapping on %s ERROR
failed to send PNAC_FORCE_AUTHORIZED " DEBUG unable to get %s mac address ERROR
failed to send PNAC_AUTHORIZED " DEBUG Failed to set %s SSID ERROR
failed to send PNAC_VAR_KEY_AVAILABLE (TRUE) " DEBUG Failed to set SSID broadcast status ERROR
failed to send PNAC_VAR_KEY_TX_EN (TRUE) " DEBUG Failed to set PreAuth mode ERROR
failed to send PNAC_VAR_KEY_TX_EN (FALSE) " DEBUG unable to install key ERROR
failed to send PNAC_FORCE_AUTHORIZED " DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_AUTHMODE failed ERROR
failed to send PNAC_AUTHORIZED " DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_PRIVACY failed ERROR
mic verification: OK DEBUG wpalnit failed ERROR
pnaclfConfig: Invalid supplicant” DEBUG dot11InstallProfile: unable to get interface index ERROR
Failed to process user request DEBUG adpHmacInit(%s) failed ERROR
Failed to process user request - %s(%d) DEBUG interface %s not found ERROR
pnaclfConfigUmiloctl: umiloctl failed DEBUG AP not found on %s ERROR
pnaclfConfigUmiloctl: usrPnac returned %d DEBUG keyLen > PNAC_KEY_MAX_SIZE ERROR
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pnaclfConfigUmiloctl: usrPnac returned %d DEBUG Invalid profile name passed ERROR
pnaclfConfigUmiloctl: usrPnac returned %d DEBUG Creation of WPS EAP Profile failed ERROR
pnacKernNotifier: invalid PAE configuration " DEBUG unsupported command %d ERROR
From pnacEapDemoAuthRecv: unsupported response " DEBUG device %s not found ERROR
From pnacEapDemoAuthRecv: invalid codes received DEBUG unsupported command %d ERROR
From pnacRadXlateDemoRecv: received unknown " DEBUG dot11NodeAlloc failed ERROR
From pnacRadXlateDemoRecv: invalid codes received DEBUG Getting WPA [E failed for %s ERROR
Error from pnacRadXlateDemoRecv: malloc failed DEBUG Getting WPS IE failed for %s ERROR
From pnacRadXlateRadPktHandle: received a non-supported" DEBUG Failed initialize authenticator for node %s ERROR
Only md5 authentication scheme currently supported. " DEBUG Failed to get the system up time while adding node %s ERROR
Message from authenticator: DEBUG error creating PNAC port for node %s ERROR
from pnacPDUXmit: bufsize = %d, pktType = %d," DEBUG dot11NodeAlloc failed ERROR
pnacPDUXmit: sending eap packet. code = %d, " DEBUG Invalid arguments. ERROR
pnacRecvRtn: no corresponding pnac port pae found DEBUG umiloctl(UMI_COMP_IAPP,%d) failed ERROR
sending unicast key DEBUG Invalid IE. ERROR
sending broadcast key DEBUG umiloctl(UMI_COMP_KDOT11_VAP, %d ) failed ERROR
from pnacAuthPAEDisconnected: calling pnacTxCannedFail DEBUG umiloctl(UMI_COMP_KDOT11,%d ,%d) failed ERROR
from pnacAuthPAEForceUnauth: calling pnacTxCannedFail DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_CWMIN failed ERROR
state changed from %s to %s DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_CWMAX failed ERROR
PNAC user comp id not set. dropping event %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_AIFS failed ERROR
sending event %d to %d DEBUG KDOT11_SET_PARAM:80211_IOC_WME_TXOPLIMIT failed ERROR
requesting keys informantion from 9%d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_ACM failed ERROR
pnacUmiPortPaeParamSet: error in getting port pae DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME failed ERROR
pnacUmiPortPaeParamSet: invalid param - %d DEBUG invalid group cipher %d ERROR
pnacRecvASInfoMessage: Skey of length %d set DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_MCASTCIPHER failed ERROR
pnacRecvASInfoMessage: reAuthPeriod set to: %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_MCASTKEYLEN failed ERROR
pnacRecvASInfoMessage: suppTimeout set to: %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_UCASTCIPHERS failed ERROR
PORT SUCCESSFULLY DESTROYED DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_KEYMGTALGS failed ERROR
creating physical port for %s DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WPA failed ERROR
pnacAuthinit: using defualt pnacAuthParams DEBUG unknow cipher type = %d ERROR
pnacSupplnit: using defualt pnacSuppParams DEBUG umiloctl(UMI_COMP_IAPP,%d) failed ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG invalid media value=%d ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG invalid mediaOpt value=%d ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG invalid mode value=%d ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG dot11PnaclfCreate failed ERROR
Error from pnacCombinedStMachTriggerFunc: DEBUG wpaPRF failed ERROR
Error from pnacCombinedStMachTriggerFunc: DEBUG Error generating global key counter ERROR
Error from pnacCombinedStMachTriggerFunc: DEBUG wpaCalcMic: unsupported key descriptor version ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG integrity failed. need to stop all stations " ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG couldn't find AP context for %s interface ERROR
received a pdu on %s DEBUG dot11Malloc failed ERROR
pnacRecvMapi: protoType: %04x pPhyPort-> DEBUG dot11Malloc failed ERROR
authToASSendRtn:%p
port not found DEBUG eapolRecvKeyMsg: unknown descType =%d ERROR
from pnacRecvMapi: pkt body len = %d, pktType = %d DEBUG eapolRecvKeyMsg: invalid descriptor version ERROR
from pnacPDUProcess: received PNAC_EAP_PACKET DEBUG eapolRecvKeyMsg: incorrect descriptor version ERROR
from pnacPDUProcess: currentld = %d DEBUG eapolRecvKeyMsg: Ack must not be set ERROR
from pnacPDUProcess: code = %d, identifier = %d, " DEBUG eapolRecvKeyMsg: MIC bit must be set ERROR
from pnacPDUProcess: setting rxResp true DEBUG wpaAuthRecvPTKMsg2: unexpected packet received ERROR
from pnacPDUProcess: code = %d, identifier = %d, " DEBUG wpaAuthRecvPTKMsg2: mic check failed ERROR
from pnacPDUProcess: received " DEBUG wpaAuthRecvPTKMsg2: rsn ie mismatch ERROR
from pnacPDUProcess: received " DEBUG wpaAuthRecvPTKMsg4: unexpected packet received ERROR
from pnacPDUProcess: received PNAC_EAPOL_KEY_PACKET DEBUG wpaAuthRecvPTKMsg4: keyDatalength not zero ERROR
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doing pnacTxCannedFail DEBUG wpaAuthRecvPTKMsg4: mic check failed ERROR
doing pnacTxCannedSuccess DEBUG wpaAuthRecvGTKMsg2: unexpected packet received ERROR
doing pnacTxReqgld DEBUG secureBit not set in GTK Msg2 ERROR
doing pnacTxReq DEBUG wpaAuthRecvGTKMsg2: keyDatalength not zero ERROR
doing pnacTxStart DEBUG wpaAuthRecvGTKMsg2: mic check failed ERROR
doing pnacTxLogoff DEBUG wpaAuthRecvKeyReq: unexpected packet received ERROR
doing pnacTxRspld: 1st cond DEBUG wpaAuthRecvKeyReq: keyDatalength not zero ERROR
doing pnacTxRspld: entering 2nd cond DEBUG wpaAuthRecvKeyReq: mic check failed ERROR
from pnacTxRspld: code = %d, identifier = %d, length = %d, " DEBUG invalid OUI %x 9%x %x ERROR
doing pnacTxRspld: 2nd cond DEBUG (%s) invalid OUI %x 9%x %x ERROR
doing pnacTxRspAuth: 1st cond DEBUG [%5:%d] Cipher in WPA IE : %x ERROR
doing pnacTxRspAuth: 2nd cond DEBUG (%s) invalid OUI %x 9%x %x ERROR
message for unknown port PAE DEBUG short WPA IE (length = %d) received ERROR
from pnacACToSuppRecvRtn: calling pnacEapPktRecord DEBUG PTK state machine in unknown state. ERROR
from pnacEapPktRecord: code = %d, identifier = %d, " DEBUG dot11InstallKeys failed ERROR
from pnacEapPktRecord: received success pkt DEBUG group state machine entered into WPA_AUTH_GTK_INIT ERROR
from pnacEapPktRecord: received failure pkt DEBUG dot11Malloc failed ERROR
from pnacEapPktRecord: received request pkt DEBUG dot11Malloc failed ERROR
unknown EAP-code %d DEBUG dot11Malloc failed ERROR
Authenticator[%d]: DEBUG aesWrap failed ERROR
Auth PAE state = %s DEBUG unknown key descriptor version %d ERROR
Auth Reauth state = %s DEBUG dot11Malloc failed ERROR
Back auth state = %s DEBUG could not initialize AES128ECB ERROR
Supplicant[%d]: DEBUG could not initialize AES-128-ECB ERROR
Supp Pae state = %s DEBUG MDS5 initialization failed ERROR
from pnacBackAuthFail: calling pnacTxCannedFail DEBUG RC4 framework initialization failed ERROR
%s returned ERROR DEBUG PNAC framework initialization failed ERROR
pnacUmiloctiHandler: cmd: %s(%d) DEBUG ERROR: option value not specified ERROR
%s not configured for 802.1x DEBUG ERROR: -u can be used only with -s ERROR
could not process PDU received from the wire DEBUG ERROR: user-name not specified ERROR
pnacPDUForward: failed to foward the received PDU DEBUG failed to enable debug ERROR
Creating PHY port with AUTH backend : %s SendRtn: %p DEBUG [%s]: failed to convert string to MAC " ERROR
RecvRtn:%p
pnacUmiAuthConfig: %s not configured for 802.1x DEBUG failed to initialize UMI ERROR
pnacSuppRegisterUserinfo: not a valid AC DEBUG pnacPhyPortParamSet:invalid arguments ERROR
pnaclfConfig: autoAuth Enabled DEBUG pnacPhyPortParamSet:Failed to create socket ERROR
pnacSendRtn: no pnac port pae found for " DEBUG Error from pnacPhyPortParamSet:%sdevice invalid ERROR
sending portStatus: %s[%d] to dot11 DEBUG Error from pnacPhyPortParamSet:%s- Getting MAC address " ERROR
pnacRecvASInfoMessage: Rkey of length %d set DEBUG pnacPhyPortParamSet:Failed to add 802.1X multicast " ERROR
ASSendRtn: %p ASToAuthRecv: %p DEBUG pnaclsinterfaceUp: failed to create a raw socket ERROR
adpRand failed:unable to generate random unicast key WARN pnaclsinterfaceUp: failed to get interface flags ERROR
using group key as unicast key WARN failed to allocate buffer ERROR
Integrity check failed more than once in last 60 secs. WARN UMl initialization failed ERROR
MIC failed twice in last 60 secs, taking countermeasures WARN UMl initialization failed ERROR
Failed to set dot11 port status WARN Error from pnacEapDemoAuthLibinit: malloc failed ERROR
PTK state machine in NO_STATE. WARN Error from pnacEapDemoAuthRecv: received null EAP pkt ERROR
PTK state machine in NO_STATE! WARN Error from pnacEapDemoAuthRecv: send " ERROR
PMKSA refcount not 1 WARN Error from pnacRadXlateASAdd: cannot open socket ERROR
IV verification failednknown subtype> WARN Error from pnacRadXlateDemoRecv: received null EAP pkt ERROR
pnaclfConfig: overwriting previous interface " WARN From pnacRadXlateDemoRecv: send " ERROR
pnaclfConfig: overwriting previous " WARN Error from pnacRadXlateDemoRecv: radius " ERROR
pnaclfConfig: overwriting previous username” WARN Error from pnacRadXlateDemoRecv: radius " ERROR
pnaclfConfig: overwriting previous password" WARN Error from pnacRadXlateRadldRespSend: send to failed ERROR
%s: Failed to set port status WARN Error from pnacRadXlateRadNonldRespSend: send to failed ERROR
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%s: Failed to notify event to dot11 WARN Error from pnacRadXlateRadRecvProc: recvfrom failed ERROR
pnacLibDeinit: Failed to destroy the phyPort:%s WARN From pnacRadXlateRadPktIntegrityChk: no corresponding " ERROR
pnacPortPaeDeconfig:kpnacPortPaeDec onfig failed WARN Error from pnacRadXlateRadPktIntegrityChk: no message " ERROR
pnacPortPaeDeconfig:kpnacPortPaeDec onfig failed WARN Error from pnacRadXlateRadPktIntegrityChk: " ERROR
pnacBackAuthSuccess: failed to notify the destination " WARN From pnacRadXlateRadChalPktHandle: no encapsulated eap " | ERROR
could not initialize MGMT framework ERROR Error from pnacRadXlateRadChalPktHandle: malloc foreap " | ERROR
umilnit failed ERROR Error from pnacEapDemoSuppUserinfoRegister: invalid " ERROR
iapplnit failed ERROR Error from pnacEapDemoSuppRecv: received null EAP pkt ERROR
could not initialize IAPP MGMT. ERROR Error from pnackapDemoSuppRecv: send ptr to pnac supplicant” | ERROR
dot11Malloc failed ERROR From pnacEapDemoSuppRecv: user info not entered yet ERROR
buffer length not specified ERROR Error from pnacEapDemoSuppRecv: couldn't " ERROR
Invalid length(%d) specified ERROR MDString: adpDigestlnit for md5 failed ERROR
Failed to get information about authorized AP list. ERROR pnacUmilnit: UMl initialization failed ERROR
Recd IE data for non-existent AP %s ERROR could not start PNAC task ERROR
Recd IE data for wrong AP %s ERROR invalid aruments ERROR
Received Invalid IE data from WSC ERROR pnaclfNameTolndex failed ERROR
Recd IE data for non-existent AP %s ERROR pnacPhyPortParamSet: device invalid %s%d ERROR
Recd WSC Start command without interface name ERROR pnacPhyPortParamSet: EIOCGADDR ioctl failed ERROR
Recd WSC start for non-existent AP %s ERROR pnacPhyPortParamSet: multicast addr add ioctl failed ERROR
Recd WSC start for wrong AP %s ERROR pnacPhyPortParamUnset: multicast addr del ioctl failed ERROR
Unable to send WSC_WLAN_CMD_PORT to WSC ERROR pnacPDUXmit: Invalid arguments ERROR
Failed to get the ap context for %s ERROR pnacPDUXmit: failed to get M_BLK_ID ERROR
WPS can only be applied to WPA/WPA2 security profiles ERROR from pnaclsinterfaceUp: device %s%d invalid ERROR
wpsEnable: running wsccmd failed ERROR pnacRecvRtn: dropping received packet as port is" ERROR
Failed to get the ap context for %s ERROR pnacSendRtn: Invalid arguments ERROR
WPS conf. under non WPA/WPA2 security setting ERROR pnacSendRtn: no physical port corresponding to" ERROR
Failed to reset the Beacon Frame IE in the driver ERROR pnacSendRtn: dropping packet as port" ERROR
Failed to reset the Beacon Frame IE in the driver ERROR pnacAuthBuildRC4KeyDesc: adpEncryptinit(RC4) failed ERROR
WPS method cannot be NULL ERROR pnacAuthBuildRC4KeyDesc: adpCipherContextCtrl" ERROR
PIN value length should be a multiple of 4 Il ERROR pnacDot11UserSet: incorrect buffer length ERROR
Failed to initiate PIN based association, PIN = %s ERROR PNAC user component id not set. ERROR
Failed to initiate PBC based enrolle association ERROR pnacKeylnfoGet:failed to allocate buffer ERROR
Invalid association mode. (Allowed modes : PIN/PBC) ERROR PNAC user comp id not set. dropping EAPOL key pkt ERROR
wpsEnable: running wsccmd failed ERROR pnacUmiPortPaeParamSet: invalid buffer received ERROR
Failed to send QUIT command to WSC from DOT11 ERROR Error from pnacRecvASInfoMessage: " ERROR
Failed to clear off the WPS process ERROR pnacRecvASInfoMessage: " ERROR
missing profile name ERROR pnacRecvASInfoMessage: Bad info length ERROR
A profile exists with the same name ERROR Error from pnacLiblnit: malloc failed ERROR
Error in allocating memory for profile ERROR could not create phy ports lock ERROR
missing profile name ERROR could not create nodes ports lock ERROR
missing profile name ERROR port exists for iface - %s ERROR
Profile name and interface name must be specified ERROR pnacPhyPortCreate failed ERROR
Profile %s does not exist ERROR kpnacPhyPortCreate failed ERROR
Could not set profile %s on the interface %s ERROR invalid argument ERROR
missing profile name ERROR pnacAuthConfig: maxAuth limit reached ERROR
Profile %s does not exist ERROR pnacAuthConfig: malloc failed ERROR
Profile %s does not exist ERROR Error from pnacAuthConfig: pAsArg cannot be NULL ERROR
SSID should not be longer than %d ERROR Error from pnacAuthConfig: receive routine hook " ERROR
Profile %s does not exist ERROR pnacAuthConfig: pnacAuthinit failed ERROR
Profile %s does not exist ERROR kpnacPortPaeConfig failed ERROR
Profile %s does not exist ERROR Invalid arguments ERROR
Profile %s does not exist ERROR Error from pnacSuppConfig: malloc failed ERROR
Profile %s does not exist ERROR Error from pnacSuppConfig: receive routine hook " ERROR
Profile %s does not exist ERROR Error from pnacSuppConfig: pnacSupplnit failed ERROR
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SSID not set. SSID is needed to generate password hash ERROR kpnacPortPaeConfig failed ERROR
Password string too big ERROR pnacAuthDeconfig failed: pPortPae NULL ERROR
dot11Malloc failed ERROR Error from pnacPhyPortDestroy: port not configured ERROR
Profile %s does not exist ERROR pnacPhyPortDestroy: Failed to deconfigure port ERROR
Hex string should only have %d hex chars ERROR pnacPhyPortParamUnset FAILED ERROR
dot11Malloc failed ERROR Error from pnacPhyPortCreate: malloc failed ERROR
Profile %s does not exist ERROR Error from pnacPhyPortCreate: pnacPhyPortParamSet" ERROR
invalid key index %d. key index should be 0-3. ERROR error from pnacPhyPortCreate: malloc failed ERROR
wepKey length incorrect ERROR Error from pnacAuthlinit: pnacPortTimersinit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthlinit: pnacAuthPAEInit failed ERROR
Invalid Cipher type %d ERROR Error from pnacAuthlinit: pnacAuthKeyTxInit failed ERROR
Profile supports WEP stas,Group cipher must be WEP ERROR Error from pnacAuthinit: pnacReauthTimerlnit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthlinit: pnacBackAuthlnit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthinit: pnacCtrIDirlnit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthinit: pnacKeyRecvinit failed ERROR
invalid pairwise cipher type %d ERROR Error from pnacSupplnit: malloc failed ERROR
Cipher %s is already in the list. ERROR Error from pnacSupplnit: pnacPortTimersInit failed ERROR
Profile %s does not exist ERROR Error from pnacSupplnit: pnacKeyRecvinit failed ERROR
Invalid Cipher type %d ERROR Error from pnacSupplnit: pnacSuppKeyTxInit failed ERROR
Cipher %s not found in the list. ERROR Error from pnacSupplnit: pnacSuppPAEInit failed ERROR
Profile %s does not exist ERROR Error from pnacRecvRtn: invalid arguments ERROR
Profile %s does not exist ERROR Error from pnacRecvMapi: unsupported PDU received ERROR
Auth method %s is already in the list ERROR suppToACSendRtn returned not OK! ERROR
Profile %s does not exist ERROR Error from pnacBasicPktCreate: malloc failed ERROR
Auth method %s not found in the list. ERROR Error from pnacEAPPktCreate: basic pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxCannedFail: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxCannedSuccess: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxReqld: eap pkt create failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacTxReq: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacSendRespToServer: malloc failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacSendRespToServer: no AS configured ERROR
Profile %s does not exist ERROR Error from pnacTxStart: basic pkt create failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacTxStart: basic pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxRspld: eap pkt create failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacTxRspAuth: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacEapPktRecord: EAP packet too" ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacEapPktRecord: " ERROR
Profile %s does not exist ERROR from pnacBackAuthTimeout: calling pnacTxCannedFail ERROR
ERROR: incomplete DB update information. ERROR hmac_md5: adpHmacContextCreate failed ERROR
old values result does not contain 2 rows ERROR hmac_md5:adpHmacinit failed ERROR
sqlite3QueryResGet failed ERROR pnacUmiloctiHandler: invalid cmd: %d ERROR
Error in executing DB update handler ERROR pnackapRadAuthSend: Invalid arguments ERROR
sqlite3QueryResGet failed ERROR pnackapRadAuthSend: failed to allocate inbuffer ERROR
ERROR: incomplete DB update information. ERROR pnacXmit : umiloctl failed[%d] ERROR
old values result does not contain 2 rows ERROR pnacPDUForward: Invalid input ERROR
sqlite3QueryResGet failed ERROR pnacPDUForward: error in getting port pae information ERROR
Error in executing DB update handler ERROR pnacPDUForward: error allocating memory ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmilfMacAddrChange: %s not configured for 802.1x ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmilfMacAddrChange: could not process PDU received" | ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmiPhyPortConfig: Invalid config data ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmiPhyPortConfig: Invalid backend name specified ERROR
startStopVap failed to stop %s ERROR pnacUmiPhyPortConfig: could not create PNAC physical" ERROR
Invalid SQLITE operation code - %d ERROR pnacUmiAuthConfig: Invalid config data ERROR
J/src/dot11/mgmt/dot1TMgmt.c:1177: ADP_ERROR ( ERROR pnacUmiAuthConfig: Invalid backend name specified ERROR
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only delete event expected on dot11RogueAP. ERROR unable to create new EAP context. ERROR
sqlite3QueryResGet failed ERROR unable to apply %s profile on the EAP context. ERROR
unhandled database operation %d ERROR pnacUmiAuthConfig: could not configure PNAC PAE " ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: Invalid config data ERROR
failed to configure WPS on %s ERROR pnacUmiSuppConfig: Invalid backend name specified ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: %s not configured for 802.1x ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: could not PNAC port Access" ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: Failed to register user information ERROR
sqlite3QueryResGet failed ERROR pnacPortByMacDeconfig: port not found ERROR
sqlite3QueryResGet failed ERROR pnacPortByMacDeconfig: port not found ERROR
no VAP rows returned. expected one ERROR pnacUmilfDown: Invalid config data ERROR
multiple VAP rows returned. expected one ERROR pnacUmilfDown: Invalid config data ERROR
sqlite3QueryResGet failed ERROR Error from pnacPortDeconfig: port not configured ERROR
invalid query result. ncols=%d nrows=%d ERROR pnacUmilfDown: could not deconfigure port ERROR
%s:VAP(%s) create failed ERROR pnacUmiPhyPortDestroy: Invalid config data ERROR
sqlite3QueryResGet failed ERROR pnacUmiPhyPortDestroy: Invalid config data ERROR
invalid query result. ncols=%d nrows=%d ERROR pnacUmiPhyPortDestroy: Failed to destroy the port ERROR
Invalid config data ERROR
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DNAT: multiple ranges no longer supported DEBUG %5: %59%5:%d -> %s:96d %s, DEBUG
DNAT: Target size %u wrong for %u ranges, DEBUG 9s: %5%5:9%6d 9%s, DEBUG
DNAT: wrong table %s, tablename DEBUG %s: Failed to add WDS MAC: %s, dev- >name, DEBUG
DNAT: hook mask 0x%x bad, hook_mask DEBUG %s: Device already has WDS mac address attached, DEBUG
%s%d: resetting MPPC/MPPE compressor, DEBUG %s: Added WDS MAC: %s, dev- >name, DEBUG
%s%d: wrong offset value: %d, DEBUG %s: WDS MAC address %s is not known by this interface, DEBUG
%s%d: wrong length of match value: %d, DEBUG [madwifi] %s() : Not enough space., _ FUNCTION__ DEBUG
%s%d: too big offset value: %d, DEBUG Returning to chan %d, ieeeChan DEBUG
9%s%d: cannot decode offset value, DEBUG WEP DEBUG
%s%d: wrong length code: 0x%X, DEBUG AES DEBUG
9%s%d: short packet (len=%d), __ FUNCTION__, DEBUG AES_CCM DEBUG
%5%(d: bad sequence number: %d, expected: %d, DEBUG CKIP DEBUG
%5%(d: bad sequence number: %d, expected: %d, DEBUG TKIP DEBUG
PPPIOCDETACH file->f_count=%d, DEBUG %s: cannot map channel to mode; freq %u flags 0x%x, DEBUG
PPP: outbound frame not passed DEBUG %s: %s, vap->iv_dev->name, buf DEBUG
PPP: VJ decompression error DEBUG %s: [%5] %s, vap->iv_dev->name, DEBUG
PPP: inbound frame not passed DEBUG %s: [%s] %s, vap->iv_dev->name, ether_sprintf(mac), buf DEBUG
PPP: reconstructed packet DEBUG [%5:9%s] discard %s frame, %s, vap- >iv_dev->name, DEBUG
PPP: no memory for DEBUG [%5:9s] discard frame, %s, vap- >iv_dev->name, DEBUG
missed pkts %u..%u, DEBUG [%s:9s] discard %s information element, %s, DEBUG
%5%(d: resetting MPPC/MPPE compressor, DEBUG [%5:9s] discard information element, %s, DEBUG
%s%d: wrong offset value: %d, DEBUG [%5:9s] discard %s frame, %s, vap- >iv_dev->name, DEBUG
%s%d: wrong length of match value: %d, DEBUG [%s:9s] discard frame, %s, vap- >iv_dev->name, DEBUG
%s%d: too big offset value: %d, DEBUG ifmedia_add: null ifm DEBUG
%5%d: cannot decode offset value, DEBUG Adding entry for DEBUG
%5s%d: wrong length code: 0x%X, DEBUG ifmedia_set: no match for 0x%x/0x%x, DEBUG
%5%d: short packet (len=9%d), __FUNCTION__, DEBUG ifmedia_set: target DEBUG
%5s%d: bad sequence number: %d, expected: %d, DEBUG ifmedia_set: setting to DEBUG
%5s%d: bad sequence number: %d, expected: %d, DEBUG ifmedia_ioctl: no media found for 0x%x, DEBUG
PPPIOCDETACH file->f_count=%d, DEBUG ifmedia_ioctl: switching %s to , dev- >name DEBUG
PPP: outbound frame not passed DEBUG ifmedia_match: multiple match for DEBUG
PPP: VJ decompression error DEBUG <unknown type> DEBUG
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PPP: inbound frame not passed DEBUG desc->ifmt_string DEBUG
PPP: reconstructed packet DEBUG mode %s, desc->ifmt_string DEBUG
PPP: no memory for DEBUG <unknown subtype> DEBUG
missed pkts %u..%u, DEBUG %s, desc->ifmt_string DEBUG
9%s: INC_USE_COUNT, now %d, __FUNCTION__, mod_use_count\ | DEBUG %5%s, seen_option++ 7, :, DEBUG
%s: DEC_USE_COUNT, now %d, __ FUNCTION__, mod_use_count\ | DEBUG %5%s, seen_option++ 7, :, DEBUG
PPPOL2TP %s: _fmt, DEBUG %s, seen_option ? > : DEBUG
PPPOL2TP: --> %s, __ FUNCTION_) DEBUG %s: %s, dev->name, buf DEBUG
PPPOL2TP: <-- %s, __FUNCTION_ ) DEBUG %s: no memory for sysctl table!, __func__ DEBUG
%s: recv:, tunnel->name DEBUG %s: no memory for VAP name!, __func__ DEBUG
%s: xmit;, session->name DEBUG %es: failed to register sysctls!, vap- >iv_dev->name DEBUG
%s: xmit;, session->name DEBUG %s: no memory for new proc entry (%s)!, __func__, DEBUG
%s: module use_count is %d, __FUNCTION__, mod_use_count DEBUG %s: 0x%p len %u, tag, p, len DEBUG
PPPOL2TP %s: _fmt, DEBUG %03d:,i DEBUG
PPPOL2TP: --> %s, __FUNCTION__) DEBUG %02x, (u_int8_t *)p)[i] DEBUG
PPPOL2TP: < %s, __FUNCTION_) DEBUG first difference at byte %u, i DEBUG
%s: recv:, tunnel->name DEBUG %s:, t->name DEBUG
%s: xmit;, session->name DEBUG FAIL: ieee80211_crypto_newkey failed DEBUG
%s: xmit;, session->name DEBUG FAIL: ieee80211_crypto_setkey failed DEBUG
PPPOL2TP %s: _fmt, DEBUG FAIL: unable to allocate skbuff DEBUG
PPPOL2TP: --> %s, __ FUNCTION__) DEBUG FAIL: wep decap failed DEBUG
PPPOL2TP: <--%s, __FUNCTION__) DEBUG FAIL: decap botch; length mismatch DEBUG
9%s: recv:, tunnel->name DEBUG FAIL: decap botch; data does not compare DEBUG
%s: xmit;, session->name DEBUG FAIL: wep encap failed DEBUG
%s: xmit:, session->name DEBUG FAIL: encap data length mismatch DEBUG
IRQ 31 is triggered DEBUG FAIL: encrypt data does not compare DEBUG
[%s:9%d], __ func__, _LINE_\ DEBUG PASS DEBUG
\t[R%s %#0x %#0x 0x%08x%08x], (status == ERROR 7 #:), page, | DEBUG %u of %u 802.11i WEP test vectors passed, pass, total DEBUG
addr, (uint32_t)(*pValue >> 32), (uint32_t)(*pValue & Oxffffffff)
\t[W%s %#0x %#0x 0x%08x%08x], (status == ERROR 7 # :), DEBUG %s: 0x%p len %u, tag, p, len DEBUG
page, addr, (uint32_t)(value >> 32), (uint32_t)(value & Oxffffffff)
9%s: mac_add %02X:%02X:9%02X:9%02X:%02X:%02X, dev- DEBUG %03d;,i DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
9%s: mac_del %02X:%02X:9602X:9%02X:9602X:%02X, dev- DEBUG 902x, ((u_int8_t *)p)[i] DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
9%s: mac_kick %02X:9602X:%02X:9602X:9%602X:9602X, dev- DEBUG first difference at byte %u, i DEBUG
>name, addr[0], addr[1], addr[2], addr[3], addr[4], addr[5]
9%s: mac_undefined %02X:%02X:%02X:%02X:%02X:%02X, dev- | DEBUG %s:, t->name DEBUG
>name, addr[0], addr[1], addr[2], addr[3], addr[4], addr[5]
%s: addr_add %02X:9602X:9602X:9602X:9602X:9602X, dev- DEBUG FAIL: ieee80211_crypto_newkey failed DEBUG
>name, addr[0], addr[1], addr[2], addr[3], addr[4], addr[5]
%s: addr_del %02X:902X:9002X:9%02X:%02X:%02X, dev- DEBUG FAIL:ieee80211_crypto_setkey failed DEBUG
>name, addr[0], addr[1], addr[2], addr[3], addr[4], addr[5]
%s: mac_undefined %02X:%02X:%02X:9%02X:902X:%02X, dev- | DEBUG FAIL: unable to allocate skbuff DEBUG
>name, addr[0], addr[1], addr[2], addr[3], addr[4], addr[5]
%s: set_float %d;%d, DEBUG FAIL: ccmp encap failed DEBUG
IRQ 32 is triggered DEBUG FAIL: encap data length mismatch DEBUG
ip_finish_output2: No header cache and no neighbour! DEBUG FAIL: encrypt data does not compare DEBUG
a guy asks for address mask. Who is it? DEBUG FAIL: ccmp decap failed DEBUG
icmp v4 hw csum failure) DEBUG FAIL: decap botch; length mismatch DEBUG
expire>> %u %d %d %d, expire, DEBUG FAIL: decap botch; data does not compare DEBUG
expire++ %u %d %d %d, expire, DEBUG PASS DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG %u of %u 802.11i AES-CCMP test vectors passed, pass, total | DEBUG
rt_bind_peer(0) @%p, NET_CALLER(iph) DEBUG 9%s: 0x%p len %u, tag, p, len DEBUG
ip_rt_advice: redirect to DEBUG %03d:, i DEBUG
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ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG 9%02x, ((u_int8_t *)p)[il DEBUG
udp cork app bug 2) DEBUG first difference at byte %u, i DEBUG
udp cork app bug 3) DEBUG ieee80211_crypto_newkey failed DEBUG
udp v4 hw csum failure.) DEBUG ieee80211_crypto_setkey failed DEBUG
UDP: short packet: From %u.%u.%u.%u:%u %d/%d to DEBUG unable to allocate skbuff DEBUG
%u.%u.%u.%u:%u,

UDP: bad checksum. From 9%d.%d.%d.%d:%d to DEBUG tkip enmic failed DEBUG
9d.%d.%d.%d:%d ulen %d,

%s: lookup policy [list] found=%s, DEBUG enmic botch; length mismatch DEBUG
%es: called: [output START], __FUNCTION__ DEBUG enmic botch DEBUG
%s: flow dst=%s, ___FUNCTION__, XFRMSTRADDR(fl->fl4_dst, | DEBUG tkip encap failed DEBUG
family)

%s: flow src=%s, __FUNCTION__, XFRMSTRADDR(fl->fl4_src, | DEBUG encrypt phase1 botch DEBUG
family)

%s: flow dst=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_dst, | DEBUG encrypt data length mismatch DEBUG
family)

9%s: flow src=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_src, | DEBUG encrypt data does not compare DEBUG
family)

a guy asks for address mask. Who is it? DEBUG tkip decap failed DEBUG
icmp v4 hw csum failure) DEBUG decrypt phase1 botch DEBUG
expire>> %u %d %d %d, expire, DEBUG decrypt data does not compare DEBUG
expire++ %u %d %d %d, expire, DEBUG decap botch; length mismatch DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG decap botch; data does not compare DEBUG
rt_bind_peer(0) @%p, NET_CALLER(iph) DEBUG tkip demic failed DEBUG
ip_rt_advice: redirect to DEBUG 802.11i TKIP test vectors passed DEBUG
ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG %s, buf DEBUG
UDP: short packet: From %u.%u.%u.%u:%u %d/%d to DEBUG Atheros HAL assertion failure: %s: line %u: %s, DEBUG
%u.%u.%u.%u:%u,

UDP: bad checksum. From %d.%d.%d.%d:%d to DEBUG ath_hal: logging to %s %s, ath_hal_logfile, DEBUG
9%d.%d.%d.%d:%d ulen %d,

a guy asks for address mask. Who is it? DEBUG ath_hal: logging disabled DEBUG
fib_add_ifaddr: bug: prim == NULL DEBUG 9%s%s, sep, ath_hal_buildopts[i] DEBUG
fib_del_ifaddr: bug: prim == NULL DEBUG ath_pci: No devices found, driver not installed. DEBUG
expire>> %u %d %d %d, expire, DEBUG _fmt, __VA_ARGS__ DEBUG
expire++ %u %d %d %d, expire, DEBUG %s: Warning, using only %u entries in %u key cache, DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG %s: TX99 support enabled, dev->name DEBUG
rt_bind_peer(0) @%p, DEBUG %s:grppoll Buf allocation failed ,__func__ DEBUG
ip_rt_advice: redirect to DEBUG %s: 9%s: unable to start recv logic, DEBUG
ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG 9%s: 9%s: unable to start recv logic, DEBUG
%s: lookup policy [list] found=%s, DEBUG %s: no skbuff, __func__ DEBUG
%s: called: [output START], __FUNCTION__ DEBUG %s: hardware error; resetting, dev- >name DEBUG

9%s: flow dst=%s, __FUNCTION__, XFRMSTRADDR(fl->fl4_dst, | DEBUG %s: rx FIFO overrun; resetting, dev- >name DEBUG
family)

%s: flow src=%s, _ FUNCTION__, XFRMSTRADDR(fl->fl4_src, | DEBUG %s: unable to reset hardware: '%s' (HAL status %u) DEBUG
family)

9%s: flow dst=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_dst, | DEBUG %s: unable to start recv logic, dev- >name DEBUG
family)

9%s: flow src=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_src, | DEBUG %s: %s: unable to reset hardware: '%s' (HAL status %u), DEBUG
family)

a guy asks for address mask. Who is it? DEBUG %s: %s: unable to start recv logic, DEBUG
icmp v4 hw csum failure) DEBUG ath_mgtstart: discard, no xmit buf DEBUG
expire>> %u %d %d %d, expire, DEBUG %s: [902u] %-7s , tag, ix, ciphers[hk- >kv_type] DEBUG
expire++ %u %d %d %d, expire, DEBUG %02x, hk->kv_valli] DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG mac %s, ether_sprintf(mac) DEBUG
rt_bind_peer(0) @%p, NET_CALLER(iph) DEBUG %s , sc->sc_splitmic ? mic : rxmic DEBUG
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ip_rt_advice: redirect to DEBUG %02x, hk->kv_micl[i] DEBUG
ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG txmic DEBUG
UDP: short packet: From %u.%u.%u.%u:%u %d/%d to DEBUG 902x, hk->kv_txmic[i] DEBUG
%u.%u.%u.%u:%u,

UDP: bad checksum. From %d.%d.%d.%d:%d to DEBUG %s: unable to update h/w beacon queue parameters, DEBUG
9%d.%d.%d.%d:%d ulen %d,
REJECT: ECHOREPLY no longer supported. DEBUG %s: stuck beacon; resetting (bmiss count %u), DEBUG
ipt_rpc: only valid for PRE_ROUTING, FORWARD, POST _ DEBUG move data from NORMAL to XR DEBUG
ROUTING, LOCAL_IN and/or LOCAL_OUT targets.
ip_nat_init: can't setup rules. DEBUG moved %d buffers from NORMAL to XR, index DEBUG
ip_nat_init: can't register in hook. DEBUG move buffers from XR to NORMAL DEBUG
ip_nat_init: can't register out hook. DEBUG moved %d buffers from XR to NORMAL, count DEBUG
ip_nat_init: can't register adjust in hook. DEBUG %5:%d %s, __FILE__, __LINE__, __func__ DEBUG
ip_nat_init: can't register adjust out hook. DEBUG %5:%d %s, __FILE__, __LINE__, __func__ DEBUG
ip_nat_init: can't register local out hook. DEBUG %s: no buffer (%s), dev->name, __ func__ DEBUG
ip_nat_init: can't register local in hook. DEBUG %s: no skbuff (%s), dev->name, __func__ DEBUG
ipt_hook: happy cracking. DEBUG %s: HAL gnum %u out of range, max %ul!, DEBUG
ip_conntrack: can't register pre-routing defrag hook. DEBUG grppoll_start: grppoll Buf allocation failed DEBUG
ip_conntrack: can't register local_out defrag hook. DEBUG %s: HAL gnum %u out of range, max %ul, DEBUG
ip_conntrack: can't register pre-routing hook. DEBUG %s: AC %u out of range, max %ul, DEBUG
ip_conntrack: can't register local out hook. DEBUG %s: unable to update hardware queue DEBUG
ip_conntrack: can't register local in helper hook. DEBUG %s: bogus frame type 0x%x (%s), dev- >name, DEBUG
ip_conntrack: can't register postrouting helper hook. DEBUG ath_stoprecv: rx queue 0x%k, link %p, DEBUG
ip_conntrack: can't register post-routing hook. DEBUG %s: %s: unable to reset channel %u (%u MHz) DEBUG
ip_conntrack: can't register local in hook. DEBUG %s: %s: unable to restart recv logic, DEBUG
ip_conntrack: can't register to sysctl. DEBUG %s: unable to allocate channel table, dev->name DEBUG
ip_conntrack_rtsp v IP_NF_RTSP_VERSION loading DEBUG %s: unable to allocate channel table, dev->name DEBUG
ip_conntrack_rtsp: max_outstanding must be a positive integer | DEBUG %s: unable to collect channel list from HAL; DEBUG
ip_conntrack_rtsp: setup_timeout must be a positive integer | DEBUG R (%p %lIx) %08x %08x %08x %08x %08x %08x %C, DEBUG
ip_conntrack_rtsp: ERROR registering port %d, ports[i] DEBUG T (%p %lIx) %08x %08x %08x %08x %08x %08x %08x %08x %c, | DEBUG
ip_nat_rtsp v IP_NF_RTSP_VERSION loading DEBUG %s: no memory for sysctl table!, _ func__ DEBUG
%s: Sorry! Cannot find this match option., __FILE__ DEBUG %s: no memory for device name storage!, __func__ DEBUG
ipt_time loading DEBUG %s: failed to register sysctls!, sc- >sc_dev->name DEBUG
ipt_time unloaded DEBUG 9%s: mac %d.%d phy %d.%d, dev- >name, DEBUG
ip_conntrack_irc: max_dcc_channels must be a positive integer | DEBUG 5 GHz radio %d.%d 2 GHz radio %d.%d, DEBUG
ip_conntrack_irc: ERROR registering port %d, DEBUG radio %d.%d, ah->ah_analog5GhzRev >> 4, DEBUG
ip_nat_h323:ip_nat_mangle_tcp_packet DEBUG radio %d.%d, ah->ah_analog5GhzRev >> 4, DEBUG
ip_nat_h323:ip_nat_mangle_udp_packet DEBUG %s: Use hw queue %u for %s traffic, DEBUG
ip_nat_h323: out of expectations DEBUG %s: Use hw queue %u for CAB traffic, dev->name, DEBUG
ip_nat_h323: out of RTP ports DEBUG %s: Use hw queue %u for beacons, dev->name, DEBUG
ip_nat_h323: out of TCP ports DEBUG Could not find Board Configuration Data DEBUG
ip_nat_q931: out of TCP ports DEBUG Could not find Radio Configuration data DEBUG
ip_nat_ras: out of TCP ports DEBUG ath_ahb: No devices found, driver not installed. DEBUG
ip_nat_qg931: out of TCP ports DEBUG _fmt, __VA_ARGS__ DEBUG
ip_conntrack_core: Frag of proto %u., DEBUG _fmt,__VA_ARGS__ DEBUG
Broadcast packet! DEBUG xIr8NatlpFinishOutput: Err.. skb2 == NULL ! DEBUG
Should bcast: %u.%u.%u.%u- >%u.%u.%u.%u (sk=%p, DEBUG xIr8NatSoftCtxEnqueue: Calling xIr8NatlpFinishOutput () ., status | DEBUG
ptype=9%u),
ip_conntrack version %s (%u buckets, %d max) DEBUG xIr8NatSoftCtxEnqueue: xIr8NatlpFinishOutput () returned DEBUG
[%d], status
ERROR registering port %d, DEBUG icmpExceptionHandler: Exception! DEBUG
netfilter PSD loaded - (c) astaro AG DEBUG fragExceptionHandler: Exception! DEBUG
netfilter PSD unloaded - (c) astaro AG DEBUG algExceptionHandler: Exception! DEBUG
%s , SELF DEBUG dnsExceptionHandler: Exception! DEBUG
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%s , LAN DEBUG ipsecExceptionHandler: Exception! DEBUG
%s , WAN DEBUG ESP Packet Src:%x Dest:%x Sport:%d dport:9d secure:%d DEBUG
spi:%d isr:%p,
TRUNCATED DEBUG xIr8NatConntrackPreHook: We found the valid context, DEBUG
SRC=%u.%u.%u.%u DST=%u.%u.%u.%u, DEBUG xIr8NatConntrackPreHook: Not a secured packet. DEBUG
LEN=%u TOS=0x%02X PREC=0x%02X TTL=%u ID=%u, DEBUG xIr8NatConntrackPreHook: isr=[%p], plsr DEBUG
FRAG:%u , ntohs(ih->frag_off) & IP_OFFSET DEBUG xIr8NatConntrackPreHook: secure=[%d], secure DEBUG
TRUNCATED DEBUG Context found for ESP %p,pFlowEntry- >post.plsr[0] DEBUG
PROTO=TCP DEBUG xIr8NatConntrackPreHook: New connection. DEBUG
INCOMPLETE [%u bytes], DEBUG xIr8NatConntrackPostHook: postSecure=[%d] postlsr=[%p %p], | DEBUG
SPT=%u DPT=%u, DEBUG proto %d spi %d <------- > proto %d spi %d,pPktinfo- DEBUG
>proto,pPktinfo->spi,
SEQ=%u ACK=%u, DEBUG IPSEC_INF Clock skew detected DEBUG
WINDOW=9%u, ntohs(th->window) DEBUG IPSEC_ERR [%5:%d]: Max (%d) No of SA Limit reached, DEBUG
RES=0x%02x , (u8)(ntohl(tcp_flag_word(th) & TCP_ DEBUG IPSEC_ERR [%5:%d]: Max (%d) No of SA Limit reached, DEBUG
RESERVED_BITS) >> 22)
URGP=%u , ntohs(th->urg_ptr) DEBUG IPSEC_ERR [%s5:%d]: time(secs): %u DEBUG
TRUNCATED DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
%02X, opli] DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PROTO=UDP DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
INCOMPLETE [%u bytes], DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
SPT=%u DPT=%u LEN=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
SPT=%u DPT=%u LEN=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PROTO=ICMP DEBUG unknown oid '%s', varName DEBUG
INCOMPLETE [%u bytes], DEBUG could not find oid pointer for '%s', varName DEBUG
TYPE=%u CODE=%u, ich->type, ich- >code DEBUG unRegistering ipsecMib ... DEBUG
INCOMPLETE [%u bytes], DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
ID=%u SEQ=Y%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PARAMETER=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
GATEWAY=%u.%u.%u.%u , DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
MTU=%u , ntohs(ich->un.frag.mtu) DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PROTO=AH DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
INCOMPLETE [%u bytes], DEBUG unknown oid '%s', varName DEBUG
SPI=0x%x , ntohl(ah->spi) DEBUG could not find oid pointer for '%s', varName DEBUG
PROTO=ESP DEBUG unRegistering ipsecMib ..... DEBUG
INCOMPLETE [%u bytes], DEBUG . %U.%u.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
SPI=0x%x , ntohl(eh->spi) DEBUG %02x, *p DEBUG
PROTO=%u, ih->protocol DEBUG . %u.%u.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
UID=%u, skb->sk->sk_socket->file- >f_uid DEBUG %02x, *p DEBUG
<9%d>%sIN=%s OUT=%s , loginfo- >u.log.level, DEBUG . 9%u.%Uu.%Uu.%u, NIPQUAD(trt->rt_dst) DEBUG
level_string DEBUG %02x, *p DEBUG
9%sIN=9%s OUT=%s , DEBUG . 9%u.%u.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
%s , prefix == NULL ? loginfo->prefix : prefix DEBUG %02X, *p DEBUG
IN= DEBUG unable to register vipsec kernel comp to UMI DEBUG
OouUT= DEBUG unregistering VIPSECK from UMI .... DEBUG
PHYSIN=%s , physindev->name DEBUG in vipsecKloctlHandler cmd - %d, cmd DEBUG
PHYSOUT=%s , physoutdev->name DEBUG %s: Error. DST Refcount value less than 1 (%d), DEBUG
MAC= DEBUG for %s DEVICE refcnt: %d pDst- >dev->name, DEBUG
%02x%¢, *p, DEBUG 9%s: Got Null m:9%p *m:9p sa:%p *sa:%p,__func__,ppBufMgr, DEBUG
NAT: no longer support implicit source local NAT DEBUG %s Got Deleted SA:9%p state:%d,__func__,plpsecinfo,plpsecinf | DEBUG
o->state
NAT: packet src %u.%u.%u.%u -> dst %u.%u.%u.%u, DEBUG %s: %s: fmt, __FILE_ , _ FUNCTION__, ## args) INFO
SNAT: multiple ranges no longer supported DEBUG %s: %s: fmt, __FILE_ , _ FUNCTION__, #i# args) INFO
format,#targs) DEBUG ipt_TIME: format, ## args) INFO
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version DEBUG IPT_ACCOUNT_NAME : checkentry() wrong parameters (not | INFO
equals existing table parameters).
offset_before=%d, offset_after=%d, correction_pos=%u, DEBUG IPT_ACCOUNT_NAME : checkentry() too big netmask. INFO
x->offset_before, x- >offset_after, x->correction_pos
ip_ct_h323: DEBUG IPT_ACCOUNT_NAME : checkentry() failed to allocate %zu INFO
for new table %s., sizeof(struct t_ipt_account_table), info-
>name
ip_ct_h323:incomplete TPKT (fragmented?) DEBUG IPT_ACCOUNT_NAME : checkentry() wrong network/ INFO
netmask.
ip_ct_h245: decoding error: %s, DEBUG account: Wrong netmask given by netmask parameter (%i). | INFO
Valid is 32 to 0., netmask
ip_ct_h245: packet dropped DEBUG IPT_ACCOUNT_NAME : checkentry() failed to create procfs INFO
entry.
ip_ct_q931: decoding error: %s, DEBUG IPT_ACCOUNT_NAME : checkentry() failed to register match. [INFO
ip_ct_q931: packet dropped DEBUG failed to create procfs entry . INFO
ip_ct_ras: decoding error: %s, DEBUG MPPE/MPPC encryption/compression module registered INFO
ip_ct_ras: packet dropped DEBUG MPPE/MPPC encryption/compression module unregistered | INFO
ERROR registering port %d, DEBUG PPP generic driver version PPP_VERSION INFO
ERROR registering port %d, DEBUG MPPE/MPPC encryption/compression module registered INFO
ipt_connlimit [%d]: src=%u.%u.%u.%u:%d DEBUG MPPE/MPPC encryption/compression module unregistered | INFO
dst=9%u.%Uu.%u.%Uu:%d %s,
ipt_connlimit [%d]: src=%u.%u.%u.%u:%d DEBUG PPP generic driver version PPP_VERSION INFO
dst=9%u.%u.%u.%u:%d new,
ipt_connlimit: Oops: invalid ct state ? DEBUG PPPoL2TP kernel driver, %s, INFO
ipt_connlimit: Hmm, kmalloc failed :~( DEBUG PPPoL2TP kernel driver, %s, INFO
ipt_connlimit: src=%u.%u.%u.%u mask=9%u.%u.%u.%u DEBUG PPPoL2TP kernel driver, %s, INFO
_IVIPPPOL2TP: _fmt, #itargs DEBUG failed to create procfs entry . INFO
%02X, ptrllength] DEBUG proc dir not created .. INFO
%02X, ((unsigned char *) m- >msg_iov[il.iov_base)[]] DEBUG Initialzing Product Data modules INFO
%02X, skb->datali] DEBUG De initializing by \ INFO
_IvIPPPOL2TP: _fmt, #itargs DEBUG kernel UMI module loaded INFO
%02X, ptrllength] DEBUG kernel UMI module unloaded INFO
%02X, ((unsigned char *) m- >msg_iov[il.iov_base)(]] DEBUG Loading bridge module INFO
902X, skb->datalil DEBUG Unloading bridge module INFO
_IVIPPPOL2TP: _fmt, #itargs DEBUG unsupported command %d, cmd INFO
%02X, ptrllength] DEBUG Loading ifDev module INFO
%02X, ((unsigned char *) m- >msg_iov[il.iov_base)j] DEBUG Unloading ifDev module INFO
%02X, skb->datali] DEBUG ERROR#%d in alloc_chrdev_region, result INFO
KERN_EMERG THE value read is %d,value*/ DEBUG ERROR#9%d in cdev_add, result INFO
KERN_EMERG Factory Reset button is pressed DEBUG using bcm switch %s, bcmswitch INFO
KERN_EMERG Returing error in INTR registration DEBUG privlegedID %d wanporttNo: %d, priviegedID,wanportNo INFO
KERN_EMERG Initialzing Factory defaults modules DEBUG Loading mii INFO
Failed to allocate memory for pSipListNode DEBUG Unloading mii INFO
SIPALG: Memeory allocation failed for pSipNodeEntryTbl DEBUG %s: Version 0.1 INFO
pkt-err %s, pktinfo.error DEBUG %s: driver unloaded, dev_info INFO
pkt-err %s, pktinfo.error DEBUG wlan: %s backend registered, be- >iab_name INFO
pkt-err %s, pktinfo.error DEBUG wlan: %s backend unregistered, INFO
%s Len=%d, msg, len DEBUG wlan: %s acl policy registered, iac- >iac_name INFO
%02x , (uint8_t *) ptnIi] DEBUG wlan: %s acl policy unregistered, iac- >iac_name INFO
End DEBUG %s, tmpbuf INFO
CVM_MOD_EXP_BASE MISMATCH cmd=9%x base=%x, cmd, DEBUG VLAN2 INFO
op->sizeofptr = %ld, op->sizeofptr DEBUG VLAN3 INFO
opcode cmd = %x, cmd DEBUG VLAN4 <%d 9%d>, INFO
modexp opcode received DEBUG %s: %s, dev_info, version INFO
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Memory Allocation failed DEBUG %s: driver unloaded, dev_info INFO
modexpcrt opcode received DEBUG %s, buf INFO
kmalloc failed DEBUG %s: %s (, dev_info, ath_hal_version INFO
kmalloc failed DEBUG %s: driver unloaded, dev_info INFO
kmalloc failed DEBUG %s: %s: mem=0x%lx, irq=%d hw_base=0x%p, INFO
kmalloc failed DEBUG %s: %s, dev_info, version INFO
kmalloc Failed DEBUG %s: driver unloaded, dev_info INFO
kmalloc failed DEBUG %s: %s: mem=0x%lIx, irq=%d, INFO
unknown cyrpto ioctl cmd received %x, cd DEBUG %s: %s: mem=0x%lIx, irq=%d, INFO
register_chrdev returned ZERO DEBUG %s: %s, dev_info, version INFO
const char *descr, krb5_keyblock *k) { DEBUG %s: driver unloaded, dev_info INFO
F password, &pdata DEBUG %s, buf INFO
test key, key DEBUG %s: 9%s (, dev_info, ath_hal_version INFO
pre-hashed key, key DEBUG %s: driver unloaded, dev_info INFO
const char *descr, krb5_keyblock *k) { DEBUG %s: driver unloaded, dev_info INFO
AES 128-bit key, &ey DEBUG %s: Version 2.0.0 INFO
const char *descr, krb5_keyblock *k) { DEBUG %s: driver unloaded, dev_info INFO
test key, key DEBUG %s: driver unloaded, dev_info INFO
pre-hashed key, key DEBUG wlan: %s backend registered, be- >iab_name INFO
const char *descr, krb5_keyblock *k) { DEBUG wlan: %s backend unregistered, INFO
128-bit AES key,&dk DEBUG wlan: %s acl policy registered, iac- >iac_name INFO
256-bit AES key, &dk DEBUG wlan: %s acl policy unregistered, iac- >iac_name INFO
WARNING: DEBUG 9%s: %s, dev_info, version INFO
bwMonMultipathNxtHopSelect:: checking rates DEBUG %s: driver unloaded, dev_info INFO
hop :%d dev:%s usableBwLimit = %d currBwShare = %d DEBUG 9%s: %s (, dev_info, ath_hal_version INFO
lastHopSelected = %d weightedHopPrefer = %d ,
1. selecting hop: %d lastHopSelected = %d , selHop, DEBUG %s: driver unloaded, dev_info INFO
lastHopSelected
4. hop :%d dev:%s usableBwLimit = %d currBwShare = %d DEBUG 9%s: %s: mem=0x%lx, irqg=%d, INFO
lastHopSelected = %d weightedHopPrefer = %d ,
2. selecting hop: %d lastHopSelected = %d , selHop, DEBUG %s: %s, dev_info, version INFO
lastHopSelected
3. selecting hop: %d lastHopSelected = %d , selHop, DEBUG %s: driver unloaded, dev_info INFO
lastHopSelected
bwMonitor multipath selection enabled DEBUG ath_pci: switching rfkill capability %s, INFO
bwMonitor multipath selection disabled DEBUG Unknown autocreate mode: %s, INFO
weightedHopPrefer set to %d ,weightedHopPrefer DEBUG %s: %s: mem=0x%lIx, irq=%d, INFO
bwMonitor sysctl registration failed DEBUG %s: %s, dev_info, version INFO
bwMonitor sysctl registered DEBUG %s: driver unloaded, dev_info INFO
bwMonitor sysctl not registered DEBUG %s: %s, dev_info, version INFO
Unregistered bwMonitor sysctl DEBUG %s: unloaded, dev_info INFO
CONFIG_SYSCTL enabled ... DEBUG %s: %s, dev_info, version INFO
Initialized bandwidth monitor ... DEBUG %s: unloaded, dev_info INFO
Removed bandwidth monitor ... DEBUG %s: %s, dev_info, version INFO
Oops.. AES_GCM_encrypt failed (keylen:%u) key->cvm_keylen | DEBUG %s: unloaded, dev_info INFO
Oops.. AES_GCM_decrypt failed (keylen:%u) key->cvm_keylen | DEBUG failed to create procfs entry . INFO
%S, msg DEBUG ICMP: %u.%u.%u.%u: INFO
9602x%s, datali], DEBUG ICMP: %u.%u.%u.%u: Source INFO
Failed to set AES encrypt key DEBUG Wrong address mask %u.%u.%u.%u from INFO
Failed to set AES encrypt key DEBUG Redirect from %u.%u.%u.%u on %s about INFO
AES %s Encrypt Test Duration: %d:%d, hard ? Hard : Soft, DEBUG IP: routing cache hash table of %u buckets, %IdKbytes, INFO
Failed to set AES encrypt key DEBUG source route option %u.%u.%u.%u -> %u.%u.%u.%u, INFO
Failed to set AES encrypt key DEBUG ICMP: %u.%u.%u.%u: INFO
AES %s Decrypt Test Duration: %d:%d, hard ? Hard : Soft, DEBUG ICMP: %u.%u.%u.%u: Source INFO
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Failed to set AES encrypt key DEBUG Wrong address mask %u.%u.%u.%u from INFO

Failed to set AES encrypt key DEBUG Redirect from %u.%u.%u.%u on %s about INFO

Failed to set AES encrypt key DEBUG IP: routing cache hash table of %u buckets, %IdKbytes, INFO

Failed to set AES encrypt key DEBUG source route option %u.%u.%u.%u -> %u.%u.%u.%u, INFO

Failed to set DES encrypt key[%d], i DEBUG Wrong address mask %u.%u.%u.%u from INFO

Failed to set DES decrypt key[%d], i DEBUG Redirect from 9%u.%u.%u.%u on %s about INFO

Failed to set DES encrypt key[%d], i DEBUG source route option INFO

Failed to set DES decrypt key[%d], i DEBUG ICMP: %u.%u.%u.%u: INFO

Failed to set DES encrypt key DEBUG ICMP: %u.%u.%u.%u: Source INFO

Failed to set DES decrypt key DEBUG Wrong address mask %u.%u.%u.%u from INFO

Failed to set DES encrypt key DEBUG Redirect from 9%u.%u.%u.%u on %s about INFO

Failed to set DES decrypt key DEBUG IP: routing cache hash table of %u buckets, %IdKbytes, INFO

AES Software Test: DEBUG source route option %u.%u.%u.%u -> %u.%u.%u.%u, INFO

AES Software Test %s, aesSoftTest(0) ? Failed : Passed DEBUG IPsec: device unregistering: %s, dev- >name INFO

AES Hardware Test: DEBUG IPsec: device down: %s, dev->name INFO

AES Hardware Test %s, aesHardTest(0) ? Failed : Passed DEBUG mark: only supports 32bit mark WARNING
3DES Software Test: DEBUG ipt_time: invalid argument WARNING
3DES Software Test %s, des3SoftTest(0) ? Failed : Passed DEBUG ipt_time: IPT_DAY didn't matched WARNING
3DES Hardware Test: DEBUG /Logs_kernel.txt:45:KERN_WARNING WARNING
3DES Hardware Test %s, des3HardTest(0) ? Failed : Passed DEBUG /Logs_kernel.txt:59:KERN_WARNING WARNING
DES Software Test: DEBUG ipt_LOG: not logging via system console WARNING
DES Software Test %s, desSoftTest(0) ? Failed : Passed DEBUG %s: wrong options length: %u, fname, opt_len WARNING
DES Hardware Test: DEBUG %s: options rejected: o[0]=%02x, o[1]=%02x, WARNING
DES Hardware Test %s, desHardTest(0) ? Failed : Passed DEBUG %s: wrong options length: %u, WARNING
SHA Software Test: DEBUG %s: options rejected: o[0]=%02x, o[1]=%02x, WARNING
SHA Software Test %s, shaSoftTest(0) ? Failed : Passed DEBUG %s: don't know what to do: o[5]=%02x, WARNING
SHA Hardware Test: DEBUG %s: wrong options length: %u, fname, opt_len WARNING
SHA Hardware Test %s, shaHardTest(0) ? Failed : Passed DEBUG %s: options rejected: o[0]=9%02x, o[1]=%02x, WARNING
MD5 Software Test: DEBUG %s: wrong options length: %u, WARNING
MD?5 Software Test %s, md5SoftTest(0) ? Failed : Passed DEBUG %s: options rejected: o[0]=9%02x, o[1]=%02x, WARNING
MD5 Hardware Test: DEBUG %s: don't know what to do: o[5]=%02x, WARNING
MD5 Hardware Test %s md5HardTest(0) ? Failed : Passed, DEBUG *** New port %d ***, ntohs(expinfo- >natport) WARNING
AES Software Test: %d iterations, iter DEBUG ** skb len %d, dlen %d,(*pskb)->len, WARNING
AES Software Test Duration: %d:%(d, DEBUG Frxxexxx Non linear skb WARNING
AES Hardware Test: %d iterations, iter DEBUG End of sdp %p, nexthdr WARNING
AES Hardware Test Duration: %d:%d, DEBUG %s: unknown pairwise cipher %d, WARNING
3DES Software Test: %d iterations, iter DEBUG %s: unknown group cipher %d, WARNING
3DES Software Test Duration: %d:9%d, DEBUG %s: unknown SIOCSIWAUTH flag %d, WARNING
3DES Hardware Test: %d iterations, iter DEBUG %s: unknown SIOCGIWAUTH flag %d, WARNING
3DES Hardware Test Duration: %d:%d, DEBUG %s: unknown algorithm 9%d, WARNING
DES Software Test: %d iterations, iter DEBUG %es: key size %d is too large, WARNING
DES Software Test Duration: %d:%d, DEBUG try_module_get failed \ WARNING
DES Hardware Test: %d iterations, iter DEBUG %s: request_irq failed, dev->name WARNING
DES Hardware Test Duration: %d:%d, DEBUG try_module_get failed WARNING
SHA Software Test: %d iterations, iter DEBUG try_module_get failed \ WARNING
SHA Software Test Duration: %d:9%d, DEBUG %s: unknown pairwise cipher %d, WARNING
SHA Hardware Test: %d iterations, iter DEBUG %s: unknown group cipher %d, WARNING
SHA Hardware Test Duration: %d:%d, DEBUG %s: unknown SIOCSIWAUTH flag %d, WARNING
MD5 Software Test: %d iterations, iter DEBUG %s: unknown SIOCGIWAUTH flag %d, WARNING
MD5 Software Test Duration: %d:9%d, DEBUG %s: unknown algorithm %d, WARNING
MD5 Hardware Test: %d iterations, iter DEBUG %s: key size %d is too large, WARNING
MD5 Hardware Test Duration: %d:%d, DEBUG unable to load %s, scan_modnames[mode] WARNING
/pnac/src/pnac/linux/kernel/xcalibur.c:20 9:#tdefine DEBUG_ | DEBUG Failed to mkdir /proc/net/madwifi WARNING
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bcmDevicelnit: registration failed DEBUG try_module_get failed WARNING
bcmDevicelnit: pCdev Add failed DEBUG %s: request_irq failed, dev->name WARNING
REG Size == 8 Bit DEBUG too many virtual ap's (already got %d), sc->sc_nvaps WARNING
Value = %x :: At Page = %x : Addr = %x DEBUG %s: request_irq failed, dev->name WARNING
REG Size == 16 Bit DEBUG rix %u (%u) bad ratekbps %u mode %u, WARNING
Value = %x :: At Page = %x : Addr = %x DEBUG cix %u (%u) bad ratekbps %u mode %u, WARNING
REG Size == 32 Bit DEBUG 9%s: no rates for %s?, WARNING
Value = %x :: At Page = 9%x : Addr =%x DEBUG no rates yet! mode %u, sc- >sc_curmode WARNING
REG Size == 64 Bit DEBUG 9%u.%u.%u.%u sent an invalid ICMP WARNING
REG Size is notin 8/16/32/64 DEBUG dst cache overflow WARNING
Written Value = %x :: At Page = %x : Addr = %x DEBUG Neighbour table overflow. WARNING
bcm_ioctl :Unknown loctl Case : DEBUG host %u.%u.%u.%u/if%d ignores WARNING

DEBUG martian destination %u.%u.%u.%u from WARNING
%s : Read Status=%s data=%#x,regNamel[j], DEBUG martian source %u.%u.%u.%u from WARNING
%s : Read Status=%s data=%#x,regNamel[j], DEBUG I header: WARNING
powerDevicelnit: device registration failed DEBUG %Uu.%u.%u.%u sent an invalid ICMP WARNING
powerDevicelnit: adding device failed DEBUG dst cache overflow WARNING
%s: Error: Big jump in pn number. TID=%d, from %x %x to %x | DEBUG Neighbour table overflow. WARNING
%x.
%s: The MIC is corrupted. Drop this frame., __func__ DEBUG host %u.%u.%u.%u/if%d ignores WARNING
%s: The MIC is OK. Still use this frame and update PN., __func__ | DEBUG martian destination %u.%u.%u.%u from WARNING
ADDBA send failed: recipient is not a 11n node DEBUG martian source %u.%u.%u.%u from WARNING
Cannot Set Rate: %x, value DEBUG [l header: WARNING
Getting Rate Series: %x,vap- >iv_fixed_rate.series DEBUG 9u.%u.%u.%u sent an invalid ICMP WARNING
Getting Retry Series: %x,vap- >iv_fixed_rate.retries DEBUG dst cache overflow WARNING
IC Name: %s,ic->ic_dev->name DEBUG Neighbour table overflow. WARNING
usage: rtparams rt_idx <0|1> per <0..100> probe_intval DEBUG host %u.%u.%u.%u/if%d ignores WARNING
<0..100>
usage: acparams ac <0|3> RTS <0|1> aggr scaling <0.4> min | DEBUG martian source %u.%u.%u.%u from WARNING
mbps <0..250>
usage: hbrparams ac <2> enable <0|1> per_low <0.50> DEBUG Il header: WARNING
%s(): ADDBA mode is AUTO, __func__ DEBUG martian destination %u.%u.%u.%u from WARNING
%s(): Invalid TID value, __func__ DEBUG 9%u.%Uu.%Uu.%u sent an invalid ICMP WARNING
%s(): ADDBA mode is AUTO, __func__ DEBUG dst cache overflow WARNING
%s(): Invalid TID value, __func__ DEBUG Neighbour table overflow. WARNING
%s(): Invalid TID value, __func__ DEBUG host %u.%u.%u.%u/if%d ignores WARNING
Addba status IDLE DEBUG martian destination %u.%u.%u.%u from WARNING
%s(): ADDBA mode is AUTO, __func__ DEBUG martian source %u.%u.%u.%u from WARNING
%s(): Invalid TID value, __func__ DEBUG Il header: WARNING
Error in ADD- no node available DEBUG Unable to create ip_set_list ERROR
%s(): Channel capabilities do not match, chan flags 0x%x, DEBUG Unable to create ip_set_hash ERROR
%s: cannot map channel to mode; freq %u flags 0x%x, DEBUG ip_conntrack_in: Frag of proto %u (hook=%u), ERROR
ic_get_currentCountry not initialized yet DEBUG Unable to register netfilter socket option ERROR
Country ie is %c%c%c, DEBUG Unable to create ip_conntrack_hash ERROR
%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_conntrack slab cache ERROR
%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_expect slab cache ERROR
%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_set_iptreeb slab cache ERROR
%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_set_iptreed slab cache ERROR
%s: wrong state transition from %d to %d, DEBUG %s: cannot allocate space for %scompressor, fname, ERROR
%s: wrong state transition from 9%d to %d, DEBUG %s: cannot allocate space for MPPC history, ERROR
ieee80211_deliver_I2uf: no buf available DEBUG %s: cannot allocate space for MPPC history, ERROR
%s: %s, vap->iv_dev->name, buf /* NB: no */ DEBUG %s: cannot load ARC4 module, fname ERROR
%s: [%5] %s, vap->iv_dev->name, DEBUG %s: cannot load SHAT module, fname ERROR
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%s: [%s] %s, vap->iv_dev->name, ether_sprintf(mac), buf DEBUG %s: CryptoAPI SHAT digest size too small, fname ERROR
[9%5:%s] discard %s frame, %s, vap- >iv_dev->name, DEBUG %s: cannot allocate space for SHA1 digest, fname ERROR
[%5:%s] discard frame, %s, vap- >iv_dev->name, DEBUG %s%d: trying to write outside history ERROR
[%5:96s] discard %s information element, %s, DEBUG %s%d: trying to write outside history ERROR
[%5:96s] discard information element, %s, DEBUG %s%d: trying to write outside history ERROR
[95:%s] discard %s frame, %s, vap- >iv_dev->name, DEBUG %s%d: too big uncompressed packet: %d, ERROR
[%5:96s] discard frame, %s, vap- >iv_dev->name, DEBUG %s%d: encryption negotiated but not an ERROR
HBR list dumpNode\tAddress\t\t\tState\tTrigger\tB lock DEBUG %s%d: error - not an MPPC or MPPE frame ERROR
Nodes informationAddress\t\t\tBlock\t\tDroped VI frames DEBUG Kernel doesn't provide ARC4 and/or SHAT algorithms ERROR
%d\t %2.2x:962.2%:962.2x:%2.2x:962.2x:%2.2x \t%5\t%5\t%s, DEBUG PPP: not interface or channel?? ERROR
962.2x:92.2x:9%2.2x:%2.2x:%2.2%:%2.2x \t%s\t\t%d, DEBUG PPP: no memory (VJ compressor) ERROR
[%d]\tFunction\t%s, j, ni- >node_tracelil.funcp DEBUG failed to register PPP device (%d), err ERROR
[%d\tMacAddr\t%s, , DEBUG PPP: no memory (VJ comp pkt) ERROR
[%d\tDescp\t\t%s, j, ni- >node_trace[il.descp DEBUG PPP: no memory (comp pkt) ERROR
[Yd\tValue\t\t%llu(0x%llx), j, ni- >node_traceli].value, DEBUG ppp: compressor dropped pkt ERROR
ifmedia_add: null ifm DEBUG PPP: no memory (fragment) ERROR
Adding entry for DEBUG PPP: VJ uncompressed error ERROR
ifmedia_set: no match for 0x%x/0x%x, DEBUG ppp_decompress_frame: no memory ERROR
ifmedia_set: target DEBUG ppp_mp_reconstruct bad seq %u < %u, ERROR
ifmedia_set: setting to DEBUG PPP: couldn't register device %s (%d), ERROR
ifmedia_ioctl: switching %s to , dev- >name DEBUG ppp: destroying ppp struct %p but dead=%d ERROR
ifmedia_match: multiple match for DEBUG ppp: destroying undead channel %p |, ERROR
<unknown type> DEBUG PPP: removing module but units remain! ERROR
desc->ifmt_string DEBUG PPP: failed to unregister PPP device ERROR
mode %s, desc->ifmt_string DEBUG %s: cannot allocate space for %scompressor, fname, ERROR
<unknown subtype> DEBUG %s: cannot allocate space for MPPC history, ERROR
%s, desc->ifmt_string DEBUG %s: cannot allocate space for MPPC history, ERROR
%5%s, seen_option++ 7, :, DEBUG %s: cannot load ARC4 module, fname ERROR
%5%s, seen_option++ 7, :, DEBUG %s: cannot load SHAT module, fname ERROR
%s, seen_option 7 > : DEBUG %s: CryptoAPI SHAT digest size too small, fname ERROR
%s: %s, dev->name, buf DEBUG %s: cannot allocate space for SHA1 digest, fname ERROR
9%s: no memory for sysctl table!, _ func__ DEBUG 9%s%d: trying to write outside history ERROR
%s: failed to register sysctls!, vap- >iv_dev->name DEBUG 9%s%d: trying to write outside history ERROR
Atheros HAL assertion failure: %s: line %u: %s, DEBUG 9%s%d: trying to write outside history ERROR
ath_hal: logging to %s %s, ath_hal_lodfile, DEBUG %s%d: too big uncompressed packet: %d, ERROR
ath_hal: logging disabled DEBUG 9%s%d: encryption negotiated but not an ERROR
%5%s, sep, ath_hal_buildoptsli] DEBUG %5%(d: error - not an MPPC or MPPE frame ERROR
ath_pci: No devices found, driver not installed. DEBUG Kernel doesn't provide ARC4 and/or SHAT algorithms ERROR
-—-%d pri:%d qd:%u ad:%u sd:%u tot:%u amp:%d DEBUG PPP: not interface or channel?? ERROR
%02x:9%02x:9602x,

SC Pushbutton Notify on %s:%s,dev- >name vap->iv_dev- DEBUG PPP: no memory (VJ compressor) ERROR
>name

Could not find Board Configuration Data DEBUG failed to register PPP device (%d), err ERROR
Could not find Radio Configuration data DEBUG PPP: no memory (comp pkt) ERROR
%s: No device, __func__ DEBUG ppp: compressor dropped pkt ERROR
ath_ahb: No devices found, driver not installed. DEBUG PPP: no memory (VJ comp pkt) ERROR
PKTLOG_TAG %s:proc_dointvec failed, __FUNCTION__ DEBUG PPP: no memory (comp pkt) ERROR
PKTLOG_TAG %s:proc_dointvec failed, _ FUNCTION__ DEBUG PPP: no memory (fragment) ERROR
%s: failed to register sysctls!, proc_name DEBUG PPP: VJ uncompressed error ERROR
PKTLOG_TAG %s: proc_mkdir failed, __ FUNCTION__ DEBUG ppp_decompress_frame: no memory ERROR
PKTLOG_TAG %s: pktlog_attach failed for %s, DEBUG ppp_mp_reconstruct bad seq %u < %u, ERROR
PKTLOG_TAG %s:allocation failed for pl_info, _ FUNCTION__ DEBUG PPP: couldn't register device %s (%d), ERROR
PKTLOG_TAG %s:allocation failed for pl_info, __FUNCTION__ DEBUG ppp: destroying ppp struct %p but dead=%d ERROR
PKTLOG_TAG %s: create_proc_entry failed for %s, DEBUG ppp: destroying undead channel %p !, ERROR
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PKTLOG_TAG %s: sysctl register failed for %s, DEBUG PPP: removing module but units remain! ERROR
PKTLOG_TAG %s: page fault out of range, __ FUNCTION__ DEBUG PPP: failed to unregister PPP device ERROR
PKTLOG_TAG %s: page fault out of range, __ FUNCTION__ DEBUG JBD: bad block at offset %u, ERROR
PKTLOG_TAG %s: Log buffer unavailable, _ FUNCTION___ DEBUG JBD: corrupted journal superblock ERROR
PKTLOG_TAG DEBUG JBD: bad block at offset %u, ERROR
Logging should be disabled before changing bufer size DEBUG JBD: Failed to read block at offset %u, ERROR
%s:allocation failed for pl_info, _ func__ DEBUG JBD: error %d scanning journal, err ERROR
%s: Unable to allocate buffer, __ func__ DEBUG JBD: 10 error %d recovering block ERROR
%s:allocation failed for pl_info, __func__ DEBUG /Logs_kernel.txt:303:KERN_ERR ERROR
%s: Unable to allocate buffer, __func__ DEBUG /Logs_kernel.txt:304:KERN_ERR ERROR
Atheros HAL assertion failure: %s: line %u: %s, DEBUG JBD: recovery pass %d ended at ERROR
ath_hal: logging to %s %s, ath_hal_lodfile, DEBUG 9%s: %5:%d: BAD SESSION MAGIC\ ERROR
ath_hal: logging disabled DEBUG %s: %s5:%d: BAD TUNNEL MAGIC\ ERROR
%5%s, sep, ath_hal_buildoptsli] DEBUG msg->msg_namelen wrong, %d, msg- >msg_namelen ERROR
failed to allocate rx descriptors: %d, error DEBUG addr family wrong: %d, usin->sin_family ERROR
ath_stoprecv: rx queue %p, link %p, DEBUG udp addr=%x/%hu, usin- >sin_addr.s_addr, usin->sin_port | ERROR
no mpdu (%s), __func__ DEBUG %s5: %5:%d: BAD TUNNEL MAGIC ERROR
Reset rx chain mask. Do internal reset. (%s), __func__ DEBUG %s: %s5:%d: BAD TUNNEL MAGIC ERROR
OS_CANCEL_TIMER failed!! DEBUG socki_lookup: socket file changed! ERROR
%s: unable to allocate channel table, __func__ DEBUG %s: %s5:%d: BAD TUNNEL MAGIC ERROR
%s: unable to collect channel list from hal; DEBUG %s: %s5:%d: BAD SESSION MAGIC\ ERROR
%s: cannot map channel to mode; freq %u flags 0x%x, DEBUG %s5: %5:%d: BAD TUNNEL MAGIC\ ERROR
%s: unable to reset channel %u (%uMhz) DEBUG msg->msg_namelen wrong, %d, msg- >msg_namelen ERROR
%s: unable to restart recv logic, DEBUG addr family wrong: %d, usin->sin_family ERROR
%s: start DFS WAIT period on channel %d, __func__,sc->sc_ | DEBUG udp addr=9%x/%hu, usin- >sin_addr.s_addr, usin->sin_port | ERROR
curchan.channel
9%s: cancel DFS WAIT period on channel %d, __func__, sc- >sc_ | DEBUG 9s: %s:%d: BAD TUNNEL MAGIC ERROR
curchan.channel
Non-DFS channel, cancelling previous DFS wait timer DEBUG %s: %s:%d: BAD TUNNEL MAGIC ERROR
channel %d, sc- >sc_curchan.channel
%s: unable to reset hardware; hal status %u DEBUG socki_lookup: socket file changed! ERROR
%s: unable to start recv logic, __func__ DEBUG 9%s: %s:%d: BAD TUNNEL MAGIC ERROR
%s: unable to start recv logic, __func__ DEBUG 9%s: %5:9%d: BAD SESSION MAGIC\ ERROR
%s: unable to reset hardware; hal status %u, DEBUG 9%s: %s5:%d: BAD TUNNEL MAGIC\ ERROR
hardware error; reseting DEBUG msg->msg_namelen wrong, %d, msg- >msg_namelen ERROR
rx FIFO overrun; reseting DEBUG addr family wrong: %d, usin->sin_family ERROR
%s: During Wow Sleep and got BMISS, __func__ DEBUG udp addr=%x/%hu, usin- >sin_addr.s_addr, usin->sin_port ERROR
AC\RTS \tAggr Scaling\tMin Rate(Kbps)\tHBR \tPER LOW DEBUG 9%s: %s5:96d: BAD TUNNEL MAGIC ERROR
THRESHOLD
BE\t%6s\t\t9%d\t%6d\t\t9%s\t9%d, DEBUG %s: %5:%d: BAD TUNNEL MAGIC ERROR
BK\t%s\t\t%d\t%6d\t\t%s\t%d, DEBUG socki_lookup: socket file changed! ERROR
Vt%s\t\t9%6d\t%6d\t\t%s\t%d, DEBUG 9%s: %5:%d: BAD TUNNEL MAGIC ERROR
VOAt9%s\t\t%d\t%6d\t\t%s\t%d, DEBUG rebootHook: null function pointer ERROR
--%d,%p,%Iu:0x%x 0x%x 0x%p 0x%x 0x%x 0x%x 0x%X, DEBUG Bad ioctl command ERROR
bb state: 0x%08x 0x9%08x, bbstate(sc, 4ul), bbstate(sc, 5ul) DEBUG fResetMod: Failed to configure gpio pin ERROR
9%08x %08x %08x %08x %08x %08x %08x %08x%08x %08x | DEBUG fResetMod: Failed to register interrupt handler ERROR
9608x 9608x,
noise floor: (%d, %d) (%d, %d) (%d, %d), DEBUG registering char device failed ERROR
%p: %08x %08x %08x %08x %08x %08x %08x %08x %08x DEBUG unregistering char device failed ERROR
9608x 9608x %08x,
--9%d,%p,%Iu:0x%x 0x%x 0x%p 0x%x 0x%x 0x%0x 0x%X, DEBUG proc entry delete failed ERROR
9%08x %08x %08x %08x %08x %08x %08x %08x%08x %08x | DEBUG proc entry initialization failed ERROR
%08x %08x,
%s: unable to allocate device object,, __func__ DEBUG testCompHandler: received %s from %d, (char *)pInBuf, ERROR
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%s: unable to attach hardware; HAL status %u, DEBUG UMI proto registration failed %d,ret ERROR
%s: HAL ABI msmatch; DEBUG AF_UMI registration failed %d,ret ERROR
%s: Warning, using only %u entries in %u key cache, DEBUG umi initialization failed %d,ret ERROR
unable to setup a beacon xmit queue! DEBUG kernel UM registration failed! ERROR
unable to setup CAB xmit queue! DEBUG /Logs_kernel.txt:447:KERN_ERR ERROR
unable to setup xmit queue for BE traffic! DEBUG ERROR msm not found properly %d, len %d, msm, ERROR
%s DFS attach failed, __func__ DEBUG ModExp returned Error ERROR
%s: Invalid interface id = %u, __func__, if_id DEBUG ModExp returned Error ERROR
%s:grppoll Buf allocation failed,__func__ DEBUG %s: 0x%p len %u, tag, p, (unsigned int)len ERROR
%s: unable to start recv logic, DEBUG %03d:, i ERROR
%s: Invalid interface id = %u, __func__, if_id DEBUG %02x, ((unsigned char *)p)Ii] ERROR
%s: unable to allocate channel table, __func__ DEBUG mic check failed ERROR
%s: Tx Antenna Switch. Do internal reset,, __func__ DEBUG %s: 0x%p len %u, tag, p, (unsigned int)len ERROR
Radar found on channel %d (%d MHz), DEBUG %03d:, i ERROR
End of DFS wait period DEBUG %02, ((unsigned char *)p)Ii] ERROR
%s error allocating beacon, __func__ DEBUG mic check failed ERROR
failed to allocate UAPSD QoS NULL tx descriptors: %d, error DEBUG [%s] Wrong parameters, __func__ ERROR
failed to allocate UAPSD QoS NULL wbuf DEBUG [%s] Wrong Key length, __func__ ERROR
%s: unable to allocate channel table, __func__ DEBUG [%s] Wrong parameters, __func__ ERROR
%s: unable to update h/w beacon queue parameters, DEBUG [%s] Wrong Key length, __func__ ERROR
ALREADY ACTIVATED DEBUG [%s] Wrong parameters, __func__ ERROR
%s: missed %u consecutive beacons, DEBUG [%s] Wrong Key length, __func__ ERROR
9%s: busy times: rx_clear=%d, rx_frame=%d, tx_frame=%d, __ | DEBUG [%s] Wrong parameters, __func__ ERROR
func__, rx_clear, rx_frame, tx_frame
%s: unable to obtain busy times, _ func__ DEBUG [%s] Wrong Key length, __func__ ERROR
%s: beacon is officially stuck, DEBUG [%s]: Wrong parameters, __func__ ERROR
Busy environment detected DEBUG [%s] Wrong Key Length %d, __func__, des_key_len ERROR
Inteference detected DEBUG [%s] Wrong parameters %d, __func__, des_key_len ERROR
rx_clear=%d, rx_frame=9%d, tx_frame=%d, DEBUG [%s] Wrong Key Length %d, __func__, des_key_len ERROR
%s: resume beacon xmit after %u misses, DEBUG [%s] Wrong parameters, __func__ ERROR
%s: stuck beacon; resetting (bmiss count %u), DEBUG [%s] Wrong Key Length, __func__ ERROR
EMPTY QUEUE DEBUG [%s] Wrong parameters, __func__ ERROR
SWRInfo: segno %d isswRetry %d retryCnt %d,wh ? (*(u_int16_ [ DEBUG [%s] Wrong Key Length, __ func__ ERROR
t*)&wh- >i_seq[0]) >> 4 : 0, bf->bf_isswretry,bf- >bf _swretries
Buffer #%08X --> Next#%08X Prev#%08X Last#%08X,bf, DEBUG [%s] Wrong parameters, __func__ ERROR
TAILQ_NEXT(bf,bf_list),
Stas#%08X flag#%08X Node#%08X, bf->bf_status, bf->bf_ [ DEBUG [%s] Wrong parameters, __func__ ERROR
flags, bf->bf_node
Descr #9%08X --> Next#9%08X Data#%08X Ctl0#%08X DEBUG [%s] Wrong parameters, __func__ ERROR
Ctl14%08X, bf- >bf_daddr, ds->ds_link, ds->ds_data, ds->ds_
ctl0, ds->ds_cth
Ctl2#9608X CtI3#%08X Sta0#%08X Stal1#%08X,ds->ds_hw[0], DEBUG [%s] Wrong parameters, __func__ ERROR
ds->ds_hw([1], lastds->ds_hw[2], lastds- >ds_hw(3]
Error entering wow mode DEBUG device name=%s not found, pReg- >ifName ERROR
Wakingup due to wow signal DEBUG unable to register KIFDEV to UMI ERROR
9%s, wowsStatus = 0x%x, __func__, wowsStatus DEBUG ERROR: %s: Timeout at page %#0x addr %#0x ERROR
Pattern added already DEBUG ERROR: %s: Timeout at page %#0x addr %#0x ERROR
Error : All the %d pattern are in use. Cannot add a new DEBUG Invalid IOCTL 9%#08x, cmd ERROR
pattern , MAX_NUM_PATTERN
Pattern added to entry %d ,i DEBUG %s: unable to register device, dev- >name ERROR
Remove wake up pattern DEBUG ath_pci: 32-bit DMA not available ERROR
mask = %p pat = %p ,maskBytes,patternBytes DEBUG ath_pci: cannot reserve PCI memory region ERROR
mask = 9%x pat = %x ,(u_int32_t)maskBytes, (u_int32_t) DEBUG ath_pci: cannot remap PCl memory region) ; ERROR
patternBytes
Pattern Removed from entry %d i DEBUG ath_pci: no memory for device state ERROR
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Error : Pattern not found DEBUG %s: unable to register device, dev- >name ERROR
PPM STATE ILLEGAL %x %x, forcePpmStateCur, afp->forceState | DEBUG ath_dev_probe: no memory for device state ERROR
FORCE_PPM %4d %6.6x %8.8x %8.8x %8.8x %3.3x %4.4x, DEBUG %s: no memory for device state, __func__ ERROR
failed to allocate tx descriptors: %d, error DEBUG kernel MIBCTL registration failed! ERROR
failed to allocate beacon descripotrs: %d, error DEBUG Bad ioctl command ERROR
failed to allocate UAPSD descripotrs: %d, error DEBUG WpsMod: Failed to configure gpio pin ERROR
hal gnum %u out of range, max %ul!, DEBUG WpsMod: Failed to register interrupt handler ERROR
HAL AC %u out of range, max %zu!, DEBUG registering char device failed ERROR
HAL AC %u out of range, max %zul!, DEBUG unregistering char device failed ERROR
%s: unable to update hardware queue %ul!, DEBUG %s5:%d - ERROR: non-NULL node pointer in %p, %p<%s>! ERROR
Multicast Q: DEBUG %s5:%d - ERROR: non-NULL node pointer in %p, %p<%s>! ERROR
%p , buf DEBUG can't alloc name %s, name ERROR
buf flags - 0x%08x --------- , buf- >bf_flags DEBUG %s: unable to register device, dev- >name ERROR
buf status - 0x%08x, buf->bf_status DEBUG failed to automatically load module: %s; \ ERROR
# frames in aggr - %d, length of aggregate - %d, length of DEBUG Unable to load needed module: %s; no support for \ ERROR
frame - %d, sequence number - %d, tidno - %d,
isdata: %d isaggr: %d isampdu: %d ht: %d isretried: %d DEBUG Module \%s\ is not known, buf ERROR
isxretried: %d shpreamble: %d isbar: %d ispspoll: %d
aggrburst: %d calcairtime: %d gosnulleosp: %d,
%Pp: 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x DEBUG Error loading module \%s\, buf ERROR
0x%08x 0x%08x 0x%08x 0x%08X,
0x9%08x 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x DEBUG Module \%s\ failed to initialize, buf ERROR
0x%08x 0x%08x 0x%08X,
0x9%08x 0x%08x 0x%08x 0x%08x, DEBUG ath_pci: 32-bit DMA not available ERROR
sc_txq[%d] :, i DEBUG ath_pci: cannot reserve PCl memory region ERROR
tid %p pause %d :, tid, tid->paused DEBUG ath_pci: cannot remap PCl memory region) ; ERROR
%d: %p , j, tid->tx_buf[j] DEBUG ath_pci: no memory for device state ERROR
%p , buf DEBUG %s: unable to attach hardware: '%s' (HAL status %u), ERROR
axq_qg: DEBUG %s: HAL ABI mismatch; ERROR
%s: unable to reset hardware; hal status %u, __func__, status | DEBUG %s: failed to allocate descriptors: %d, ERROR
**%¥ ASSERTION HIT**** DEBUG %s: unable to setup a beacon xmit queue!, ERROR
MacAddr=9%s, DEBUG %s: unable to setup CAB xmit queue!, ERROR
TxBufldx=%d, i DEBUG %s: unable to setup xmit queue for %s traffic!, ERROR
Tid=%d, tidno DEBUG %s: unable to register device, dev- >name ERROR
AthBuf=%p, tid->tx_bufi] DEBUG %s: autocreation of VAP failed: %d, ERROR
%s: unable to reset hardware; hal status %u, DEBUG ath_dev_probe: no memory for device state ERROR
%s: unable to reset hardware; hal status %u, DEBUG kdot11RogueAPEnable called with NULL argument. ERROR
%s: unable to start recv logic, DEBUG kdot11RogueAPEnable: can not add more interfaces ERROR
_fmt, _VA_ARGS__\ DEBUG kdot11RogueAPGetState called with NULL argument. ERROR
sample_pri=%d is a multiple of refpri=%d, sample_pri, refpri | DEBUG kdot11RogueAPDisable called with NULL argument. ERROR
===========ft- >ft_numfilters=%u===========,ft- | DEBUG %s: SKB does not exist.,, __ FUNCTION__ ERROR
>ft_numfilters
filter[%d] filterlD = %d rf_numpulses=%u; rf->rf_minpri=%u; rf- | DEBUG %s: recvd invalid skb ERROR
>rf_maxpri=%u; rf->rf_threshold=%u; rf- >rf_filterlen=%u; rf-
>rf_mindur=%u; rf- >rf_maxdur=9%u,j, rf->rf_pulseid,
NOL DEBUG unable to register KIFDEV to UMI ERROR
WARNING!! 10 minute CAC period as channel is a weather DEBUG The system is going to factory defaults.......!! CRITICAL
radar channel
%s disable detects, __func__ DEBUG %s, msg CRITICAL
%s enable detects, __ func__ DEBUG %02x, *(data + i) CRITICAL
%s disable FFT val=0x%x, __func__, val DEBUG Inside crypt_open in driver ###HH# CRITICAL
%s enable FFT val=0x%x, __func__, val DEBUG Inside crypt_release in driver ###### CRITICAL
%s debug level now = 0x%x, __func__, dfs_debug_level DEBUG Inside crypt_init module in driver e@@@@@@@ CRITICAL
RateTable:%d, maxvalidrate:%d, ratemax:%d, pRc- DEBUG Inside crypt_cleanup module in driver e@@@@@@@ CRITICAL

>rateTableSize k,pRc- >rateMaxPhy
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%s: txRate value of 0x%x is bad., ___FUNCTION__, txRate DEBUG SKB is null : %p ,skb CRITICAL

Valid Rate Table:- DEBUG DST is null : %p ,dst CRITICAL

Index:%d, value:%d, code:%x, rate:%d, flag:%x, i, (int) DEBUG DEV is null %p %p ,dev,dst CRITICAL

validRatelndex([il,

RateTable:%d, maxvalidrate:%d, ratemax:%d, pRc- DEBUG Packet is Fragmented %d,pBufMgr- >len CRITICAL

>rateTableSize k,pRc- >rateMaxPhy

Can't allocate memory for ath_vap. DEBUG Marked the packet proto:%d sip:%x dip:%x sport:%d CRITICAL
dport:%d spi:%d,isr:%p:%p %p

Unable to add an interface for ath_dev. DEBUG SAV CHECK FAILED IN DECRYPTION CRITICAL

%s: [%02u] %-7s , tag, ix, ciphers[hk- >kv_type] DEBUG FAST PATH Breaks on BUF CHECK CRITICAL

%02x, hk->kv_vall[i] DEBUG FAST PATH Breaks on DST CHECK CRITICAL

mac %02x-9%02x-9%02x-%02x-%02x-%02x, mac[0], mac[1], DEBUG FAST PATH Breaks on MTU %d %d %d, CRITICAL

mac[2], mac[3], mac[4], mac[5] bufMgrLen(pBufMgr),mtu,dst_mtu(p Dst->path)

mac 00-00-00-00-00-00 DEBUG FAST PATH Breaks on MAX PACKET %d %d, CRITICAL
bufMgrLen(pBufMgr),IP_MAX_PACKET

%02x, hk->kv_mic[i] DEBUG SAV CHECK FAILED IN ENCRYPTION CRITICAL

txmic DEBUG Match Found proto %d spi %d,pPktinfo->proto, CRITICAL
pFlowEntry- >pre.spi

%02x, hk->kv_txmic[i] DEBUG PRE: proto: %u srcip:%u.%u.%u.%u sport :%u dstip: CRITICAL
%Uu.%u.%u.%u dport: %u,

Cannot support setting tx and rx keys individually DEBUG POST: proto: %u srcip:%u.%u.%u.%u sport :%u dstip: CRITICAL
%Uu.%u.%u.%u dport: %u,

bogus frame type 0x%x (%s), DEBUG Clearing the ISR %p,p CRITICAL

ERROR: ieee80211_encap ret NULL DEBUG PROTO:%d %u.%u.%u.%u--- >%u.%u.%u.%u, CRITICAL

ERROR: ath_amsdu_attach not called DEBUG ESP-DONE: %p %p,sav,m CRITICAL

%s: no memory for cwm attach, __func__ DEBUG ESP-BAD: %p %p,sav,m CRITICAL

%s: error - acw NULL. Possible attach failure, __func__ DEBUG Bug in ip_route_input_slow(). CRITICAL

%s: unable to abort tx dma, __func__ DEBUG Bug in ip_route_input_slow(). CRITICAL

%s: no memory for ff attach, __func__ DEBUG Bug in ip_route_input \ CRITICAL

Failed to initiate PBC based enrolle association DEBUG Bug in ip_route_input_slow(). CRITICAL

KERN_EMERG Returing error in INTR registration DEBUG AH: Assigning the secure flags for sav :%p,sav CRITICAL

KERN_EMERG Initialzing Wps module DEBUG ESP: Assigning the secure flags for sav :%p skb:%p src:%x CRITICAL
dst:9x,sav,skb,ip- >ip_src.s_addr,ip->ip_dst.s_addr

%s:90d %s, __FILE__, _ LINE__, _ func__ DEBUG %s Buffer %d mtu %d path mtu %d header %d trailer CRITICAL
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