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IDS sigs: IDS % FvIBRERTLET,
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dmz:

lan1:/lan2:/lan3:

Core version: KIT7ATI+—=)IVDT7—Lo 7 /)\—I 3 0%"FKRLET,
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2.1 Web 75U H|ciEET S

CCTRTEBARIZLOTERERIC Web 75V THRET 5158 DEARMGEFIRICDOWTEHRAL
£9, BRAIVEI-2DOPT7 FLRABABEREFLIP XY bT—JICHHEET,

1. AERERERIVEL—2Z UTP 7—JILTHERELET,
MUTFDOR—+=FERLET,
- DFL-210/260/800/860 : LAN 7R— b
- DFL-1600: R— bk 4
- DFL-2500: R— k6

2. REAAVE1—2DIPT7 FLAZRBREFLCIPRY FT—JICRELET, TITIEE

BRED P77 FLADYIHAE 1192.168.1.1) ZEALEY, REAIVE1—2IF [192.168.1.x]
(x2 ~ 254 DEF ). Y7 v bd 1255.255.255.0] #IBELE T,

\
B FRROMBEILTOLHY T

IP77 KL X:192.168.1.1 (DFL-1600 |£7R— ~ 4. DFL-2500 I&R— b 6 D#EAE )
B IRy < R4 :255.255.255.0

J—1%4 :admin

JINAT— K :admin

3. Web 7575 %iES L. 7 FLXIT Thttps://192.168.1.1/1 Z#ATILE T,

FELAD httpz/ 192168117

4. vF1) T DEESEELNRTENDHEIE. TOKI Tl NMEwvy 25Uy I LEY,

5. LTFORREA A 7O HRRENET, Usernamel & Password] ZAFIL. Mlogin) R%Z

vEIYY I LEYT, CTHBARELSTAY A VT BIFEITIE. TUsernamel (T Tadminl %
Password] T Tadminy ZAAL. lloginl REZ>&ET v I LET,

Authentication Required

Please enter your username and pasamard.

Username: |

P assnord: >
: -

xw_
B 4

Optimized for Internet Explorer & {and later), Firefox and
Metscape 8




6. ARGDtY 7Y TP — FEEIARTIINET,
&3 D-Link Setup Wizard

#] Welcome ]

B

Wizloome to the D-Link Setup Wizard
Proceed using the Next button below

3\
Bt 7T RENTOBAIRTENET,

- CHEAR. FCHTERRITHERT 2158,

- Web BED 4= 1—/\—|c$H% [Maintenance] @ [Reset] X =1 —0 [Reset to Factory
Defaults] TOWINHD/INT A—2EFIRL. RITLIEE,

22 Yy b7y T4 F—FICKBERADERTE
ZZ T Web 75980ty F 7y 74— REEICHE ST, AMRICEANGREETSF
IEEEEELE T,

1. €y b7y T4 —RD TWelcomel BIET Next] RE2>%&7 vy LET,
&3 D-Link Setup Wizard

#] Welcome L1

-5 Welcome

Wizloome to the D-Link Setup Wizard
Proceed using the Next button below
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2. AEIGOBEET7THYY N ERET D
ABZO TUsername) (BEE4) & TPasswordl (JSXT—FK) #AHLET, Confirm
password] |CIEHERRDTDITIEE LTe/NNAT— REBEASIL. Nexty Rav&E7 1)y L
E3

&5 D-Link Setup Wizard

2] ini [ user settings L]

s ) Administiator user settings

Please enter a pasamard for protecting the administrative interface of the unit

Usemame Sdin
Pasauord

Confirm pasanord

Note thatthe password is case sensitive, and that you should pick 2 pasaword that contains upper and
lowercase letters as well as numbers andfar special characters.

[ concel |[==Previous]| [ Nests>

Username : ¥AFKF CANILET, GLHEIEEF. KXFNXFOXHIHY,)
PHHEIZ Tadmin) TY,

Password : ¥BEREFTANLE T, (KXFNXFDXHHY,)
PHHEIZ Tadmin) TY,

\
‘gﬂﬁ W1)—Ea1—1) X ;D [User Authetication] > lLocal User Databases] > FAdminUsers]
ICL D TERETEET, FLFI—PYZa7ILEBBLTILEEL,



3. AEROBNMEEKIERET S
Settime and date] RZ>&EZ v LET,
5 DLink Setup Wizard

# Time, time zone and daylight saving time settings

(=} Time. timezone and daylight saving time settings
Q)

Setup the conest time and timezone settings for the firewall

Date: 20070312
Time, 06:49:40

Set time and date

# ] Timezone settings

Time zane: [(GMT+0%:00) -

[[] Enable daylight saving time

Offset:
Start Date v v
End Date - -

Cancel | [=< Previous | [_Mest >=

[Set Date and Timel #7704 T [Datel (BfF) & [Mimes (%) &EF|EL. TOKI K%
EIVYILET,

Set Date and Time

i _{, The date and time settings will be applied instantly
A

Date: 2007 ¥ || Mar || 16 ¥
e [14:05:43 | (HHMM:ES)

\

‘zjjllﬁ WI)—Ea1—1) R bDISystem]>Dataand TimelICK > CTHBRETEE T L < Ix2—
PIZaT7IWEBBLTLIEEL,
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4, ZALYV—EHT—%A L (DST:Daylight Saving Time) %&8RET 3
[Timezone settings] @ [Time zonel D FIVE TV AZ21—HhS5HEXDZA LY~

[(GMT+09:00)1 Z&RLET,

Daylight Saving Time Z&REJ B3H&l&. [Enable daylight saving time] (CF T v & ANT.
Offset] (A7t b). TStart Datel (BHaH) &S&U lEnd Date] (@ TH) ZRELF T,

£ DLink Setup Wizard

# ] Time, time zone and daylight saving time settings 5

(| Time, time zone and daylight saving tims settings
=

Setup the corecttime and timezone settings for the firewall

Date 2007-03-16
Time: 19:05:43
# ] Timezone settings L]
Time zone: |(GMT+0%:00) a2
(GMT-03:20) Mewfoundland ~
[[] Enable: (&MT-03:00) Brasilia, Buenos Aires, Georgetonn
(GMT-02:00) Mid-Atiantic
Otfset (GMT-01:00) Azores, Cape Verds Is.
(GMT) Dublin, Edinburgh, Lisbon, Londan, Casablanca,
Start Date e
ndDate | (BMT+D100) Central Eurspean Time (CET)

(GMT+D2:00) Eastern Eurapean Time (EET)

(BMT+D2:00) Moscow, St Petersburg, Baghdad, Kuwait, Riyadh
(GMT+03:30) Tehran

(GMT+04:00) Abu Dhabi, Baku, Muscat, Thilist

(GMT+04:30) Kabul

(GMT+05:00) Ekaterinburg, lslamabad, Karachi, Tashikent
(GMT+05:30) Hew Dalhi

(BMT+DB:00) Astana, Almaty, Calombo, Dhaka
(GMT+07:00) Bangkok, Hanai, Jakarta

(BMT+D2:00) Beijing, Hong Kong, Singapore, Taipei
(M kutsk

(GMT+09:30) Adelaide, Danin v

Next =>

Bt Bl BELUEA LY -V DREMET LTzS, TNext)

5. WANA V271 —R%Z&ERT S

RV Vv I LET,

FERIBWAN A V2T —RETIVEI VA 21— 5BR L. NextIREZ V&S U v I LET,

£3 D-Link Setup Wizard

# ] WAN interface settings 5

T=75] WwaN interface settings

Select the interface that is connected to the ISP

Interface wanl -

[ cancel | [x=Previous] [ Mextr> |




6. WAN A2 27 1—ZADZA THEERT 2
FERATBWAN A V2T I —RDZ A TZFRL, Next] R2VEIUY I LET,

£, D-Link Setup Wizard

# ) WAN interface settings L]

"L_;j WiAH interfacs sattings

Selectthe t type of the QWAN) interface, Your ISP normally tells you
which type to use.

= Hatie-
Mast o
configur,

ual configuration

sed in dedicated-line Intemet sonnections. Your ISP provides the IP
ameters to you

DHEP - autematic configuration

Fregular ethernat connection with DHCP-assigned IP address, Used in many DSL and cable
madem netwots. Everything is automatic

£ PPPE - ascount

itz needed

PPP over Ethemet connection. Used in many BSL and cable modem networks. After providing
account details, sversthing iz automatic.

r PPTP - account details needed

FPTP over Ethemet connection. Used in seme DSL and sable modem netuorks. You nee d
account details, but also IP parameters for the physical interface that the PPTP tunnel runs over,

Big Fond - account details needed

Regular ethemet connection with DHEP-assigned IP address, plus authentication via a special
protosal. Used by the ISP "Big Pond"

[ Concel ) [c=Brevious] mewtss ]

AVRTI—R A
2147 =
Static WANRIIP 77 FLAZFETRELE T, —MIICA V2 —xy MIERT S
BEICERINE T, BETSIP7 RLAZISP ASEBAENET,
DHCP DHCP H—/NKWUBEEMICIP 7 FLAHOBIWETENET, DS/ 7—TILE
TLEFERT SR Y NT— TEFERINET,
PPPoE DS/ s —TIVET LZFERT 2%y b T—U TCEERAEINET, 7HUY
MERERBLIZRICEEBNICIP 7 FLASEIVHTONET,

PPTP W< DA D DS =T IVET LZERT Ry bV CEAETNET, 7
AT MERE PPPTP b Y RIVHBMEYS 2MEBA 22 T T —AD IP /T A —
BHRETT,

SEIRT 51 V8T T—ADEA FIEONTI, TRID ISP ITHRL T REEL,

3\
B VU—C1—UZ IO Mnterfaces) DEAZ1— L& > THRETEF T, HLF1—
PIZaATIEBRBLTREL,
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7. EWANAVRTI—RERETS
FlE6 TERLIcA V2T I —ADREETVET,

WAN 1 > 2 7 —X— StaticIP
TEHD ISP HSBHENTWNS IP 7 FLRBRICEDWTASIL, Nexty RE2YETUw
L%,
£ D-Link Setup Wizard

# 7 Static IP settings L]
L,j Static IF seftings

Static WAN interface configuration is mast scommonky used in dedicated-line Interet connestions. Your ISP
usually provides this information to you

IF Address 192,168.110,254
Netwark 192.168.110.0/24
G atemay

Primary DN senver

Secondary DNS server

[ cancel ] (5= Previovs) [_nem >

WAN o >»27 = —X — PPPoE
TEHID ISP HhSBHENTWAI—HE, XA T— FIERICESWOTANL. Next] R2>
7w LETY,
£ D-Link Setup Wizard

# ] PPPOE settings L]

‘ﬁ PPPOE settings

PP over Ethermet sonnections are used in many BSL and cable modem nebuotks. After authentioating,
ewenthing is autamatic.

Usemame
Pasaward
Confitm password

Serice

[ Cancel ] (= Praviens) [_Hemeez,




WAN €27 x—X— PPTP
TEHD ISP A SEHMENTWBRI—TE, NRT— R, KT IP 7 FLABRICEDVNTA
AL, TNexty REVEI v LET,
£ D-Link Setup Wizard

#) PPTP settings L]

a PPTP seftinas

PPTP over Ethemnet connections are used in some DSL and cable modem networks. You need account
details, and possibly also IP configuration parameters of the actual physical interface that the PPTP tunnel
runs over. Your ISP shauld supply this inform ation

PPTP tunnel parameters
Usemname

Passuard

Confirm password

Remote Endpoint

Physical interfacs parameters:

@ DHCP

'8 Static
IF Address
Network
Gateway

[ ancel ] [5= Previons) [Hesrz ]

DHCP : ISP ' DHCP Z{ER L TW335&. IDHCP) R2>EF vy LE T,
Static IP : ISP /% Static IP (BIiE IP) ZfEA L TWAIBE. IStaticd "2 EF vV L. il
TBHMENTWLS TP Address). Netmask]. Gateway] ASILE T,

8. FERIHEHINTLD DHCP H—/N\ZRET 2
AEGIEHD DHCP Y —/\%ZER Y %155, Enable DHCP Server] ZF v L. DHCP 75
A7V MIEHRTDIP 7 FLADHEZIEELE YT, RER Nexty RZ2Z7) v 7 LET,
£ D-Link Setup Wizard

# ] DHCP server settings L]

V% GHCP serversettings

You may enable the builtin DHCF serverso that the gateway can hand out IP addresses to clients on the
L& via the DHCP protocol

(" Disable DHCP Semer
{78 Enable DHCP Sener

Interface lan v

Enter a range of IP addresses to hand outto DHCF dlients:
IF Range

Netmask

Optionally enter 2 default gateway andfor DNS server to hand aut to DHCF slients:
Detault G ateway

DHE Senver

[ cancel ] (F=previons) [Hemz= ]

23
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Interface : FRET B A VR T T—RETIVEI U AZ21—H5EIRLET,
IPRange : 7514 7> MIERHET S IP 7 FLADEEEEELEXT,
Netmask : V547> MCBHRIBIP 7 FLADRY FRRAVEEBELEXT,
B :
DHCP H—/\%&fERALTIP 7 KL X 1192.168.1.10 ~ 192.168.1.254 | *Ecfd BiHa. LUTD
REETVET,
-IP Range : 192.168.1.10-192.168.1.254
- Netmask : 255.255.255.0
\
BIE| VU—E 21— D DHCP) > TDHCP Server | I2 & > THBETEE T, BL 31—
PIZaT7IWESBLTIEEL,

9. ZOMY—N\EHRETS
NTP —/\E fzld Syslog —/\EERT 2HBEICERE L. Next) R2v&EVU YT LET,
£ D-Link Setup Wizard

# ) Helper server settings U

EG" Helpar servar sattings

You may enable additional senvers for keeping the time acourate and for lagging data

[[] Time semvers- for autematically keeping the unifs time ascurate
Primary NTP Server

Secondary NTF Senver (Optionaly

[] Syslog senvers- for receiving log data from the unit
If both servers are canfigured, 10gs will be sentto both at the same tims.
Syslog server 4

Syslog server 2 (Optionaly

NTP H—/\5&%E
Time servers . REBDEZEREIC NTP H—N\EFEHT ZBEICF v I LET,
Primary NTP Sever : 754U NTP H—/A\DIP 7 FLAZASILET,
Secondary NTP Server: A > AU NTPH—/\DIP 7 FLAEAALET, (T 3>)

Syslog H—/\i&%E
Syslog servers : ZBFHDOT T — 2 & —/I\HZETBHBEICFTvILET,
Syslog server 1 : 7S 14< ) Syslog B —/\DIP 7 FLRAEANDLET,
Syslog server2 : A > &) Syslog F—/\DIP 7 FLRAEAFALET, (T 3>)
\
@ Y1)—Ea1—1) X ;D ISystem] > lLog and Event Receivers] & [System) > [Date
and Timel ICKDTCEHLRETEF T, FLARI—FIZ27IWZBRBLTIILEL,



10. REV A —F%ERTTS
lActivate setupl BEIEC lActivate]
®TLET,

&5 D-Link Setup Wt

rd

#] Activate setup L]

j‘) Activate setup

Click*Activate' to finalize the configuration

Afterthe restart, the unitshould be fully operational and use a basic firewall poliy that allows neary
ewerything from the inside and aut, and nothing in the opposite direction

[ concel_ )= Previous]_acrivate, )

LFOBEHARTEN. FLLEREMREINET,
£ D-Link Setup Wizard

#] Activate changes L]

Saving configuration, pleass wait...

The changes have been saved, and the unit is now activating the new sonfiguration

You must reconnect to it within 30 seconds for the configurstion changes to be finalized. If this fails, the unit
will rewert to its previous configuration

This page will automatically refresh in 4 szconds in an attemptto do this automatically.
Ifthe automatic refrash fails, you can

® FReconnactto the unit manually

B EI) YL AT RICEBERBRD

REZE

25
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M. UTOEELNRTEN. HLOREDFRELNTT LET,

[Closel RAa>ZEI vy L. AEEZRTLET,

£ D-LinkSetup Wizard

) Fnis! ]

rrrrr

EEEEARTENT BEES A7 AITHBRTENBEICE. FLOREDT 77« TLeR
TIBEHITIF0BUNICOTAVTIRENGYET., EBTAV Y FEEBLTWBIBEIE,
FLOWEE7AYY b TCRTAIVLET,

30MUMICATA T BHE UTOBEELSRTEN., FEIOREFTT LET,

ilding Networks for People

) Changes Activated

RENTT LEDOfmE. AEROUEIOREICRYET,



3 ZOfthDESHEEE

FERREDZTDMOEAEREIC OV TEHRALE T,

3.1 Web 7S UHREEBEDA Ta v AZa1—
Web 72 UHEREBEEA = 21—/ \—® TMaintenance] A= 1 —ITIEUTDF T3 X Za—H
HIET,

AZa1—/\—

D-Link

Networks for People.

| L DFL00 ||

AZa1— AR

Update Center IDS *:/'7“7\?17 ETVFIANWARY T RF v DEFHEEEHA T 21—
IVDREEITVET,

License AV ADFERMET VT AN—2 30— FEANILET,

Backup BRERABRD/INY I 7y TEfE) A M7 ETVET,

Reset BEHEETHEHARSREICRLET,

Upgrade TJ7—LUIT7EEHLET,

Technical Support ZIK%uE'u@EQEWZS%?*Z_F T7AIVCHEALET, B R— &S
BEIC T 7A IVORBERER L TLETL,

\

%yﬁ FHLRI-YYZaT7 I EBBLTIREEY,
3.2 TIGHFERREICREY
Uty FREVEIEF /Ny FEFER L TARROREE TIHHEAREICRLE T,
1. BREISCTRETZ 7AIVDINY 2T v THEITV, AEUGEHSOTT7TNLET,
2, Vv 93
Uty b R2V%ERT5 (DFL-210/260/800/860)
BROERDA >V DIRET, KEOEEICHZ )ty FRE2VE IS BREHBTLET,
27
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F—/\y F& LCD \RIVEERT S (DFL-1600/2500)
BISBIEICH B LCD /X% JLIT TPress keypad to Enter Setup) & FRRE N 5. MReset

Firewall] Z&RL KT,
3. BEDAyb—IBERENLS, MYes) ANBMETTBETLIES FBET,
e DT CEAOHSOREEREL T REN. Uty FREVERT L. TATORED
BESNET, BET 7 VDN Y 57y TELVU R FFECOEELTRI—YR
—17IE BRECEE,

BRR #LE1-—PIaT7IESRLTIEEL,



4 HIHARE

DFL-210/260

WE VDR | T oot | rosraas|  f /Iszﬁlj;@ DHCP 25 —42
WAN WAN Static IP 192.168.110.254/24 fizy)]
DMZ DMZ Static IP 17217100.254/24 fizo)]
1~4 LAN Static IP 192168.1.1/24 i
DFL-800/860
W@ VDR | Trror—umoedt | rvsvraws|  f /"f‘;ﬁlj;@ DHCP 25 —4
WANI1 WANI1 Static IP 192.168.110.254/24
WAN2 WAN2 Static IP 192.168.120.254/24
DMZ DMZ Static IP 172.17100.254/24
1~7 LAN Static IP 192168.1.1/24
DFL-1600
SE IO | T TR | A aTREE 41;’;75;17\"’ DHCP 257 —42
1 WANI1 Static IP 192.168.110.254/24 |
2 WAN2 Static IP 192.168.120.254/24
3 DMZ Static IP 172.17100.254/24
4 LAN1 Static IP 1921681.1/24
5 LAN2 Static IP 192168.2.1/24 )]
6 LAN3 Static IP 192.168.3.1/24 )|
DFL-2500
WE VDR | T unnedt | 1oaT—REs 415‘775&7“” DHCP 25 —452
1 WANI1 Static IP 192.168.110.254/24 )|
2 WAN2 Static IP 192.168.120.254/24
3 WAN3 Static IP 192.168.130.254/24
4 WAN4 Static IP 192.168.140.254/24 fiizo)]
5 DMZ Static IP 172.17100.254/24 fiizo)]
6 LAN1 Static IP 192168.1.1/24 |
7 LAN2 Static IP 192168.2.1/24 |
8 LAN3 Static IP 192.168.3.1/24 N
EEERE
REE BENE
1—5% admin
s 7~
RS/ I7 INZT—R admin

29
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5 REEETVZHIVYER—F

BT BREEIICDOWVT

AEMICIE THRFREE) DRI ENTOVEY, FESEDOTAS S UEHEEE CHIEDS X,
KIRELTLREEY, RERORIEE. <O TRRERIEE] ICEREINTLS HRIBRE] I
EOW\WTIToNnEd.

HalcAT3BHLEbEIEONT

TEEEEZ CHIRDS A, FRIICI—ERETVELY R— FRONSEVEDE L ZEL,
1. =927 IV EBECHERIEEL,
2. BHR—LR—=DICTHR— MERE THEREEL,
3. AorO—FY—EXETHBLEETL,
* AovO— RFY—EXECHBICESSHIENT I—FERHIRETT,
* BHIBRIEEE R — LAR—IICT TSRS ET L,
http://www.dlink-jp.com/

BRVEDLEICHELER

ARG RIEFROT I, HEDCHUTDRICDVNTHAS BT,
- B4
BBV EIFERR
D UTIVES (REXfIFFEICENT)
AV Nk L ACbVE= - 3 rl = SVAwl Nyl O A =
(T7—Lox7. V7 77 HH5EM)
- TERRE (0S. FEiO#EEEL)
CIT—AVE—IRREINTWVWBRHEEK. TORBEHMSELZEL,

EABROSE Y HL>

TA—U20 v NVHERSHB L UZOEERLIE. BEROBEANERD CHEHKABTZ. THEHK
NDWG EE, TOWREIRRORHIEREZBNT SHICHAL. TOEHEEZHET LN
HYUET, Ffe. BEABRZEDICEEL. EEXHEEZEATIHEPELGERNH55%
PRE. BEFICERELE A

BAEEN TOERIEOWT

FERIBFERNERATY, BATIIERTELEA,

e, AERE NERERCNAEEZE] OREICK Y BRDERLRERRICGEZET 55580
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